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m m m 

[0001] mmz^nv^Mzmt 
§C ^ <3 £><££/Be "*§-#0; 

IIJD&S mzflz7n?=7AizMtZo 

[0002] mom&z^iz^ztctsbviiim-tir^ij 

T- 4 L T $ T IN So it^-tz * ZL >j T- -r 

-Dt LTIISTiia^7^Mp°p^VX^ATBtS#5iff Um 

3tlT^£>0 

[0003] XAtC^i^^(Diffo&ifs S— 

T, W®^7"P v ^Bt^lERiti^t, ©#£>£>«, W®^7"P v 

0B"^"fbffl (£>!!£: til "*§"ffl ©H^^iE© t © £1 & ~o T lN §0 0B"^"fbMlMN ^-*§-#0; 

S&K, 0Utf6 4 

tfy K 1 2 8 tf y K 2 5 6 tf y h^CD7'P y O^r — $> ^-{tLX^r — 

iI^llJIL^Tt§o 

[0004] 9$B^(D~7)1^*)X1±£LT[&, i®£©7fciHi*S"e 

JliDES (Data Encryption Standard) -"piEfe 

©7H:lll^l^"T:'fe'i) AES (Advanced Encrypt ion St 

a n d a r d) tfft]£*lT^£>o ffe£ &^®^7"P v <7 

2 0 0 7^[CV--I^M^LfcCL E F I A 

tMl7°p v o 

[0005] £©£•?&, W®^7"P v ^Bt^OWUzf 'J XAIi, i^LT, A^IT1'-

$ S 7 ̂  > K^i^^^TpP^r^t"SBf-^-MlInP^ ^ 

^7> K«t§7^> Kit££j$"t3itX>ryzL-jU 
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mxtrV ( 
£j$L/cJj£ 

±mizm-3^Ts Bt^rasBo&^y Kit (MU 
it) o 

[0006] Z.<D&?t£7)\s3lJXA%Mf7t2>Mfo#lte1Mitt[sT, 

•So e i s t e I F e i s t e I lil 

1fh& o F e i s t e I Jj&'fb F e i s t e I T1-— 

Wit LT(DFm%zz^h^oy 

Fmmzis^T&s 
T^tL^o &fc\ Fe i s t e i{.tc^mmz-D^ 

X§Ei6Ltz$M£ LT&^ 0!JX1 s 3M$fF&iSK2 £> £ 0 

[0007] :/••> LTd i f f us ion 

(MO omt^ihtiT' 
-tlZifcRtSi+Z, (M(;*•££) £;#*.£> d *£±tii7uv<? 

tc & d (D J; 9 ft A 2) T1'- * (D&ibfD&W £ T? $ £ /c tt5I < & ti T - * iz 

tikz.2>Z.tt><#&>z>H2>o 

[0008] H(diffusion) 

\*M&<Dm UIL mzzm P 3-Gzt^^tcz.t ̂  n^-e^ a c >u 
3*i£0 LfrU (d 

i f f u s i o n) tt£7HCOlNX0}$fflr£lll^ L/c^JfcKfflr 

te&l^o 

IMSSfAift 
[0009] IM^fF^SRI :K. Nyberg, "General ized Feis 

tel networks", ASIACRYPT 96, Spring 

erVerlag, 1996, pp. 91 104. 

: Y u I i a n g Zheng, Tsutomu Matsu 
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moto, Hideki Imai: On the Construe 

tion of Block Ciphers Provably Sec 

ure and Not Relying on Any Unprove 

d Hypotheses. CRYPTO 19 8 9: 4 61-4 8 0 

mmoWiW 

[0010] ra (d i f 

fusion) 

MOHc7°P<7=?A 

[0011 ] f§ 1 01IIJ® 

T1 $ t & ~b T1 $ CD^j^c tf y K L T \t) 

LN ycO'r — ̂  LXz> *5 > 

fu§EB£^MH£^ 

A^IIT1 — $ XfoZ) n tfy hf- $ £:^tUi£d T'^tU L/c n / d bfy hf-

*? ^fulE&^^f yhZXJj LT, fulE^^ > 

K;1tg£ 

"y^y KjjSISCDtii^T1-— $ •?> >CD n / d tf-y hf-^ d / 2 

fuf£©^> K;H?|0 

tti^lT1-— *? d jm® n / d tf-y hf-^ LT, ^fxCD^ "7 > 

K;JtJf:® A^IT1 —^ ^ LTIS^-r^MlI^^tT-r^Bt^MUgS^fe^o 

[0012] *P^©B£^MiIgg©-^MI*§tc£iN--C fu§E^> KTsl$( 

[0013] fulEBf^MUM 
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(1 ) F 7 > KHI££©iMwimHfflil 
T1-—$ •g>N 

(2) jiMMitiifiHijT1'- * m\7 > Kn££© F HI^A^HI 
T1-—$ •g>N 

(3) &d/21^C:frtiJ£ftfc^ —^^y&d/2Mm©;^0^> KIH 

&© T1 - * &?y tc ̂  < #g3f ^ N 

±IE (D ~ (3) (D%mm^mtct^mz^-oxm^(D^^y^M.n 
0;ltJf:-|±Jil£;^f£0^> K;HW©A;*]£ LT§££-t£o 

[0014] isbiz, fulEBf^MUM 

, A^^-^0^SiJ^d^4J^±(>:L/c-^bFe i ste \W8k*mtZ> 

o 

[0015] fulEBf^MUM 

s "y^y KjjSISCDtii^T1-— *9 £ d j|I|CD =j y&s?(D n / d tf-y hf-

^^d/2j®^M^SlJLT, dX (n/d) U ^ 

t!l&d i;fc d *0^-f >^j§JR L /c d / 2 j® 

fuf£©^> KjHWoai^-^^&adfS 

CDn/dtf';/ hf-£ LT, ^fxCD^ ̂  > KJJSISCDA^T1-— *9 £ L 

Tlx^t" £ ^frf £ o 

[0016] ZblZs *m^O)^mW£mV>-^:MBmzlS^Ts fulEBf^MUM 
s ±&tl£y (diffusio 

n) &M, &j3£y h£A2)tf>;/ LTIE^L/cil^ 

(3M£ 1 ) ^A^tfy ti-g) 

(£#2) £A2)tf>;/ 1 jt&fu§E^> KT^^fiiiL 

±IE 2 (ful I diffusion) 

[0017] Zbizs *m^O)^mW£mV>-^:MBmzlS^Ts fulEBf^MUM 
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N (ful I diffusion) K©^ 0 > 

[0018] 

tulxCO^^V KJHW^OUIJ^IT1-— *9 ^ y K/ltW©^^#.]^— *9 COX 
=it>y 

©n/d h^-^O^tyftkSK^oTfeSStl.Sd X (n/d) 1®© 

mftMJ7£-*<DlB.fr'&t)-&T-*-?$>& (6/2) \m<D 2 n/d ^©T1' 

[0019] ^ etc. *M^©0t^ligM©-^te!§*§t;:£^T, ti)IE00-^MlI^tt 

s 0£^MH£m^M©?3OTcM RTtg^-r -*> a >14£^"t£o 

[0020] *P^©0£^IISM©-^MI*§^£INT, tulE0t^MiI^© 

^^y K;1t£©if *©H*ij»H^ fuf£©^0 > KIHtfcAiM 

^©jffttOx - * LTc^PJJoT 

*y£#B3U tu®©SNHlWI#iIffl{iiJ^^©S^SijT;-^^s 

u o T;^IS© ̂  ̂  > K^^A^iiy^^y K^BBI- £!*/£-? & £>„ 

[0021] *P^©0£^IISM©-^MI*§^£INT, tulE00^MH^ti 

, 7<h=r-*h LT©¥££Bi^&^^-t£Bt^M^ tfcfclu Atlx 

— * £ LT©00^;£;&IF:;£tc^-t£tt^&LiI£^Tl"£o 

[0022] ^M^©H 2 ©i|iJ®tiN 

iz & ̂  T mn t & & y, 
0t^H^\ x - * h &§ =r-9 ©*M tr ^ K £*ii£© =?<y 

(C^SU LTA^J Ls iS-xi' yC0Jr — 5>l,Zjtf bt7 O > KHfiifc^rjiiffl l/cf-

^ ^ y Jg L T t £ 0tX T- v -f £ L ̂ 

tuIE0^^MliX^-> 7°&, 

A^IIx-*? X'foZ> n tfy ST1-— *9 £r^il!]i£d T"^#J U7c n / d tfy NX­

'S7 ytzAJj LT, fulExO > L/cf-^ 

K;1tg£ LTliy ̂ L^T U 

x ̂  > KjjSfl^tii^x — *9 •?> >© n / d tf y hr-^ £ d / 2 
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m^to^oy^mwo 
tii^Dx — *? d jg|CD n / d tf-y hf-^ LT\ )X$9tCDx ^ > 

K;ItJf:0A2)x-^ ^ LT§££t£MlI£^Tt£B£^MlI^;£tCfe£0 

[0023] 

B£-^MUgg JC fcN IN T Bf^MH £ ̂ fr 3 •£ £ 7° • </ x AX' $> y N 

BS-§-MHP^CS x — ^ CD^J5£ tf y h ^fiftCDx^f > 

LTA^J LN ^S-x^f >CDx —^ LT70> L/cf-

* ̂ MH £ H£ y S L T m?t Z> Bt-^MHX x v 7°£ ̂ fj 3 t!\ 

fu§EB£^MHXx>y 7°^fcNlNT^ 

A2]x — $ T'fe'i) n tfy hf-$ £r^tl]i£d T'^tU L/c n / d bfy hf-

*? ^fulE&x^f yizAJ] LT, fulEx^ y KHHifc^rjiSffi L/CT-^^®:! 

^t^Jtll^x^ K;Jt?l«>: LTiyiL^^ 

x ̂  > K}jtlS®tii2]x — *? •?> x^f >CD n / d tf-y hf-^ £: d / 2 

§£li^tiJx-^£liJtfI^1=rtot*T, fufScDx^V K;H?|0 

tii^Dx — *? d jgl® n / d tf-y hf-^ LT, )^fxCOx "7 > 

K;HW© A 2) x - * ̂  L T gg^f £ MH£ 3 •£ £ 7° • ?x A tc & £ 0 

[0024] &fc\ ^M^07°P^xAtiN *§^&7°P?'xA • =1 - K£^fr 

qTtb =1 > tf n. - * • > X x A tc ft L T M X tflEH&tt IZ J; 

T}!#^ tl•?> 7°P ^7 x AT'fe'So C (D<£ 9 ft7°• ?x A£If $gMII££M•^ 

P>L°ZL-^ • f>XxA±®7°P^xA^tTpP"e^tTt"^C^-e7°P^xA 

tC Jfc i; /c MH T^H 3 *1 £ o 
[0025] 

1-£Mtcg-3'< J: y ili^^0^(: J: ^T0^AH:^tS)5?o &fc\ * 

B^«ffl#JC33^T$/XxAi:ttN ^0gM0IiH^*^ij55c-efey, 
(D^mifm—1*1 iz fo&boiz&mbte IN0 

mfwshm 
[0026] ^M^CD —^fiteWC cfc tUi\ }l£i£ (d i f f u s i on) tt 

tc£±'&0)m IN Bt^MH^^H 3 ft £ o 
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~r — *9 £ & •?> ~r — *9 (DMfiZ tf y K ~p -Y > 

^SiJ LTA^J LN >CDir —^ LXy>0 > L/cf-^ 

*9 X^>~b n tfy hf-*9 £^tyi$td L/c n / d tfy hf-^?: 

7 ̂  > K/HW«5: LT^lJ S L^tTt"§o 7 ̂  > KjltlSCDtii^T1-— 9 ̂ k.M'tZ> 

=p^y(D n/ d tfy KT1-—d/2j|I|tC^SlJ LN S^SOT1-— £ 

i±Ts tuKjHWoai^-^^&adfS© n/d hf-^ 

^fxCD^ ̂  > KJHISCDA^T1-— *9 t LTMH;&^tTt"'2)o CI 

CD^ij^ctCct o T, }i£i£ (d i f f u s i on) tt/c^^ttCDifti 

lN00^MH7^i!3tl£o 

mmvm^mm 
[0027] [|H1]k Ify n Ify h^®H7"P y ̂  Bg-^T JUzf <J XA^; 

[|g|2]|g|1 C^tkt:*'> n \£y K W®^7"P v 0 BB-^;7^ 

=r •j XAtcMj®;t"i)^7;i/=rij XA£§£Bjit~ £^"C£>£o 

[HI3]$|X ̂  y n. -;i/SP t =r- *9 Bt^bSB© HI#iZ -D ivX$m t Z> M XS> £„ 

[ HI4] 7s - * Bt^b£B©l*J$0!l £ ̂  lAr =^B^ f £ MX h Z> o 

[g|5]S PNli|®7^> Km&©^!ltc;o^TU£B^t" 

[|H6]F e i s t e I Ws.(0=7^y K1^0-WCf£>MXfoZ>0 

[HI7]^SF e i s t e I ^jt©—^!ltc;o^TU£B^t" 

[HI8M3SF e i s t e I ^jt©—^!ltc;o^TU£B^t" 

[ m 9 ] iz-D^xmmt&mxfo&o 
[ H110] lz-D^xmmtZ>mxfoZ>0 

[g|11]Fe i s t e \ M?k%:ftr>7ny VfemzSttZ&M. (d i f f u s 

ion) wm%t&mtz>mxfo&0 
[g|12]F e i s t e I P v (d i f f u s 

ion) wm%t&mtz>mxfo&0 
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[g|13]4 - I i nefl &IZ 2 9® F F e i s t e I 

V (diffusion) 

[g|14]4 - I i nefl 2 9® F £-fl£lb F e i s t e I 

V (diffusion) ^^U£B^f 

[g|15]4 - I i nefl &IZ 2 9® F Z>~mt F e i s t e I 

l*is£ft^:?P '> (diffusion) ^^U£B^f 

[^16] d = 6 £ L/ciI^r0®^0-^b F e i ste I 

S)§o 

[|§| 17] d = 6 t Ltciskn CD®^CD —IS-fb F e i ste I ^i}s©^}j£;i£ (f u 

I I diffusion) ^S!£: & ^ X CD —^J^:^t"HI"C1fe'i)o 

[mi8]^^> &ztxfimzdmm 
CD^fj5£cfc lJ :£}l£i£ (ful I diffusion) 7^> it 

tcMj&w 
[gn9]^^> &ztxfimzdifQ\>x±<o^\,zs mm 
CD^fj5£cfc lJ :£}l£i£ (ful I diffusion) 7^> it 

(ful I diffusion) tKS!£: 

—#!l £: ̂  t~ HI X fc> Z> o 
[ m 20 ] * M ̂  0- L T (D Bt *% IZ -DIvX U£ BE f Z M X £> £ 0 

im2M*m^o)-^MWx&z> d = 4t Ltc^oimz-D^ximtzmx 
S)§o 

[H|22]d = A- (Di§'a(D^y5^lX^}hWi (ful I diffusion)^ 

\\&7jk~$~MXfc>£>0 

im23^m^o)-^MWx&z> d = 61 Ltc^ttoimz-D^xmMtz>mx 
S)§o 

[H|24]d = 6 (Di§'a(D^y5^lX^}hWi (ful I diffusion)^ 
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S! £ & •?> I ^ X ©—^ m X & •?> o 

[HI25] d = 6 ©il-ntC# n / d ttv hf-9 2 El"^ 

S)§o 

[HI26] n t-fy K A^T1-^CD^tiJiftd , focfct/^S-n/ d tfy hr--^CD^fiJ 

p iZfctt&&ik$}hn'slL (ful I diffusion) "7 ^ > K§£©Hti# 

© — 

[ni27] F mWiXJimT-t t x^n^nm 

[^28]^ 2 1 K§B*6©^J$0J^t£:*^©^A&M£^II 

?$>Zo 

[g|29]T—$ :frlB;£©<£ y tc ̂  ̂ Xf £ MX£» 

[g|30]^ — * ̂ IB;£© <£ y ^MXfo&o 

[^31]^—* ̂ IB;£ © J: y ft] & o T U£B/j f £ ̂  "C £> £ o 

[g|32]Fe i s t e I *i^©-f ytf 'J ZL — -> a ICO^TUfcB/jf £>I§I"C£> 

§ o 

[1133] Fe i s t e I ^^©>f yjtf'J IL —*> a lCO^TIi£B/jt~£>l§l"C£> 

§ o 

[IH34]iiEl\}j£;i£ (d i f f u s i on) $#14 <o tl%> 4 — I i n e^Da© 

—yj^^^tMXh^o 

[HI35K >^'J-^a >tt^^ii-r^MH^OlNTl^B^-r^lil"efe^o 
[|g|36]4-l i ne (d=4) ©^jSldfc^Ts -f ytf 'J — *> a >'l4£Wt" 

£*Ij5£©-®| tC -D l,vXg^B^ t £ M X$> £o 

[|g|37]6-l i ne (d = 6) ©^jSldfc^Ts -f yl£ 'J — *> a 

ZMj£<D—0i]lZ?^XI$tBJltZ&X$>Zo 

[HI38K >tf'J — *> a >14 £#t~£^J$© —fflKCO^TIftB/jt" 

[HI39K >tf'J — *> a >14 £#t-£^j$©—fflKco^TIftB/jt" 

[ 1340] Bg-^-MISS S£: LT© I C ^E^ZL — )\s 7 0 0 
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[0028] J^TN <13 cfct/0H"*§"#O;IM^r 

TtT9o 

1. W®$l7"P 

2. tfM (diffusion) INT 

(2 - 1 ) }j£;i£ (d i f f u s i on) l\TC0!M 

(2-2) }j£f£ (d i f f u s i on) L/cdtlS T'©+ij5c 

MiZ-D^X 

3. 7Hi£i£ (d i f f u s i on) $#'|,4;&fq]±^ 

tCOlNT 

5. -f ZL — :> a > (i nvo I ut i on) 

lNT 

6. 0£^MlIgg©*ij5£WcoiNT 

7. 

[0029] [ 1 . «®it7"P 

%t\ W®^7"P y <7 ^(Dffi;WlZr> ̂ XmBRt&o 

( 1 - 1 . W®$l7"P >> <7$B^) 

7" P vO 0t^ (UTX 7" P v 0 0£^) tLTtt&LTlZfe 

KS^^P >> X«^p?t/C CTii n-e^t"o n liftS 

©MM£IX lJ 9 £> 7" P v ? 0f^y;uzf 'J XAZlt t,Z^ fo b U 

7" P v ^ W n 0 7 P v ^0B-§-0C t 

^nt> K7"P>>^0B^^P?/SNC^:fcfe^o 

[0030] ^0 bf'y k o 9 £o W®^7"P v ? 

0t^77;u=f|j XA& 1 $|3. 
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v 0 'J XA A lZ7"n y o +M X n = 1 2 8 T?S> U N 

k = 1 2 8 tfc&k = 1 9 2 £fc&k = 2 5 6 ©^+M XlC^t"* £^9 

P : n h?y K 

: n t!y h 

: k If •> h 

[0031] i1 lZk\dv n tf y K ^®S17" • y ^ 0f-§- T7 Jl/ =f "J X 

AE0|^^to 

XAEtcMj®;t"i)^7;i/=rij XA D&Bt^b;7 JU=T'J x 

AE0$1|E-'^1T1 XXtLT^XCtmKZ&l.mV, 

p%mtitz>0 ^2tc^i iz^[stzvgm?)\/3ijXAEiztti&t2>w.m7)\' 

=rU XAD©@^^to 

[0032] (1-2. fcSMt/S) 

Xtlt U 

$>&%.&> b titcZTV 7lz£V£y hl^^LT-e^/ct^iK' (£y K 

Ik') ZttiJoTZ mx^^n-JU^j ts tmxtriJ 

t>tz* r^-^Bt^bSPj T?&£0 

2^©£B#©llf|#te|g|3 tC^3ti-g>0 

[0033] (1-3. 

JU"FomMn iZ 33 ^T IN 3 T1'- * M ^ ̂  > K HI& £ IN 9 MH#-
LT©2o©f-^^g 

1 -DO)?1'-? ZttijJtZo X^-^(D 

n FlZ&ttZ^Oy K 

K©A;*]£ LT#**&3*i£l*/££&£o t^lo® 

* MX>r y n. -JUfr £ Hh^D 3 ti/cJj£Ait0—^0^- * IN p, 

*u $<DZL y K^^p^/SxtiOiit"So > KHift 
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^TJisztvxixZtiz&btniisbfeisbb 
Kt&^R-e^-To 

[0034] T1-—00-§"fbp|3® A^liiy^ 1 ^ "7 > K @ CDA^T1-—-S7 £: X T £: LN i 

#@0^> KP5l$UCA2)3ti£y-^£X iN 7^Ki4RK I 

% T1-— $ 4 ® ct 9 ti£0 

[0035] (1-4. 7^VhM) 

7"P •> ^0t^7Jl/=f'J X-MCcfc KHiUi3 £ y 

9 §0 KT^^ti;e®0t^77>'U=flJ (s t r u c t 

u re) tCcfcoT^-e^So LT d cm S P Nj*i£N F 

e i s t e I ^f}aN Jl/^SF e i s t e I 

[0036] (T7) S P N i]|7 ̂7 > KUlifc 

n K0A^^-^"r^T^^LT, 

f HI 5 \,Z S P NUja® ̂  ̂  > KHli$t©#!]£:^t~o 

[0037] (>T) F e i s t e I Mlt 

n \f.*j n/2 K0 2 -D(D^~$ tC^SlJ^ *l£0 9 t> 

vmzxtit Lzft-DMm. (FHI$O & 
tl-ffb 9 *i£>0 ^©o^—*©£££Atl 

itx/ctCD^d^T1'-^ &*>f 7°® 

ib(Di$foz>t>\ m*mz&s p vm?-* £<D%mwm 
@6CFe i 

s t e I Mm.(D^ *J y 

[0038] (0) &3SF eistelil 

ilS^SF e i s t e I ^Jati F e i s t e I ISjaT'&T1'— 2 T'fe 

ofc=&©£, 3VA±\,Zftt\?*mz$MLtz%<0-Z]bZ>o 

cUCefcoT^S F e i s t e I ^fja^ f •£ <1 <h 7^T' $ £ 

o FP^££0Aa^©+MX7^@ttftHC/jN3 < tSihtzltos 'bM^lZfa^T^ 

ZtSHZo M 7 tC d = 4 > KF*g td 2 "3® F Hlt&tfM 
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3 tl'Siln"(DtfbM. F e i s t e I lija®—#y£^t~o S/c, HI 8 tC 

d = QZ-fr-D, X>t-D(Dy>Oy Kl*UC 1 

F e i s t e I M$k(D—„ 

[0039] ( 1 - 5 . # 

Xj33ti2>T-*<D-y-4 Xtf*?* < 

=IX &£>4I[p]tf&£>o 

&K #t!l U ^ ti ̂tUC L T£BtSf lt/£ t b ft£ d 11?%IN 

o X£ m s tfy K t LT, s tfy K "3> CD m -flU CD ^ 

-^^^SiJLT, ^ft^tUCttLTs KAa^£^#i^^£tT9 

l*J$"e&£o s hl£te®#i^^£S - box £n¥/S=fc©£ 

t~§o HI 9 

[0040] ( 1 - 6 . 

5y©IittGF (2 8) Oftffill^GF (2) 

^^ii^-e$-g)0 HI 1 0 tCm s Ify hAa^^t"^ GF (2s) ©±-e 

£«3ft£m X mOtT^ltCj; U 

[0041] [2. ra (diffusion) ©fE^lCO^T] 

^M^©0B-§-MllCD|^0^®tutC^f^ (d i f f u s i on) ^ttCDMi!^ 

-3^T%%MtZ>o 

[0042] (2 — 1 ) f$; (d i f f u s i on) l\TCD§#B£| 

L/cJ: 9 ICN 7"P v <P^(D^±'\^Mt^^W(DX>t 

-DtLTd i f f u s i o n (S£tS:) ft&tmZtlZbOtflbZo c©#t 

Z.ttf-Zt*s 7"• v 0 00*%iz ti z CD J; 9 ftA^JT1'- * CD^fb©i2S £ 

T? $ £ /c tt5I < ai :£) T1'- * £ d £ 3ca& e> ti £ o 
[0043] J^~RCN Td i f f u s i o n ^fUj , Tfull diffusion 

tKSlJ , T f u I I d i f f us i on7^> K§£j £/E!iit~ §0 

&Z&J3 tf-y h£A2)ttv LT§E$LTJ^T0^£>^/c-t 



WO 2012/132620 14 PCT/JP2012/053930 

*§•", -?• 0 tJH ;£l tf y Mi Td i ffus i o n 

§ o 

1 ) ^A^tfy ti-So 

(^#2) ^ 1 mt^^y KT^ (Fmm * 
®}§LTIN£O 

[0044] 

h7^}j£i£ (diffusion) tKSItC&o Tl^ CI t £ 

}j£i£ (ful I diffusion) Jftggj t'£.m~$~Z>0 

d0^}j£i£ (ful I diffusion) 

'j&Wfe^Vy Klft (^J S Lift) £ (ful I diffusio 

n) £/E!iit~£>o 

[0045] LTHI 1 1, @1 2tC|Ei60Fe i 

ste i1 KiFe 

i s t e I 7"P y ^ Bs^CD^ "7 > KH]ift0^$#!]£:il LN HI 1 2 

ti^-0^ ̂7 > KHtlift^: 3 =j ^7 > K^lJ jSt"LTIN^>0 

[0046] HI 1 2 <£ <<J f§ i , i+1, i + 2 ̂  > K HH 0 ̂  it U (I i + 1 , i + 2 

, i + 3 A2)0£iliJ) 0 n/2 bf'y hf-^ X , +1 \ Xi+2\ Xi+3\ 33 

cfc t/H i, i+1, i + 2 ^ ̂  > Kd^0£iliJ (H i + 1 , i + 2, i + 3 

AtKD^M) 0n/2 hf-^Xi+12, Xi+22, X i+32ti^tl^tlf§ 

i KA^X, i, Xi^^^^VKiRK;!, RK/, 

T0J:9tC^ii-e$^o 

[0047] Xi+1' = F (RKji, XiO ( + ) X/ 

X i +21 = F (RKi+1i, Xi+10 ( + ) Xi+12=F ( R K i +! 1, F ( 

RKji, XiO ( + ) X/) ( + ) xsi 

X i +31 = F ( R K i +21, Xi+20 ( + ) X i +2 2 = F ( R K i +21, F ( 

R K ; +! 1, Xi+10 ( + ) Xi+/) ( + ) Xi+22 

= F ( R K ; +21, F ( R K ; +! 1, F ( R K ; 1, X^) ( + ) X/) 

( + ) Xji) ( + ) F (R K ; 1, Xji) ( + ) X/ 
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[0048] Xi+12 = Xii 

X i +22 = X i+1 1 = F ( R K i 1, XiO ( + ) X/ 

Xi+32 = Xi+21 = F ( R K ; +! 1, Xi+10 ( + ) Xi+12=F ( R K ; + 

F (R K i 1, XiO ( + ) X/) ( + ) X;i 

[0049] 

F (K, X) K^ffllNTF MWL-Z^&LtzT-* 

[0050] xi+1 ji, xjxiztfFM& 

%WMLT^te^tcl£>, ra (diffusion) TIN&IN 

0 x i+2'tt^T-^x; i, x/zm^xm^n, 
if F HtliftCDXt] t LT-§-i btlX\j^&(DX, }l£i£ (diffusion)^ 

m^t£-ox^z>tnxz>. mmzxi+3i:&ra (diffusion) wm 
iZfe-oX^Z) £Wi TL&o 

[0051] X i+12&X ; i(DfrXmm,ZHX^Z>tclsb, %tc, Xi+22&Xi2tfFM®L 

(diffusion) 

X | (diffusion) 

[0052] £l±(DmmfrbM i +3^0y K HH X i + 31, X ; +3 2tt «>: t KM( ( d i 

f f u s i on) ViW.lZ.te-oX^&tclsb, ik^JhWi (ful I d i f f u s 

ion) tWPi^o ClCDcfc-?^ i 1 1 N @1 2 til ̂  £ tl £ F e 

1 s t e I 7"P '> 0 (ful I diffusio 

n) =j ^7 > 3 =j ^7 > KT'fe'i) CI £: 1ffr1:s£>0 

[0053] (ful I diffusion) tKSHtCft o T lN&i\:t;§-g\ 

Ktmmmw, (Fmm (DB9*§IVX^ 
ft IN 9 d t tc t£ & tc£>, CI t 3 tl£ 

o (diffusion) 

[,x^m^bn^0 ( 
ful I diffusion) 70> (d i f f u 
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s i o n) = ̂ _^>o 

[0054] @13, i1 4lZfl}(Dm%&tf&o I i n et'1 fxtC 2 

"3 CD F £>— IS-fb F e i s t e I LTIN^)0 

M 1 5 tCig i^VKIilCDn-b i t A^JX j £ n/4 - b i t f^Otd 

^flJU f©4#@0n/4 — b i t?-* (X/tm?,) (D-tiMDfrlZg. 

it £ x 7c *§"• CD ̂  COS^ff CD ;j£2k £ ̂  f 0 

[0055] fc/cu 

Ht'£jSLtiN§f-^?:^to FHi^CD^S-ai;^tf'y KtiF§tii£cD:£: 

A^^yhO^S(t5tiSt5o C0J:9tC, £>£>^£A2)tf>;/ K0 

^b£?J£LT, ViffM^^i^^XCD^^y 

£ T't :£}£#£ (ful I diffusion) ^ ̂7 > K|£ti^f<#)'i> Zl t if 

T?$£o ^tCd=4«>:LT, 1 f£tC 2 offi F Z-Wiib F e i 

s t e I ^If^CD^Jkift (ful I diffusion) 70> Klfcti 5 ^ 

K_e&£C:£tfft]£*lT^.So 

[0056] (2-2)H(diffusio n) L/cdtlS T?©«^ 

tfUtCO^T 

;^tC, Ctl^-etC^^tlTlN^ra (diffusion) 
L /cMH*iJ$ iZ-D^X (DffliW £ U&B.E t" & o 

[0057] -mmzimzd/ZmOFM&Zm^tcd- \ i ne-ttFe i st 
e I *i^ti}j£i£ (d i f f u s i on) <J cfc < & < N ( f 

ul I diffusion) 70> Klfcti d + 1 ^^VKtC Tb^^P 

b tlT IN £ 0 Z.CDZ. t. ti % #!l x. ti\ lE^jrF^SK 3 (T. Suzaki, K. 

Minematsu, "Improving the Generalize 

d Feistel", FSE 2010, LNCS6147, pp. 19-

3 9, 2 0 10. ) tC§B*6tf£>£0 

[0058] i1 6 tC d = 6 t Ltc^CDm^CD-mb Feistel Mm.s M 1 7 tC 

|W^ij$CD^}j£;i£ (ful I diffusion) Mtk 
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[0059] n/d^hSd imz 

##y y z> z £-e##y& 
d if 6 J^±0il-ntCN ^5fe®^J5jcct lJ ^i£f^ (ful I diffusio 

n ) =? "7 y < Tt* •i>+ij3c/£;£}I^ LXlsi)0 

[0060] M 1 8 IZ d = 6 t Ltctmn<DZ.<DM$,Sks £• tcM 1 9 lZ^(D^^(D±^JhWi 

(ful I diffusion) ^ X CD —#!]£:^t~o 

dCD^fj^T'^J^; LTlN.g)^}j£;f£ (f u I I diffusion) 7^> 

K$Uid = 6, 8, 10, 12, 14, 1 6 5, 6, 7, 

8, 8, 8^£> iI?£©^J$©d +1 

i£ (diffusion) CI t.if%i)sZ>0 Lt>sLti:1fb 

, Z d = 4 (DiMSlZ<, ffce*lJU±£M( ( f u I 

I diffusion) =j *5 > Z t ti7? $&lNo 

[0061] %tc, imfF&SM mm, nm, xu, JIIB, n-mtFe \ s t e i 
scis2oos, 2008) 

-eti, n/d K^d 

t~d U}i£i£ (d i f f u s i on) L 

TIN^O ti&MmW<Dtctb<D£^®t>i!&W 

[0062] [3. ^.MTFlrZfit'? tc^tuni (d i f f u s i on) $#14£:lR]-t3 

jSfflKCO^T] 

£l±CD ct 9 &FP]II£:II<£K — Jj&'fbF e i s t e I 

T, tCj; (diffusion) 

% *o tl'i) J; 9 §0 

[0063] ^ij55c-eti, £ incite d - I i n e(D~M bF e i s t e 

I MlklZtS^Ts n hA^f-^^n/d d L 

tiFrmmm, (020 :X^>>7°D 0 

[0064] Z0)t^s 
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F HI^CA^^ ^^^y^ F mmxtiWT-tm}, 
smmrnmn $ mm, 
t P?/SNQ 

^©^ &&?y (&^>) tC£lNT$Eii3tl£ n/d 

^ ̂ tCd/2j®tCM^SlJ"r^) (d©l&©#i!Hi##i!|-e&< Tt, 

O 

&&?y (&^>) #^-ed/2j®tcM^SiJ^ti/c^-^^;^®;u-;utc 
L tc if -o X ^131" •?> (02 0 :X^v7°2) 0 

[0065] (1) F A^HiJ^- * &?ytwr#©^ o y Kp^©mftjitiifiHiy 
T1-—$ ^^y tc^i3t" ~b 

(2) jiMMitiifiHijT1'-*7 > Kn££© FHI^A^HI 
•x—$ ^^y tc^i3t" •?> 

(3) &6/2mz%m^fttz'r-*3m&d/2.mrft<0fr<0=7Vy\:M 
WL®T- *mm iz tn^nnmte < #B3f •& 

[0066] C0J;9^^I3L/C^, &d/2tl/c^-^ £^tl^tl 1 o© 

T1-— $ iZ^n-a t~ £ (HI 2 0 : 7,T '> 7° 3 ) 0 

zntk&mmmvMto 
[0067] ##!l& d ifs d = 4 ©*§£-©l*j$0!l£^ 2 0 tC^"t0 

z.<D£?lzM]&,Ltct§£\ ^-* ©##!!&d tc ofc (full 

d i ffus i on) ^ "7 > K|£ 4 £ £ Z1 £: ^ RT tb tC & £ <> 

[0068] tCHfo (full diffusion) £ 

•S^'7 > K§£ = 4 ^^/cfUfi^J^-TtC^fo 

( 1 ) f§ i =i^y ^(Dfobfy&Xtl^-tXD^UZW. i +1 =i^y Kg© 

'>&< £=& 1 -DVFmmzmwtt^TL&o 
(2) f§ i + 1 ^ -7 > K @ © IIMfe ftJltHf • 1U T1' — ^ 3^y © 9 *> '>& <t^ 

1 -Olid i ffus i o n^M<^7^^TlN^)0 

(3) m i +1 ^vyvB(D$mmmmm?-t>mmx$m (d i f f 
us i on) t>izd/2mizft%\ztl, % i + 
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^otcsbm \ + 2^0 
> (diffusion)^ 

(4) ii+27^>K@ (Dmmmimm^-$ mm & m \ + 3 ̂  0 > 
KicF ^ &?y ^ ii+37^>K@©F A 

(diffusion) %tc, Ztl 

btJhik ( d i ffus i on) T1'— $ till i + 3 =j 0 > K @ 

T0 F izXti3ft£tcto, ZfD&tit&mftJitUffi3ft£%rnftJitUffi 
m^-^mm^±x(diffusion) wmtft&o 

[0069] u±(Dmmfr bs i&tm \ + 3 ̂  ^ s y 4 ^ v > K-e^ra ( 
ful I diffusion) ^SltC&'g) Z. t ifftfrZ) 0 HI 2 1 , HI 2 2 

lN T £: TJS f o 

[0070] HI2 1 ti d =4 £ ®|"e £>£><, d=4&©-e, 4^tC 

#iU;*ftfc&n/4 ^ — ^£3^2 (=d/2) ^flJLTl^o 

1 i 7^> KA^DX i 1 tC^t^f&W> i 7^7 > K HH CD 2^SljTr— $ £^ft 

-?' ft Y i1L, Y i1R£: L, |W|*§tcx i2, X/, Xinco^ttMTSM 

|lj-_^^Yi2L) Y i 2 R, Y i 3 L, Y;3R, Y i 4 L, Y/R^t^o 

tiJ^-^0+MXti^:frtiJL/c^tin/8 bf'y 

[0071] u7bNu ^-rut^sy-efe^d^ti 
mti'A^ltf >;/ h$t= 2 5 6 K U #ty&d =4-e&£ii 

n % 

XDtfy h$Ui, n/d = 2 5 6/4 = 6 4 bt&V, Z(Dfi 

T1 — $ ti^F^MFU ~t ft ti 3 2 tf y h N 2o©3 2 tf y hr-^ 

ft •So 

L75)N LN ###!lt"£>££tiifr2g"eti&<N 6 4 Ify 

ZWttWlT-* £ 2 0^ht44lfy hf, LT 

t» <fc^o 

fcfcu )Xo^O> K;HWSPtcA^]-ri)l^tcti, yiz&^xfi 
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fiJ3tl/c2 0 \f.*j K^4 4 d = 

4^111® 6 4 tf y K^IUCDT1-— ̂  §o 

[0072] -r^^b^^sy^d ®+ij55ctcfciNT, d^®#^^ 

mvmm 
[0073] Z(Dt^, m i =7^y \z\tl^-S>(D£Zt>Hzmt%:tB-Xtcmti, t(DB 

fftiH i + 1 =7^y K@®29®Fli®9^/M< tt, 1 

tl-g)o X;4®LSB1 bf'y K0<^C^1b£^;L/ciI£\ 

Y i^^dsMU tfac^CDi^gtfX i+1 HdslSU d®Xi+1itf£i + 

1 K@0£1IiJFP^zA^3ti£;:«>:tC&£ (@2 2) 0 A^ltfyh 

'>&< 1 

(D F P^iUCi^itf IsM?" £ ̂  £SE3 *i£o 

[0074] ^ i +1 =?o> K@®F^®/>^< 1 -DOFmmzitxtiomtif 
BWLT^Z>(D-?:\ (d i f f 
u s i o n) Oty, (Y i+12L, Y i + 12R) , (Y i+14L, Y 

i+i4R) 0 ^ AN®fI&}jy& (d i ffus i on) tKS!£: d t 7^1£§IE 

3tl£0 M2 2-eti (Y i+12L; Yi + 12R) if d i ffus i o ntf$£&o 

TIN£1?IJ£^LTIN£0 

[0075] ^^^0;U-;U2, 3<£<<J, f§ i + 1 K@®d^"efe£Y i+12L, Y 

i+12R&f§ i+277>K@®2 (=d/2) 1®0^F^tCA^I^tl^o H 

*mcY i+14L, Y i + i +2^oy vs(D±FmmzAtit!n 
£o Ii+1 KgtCfclNT (Y i+12L, Y i+12R) , (Y i+1 

4L, Yi+14R) (DE%b(Dt&if$bML (d i ffus i on) tKS!£:ftoT 

tcb LTt, Ii+277>K@©^F Mmzte&m (diffusion 

) itPM(D^— $>if\t\?StlZ>Zt\lZt£Z>0 =ttlb F 

Yi+22L, Yi+22R, Yi+24L, Yi+24R^^xra 

(diffusion) Ztlbtt)l>-)1>2, 3 cfcyXj+a1, X; 

+ 33K#t^£tl£/ctf), Xi+3\ Xi+33tra (diffusion) 
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tfe&Z1 o 

[0076] (diffusion) X i+33^^ i +3 

=7^>y FBo^M'tMDFmmizAtiznztcisbs 
i+22L, YI+22R, Yi+24L, Y ; +24 RS OSkK Xi+4 

1, X i +43t^f5; (d i ffus i on) 

[0077] (full diffusion) 

7V>F$L4%ffifzTZ£tfRlffilZ%:£0 HI 2 2 & d = 4 <D^(D^l5^X* 

(ful I diffusion) ViW,t ^§/U©-o CI 

(full diffusion) 7^7>F 

$rc&z> 5 ^o y Kj; y '>&^4 ^^ > K£^MXsx^zzttfftfr&0 

HI 2 2 d 0^#j5ctC33^'i) d = 4 ©i^n" CD ful I diffusion^: 

)l/c-r^X0-0iJ^^-To 

[0078] m 2 3 K d = 6 h Ufct§-&©!|*f&0!k HI 2 4 ( 

ful I diffusion) 

> K m (Dm% iz §B3i £ ti x i•* £ & w.Mk iz z 0&M H -X - * # BSM 
>7^ o 

[0079] J^±N §£BJ3 

i£ (diffusion) ^'\§iif'{§iotlXlsZ) Z. t1fft1:sZ>0 £tcs 

©l*J$"e&s 

o 

[0080] £®J;glC% *^IM!H±N h£*f 

ttA^Us yoi^r—^izttUT^^y mmzm 
Z<Dm^ 

1& ic £ ̂  T £TF © <fc 9 * (D^t U 11*1$ £ ^ > K £ 3& 

vMLmnt&o 
[0081] At\T-$XfoZ> n tfy h^-*£##yffcd T? 

Lfcn/ d tfy hf-^ ̂ fulE&^^f ytZAJj LT, > KHJifc^rjil 
L fc 7s- * ;I6H £ ̂  0 > K)HW t L X m lJ M L t £ o 
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=y^>y 

Mt^z>^y(Dn/61tv KT:-^^d/2j®tcM^siJL, 

tmtaz dm<D r\ / 

d tfy hf-$ LT, )X$9t(D^'jy KJHISCDA^T1-— $ t LTIXAE! 

[0082] * 

(1) F nitAMUT1'- * mmv y Ku££©SMUiwitnfflii 
T1-— $ ~b 

(2) jiMMitiifiHijT1'- * &?y^ > Km%%(D F HI^A^HI 

T1-—$ ^^y ~b 

(3) #d/2j®tC^SlJ^tl/c7-^^^ytid/2Mm©;^0^^> FM 

WL®T- * mm iz tn^nnmte < #BB-T £ 
[0083] £0<£9&^£)^C-tMH£tT9o 

[0084] vik%<o&t\T-**mtz>dm<o=7 4y 

&*(D n/d tfy hf- ̂  £ d/2j|I|tCM^SlJ LT, dx ( n / d ) jglCDM 

^SUT1-— £ £J£J5C LN ^SUifc d tCJ^A U/c d > CDS&& > AN £>jl 

^L/cd/2j®0M^SiJ7-^^M^II^^-&T, fuf£0^> K;H?|0 

tti^lT1-— *? d jgl® n / d tf y hf-^ LT, ^fxCD^ ̂  > 

KJHWOA^^-^ £ LTis^-r^Mn^^T-r^o 
[0085] Z10 ct 9 CI £: T\ tuiH Ltcik^fbM. (ful I d i f f u s 

i o n) wmzmtcttcibizmim&w^'yy m (iiusLio , t& 
t)^>, r^j£f^ (ful I diffusion) K!£j ttA-lZtyftfL 

t&ZttfpIffitte&o 

[0086] &fc\ fu^L/cJ;?^ $>&ihti £*'y K £ A^i tfy h GQH#i££: LTIE^ 

htt Td i f f us i o nwm 

J Tl^ tfcmTZo 

(3M£ 1 ) ^A^tfy 

(£#2) ^ 1 mt^^y KT^ (Fmm * 
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h7^}j£i£ (diffusion) 

•aif (ful I diffusion) T$>£0 

[0087] LrmBMLfcmtiiM-eii, A^nttv h^d^fij Lfcf 

— 9 -1 Ttefoti (d/2) 7^0 F IliftA^ilJT1-— £ ̂ ^0 
(d/2) 

/d KT1-^^^ti^tid/2j®tc^SiJL/c^J^^0^L/co 

otitis :£}l£i£ (ful I diffusion) 7c #)©!!/> 

K^=4^^ii-r^/c^®is^-efe^o 

HI 2 5 d : d = 6 ®i#-n tl£ n / d tfy hf 

— *? ( n/6 tfy hr'-30 ^:2^SiJN d / 1 2 tfy h LT 

[0088] LfrU K$(£4M£L&tttU2\ (full d i f f 

us i on) ^m^T&tcSbOfitmZ, &=?4 y&HZ-D^T (d/2) 

3 ti £ t ®-m ft l\ 

Xti n tf-y : d ts 

y&*(»ftW®L : P t, 
(ful I diffusion) Z>tc8b(D "y *5 > 

(full diffusion 

) JUTo^-ewai-e^-So 
^0>m=3+ [ I o g p (d/2) ] 

fcfcU [x] tex£Lt©i|/J\©$lt&£t~£>o 

[0089] 3 biztfmmt LT 

@2 7 

^flj$(d : d = 6(Dm^lZ, 

(d/2) 2^flJN 
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(d/2) =3yiz-D^xiz, 3##yLrem 
x&&0 

z(D£?mmtLTibs (f u 

II diffusion) > Fm*4ttZZ.ttfpIffi-e$>Zo 

[0090] ttz, (^>Kit) 

o @2 1 K§B*6©lt/£0y-e&*& (^>Kit) 

^y^m 2 8 

@2 1 (^>Kit) ^^FlMALTgfflLT 

lN §o 

CtUcftLT, HI2 8 %u±M (^>K^) £FHi(tJH 

t t $ mm t izmx LT^S0 

ct •?> $E ct o T, (full diffusion) 7^>K 

[0091] [4. J; 

±IECDII@ [3. tcffiMfc (d i ffus i on) $#14£lR]-t 

-mitF e i s t e I ^g=l 

X h (diffusion) £> tl£ cfc 

9 IZ-D^XiftBE Lfco 

[0092] A^JT1-— •$7T'fe'i) n tfy hf- 9 ̂ ^tOiftd T'^tU L/c n / d 

^.^—^^^-^^yizXtiLXs "y ^ > KHUifc^rjiSffi L/cf-

K;1tg£ &L^T"TZ>mmz&^X, =?0y 

KJHWCOUIJ^IT1-— *? n/d tfy hf-^ hlZd / 

21^Cli^tiJU i!©MIfuf£©^> K;H?|0 

tii^T1-— *? hS^I) d jgl® n / d tf y hf-^ LT, )^fxCD 7 ̂  > 

K;HW® A^JT1-—^ ^ L T ^fit" £>!*/£-? £>£0 

[0093] JUT-ett, 
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S-ffu$L/c±§EiI@ [3] tCfc^TI^Lfc^WiJ^IWia 

% d — I i n e (D—$£ik Feistel ̂ f^ltC&lN-Cs n tf y hA^f-^ 

Zfimtdizm-oz, n/d tf-y h^©d fStCtftUU ^>K 

£ M L tc T n z ̂  ̂  > K)Hn £ u T m y & L ̂  
frt~ §o 

[0094] i f£0^> K;ltjm, d||©#7Y> M #^©n/de->h^ 

igSCD^'JVKjISM (3^0) #^©d/2j®tc^sy^tl 

/ctti^lT1-—CDT1-—j S@ (D"r — *? & Y i [j] (fcfcL, j ti 

1 J^±d 2/2J^T0M$O o 

[0095] IWI^itC i + 1 K;HJ^tC;i3tt£^tlJ$( : d 0#^ 

n/d h£^ft^ftd/21®tC?i^tiJL/cf-^ j SgcDf1-^ 

Xi+1 [ j ] (fcfc'U j ti 1 J^±d2/2J^T(Dmt) o 

[0096] titz, YY ; [t ] ^Y ; [ j ] j = (d/2) s + t 

CO^rJllItC^ilp L/cf- 9 tTZo 

/c/c L s ti 0 J^± (d - 1 ) UT, t ti 1 U± d / 2 

[0097] UfaftjtCti, mti\ 

Y Y i [1] = Y i [1] | | Y i [ 1 X d / 2 + 1 ] | | Y •, [2Xd/2 

+ 1 ] I I ••• I I Y i [ (d - 1 ) Xd/2+1], 

Y Y i [2] = Y j [2] | | Y j [1 Xd/2 + 2] | | Ys [2xd/2 

+ 2] | | ••• | | Y i [ (d - 1 ) Xd/2 + 2] N 

Y Y i [d/2] = Y j [d/2] | | Y j [1 Xd/2 + d/ 2] | | Ys 

[2xd/2 + d/ 2] | | - | | Y j [ (d - 1 ) Xd/2 + d/ 2] 

[0098] liCXXi [t] ^Xi [j] 0?^, j= (d/2) s + t^ifcTt 

CO^rJllItC^ilp L/cf-9 tTZo 
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fc/c'U 

X; [j]ti, i n/d tf-y K^d mz%mLtz%<0* 

sliO^Lt (d — 1 ) JUT, t ti 1 W±d/2JMT©IStS)l.o 

[0099] fulECDlIg [3] #BB (DJ<*->1f& <tZ-3 

X LSlNl¥lltC0#^^^AN-g)o tulECDiIg [3] tC£l\T!ftBEL 

UT(D (1) ~ (3) 

(1 ) F HitA^lilJf1'- * 3^1] ^ > KHi(®JIMfeftJitllfiHIJJ 

f1-—$ & 

(2) jiMMitiifiHiJf1'- * ^ > Kn££© F Hit AMU 

f1'—$ ^^y & 

(3) &d/21®tc:frtij£ftfcf—3^ytid/2Mm©;^0^> KHI 
ts©^ - * mm iz tn^nnmte < #BBf a 

[0100] (1) ~ (3) ^ic 
XXT-* (Dfitmd tfA$^<£ 9 < ft 

Htzs ^IB;itcd;^Tti^g0l©=iX K^A$ 

[0101] j^T-eti, 3<^c^g=ixh 

*JlH^ittifu§E©iI@ [3] T?=ftBEL/c 

[0102] £t% i + 1 !£@©A2)f-^£ n/d tf-y K^d imzfimLtctVZt 

tl^tld/2j®tCM^SUL/cf-^© j #@©f1-^X i+1 [j] ©9^ j 

= (d/2) s + t CD^JIIItC^ilp L/cf1'—X X | + T [t] CD-f'— 

*&?y£2 t - 1 

ZZi+1 [t] 

^"T^o 

[0103] UfaftHcti, mti\ 
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ZZi+1 [1] =XXi+1 [1] «< 1 

ZZi+1 [1 ] =XXi+1 [1 ] <«1 

= (Xi+1 [1 ] | | Xi+1 [1 Xd/2+1 ] I I Xi+1 

[2 X d/2 + 1 ] | | • • • | | Xi+1 [ (d — 1 ) Xd/2+1] ) « 

< 1 

= Xi+1 [ 1 Xd/2+1] I |Xi+1 [2 X d/2 + 1 ] I I 

•••| | X i+1 [ (d - 1 ) Xd/2+1] | | X i+1 [ 1 ] 

o 

[0104] J^JiCDct 9 tl/c Y Y i [j], £&ZfZZi+, [j] &Y 

Yi [j] £vmtm<vt'Df'Dzzi+1 [j] mmtzzt-e 
1 i K @ CDf1-— $ i)s i +1 y>Oy Kii CDf1-— $ ̂ (D^r — 

d : d = 6 ^ L/cil-n 3 0 

@3 OT-0&^P^££tiJ^T©<£9tc£«3ti£o 

[0105] &fc\ *F^&£tis 

Y Y i [t] : i &B(Dd/2{mzftmZtltclhtlT-t>(D?lE> j S@0f 

Y j [j] (fcfc'U j ^ 1 JU±d 2/2J^T0M$O j= (d 

/ 2) s + t (7c7c LN S tiO£Lt (d - 1 ) UT, t ti 1 J^± d / 2 UT 

omm 
XXi+1 [t] : i + 1 IS@ n/d K^djitC^SlJ L7c 

/ 2.mz%n\^tz.^-'>?(D j #@07-^ X i+1 [j] 09 

*>, j = ( d / 2 ) s + t (Tc/cU s tiO£Lt (d - 1 ) UT, t ti 1 U 

±d/2£TF©$|$0 ^^/c-rt^^JlitC^L/cf-^o 

ZZi+1 [t] : XX i + 1 [t ] CD?*-*&?!]£ 2 t - 1 

[0106] M 3 0 tC^fct 9 tCN A^Jf1-— 9 d : d = 6 £ L/c*!^ 

t ti 1 JU± d / 2 y, t = 1, 2, 3 *u 
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i Y i [t] : Y Y i [1], YY; [2] 

s YY i [3] , 

i + 1 i+1 [t] : XX i + 1 

[1 ] , XXi+1 [2] , XXi+1 [3] 

i + 1 Z i+1 [t ] : ZZi + 

! [1 ] , zzi+1 [2] , ZZi+1 [3] 

Z.tlbtf&LT<D£?lzW&-Ztl2>0 

[0107] i Y j [t] : Y Y i [1], Y Y •, [2] 

, Y Y i [3] ti, UT(Dt9Lfetti:2>o 

YY j [1] =Y j [1] | | Y , [4] | | Y , [7] | | Y, [1 0] | | 

Yi [13] | | Y; [16], 

YY, [2] = Yi [2] I I Yi [5] | | Y, [8] | | Y, [1 1 ] | | 

Y; [14] | | Y; [17], 

YY, [3] =Yi [3] | | Yi [6] | | Y, [9] | | Y, [1 2] | | 

Yi [15] | | Yi [18], 

[0108] i + 1 hfuA^-^m©*P^$tXX i+1 [t ] : XX i + 1 

[1 ] , XXi+1 [2] , XXi+1 [3] ti, UT(Dmfetti:Z>0 

xxi + i [1] —^ i+1 [ 1 ] I I X i +1 [4] | I xi + i [7] | 1 x 
[1 0] I I X i + , [1 3] || Xi +1 [1 6] , 

XXi + 1 [2] 

I 
1 

CM i 
i 

+ 

X
 II I I X i +1 [5] | I xi + i [8] | 1 X 

[11] 1 1 X i + ,[14] || Xi +1 [1 7] , 

XXi + ! [3] 

1 
1 

CO 1 
1 

+ 

X
 II I I X i +1 [6] | I xi + i [9] | 1 X 

[1 2] 1 1 X i + i [1 5] || Xi +1 [1 8] , 

[0109] i +1 zi+1 [t] = zzi + 

! [1 ] , ZZi+1 [2] , ZZi+1 [3] ti, UT(Dmfetti:Z>0 

ZZi+1 [1] =Xi+1 [4] I I Xi+1 [7] I I Xi+1 [10] I | X i 

+ i [13] | | Xi+1 [16] | | Xi + 1 [1], 
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ZZi+1 [2] =Xi+1 [1 1] | I Xi+1 [14] I I Xi+1 [17] I 

| Xi+1 [2] | | Xi+1 [5] | | Xi+1 [8] % 

ZZi+1 [3] =Xi+1 [18] | | Xi+1 [3] | | Xi+1 [6] | |Xi 

+ 1 [9] | | Xi+1 [1 2] | | Xi + 1 [1 5] „ 

[0110] lit, M3 ^JA^YYi [1] £ZZi+1 [1] Y 

Y; [2] £ZZi+1 [2] £YYi [3] £ZZi + 1 [3] ZmmtZo d© 

HI 3 1 _hp|3CD (a) 

[0111] ttz, flUtfYYj [1] £ZZi+1 [2] %s Y Y i [2] t Z Z j +, [3 

] ^YY j [3] £ZZi+1 [1 ] Z&MLfzm&imS 1 "FSB© (b) iZ^s 

3 tl£ 9 ftf1'- ^ t&Zo 

[0112] Z(DJ:?IZ, Tft£>til 

=j^y >® 

n/d d X (n/d) 

(d/2) |@©2 n/d \f.*j hCO^r — 

[0113] M±(DJ:?lZ)kSt)t>tifzT-*ftEZmi* tu^L/ciI@ [3] IzS^xm 
B%Ltz$k$-s tfcb*>s 

(1) F nitA^iiUf1'- * mmv y Km%%(D 
f1-—$ & 

(2) JIMMitilfiHIJf1'-*^ y KHi(® F H££AtHI 

f1-—$ ^^y ~b 

(3 ) # d / 2 j® tc^sy ̂  tl/cf - * ̂  ti d / 2 M©;^©7 £ > K M 

WL®T- * mm iz tn^nnmte < #BB-T £ 
(1 ) ~ (3) ^;iSt§o 

H(diffusion) 

[0114] £tz, tui!i©ll@ [3] d / 2X d / 2mU(D^-^mm^: 
d /2 X d /2MM<DT — '9mmfri3 1 
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d/2MM<DT — '9&m$:di/2mM<DT — '9&mfrb 1 'DtlMAsXfiW, 
^tcisb, —y^itglCilM^^o 3 

biz* (Dftmz-D^xmm-fffoz 
tab, ttzz0 

[0115] [5. -Y yrfs 'J ZL — i/ a y (i nvo I ut i on) 

ICOl^T] 

IffflF e i ste I 3 2 (D <£ 9 hzmm~$~ £> 

zttfvzzo ste* itfflFe i s t e i m&iz&tt 3 3 

(D£ ?iz mm tzzttfvzz o 
[0116] ZtibCDM 3 2% @3 3 £>II$?3ti-g><£ 9 ̂  FUiUCjfA^ti 

mm*£<m\:M&$:&mt2>ziitfpim-c$>2>o zo^^iz, (^ 
<Dmxz®it*s 

/c'l4it% -Y y <K 'J =L — i/ a >14 t P?^o 

[0117] -< ytf<j n-s/3 (^>K 
it) mm^MwizAnwTLn&^itmms , 

a -Y ><K'J a 

s/c, ^IIE=IXK 
tf^mx$ s (t&iBiBt^bnit bfrxmix$*u*£ ̂  
) N =i- K+MXWM"e$£, tax®* 'J 'y 

[0118] £©<£•? ICN @3 2, HI 3 3 CD^tUift d = 2®ii^®F e i s t e I 

Tii, FP^c*fA3ti£jj£Ait (^>Kit) 0jiiJ?£MHcAtiii;L£ 

-Y ZL —i>a £0 

[0119] LfrU £t!l& : d^2M©M^tt?-MFe i s t e HI (G 
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eneral ized Feistel Netwo rks) T'0O^'J 

ZL—>a 

[0120] 1g(:d/2i©F^ilNfcd- I i ne-ttFe i s t e I M 

<ZH ytf'j n-i/3 ymz-D^T%7L& (/c/cU d > 2 ) 0 

7ttC§&B£| L/cHI 1 4 tC^fct 9 &4 — I i n e — Jj^-fb Feistel 

Tiis 0 y -Y ytf 'J ZL — */ a <1 <h # 

0!la.t£3 ^ > K"e*ij5£3tl/c4 - I i ne— $£<fb F e i s 

te \mi£te4 ytf1) ZL-*>3 y^zft-D (5^oy 0 bfr 
0 y ££<£>!§••&, -Y ytf IJ ^ — a >14££I/C&IN 

o 

[0121] -fl£ftjtCd-l i ne-flStfbFe i ste I jtittCfc^Tti, Ml&^Oy 

%tm : d -eflj -otzt^ 0§IJ£^\ 

K t, L < ti^ 

(d/2) + 1 

T?&£t§£-©^>r ><K'J iL-*>a 

[0122] mti\ HI 1 4tC^"t4- I i n e -Jjfitfb F e i s t e I j*i£-etiN *1$ 

%tni d = 4 -ety -otct^ 

K t, L < ti^ 

(d/2) + 1 = (4/2) +1=3 

T?&£t§£-©^>r ><K'J iL-*>a 

ftfrftjtCti^ 

1 , 3, 5, 7, 9 • • • , 

ojy > <K 'J •.-$/ a 

o 

[0123] S/c, mti\ fiJit d = 6 £: L /c 6 — I i n e -Jjfitfb F e i ste l| 

jstti, ^ > K£fc£, ##!l£& d = 6 "CfiJ -otctti 

1 , t L < ti, 

(d/2) + 1 = (6/2) +1=4 
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•?&£*§ytf'J iL-i/3 

i, 4, 7, io, i3 - • - , 

o 

[0124] dCDJ;-?^ -flgfalCd - I i n e -fl£ F e i ste I 

> KiUCHtx^tM ><K'J J- — s> a 

[0125] |g|3 4tiN fu^CDIjtlil [3. tcffiMfc (d i ffus i on) 

f#14£ft±3t*/c*ij$Wc-3lNT] Ltc^Oy KJHWFSI©^-

if^raicj^-ci^Mt (diffusion) m^m^b 
tlZ> 4— I i n e Mm.(D~ Jj^,%:7jk~$~W\~Z:'fo:£>0 

d^ y Ki^ 1 + 3 n (ZcfcLnttO JU±©$l$0 © 

*§£-©^>C •.-*> a y^mtcto 

[0126] y Kiui^^lt 

izMt>b?j yts1 j -L-*>a &iti£-c&*u£ j; yfi$uc^ 

K$t£§££-e3\ ££14, mm'M^0kmz^w.x^^±s -tytfijn. 
-*>s y^vm&z&v, 

[0127] ^^=1 X K lJ (diffusion) $#14 

£*U 3 blzMlft^Oy KiUCHto^tM ytf'J =L — i/ a y14£?S7ct~ <fc 9 

ft^ £ > Ktc o ̂  TU£B/jf £° 

JU"FJC33^TU£B^f tulE©iI@ [3. (d 

i f f u s i o n) $#14£[^±3t*/c*ij$Wc-3lNT] £i>^TIi£B/j Ltcm 

lN}j£f£ (diffusion) $#14£t# £? £ b iZ-i ytf 'J ZL — 

is 3 yfezfttc-tez-ftnttazo 

[0128] $|HCD tN"^N M3 5 ^#0S LTsftB/jf £<> @3 5C 
>>7°1 

(XT ̂ 701 ) 

S 0 d - I i n e 0—Jj^-fb F e i s t e I 
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n K AJj-r — *9 lZl£\ n/ d tfy S45% 

dfSKtftlJU &n/d tM'tiFrmz 

MUs }M ftMUffl MH £ fx 9 o 

10^:1 FP^cA^3ft£f-3^y£FP^AMIiJf-^^m I# 

[0129] F F mutA^u^— 

L (0) £U ^iJA^dlA^JIitCL OK •••, L ( (d/2) -1) £ 

i£t"o 

iia^m^iiiiffiiiijf-^^^y^^jx^iiy^^jii^R (o) s -N R 

( (d/2) -1) tmto 

[0130] (x^-y 7° 2) 

^(D&s (^^>) COIEJIT1-— •$7T'fe'i) n/d tfy Kf1-— *? £> 

izd/2imz^mt^>0 ^ty-cjSKTfcj^o 

-*&m&*iz'D^z, tti^tiL (i) jN R (i) jtmmtZo 
i c^-f» (omm? (#^) s 

(^» (#^) s 

?$>Z>0 

(D F m&AJlT-t&mZ d/2imzWd%\ L/cItt 
dlO^-^^L (0) 0£U JlitCL (0) 1N -N L (0) tmmt 
§ o 

[0131] •*• Lr?tl?tl<D&%7U (^>) ^fclNTd/2j®^M^Sy^tl/cf1-

J14C1 L tcif -o T3M31~ •?>o 

JU-JU (2 - 1) 

UtiEiUCD F IHiftA^f1'— $ i = 0 CD L (0) CDf- — /91k 

#B3-r£0 

L (0) 0^fiD7^>h'llHOR (0) 0K#B3s 

L (0) (D I^I3, 
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mmz\= (d/2) -11-CL (0) i^R (i) itC^SB-r^o 

L (0) 0= R (0) o, 

L (0) ! = R (1) !, 

L (0) 2=R (2) 2, 

tfe&o 

[0132] JU-JU (2-2) 

L (1) CDf1-— $ 

L (1) 0^fiD7^>h'llHOR (D 

L (1) (2) 

Halite i = (d/2) -1ITL (1) i£R ( (i+1) mod d/2 

) i §0 

[0133] JU-JU (2-3) 

JUT, L ( (d/2) - D ±IE2ui 
"To L ( i ) K CD R ( (i+j) mod d/2) j 

(fcfcu i % j it^n^nou± (d/2) - 1 JUT) „ 
[0134] JU-JU (2-4) 

( i ) j ?:^©7,5 > KHIftCD L ( ( (d/2) + i — j ) mod d/2) 

jlC^BB-rSo fcfcu i % j (d/2) -UUT-efe-So 
[0135] (Xf>>7°3) 

"T — *? tClp-n f §o 

[0136] 036C4- I i ne (d=4) 0iI£iC±§EMH£^T-t 

j^Js 

H|37tC6— I i ne (d = 6) CDi!"n £±§EMlI£:^lfTt~£>li$S0 —Hi 
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ZUb, @3 6, M3 7 iZHstMj&Ti-tes (^>) iZ&^Td/ 
2imz&fimzntc?-$%:±mxyLv7°2iz^t)\s-)i< (2-n ~ (2 

-4) i:^ot3©7 0> Kllft Z.®?—* 

<£ -oXs KiacHtxiT 
-f =L — ->3 

[0137] S/c, @38, @3 M^O 

y p^izmtoibt't ytf1) zL-*> 3 0 &fc\ 7t©il@ 

[3] L/c@2 

icefetl&y >^'J ZL-*> a >'l4£ft^>}ij$©-$]-C&So 

[0138] z(D£?izs ^m^w&^oy 
, ful&©^> ±j&Ltc^6b)kfeLtc 

mnzm?z:x®(D$mmmmmmzfiw.u tuf£©mftitiiMj3i 
?y©ifjziEL/c^iutc^o^> KH 

Ltl\§o £©*iJ^C^T, IH-©*!^ 

Rrtg&>r yt^j 0.-^3 y^^-Dm^ 

[0139] [6. mm&mmmfDMf&miz^^-c] 
&mz* ±mLtcmMimzm?tcm^m%:mfitz>^mmw(Dm3 

Mlz-D^TiftBRt&o 

PC, TV, 
b=l-yN 7°b-^ liiS, RFID, X7-h^-K, iz> 

rVf/z^^T "J-sSSE^^-Jk II*. 

[0140] *^©Bi^M£SfTt"£S®©-0!l£ LT© I C^yzL-JU7 0 0© 

*iJ^J£@4 OtC^t-o ±^©MH^ flUtfPC, IC^-K\ 'J-y^ 
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t(D{& 

[0141] H4 OH^tC P U (C e n t r a I processing Unit 

) 70 Hi, mjs #*1$^ 

<DT- * ^7A^fJTZ 7°P iz y +fC$> Z0 

/ 'J 1 0 2 tiN CPU7 0 1^tS^P^7A, £>£Wi;ltJf:/^P< 

— $ & ̂ ©lltl/Elf1 — *? ^§$1*1 ~3~ •§> R 0 M (Read—On I y—Memo r 

y) % C P U 7 0 1 ©MlItC£^T^T3tl£7°P^AN &&Xf-fuV=7 

T7, 7UT^ 

|5tl§RAM (Random Access Memory) =f 7iN b &•?> 

o S/c, 7 0 2tiB£^MlItCi&^ftitf-^N 

(g^n) 
LT^fflRli-e3b5o H37 'J t 

LZMtiicZtiZ ZttfOfg IA\> 

[0142] 7 o 3 ti, m 

Atf-jSlkFe i s t e I Feistel j*i££jgffl U/c«®it7" 

• *c^m^7)\y^<jXAizm^fcB^mMs QL^mmzgfrt&o 
[0143] &fc\ dd-eii, z 

<D£?^ A 

^ROM tCl&ilrt LN CPU 7 0 1 7^ROM^7°P^A£g^di UT^T 

t & <fc 9 UTt ct l^o 

[0144] 3L&fg£S 7 0 4 li, 

mzmjtzo 
[0145] mgiSSP7 0 5ti, 

y, m*.&'jictvn.-JUmrnzm?u \ c 
^yzL-;i/F»g-e^jS U/cB£^;£®di2k £>£ Wifl>SB© 'J -#=74 *#©$ 

[0146] &fc\ ±^U/c^WiJtCfc^TI^0^U/c0t^MlIgS^ A^lf-^U 
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Bt^^bMUs ±5iliL/c^MJtC33^TU£ 

WLtcm&zfemTzzt if-qrtg-e h z> o 
[0147] [7. £#)] 

JU±S £#,B£L&^bs M^(D^Mmz-D^xmmLx$ 

r?B^LT$/c0-e^l'Js 

mmtztcto iz ̂  m^mm om z&mt^x&zo 
[0148] &fc\ $LBm&Z&^xm^[stc&m&, JUT<D&?t£M$,*£2>Z.£tf 

XI* Zo 
(1) f1-—$ ^ & •?> ^—$ CDISJ^C tf '> h £IJEiftco ̂  4 y iz^SU 

LTA^I LN y<D"r — 5> tC&t LT^1^ > KHJifc^rjiSffi L/cf1-— 

^Ml^JIL T 1" £ Bf^MH^ ?:tU 

fu§EB£^MH£^ 

A^lf1 — $X$>%> n tf y K f1-— ^ £;^#0i£ d L/cn/ d tf y S f1-— 

*9 ^fulE^^^f yizAJ] LT, fulE^^ > K§li££:ji§ffl L/cf-^tfe®:! 

7 ̂  > K/HWCOtJH^IIf1'— ̂  •?> >CD n / d tf-y hf1'— *9 d / 2 

fSKiftfiJU fuf£©^> K;Ii|JS0 

tt^lf1'-^ d n/d tfy hx-^Sfj^L-C 

K^w^A^f1-^ h uTis^"r^Mn^^T"r^00^Miigmo 

[0149] (2) fu§E^> KT«ti, K$t£ML/c;Itll^ 

il£, aJ:t/F^0tb^t/ctiA^^^^^> 
y(D^-tm ICIE**©^*™ 

§io 

[0150] (3) tiIlEBt^MlI^ti> 
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(1 ) 

x— *9 ^^iKc^SBt" •SN 

(2) KM©FH§IAM 
x — *9 %>s 

(3) & d / 2 miz$m s nfcf-* mm it d / 2 Mm©&© ̂  ̂  > Km 
tfc©^- * &$] m * ft < 

±is (1) ~ (3) (D^mmwmctmmz^-oxm^.(D^oy^MW 
(DxMW^^)>K^<D^^y^W(DXt\tLXm'^.t^mm (1) I;/cfi ( 
2) 

[0151] (4) fulBBf^MH^ A^x'-^^tUi&d £4JU±£ Ltc-BitF 

e i s t e I SifFsS (1 ) ~ (3) ^rtl7HC§Bi6©Bt^MlI^ 

Mo 

(5) fuIBBf^MH^^ 

>£•*© n/d Kf1-37;&d/2jitCM^SiJLT^ dx (n/d)®© 

— *9 £J£J5C LS ^fUi£ d tCJ^A U/c d >©#!&•?> "7^ yfrt> 

MIR LTc d / 2 f®0lf ful£©^ ̂ 7 > K;JtH 

0HliT-^tIWdfi0n/d^ hr-^^Ii^LT, ;Xf£©^ 

> K>Hg©A;*]x-*£ LTIS^-r^Mil^^Tl-^tulE (1) ~ (4) ^ 

tntHztm(D^m^mm0 
[0152] (6) fu§30£^MiISI3{^ btfPATtZ^T2-D02kftZffi&T 

Stfci£ (diffusion) )|;£®ts f ttiJjkfv SfcA^Jtfy K© 

ll#iS£: LTlBili L/ciln-tCs 

(&#1 ) ±Kh\i*J hffl#5*U 

(&# 2) £A^I tf y K '>& <tt1 it ttfu §B^ 0 y KH^feilM u 

X\M> 

±lE2o©^ft£)^j£T££ra (full diffusion)^ 

^mt&mmxfc&mB (1) ~ (5) LN-fftjbH;:BBi6©B£^ra^Mo 
(7) fulB^ra (full diffusion) 
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K0^-7> (1) ~ (6) 

ft fr IZ IBfc© 
[0153] (8) mrnrn^m&(Dm^(D^oy t:x^(D^^y 

K>1tg©if#iiJx-*0Aai;&lll#£^rs&^«$fciU K/HS© 
>0 n/d \f.*j hf-^0li:fr#UMlItCT£j3c 

£ft£dx (n/d) j|il0^^SlJfr-370M^^'&f1-37-e^)-g) (d/2 

) {[§0 2 n/d try S0x-*-tzv S£3M££ b}IJR3 ft£ 

ulB (1) ~ (7) ^-ftlfrtC§E*60B^MH^go 

[0154] (9) y 

tf'J—>a (1) ~ (8) l^ftAMClE*60B£^Mll|£® 

o 

do) tuiEBt^Mii^(D&^vyFfenoisft^T-fcDmmmvmte 
^ m&v^oy f«);^uc^iji:f 
OT^I^0^«0^]ltlIfniliJm^H^lBU ft]f£0Mmmffi Ml&M©M 
fij-f-$ £% ^ L7c*M'J)fcf£0 ̂  
BB"T £!§/£-?£> SitulS (1) ~ (9) lN-rtL7&HCiB^0Bt-^^Sg®o 

(11) Atlx-^ 

tfcfciu A£ix-^h LT0B£^££¥£tc^-t&m^W 
£^fj-t£>liu!B (1) ~ (10) l^ftfrtC|ES0B£^MlIgmo 

[0155] ±lEU/cg®&<fct/vXxAtC&^T^T"t£Mll0^;£JF\ M 

II£31*£ 7°P A t fC#Sft3o 

[0156] S/c, h^x7, S/ctiV 7 

h^i7, &§WiM^0*f^iJ$tC^T^Tl-££<h7^t£T-&£o V 

7 MlI^-^r>X^IE®L/c7°P^ 

^A£N H^0/\- K^iL^CH^Sft/cHVI^zL-^lW^^lUC-f > 

^tg&5/Lffl=l VfcTa 

-^tC7°P^^A^-r >X h-JULT^T3tt£££AMfg"efe£o ^JpUi 
, 7°P7^AtitC^^|E®LTfcs< Z.£tfT*%&0 IEii££fr 
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> tfzL — $ IZ4 yx K— Jlsf •S'fliL LAN (Local Area Net 

work), -f yf-^V K h7-^£Y>LT7°P^A£g 

iL, KfV xtmrnzUMWiz^ yx h-)\stz>zttfx^ 
§ o 

[0157] lEiUC^TBt^ytC^T^ti 

£ 0 <2* ft £> t\ MH£W®^ti tCJ^A LTM^lJW 

tCfe^WiMtC^T^tlTt <U\ S/c, *0Mffl»tC£^"O>XxA,>:ti 

(Dlz til\g£>&i\ 

[0158] ±$L/C<£9^ *P^0-^»y©^tCJ;titi\ tt(diffus 

ion) f#14£ft±3t^c££14©i^0£^Mll7^ii3tl£o 

tc tiN f1-—*9 <^1 & •?> x—*9 CDliJ^C tf y K ^ > tc 

^SIJ LTA^J LN y(D=r — /? tc£t LT^^ > L/cf1-— £ 

^]f-*9 T'fe'i) n tfy Kf1-— *9 ^r^fUUtd L/c n / d tfy Kf1-— 

&^>tCA2)LT, 7^> ^ 

7 ̂  > K/HW«5: LT^lJ S L^tTt"§o 7 ̂  > KJHWCDtJH^f1-—£ 

^^fVCDn/ d tfy Kf1-—d/2j|I|tC^SlJ LN S^tOf1-— £ 

ttT, KjJtJ^ti^x-^S&^dl®® n/d Kf1'-^ 

^M+iJ^cLTs ^fxCD^ ̂  > KjltlSCDA^f1-— *9 t LTMS^r^^rt"^>o £ 

CD+iJ^tCcfc o T, }i£i£ (d i ffus i on) $#14£|P]±;* "tt/c^^ttCDifti 

[0159] 7 0 0 I C^^ZL-JU 

701 CPU (Central processing Unit) 

7 0 2 p< ^ "J 

7 0 3 Ba-^fttSnP 
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7 0 4 

705 
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W^oSBSi 
^111 ] f1-*9t.t£Z>-T—*9 <Z)$IJ3Ctf y h tc^SU U 

TA^ Ls ^=7 4 yCD'r — ^lZfc\ Lt7^> Lfcf-^ 

£&4ra £ it y is L X mnt % B£ £M u ̂  
fuIEB£^MH£^ 
A^)f1-— $ Xh•§> n tf•> Kf— *9 ft^t!J#£d Lfcn/d tf y 

hf1-— *9 ^fulE&^^f yiZXtl LT, fulE^^ V L/cf 

K>1tg£ 

-c&y, 
^^y K/HJSCDuti^f1'— *9 •i)J7^r>C0n / d tf y Kf1-— *9 

6/2\mz^fit\\L, tu®©^ 

^ > K/HWcDtti^Ilf1'— *9 £#l&'i>d'(|I|CQn/ d tf y hf1-— *9 

LT, K/HS0A^f-^i: LTIS^"raftkS^frf 

5f<lI2] fuIE^ ̂  > h'^li, 

la £JS F §tjf£N SJcfc tf F HfifftCQtij^ l£fci,&AjJlZtt1t •Site"7^ y(D-r — 

^113] fuIEB£^MH£^ 
(1) F y KnnfK0#Mfeftjit 

nfniUf1'—*9 mi &-

(2) iiNiii^iiiiffliiyf1'- * m^y^ > Kn££© F ni£ 

A^dJx-^^ytc^sa-rss 

(3 ) & d / 2 fsK#i!l 3 tl/cf1- * &?y d / 2 ®m©&© 7 ̂  

y FM&fDT-tmmzzti^nn&tK 
±IE (1) ~ (3) (DftmmftZffitct&mz&^XmfQLfD^Vy 

\^mu<Dm^^Mx(D^ryy vmw(DAtit L-ris^-t^ft^ii 
2 {zmmm^m^mm0 
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;£iI4] fu§EB£^MH£^ 

£4J^±£ Ltc-mtF e i ste I iM 

^115] fu§EB£^MH£^ 
=j^y d ®(D^4 y&*(D n/d 

Kf-^^d/2j®tCM^SiJLT, dx (n/d) <@©if#i!lx-* 

££/£U ^SiJi^d tCj^D/cd*©^ 

fcd/2^0|i^tiJf-^£liJtfI^1=rtot*T, fuf£©^> K;Jt?l 

GQtJH^Ix-37 d n/d Ify )%$k 

oz>^y ^w-oxt^-t t LTis^-r^Mn^^tT-r^ii^in 
tClEic^Bt^MUgSo 

^116] fu§EB£^MH£^ 
±&tl£y (d i f f u 

s i o n) )|£t|N •ttSLfo-t>s h^A^tfy h©H#iS£LT 

IBa&Lfc *§£•£, 

(^ft 1 ) ^A^tfy ti-g) 

(^£2) ^A^tfy K#'>&< 1 Jt&fulE^V KHi^ 

®}§LT^£ 

±IE2o0^^)^S"r^£ra (full diffusion 

) tClEic^Bt^MUgSo 

^117] fu§EB£^MH£^ 

tulE^iSf^ (ful I diffusion) 4 ^ "7 > KCD 

^ ^ T^ii-T^I*^iI6 tC|Ei6©Bt^MHgSo 

^118] tulEBt^MH^CDfuf£0^ > t)>K&(Dz>^y 

K;nw©if ##y mmm®, 
"y^y — ̂  >CD n / d tf y hf— $ CD 

X (n/d) 

^T'fe'g) (d/2) j®CD2 n/d tfy KCDT1-— K 
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£ tLtc 7^ ® JR £ ti £ X $> Z> I* 1 IZ fEifc 

5RII9] fufEBg^MUS^ 

30110] fulEBf^MH^tf)#^ 0 y K;HJl0li^tyf-* 

^7 > L/c*I 

-*£, ^ L/c^iPJJfc 

IZ lEtlCDBs-^-MlI^Mo 

^1111] fulEBt^MHSl^ 

A£f-* £ t/c&, 

AtiT-tt Lxo^^^iz^t 

1 tClE«60)Bt^MIIg«o 

^tin 2] Bt^MHS«tC 33 ^fjf £ y, 

BB-^MISP^T!)^ •? — — ^COHij^ctfV h^JltftCD 

"y 4 y (C^fU LTA^ LN -f >0T-^ UT^ ̂  > K§fli££: 

M u fcf-^ y ̂  L T f •> 7°^ 
fj Ls 

fuIEBt^MilXx >> 7°f^ 

A^Df — n h f — •S7 d "C^iRJ L/cn/d tf >y 

hf-$ ̂ fulE&^^f yiZAZi LT, tufE^O > L/cf 

K?1tg£ LT!l#y ilL^fr U 

^^y K/jSUCDtij^f — ^ §7^>0n / d tf y Sf — ^ 

d / 2 j|HtCM^#y L^ ^ mVkO)^ 

-7> K;ltS®a^f-^<>:^&£d®(£>n/d tfy 

LT, ;^f£<D5^ V K}JtJ$:0A2lf-^ LTlkt.t 
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[ft;£ll 13] IZ IN T Bt£ UtT £ £ 7° • V =j A T& y, 

Ba-^MUn^C, f K£*tf&0 

XC^fiJLTA^l U >0f-^CttLT^> \*M&% 

iiffi L/CT-'? £ $g y ii U T mfit 3 et x =r >> 7° £ m 
fitS Its 

tu§30^MilXf >y 7°tC£^-C 

—-^"C^>-2> n tfy hf-^ ̂ ^tljfftd U/c n/d tfy 

yizxtiLx, mt^oy KHf££M Lfcf 
K;itjr£ LrssyigL^frs-t^ 

^ 0 9 ̂ i1"l)70©n/d fcf y K f— $ % 

d X 2 jmtC^^SlJ L> ^rM^M^'n^b'ti'Ts tulx®^ 

-7 > K)HJt:01±\ ̂  9-~ $ t mt£ & d m<0 n / d £ «> K f- * £jil§$ 

IT, KaS0A^T-^i: 

-tt£7°P^A0 


