
Reputation-Based Authorization Decisions BACKGROUND
[oooi] Access control systems authorize programs and
applications to perform operations, such as
authorizing a software package downloaded via the
Internet to read, write, or open a file located on a
user's computer. Traditionally, access control systems
decide whether or not to authorize an operation by
referencing an access control list, a look-up list, or
the like. [0002] These lists, however, often employ
schemas that are fixed and offer few capabilities.
These schemas, for example, may do little more than
look at a user's identity in deciding whether or not
to allow a requested operation. In so doing, they may
allow an untrustworthy software package (e.g., the
above-mentioned Internet-downloaded software package)
to do anything it likes so long as it is running on
the user's computer under the user's identity. In such
cases the user's identity effectively controls the
decision to authorize the package's requested
operation. SUMMARY [0003] This document describes
tools capable of receiving reputation metadata
effective to enable better decision making about
whether or not to authorize operations in a computing
system. The tools may build a reputation value from
this reputation metadata and, based on this value and
an authorization rule, better decidewhether or not to
authorize an operation requested by some program,
application, or other actor. [0004] This Summary is
provided to introduce a selection of concepts in a 



simplified form that are further described below in
the Detailed Description. This Summary is not intended
to identify key or essential features of the claimed
subject matter, nor is it intended to be used as an
aid in determining the scope of the claimed subject
matter. The term "tools," for instance, may refer to
system(s), method(s), computer-readable instructions,
and/or technique(s) as permitted by the context above
and throughout the document. BRIEF DESCRIPTION OF THE
DRAWINGS [0005] Fig. 1 illustrates an exemplary
operating environment having a reputation value
builder and in which various embodiments of the tools
may operate. [0006] Fig. 2 illustrates another
exemplary operating environment having a reputation
provider and in which various embodiments of the tools
may operate. [0007] Fig. 3 illustrates an exemplary
reputation value builder configured to receive
reputation metadata and output a reputation value.
[0008] Fig. 4 illustrates an exemplary authorization
input builder configured to receive a reputation value
and create an authorization input. [0009] Fig. 5
illustrates an exemplary authorization module
configured to receive a request and an authorization
input and output an authorization decision. [ooio] The
same numbers are used throughout the disclosure and
figures to reference like components and
features.DETAILED DESCRIPTION Overview [ooii] The
following document describes tools having the
above-mentioned capabilities and capable of building a
reputation value of an actor, building an 



authorization input based at least in part on the
reputation value, comparing the authorization input to
an authorization policy, and making authorization
decisions based on the comparison. Two exemplary
environments in which the tools may enable these and
other actions are set forth below in a section
entitled Exemplary Operating Environments. Another
section follows, entitled Reputation Value Builder,
which describes one exemplary way in which the tools
may act to create an actor's reputation value from
reputation metadata. A fourth section, entitled
Authorization Input Builder, describes how the tools
may operate to build an authorization input from the
actor's reputation value. A fifth section, entitled
Authorization Module, discusses manners in which the
tools may act to make authorization decisions based on
the authorization input indicative of the actor's
reputation value. A final section, entitled Exemplary
Implementation, describes one non-limiting way in
which the claimed tools may collectively operate. This
overview, including these section titles and
summaries, is provided for the reader's convenience
and is not intended to limit the scope of the claims
or the entitled sections. Exemplary Operating
Environments [0012] Before describing the tools in
detail, the following discussion of exemplary
operating environments is provided to assist the
reader in understanding some ways in which various
inventive aspects of the tools may be employed. The
environments described below constitute but two
examples and are not intended tolimit application of
the tools to any particular operating environment.
Other environments may be used without departing from
the spirit and scope of the 



claimed subject matter. [0013] Figure 1 illustrates
one such operating environment generally at 100 in
which a user 102 may operate a client device 104.
Client device 104 is generally a computing device,
such as a personal computer, and may include a local
service provider 106. Local service provider 106 may
be integral with, accessible by, or separate from
client device 104. In some instances, local service
provider 106 may comprise a disk drive, flash memory
drive, zip drive, or any other device capable of
coupling to computer-readable media. For example,
local service provider 106 may comprise a CD/DVD
drive, in which a computer-readable medium including a
software application may be inserted and executed.
[0014] Client device 104 may connect via a network 108
to a remote service provider 110. Remote service
provider 110 may comprise a server or the like, from
which the user and the client device may download a
software application, program, or other actor capable
of requesting an operation. The client device may also
connect via the network to a reputation value builder
112. As described in detail below, the reputation
value builder may build a reputation value 114 usable
in making an authorization decision. [0015] As
illustrated, the reputation value builder may receive
reputation metadata 116 from one or more reputation
metadata providers 118. Reputation metadata 116 may
comprise any information associated with a reputation
metadata provider's estimation of an actor's
reputation. An actor may include a software program,
application, dynamically linked library, installation
program, file, picture, 



document, applet, ActiveX control, or any other code
capable of executing on software or hardware.
Reputation metadata providers 118, meanwhile,
maycomprise any person or device capable of
estimating, judging, or valuing the reputation of an
actor. [0016] The reputation metadata provider, for
example, may itself comprise a software program or the
like, while another reputation metadata provider may
comprise a person who has used the actor being judged.
More specifically, a reputation metadata provider of
the first type could comprise a security application,
which could provide reputation metadata in response to
an independent review and analysis of the actor being
judged. The latter reputation metadata provider,
meanwhile, could comprise a member of an online
community. In this example, individual members of an
online community may judge or vote on the reputation
of a particular actor. If these members have had
positive experiences with the actor, then these
members may provide reputation metadata 116 that
speaks positively to that actor's reputation. Of
course, if these members have had negative
experiences, then these members may provide reputation
metadata 116 that speaks negatively about that actor.
[0017] In embodiments where reputation value builder
112 receives reputation metadata from multiple
reputation metadata providers, the reputation value
builder may aggregate the reputation metadata. In some
instances, the reputation value builder creates and
outputs a reputation value that represents an average
of the received reputation metadata 116. Furthermore,
while a single reputation value builder is shown,
multiple reputation value builders may exist and be
utilized in 



making authorization decisions. In these instances,
each reputation value may be compiled together to form
an aggregate reputation value. [0018] In the exemplary
environment 100, the user may wish to allow an actor
to run on client device 104. This actor may be run
from the local service provider 106 or from remote
service provider 110. In the former case, the actor
may make alocal request 120 to perform some operation
on an object of client device 104. This object may
comprise a file, document, picture, or any other data
located on or accessible by client device. For
instance, the actor may request via local request 120
to read, write, or open a file located on client
device 104. Similarly, when the software application
or the like is run from remote service provider 110,
the actor may make a remote request 122 to perform
some operation on some object located on or accessible
by the client device. As discussed in detail below,
the client device may first seek to verify the
reputation of the actor before granting or denying
permission to the actor to perform the requested
operation. [0019] With this overview in mind, this
document now describes the contents of the client
device, which are useful for the following discussion.
As illustrated, the client device includes one or more
processors 124 and one or more computerreadable media
126. In the illustrated embodiments, computer-readable
media 126 includes an access control module 128, which
may serve to grant or deny access to actors seeking
contact with certain objects located on or accessible
by client device 104. [0020] Access control module 128
may include an authorization input builder 130 and an
authorization module 132. Authorization input builder
130 may serve 



to receive reputation values 114, as well as other
components discussed below, and create an
authorization input for use in making authorization
decisions. Authorization module 132, meanwhile, may
include a rules module 134. Rules module 134 may
implement local or remote authorization rules or
policies for use in deciding whether or not to grant
access to actors seeking permission. Authorization
module 132 may receive the authorization input from
authorization input builder 130 and compare the
authorization input against one or more rules in the
rules module. Depending upon the authorization input
value as well as theconfiguration of the rules module,
the authorization module may permit or deny the
actor's request to perform a particular operation on a
particular object requested. Other results may also
occur, such as access control module 128 prompting the
user to decide whether or not to allow the requested
operation to occur. Furthermore, while the access
control module is shown to be part of the client
device, it can also be located remotely, possibly
comprising a portion of reputation value builder 112.
[0021] As illustrated in figure 1 and discussed above,
an actor may make either a local or remote request to
perform some operation on an object. In response,
client device 104 may request and reputation value
builder 112 may provide a reputation value 114
indicative of the actor's reputation. This reputation
value may then be provided to the access control
module and possibly authorization input builder 130.
In these embodiments, the authorization input builder
may then use this value, as well as other components
discussed below, to build an authorization input
indicative of the actor's reputation. The
authorization input may then be provided to the
authorization module, which may compare the
authorization input 



against rules within rules module 134. Authorization
module 132 may then output an access or authorization
decision as to whether or not to grant access to the
actor, or whether to allow user 102 to decide. In
embodiments where the access control module comprises
a portion of the reputation value builder 112, the
reputation value builder may itself simply provide the
access or authorization decision to the client device.
[0022] Figure 2 illustrates another operating
environment generally at 200 in which the claimed
tools may also operate. Figure 2 comprises many of the
same elements as illustrated in and described with
reference to figure 1. In environment 200, however, a
reputation provider 202 may take the place of
reputation value builder 112 of environment 100.
Similar to reputation value builder 112,
reputationprovider 202 may receive reputation metadata
116 from reputation metadata providers 118. Here,
however, reputation provider 202 may also output
reputation metadata 116, possibly in response to a
request from client device 104. Again, while a single
reputation provider is shown, multiple reputation
providers may exist and be utilized in making
authorization decisions. [0023] As illustrated, client
device 104 may include one or more computerreadable
media 204, which may itself include an access control
module 206. Similar to access control module 128,
access control module 206 may include authorization
input builder 130, authorization module 132, and rules
module 134. Access control module 206, however, may
further include a reputation value builder 208.
Reputation value builder 208 may function in a manner
similar to that of reputation value builder 112. That
is, the reputation value builder may receive 



reputation metadata 116 and create and output a
reputation value. [0024] Therefore, in these
embodiments, an actor such as a software application
may request to perform some operation upon an object
located on or accessible by client device 104. In
response, reputation metadata 116 compiled by
reputation provider 202 may be provided to the client
device. More specifically, reputation metadata 116 may
be provided to reputation value builder 208, which may
output a reputation value to authorization input
builder 130. As discussed above, authorization input
builder 130 may receive this reputation value and
create an authorization input. The input may then be
provided to authorization module 132, which may
compare the input to one or more rules or policies
within rules module 134. Authorization module 132 may
then output an access or authorization decision, as
discussed in detail below.Reputation ValueBuilder
[0025] Figure 3 illustrates a computing device 300
including one or more computer-readable media 302,
which may couple to a reputation value builder 304.
The reputation value builder may be integral with,
accessible by, or separate from the computer-readable
media. The reputation value builder may function in
many of the ways discussed above in regards to
reputation value builders 112 and/or 208. Furthermore,
while figures 1 and 2 illustrate that reputation
metadata 116 is provided remotely, reputation metadata
may also be provided locally at client device 104.
[0026] As illustrated in figure 3, reputation value
builder 304 may receive reputation metadata 116. As
discussed above in regards to reputation value 



builders 112 and 208, reputation value builder 304 may
create and output reputation value 114, which is
indicative of an actor's reputation. Again, reputation
metadata 116 may come from one or more reputation
metadata providers 118 or the like. Reputation
metadata providers may be members of an online
community or may be a software program capable of
tracking actors' reputations via independent product
review and analysis and operating on a computer
entity. A reputation metadata provider 118 may also
comprise a subscription program to which users must
subscribe in order to receive reputation metadata 116
or reputation value 114. As such, an actor's
reputation may evolve over time, as more community
members or computing entities provide input pertaining
to the actor's reputation. It is to be understood that
while a few specific ways of compiling reputation
metadata 116 have been provided, this information may
be compiled in any way operable to collect metadata
indicative of actors' reputations. [0027] Reputation
value builder 304 may either be located remotely in
relation to a client device as shown in figure 1, or
locally as shown in figure 2. In theformer
embodiments, the client device or some module running
thereon may send a request for a reputation value
pertaining to a certain actor. This request may
include an attribute that uniquely identifies the
actor for which a reputation value is desired. In some
instances, this attribute may comprise a digitally
signed attribute, such as a cryptographic message
authenticator. In these instance -where the local
client requests reputation information from one or
more reputation builder(s) -the reputation builder(s)
may provide the local client with one or more
reputation values. Each builder may have already
aggregated multiple pieces of reputation 



metadata 116 into a reputation value 114. If multiple
builders exist, then the client device may compile
them into an aggregate reputation value. [0028] In
embodiments utilizing a local rather than remote
reputation value builder 304, the local reputation
value builder may instead request reputation metadata
116 from one or more reputation providers 202. The
local value builder may then compile and aggregate
this metadata from one or more reputation providers
202 into a reputation value 114. [0029] Reputation
value builder 304 may display transitive qualities in
some instances. In these instances, an actor
requesting to perform some operation upon an object
may merely comprise the leaf node of a chain of
processes. In these instances, reputation value
builder 304 may traverse the entire branch of calling
modules that are related to the leaf node. For
instance, envision that a user of a client device
clicks on a hyperlinked picture, which results in an
actor requesting to perform an operation on a local
object. Reputation value builder 112 may therefore not
only provide a reputation value for the picture, but
it may also analyze the parent and/or grandparent
processes running previous to the picture. In some
instances, an individual reputation value may be
provided for each node, while in other instances an
aggregate result may be given for the entire
branch.[0030] Furthermore, reputation value 114 may be
offered at varying levels of granularity. For example,
in some instances a reputation value of an actor may
be one of "good", "bad", or "unknown". As discussed in
detail below in the section entitled Authorization
Module, these varying values may help determine
whether or not the actor should be granted the
requested access. While reputation values may 



comprise these relatively simple values, they may also
comprise a finer level of granularity. For instance, a
reputation value of an actor could comprise one or
more of the following:  Known malware  Possible
spyware  Reported Trojan software  Software updated by
vendor  Software obsoleted by vendor  Software no
longer supported  Known security vulnerabilities
Patches for software available  85% positive
reputation  23% negative reputation  23,234
installations  Digitally signed document by publisher
Source network address where software was obtained
[0031] It is specifically noted that the above list
comprises only a portion of possible reputation
values. In any event, in some instances reputation
value builder 304 may provide reputation value 114 to
an authorization input builder. In these instances,
the reputation value may form a portion of an
authorization input for use in determining whether or
not access should be granted to a requesting actor.
Authorization input Builder 



[0032] Figure 4 illustrates a computing device 400
including one or more computer-readable media 402,
which is shown to include an access control module
404. Access control module 404 may couple to an
authorization input builder 406,which may be integral
with, accessible by, or separate from
computer-readable media 402 and/or access control
module 404. Authorization input builder 406 may
comprise many of the same features as those described
above in regards to authorization input builder 130.
[0033] As illustrated, authorization input builder 406
may receive reputation value 114, possibly from
reputation value builders 112, 208 or 304.
Authorization input builder 406 may also receive other
inputs, such as a user identity 408, an actor type
410, and/or a system type 412. These additional inputs
- along with reputation value 114 - may help to form
the output of authorization input 414. As discussed
above, authorization input may comprise a result of
these inputs and may be eventually compared to a rule
or policy in order to determine whether or not an
actor should be granted its requested access. [0034]
User identity 408 represents the identity of a user
(e.g., 102) operating the client device (e.g., 104).
User identify 408 contributes to the resulting value
of authorization input 414, as different users may
have different permissions. Actor type 410 refers to
the nature of the actor requesting access. For
instance, the actor type may comprise one or more of
the following types: software application;
installation program; dynamically linked library
and/or installation program. Other types may also
exist based on an object's label. Again, the actor
type contributes to the resulting value of the
authorization input 414, as different actor types may
have 



different levels of permission. For instance, a File
Transfer Protocol (FTP) actor type may be considered
less trustworthy than an alternate software
application such as a word processor. Of course, this
may also be dependent on the system type 412, which
refers to the type of system upon which the actor
wishes to access. For instance, system type 412 could
comprise a personal computer, a work-based server, an
FTP server, or the like.[0035] To highlight how system
type 412 may influence the outputted authorization
input 414, attention returns to the FTP actor type
example discussed above. If the system type 412 upon
which the actor wishes to access is a personal
computer, then the FTP actor type 410 may be
considered less trustworthy. If, however, the system
type 412 is an FTP server, then the FTP actor 410 may
be more considered more trustworthy. Here it is more
likely that the FTP program running on the personal
computer is malware, spyware, or the like, while this
is less likely to be true if the FTP program runs on
an FTP server. [0036] In sum, any combination of these
multiple inputs may enter authorization input builder
406, which may create authorization input 414. In some
instances, reputation value 114 alone may be input
into authorization input builder 406. In these
instances, the resulting authorization input 414 is
simply equal to the reputation value 114. In other
instances, however, reputation value 114 enters
authorization input builder 406 along with one or more
of the other illustrated inputs. In these instances,
the resulting authorization input 414 is based on some
combination of these inputted values while still being
indicative of an actor's reputation. Whatever its
value may be, authorization input 414 may then be 



provided to an authorization module for comparison to
one or more authorization rules or policies, as
discussed immediately below. Authorization Module
[0037] Figure 5 illustrates a computing device 500
including one or more computer-readable media 502,
which may include an access control module 504. As
illustrated, access control module 504 includes an
authorization module 506, which in turn includes a
rules module 508. Authorization module 506 may
function in many of the same ways as described above
in regards to authorizationmodule 132. Similarly,
rules module 508 may function in many of the same ways
as rules module 134. [0038] Figure 5 also illustrates
authorization module 506 receiving a request 510. An
actor (e.g., software application) generally sends
request 510, which may be similar or identical to
local request 120 and/or remote request 122, discussed
above. The actor may request to perform some operation
(e.g., read, write, delete, open) on an object (e.g.,
file) located on or accessible by computing device
500. In addition to the request, authorization module
506 may also receive authorization input 414. As
discussed above, authorization input 414 is at least
in part indicative of a reputation of the actor
seeking to perform the operation on the object. Also
as discussed above, other components may also provide
input to authorization input 414. If, however,
authorization input 414 does not include other
components, the authorization input 414 simply
consists of an actor's reputation value. [0039]
Authorization module 506 may compare authorization
input 414 against rules created and/or implemented by
rules module 508. This comparison may serve 



to determine whether or not the actor should be
granted permission to perform request 510, which may
be outputted in the form of authorization decision
512. In accordance with the rules or policies
implemented by rules module 508, authorization
decision 512 may grant the actor permission to perform
the requested authorization, may deny the actor
permission, or may prompt the user to decide whether
or not to grant the actor permission. Exemplary rules
for an installation package actor type may comprise
the following:  Do not install if authorization input
414 is "bad"  Prompt user if authorization input 414
is "unknown"  Allow install if authorization input 414
is "good"[0040] In some instances utilizing the
above-rule set, authorization input 414 may simply
consist of reputation value 114. Here, authorization
decision 512 may grant the actor permission where the
reputation value is "good", while denying the actor
permission where the reputation value is "bad".
Furthermore, the authorization decision may prompt the
user to decide where the reputation value is
"unknown". As this example illustrates, authorization
module 506 may make automatic or pre-determined
decisions based on the authorization input and the
implemented rules, or the authorization module may
defer to a user for a final decision. [0041]
Furthermore, rules module 508 may contain rules of
varying granularity levels. For instance,
authorization module 506 and/or rules module 508 may
also evaluate the nature of request 510 in making the
authorization decision 512. To highlight, the
following exemplary list comprises complex
authorization rules that 



rules module 508 may implement when making the
authorization decision:  Do not allow install if <
1,000 good reports Do not allow firewall port changes
for unknown reputation Allow registry changes only for
"good" software components Allow *.doc files, but not
*.xls files  Allow digitally signed documents, but not
unsigned Prompt user for software installation
decision if reputation unknown Do not play media if
reputation vote is less than 5,000 votes Allow certain
actors to only run on device's with certain operating
systems  Only allow certain actors to run on servers,
but not workstations [0042] In embodiments utilizing
complex authorization rules, authorization decision
512 may be relatively more robust than embodiments
that utilize simpler rules. For instance, the
authorization decision may allow an actor to only
perform certain operations on certain objects. More
specifically, the authorization decision may conclude
that a software application may open a user's file,
but may not writeor delete that file. Furthermore,
objects located on or accessible by a client device
may have differing security levels that allow
increasingly granular authorization decisions. For
instance, some objects (e.g., files) on a client
device may be labeled "high privacy", while others may
be labeled "low privacy". A default label may be given
to objects that are not explicitly labeled. [0043] In
these implementations, authorization decision 5 12 may
conclude that a software application should only have
access to files labeled "low privacy". 



Furthermore, these authorization decision
characteristics may act in unison in some instances.
For example, one possible resulting authorization
decision may be that a certain software application
can only read "high privacy" files on a client device,
but may perform read and write operations on "low
privacy" files. Exemplary Implementation [0044] This
section describes one possible implementation that
utilizes the tools described above. It is specifically
noted that this exemplary implementation is but one
specific example, which is not intended to limit the
scope of the described subject matter or the claims.
[0045] With reference to figure 1, assume that user
102 downloads an application from remote service
provider 110 via network 108 and launches the setup of
that application on client device 104. In this
instance, the downloaded application may attempt to
open a port in a firewall of client device 104. Before
access is granted, however, the firewall component
calls the access control module 128 to check the
reputation of the application requesting the port
change. If access control module 128 already has a
reputation value 114 cached for this application, then
it may use this value. If access control module 128
does not have a reputation value, however, than it may
request a reputation value from reputation
valuebuilder 112. Of course, access control module 128
may instead request reputation metadata 116 from
reputation provider 202 in some instances. [0046] In
any event, access control module either receives or
builds reputation value 114 for the calling
application. Access control module 128 may then use
this reputation value - and possibly other components
such as system type - to build an 



authorization input with authorization input builder
130. In the current example, no other components are
inputted and the authorization input merely comprises
this reputation value. Authorization input builder 130
then provides the reputationbased authorization input
to authorization module 132, which compares the
reputation-based authorization input of the
application against an authorization policy from rules
module 134. Here, the reputation value of the
application may be labeled "bad" and the authorization
policy may state that "bad" applications cannot open
ports in the firewall. The application may therefore
be prevented from opening the firewall port. Finally,
the user may be visually notified of the denial via a
user interface. [0047] This exemplary implementation
highlights that the overall security and integrity of
a client device, its operating system, its users, and
its applications may increase with use of the
above-described tools. More specifically, security and
integrity may increase due to a client device's
ability to automatically compare an actor's reputation
to a set of authorization rules and use this
comparison to determine whether to grant access to the
actor, isolate or deny the actor, or run the actor
with lower privileges. Conclusion [0048] The above
discussion describes tools capable of receiving
reputation metadata and building a reputation value
for an actor. These tools may also receivea reputation
value from a reputation service provider and create
authorization input, which may be indicative of the
actor's reputation. These tools may also compare the
authorization input to an authorization rule for use
in deciding whether or not an 



actor, such as a program, should have permission to
perform an operation on an object located on or
accessible by a user's computer. Although the tools
have been described in language specific to structural
features and/or methodological acts, it is to be
understood that the tools defined in the appended
claims are not necessarily limited to the specific
features or acts described. Rather, the specific
features and acts are disclosed as exemplary forms of
implementing the tools.CLAIMS 1. One or more
computer-readable media having computer-readable
instructions therein that, when executed by a
computing device, cause the computing device to
perform acts comprising: receiving, from an actor, a
request (120, 122, 510) to perform an operation on an
object; receiving an authorization input (414), the
authorization input (414) including a reputation value
( 114) indicative of the actor's reputation; comparing
the authorization input including the reputation value
to an authorization rule; and in response to the
comparing, outputting an authorization decision (512)
pertaining to the request (120, 122, 510) to perform
the operation. 2. The media of claim 1, wherein the
authorization decision (512) comprises one of the
following: allow performance of the requested
operation; deny performance of the requested
operation; or prompt a user to decide whether to allow
or deny performance of the requested operation. 3. The
media of claim 1, further comprising making the
authorization 



decision (512) based on the reputation value ( 114), a
type of the operation requested, and a security level
of the object. 4. The media of claim 1, wherein the
reputation value ( 114) is based on input received
from a group of human users indicating each human
user's experience with the actor or with the actor's
requested operation.5. The media of claim 1, wherein
the reputation value ( 114) is based on input received
from a group of computing entities indicating each
computing entity's review or analysis of the actor. 6.
The media of claim 1, wherein the actor comprises
code, software, an application, a file, a document, a
picture, an applet, or an ActiveX control. 7. The
media of claim 1, wherein the reputation value ( 114)
comprises a single reputation value, and further
comprising aggregating a plurality of reputation
metadata ( 116) from a plurality of different
reputation metadata providers ( 118) into the single
reputation value. 8. One or more computer-readable
media having computer-readable instructions therein
that, when executed by a computing device, cause the
computing device to perform acts comprising: receiving
a reputation value ( 114) from a reputation service
provider ( 112), the reputation value ( 114)
indicative of an actor's reputation; and at least in
part due to the reputation value ( 114), creating an
authorization input (414) for use in deciding whether
the actor should have permission to perform an
operation on an object. 9. The media of claim 8,
further comprising receiving at least one of: a 



user identity (408); an actor type (410); or a system
type (412).10. The media of claim 9, wherein the
authorization input (414) is also created at least in
part by the received user identity (408), actor type
(410), or system type (412). 11. The media of claim 8,
wherein the reputation value ( 114) comprises
reputation metadata ( 116) received from a plurality
of human users and indicative of each human user's
previous experience with a performance of the actor.
12. The media of claim 8, wherein the reputation value
( 114) comprises a first reputation value from a first
reputation service provider, and further comprising:
receiving a second reputation value from a second
reputation service provider; and aggregating the
received first and second reputation values into a
single aggregate reputation value for use in deciding
whether the actor should have permission to perform
the operation on the object. 13. The media of claim 8,
further comprising outputting the authorization input
(414) to an authorization engine (506) to compare the
authorization input (414) to an authorization policy.
14. The media of claim 13, wherein the authorization
engine (506) is configured to automatically make an
authorization decision (512) pertaining to whether the
actor should have permission to perform the operation
on the object in response to the comparison.15. One or
more computer-readable media having computer-readable
instructions therein that, when executed by a
computing device, cause the 



computing device to perform acts comprising: gathering
reputation metadata ( 116) from one or more reputation
metadata providers ( 118), the reputation metadata (
116) comprising each reputation metadata provider's
estimation of an actor's reputation; and building an
aggregate reputation value ( 114) from the reputation
metadata ( 116), the aggregate reputation value
indicative of each estimation and for use in an
authorization decision (5 12). 16. The media of claim
15, wherein the authorization decision (512)
determines whether or not to allow the actor to run or
perform an operation on the computing device (104).
17. The media of claim 15, wherein the gathering of
the reputation metadata ( 116) comprises conducting a
community vote and at least one of the reputation
metadata providers ( 118) comprises a user in the
community. 18. The media of claim 15, wherein the
gathering of the reputation metadata ( 116) comprises
gathering product review information pertaining to the
actor's reputation from one or more computing
entities. 19. The media of claim 15, wherein at least
a portion of the reputation metadata ( 116) comprises
a history of performance of the actor.20. The media of
claim 15, wherein the authorization decision (512) is
based at least in part on the reputation value ( 114),
a type of operation requested by the actor, and
attributes of an object upon which the actor requests
to perform the operation. 


