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Reput at i on- Based Aut hori zati on Deci si ons BACKGROUND
[ oooi] Access control systens authorize prograns and
w@pBiozwlT ons to perform operations, such as PCT/US2007/084057
aut hori zing a software package downl oaded via the
Internet to read, wite, or open a file located on a
user's conputer. Traditionally, access control systens
deci de whether or not to authorize an operation by
referencing an access control list, a |ook-up list, or
the like. [0002] These lists, however, often enpl oy
schemas that are fixed and offer few capabilities.
These schenas, for exanple, may do little nore than

7 TR DA Ko T,
allow an untrustworthy software package (e.g., the

above-nmenti oned | nt ernet-downl oaded software package)
to do anything it likes so long as it is running on

Igiggggégﬂzgggonputer under the user's identity. In such

er's identity effectively controls the
deci sipn to authorize the package's requested ..

008fer at K655 SORRRRT T So0 AR SRR Andeimpicadgns to perform
tool s capable of receiving reputation netadata .

OPgTaf18s; W@%t%? BHAPIENBER ¢ W%I@cli’%ﬁi&ﬁe ﬁﬁk‘i'ﬁ%a%éoﬂﬁ the Internet to

ether or not tqQ authorjze operations in a _conputing
rea\sl‘\l{j]s‘f’@Fﬁa Ofth@PsTbal glqrgcgpaﬁqd o8 & qs@%ét%@@ﬁ%al%ﬁ% Y, access
this reputation nmetadata and, based on this value and .
copfiosishIns faeidgrivhether onaet kr ayberide Ahenseatiasy by geferencing an
aut hori ze an operation requested by sone program
acegspicontel bst, a dookoup dist, gttt 11k¢.0004] This Summary is
provided to introduce a selection of concepts in a
[0002] These lists, however, often employ schemas that are fixed and offer few

capabilities. These schemas, for example, may do little more than look at a user’s
identity in deciding whether or not to allow a requested operation. In so doing,
they may allow an untrustworthy software package (e.g., the above-mentioned
Internet-downloaded software package) to do anything it likes so long as it is
running on the user’s computer under the user’s identity. In such cases the user’s
identity effectively controls the decision to authorize the package’s requested

operation.

SUMMARY

[0003] This document describes tools capable of receiving reputation metadata
effective to enable better decision making about whether or not to authorize
operations in a computing system. The tools may build a reputation value from this

reputation metadata and, based on this value and an authorization rule, better decide
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sinplified formthat are further described below in

the Detailed Description. This Summary is not intended
wo oosdzeel fy key or essential features of the BPCHUSM7/084057

subject matter, nor is it intended to be used as an

aid in determning the scope of the clained subject

. N | " r i , . .

W g8 i 7 opgrat o roE GRS oY pl ey pBplicarion
or & r%htotre‘:hni que(s) as permtted by the context above

and throughout the docunent. BRI EF DESCRI PTI ON OF THE

W [0 Fig. Ellustr. n_e r .
flerati N RUTEShnRnR i AP SRR T ETLA B conceps in a
. bui td and i.n [ various odi ment fot t ool s .
suwﬁl#i%(gg(grg% gl?at[%%%%ﬁ%ﬂ% @e_scrzlg?ﬁl ;%8 W g e @ﬁ&lwgﬁescrlptlon. This
exenpl.ary operatjng environnent havin re at i.an .
SUTH GOV demoARTen g R IRT YA ROUST ES00HT HEARSCoR! THe I dutdksubject

may operate. [0007 i g. i Ilust.rates an exenp] ary
My BOF FOR ubilbln Padisedon A ddin dePERENE thé'Yope of the
r.epgt ation net adaltj@pand out pft,,z reputation va‘lzfue.
clayipgdeiubgey. mattert | Jdier &8s 1QRISex dp FISIIACKy DT FSE itQSystem(s),
i hput bui |l der confjgured to receive a_reputation val ue
mesherd (8 ). canePHer-ERadARIE 1B PGPS pd/ or tadmeguets)gas permitted by the
illustrates an exenpl ary authorizati on nodul e
copignt pamceand Browdwiny haxdo@gist and an aut hori zati on
i nput and out put an authorization deci sion. [00io0] The
same nunbers are used throughout the disclosure and
figures to reference |i ke conponents and
L DEFSCRR | BEIIE| PRAMINGS vi ew [00ii] The
fol |l owi ng docunent describes tools having the
[ooaov e- igni ildbuechtesapabidmpliaes operdting gablrenmienbbavidg mgeputation
reputation value of an actor, building an
value builder and in which various embodiments of the tools may operate.

[0006] Fig. 2 illustrates another exemplary operating environment having a
reputation provider and in which various embodiments of the tools may operate.
[0007] Fig. 3 illustrates an exemplary reputation value builder configured to
receive reputation metadata and output a reputation value.

[0008] Fig. 4 illustrates an exemplary authorization input builder configured to
receive a reputation value and create an authorization input.

[0009] Fig. 5 illustrates an exemplary authorization module configured to
receive a request and an authorization input and output an authorization decision.
[0010] The same numbers are used throughout the disclosure and figures to

reference like components and features.
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aut hori zation input based at least in part on the

reputation value, conparing the authorization input to
wW@eooatIear i zati on policy, and maki ng aut hori zaP@DES2007/084057

deci si ons based on the conparison. Two exenpl ary

environnents in which the tools may enable these and
D]@T&PLEECI) fioRt forth belowin a section

ent Tt ed erati ng Environments. Another

tion follows, entitled Reputation Val ue Buil der,

O‘}\%ﬁ&%k descri bes one exenplary way in which the tools

00 Y e ?éonofﬁé@{&at@%%%f"i &F?%ﬁt?%cfo%t%%zﬁ% t“fe b8R-mentioned
Caﬁ%%vfﬁééeﬁﬁaé%@a Pt &’UZ*ﬂl%a%hff&Pfﬁa%go}aa 3 5 Rty #élﬂdmg an
ctor'.s r.e n v e A 1Tt SeCtlon
Ao 15D GEP oA eleost i R fhen FaneSiin Shiien cEfwaring the
t'?? ols.may act to natllf?e authorizati on, deci si ons hased % ..
l BLZ30, SR B0 Bhaf aa@aﬁlwapeﬁw VALAE 3¢ pigion decision

utation val ue. AEflnaI ction, entitled
a$ P ren tCatigRSOde @Yn%YIFQHW?WtﬁanEE}(ICHPF e ols may
whi ch the claimed tools may_ col |l ectively operate. This
enghlgrthesenand athes dictigns pess setsfosth kelow in @ seefin entitled Exemplary
summaries, is provided for the reader's convenience
Opgridling lotiramrerged Anothemisectione follops, entitled Beawimgon Value
or the entitled sections. Exenplary Operatin
Bugldgr.rshiebrdesclibesi ol Bs¢wpkarg esay ithwdach e t@gﬂ fmaynact to create
detail, the follow ng discussion of exenplary
an oeeoTas irejoyitetion naisee fitosn irepation deetatlataasdi Swirttheection, entitled
reader in understanding sone ways in which various
Auvithorézittione IrgspeBuddat ddseribexohswhilye beolsnplagyegerahéo build an
envi ronnment s descri bed bel ow constitute but two
authoairpties iapdt droen nht actdvEsndeputaabhnvaluappAi Géhi sectioh, entitled
the tools to any particul ar operating environnent.
Avdhhedatinv Mohiendsciiys heanses iwi whadlit tiee pealt i mgy faconio make
the spirit and scope of the
authorization decisions based on the authorization input indicative of the actor’s

reputation value. A final section, entitled Exemplary Implementation, describes
one non-limiting way in which the claimed tools may collectively operate. This
overview, including these section titles and summaries, is provided for the reader’s
convenience and is not intended to limit the scope of the claims or the entitled

sections.

Exemplary Operating Environments

[0012] Before describing the tools in detail, the following discussion of
exemplary operating environments is provided to assist the reader in understanding
some ways in which various inventive aspects of the tools may be employed. The

environments described below constitute but two examples and are not intended to
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cl ai med subject matter. [0013] Figure 1 illustrates

one such operating environnent generally at 100 in
wokish7miuser 102 nay operate a client devi ce BROHUS2007/084057

Client device 104 is generally a conputing device,

such as a personal conputer, and may include a | ocal

iBE RSP 0o 148 088 PRISE BB PT BN O
.| . . ! . . ‘, . .
enf ka5 PO g BPREEE o, YRR AR S of e

[ [ iLve, or any other device capable of
Clag%lﬁél%}l%cf%g@g%put er -readabl e nedi a. For exanpl e,

2L, PR B 0 T SBSE By R B g 00
FGhIEE PERIACEHISR IBloc RRCHAETCRRS B8 sgpry

to a renote service provider 110, Renpte seryice )
CORPHIRBAIVICD ey ASohBFIBALCQEPYlsE: GhA iy fofie frlgepl service
whi.ch_the user and the client device.nmay downl oad a.
pr%fi@%@@ W[ é%rtvm?npromf‘g‘frgﬂﬁ sy B HEESERE MR, cAggatille by, or
of reguestjng an operation. The client device may al so
sepagptsdeemilient Hevigetlldr Knsome nstsuees ilognl variee prAvidrsr 106 may
112. As described in detail below, the reputation
coprige aglisk dave.nBgshpupmgradripuzintdros. o othes dgsigsicapable of
in maki ng an authorization decision. [0015] As .
coupling tor eqrepytet-eadabpumadioo i argixamplesi lberdrserage pevadarel 06 may
reputation nmetadata 116 fromone or nore reputation
compriadat £IpAdVDddrise,1 18 wiRehut apinputeretcadatila mediummyncluding a
conprise any information associated with a reputation
softetedgidiqationindeyr bs inssttedand ercaftedn actor's
reputation. An actor nmay include a software program
[0oagpl i c@liemtndevdyed 64 caby yconnadtedial 4 meawyrk 1 0Sttald atmote service
program file, picture,
provider 110. Remote service provider 110 may comprise a server or the like, from

which the user and the client device may download a software application,
program, or other actor capable of requesting an operation. The client device may
also connect via the network to a reputation value builder 112. As described in
detail below, the reputation value builder may build a reputation value 114 usable in
making an authorization decision.

[0015] As illustrated, the reputation value builder may receive reputation
metadata 116 from one or more reputation metadata providers 118. Reputation
metadata 116 may comprise any information associated with a reputation metadata
provider’s estimation of an actor’s reputation. An actor may include a software
program, application, dynamically linked library, installation program, file, picture,
document, applet, ActiveX control, or any other code capable of executing on

software or hardware. Reputation metadata providers 118, meanwhile, may
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docunent, applet, ActiveX control, or any other code
capabl e of executing on software or hardware.
weepEehZekdbn net adata providers 118, neanwhi | e, PCT/US2007/084057
mayconpri se any person or device capabl e of
estimating, judging, or valuing the reputation of an
: T fag ahiRE O i
coBh R b SlonTLE R S T SRLBIRL MLy, SPpine he

' ' ot her reputation netadata provider may
reﬂé%%tg%zsggéllég%@gson who has used the actor being judged.

ol TR OB b BB PO, TELBIROPZEN S o
netadata I n re(i onse t

i ch | d i de [
sofffafi aipntent vty BT HERET LAEH fl M fERREGR iR may
cogitEsh pETSa it ot SR B DuleRtEiRghEay e speircaty. o
com_.Tunit .. In thi. e?ggl .1 ndi vi]dd;al nmenbers of an licat
e R M P]E‘&YI‘E%BP it 5’25%’%89@ CPIRRESG @ Sty dRplication,

of. a particujar actor. If these nenbers have ha )
Wigel poildepraxiseEricpR@EonineRdpiRIN JERRANSE ih @R IHgEdent review and
menbers may provi de reputati on netadata 116 that .
anglysisk el 388i 2Gtoe|Ibeing juderd. aclbe ' lattee gapeietion. mefadata provider,
course, if these nenbers have had negative . )
mesapdyice seekl comprise Ravembsniéreg erljngeonmityeplt His sxample,
_ nmetadata 116 that speaks negatively about that actor.
indipptua) membsipob anr@nﬁge wRBYRUIHBp I Lege 0BV ol dGuthedeputation of
112 receives reputation netadata fromnultiple
a paspenlat nohor.méf tbae angmbetsdwve, hadhposiepatapéraanceaiwith the actor,
bui | der may aggregate the reputation netadata. In sone
thamtiesn oesnbdrbenayepravadé capuvatiaremistidatiet | @ tledtspsalanpbsitively to
outputs a reputation value that represents an average
thadfactdrés repatitioad Oputrad,iidthese nadabas hhGe hkd mepativioexperiences,
while a single reputation value builder is shown,
theru _ﬂlte!selrgemb@ﬂst @b grovaleuephtitionemstatays ¢ké shatagpbake negatively
utilized in
about that actor.

[0017] In embodiments where reputation value builder 112 receives reputation
metadata from multiple reputation metadata providers, the reputation value builder
may aggregate the reputation metadata. In some instances, the reputation value
builder creates and outputs a reputation value that represents an average of the
received reputation metadata 116. Furthermore, while a single reputation value
builder is shown, multiple reputation value builders may exist and be utilized in
making authorization decisions. In these instances, each reputation value may be
compiled together to form an aggregate reputation value.

[0018] In the exemplary environment 100, the user may wish to allow an actor
to run on client device 104. This actor may be run from the local service provider

106 or from remote service provider 110. In the former case, the actor may make a
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maki ng aut horizati on decisions. In these instances,

each reputation value nay be conpiled together to form
w@eoagreenat e reput ati on val ue. [0018] | n the PXEIRI0AT/84057

envi ronnent 100, the user may wi sh to allow an actor

to run on client device 104. This actor may be run

o PRIPLASE S BT 80l FGRTRLE 104 T

ser or mer

oo BB AR B, S 0 P RSB on o
ooFRTRILES ] BTNy BT g R TR e
ISR S B BB AL ER G e AR A o R pen e

evice 104.. Sim|arly,. when.the software appli.catj
sofR i RGOl BR Eoim B TeBRyF SeMar o BrRdRer 1. the actor
the actor may neke enot e, request 122.to perform.
maoiaRE AIP RGP BITS bive [O B REM B R TEHOL Ph SeR s pftdocated
by the c¢lient device, As djscussed i.n detail bel ow,. )
oniH&ceessErle bydle eBentevice: sbs disekssed ipalefail belaw, the client device
reputation of the actor before granting qr denying ,
maye fifstsigebnta yetife the reputpaBop i hentetpe Detjgestaaing or denying
operation, [0019] Wth this overviewin mnd, this
perbissivario thoactae s pebern theregoasted vpewiionhe cl i ent
devi ce, which are useful for the follow ng discussion.
[008 i | | Wathrthiseavervieav i1 mend, thisvdasamand In@@ege&m@emhmmréents of
processors 124 and one or nore conputerreadabl e nedia
thel gléentidevidee whitlusta aseddl faritbdifokboweg disopssier. - Aeablagstaded, the
medi a 126 i ncludes an access control nodule 128, which
cliemty dewece antlondgs ame or nieaypracessss tld4 amtdose seekiong computer-
contact with certain objects |ocated on or accessible
redapbtd inedta tXvi brethkOdlus{roRd Bmbraheratsc cotpoterrmodddbde hxRlia 126
may i nclude an authorization input builder 130 and an

incAuddsodn 2@dekovommeluhneddid2l 2 8AwiHiol nzat se@ne tagtint buidederaccess to
130 may serve

actors seeking contact with certain objects located on or accessible by client device
104.

[0020] Access control module 128 may include an authorization input builder
130 and an authorization module 132. Authorization input builder 130 may serve
to receive reputation values 114, as well as other components discussed below, and
create an authorization input for use in making authorization decisions.
Authorization module 132, meanwhile, may include a rules module 134. Rules
module 134 may implement local or remote authorization rules or policies for use
in deciding whether or not to grant access to actors seeking permission.
Authorization module 132 may receive the authorization input from authorization
input builder 130 and compare the authorization input against one or more rules in

the rules module. Depending upon the authorization input value as well as the
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to receive reputation values 114, as well as other
conponents di scussed bel ow, and create an

W@eiokoriezat i on i nput for use in making aut horiREL/USV07/084057
deci sions. Authorization nodule 132, nmeanwhile, may
include a rules nodule 134. Rul es nodul e 134 may

cohfgfgulhl‘glﬁggtoff Leg ﬂheé’hlordg%@gittge Qﬁ‘ﬂq&/ﬁ%?tﬁ&’i hﬂﬂiu‘iéjhﬁ? &%grrnétn?r deny the

P or use I n I Ng er or not

o RauES R g SO PRP SRR RO AR TARABT Py reavested

0@%1? ‘%gﬂtig{sg g ﬁ%ﬁnd%éﬁal! %E%CC%%%CO%?T%E?@?% 72k Bfomptjug the user

to Jer 8 TB el pr 260 ENCUERy HERabr S SpoRiahTe S ukodiirbermore.
t.he.aut hori zati on ulgﬁjﬁrm efmt or ﬂeg.lth L

wHEE P A ORs cabioT PP 1ot P PeTAGRE SHPS frcn it gan also

be ot d TestiisPabostebedradig e Anston of i SidhiR iR B der 112

user to decide et.her or not to aJlow the requested )

[00g3er at Koy O Dgeis | ped rﬁﬁ%l,ss 1pQve, pB agiQtdlay make either
control nmodule is shown) to be part of the client

a lgedli e remepteceaquasts® perfose some pperstienyon gasafyegty In response,
comprising a portion of reputation value builder 112.

CIIFUOQQYIC%Sl%‘H nigst Fegusst prd frepuietion elde dusldas Jdd @By vrovide a
an actor may nmake either a |local or renote request to

reppéa et malsernd4apeéicativoatl dre agtoopiremitatiom Thisgepeiation value may
client device 104 may request and reputation val ue

theamubk deovited toathepacessieoatnobpueditle omdvpbsseblylauthorization input
i ndicative of the actor's reputation. This reputation

bulldémué&3@rayntthese mbpdonémnigdthemutherizdoassipobburldér may then use
nodul e and possi bly authorization input builder 130.

thik rvaliee s vegitb asliothertcompdrensudisondsed thictow,i tophutildan laddrorization
may then use this value, as well as other conponents

inplitsiad&seiste bhefl e, adtor buiepdtationauTherauzlediamionnippiit may then be
i ndicative of the actor’'s reputation. The

pr&diEdtéd ziad hothotinptidn mayluléienhie Map\todgrhré thd Bethorization input
aut hori zation nodul e, which may conpare the

ag@nshenézatithanniléPriodule 134. Authorization module 132 may then output
an access or authorization decision as to whether or not to grant access to the actor,
or whether to allow user 102 to decide. In embodiments where the access control
module comprises a portion of the reputation value builder 112, the reputation
value builder may itself simply provide the access or authorization decision to the
client device.

[0022] Figure 2 illustrates another operating environment generally at 200 in
which the claimed tools may also operate. Figure 2 comprises many of the same
elements as illustrated in and described with reference to figure 1. In environment

200, however, a reputation provider 202 may take the place of reputation value

builder 112 of environment 100. Similar to reputation value builder 112, reputation
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against rules within rules nodule 134. Authorization

nmodul e 132 may t hen output an access or authorization
wWele@wB®Tww7 as to whet her or not to grant accessPE€DUSINO7/084057

actor, or whether to allow user 102 to decide. In

enbodi ments where the access control nodul e conprises
prédiBOr Lo 1of &Q@eig@ Hlégafa'ti‘&ﬂ ﬁ?été’(%lt?ul l|6d§’f0n]11?e utdifon metadata

reputation value builder may Itse sinply provide the

} r r } | . .

pr RS8BT SONEREL I FRE0R A0 S0 b 986 ¥ SEputasion

enef L TS Pl SEREREhenbsTbeeitn L tRl bl B BRTEG o oAain

sanme .el enents.as illustrated in and,described wit .
Whﬂ%fae?%ﬁﬁeer GPB%PP&PF QVIET {5 SO I ref&}gﬁtlot‘?c%%{},“ qay exist
reputation provider,202 may .take the place of
ang B WP g An VRS BRMPHERTA 4G 0B r onment 100,
Siml :é tﬂ r%&uégtf’.on gal.ue @gl | der. 112
(0028 put ot JHPPEP e FIOH20RMEGC rlefeMAY FEHIRCAONS P InBIOKe £OPuter-
116 from.reputatjon netadata provjders 118. Here
rea«’éﬁkﬁvé\a@ i3 efflte aV PR Progy it 1@9514%911 A6 GPPIPl module 206.
.reputation netadata 116, passibly in response to a .
Simgat de tacegsnrenienmagels de81 @gcesageamirolwiodalea 296 gpe include
reputation provider is shown, nulti E)l e reputation

aufhosizpten snprfybuwldest] 39n gudwrizatipn zeeduls I3gkiang rules module 134.
aut hori zation decisions. [0023] As illustrated, client

Acgess sentrok medule nd0@deowaectormapriaribenpoelede eadgpation value
medi a 204, which may itself include an access control

burtdeiu2@S. 2B6putgtinh Ivatuet buikiss 298 oy fumdtiomodd man@d; similar to that
access control nodule 206 may include authorization

of repuuttibuivhbber butikler 143t hbhatzias thernrepottioa v@@e barder magsreceive
nmodul e 134. Access control nodul e 206, however, nay

refutati dtremetadatal st and eateadidoutpat aeehuatiaterval2ds.
Reput ati on val ue builder 208 may function in a manner

[0034)m | a@rhdrefdrbain thésd epbbainhéans,val aobsudhdey a dRwakhadplication

is, the reputation value builder nmay receive
may request to perform some operation upon an object located on or accessible by
client device 104. In response, reputation metadata 116 compiled by reputation
provider 202 may be provided to the client device. More specifically, reputation
metadata 116 may be provided to reputation value builder 208, which may output a
reputation value to authorization input builder 130. As discussed above,
authorization input builder 130 may receive this reputation value and create an
authorization input. The input may then be provided to authorization module 132,
which may compare the input to one or more rules or policies within rules module

134.  Authorization module 132 may then output an access or authorization

decision, as discussed in detail below.
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reputation netadata 116 and create and output a

reputation value. [0024] Therefore, in these
We@ripsaTsent s, an actor such as a software appl PCHUBIN7/084057

may request to perform sone operation upon an object

| ocated on or accessible by client device 104. In

Re?ggg%sﬁalug%;d@;i on netadata 116 conpil ed by

eputation provider 202 may be provided to the client

oSOl SPESHAECR Diopl O BP0 R BRI mon
oA BB T2 e OB P iy e 30

rg i @biah A AT ER rrinlier STRAR, hTs YRS By nifsoparate from

rovided to t hori zatjon nodule 132, ich ma ..
G BRNE oDl ek GhE TsPeiPE Aliesa T oy Lpagsion in many
ithin rules ule.134. Authorization nodule 132 _ma
of i agy é&aflssgﬁoageaf@ & Fegardi i Gondliono e , 1320 or 208,
di scussed jn detail pel ow_ Reputation Val ueBuil der .
Fur e%wen:i\ghﬂ% Ber uﬁtarnélt és ﬂfvS&r@FPpG M EFRIEYHQIE mefgdata 116 s
i ncl udi ng gne or npre conputer-readabl e nedj a 302, .
proprfeds reEptelyyperRitabon etddetar mey dlapule mipyided logally at client
The reputation val ue builder nay be integral wth,
degiced94i bl e by, or separate fromthe conputer-readabl e
medi a. The reputation val ue builder may function in ,
[00ny ohs tilestizipd @i Sigussed whotadionnvalegabuiddaro304 may receive
reputation value builders 112 and/or 208. Furthernore,
repiatien fingtadets 11Gnd A% ididcustadanbovdhan regpudsatd arputation value
nmetadata 116 is provided renotely, reputation netadata
burtdgrsall$2 ed p2@Rsi depiitdtomal ajuatbwldeendO4lemageckate and output
[0026] As illustrated in figure 3, reputation val ue
refauatictevala®d 1dpywhidcsiméicagpebtn aotonstrapatationl B\ galss, reputation
di scussed above in regards to reputation val ue
metadata 116 may come from one or more reputation metadata providers 118 or the

like. Reputation metadata providers may be members of an online community or
may be a software program capable of tracking actors’ reputations via independent
product review and analysis and operating on a computer entity. A reputation
metadata provider 118 may also comprise a subscription program to which users
must subscribe in order to receive reputation metadata 116 or reputation value 114.
As such, an actor’s reputation may evolve over time, as more community members
or computing entities provide input pertaining to the actor’s reputation. It is to be
understood that while a few specific ways of compiling reputation metadata 116
have been provided, this information may be compiled in any way operable to
collect metadata indicative of actors’ reputations.

[0027] Reputation value builder 304 may either be located remotely in relation

to a client device as shown in figure 1, or locally as shown in figure 2. In the
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buil ders 112 and 208, reputation value builder 304 nmay
create and output reputation value 114, which is

WO paBOZX6ve of an actor's reputation. Again, rREUUSI00T84057
netadata 116 nmay cone fromone or nore reputation
nmet adata providers 118 or the |ike. Reputation

foﬁéraé?ﬁ”&?dlﬁfeﬂ\@ gier glié@ﬁegﬁeﬁﬁgﬁ%eﬁrggfflg%ggaﬁ@egefon may send a

ommunity or
rodugR b gnge%gg%fon R @éﬂtﬁﬂﬁlgy @l DYRRRIAAAL PIAYUBuest may

1nc?@%%1¥ gttﬁ gwgeﬁ tgéfé‘ ?IIH@PF t1 1$s e aglt efror 1g}g§3slreﬁglht§ﬁon value 1s
TR I S T,
Su‘fhs é?&ﬁtﬁg%ﬁ%ﬁé&%ﬁm@&x TP aler RSB et ge local

to the actor’ Eféatl on. is to be under st ood w E
cligp; jegdugsts éw%fé%ﬁl rforyatian & lfona S¥REi 9T RYTS Bpufaiiqnohuilder(s)—the
nmet adat a. 16 have been p vi ded his i.nformati on may
re AR i 08T (s h naghy Py 6&3%&9%1 heRoMI B PEeAraBiRrg reputation
i ndicative of actors' reput ations. [0027]. Reputatign

valpgpuebasl buidderanay niiyeedliadly %m%&@é@u @%P@WS .cﬁ reputatlon
relation to a client device as shown in figure

mqtada 1y O dBtoshesmrtation vajued 14, If ,ﬁnqlﬁ@ifeolpwgiers ex1st then the client
enbodi nents, the client device or sonme nodul e runni ng

devige rr@a)hccvmpﬂgéhﬁjnantp@@megeée reputatprt waluen val ue
pertaining to a certain actor. This request may

[oopgicl udiea embatlimemtat eiliiing aihdepl elaghdrdduani fenesse t feputation value
actor for which a reputation value is desired. In sone

buildett 30éeshe tlhea stputathont evahmy bodder insey andeayl tradiiast reputation
signed attri bute, such as a cryptographi c nessage

meaadaignitl bdadmarond or trves eepuisti@n peoviddrer2¥)2t h€hé deall value builder
client requests reputation information fromone or

mayoitkeerr eouipiid andbagdrdgsntesihis trhetadefautfiaimn osndd wir | sherd Skputation
may provide the local client with one or nore

préifeis A0ty akersatidagiiubuilhder may have al ready

aggregated multi ple pieces of reputation
[0029] Reputation value builder 304 may display transitive qualities in some
instances. In these instances, an actor requesting to perform some operation upon
an object may merely comprise the leaf node of a chain of processes. In these
instances, reputation value builder 304 may traverse the entire branch of calling
modules that are related to the leaf node. For instance, envision that a user of a
client device clicks on a hyperlinked picture, which results in an actor requesting to
perform an operation on a local object. Reputation value builder 112 may therefore
not only provide a reputation value for the picture, but it may also analyze the
parent and/or grandparent processes running previous to the picture. In some

instances, an individual reputation value may be provided for each node, while in

other instances an aggregate result may be given for the entire branch.
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nmetadata 116 into a reputation value 114. If multiple
bui | ders exist, then the client device nay conpile

W@ b@ai7eed an aggregate reputation val ue. [ 002BGT/US2007/084057
enbodi nents utilizing a |local rather than renote
reputation val ue builder 304, the |ocal reputation

[00§1’@6ue Rl G0 e ngh%fo%ag ILE US4 g/e@éjtoﬁfehg(g E{T‘%Ef'ﬂqﬁé Jevels of

from one or’ nore repu ation providers

grétrﬁﬁﬁjlt% t a(gra?&%# gefn e 'i&%hc%g 'Epﬂehﬁtat?l%ﬂ I &P gﬁ Qctor may be

omone or nore re provi ders

oné 3 &3b8 Xl i a5 e gR%E‘J bPER: fhy section
en QT PTG E PTG SR SR isn MO Ketning whether or
noﬂ'ﬁ%c&?éﬁél*oq‘f%%‘??ggéﬁteﬁﬂﬁ? 5$fﬁfg§%%raecﬁ‘éﬁsa?“§ﬂf"evrmﬁaﬂon values may

bui |l dey 304 may .traverse the entire branch of. cal l.in
comalaﬁéfge%%qla%\){eéy EPRLHalES: tHey Bay Nigtcompgis B fin level of
tance, envision that a.user f%ﬁ?cl i ent d ice

gr%} T%I]kté’ ROk TRYFRGS jan R Yl %f?‘CF%rs%ﬂ’ GOnRgise one or

act or re(%uestl ng to performan operation on a |ocal
meigjod the IQRINGL i on val ue builder 112 may therefore not
only provide a reputation value for the picture, but

it peyKabwA ANdaxge the parent and/or grandparent
proceslgosg |n%reprew ous to the picture. In sone
insta Eﬁ‘%g%@d ual reputation value may be
pr oV M PYGEACahi [ e in other instances an

aggreg%ﬂféwﬁ@sllpdat@ﬁaby wendfitven for the entire
br amc iS¢ @3] osotdtbeébyweador eput at i on val ue 114 may be

of f er egbfakanaiy/ioh@et SYorted granularity. For exanpl e,
in go t on value of an actor may
be onenfalg?&;%g gl it \ﬂbﬁ%ﬁgﬂgﬁs unknown". As di scussed in
det &i gh FHO{WQr%%W I entitled Authorization
Modal 8P ROSEINEAEPIIYODal ues may hel p det erni ne
mhebhe%%megatlvtt tepudaiicor shoul d be granted the

requesixd3sacedtutioni | e reputati on val ues may
o Digitally signed document by publisher
o Source network address where software was obtained
[0031] It is specifically noted that the above list comprises only a portion of
possible reputation values. In any event, in some instances reputation value builder
304 may provide reputation value 114 to an authorization input builder. In these

instances, the reputation value may form a portion of an authorization input for use

in determining whether or not access should be granted to a requesting actor.

Authorization input Builder
[0032] Figure 4 illustrates a computing device 400 including one or more
computer-readable media 402, which is shown to include an access control module

404. Access control module 404 may couple to an authorization input builder 406,
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conprise these relatively sinple values, they may al so

conprise a finer |level of granularity. For instance, a
WO epanziskdn val ue of an actor coul d conprise OPEL/G82007/084057

nore of the follow ng: Known malware Possible

spyware Reported Trojan software Software updated by

wq\{@ﬁ] qﬁéy b%ofnttélgﬁg v&iﬁﬁ OAC%E%%Ibe)%’,GQId QF:%ar%f it foffputer-readable

onger’ supporte own security valnerabilities

mddi} ﬁp? SnfQr agg%;:s\r@%‘?ro?%du@h?%t | gﬁﬁ@@%‘tfé)@/ﬁput builder 406 may

reputation ative repu

oo hE bt o8 il B D RE SR B o Feards o

0031]. 1t _is.,specifically noted that the above I|i st
au ﬁlﬁﬁglg%énp |b§}ﬁ§%i$(?-i on of possible reputation

val ues, |I. n vent, .in.sone instance eput ati on )
00§ e doifludrteds hbpriehidr depveBuade 300 B desde rgputation
n aut hori.zatjon i nput. buil.der. .l.n these instances, .
vaftel e 4B o S Pu i o Yl febiilghst 1on 36k S *Ruthorization
. autharjzation input for. use in determning whether or
inpyth ¢ bug e OO Rgy| HSH dCeRiNA tOdleT IPYTS: SHER 18] h gselc tdsintity 408, an

Aut hori zati on i nput Buil der . ) )
actor type 410, and/or a system type 412. These additional inputs — along with

reputation value 114 — may help to form the output of authorization input 414. As
discussed above, authorization input may comprise a result of these inputs and may
be eventually compared to a rule or policy in order to determine whether or not an
actor should be granted its requested access.

[0034] User identity 408 represents the identity of a user (e.g., 102) operating
the client device (e.g., 104). User identify 408 contributes to the resulting value of
authorization input 414, as different users may have different permissions. Actor
type 410 refers to the nature of the actor requesting access. For instance, the actor
type may comprise one or more of the following types: software application;
installation program; dynamically linked library and/or installation program. Other
types may also exist based on an object’s label. Again, the actor type contributes to
the resulting value of the authorization input 414, as different actor types may have
different levels of permission. For instance, a File Transter Protocol (FTP) actor
type may be considered less trustworthy than an alternate software application such
as a word processor. Of course, this may also be dependent on the system type 412,
which refers to the type of system upon which the actor wishes to access. For
instance, system type 412 could comprise a personal computer, a work-based

server, an FTP server, or the like.
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[0032] Figure 4 illustrates a conputing device 400

i ncl udi ng one or nore conputer-readabl e nedia 402,
waRi08M736s7 shown to i nclude an access control neAUUS2007/084057

404. Access control nodule 404 may couple to an

aut hori zation input builder 406, which may be integral

oyt BTRRELE Rl SSRGS Ea15 oy iy e ouputc
autfRPighfioft Qr#)aut%%h %Wﬁﬁf%ﬁ Qtukﬂbo ! (hRUET IS ho‘%otgpg@(am Ee giscussed
conprise many of the sane Tea thos Pbe

ures as descr
o051 HR R e LB AEDAES T P e ppersona

may, receive r tation val 114, possibly fro
copqé%qﬁra e aﬁE’ gy Eé%“ﬁz@%&%? cot L{_xd lessmtrustworthy. If,
Aut horj zati on i npu uild 06 may .al sQ r ive o r
hopiE hé SYRRMATEE BLEUS bt P prifs e heck BF dcgpyed 6 may be
410, and/or a systemtype 412.. These itional i ts
mOtE osREIcH AOTS JTHRE PUHT e 9 Toreagete Gt thet B Brogram
t he out put of authorization input 414. As discussed . .
UKy O the PRBPNILATBRLIER BUP AR e cONpPYaT§ OThp At whie this is less
.these inputs and may be eventual |y conpared to a rule
likgly todrq teye ifithe Fd&r prograte fensman fHdt ¥&Yelor not an
actor should be granted its requested access. [0034][ o
[0oser i lesiin.tanysoBnbiaptier ehthese meultiplnmptis way gntes @pthorization
~ (e.g., 102) operating the client device (e.g., 104).
inpug ruii idge 00F yhidlg nemyn eveabupeiorigatione inmy LA k4. ndn vameeinstances,
of authorization input 414, as different users may
refhasteord ivifuer Bt ajome sy ibensipupottorautypezadivd mphitbsilder 406. In
the nature of the actor requesting access. For
thdsasimtanees,t He aetudting ypehomyatwonpnpge 4dheisosimplye eqfial to the
the follow ng types: software application;
reputsti@l Ivatieoh14r obr ather dywmnces| howdvenk egputatoormmplue 114 enters
and/ or installation program O her types may al so

augorishtibasagutobudderob)ecilosg IvallieloneAgainioret e tiac beer illustrated
type contributes to the resulting value of the

in]gﬁui.h 0h itE&del @Rtanbed)tthd ésul@sg dufHoei-atibn dap@r4 14/ pebagedyon some
ave

combination of these inputted values while still being indicative of an actor’s
reputation. Whatever its value may be, authorization input 414 may then be

provided to an authorization module for comparison to one or more authorization

rules or policies, as discussed immediately below.

Authorization Module

[0037] Figure 5 illustrates a computing device 500 including one or more
computer-readable media 502, which may include an access control module 504.
As illustrated, access control module 504 includes an authorization module 506,
which in turn includes a rules module 508. Authorization module 506 may

function in many of the same ways as described above in regards to authorization
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different levels of perm ssion. For instance, a File
Transfer Protocol (FTP) actor type nay be consi dered

WO e®s/0tIowst wort hy t han an alternate software PCT/US2007/084057
application such as a word processor. O course, this
may al so be dependent on the systemtype 412, which

e 192) SR RREEIn R ST URRTMAEN L ABAEhP g e wavs

' rsonal conputer, a work-based server, an
aséﬁgps%{e"f‘@é‘f}gﬁ'r the Iike.[0035] To highlight how system

pe 4l Lt | -ue e tte ut heg i (.0
oripe e 2 venERERet (PR PhEReBUITR0 oG Ebe o request
X | e di scussed above:. |f the s emtype 41 on, .
1R afiel Eror T ER A8Pligh s daB e Sau Bt S8 Rhich may
conputer,. .then.the FTP actor e . A10 may be .
be SGRERar ddemEed 1o ractisiing. 110 Rg/Shaliote Fapicsy danfliscussed
t%é)e 412 is an FTP server,. then the FTP a<(‘tor 41(1213me
abg¥e. nd g AU DA% e S0 I LPEIHRIIE RBMEHIPET O (§-8-» gadygyidte, delete,
likely that the ETP program runni ng on the personal.
ope%%%fogj%t ﬁ%gméJ@, logpipelerneor ascersile) keomppiing detics S00. In
is. less likely to be true if the FTP programruns on . .
addigiopTio ther iegpest] opBwrizanor urpditlay Womsyndse drcave aytyaization
~multiple inputs may enter authorjzation input builder . .
inpmo 6,1 4w Hisgussed rabaye. aitheidzatioar inpht # kpig atleast inpagioimdicative
i nstances, reputation value 114 al one may be input
of apeputatioh of ithara¢ton seekpug topetfaen thoeperationste object. Also as
i nstances, the resulting authorization input 414 is
dissisgsidyatexygalothes domaporepts atayorlsy piroreide 14putl o awtherization input
i nstances, however, reputation value 114 enters
414utlfionowendro authopaatidw il rd 14060 motgneivde ather componants, the
of the other illustrated inputs. In these instances,
autheizagenlinpundg 1dutihphyi eatsisonof mpattod’sdepstahesedluen sonme
conbi nati on of these inputted values while still being
[0089)di caAutherehtiam nagdide 'SOormpyuicahipare althatiexton it 414 against
val ue may be, authorization input 414 may then be
rules created and/or implemented by rules module 508. This comparison may serve

to determine whether or not the actor should be granted permission to perform
request 510, which may be outputted in the form of authorization decision 512. In
accordance with the rules or policies implemented by rules module 508,
authorization decision 512 may grant the actor permission to perform the requested
authorization, may deny the actor permission, or may prompt the user to decide
whether or not to grant the actor permission. Exemplary rules for an installation

package actor type may comprise the following:

o Do not install if authorization input 414 is “bad”
o Prompt user if authorization input 414 is “unknown”
o Allow install if authorization input 414 1s “good”
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provided to an authorization nodule for conparison to

one or nore authorization rules or policies, as
waele®snswed | nedi atel y bel ow. Aut horizati on NoREI/ES2007/084057

[0037] Figure 5 illustrates a conputing device 500

i ncludi ng one or nore conputer-readabl e nedia 502,

[OOW: ﬁstlrrﬁg oerg,gcihé’tgﬁcé%nu@ﬁﬁﬁglsth‘rém lﬁvg-lgggjfglé’tjﬁgu tizafton input 414

access contr udes an

maspu%lglglgégh%lgp%g%%ﬂkﬁ 08,1, M4 g1 ﬁ&at%ﬂgi&gﬁ#&gﬁ&iﬁon 512 may

orization no

e 5 B e P SRR B SR O Bnyig
aclgl’ BErdEsipcaritsotie | B5SkR Pkl batir) EETETe. the
o DR B RN 7D 5 Bt SR 388 vae
bR A0 ST RS Bt bRl oy

above. The actor .may request to perform sone operation
aufoaafic of gagrdeigrmieed geristans bysed) onihaugk)rrgiiopeingut and the
. file) located on or accessible by conputing device
imgtemented gulest obrthe quihaizagignedroduleyior fdofst itor mweefufe a final
506 may al so receive authorization input 414. As
degis¥dussed above, authorization i nput 414 is at | east
in part indicative of a reputation of the actor .
[004deki nigurtherpwne.ommest lﬂilédu]@eg% By emtainerudds elcvarymggranularity
as di scussed above, other conponents nmay al so provide
levietput ot mstartdeo pirthatizenon mpedule 506 dnid/othimessmodule 508 may also
aut hori zation i nput 414 does not i nclude other
evaloapothenmature b requekobil @ ab imakingphe aditlbrsdatmphydecision 512. To
consists of an actor's reputation value. [0039]
highlighor the efoilowimp dut@phe$ livayompnises eompldxoauthatizaton rules that
i nput 414 against rules created and/or inplenented by
ruleshesiul® 808 enh0iBapldinieat shopaidlson theyutherivgion decision:

o Do not allow install if < 1,000 good reports

o Do not allow firewall port changes for unknown reputation

o Allow registry changes only for “good” software components

o Allow *.doc files, but not * .xls files

o Allow digitally signed documents, but not unsigned

o Prompt user for software installation decision if reputation unknown

« Do not play media if reputation vote is less than 5,000 votes

o Allow certain actors to only run on device’s with certain operating
systems

o Only allow certain actors to run on servers, but not workstations

[0042] In embodiments utilizing complex authorization rules, authorization
decision 512 may be relatively more robust than embodiments that utilize simpler
rules. For instance, the authorization decision may allow an actor to only perform

certain operations on certain objects. More specifically, the authorization decision

may conclude that a software application may open a user’s file, but may not write
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to determ ne whether or not the actor should be

granted perm ssion to performrequest 510, which nmay
wheoostpetted in the form of authorizati on decPGI/us2007/084057

512. In accordance with the rules or policies

i npl enented by rul es nodul e 508, authorization

e 2 0 A ; '
or SRS LR 807 FURMCALER, SHIR RLILAgE ) Fl00] 0P AR
i i . r r t i . .
i hE A e PO LRSS T iRAL AR Bffhorization
. nd ti [oFTe ct t QPnprise
deqiRlonfo b Tpdah . BRSBTSy oo s RoRYFRER 1S e tabeted
«.414 s "bad]., Pronpt user,if.authorizatign t .4l
e bt ouibile ARG ST el RR ST oh Pl afg. may be
.is "good"[Q040] In sone.jnstances utilizing the
eivgBggdchte todre B0k RO RORGnput 414 rmy i mpl y
consi f reputation value 114.. Here, .authqrization
(00880t 51 B DSEATRRIG TGP O+ BRR S GRASH N o Ry Eodjade that a
eputati on value is "good", while denyjng the actor : "
SOlSWARG SBPHRAYHE LN Q”&bﬂiaé’tei 850551 96 Hies Hapgled “low privacy”
Furthernmore, the authorjzation decision may pronpt. the
Fuitheymets, these @athmaton td@cysgﬁh@lgﬁra@ﬁrl@téqsd@ay @ct in unison in some
~ "unknown". As this exanple illustrates, authorization
instastrgs e Fooexamplangre passibleaicseltiog gutkorgatondasisdon may be that a
deci si ons based on the authorization input and the .
celtarp| syfrare ipplicaidon ean windy agadchohighanriveynddes enmaglient device,
defer to a user for a final decision. [0041
buFayper fosmetead @nd svimtsdypeeatio8 amlosoprteiay ’rfueses of
varying granularity levels. For instance,
Examphovilagémentatidul e 506 and/ or rul es nodul e 508 may
al so evaluate the nature of request 510 in naking the
[00a4)t hor Tlatseotord dedcsiben ohit DosJiblehingplenghtatiomhthat utilizes the tools

foll ow ng exenplary list conprises conpl ex
desurtbedrdboati doig speesfi¢diBt noted that this exemplary implementation is but

one specific example, which i1s not intended to limit the scope of the described
subject matter or the claims.

[0045] With reference to figure 1, assume that user 102 downloads an
application from remote service provider 110 via network 108 and launches the
setup of that application on client device 104. In this instance, the downloaded
application may attempt to open a port in a firewall of client device 104. Before
access is granted, however, the firewall component calls the access control module
128 to check the reputation of the application requesting the port change. If access
control module 128 already has a reputation value 114 cached for this application,
then it may use this value. If access control module 128 does not have a reputation

value, however, than it may request a reputation value from reputation value
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rul es nodul e 508 may i npl enment when nmaki ng t he

aut hori zation decision: Do not allowinstall if <
wa20807ebd reports Do not allow firewall portPCHESPOT084057

for unknown reputation Allow registry changes only for

"good" software conponents Allow *.doc files, but not

burlddl $13.! @foé)nur’f:%é, Qe els PohnBlol %‘?osd.u%] 93 qﬂ%f Fﬁgst“ﬂélao?i’nrea%st%butation

unsi gned user for software inst
i, Si ' ' ] ﬁqﬂﬁg- I media if
me?%%ﬁ%al\? Eg{h&%(%%g%@&? ggbs}}f @ an l,n%g%\%jtsgdgeﬁl ow certain
tors, to only.r vice' s W ertain. operat .
03 ont' SRy EieRE P RbR ottt SRog IR G B fids d¥puration
ut. no rkst.ation 0042], I n _enbodi nmen b1 zi :
vaflf pPElor 465 K31 Rk aBPher Rl At Gorhafiol Hihe aeknbfitn use tis
512.may be relativel re robust  than enbodi nents .
roR GO e 2] PRSI T O TE ATAEACS >S5 TPe  to build an
ut hor.i zati on .deci si on nmay. al | ow._an 0 o onl
a0 alin durt Vi S REN GG o DUHAS PElbojrebe< i gxample, no
specifically, the authorjzatiop decision may concl ude. .
othes gompansnisiarce et i By HE)OBFRIPTR I merefy cgmprises this
but may not witeor delete that file. Furthernore, .
repipteen yaluse aruhenzasions syuk diuldst ph Oqthem; pravidpsy theereputation-
may have differing security |levels that allow,
bag ra@ﬂy}rr?@lﬂyngrrrmﬁ%l Hr aagheieratipat nsrdude cl 3, ondictFgiompares  the
i nstance, sone objects (e.g., files) on a client o
repidatioebased pethoalzatien npiglef ghe vanpjication against hasr guthpyization
be | abel ed "l ow privacy". A default |abel nay be given
potioy bivjne culss nivatulad 84.nblerextpe reputatyon sibleked.th¢ opaldjation may be
these inplenentations, authorization decision 5 12 may
labetett ‘bl dndathe autlofrizatioe papislimay state glaotibal oapplidatives cannot
access to files |abeled "l ow privacy".
open ports in the firewall. The application may therefore be prevented from
opening the firewall port. Finally, the user may be visually notified of the denial
via a user interface.
[0047] This exemplary implementation highlights that the overall security and
integrity of a client device, its operating system, its users, and its applications may
increase with use of the above-described tools. More specifically, security and
integrity may increase due to a client device’s ability to automatically compare an
actor’s reputation to a set of authorization rules and use this comparison to
determine whether to grant access to the actor, isolate or deny the actor, or run the

actor with lower privileges.
Conclusion

[0048] The above discussion describes tools capable of receiving reputation

metadata and building a reputation value for an actor. These tools may also receive

17



Furt hernore, these authorization decision

characteristics nmay act in unison in sone instances.
wo-0088%®mwpl e, one possi bl e resulting authori zaRCDHS2007/084057

decision may be that a certain software application

can only read "high privacy" files on a client device,
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pen a port in firewall of c|ient device. 104. Before

to gemrstw@;%ﬁﬁ@}om wed ip e AppeRdad clagpafrenet necessarily
.cal]ls the access control nodul e 128 to check the
linpiggsl toathiesipesiiic fatwppPr @glsi dascibedie Kathey. theespssific features and

change. |f access control npdule 128 already has a
acméﬁﬁgmcﬁﬁd%m@mﬂa@é@@%@f mapletienging e tQodsi on, then

it my use this value. If access control nodule 128

does not have a reputation value, however, than it may

request a reputation value fromreputation

val uebui | der 112. O course, access control nodule 128

may i nstead request reputation netadata 116 from

reputation provider 202 in sonme instances. [0046] In

any event, access control nodule either receives or

buil ds reputation value 114 for the calling

appl i cation. Access control nodule 128 may then use

this reputation value - and possibly other conponents

such as systemtype - to build an
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aut hori zation input with authorization input buil der
130. In the current exanple, no other conponents are
WO pentsd7 and t he aut hori zation i nput nmerely cREPUBROT084057
this reputation value. Authorization input builder 130
then provides the reputati onbased authorization input
CrL Rt hori zation nodul e 132, which conpares the
—Trteputati on-based authorization input of the
apphi cat | ' hor | i Ohj r e
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authorzationewnlepandsi | eges. Concl usi on [0048] The above
di scussi on descri bes tools capable of receiving
r epin acspmsergpathat eomparringi Odipnting aeputthotiizationadeasion (512)
for an actor. These tools nmay al so receivea reputation
pentainueg for theraquesp Gt 24,1182, § &0 Miogeer farovihderpeaattbrer eat e
aut hori zation input, which may be indicative of the
actor's reputation. These tools may al so conpare the

aut horization input to an authorization rule for use
i n deci diThg wheidhef ohimol, avherein the authorization decision (512)

comprises one of the following: allow performance of the requested operation;
deny performance of the requested operation; or prompt a user to decide whether to

allow or deny performance of the requested operation.

3. The media of claim 1, further comprising making the authorization
decision (512) based on the reputation value (114), a type of the operation

requested, and a security level of the object.
4. The media of claim 1, wherein the reputation value (114) is based on

input received from a group of human users indicating each human user’s

experience with the actor or with the actor’s requested operation.
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actor, such as a program should have perm ssion to
perform an operati on on an object |ocated on or
wW@ewesziocwt e by a user's conputer. Although theP€DUE207/084057
have been described in | anguage specific to structural
features and/or nethodol ogi cal acts, it is to be
undgr st o %etrﬁgﬁiatdﬁzléiﬁph Swﬂﬁféiﬂ ek fétf)u'ie{’rﬁ)na@ﬁﬁg %fP'th) is based on
clains are not necessarily limted to e Speciftl
: 0 t.s cricb -t he 1 fi .
i SR RRITrgRE S <P ERE I it T TarialeS pRRE bR ofaeh gpmputine

ures an as exe

enti i Ean A 2phRis A 2% i g comput or - oadabl o

instructions therein that, when executed by a

conmputing device, cause the conputing device to

perform agcts caonprd si.ng; receivi,ng, . froman actoy,

Peqllest (DsgnedizPf KRy 1 hEE HRHC BPHESGPdnslivare. an

obj ect; receiyving an authorization input,(414), the
DRHON 24 GhUPARET & DiStHeneh dap Iy o oAk SANGS ue

( 114) indicative of the actor's reputation; conparing

t he aut horization input including the reputation val ue

to an authorizatigon rule; and.in response to the )

conpar i ndhedueatodickinah whenssr theaeppiatigadiadycon 1¢3 somprises a
_pertaining to the request (120, 122, 510) to perform )
singlereppédtian wHue.andmivsthes 6pRPsISINg aggregatingnpbiralityrad reputation

aut hori zati on deci si on (51§) conpri ses one of the
metaddtawil hg) e ewplhealityr oladiféeront rapatateapuamtadnta providers (118)
~ operation; deny performance of the requested
intoghe singbmrepotatipnovgbte.a user to deci de whether to all ow

or deny performance of the requested operation. 3. The

media of claim1, further conprising nmaking the

aut hori zati on

8. One or more computer-readable media having computer-readable

instructions therein that, when executed by a computing device, cause the
computing device to perform acts comprising:

receiving a reputation value (114) from a reputation service provider (112),
the reputation value (114) indicative of an actor’s reputation; and

at least in part due to the reputation value (114), creating an authorization
input (414) for use in deciding whether the actor should have permission to perform

an operation on an object.

9. The media of claim &, further comprising receiving at least one of: a

user identity (408); an actor type (410); or a system type (412).
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deci sion (512) based on the reputation value ( 114), a

type of the operation requested, and a security |evel
w@Rooslzsedbj ect. 4. The nedia of claiml, wherePCI/UB®07/084057

reputation value ( 114) is based on input received

froma group of human users indicating each human

S5, PETREER IS, ASLRL OB S A SARTSR) 5 i
e SERBE By B ke AR S o) o

ut i ntity's review or analysis of the actor. 6.
syé%%%ﬂxéé?%l%f claim1, wherein the actor conprises

code, software, an application, a file, a docunent, a
pi cture, an applet, or an ActiveX control. 7. The

media of ¢l aim.l, erein the reputation val ue 4 .
combii ced s Toraigi o MEBE Do e e Bbufiof e 1 14) Comprises
conpri sing, a atin | uraljty.of reputation T
feﬂﬁg‘g‘b‘bfl}ft%gdaigggleé%rf&ﬁ? e@ |PEFPIH|% Pb‘f%lftyo‘?fhﬂlgP%ﬂlserS and indicative
reput ation tadata providers (.118) .into th i ngl e
of P%vﬂhﬁ%m% NSt DEEVIGS QETISRCG B %B?Fé%%%ﬂcﬁé‘gdg% pefor.
medi a havi ng conput er-readabl e i nstructions therein
that, when executed by a conputing device, cause the
conputing device to performacts conprising:. receiving .
a rdput atlihermedingd claim &) whesin therigputasionomleeehide eomprises a
provider ( 112), the reputation value ( 114)
firstndeputeiior wviluan fiom or' Srstepenetion; sangeaprovder, ppd further
part due to the reputation value ( 114), creating an
comprilsorg:zati on i nput (414) for use in decidi ng whether
the actor should have perm ssion to perform an
operateirvangon satookj egputatéon Freduarelddm af sedamidmr&putation service
further conprising receiving at | east one of: a
provider; and

aggregating the received first and second reputation values into a single
aggregate reputation value for use in deciding whether the actor should have

permission to perform the operation on the object.

13.  The media of claim 8, further comprising outputting the authorization
input (414) to an authorization engine (506) to compare the authorization input

(414) to an authorization policy.

14. The media of claim 13, wherein the authorization engine (506) is
configured to automatically make an authorization decision (512) pertaining to
whether the actor should have permission to perform the operation on the object in

response to the comparison.
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user identity (408); an actor type (410); or a system
type (412).10. The nedia of claim9, wherein the
w@eioRoriezat i on i nput (414) is also created at PEHES200TI084057
part by the received user identity (408), actor type
(410), or systemtype (412). 11. The nedia of claimS8,

wheq B?é ' Hﬁ@%ﬂﬁ%aﬁaﬂiygﬂe?maiv com[puter—readable

repu?atl on I’TEt a at a recei ve roma

1ns?1tucﬂBH?nthlérc'e%sﬂ9a@d V{II{ECH[ e@(telcﬁ{t%dog egc Qo gﬁﬂp%“a@&%cé cause the

I'OuUS exper | erfo mance
th t at I
CO%’%H DT Al Fop g e outat on vl
r SE%%@%eh&‘éar%ﬁé{abﬁﬁ e 1&@3‘5& b “@%n%?g”‘i%waf“gn metadata
progBerdabir %e{fev R @ﬁ%hﬁiaﬁe@m&?@% ik e ipagion metadata
pr5|.agl,e argrﬁrte reputation valu IW{or_ use i n deciding
WALEThS PSHTHRUGR PHAN 8HGHSdCRAPEOBe3M ssion to perform
th t th bj ect Th di f cl 8,
fufaoﬁ ot BT LA el 141 WK T e ApRhetadata
to an authori zation engine (506) to conpare t he

(1 leﬁ)t H@ra&ga@geéﬁ rempeon yalyy m@ca%Vfagf ﬁ%ﬁh SEAMAIPIYYI] oy use in an
14. The media of claim 13, wherein the authorization
authegizakon YeelpiongSdehf i gured to automatical |y make an
aut hori zation decision (512) pertaining to whether the
actor should have perm ssion to performthe operation
on the object in response to the conparison.15. One or
mor d6¢ ongheemedwa oédlginmeldi, avhereimghe aplerezatiosadedbion (512)
instructions therein that, when executed by a
deteompuasi whettier br ept waald@w tthe actor to run or perform an operation on the

computing device (104).

17. The media of claim 15, wherein the gathering of the reputation
metadata (116) comprises conducting a community vote and at least one of the

reputation metadata providers (118) comprises a user in the community.
18. The media of claim 15, wherein the gathering of the reputation
metadata (116) comprises gathering product review information pertaining to the

actor’s reputation from one or more computing entities.

19. The media of claim 15, wherein at least a portion of the reputation

metadata (116) comprises a history of performance of the actor.
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conputing device to performacts conprising: gathering
reputation netadata ( 116) fromone or nore reputation
worea0adzxea7 provi ders ( 118), the reputati on nmetBAEUS2007/084057
116) conprising each reputation nmetadata provider's
estimation of an actor's reputation; and building an

agg&g.gat q@@f@g?@ éﬁ@la‘i’rﬂ' e (ndrbf ld Q{Rhto?i%a{i@ﬁe‘ﬂ%éfsﬁd}{‘(ﬂz) is

met adat a € aggrégate reputation va

ok RSO 17 g PR BB VAL A B Reon goppa
gl LB U 0 L SRR s s pegpr e

o F%%ornlan operation on the conputing device (104).
Pi71%%he nedia of claim 15, wherein the gat heri ng of
the reputation netadata ( 116) conprises conducting a
community vote and at | east one of the reputation
net adata providers ( 118) conprises a user in the
community. 18. The nedia of claim15, wherein the
gathering of the reputation netadata ( 116) conpri ses
gat hering product review information pertaining to the
actor's reputation fromone or nore conputing
entities. 19. The nedia of claim15, wherein at |east
a portion of the reputation netadata ( 116) conpri ses
a history of performance of the actor.20. The nedia of
claim 15, wherein the authorization decision (512) is
based at |least in part on the reputation value ( 114),
a type of operation requested by the actor, and
attri butes of an object upon which the actor requests
to performthe operation.
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