-1 TRUE RANDOM NUVMBER GENERATION Field of the Invention The present
invention relates generally to true random nunber generation. Mre
particularly, the present invention relates to systens and nethods for
generating true random nunbers suitable_f.or use in electronic security
systens. Background of the Invention Wth inprovenents in the functional
and storage capabilities of consuner electronic applications cones the

growi ng need for robust TRUBRANDON NUBBER GENERATHONecause nobil e
phones and pocket conputers have developed into nmulti-functional devices
that provide the user with teleconmunication and internet access, nenory

and conputational features, audg0;yi # e [ons, etc., an increasing
anount of information, particul ahe}/do?ﬁglﬁ }Igen(ﬁda or personal information,

is being stored on these devices. Wthout a good security system all this
information can be easily retrieved by others, and consequently m sused to
the owner's | oss.THaeresat invemtivraredates generally e e napdem BUBWELr i ty syst em
is to use true random nunbers. . Provj ding true random nunbe mal |,
portabl e de\gepgratiory M@F"gﬁ?’ft}%‘éﬁ#y'tth% HF\‘%@Q{ lf‘é’ﬁaﬁ%ﬁgié‘.te% es& gtegr?se&s@st ens
that have settled f f 1 AR S S HAQGH BRAAT: IR st iR 6RcRSAUIO- r andom
nunbers are B4 Oglsf@%géﬂge?%gﬁg?m%nrfgra?unat egs, péeudo-random nunbers, bei ng
to a certai negyti §ysté}ﬁ§di ctable, are generally deened incapabl e of

provi ding the desired | evel of protection against today' s sophisticated
hackers. -2

Background of the Invention

With improvements in the functional and storage capabilities of
consumer electronic applications comes the growing need for robust security
systems. For example, because mobile phones and pocket computers have
developed into multi-functional devices that provide the user with
telecommunication and internet access, memory and computational features,
audio-visual functions, etc., an increasing amount of information, particularly
confidential or personal information, is being stored on these devices.
Without a good security system, all this information can be easily retrieved by
others, and consequently misused to the owner’s loss. One way of enhancing
the integrity of a security system is to use true random numbers.

Providing true random numbers to a small, portable device is a
significant technical challenge. There are systems that have settled for the use
of pseudo-random numbers since pseudo-random numbers are easier to
create. Unfortunately, pseudo-random numbers, being to a certain extent
predictable, are generally deemed incapable of providing the desired level of

protection against today’s sophisticated hackers.




O hers have tried to extract true random nunbers from sonme physica
phenonena. |In general, these nethods involve conparing a property of sone
nat ural phenonena agai nst a predeterm ned threshold or reference, and
generating a "1" digit or a "0" digit depending on whether the property is
greater or less than the reference. The reference nust be correctly
determned and constantly maintained |est fhere is a_bias towards
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other needs napi ghfémenadyaRLAISLedamdbAhr@hoRDokiaehud loods. Summar y
of the Invention Enbodi nents of the present invention involve systens and
met hods  t hglengentisigat €1t digit oran@ndigiirdepesdimhen svhathendherprapedyitbl e
random'y varying properties, Ltion erro

uch as_pos signals, are.
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the two posgjyll ehdbibYarlli Sistifinglina faﬂh@@&ﬁ?erﬁe&ﬁtdleué epehimtunsberst ai n nor e
digits, which can then be concatenated to forma nunber of the desirable
nunber of bytes. Tareé i, thersfareya heedriden improved tmrerendem BBINGEE i ng t he
events and in the pernutations in which the s.are c¢ ncat(&r}ngt ed. The

) di gi
present i nvegerEEBHOBARN®BTeRR} KrveRtieR addresses Hils g’&?& Offpernegdp AN PHFS o
device to conirol access 10 t 1N the data storage device. It can
al so be inpl aegfsiolyeagﬁlgergz?é %saeéaf)s(rﬁ@?&ggbs. for controlling access to host
systens or host devices associated with the data storage devices.

Summary of the Invention

Embodiments of the present invention involve systems and methods
that generate true random numbers. Phenomena with detectable randomly
varying properties, such as position error signals, are identified as suitable
sources from which true random numbers are derivable. Depending on
whether the property of a selected event is represented by an odd or even
value, the value is converted into one of the two possible binary digits. The
process can be repeated to obtain more digits, which can then be concatenated
to form a number of the desirable number of bytes. Variations may be made
in the manner of selecting the events and in the permutations in which the
digits are concatenated.

The present invention can be implemented as a function of a data
storage device to control access to data stored in the data storage device. It
can also be implemented in data storage devices for controlling access to host

systems or host devices associated with the data storage devices.




-3 These and various other features as well as advantages which
characterize the present invention will be apparent upon readi ng of the
foll ow ng detailed description and review of the associated draw ngs. Bri ef
Description of the Drawings FIG 1 shows, a data storage device in which an
enbodi ment of the present invention is inplemented. FIG 2 is a diagramto
illustrate positional errors. FIG 3 is a flowhart detailing a nethod of

gener ati ng Lr ue nARAOMJ DUHBAS StheATERLALIIE WAl AWagididbaPRhial the present

invention. FIG ustrates one way of inplenenting The nethod of FIG 3.
FIG 5 is achheclerifeale pieseht inveysioanwithimoalypargnt hpopresting of tvent i on.

Det ai | ed Description A data storage device, of which the disc drive 100
shown i n FI @llawing dejatled desaipiing and revdeyishe awortted desvingss and
recording nedia that are designed to be in relative notion to each other.
To ensure that the recording devices and the recording nedia are in the

desired positions, relative gforgedtriptidifos theDraildingsSt or age device
generally relies on a servo system (usually enconpassing servo

el ectronics) to detect and conpensate for msalignnents. It is observed

that such mi salignnments can produce paraneters, Qf near i deal ectral
distribution, an&leahshaysa t%ls@é%%ae‘flf;%%ﬂ "ghaI%F Ofigﬁﬂ’awtstﬁ‘ﬁnbers are

generated. The recording nedi a i is exanple is a disc 102 and the
recordi ng dd¥ft lﬁYeéq_th(%lalgggfjg%hF]ﬁ%p' are supported by an actuator assenbly
106. Wen the di %G@'QHé/&dﬂ%Qaﬁﬁtoaﬂﬁ@t&&dpa@iticﬁmameh@&s.lw rotates the disc
102. The heads 104 can be held near to the disc 102 so that they trace a
FIG. 3 is a flowchart detailing a method of generating true random
numbers, according to an embodiment of the present invention.
FIG. 4 illustrates one way of implementing the method of FIG. 3.

FIG. 5 is a block diagram of a system embodying the present invention.
Detailed Description

A data storage device, of which the disc drive 100 shown in FIG. 1is
but one example, includes recording devices and recording media that are
designed to be in relative motion to each other. To ensure that the recording
devices and the recording media are in the desired positions, relative to each
other, the data storage device generally relies on a servo system (usually
encompassing servo electronics) to detect and compensate for misalignments.
It is observed that such misalignments can produce parameters of near ideal
spectral distribution, and can thus be a source from which true random
numbers are generated. The recording media in this example is a disc 102 and
the recording devices are heads 104 that are supported by an actuator
assembly 106. When the disc drive 100 is powered up, a motor 108 rotates the
disc 102. The heads 104 can be held near to the disc 102 so that they trace a



-4 path 110 on the disc, and in sone cases, the heads 104 are intended to
follow a particular track 110 on the disc 102. In sone other situations
the disc drive 100 may be carrying out some read or wite operations. In
all these situations where the heads 104 will be able to read fromservo
sectors, position error signal (PES) will be available to the disc drive
and true random nunbers can be generated fromthe PES according to

enbodi ment s path 1iPoR tiesiRt, aridivestim@casek)| the heads 104 atiesigtendesitophgwan
portion of a track 200. As the disc spins, the heads trace pat.h 202
Ehat, ow ng gagtmdmr vask fld8woorthe diss W3 Io 6pme; atbensityptiansethediag Sfiﬁ’ﬁck
represented by a centerline 203). Tq address this r ; . 206
Pnps ; ][ i onal Ej? @Fa}t:fgf’? %rm‘g@n%ﬁregaiog%qﬂg c?pc%ﬁ??%snﬁ%f)%%%gﬁ%%ﬁr%fy have
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define a "writ rgn-! nE& rac4k [l%Eé‘gréﬂélgébétrg%&ﬁrg?ﬁEég?oégﬁth%,ﬁ%g 204)(y1$hat d
devi ates fr ep{diePESiorill be ackilaldto theadisddrivatnd nsuerandoonmumibers efrer red t o
as "witten-in" errors 207. Wen the disc is spinning, the heads will read
from one séegenseateddirahitee PEferensding Fﬁb‘?@b?d%@&ﬁp?ﬂbe PYESERk er i t t ent

feedback to the  servo electronics. This feedback, generall
to. : ( _ . : y referred to as
PES, provi déBVeiHO-ndj cati on of the position of the heads relative to the

"written-in" tracftiﬁggz}s hgﬁgrﬁg{;ss %g‘syi?éﬁ% e EES06 AStit &dc bpinkhe

devi ati on 208 of act ua ion 202 fromthe "witten-in" track

204 whi ch i shdekhagetabyatpaeh 362 ttat, Geiigiosaridusdactotms deaiat cotreide WEhPES i s
taken with respect to a varying reference. Wth this feedback, the servo

teloeg'é ;rg 2 In(s:Z ttga][i%}@gf@k%@rla&rﬁad by aaentarbng 203). Tapedrene tHeger YRS ¥enent s
effort to mi2f6have mégloaqsﬁ i%@)?%?%ﬁ%&lpﬁeeg@fdha%%aﬁablgq%\@é‘cﬁfns deRp) te constant

identify misalignment of the heads. In reality, the servo sectors themselves

may define a “written-in” track (represented here by centerline 204) that

deviates from the ideal track 203. Such deviations are commonly referred to

as “written-in” errors 207. When the disc is spinning, the heads will read from

one servo sector after another, thereby resulting in intermittent feedback to the

servo electronics. This feedback, generally referred to as PES, provides an

indication of the position of the heads relative to the “written-in” track 204. It

can be seen that the PES is related to the deviation 208 of the actual heads

position 202 from the “written-in” track 204 which is defined by the servo

sectors. It can be said that the PES is taken with respect to a varying reference.

With this feedback, the servo electronics can cause the actuator assembly to

make the required movements to compensate for any misalignment of the

heads. However, despite constant effort to minimize PES and bring the heads

into alignment with the “written-in” track, the PES data obtained continues to

vary from servo sector to servo sector. Indeed, PES from non-neighboring

servo sectors exhibit little correlation. Further, the PES from a servo sector

during one revolution of the disc cannot be predicted from the PES taken from




into alignment with the "witten-in" track, the PES data obtained continues
to vary fromservo sector to servo sector. |Indeed, PES from

non- nei ghboring servo sectors exhibit little correlation. Further, the PES
froma servo sector during one revolutigpn of the disc cannot be predicted

fromthe PES taken from-5 the sane servo sector during an earlier

revol ution. The random nature of the PES is probably due to a conbination

of wi ndage gfd ?JH:}% erdoSeclor Wil Blg arledliet 89 olcRoRETRA FaraforAmati®, oftheonance
of actuator asse F’y, settling errors, "witten- in" errors, etc. It is

proposed t h@PESREProbablly deepanavetnstian of windags effesty dissflutteromicneies) true
random nunbers can be derived. According to the present inventjon, if PES
dat a( Y1, Y2gcowpensation §jrors, resonagsg of Jutek é??eF?@bﬁ thm&/%?f%réct‘é’rlé’fe“r\l
binary digits, can be, olt ai ned § X e sape 211Fals As
shown i n t h&f FOREN&FS tig*s erogogejk? ﬂBII:%Egg%ahkyﬁ pa}rgnéeg{%r? g gltujé?)blg(%%@ce%nd
conver ted | i, 9fcRirddYan@behuRbekfeut MOdBiwedy numbers " 1% or /70,
dependi ng on ether the selected PES data yi is odd or even (step 304,
304'). This ensut@srding toahe presessirofenting, il Fiibatata (thay2 s e--géner dtied si nce

the probabilities of the PES dat ein dd and bei ng even are equal. One
way of expretakendremdN servaxsestosti H&&éﬁﬁ&t ?f’é"‘d}?%ga@g?eéy@il’ h’ga’t'(l’:]f i t
generated Xxi, i hgwn in uat i I hovm 1 Yic $ARSUIMS, 302) - - - - - - - -
(D" By repent Py Anaprhde B RisBha b ER: SRS atE ylls ERALIS B2y«

306) . The biqg{%l M RENNEPOERb LR lef 61 R BUDinkey hamibess fifntet0™ hat i s
represented by a desired nunber of bytes. Optionally, the order of the bits

in the genelependimgiohevhathgr idefselactedr BES dhta 10 isiedd on evien (ter AM1S043- have
been  der! velghig 2L§£re§ Ct)}?g randomness of the numbers that are generated since the
probabilities of the PES data being odd and being even are equal. One way of
expressing the relationship between the PES data yi and the bit generated x;, is
shown in equation (1) below.
xi=yimodulus2 (1)

By repeating the process, more binary digits can be generated (step
306). The bits are then concatenated (step 310) to form a number that is
represented by a desired number of bytes. Optionally, the order of the bits in
the generated number may differ from the order in which the bits have been
derived (step 308).

Preferably, the number is formed from digits derived from non-
successive samples of PES. This is to eliminate any possible correlation
between PES at neighboring servo sectors. For example, PES sampled at
intervals of 7 servo sectors (where n > 0) can be used to form an 8-bit number.
It can be represented as:

X1 X(1+n) X(1+2n) X(1+3n) X(1+4n) X(1+5n) X(1+6n) X(1+7n)
Continuing in this fashion, another 8-bit number can be obtained:

X(1+8n) X(1+9n) X(1+10n) X(1+11n) X(1+12n) X(1+13n) X(1+14n) X(1+15n)



Preferably, the nunber is formed fromdigits derived fromnon- successive
sampl es of PES. This is to elimnate any possible correlation between PES
at nei ghboring servo sectors. For exanple, PES sanpled at intervals of n
servo sectors (where n > 0) can be used-&o forman 8-bit nunber. It can be
represented as: X1 X(I+n) X(1+2n) X(1+3n) X(1+4n) X(1+5n) X(1+6n) X(1+7n)
Continuing in this fashion, another 8-bit nunber can be obtained: X(1+8n)
X(1+9n) X( 1Fhers isxorlitnitrtp the numher oftruersaylony numbsys that @%ﬁy geBerpit e i s
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that is pre- t servo sectors represented by centerline 404,
and the act waler patdral steo ségtotshiesimaded 410 tdW18 reppedtively.ahs thedisgandn of
the disc is re&reesent ed by centerline 402. Onl he PES. fromthree servo
sectors is rheheadsaredngelpsivesnetionjaeash afbepd ‘?hﬁa‘%%‘@r‘th‘ﬁ'ﬁ"etce’ﬁﬁg Fata may
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particular revolution of the disc is represented by centerline 402. Only the PES
from three servo sectors is required, and various ways of selecting the three
PES data may be used. In this case, the PES is taken from every fourth servo
sector, that is, n = 4. Thus, PES data yo, ys, ys (designated 420, 424, 428) from
the servo sectors 410, 414 and 418 are utilized. If the PES data yo is odd, yo is
represented by a bit xo having a value of “1”. If the PES data yo is even, yo is
represented by a bit xo having a value of “0”. (Alternatively, a bit having the
value “1” can be generated if the PES data yo is even, and “0” generated if the
PES data yo is odd.) After repeating the same for PES data ys and ys, there are
now three bits xo, x4, xs (designated 430, 434, 438) for use in forming a new 3-
bit number. These bits are then concatenated to form the new number
(designated 440), for example, xs xa xo. It will be understood that the bits can
alternatively be concatenated in a different order if so desired, to form
numbers other than xs x4 xo, such as, x4 X Xo, etc.
The quality of the proposed methods of generating true random
numbers was demonstrated experimentally. Using a disc drive that has 264

servo sectors on a disc that is configured to spin at 5,800 revolutions per




represented by a bit xo having a value of "1". If the PES data yo is even,
yo is represented by a bit xo having a value of "0". (Alternatively, a bit
having the value "1" can be generated if the PES data yo is even, and "0O"
generated if the PES data yo is odd.) Af-ter repeating the same for PES
data y4 and ys, there are now three bits xo, x4, X8 (designated 430, 434,
438) for use in formng a new 3- bit nunber. These bits are the

concat enat e@ningte, &ER daia ineallestashior a unakenpfaesalutionms andfonyeHgA R 8- X8 x4
xo. It wll be understood that the bits can., attennativel.y concat enat ed
in a differ &M Baé}dsqr? nugnbets iaFCeOinlrfg)tsc’f %p}%th?ﬁhﬂﬁg}eggrgﬁrgrm?ﬁrg%&rﬂsﬁx4 X0,
such as, x41x§,X0m 8F the Td5604ahHbM RhmbES dBiaRRIGhMRIDREgy @legener ati ng
true random nunbers was denonstrated experinentally. Using a disc drive
that has 264listsibutionsprivadimgam mdidasiont that all sucdrers (roned to @535 (haingall5, 800
revolutions per -7 mnute, PES data is collected for_a % of
revol ut i ons rawmabers thatraeadergpreseptad inyd faits) Ase ganerataskins 89 to a
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obt ai ned sh . providing a ation that all
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bits) are generatéd in Tough equa nunber of tines. To verify, the
gener at ed nushitigs Iamessbsppadeatiat thefrestlteof therffdTyaiestatisticelly unHesm. Four i er
Transform (FFT) anal ysis and autorelation _testing. It was observed that

the resul t s oS inficatey that dhereds practically o dlepeprance betpveen the gepgratad ot
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the that obtainable for white noise, and further supports the assertion that the
present invention provides for the generation of true random numbers.
Clearly, the present invention provides for the generation of true random
numbers, and not merely pseudo-random numbers.
In the foregoing examples, the positional errors from which the true
random numbers are derived were measured with respect to a “written-in”
track or a pre-defined reference. Further, the positional erfors were measured
from a reference that may vary from sample to sample. It will be understood
that these examples are given solely for the purpose of illustration, and that
other measurable or detectable phenomena can be used in place of such
positional errors. One can therefore use a method of analysis similar to that
described in the previous paragraph to assess if a phenomena is suitable for
use in generating true random numbers in accordance with the present
invention.
Many applications and systems can benefit from a true random number

generator of the present invention. Contemplated are data storage devices,

such as disc drives 100, that are themselves configured to generate true




present invention provides for the generation of true random nunbers.
Clearly, the present invention provides for the generation of true random
nunbers, and not merely pseudo-random nunbers. In the foregoing exanples,
the positional errors fromwhich the tre® random nunbers are derived were
measured with respect to a "witten-in" track or a pre-defined reference.
Further, the positional errors were neasured froma reference that may
vary from saapiemmyrsbens) and thusgither gaabledmhencestiprataetion pethe datanpl es are
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recording can be carried out. This prevents unauthorized data retrieval from a
data storage device that has been removed from its designated host. Other
examples may include a data storage device 520 that is capable of generating
true random numbers for use by its host 510. Therefore, host 510 itself does
not need to be configured with the ability to generate true random numbers.
Additional examples where a true random number generator of the present
invention can be implemented includes security systems that utilize random
numbers.

Various other advantages and benefits can be achieved by
implementing the present invention. For example, a true random number
generator of the present invention can generate true random numbers very
quickly. It has been verified that as many as 844,800 bytes of PES data can be
collected and converted to 105,600 bytes of true random numbers within 33.1
seconds. If a faster disc drive or processor is used, or if the disc has more
servo sectors, the speed at which the true random‘ numbers are generated can
conceivably be further increased.

The present invention is further advantageous over other methods

because of its ability to reliably produce true random numbers without the




I dentification nunber to the data storage device 520. O herw se, the data
storage device 520 remains in a | ocked node in which no data retrieval or
recording can be carried out. This prevents unauthorized data retrieval
froma data storage device that has bee® renoved fromits designated host.
O her exanples may include a data storage device 520 that is capable of
generating true random nunbers for use by its host 510. Therefore, host
510 itsel f deed fonbmingedadivshuenbofdygtenepavameterselkibichin by protigdadyat e

true random.nunbers. Additjonal, exanpl es where a true random nunber
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nunbers very uickly. It has been verified that as many as 844, 800 bytes

of PES dat afenthelsystemato sejtle doavrd or dnvended self-tu0HH00 bytes of true random

nunbers within 33.1 . .seconds. If a faster disc drive qr processor is used,
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I nvention is e ant ageous over o ecause of its

ability to rehdednurpbedues timuehe dndesspinatier sndtidiRetdstdie inrfaeeg f or
tuning or adjustnent of system paraneters. This can be particularly

i npor tant i witppenveserions Whistlexilility broadens theseps ofrapplitasiaqpsrithe ed
el 2t ey MBSRPRVEL o SLCt, o uallone WIELS LIS capabiLiLysen be
wali t generating the required true random numbers. Because the present invention

can make use of the readily available PES data as a source for true random

number generation, and PES is typically available in a digitized form, one

further advantage of using PES data as a source is that the parity of PES

samples can be easily ascertained without the need for an additional analog-

to-digiter converter. Suitably randomly varying analog signals can

nevertheless be used in embodiments of the present invention by converting

the analog data into a form from which parity can be determined.

Most advantageously, various embodiments of the present invention
can be implemented without making hardware changes to a conventional disc
drive. Itis also envisioned that embodiments of the present invention can be
incorporated in a wide range of data storage devices that include servo
systems involving PES or similar signals.

Alternatively described, contemplated embodiments of the present
invention includes a method (such as 300) of generating a number involving
generating a bit of a first value if a phenomena is represented by an odd
variable, and generating a bit of a second value if the phenomena is

represented by an even variable (such as 304, 304"). This method may further



for the systemto settle down, or to conduct self-tuning. In addition,
because this nethod does not require the involvenent of any specific seek,
read or wite operation, a disc drive can produce true random nunbers any
time the disc is spinning and the heads_qgre interfacing wth servo
sectors. This flexibility broadens the scope of applications of the
proposed true random nunber generator and shortens the tinme required for

generating tfieolveqepdaih th@%tépﬁ‘@ﬂgﬁﬂe?%é it (BYPRUBENOAEHRAHRYit {?ﬁ‘éﬁnt i on
e

can make use of the readily availabl data as a source for true random
nunber generadPohanddn@EBnating th loitd foyfoamad heblrenhbera(sditgas 8e8)d form one

further advantage of using PES data as a source is that the parity of PES
sanpl es can%n%&%éstg‘ﬁﬁn%@‘é’grpf‘%}’ h‘é‘ﬁu&ﬁ 2 ftsir oftaseanging thebitahefseli t i onal

anal og- to-djgi - rer. i ndo varyin na signal s can
nevertg hel esgbgééétglrslaetg%] ﬁ%eﬁﬁg%%}l%eﬁ% gﬁcﬁ! CEI% O@%W#‘Fﬁ?&?ﬂ% 8ha%y converting
the anal 0g @eoireh@ ray Bé FKENOMiMGAls RHd EAChCHTHE PnddShAIHEAE Gsu st

advant ageousl y, various enbodi nents of the present invention can be
i mpl ement ed 4201424428 akaynprovide wae o acihblefes useiragermrating oas dit @udcas dri ve.

It is also I 5i on at ,enbodi.nents of the present_invention can be

i ncor por at eg%wﬁél ﬁﬁie&f? shdesined, the measyemsatympy hedakemwithheaspeet tear vo
systens inv ' L. ] Rl Sih@n : iL.vely descri hed

cont ompl at eg"AnpaniererBlenty RcRlas20 B R A b BN KR TR AT (such
as 300) of genefrtédsd eamaastiementy@livh AY420a08! B48) Nth Sorkk bnffodindehist val ue

I f a phenonena is represented by an odd variable, and generating a bit of
a second valthemnieasytesnertie avmpositiosal ersgs ¢smht asR08y. hnaleéaraativar i abl e (such

as 304, 304Ie%ribo-gﬂi'rinsenlr:rs',3 tt}?eogarriTaabyle fIIlIJé{};[ i?\%{ucielao position error signal (such as 208).

Also contemplated is a system (such as 100, 400, 500) for generating a
number, having a detector (such as 104) that is configured to translate a
detected phenomenainto one or more quantitative measurements (such as
208), and a generator (such as 100, 300, 520) that is configured to generate a bit
of a first value if a selected quantitative measurement is odd and to generate a
bit of a second value if the selected quantitative measurement is even (such as
304, 304'). The generator may be further configured to form a new number by
concatenating the bits generated (such as 310, 440). The generator can
optionally be configured to arrange bits for concatenation (such as 308).

In some embodiments, the system (such as 500) includes a host (such as
510) for receiving the new number from the generator (such as 520). The new
number can thus be used for controlling access to the host (such as 510).
Alternatively, the generator (such as 520) can be part of a data storage device
that is associated with the host (such as 510), and the new number can be used
for controlling access to the data storage device (such as 520).

Further embodiments of the present invention includes a data storage

device (such as 100) having a disc (such as 102) with at least one track and



i nvol ve repeating the step of generating a bit to obtain nore than one bit
(such as 306), and concatenating the bits to forma new nunber (such as
308). Further, the method nmay include a step of arranging the bits before
concatenating the bits (such as 440). Gdtltonal |y, neasurenents of the
phenonmena nmay be taken at intervals, and each of the neasurenents (such as
420, 424, 428) my ﬂrovide one variable for use in generating one bit (such
as 430, 43deads@uchias 194) thed ereconfigureddaseadcoenrite malysthetialhk elong th

t ot h | f h 04, 404). The bi't lso b
Gonbrat ed t K AT i Siske< HERES cebrsBD) Asaincluddeme amm (amhps |

nbodi , DASIiL i h 8) .
ot er ot ve 00 it WRPHIARE delecttnd (RORUE BE BRI S008ot 1A aRR 1) el
(such as 208joragk slevizertsieivdsaton) is cordighired Q&K&Qﬁ@gﬁ\)@n&l@\@na% pe00) for

generating a _nupber, having a detector (such as 1 that is configured to
transl ate arelatacdiathe pssitinmehthiedeadsnelative hothe tyacknisitlans 208)mFasur enent s
(such as 20821 pﬁmq a genﬁagi or ésuch as, 100, , 300 520_}_ that is caonfigured
to gener at e SAABPIS, the aiapiifative medsurements sy inclide RAFHICR ST SISRAS ur enent
is odd and TERSIORY COD LR : V, I

quantitati vgghmeasurog?feg?tﬁo?hgzg%e?]s%@ﬁ?%{g/e %Baﬁlrg%qfh?se aéﬁéﬁglgﬁgtrhat or may be

further confrefgreres tbat leastone pesviousipelefibyd tERRISIE@NRI 2029, t he bits
generated (such as 310, 440). The generator can optionally be configured
to arrange bits flbis tebeatdenstopd thiteyen theughsumerpus charactenisticsrend s, t he

number 1 romPERanGeRePLPAROE SrefodERent Pt the, Besed! invanfin ek bPPRSED. uoed
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departing from the scope of the present invention.




for controlling access to the data storage device (such as 520). Further
enbodi nents of the present invention includes a data storage device (such
as 100) having a disc (such as 102) with at |east one track and -11 heads
(such as 104) that are configured to red@-or wite substantially along the
track. The data storage device (such as 100) al so includes the system (such
as 400) in such a way that the detectors include the heads (such as 102).
The data sﬁgﬁﬁgé device (such as 100) is configured so that the phenonena
may be related to the position of the heads relative to the track (such as
208). For exanple, the quantitative neasurenments may include position
error signalh§hafs4tdinee i308). Optionally, the quantitative nmeasurenents are
taken with reference to at | east one previously defined track (such as
204). It is to be understood that even though nunerous characteristics and
advant ages of various enbodi ments of the present invention have been set
forth in thd Fomeibrag! gereratipgiagwmbe, somprisingsure is illustrative only,

and changes may de within dhe principles of the present, .invention
without departi ﬁtg%g?%lr%gta}vkﬁgt%g&o‘fﬁ‘(‘ﬁgn apﬁgléwer?%@é"ﬁgf‘??ﬁmedlbl@%lﬁs What
is clained is: 1. A nghbiaple0hndSRRERLINSS 1Bt B LShng: generating a
bit of a first value if a pﬁeﬂo%&na ils%%epﬁgsggtgéoélﬁﬂgﬁh% vari abl e, and
generating a bit of aphenon@nuds tepreseritédby phesvermnagiabte.r epr esent ed by an
even variable. 2. The nethod of claim1l1, further conprising steps of:

2. The method of claim 1, further comprising steps of:

repeating the step of generating a bit to obtain more than one bit; and

concatenating the bits to form a new number.

3. The method of claim 2, further comprising a step of arranging the bits

before concatenating the bits.

4. The method of claim 2, further comprising a step of:
taking measurements of the phenomena at intervals, in which each of
the measurements provides one variable for use in generating

one bit.

5. The method of claim 4, in which the measurements are taken with respect

to a changeable reference.

6. The method of claim 4, in which the bits are generated from non-successive

measurements.

7. The method of claim 4, in which the measurements are positional errors.



repeating the step of generating a bit to obtain nore than one bit; and
concatenating the bits to forma new nunber. 3. The nethod of claim 2,
further conprising a step of arranging the bits before concatenating the
bits. 4. The nmethod of claim2, further-i@enprising a step of: taking
measurenents of the phenonena at intervals, in which each of the

measur enents provides one variable for use in generating one bit. 5. The
met hod of cl8iThesnethodwpf daing heinmehihribewatisblr@niprisss apoditioespeet to a
changeabl e reference, 6. The nethod of claim4, in which the bits are
generated from nét®@ccessive neasurenents. 7. The nmethod of claim4, in
whi ch the neasurenents are positional errors. -13 8. The nethod of claim1,
in which the variable conprises a position error signal. 9. A systemfor

generating &.nuspsiem forFehbiting a RuSides CofipridRgi gured to translate a
detect ed phenonena into one or nore quantitative neasurenents; and a

generat or confi gardefector genfégured te thinslabé aaletécteat phaharmend irtoseleant ed
guantitative nmeasurenment is odd and to generate bit of a second value if

the sel ected quanti tatm%;%’ﬁ?"é%mea? eBEWS; ag. The systemof claim9,
n which the generakiatain chihiiiel YhLEME §hit & d ANV IFY OHIRST bY

concatenating the bits genera e system O ich the
generator is further guahtigif®dmefsurement is odd and to generate a bit of a

second value if the selected quantitative measurement is even.

10. The system of claim 9, in which the generator is further configured to form

a new number by concatenating the bits generated.

11. The system of claim 10, in which the generator is further configured to

arrange bits for concatenation.

12. The system of claim 10, further comprising a host for receiving the new

number from the generator.

13. The system of claim 12, in which the new number is used for controlling

access to the host.

14. The system of claim 12, in which the generator is part of a data storage
device associated with the host, and in which the new number is used

for controlling access to the data storage device.

15. A data storage device, comprising:

a disc having at least one track;



1 e

arrange bits for concatenation. 12. The system of claim 10, further
conprising a host for receiving the new nunber fromthe generator. 13. The
systemof claim 12, in which the new nunber is used for controlling access
to the host. 14. The systemof claim12, ,n which the generator is part of
a data storage device associated with tHie host, and in which the new
nunber is used for controlling access to the data storage device. 15. A
data storage devi b dNG,: LSE L . I r ; -14
heads configuredlﬁgd?gglgH ?ﬁﬁp?fgagggZﬁgﬁF?gFﬁgugﬂ%ﬁgﬁﬁ%%gpﬁg%k?ﬁénd t he

system of cl ai m hebystehi eficlaineddatehichrthe defstdrs @6nigiteb BadReadst. The data
storage device of claim15 in which the phenonena relates to the position
of the heads relative to the track. 17. The data storage device of claim 16

in which thg quantitatiy asur nt s .i.ncl,ud osjtion errqr signals. 18.
The data st §r6 aggﬁa‘iea&?%%or%e g?‘éﬁcﬁoﬁglgfrﬂm?W?ﬁgﬁ)ﬁﬁj&?ﬂ?mﬁ?’i‘ ateﬁgg ement s
are taken with r ¢fg3(Rirsr the Iahdb BARkivORSHRNEYGOUS! y  defined track.

17. The data storage device of claim 16 in which the quantitative

measurements include position error signals.

18. The data storage device of claim 16 in which the quantitative
measurements are taken with reference to at least one previously

defined track.





