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-1 ' G00002' TITLE OF THE | NVENTI ON PORTABLE
ELECTRONI C APPARATUS BACKGROUND OF THE | NVENTI ON The
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function and a communi cati on function of
communi cating with an external gevLce. An I C card has

a control elenent, a communication interface, a +*G00002*
menory, and the |like. The control elenent 10 perforns
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?@@ffﬁ? dﬁééﬁ%gggﬁﬁ@@ tggfz a cont roI

program contr ol g{‘eﬁGFBbﬁ }ST g&syﬁ;\yg? to the I1C

card, and data rel a IVI tion of

t he om“erTa% #P@s gfcfﬁﬂeﬁﬁfonsigigg%slEot?ﬁgortabl§

convention C card e data store
i's nggéﬂﬁéﬁhénhﬁﬁﬁké%ﬁgr§ﬁcﬂr9§r§ﬁ7?@eEHESth¥1B a data
control elenent. 20 Recently, however, illegal attacks
hav es theery ¢vaglen c tgah neid wec_:ér@g@za{@api@nt h@ntﬂsgabf
attacks, electrical noise is intentionally applied to
t he dd@mwarch ting auseh tdre «ondrod]l pdogtam t hereof to
mal function. This nmay cause the I1C card to inproperly
An IC card has a control element, a communication
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interface, a memory, and the like. The control element
performs various processing according to a control
program. The communication interface controls a
communication with an external device. The memory
stores various types of data. In the memory of the IC
card, a control program, control data, unique
information to the IC card, and data related to
individual information of the owner of the IC card are
stored. 1In the conventional IC card, the data stored
in the memory is protected by the control program
executed by the control element.

Recently, however, illegal attacks have been made
against the IC card. 1In the illegal attacks,
electrical noise is intentionally applied to the IC
card tc cause the control program thereof to
malfunction. This may cause the IC card to improperly
output the data stored in the memory.

BRIEF SUMMARY OF THE INVENTION

An object of an aspect of the present invention is
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25 output the data stored in the nmenory. BRI EF SUMVARY
OF THE | NVENTI ON An obj ect of an aspect of the present
invention is to provide a portable electronic

apparatus capable of preventing data in the apparatus
frombeing inproperly output and thereby ensuring

hi gh security. According to an gspect of the present
invention, 5 there is provided a portable electronic
apparatus conprising: a nenory that stores data; a
conmuni cati on section that_ perforns data

commtMi RER T bHe vt t PO BRAD £ t RF PGEF L Aei/¢ cePPara tansateabba of
buffer for storing the data to be transmtted to the

ext e%anerafeW%edi“ﬁ? otfghtA® FPRAEdMAEIN £2i | BRIRSct BROPErlY
and ontrol ;element that allows the data to be
stcwék#??#t?&gt?éﬁﬁék%s?%%uﬁh??e?lg?ns?ﬁ%r%%¥e wher e

the stora f_.the d ' ransfer rm ssion
area in t%écﬁ%§€?€,t%h%?e%égeégoﬁFb% 5 ?ﬁ%sﬁggal?ygﬂ1lon’

bei nthstOr £4 ﬂfb&f@e&%%?f‘@ 'féi@fe@yﬁéﬁ{ciﬂ%wlea&@e

where the storage area 'of the data I's not
t r ansdr@Sr PeIMY SSd Oflerdd ©@. t h Addi ¢ b eo@l 4 o) ecd Scandy

; : ) . nication
advant ages of the invention will be set forth in the

descraqtian witd tchodof dows, datwl commpardatidh BELh an

obvi ous fromthe description, or may be 20 |earned by

pr act¥teerrofl tdwev igwen | oren Stnes objredsst gad £ @dvand ages the
of the invention may be realized and obtai ned by neans

of tdfEa st reAvetal Snitesedinte Tomrbdxtefrons device through

particularly pointed out hereinafter. :BRIEF

DESCRIP A BN F CRE SEVEFRL O EVIB1OR THE DRAWSNGRSN T that

The a Co?nrgpacr}yei ncga\tdar atvg Ipes’sel\gri*ecc? iarg etkilgctoz_[apr?srn?itsegion buffer
in the case where the storage area of the data is a
transfer permission area in the memory, whereas
prohibits the data from being stored in the
transmission buffer in the case where the storage area
of the data is not the transfer permission area.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated

in and constitute a part of the specification,

illustrate embodiments of the invention, and together
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in and constitute a part of the specification,
illustrate enbodi nents of the invention, and together
with the general description given above and the
detail ed description of the enbodi nents gi ven bel ow,
serve to explain the principles of the invention. FIG
1 is a block diagramshowi ng a configuration 5
exanple of an IC card systenfinéluding an | C card and
term nal systemserving as a portable electronic
apparatus according to an enbodi nent of the present

i nventilonthdrlgen@ral de bt okt doagy aneschennati eall yhe
showing a 10 configuration exanple of the |IC card,

FI G akled viewrshow oy af cont | gubad i vanesagpien bélow,
data stored in a working nepory; FIG 4 is a view
showt g’ @ tc%rﬁ’F%lcﬁ”a@ i ‘b?le e&’éh%‘FJePlW @ht Bhet dHpEENt Hoa-

program 15 FI G a flowchart for . .
expl i ni %ﬂ?] : tl%a? oI fT bR Sha G| i EABLFEuration
car dat a

reag%ﬁf proceSS|ng ¢ C?% r%%é@%?Slg%ﬁ%g%g secggdaard and

[)lr 8‘%@? nngah?:] f%@én?é%ar dwlfgﬁj%ﬁ%ém %%‘Ef\i“&”rHE

| NVENWH N A mm & dDeRsesaMtnd nyenthon Wikl ¢

be escri bed bel o h reference to the acconpanylng
drawimgstizZnFIG 1 is a view showi ng a configuration
exanple of an IC card system according to the

enmbodi merfI®f 2hes a block diagram schematically showing a

configuration example of the IC card;

FIG. 3 is a view showing a configuration example
of data stored in a working memory;

FIG. 4 is a view showing a configuration example
of data stored in a program memory;

FIG. 5 is a flowchart for explaining first data
readout processing in the IC card;

FIG. 6 is a flowchart for explaining second data
readout processing in the IC card; and

FIG. 7 is a flowchart for explaining third data
readout processing in the IC card.

DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the present invention will be
described below with reference to the accombanying
drawings.

FIG. 1 is a view showing a configuration example
of an IC card system according to the embodiment of the

present invention.
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present invention. As shown in FIG 1, the IC card
systemincludes an IC card 1 serving as a portable

el ectronic apparatus and a termnal system (IC card
processor) 2 serving as an external device. The IC
card 1 and term nal system5 2 are capabl e of

perform ng data conmmunication. In the |1C card system
the IC card 1 perforns proce§siﬁg in response to, for
exanpl e, a command fromthe termnal system 2. The
term nal system 2 includes, as shown in 10 FIG 1, a
card readds/ shpover id2FIa.t &y nthal I0evked $$stema includes an
keyboard 14, a display section 15, and a printer 16.

The tartP¥eate?eiringrai2afppctalohe ateanrpnier épperatus

for coomunicatjng with the |Ccard 1. In the case
wherdfHe TEREPE 1SYSEOR AlCoRRBERtPEYBRSSPRE @aFErViBY as
rea@gg/mwiter act s

2.includ t ti for,
physTLaT TSP oM 2 ThG o CBAT Hi’ﬁ bt iﬁal'faﬁ”mghgagawstem
[ cat ] [ r  performng.data
exerargs W Te 18 REP AR ekt  Redhlaeriof * n ene
porti®ncatd $he-Spsepbefe égfdlf:éffgo}mﬁspggc s%gng in
non-contact type, the card reader/witer 12 1 ncludes

an wdeedHee f0f, tfeRsakdhp 19, and-&Reehy i PPoR £RLI Perminal
wave and a communication controller for performng

dat swstod@arge through the antenna by radi o waves. The

term nal device 13 functions as a controller 25

control | iTge thertenal nayssyst 2nizcldbes) easi sabwaevhce

13 is constituted by, for exanple, a conputer such as

a perSonal &orpid ereaddwe/vertenal 2 devi cerdBnasedetrhee 13,
a keyboard 14, a display section 15, and a printer 16.

The card reader/writer 12 functions as an
interface for communicating with the IC card 1. 1In the
case where the IC card 1 is of a contact type, the card
reader/writer 12 includes a contact section for
physically contacting a contact portion of the IC card
1 and a communication controller for performing data
exchange with the IC card 1 through the contact
portion. In the case where the IC card 1 is of a
non-contact type, the card reader/writer 12 includes an
antenna for transmitting and receiving a radio wave and
a communication controller for performing data exchange
through the antenna by radio waves.
The terminal device 13 functions as a controller

controlling the terminal system 2. The terminal device

13 is constituted by, for example, a computer such as a

personal computer. The terminal device 13 uses the
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card reader/witer 12 to perform data conmunication
with the IC card 1 and various processing according to
the data received fromthe I1C card 1. The keyboard 14
functions as an operation section 5 of the term na
system 2. An operator of the termnal system2 inputs
various operational instructiong and data using the
keyboard 14. The infornmation in%ut t hrough t he
keyboard 14 is supplied to the term nal device 13.

The display section 15 is a display unit 10 that

di spt R dousvT hior nh2 i bd pedéermheatantomhuoicat hen
term nal device 13. For exanple, an operation guide

i s displdyd Bn $3ed di spRrAyvaBteRBPUSCe THENg prEACEEiINng to

16 rforms printjng . ip response to a request from
theqﬁg?ﬁiﬁﬁﬂ Eﬁﬁﬁ%ﬂggiSErqg StICaCBNftguration of

the ICc 1L, will _be .described. FIG 2 is a view ,
showi ng Zf@%n¥¥%u?% ?ohge %ﬂ%?éon%fa?h%nlﬁpﬁﬁ?alﬁp Agction

show Il Qedindhe G oard 1 dgcludos. . 20 contpele ..y

el enrent 101,

a progiam eI dd4, 2 Al & oo gati o é@%g%gfgﬁs and

(I/F) section 105. The control elenent 101,

nematayt &l 0 i mprididntke ysry 103, Biel Df AGFRM DB Yoyt
104 are constituted by, 25 for exanple, one or nore

| C ciingesidl06.heéThes YD ad pl 40fs astbsbigdint s ath®Nterminal
interface section 105 are integraltly fornmed as an IC
moddeyids Ithe Terotisreldb secteidreddedi s na ad Caw ta Ppostyi ¢
la. That is, the ICcard 1 is
that displays various information under the control of
the terminal device 13. For example, an operation
guide is displayed on the display section 15. The
printer 16.performs printing in response to a request
from the terminal device 13.

Next, a configuration of the IC card 1 will be
described.

FIG. 2 is a view showing a configuration example
of the IC card 1.

As shown in FIG. 2, the IC card 1 includes a
control element 101, a data memory 102, a working
memory 103, a program memory 104, and a communication
interface (I/F) section 105.

The control element 101, data memory 102, working
memory 103, and program memory 104 are constituted by,
for example, one or more IC chips 106. The IC chip 106

and communication interface section 105 are integrally

formed as an IC module 1b. The IC module 1b is
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constituted by the card body la in which the I C nodul e

b is incorporated. It is only necessary for the card

body la to incorporate the IC nodule Ib. For exanpl e,

5 the shape of the card body la is not limted to a

card- like shape, but may be a bl ock-1ike shape or

bar-like shape. The control _element 101 controls the

entire operation of the IC card 1. The contro

el ement 101 10 serves as a controller. The contro

el ement 101 is constituted by, for exanple, a CPU The

dat eeTrRefisd 102 ¢ scxohshodyt bal. byThateiw ) t abéeIC card 1 is

non-vol atile storage elenent. The data nmenory 102 is

constt A Bortxapmpre, bedy elwi tabveiabntihel A€ nedule

15 nory such as an EEPROM and a flash ROM The data
h%z“?%%%%a?%#- stbr ate VPV RFeRESYay aforhehe card

wor kj ry 103 is consti.tut by a rewitable

st olr%ag € ag%ecynt%“%%rrp%&aa%%f}etﬁ‘g TRk RglP renbry F6amele,
i's copstd Y, r Menpr 0 (RA The
morkingE%%#%?gxgdgﬁ?J%%ﬁ?g%ggggﬁi V%r%?%ggl%éﬁ%ggt?hgtCard_
t emponas idnadet a s da ae FOr, £xarm] £ e M%%etgf bar-like
control elenent 101 perfornms some processing,

procasgieng data is tenporarily stored in the working
menory 103. 25 The program nenory 104 is constituted

by a non-Thel@dnt & IrediDérye it hatl 0 Tagewt r §Es ChRaJedt by e
the user. The program nmenory 104 is constituted by,

f or cmegilion @ fradie RRMcakaant r dlheprogtiar Dre tomeériol 101

data is stored in the programnenory 104. For

exaffii@ e as a controller. The control element 101 is
constituted by, for example, a CPU.

The data memory 102 is constituted by a rewritable
non-volatile storage element. The data memory 102 is
constituted by, for example, a rewritable non-volatile
memory such as an EEPROM and a flash ROM. The data
memory 102 is used for storage of various data.

The working memory 103 is constituted by a
rewritable storage element. For example, the working
memory 103 is constituted by a random access memory
(RAM) . The working memory 103 functions as a working
memory that temporarily retains data. For example,
when the control element 101 performs some processing,
processing data is temporarily stored in the working
memory 103,

The program memory 104 is constituted by a non-

volatile memory that cannot be changed by the user,

The program memory 104 is constituted by, for example,



control program executed by the control elenent 101,
version informati on of the control program or serial
5 nunmber (IC serial nunber) of the IC chip 106, and
the like are stored in the program nmenory 104. The
information stored in the programnenory 104 is
previously stored. The communi cation interface section
105 is an 10 interface for communicating with the
term nal system 2. The communication interface
section 105 has a configuration corresponding to the
conmuliat i R sy st edpnofot hereramrelr ¢onthel casea is

where the IC card 1 is of a contact type, the
comuri 'l i Gh Tt P FAEEA8 deemoy 1084 15 Toe| eiip e, @

contact, section for electrically contacting the card
r eader] Wit &r- AP Bt ?’h%%‘é‘?&n%lt%‘?/s?%?ﬁrzo. | frtepgrt 101,

case el UL GES, L1 S8l RAOREEel A0S, ersa

t he communi cation 1 nterface se

ant e d10r | ﬂ@rgéfi@ln%%%)comgafé ocpnlgg tPOé,heand the
12 o stem 2

card 20 reader/witer the termmnal s

t hr qugle radi astovaues: ANt SR Qﬁérﬁ%cm roldyer.

It is assuned in this enbodi nent that e ICcard 1

i s a rofamnectidry pec d @ d cat oth@qjlao%&nbene&ﬁ@fﬁdl@@ tde
wor ki ng menory 103 will 25 next be described. FIG 3

i s @navewushionisigprzedconfi gurati on exanple of the

storage area of the working nmenory 103. As shown in

FIG 3, dhs waimuylicft boeasntferfact oreaiyl oar i ©bisi slasm

are prepared as the storage area of the working

nensry- SEFRCY f Ath & WeBipl @@ ifngF|vG. t18,the terminal system 2.

The communication interface section 105 has a
configuration corresponding to the communication system
of the IC card. 1In the case where the IC card 1 is of
a contact type, the communication interface section 105
includes a contact section for electrically contacting
the card reader/writer 12 of the terminal system 2. In
the case where the IC card 1 is of a non-contact type,
the communication interface section 105 includes an
antenna for performing data communication with the card
reader/writer 12 of the terminal system 2 through radio
waves and a communication controller. It is assumed in
this embodiment that the IC card 1 is a contact type IC
card.

Data to be stored in the working memory 103 will
next be described.

FIG. 3 is a view showing a configuration example

of the storage area of the working memory 103.
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t he working nenory 103 includes a flag area 103a, a 5
work area 103b, a reception buffer area 103c, and a
transm ssion buffer area 103d. The respective areas
prepared as the storage area of the working nenory
103 are managed by an address. Therefore, the contro
el enent 101 accesses the flag 1Q area 103a, work area
103b, reception buffer area I03¢, “or transm ssion
buffer area 103d according an address control schene.
The flag area 103a is an area for storing a flag
representRpgshosnatnsFIThe3f | agpdtienddtiynofhe rbhag fare
15 103a js used for the control perforned by the

contT R r Brenentiqwd. dFer exanprepasncdrassthe storage area
perm ssi,on fl for the control elenent 101 to

det 6t/ TS aVF FLbg 1 7T Bf Ledt a ¥9aﬁ%$e@xf@péFoP§dFﬂﬁ- 3,
103a. _Detail he transfer
2 P e LR TE v .
j [N a e
ot o e T oA o | e Sl o talPhSE rReed Shflep ol Snct

el erendn skdils gk tg@fféﬁea]%?a siesgd in the work area
e

103b. 25 The reception bu r area 103c functions as a

recepti omhwfiespddrihe datas c Qf&@tégntpstE@SPaggearea
ICcard 1 and term nal system?2. That is, the data

t r ansinittheedvdarlomg heericry T4 SyStRMZdS %r@@r%awss.
stored in the reception buffer area 103c. e
t r affirssiagre buffeercartes 1 08bfemct iONsa@Se ses the flag
transm ssion buffer in the data conmuni cati on between
area 103a, work area 103b, reception buffer area 103c,
or transmission buffer area 103d according an address
control scheme.

The flag area 103a is an area for storing a flag
representing a status. The flag stored in the flag are
103a is used for the control performed by the control
element 101. For example, a transfer permission flag
for the control element 101 to determine availability
of data transfer is stored in the flag area 103a.
Details of the transfer permission flag will be
described later.

The work area 103b is an area for storing working
data. The data used in computation performed by the

control element 101 and the like is stored in the work

area 103b.

The reception buffer area 103c functions as a
reception buffer in the data communication between the

IC card 1 and terminal system 2. That is, the data



5the ICcard 1 and term nal system 2. That is, the
data to be transmtted fromthe IC card 1 to the
termnal system?2 is tenporarily stored in the
transm ssion buffer area 103d. Data to be stored in
the program nmenory 104 will 10 next be descri bed.

FIG 4 is a view show ng a cqnfkgu[ation exanpl e of
the storage area of the program™nenory 104. As shown
in FIG 4, a plurality of areas for storing various
data are prepared as the storage area 15 of the
progFéﬁFﬁ@hﬁE?dlénpmlﬁh@héeéménpﬂeSQStémGQ 4s theporarily
program nmenpry 104 includes a program area 104a and
fixeﬁtﬂﬁgg aPebhgodpcerhéopebpééervarapread3prepared as

the stora g area of the pro%ran1nenor 104 are
managed bg Sn“Ad0rBLES1oB0RSfeEx akBPe L OPRe THNREd CBSt @5 2

o oLl 5 SBEELLL 00, DL 0 908N RBLON . st

addr esses. erefore,

5 acceggesr¢ hgs pgogr gy arga, 104a Q?gg%%xfd gﬁggFg%eathe data

104b according to an address con schene. !

exanpb eve i tird Nem £a6EJ Of rsRadh B9 OUL 5 AL om.t h ,
fixed data area 104b, tﬁe control e?eﬁe%tzgoghé Befrtinal

specifsteam ani addswssranitPestapse ahl osat ed2a8mt BSion
fixed data area 104a to read out data. 10 The program
aredbuler isrem BV®aA. for storing a control program

The control programstored in the program area 104a

i s executkaitdytehiee convred thetbatprd@taml nepbher 104 will

words, the control el enent 101 executes
10 next be described.

FIG. 4 is a view showing a configuration example
of the storage area of the program memory 104,

As shown in FIG. 4, a plurality of areas for
storing various data are prepared as the storage area

15 of the program memory 104. 1In the example of FIG. 4,
the program memory 104 includes a program area 104a and
fixed data area 104b.

The respective areas prepared as the storage area
of the program memory 104 are managed by an address.

20 For example, the fixed data area 104b is specified by
the top and bottom addresses. Therefore, the control
element 101 accesses the program area 104a and fixed
data area 104b according to an address control scheme.
For example, in the case of reading out data from the

25 fixed data area 104b, the control element 101 specifies
an address in the range allocated as the fixed data

area 104a to read out data.
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5 the control programstored in the program area 104a
to thereby realize various functions. The fixed data
area 104b is an area for storing data (fixed data)
unique to the ICcard 1. As the fixed data, version
data of the control programstored 10 in the program
area 104a, serial nunber of _the_lr Ccard 1, serial
nunber of the I C chip enbedded the IC card 1 or
the like is stored in the fixed data area 104b. The
basi c processing perforned in the ICcard 1 wll next
be describe®d. PFeITRE freeatdla éresnt eseprbeoesstnging a
according to a conmand received from an externa

deviTE TP geMerAfaMi n The $¢EaPH RYITEeaT astehewninnthe

Lo P AN Total Uil 1T, S ereed or Pat  S9atent 2] pent
ccort g b S foctiS e o THETTer nf Pkl Sxecutes
o L s T T e s e AR et A A aER e o

dat & thanding e r edeter i ded £§08fBins Therefore, the
term nal system 2 creates a 25 desired command based

on the predeteixtedeshforapéa Thep 1€ gargrdai RELr PEELSNg
the conmand in the data that has been received,
accofediang( fixachelgradetrerqised fiaiedlc cadd 1froms thge
term nal system 2. Exanpl es of the conmand issued from
t he fletadl Eta sy tdrtttheoff Gloarabrit faic| pideg vam estdored
command and a wite conmmand.
in the program area 104a, serial number of the IC card
1, serial number of the IC chip embedded in the IC card
1l or the like is stored in the fixed data area 104Db.
The basic processing performed in the IC card 1
will next be described.
The IC card 1 executes processing according to a
command received from an external device in general.
In the IC card system as shown in FIG. 1, the IC card 1
executes processing according to a command received
from the terminal system 2. The result obtained by the
processing performed according to a command received
from the terminal system 2 is transmitted, as a
response, from the IC card 1 to the terminal system 2.
The command includes data having a predetermined
format. Therefore, the terminal system 2 creates a
desired command based on the predetermined format. The

IC card 1 interprets the command in the data that has

been received, according to the predetermined format,
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5 The read command is used for the termnal system 2
to request the ICcard 1 to read out data. Upon
receiving the read command, the IC card 1 reads out
data stored in the data nmenory 102 or data stored in
the fixed data area 104b of the program nenory 104 and
10 transmts the readout data tp, the term nal system
2. The wite conmand is used for the term nal system
2 to request the ICcard 1 to wite data. Upon
receiving the wite command, the IC card 1 wites data
ont ot TP ela? at HERDRYL 192SEeA Eransnits the result to
15 the term na sys%en12. The data read processin% in.
a commonl FEUERYET O cBPE TOBBAREr hEGUEEr TERB FBgdTerminal

co n i | sche I call e, described. In a
cogg%ﬁgv¥%§%dt?cycgﬁg# %%f% fehﬂcgygﬁegsfﬁ@g sgmpgpd and a
t he f%%%‘%%ﬁﬁgﬁﬁis erfornmed according to the

folf%m@ng steps (1) ?o (4): (1) Upon receiving data

transm t tegk f rof afomBXh 8T D&l deNi 68, LHE k%%@?é?l pystem 2

.stores the received data 1n the reception

t he waseegeite el ar@scardS: readr£9aMeRd §$ta. Upon
transmtted fromthe external device, the IC card

st orecdihel rdptehasrddie ¢@athcdmemsd In ¢hed 1 eeeplitodut
buffer. 12 (2) After storing the data transmtted
frordatve stextesdt nal tWevidztd mémhery eceptoondbus f etorébein
IC card identifies the command fromthe data stored

in tHe Flewptdair mirdaerl @ eXkethr esreg prognamory 104 and

correspondi ng
Lransmits” the readout data to the terminal system 2.

The write command is used for the terminal system
2 to request the IC card 1 to write data. Upon
receiving the write command, the IC card 1 writes data
onto the data memory 102 and transmits the result to
the terminal system 2.

The data read processing in a commonly-used IC
card 1 performed for the read command will
schematically be described.

In a commonly-used IC card, data read processing
for the read command is performed according to the
following steps (1) to (4):

(1) Upon receiving data transmitted from an
external device, the IC card stores the received data
in the reception buffer. In the case where data as a
read command 1s transmitted from the external device,
the IC card stores the data as the read command in the

reception buffer.
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5to the identified command. In the case where data as
a read command is stored in the reception buffer, the
IC card identifies the data as the read command and
executes a program corresponding to the read conmand.
In the processing according to the program 10
correspondi ng to the command, erm nation of the
validity of the command or confitmation of access
condition is executed. (3) Wien executing the program
corresponding to the received read command, the IC
card read§?bubftfe stigrijngatbpedptietirpysnhbtedadronm the
command frqg1 he, menpry and stores it in _the

t r anshi S51oh BTYef. 11 nthfer pesticRnmanier t hehealta €ard
b ] ified th dd .. That
Ve R LE APEUAELYtAR (IR eSS 1 B

i t ified b 20 th d ,
SoCELbAIE L 100 A0 S8 SRECULES: Wrodled Moot E8ppding

to) ddecid ansdn Spf 0y DLl fielng (4) 1A 6L (?%]%g NG td€yata as a

data specified by the read comand in

transsddsdanmdnd fes , stdeed G earke t4AOSM LS L@rer, the IC
response data, the data stored in the 25 transm ssion

buf feerrd ol ddret efkies nele devi£ea shied i &ad heomsou Cen @f

the read command. In the above data read processing,

i f proggumsl3® metdanot | oor oesposd due to e | tdagjatommand.
attack, there is a risk that the |IC data stores the

dat &1t Hdte sHawteb oty decotdig to the mweiae in
(transfers it to) the transm ssion buffer and outputs

t he PHEESRBVIET Y £@ Hre command, determination of the

validity of the command or confirmation of access
condition is executed.

(3) When executing the program corresponding to
the received read command, the IC card reads out the
data specified by the read command from the memory and
stores it in the transmission buffer. 1In the read
command, the data to be read out is specified by the
memory address. That is, the IC card reads out data
from the memory according to the address specified by
the read command and stores the read out data in
(transfers it to) the transmission buffer.

(4) After storing the data specified by the read
command in the transmission buffer, the IC card
transmits, as response data, the data stored in the
transmission buffer to the external device which is the
source of the read command.

In the above data read processing, if program
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5 transm ssion buffer to the outside. First data read

processing to be applied to the I'lIl card 1 wll next
be described. Firstly, the first data read processing
will schematically be described. 10 In this first

data read processing, a storage area (transfer

perm ssion area) that permts tggnsfer to the

transm ssion buffer area 103d is”previously set in the
ICcard 1. The -;C card 1 in which such a transfer

perm ssion area has been set determ nes whether the is

dat a4 bf Beckior edctnr s hduer ansahssidbagblf heraakeath3d is a
is the data existing in the transfer perm ssion area
befo?%5§t%9?%gt@%e18a@%t@nstﬁéeﬁrahsnﬁsSaothUfBbould not

ar ea_ 103td dlgterm ning in the determ nation that
t he %d?%.?%td%?a %l%??ﬁbd?nl@hétfﬁéﬁgﬁéﬁ bérhpéstbﬁ

1 stores the data

??Znsn155|{§%l?)??% f%fe%nio%ﬂtpﬁﬁstﬁgeo?ﬁE? phAged in the
when ,dgt & d 0 g bﬁpfgpet? g that the data

is not data existin rans perm ssion area,

the IC CaTﬂréta@&iiSre&@ep958&§§§h§gtogﬁejﬁgp%%ﬁgfggrthe IC

perm ssion area is set an addre

(pragramInemury ddéd e dd s pEsOgY 102). Therefore,
the IC card 1 determ nes whether the data to 14 be

stored i rFitecly ansme ssiost bdf erraseap193dsssngafar
existing in the transfer perm ssion area depending on

whetsitdyemaiel ceddnedes alesdeimeiory of the data to be
stored in the transm ssion buffer area 103d is an
In this first data read processing, a storage area
(transfer permission area) that permits transfer to the
transmission buffer area 103d is previously set in the
IC card 1. The IC card 1 in which such a transfer
permission area has been set determines whether the
data to be stored in the transmission buffer area 103d
is the data existing in the transfer permission area
before storing the data in the transmission buffer area
103d. When determining in the determination that the
data is data existing in the transfer permission area,
the IC card 1 stores the data in the transmission
buffer area 103d. On the other hand, when determining
in the determination that the data is not data existing
in the transfer permission area, the IC card 1 aborts
the processing.
The transfer permission area is set by an address

on the memory (program memory 104 or data memory 102),

Therefore, the IC card 1 determines whether the data to
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5 address corresponding to the transfer perm ssion

area. For exanple, in the case where only the data in
the fixed data area 104b is allowed to be output to

the outside, the address corresponding to the fixed

data area 104b in the program nmenory 104 is set as

the 10 transfer perm ssion are In this case, in the
ICcard 1, only the data int fixed data area 104b

is allowed to be stored in the transm ssion buffer

area 103d; whereas, in the case of the data other

t harPe hatoredthre thhe xedanahasaiea HOAbert Aeed ClOAEd1i4 data
determ nes that 15 sone illegal thing has been nade

and HPbTRSNY he? ‘Operatapnie Thee prosedton eapéat iepéndshg on
data read processin wi |l next be described. FIG 5

is &9 arite 134 2P FiRE dRCBRBNpPE BRe Qataheo be

firs t rocessing in the 1C card 1. Firstly, the
tern%tno%aedgyg e tF T3 Yat ugée% aread! Edmahden

for [ card 1 to read out the fixed

dat aart 0 tfs1§e c;}%%égpér%l%e%ot%%e dat A 35S RS IPESFion area.
comand i réﬁgﬁg ed: fr t er nal t 2 5 .
the IC cg?ﬁél rece%%bslihgﬁ%aggf%dzﬁgpge?§¥gg€§% ?%éﬁ 10

conmad)f tdaansdd dd ed-d4 o e caf th seaderd wd t&&v%%%teoﬁo the

the term nal system 2 by the communication inter

15 olO5 i(ct,ephsl)adddpads reseisdgund ey das acfd om £d8 qaca
term nal system 2 by the communication interface 105,

t he agmat rldl4delienerite Mo gutaon eseridiey dala 1ecebtyegs byhe

the comunication interface 105 in the reception

buf fta@@nsfer permission area. In this case, in the IC card
1, only the data in the fixed data area 104b is allowed
to be stored in the transmission buffer area 103d;
whereas, in the case of the data other than that in the
fixed data area 104b, the IC card 1 determines that
some illegal thing has been made and aborts the
operation.

The procedure of the first data read processing
will next be described.

FIG. 5 is a flowchart for explaining an example of
the first data processing in the IC card 1.

Firstly, the terminal system 2 transmits data as a
read command for requesting the IC card 1 to read out
the fixed data to the IC card 1. When the data as the
read command is transmitted from the terminal system 2,
the IC card 1 receives the data (data serving as read

command) transmitted from the card reader/writer 12 of

the terminal system 2 by the communication interface
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5 area 103c (step S2). After storing the data received
fromthe termnal system?2 in the reception buffer
area 103c, the control elenent 101 executes conmmand
processi ng based on the data stored in the reception
buffer area 103c (step 10 S3). In the command
processing, the control elenent..101 identifies the
command in the data stored in t%e reception buffer
area 103c and executes processing according to a
progran1corres onding to the identified command. 15
That193, (shephel te @nprecessing thestepaS8romhehe
control elepent 101 jdentifies the read conmand in the
dat a ?EE%“@ dSY?B%mt%ebYeFﬂ$n@@m@V§¥@ﬂ¥QOnAinéerface 105,
d data is the read

h h
Comiht ¢ r?%to P Per 61 Ehbnt c460° sthechata bregiums by the

corr he rea ommand from

storea in t e ﬁ%%g%g%%af%%?lg% At ﬁ?%@gghgﬂgﬁﬂﬁ§er
104. 5,44 efo§@| CtdNGso f he program corresponding to the
read conmand f control elenent 101 executes the

sel ected KE@@faQ%ogbﬁg gﬁgtagkaeL@&@DSe&O%rSHeEK§ %E?mlnal
validity of the commanhd, 25 access condition

|'i kesyaoso di nigh tithd heecset 26 e PFOAr aras AL G 8&, th% control
checking the validity of the read conmand in 16

conmelreinguT o CleEls i gy c i thees cosrimahd e esead s 10 5L86ls oQUthe

data in the storage area specified by the read

comfeic & qurd timansre ssdarpidtm. b fer awsali NgBoUtstep

the dea)t.a Itnhethceonctorn?nllanecli epnr?oncgeslsoiln detteg m nest V\Ihlet hler t

g, e control elemen

101 identifies the command in the data stored in the
reception buffer area 103c and executes processing
according to a program corresponding to the identified
command.

That is, in the command processing in step S3, the
control element 101 identifies the read command in the
data received from the terminal system 2. After
determining that the received data is the read command,
the control element 101 selects a program corresponding
to the read command from programs stored in the program
area 1l04a in the program memory 104. After selecting
the program corresponding to the read command, the
control element 101 executes the selected program. The
control element 101 checks the validity of the command,
access condition, and the like according to the

selected program.

After checking the validity of the read command in
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5 the storage area fromwhich the data has been read
out 1is the transfer perm ssion area whose data is
allowed to be stored in the transm ssion buffer area
103d (step $S4). That is, in the case where the
storage area of the 10 data to be read out according
to the read command is specifigd by an address, the
control elenment 101 reads out data corresponding to
the address specified by the read command. After
readi ng out the data, the control elenent 101

det €M neQRiRE HeFoehesiead b addtess eiemdnthell reads
address (transfer perm ssion address) corresponding

to tHEE tFARIEP e nserd9e af a2 wWhpsEL Bhed P¥ Bhrowead
to be stored in (transferred, to) the transm ssion

buf feF &t ea 4034'C Het 215115750 sdthd, PAteRereedénggout

bt o B O e FBh S PhRChePr R r R Fhpgner

cas@hd Nsddvead & a £ e dom 1) i@ﬁd{fésdgé tggﬁfﬂéggsggég out

area 104b is set as the address (transfe erms

addriess)hoft td1es £d ¥ NSHE! s PESAT $5E 9Ny RE €& M\Qgéeiﬁagﬁlowed
is allowed to be 25 stored in (transferred to) the

t r ansikssiogo tad fiar wHea r03eh sWen pheraddsess 0f3g
the fixed data area 104b is set as the transfer

per nisssioreAlddr ess as described 17 above, the control
el enrent 101 reads out the data of the address

speci fi ed'IAt tie rivadtivoncese e@nere athéhstosage hkee, of the
deterni nes whether the address of the data that has
beeMat@ad Dlte i&eathe Hd dreasr &fng hieo f i Ixedread acommand is

specified by an address, the control element 101 reads
out data corresponding to the address specified by the
read command. After reading out the data, the control
element 101 determines whether the read out address is
the address (transfer permission address) corresponding
to the transfer permission area whose data is allowed
to be stored in (transferred to) the transmission
buffer area 103d.

Here, it is assumed, in the IC card 1, that only
the fixed data stored in the fixed data area 104b is
allowed to be transferred. 1In this case, in the IC
card 1, the address of the fixed data area 104b is set
as the address (transfer permission address) of the
transfer permission area whose data is allowed to be
stored in (transferred to) the transmission buffer area
103d. When the address of the fixed data area 104b is

set as the transfer permission address as described
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5 area 104b which is the transfer perm ssion address.
When determning in the above determ nation that the
address of the data that has been read out is the
transfer perm ssion address (YES in step S$S4), the

control elenent 101 stores the data that has been read

10 out in the transm ssion buff area 103d as
transnission data (step S5). Fot exanple, in the case
where the address of the fixed data area 104b is set

as the transfer permssion area in the IC card 1,

wher? %%eadH?%s%O%?r@heeb%m9n151@hareﬁ@s bebntheadabat of
is tqg ress of the fixed data area 104b, the

cont Ahent ﬁ%ﬁcﬁfb?%sth%h%a¥%a@h%@mmﬁ%§ podn at the
rea the fixed data 04b

tra%%%ﬁ%égéﬁg% ??%?r%w%%$1%%%€h%ft% s?%??%@stﬂg Bagadata

in tgﬁéﬁrﬁﬁg”%é@ﬁo ?£Wf£§{ lgOtﬁgg%% O%%st%g F@%S%lxed data

el enent 101 transm as a " res

commesh f14p they dier i nal e Syst & Qﬁ%édpéprﬁl%j%{& s1QLed. s

in the transm ssion buffer area f er ni na

system 2 Wﬁéﬁpdéﬁérmﬂmﬁﬂ%dﬁﬁefﬁénéBSVéndébgrﬁpﬁg ion that
deterni nati on that e address of the data t

has teermddragb DUiE ithaadatd henhdt ansd e PerfAASS Ot is the
address (NOin step $4), the control elenent 101
abortmansfee e o (rstaapdSYYs  OEES Far exans ), i the

the case where the address of the fixed data area

10459 &k et thGnsfterrgrertissiare arlest hias theerd Gead
card 1, when the address of the data that has been

r eadWutt LHott hansmdiicys Wit fate die@d Wid 23r ea

transmission data (step S5).

For example, in the case where the address of the
fixed data area 104b is set as the transfer permission
area in the IC card 1, when the address of the data
that has been read out is the address of the fixed data
area 104b, the control element 101 stores the data that
has been read out from the fixed data area 104b in the
transmission buffer area 103d.

After storing the data in the transmission buffer
area 103d, the control element 101 transmits, as a
response to the read command from the terminal system
2, the data stored in the transmission buffer area 103d
to the terminal system 2 (step S6).

When determining in the above determination that
the address of the data that has been read out is not
the transfer permission address (NO in step S4), the

control element 101 aborts the operation (step S7).
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5 104b, the control elenment 101 aborts the operation.

As a result, in the ICcard 1, the data stored in the

storage area other than the storage area (fixed data

area 104b, for exanple) whose data is allowed to be

stored in the transm ssion buffer area 103d is not 10

stored in the transm ssion byffgé area 103d. In other

words, it is possible for the ICTcard 1 to prevent the

data stored in the address other than the transfer

pernm ssi on address that has been previously set from

bei ntP o pTPte, t he biesidee d4bens tbescrilbedsabo¥erhienfixed

the first data read processing, the control el enent

101 Yetarid presl et herset hesdaba téabefsropeﬁmﬁaﬁtbe area
ransm ssi on buffer area 103d is the data that has

LeeﬁjPéif(ih $75™ thevtansheragdrafsspénthredathehat has

1.0i ' he, 20 d ' [ that the data is
T LU LCE R U B KL T L nhEr Ehinisdnen axes
' i nt 101, stores the
Bt o T o e O P r 103t B Aot pipe-

i to thenou sidenpe, ainE8pORSEcLPgtDe [RAd4COMMRRY: oy 1n
On the other hand, when 25 determining in the

det ertrd netdoiyd hated hecrad achgn nole $06rdat astbat (pag. 4

been read out fromthe transm ssion pernission area,
t he dedrat raote el vyt fld abofip Be t hehosd Yda@perat i Plowed to

Wth the above configuration, in the first data read
pro®&ssitmyed tin g hpodsidol entos odhredhu et hered heo3dat @ not
to be stored in the transm ssion buffer area 103d
stored in the transmission buffer area 103d. 1In other
words, it is possible for the IC card 1 to prevent the
data stored in the address other than the transfer
permission address that has been previously set from
being output to the outside.

As described above, in the first data read
processing, the control element 101 determines whether
the data to be stored in the transmission buffer area
103d is the data that has been read out from the
transfer permission area. When determining in the
determination that the data is the data that has been
read out from the transmission permission area, the
control element 101 stores the data in the transmission
buffer area 103d and outputs it to the outside as a
response to the read command. On the other hand, when
determining in the determination that the data is not

the data that has been read out from the transmission

permission area, the control element 101 aborts the
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5 is the data that has been read out fromthe transfer
perm ssion area. As a result, inthe ICcard 1 to
which the first data read processing has been appli ed,
if the address of the data to be read out is illegally
changed due to program mal function caused by ill ega

10 attack fromthe outside, it 'g possi bl e to prevent
the data in the storage area ose data is not
allowed to be transferred from being output to the
out si de. Second data read processing to be applied to
the OPEr@&+a?1 will next be described. 15 Firstly, the

second data eaﬁ processing will schematically be

descri bed"*FA the eBeBRJCARLAIHERE 1pPocéssithg, Tirst data

operation_ _control by.the transfe erm ssion flag set

et f I RE SO a0 it | L5 A0BH b0 L KB FIFGE HARAAPEAfS
roc ' s, according to the secand data
PLPEL e B0 Thateloinerer AL 10k Pst 18, RERRE- 2 10ac

tran§§1§§é0€?tgu{$§£ ﬁé§abéQ§dr8Q&yo&@ﬁ?rggegb%ﬁg§g Sfer

perm ssion ag indicates a transfer perms

stat@erirld 16, at&at heag sgcpngh, dat ai feado PEECEISHNG. o
it is determ ned whether 25 the data (transm ssion

dat ayhich behstdr ek i dathercdd apsot&5s OAgbHbEepeahedpplied,
103d is the data in the transm ssion perm ssion area,

as i¥f ttee caddreds thie th@0datarss datsesgadut is illegally

processing. Wien it is determ ned by the determ nation

t hatchangedaduee i 50 tireogteam nal flect iamsé@nspérnyssibagal

area, the |C card 1 updates the transfer perm ssion

f|agiqq@ck from the outside, it is possible to prevent the
data in the storage area whose data is not allowed to
be transferred from being output to the outside.

Second data read processing to be applied to the
IC card 1 will next be described.

Firstly, the second data read processing will
schematically be described.

In the second data read processing, operation
control by the transfer permission flag set in the flag
area 103a is added to the first data read processing.

That is, according to the second data read
processing, the data can be stored in the transmission
buffer area 103d only when the transfer permission flag
indicates a transfer permission state. Further, in the
second data read processing, it is determined whether
the data (transmission data) to be stored in the

transmission buffer area 103d is the data in the

transmission permission area, as in the case of the
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5 the transfer perm ssion state indicating a state
where the data is allowed to be transferred to the
transm ssion buffer area 103d. Further, at the tine
when the storage of the data in the transm ssion
buffer area 103d has been conpleted, the IC card 1
updates the 10 transfer perqjsgéﬁn flag in a transfer
prohi bition state. Therefore, the second data read
processing, the transfer perm ssion flag assunes the
transfer perm ssion state only between the tine at

whi chi¥s$fe datanseedsporceasinhas been determ ned as
the data in 15 the transfer perm ssion area and the
tinme at Whreh thelsstorageipedthe gheadpherménation that

transm ssion buffer area ,L103d has been conpl et ed.
That -1, 0417 the SECoHRl tlat tead pHOEESS: RErIi £sian area,

' o.Store the data in the transm ssjon, buffer .
Do SALETE (S HR AL (g Een el o BT L e
dat ' ' erm ned he data in the
e e

ggt@hén t he

det erHd nadd pny Of 51 Whether, the s £ Sr

£
transfer permssion area is skipped |Hg$he second

dat a Fega i HCRs DU et ta Dy | SORPSSI BLL A0 Propi PhL +1ime
the data frombeing stored in the transm ssion buffer

ar ewh08c iy dtherdgeansf ethe peAtA Ssh Othd | @8andisINén buffer
procedure of the second data read processing wll

nextatse destt ited bediGednpleteed) ovehard ¢ord 1 updates the

expl ai ni ng an exanple of the second data read

pro§é§§qé%q,pqqm;quqnuﬁﬂqg in a transfer prohibition
state. Therefore, in the second data read processing,
the transfer permission flag assumes the transfer
permission state only between the time at which the
transmission data has been determined as the data in
the transfer permission area and the time at which the
storage of the data in the transmission buffer area
103d has been completed.

That is, in the second data read processing, it is
possible to store the data in the transmission buffer
area 103d only in the case where the transmission data
is reliably determined as the data in the transfer
permission area. As a result, if the determination of
whether the data is the data in the transfer permission
area is skipped in the second data read processing, it
is possible to prohibit the data from being stored in
the transmission buffer area 103d by the transfer

permission flag.
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5 Firstly, the terminal system?2 transmts data as a
read command for requesting the I1C card 1 to read out
the fixed data to the I1C card 1. Wen the data as the
read conmand is transmitted fromthe term nal system
2, the lCcard 1 receives the data (data serving as
read 10 command) transmtted_fr the card
reader/witer 12 of the termnal system 2 by the
conmuni cation interface 105 (step S11). Upon
receiving the data fromthe termnal system 2 by the
comuni cat'8nPracefrsaeecfoshe skeondntrtk ekedemtrot@ksing
stores,the data received by the 15 conmuni cation

i nt ¥thee995 PR FRECFEREBtion buffer area 103c (step
Corminal | FL§at i 3 Pn e LRUCFEbpEPonchat Par afoan e3amole of
based o frer 8o Tt o Sr0, ST E RS theptr bR Cogarer ¢

area 1030F£§£€Py,Sé?f%;téPm,tLHSlCgﬁgggo%%gﬁghﬁgﬁehg%a as a

control elenent” 101 identifies

dat aresddreshmand heor resepiioonbuiferrar£3,408c:8ndaq out
execut es processing according to a program

cor rigspaiiken) daotd heo i tent idi €drd 26, conmande ndhaktbSas the
in the conmand processing in step S13, the contro

el er@d OImiatehti$ i esandrel read foometidei fermP2alt B@stem 2,
data received fromthe term nal system 2. After

det & nihgratthtl tirceisces vide ddta i sddhe seading as read
command, the control elenent 101 sel ects a program

cor (EYPEW Ing Fas i Het ¢ afer donthmdcdrdnrerder Ansiter 12 of

stored i.n the program
f%e termlngi éystem 2 by the communication interface

105 (step S11). Upon receiving the data from the
terminal system 2 by the communication interface 105,
the control element 101 stores the data received by the
communication interface 105 in the reception buffer
area 103c (step S12).

After storing the data received from the terminal
system 2 in the reception buffer area 103c, the control
element 101 executes command processing based on the
data stored in the reception buffer area 103c (step
S13). In the command processing, the control element
101 identifies the command in the data stored in the
reception buffer area 103c and executes processing
according to a program corresponding to the identified
command.

That is, in the command processing in step S$513,

the control element 101 identifies the read command in
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5 area 104a in the program nenory 104. After selecting
the program corresponding to the read comand, the
control elenment 101 executes the sel ected program The
control elenent 101 checks, the validity of the

command, access condition, and the |ike according to
the 10 sel ected program Adtgrnggecging the validity

of the read conmand in the co nd processing, the
control element 101 reads out data in the storage
area_specified by the read. conmmand. After reading

out the data, remreivedt fopmishel eaeninadlsgetemninesAfter
mhetge the storage area from which the data has been

r ead %%?r?ﬁnfﬂ% tPahskRe rpephvedi datar éa Whesseddt aommand,

is e stored | the transm ssion buffer
aregiﬁgggg?ég%g ?iiT?ngthli§?f?ﬂch% RESerAeFerfREPONding
st or e a to be read out accordin

to tﬁge$€%d§%%%n%n ?sg g%é%i?F%%r%WSaﬁtﬁaﬁﬁe§§,tPﬁegrogram

Contéﬁéaei@@@”in19ﬂegﬁ€€§¥%@Q$e£§£§ f@ﬁresgggg%ggeigcting

the address specifie read” comrand.

readimng prégtde EdtBespbed COHtEOl ne! £OBA! cajzng:;lr?ﬂoei, the

deternm nes whether the read out address I s

addrasst (¢ T asbdmenper 0 Sek & 8lslr €58) sE0EF€SROPLLHFam.  The
to the transfer perm ssion area whose data is all owed

to erntorlediemdnt ahet eriieckd o)hd healransyi 65i Ofe 28ommand,
buffer area 103d. Here, it is assuned, in the IC card

1, tafevnIgendHel 9n xeahdatle st ikedadootdiend | xedtidat a

area 104b is allowed to be transferred. In this case,

int qqted program.

After checking the validity of the read command in
the command processing, the control element 101 reads
out data in the storage area specified by the read
command. After reading out the data, the control
element 101 determines wheﬁher the storage area from
which the data has been read out is the transfer
permission area whose data is allowed to be stored in
the transmission buffer area 103d (step S14).

That is, in the case where the storage area of the
data to be read out according to the read command is
specified by an address, the control element 101 reads
out data corresponding to the address specified by the
read command. After reading out the data, the control
element 101 determines whether the read out address is
the address (transfer permission address) corresponding

to the transfer permission area whose data is allowed

to be stored in (transferred to) the transmission



5 card 1, the address of the fixed data area 104b is
set as the address (transfer perm ssion address) of
the transfer pernission area whose data is allowed to
be stored in (transferred to) the transm ssion buffer
area 103d. Wien the address of the fixed data area
104b is 10 set as the transfer perm ssion address as
descri bed above, the control e% ment 101 reads out
the data of the address specified by the read comand
and, at the sane tinme, determ nes whether the address
of tefEaraarenalOBds been read out is the address of
the fixed data 15 area 104b which is the transfer

per ni ssi ofi®h8dr é§sis PHERMEEL ekhi AilRgICncald dbowdat only

determnation that the address of the data that has
been" 't aﬁiﬁﬁ? %%t?h%tof?gnéPthﬁth¥§§iGﬁtadéFé§sl@?ESlS

[ t trol el t 101 dates . th
ranii Rt ) o L0 cEORLEQLLCSUTOTEY Fhieh Zé‘ﬁiélar Ege 1C
103a- 4 t 1 SSJ . te_indicati .

Stars where HhENaadtes DOLE) PRL ORI P8 SaL AChERY, DHAB 4o set

the.diHMﬁ£1§§@£€b@uf{§£nsPé??%%9§95§§5§pa§ﬁééas?nofzghe

Further, imedi ately before ata I's store

t he transfspomsdies area JS8e 0§a 8y i 8931 D8yed to be
processing of storing the data in the transm ssion

buf fsrorardeal rl 0Rd; ant e coadi rod ) et iesentadOdi 86t 6ANbNESer area
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the state of the transfer perm ssion flag stored

in tHEd f| dher ehd 0B st epo Slf)e Mead dehes MapeAgl0Ob is
the determnation that the transfer permssion flag
i ndieh & ttHhe thesFesr permission address as descriped

above, the control element 101 reads out the data of
the address specified by the read command and, at the
same time, determines whether the address of the data
that has been read out is the address of the fixed data
area 104b which is the transfer permission address.

When determining in the above determination that
the address of the data that has been read out is the
transfer permission address (YES in step S14), the
control element 101 updates the transfer permission
flag stored in the flag area 103a in the transfer
permission state indicating a state where the data is
allowed to be transferred to the transmission buffer
area 103d (step S15).

Further, immediately before the data is stored in
the transmission buffer area 103d or during the
processing of storing the data in the transmission

buffer area 103d, the control element 101 determines
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5 permission state (YES in step S16), the contro

el ement 101 stores the data (data that has been read
out from for exanple, fixed data area 104d) that has
been read out in the transm ssion buffer area 103d
(step S17). After storing the data to be transmtted
tothe 10 term nal system 2 i nz{ he_transm ssi on
buffer area 103d, the control ‘el ement 101 updates the
transfer permssion flag stored in the flag area 103a
in a state indicating the transfer prohibition state
(st eps18jatareerthpet ppaater paemgonionl fthgnehbreédlin the
15 t£fnsnits, ﬁ a response to the read command from

t he *t%Y nfhat @%@eﬁ???ptﬁé6ﬁata stored in the

transniss%on gugfer,area 103d to the term nal sxstem

2 through"the JCbRhlAltasi 6 FREeffhesm™instispephnaioyhe

Wh . Ni ' . det ' ' that . 20

Uhe S EEE ChOLla L8 PRRY oL aE SRERE AR bt b oo

th ] SSi d j 4 h

e Seanstefopes hes! oo adit eseel N0 41 SE88 Sitsg] renent

Thalldﬁ,sw$ﬁﬁbtiﬁé5@E¥§S§dgéat{ﬁégaﬁ§st5@énh§§agggat from,

read out is not the address of the fixed data ar

104be 25 evhnsel slat Bl ksd add oveshd® P84 §f OF 8 i Ras been read
(transferred to) the transm ssion buffer area 103d,

t he @ontiroltled ememnismilddi @abdsiSféhea opLrad3@N(ste@5s17) .

As a result, inthe ICcard 1, the data stored in the
storage atkentheorimanthdedstaragebarenafifhxetdeddabathe
area 104b, for exanple) whose data is allowed to be

st or' €N aheS YT &R M st o utf faksrak w3l w030 Eder barea 103d,

the control element 101 updates the transfer permission
flag stored in the flag area 103a in a state indicating
the transfer prohibition state (step S18).

After the update, the control element 101
transmits, as a response to the read command from the
terminal system 2, the data stored in the transmission
buffer area 103d to the terminal system 2 through the
communication interface 105 (step S19).

When determining in the above determination that
the address of the data that has been read out is not
the transfer permission address (NO in step S14), the
control element 101 aborts the operation (step $20).
That is, when the address of the data that has been
read out is not the address of the fixed data area 104b
whose data is allowed to be stored in (transferred to)
the transmission buffer area 103d, the control element

101 aborts the operation.
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5 prevented frombeing stored in the transm ssion

buffer area 103d. In other words, it is possible to

prevent the data stored in the address other than the

transfer perm ssion address that has been previously

set from being output to the outside. 10 Further, in

step S16, also in the case of termning that the

transfer perm ssion flag indicates the transfer
prohibition state (NOin step S16), the control _

el ement 101 aborts_the operation (step S20). That is, ‘

i mredi at ey BeF®fBlEnelBathei §Csearddli nthhedaba stored in

transm ssion buffer area 103d, the control elenent 101

det eT'Mf eSO TRHEE hetSf hether caheani shenstasagpanseer (fixed
erm, ssj on_ st based on the state of the transfer
Bergéééﬁo%r??gé&4qhig°5r%§%%?%eHaY%9??gﬂ§F%rl?fa%ﬁ@red to
ro sd - e 4 ] ' ue_to_i a

B ook o e ot er e e R PPEOER [ p G Baflae b
goesiifedfed CORGR Obe ARG PEOLEFSINGLAS HPéﬁéﬁPLé%ﬁ" bffer

shifted from another processing step to the

processi N sd ep of ostoF i grdde ﬂ@?ﬁs!ﬁo§§§ble to prevent
transm ssion buffer area 103d, 25 it is possible to

preverd ddren dat@rdd o behdgasdoE €8 dthet hehan the transfer
transm ssion buffer area 103d and output to the

out siedmiPBlomMhaddrieays i thahend € s drebyouriel ¢rEévgfrom
to the transfer permssion flag, it is possible to

pr e\REHtNG eIttt a9 rigme beitgidtored in the

transm ssion buffer area 103d when the processing of
storing thertehe s iintheep S16, also in the case of

determining that the transfer permission flag indicates
the transfer prohibition state (NO in step S16), the
control element 101 aborts the operation (step S$20).
That is, immediately before the data is stored in the
transmission buffer area 103d, the control element 101
determines whether the IC card is in the transfer
permission state based on the state of the transfer
permission flag.

This prevents data transfer if the processing of
step S14 is skipped due to illegal attack from the
outside. Further, even if a program goes out of
control and processing is unintentionally shifted from
another processing step to the processing step of
storing the data.in the transmission buffer area 103d,
it is possible to prevent the data from being stored in
the transmission buffer area 103d and output to the

outside.



10

15

20

25

5 transm ssion buffer area 103d shoul d not be

executed. In other words, by referring to the

transfer permssion flag, it is possible to prohibit

the data frombeing stored in the transm ssion buffer
area 103d by processing procedures other than the

right procedure 10 (predeterm ned procedure). As

descri bed above, in the second data read processing,

the control elenent 101 determ nes whether the

transm ssion data to be stored in the transm ssion

buffer area3%03a-i 4"t hBedafacekat lhabybsehersaddotio the
fromthe %ransfer,gernis ion area, Only when

det er M hF hgF i RCTRES TR A At | bR tRaPOBREPLPaRsNPESVEAL the
data,is.t .that, has .been_read out fromthe
traﬁ%%?%sf%ﬁ92%$h?%s?%%r%?eé? F%% CORALFBESef eReRtfigTr area
upd t r f } SSi .stored i,n_the

Fag o0 arce 1058 FhoPRent 180 cr B Rb ok REntdrarEn the

The ¢ t42816f &5 1 Perwh gL PN ££291 b5 updat ed .Qttgﬁ executed.
transfer prohibition state at the tine en the

st oragectifet heordlat ay Nréhert 1 agsed Sehent byhEeE rap88mission
103d has been conpleted. The control elenment 101

st orfdsaag heldat:a pos2Boidetd rpnsilsst obhbufibes aré@ being
103d only when the transfer permssion flag is in the

t r arfsTRrehelthi get ohransmt esiom hheEfenserahet @3t hby
storage of the data in 27 the transm ssion buffer

103P I B SRRV hedthidre thamansherrpenmi sspoadure
flag indjcates the transfer prohibition state, the

cont FHEW EHEMNID PERRYS ehe  operati on.

As described above, in the second data read
processing, the control element 101 determines whether
the transmission data to be stored in the transmission
buffer area 103d is the data that has been read out
from the transfer permission area. Only when
determining in the determination that the transmission
data is the data that has been read out from the
transmission permission area, the control element 101
updates the transfer permission flag stored in the flag
area 103a in the transfer permission state. The
transfer permission flag is updated in the transfer
prohibition state at the time when the storage of the
data in the transmission buffer area 103d has been
completed. The control element 101 stores the data in
the transmission buffer area 103d only when the
transfer permission flag is in the transfer permission

state. In the case where the storage of the data in
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5 Wth the above configuration, in the second data

read processing, it is possible to execute the

processing of storing the data in the transm ssion

buffer area 103d only when it is determ ned that the

data to be stored in the transm ssion buffer area 103d

10 is the data in the transfer rmssion area. As a
result, in the second data read processing, if the

data is to be illegally stored in the transm ssion

buffe area 103d due to program mal function caused by

i || ehaf taERERkSFiem PHELBHt $Pdd bF Haebeocpeoyitam when the

runaway %he 15 data,is not stored in the transm ssion
buf f 6F2BP 65T RB5WISFHOBt heRIndRESCaFRSt RBesEEBRELRAL a

read Ing,. Lt is_possible to prevent _the data
fron?rgé?§g§ga?pﬁFa%8’tﬁ eoﬁ?gkagiiﬁE?ﬁEHEaéélmﬁQPéts the
t he o@épg@§§£ng procedure is illegally changed due to

0 program mal function caused by illegal attack from

t he outswgghOEhgusbgeepeeg&§ah&a92$ﬁy-ilhgpg %g§?PF data

read processing to be applied’to the [C ¢

nextrded desccébetng i i6thy, pbbeibhir dodakachieadine
processing will 25 schematically be described. In the

t hi roroda¢ ss te@do processnggthéndabe 1€ €eaederdnshb8sion
storage area (transfer perm ssion area) whose - 28

dat dousfer | avea t03decninnsfienrid to dbectmanssi s88aONthe
buffer area 103d is set and, at the sane tinme, the

st ordRye? af e ¢ oS Bered et akhe heransmsss ssnopubfiéfearea 103d

area, 103d is set in advance. In this configuration,
wherntS the data in the transfer permission area. As a

result, in the second data read processing, if the data
is to be illegally stored in the transmission buffer
area 103d due to program malfunction caused by illegal
attack from the outside or due to program runaway, the
data is not stored in the transmission buffer area
103d. 1In other words, in the second data read
processing, it is possible to prevent the data from
being output to the outside in the case where the
processing procedure is illegally changed due to
program malfunction caused by illegal attack from the
outside or due to program runaway.

Third data read processing to be applied to the IC
card 1 will next be described.

.Firstly, the third data read processing will
schematically be described.

In the third data read processing, in the IC card

1, the storage area (transfer permission area) whose
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5 reading out transm ssion data, the IC card 1

determ nes whether the data is the data in Fhe

transfer perm ssion area. Wien deternining in the

determ nation that the data is the data in the

transfer permission area, the [1Ccard 1 further

determ nes whether the area in ich 10 the data is to

be stored is the transnission btiffer area 103d. Vhen
confirmng that the data in the transfer perm ssion

area is stored in the transm ssion buffer area 103d

by t#etabbvealéoeedi hat bensrahhéecontr ob theekeaesinission
101 stores the data in the transm ssion buffer area
103dPUERCE haree heP3Aand, seheandet aEnthengaina thee, the
determ nation that the data is not the data in the
transtRF2Peratedi bR Bredsedrasnthet heaapvassioni hyfthe area

tra sion data is not the transm ssion buffer area
20 ﬁ¥§ theSt'c tarddI2a65r t sSTEhENbBeFaRf dauTFR&ON, when

. i SS] dt 1ssign buffer area .
Load S B ShE oL B 8- RO5 SERR7 NhRSr 5 €pFBgFafif termines
0 Ther r € SS
Car g L e or et Yot Ror P a7 andnt 081 GhaNAFE pBeFRission

the gasa, | ikde c‘ié‘@é‘ﬁﬁfﬁiz@&r;UiimS§f‘18”dé‘£S?ﬂgﬁggﬁghnghagnthe
whet her the address of the transm ssion data in the

nMenotataals espondistd 0Lk hehd ranshere PepaBsLON-AALLESS. the

- 29 Further, the IC card 1 determ nes whether the

ar ed G rramwhi thf yhehd r atsind a8l 06s dehat hert ehbeas&8r €8 which
is the transm ssion buffer area 103d dependi nhg on

whetths ddfe latidredse oftehed ateathe whacdmibeion buffer

transm ssion data i s
area d.

When confirming that the data in the transfer
permission area is stored in the transmission buffer
area 103d by the above determinations, the control
element 101 stores the data in the transmission buffer
area 103d. On the other hand, when determining in the
determination that the data is not the data in the
transfer permission area, or that the area storing the
transmission data is not the transmission buffer area
103d, the IC card 1 aborts the operation.

The transfer permission area and transmission
buffer area 103d are set by an address on the memory
(program memory 104 or data memory 102). Therefore,
the IC card 1 determines whether the transmission data
is the data in the transfer permission area depending
on whether the address of the transmission data in the

memory corresponds to the transfer permission address.
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5 to be stored corresponds to the address of the
transm ssion buffer area 103d. For exanple, in the
case where only the data in the fixed data area 104b
is allowed to be output to the outside through the
transm ssion buffer area 103d of 10 the work nenory
103, the address correspondi ng # the fixed data area
104b in the program nenory 104 set as the transfer
perm ssion area, and the address indicating the
transm ssion buffer area 103d in the work nenory 103
is serthert hibechSesara ihdetermands18hathet the area in
possi bl e to output the data to the outside only when
it 4 el e i neEP R At ST hel datkd i hSthe PexaHoreadt ASakba

104Db_ | t dint t 1 SSi buf f 103d.

The W URIHLTG: 81 Tho-Thi 16 0al 1oF cHRbBPOLRELPRGUIgBheT the
il ' FIG, 7 i f hart f .

pl STV 2 eoSht £ e 1 (Hal o T B BT pRoceshngar 1o

the d € ward drodi £5EL YspdN8s t €S ”Eg?gg?éé{%%“ %f the

transmts data as a read comman requesti ng

| C cafghdnidsi®adh Ofter 2ordhe;fixed data to the IC
card 1. Wien the data as the read command i s

transm t teslr feoamphe, t &f Mnal coyst @R 2e oﬁbg tecabdalin
receives the data (data serving as read - 3 comrand)

transm tfieced romd hereardoseaterd Wwoked 42 198 otbsut to the
term nal system 2 by the communication interface 105
(st epiispide Wporughecdiai igan sel skaten fowfif¢ hearéer i) Bal of
system 2 by the communication interface 105,
the work memory 103, the address corresponding to the
fixed data area 104b in the program memory 104 is set
- as the transfer permission area, and the address
indicating the transmission buffer area 103d in the
work memory 103 is set. In this case, in the IC card
1, it is possible to output the data to the outside
only when it is determined that the data in the fixed
data area 104b is stored in the transmission buffer
area 103d.
The procedure of the third data read processing
will next be described.
FIG. 7 is a flowchart for explaining an example of
the third data processing in the IC card 1.
Firstly, the terminal system 2 transmits data as a
read command for requesting the IC card 1 to read out
the fixed data to the IC card 1. When the data as the

read command is transmitted from the terminal system 2,

the IC card 1 receives the data (data serving as read
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5 the control elenent 101 stores the data received by

the communication interface 105 in the reception

buffer area 103c (step S22). After storing the data

received fromthe terminal system2 in the reception

buffer area 103c, the control 10 elenent 101 executes

conmand processi ng based on th @atg stored in the

reception buffer area 103c (stg% S23). In the comand

processing, the control elenent 101 identifies the

conmand in the data stored in the reception buffer

ar eaCAWBRN AN AL exeei esepr bressthg ¢dracrerdéngwrdtar 12 of

program corresponding to the identified conmmand. That

i s, 17 tHRrRbrdhndY PR edsPngtia cerpusPgatippeinterface
01 identifies the read command in

|
fggt %aafgggﬁ%% )t r OPRPYPer $EF HY haP E?%L%ﬂ??.iﬁ@@th?O
d 1. h h i ved dat
commend A PheSBEheT of 87 cribht CTO RETRLTS" ol pf BEFARE 105
cor fﬁ?@%*ﬂ%l tO1 Lhen £ epgh C%gﬁg@?n{}{%%g&%[.g%é‘@ivedrby the

stored int program area r ogr am nenory

104~cdﬁﬂ&ﬁié§%fﬁ%iI%kefh&c@rp@gaﬂh09ﬁé6§@989£98nt8uﬁfgr
read command, the 25 control elenent 101 executes the

sel ected PODYrasedher2control el ement 101 checks the

validity of the command, access condition, and the

| i ke accokfiieny $otheg3ihesebest edepiogianronf tRe terminal

checking the validity of the read command in the

conTeEE Pt oL egsi s tdeerbivm dbufenemted 010 Beadshe oabntrol

data in the storage area specified by the read
element 101 executes command processing based on the
data stored in the reception buffer area 103c (step
S23). In the command processing, the control element
101 identifies the command in the data stored in the
reception buffer area 103c and executes processing
according to a program corresponding to the identified
command.

That is, in the command processing in step S23,
the control element 101 identifies the read command in
the data received from the terminal system 2. After
determining that the received data is the read command,
the control element 101 selects a program corresponding
to the read command from programs stored in the program
area 104a in the program memory 104. After selecting
the program corresponding to the read command, the
control element 101 executes the selected program. The

control element 101 checks the validity of the command,

access condition, and the like according to the
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5 command. After reading out the data, the contro

el ement 101 determ nes whether the storage area from
whi ch the data has been read out is the transfer

perm ssion area whose data is allowed to be stored in
the transm ssion buffer area 103d (step S24). 10 That
is, in the case where the stor area of the data to
be read out according to the read command is

speci fied by an address, the control elenment 101 reads
out, as transm ssion data, data corresponding to the
addreskeSRE i PR #y- t he read command. After reading
15 out the_transm ssion data, the control elenment 101

det er m nesf Wbt ARFCKHRIr ERE Batiadaress Fhet Keadggeregand in
t f I, SSI dd di to t

{1 o e et Eh g hotaS ao SEPRT o Pttt 0pereaas

t ' t } SSI b 20

St st ik {4 AShRL TS e LheeL T BBSTL PRLA DULEE" (20

On! Yoorkdind | xede o & oL 0104 b0 thre Thxed dehg BbfBrol

104b is allowed to be transferred. Tn this case, I'n

the diemear dLdy ddecaftiessywbthde thaegd:dphgeahed8a from
104b is set 25 as the address (transfer perm ssion

addrsis)h ofhd htatd riensfieseperdd $soon as eehahosgndata

is allowed to be stored in (transferred to) the

t r ansTisis oo fer wWiese -d82a 193al Ldthend tbebaddtessd in
of the fixed data area 104b is set as the transfer

per My ot et eskomd weber | veek Bd3Je(stér Sdhtrol

el ement 101 reads out the data of the address

speci fi ed Rt ther rPadtkdnease Whereakhenhatorage area of the

data to be read out according to the read command is
specified by an address, the control element 101 reads
out, as transmission data, data corresponding to the
address specified by the read command. After reading
out the transmission data, the control element 101
determines whether the read out address is the address
(transfer permission address) corresponding to the
transfer permission area whose data is allowed to be
stored in (transferred to) the transmission buffer
area 103d.

Here, it is assumed, in the IC card 1, that only
the fixed data stored in the fixed data area 104b is
allowed to be transferred. 1In this case, in the IC
card 1, the address of the fixed data area 104b is set
as the address (transfer permission address) of the
transfer permission area whose data is allowed to be

stored in (transferred to) the transmission buffer area
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5 sanme tinme, determ nes whether the address of the

data that has been read out is the address of the
fixed data area 104b which is the transfer perm ssion
address. Wen determning in the above determ nation
that the address of the transm ssion data that has
been read 10 out is the trapsff% perm ssi on address
(YES in step S24), the control ement 101 further
determines whether the area in which the transm ssion
data is to be stored is the transm ssion buffer area
103dl{&d ep Wispm)thahaddiess the tloat fbkeed| dapataned 104b is
determ nes 15 whether the address on the menor ,

st oriflyg Ihethe riaFans 57 ope Hat &S Eon radpends 29 %ﬁ%crlbed

address of the tran i on bu r ar a 103d.

det & \ﬁ%gtff@n S %gv%f%‘%?%?nmjgﬁ%% 2t Yppd §hea of
addr a ansn1SS|on dat a 0
i %re%ﬁ S RS AT BRI AT +€0ene

buf fer,areg, &’eéY hds %ﬁ@t@é@thé h§d&£’é‘é£ 03% the data

el enent 101 'st or es e transm ssion data i

transid s pdid f]_eéa@r§@t 1030 h St £04 263 - ofo‘Ehe flxed data
exanple, in the case where the address of the

fi xefrstat B0 a5 e Ao 4 Sti1s@tt Bsnd her tﬁ@ﬂﬁi@él&@fm&ﬁéé)ﬁ
area in the IC card 1, when the address of the data

t hat has leen deadriolitihg thethddilesse ofietbemfhxedon that
data 33 area 104b and the address of the area in

whi dihe heddisgss ¢85 the berstomessicn tdet addna@sshas bben read
transm ssion buffer area 103d, the control el enent

101 Qiloris the tERASLhape Haks beem addredut (YEDniR hetep

flxed data area
24), the control element 101 further determines

whether the area in which the transmission data is to
be stored is the transmission buffer area 103d (step
525). That is, the control element 101 determines
whether the address on the memory storing the
transmission data corresponds to the address of the
transmission buffer area 103d.

When determining in the above determination that
the address of the area in which the transmission data
is to be stored is the address of the transmission
buffer area 103d (YES in step S25), the control element
101 stores the transmission data in the transmission
buffer area 103d (step S26).

For example, in the case where the address of the
fixed data area 104b is set as the transfer permission
area in the IC card 1, when the address of the data

that has been read out 1s the address of the fixed data



5 104b in the transm ssion buffer area 103d. After
storing the transm ssion data in the transm ssion
buffer area 103d, the control elenent 101 transnits,
as a response to the read command fromthe termna
system 2, the data stored in the transm ssion 10
buffer area 103d to the ternjng% system 2 (step S27).
When determning in the above é%ernination that the
address of the transm ssion data that has been read
out is not the transfer perm ssion address (NOin step
S24)arehel Contaod ehenpadre®d aborhe eheaoperahion the data
(step S28). For exanple, in the case where the address
of the %9 kRl YeRBedren 1babrddrees af the transmépsion

permi ssion area jn_the |IC card 1, when the_address of
the RYSHhi G570 (Bt a That CPALY BheRl PERACOUD 1| SERBES the

the , add f_the fixed dat 104b, _th |
20" G BRr S01 SbOT TS | FE"Operat T AT POFL REFScuighe area

det ey 4yj i ttjhkpe t@faﬁmlvga%ligﬁtﬁg}ggt Lop that,the

address o e area i n ransm Ssion data is

to be stogedei SspOtifhecaddressQissiBR_LEAASTHSEhan
buffer area 103d (NO in step S25), the 25 contro

el enerdn Siils ok tisu t her OPeEAt 108d( StRP SEB8tro1A818ment 101
result, in the ICcard 1, the data stored in the

St ortagensiees ptdera t hagpdhee t fansher r ANt SAMANd - £38m the
area (fixed data area 104b, for exanple) is not stored

in thernirmnsmssien buffee daea 408dednint heedatansmission
stored in the transfer perm ssion area is not stored

in Ruefet crerpe B934 e hele t harmihel t sppEanssi 6atep S27) .

buf fer
When determining in the above determination that

the address of the transmission data that has been read
out is not the transfer permission address (NO in step
S24), the control element 101 aborts the operation
(step S28). For example, in the case where the address
of the fixed data area 104b is set as the transfer
permission area in the IC card 1, when the address of
the transmission data that has been read out is not the
address of the fixed data area 104b, the control
element 101 aborts the operation.

Further, when determining in the above
determination that the address of the area in which the
transmission data is to be stored is not the address of
the transmission buffer area 103d (NO in step S$25), the
control element 101 aborts the operation (step $528).

As a result, in the IC card 1, the data stored in

the storage area other than the transfer permission
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5 area 103d. In other words, it is possible to prevent
the data stored in the address other than the transfer
perm ssi on address that has been previously set from
bei ng output to the outside. Further, it is possible
to prevent the data stored in the transfer perm ssion
10 address from bei ng storeq_in34he_storage area ot her
than the transm ssion buffer area 103d. As descri bed
above, in the third data read processing, the contro
el ement 101 determ nes whether the data to be stored
in tdheed r fhtredsiame bur¢erl@flea fab ¢83Wrls)t he datastored
that has been read out fromthe transfer perm ssion

ar eat " \Vine® B et B hen i hutfer deeer AP Adt#A Ehat dehke

data is the, data that has been ,read out fromthe ,
traﬁ%%ﬁ%%?oﬁnp%¢%1%5?%%9%fe%?r?h%5186n?F8F ef elight Steted in

further 9@5%%‘%{‘%??3"‘“6%&‘%{ ihe,arga 20, ) 0, oLeh, the s

transm ssi on S e stored is f%résm%ransm SSI Oﬁr

buf fere ar ez d 03dy, Ve £opE 1480 ng ifs:gﬁ§?£§9¥eto prevent

determnations that the data in the t

Per nissi @it Ar £8o+&d SEOT ek | fad hest r 388t SehQR PHEf €bansfer
area 103d, the control elenment 101 stores the data in

25 tgeeriy sdson saddreddiffledt aea 1OSE previbesdly set from
transmts the data as a response to the read command

to theinpousipe: Werhaedersdiad ng Further abbveis possible
determnations - 35 that the data is not the data

t hatt hasrdyent rdsel dauta $roned henttlamshrasgsbar permission
perm ssion area, or that the storage area in which

the ARAELTS {PBHLIIHT e P5eFoln Ehe $rAR3EEsafon other

buffq{ area 103d, the control el enent
than the transmission buffer area 103d.

As described above, in the third data read
processing, the control element 101 determines whether
the data to be stored in the transmission buffer area
103d is the data that has been read out from the
transfer permission area. When determining in the
determination that the data is the data that has been
read out from the transmission permission area, the
control element 101 further determines whether the area
in which the transmission data is to be stored is the
transmission buffer area 103d. When confirming in the
above determinations that the data in the transfer
permission area is stored in the transmission buffer
area 103d, the control element 101 stores the data in
the transmission buffer area 103d and then transmits
the data as a response to the read command to the

outside. When determining in the above determinations
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5 101 aborts the operation. Wth the above
configuration, in the third data read processing, it
is possible to check whether the data that has been
read out fromthe transfer perm ssion area is stored
in the transm ssion buffer 10 area 103d. As a result,
in the third data read proces '@g,_it is possible to
prevent the data in the storage area whose data is
not allowed to be transferred frombeing output to
the outside or prevent the transm ssion data from

bei M3k ofle’l dMta hes shof afee 182be ehhat heast haent head out
transm ssion buffer area 103d even in the case where
t he ik €5's© oF F3hEMt $ &h3Mi BIFBAS 8§APA 2¥B3beCF ebliabuthe

or the address of ,the storage area in whjch the _
tran%%ﬁ%%ﬁ?n@%%ﬁa??sw?bc%egg?osﬁﬁaiés FP1BgaPFyred is not

h d . | f ti d by 20
Tl SrTaeR-fr R TP Ret oGt TRES T Fle ¥attany, ciement
and {dy rg, data Eﬁé‘do;\El’éPgtﬁ%éﬁ.ng’ whi ch have been

described I n the above enbodi nent are also applicable

to data repehprRsessbhg 8bnpuLRULEEBE, thetdat ankPgt Bgta
data nenory 102 to the outside. That 25 is, the above

firsteadsguonehsantg f hi f di slap@s & £le PFOCEBSERIWEEPNEE the
carried out as data read processing to a read conmand

f or detpuedtanghdhebeeadoetd ofut herem36hedlat aassdeed in

the data nmenory 102. This processing can be realized

by searnigpsidre aremsierspereadsshonharensansmisheodabarfer

menory 102 by an address on the data nenory 102.
area 103d. As a result, in the third data read
processing, it is possible to prevent the data in the
storage area whose data is not allowed to be
transferred from being output to the outside or prevent
the transmission data from being stored in the storage
area other than the transmission buffer area 103d even
in the case where the address of the transmission data
to be read out or the address of the storage area in
which the transmission data is to be stored is
illegally changed due to program malfunction caused by
illegal attack from the outside.

The first, second, and third data read processing,
which have been described in the above embodiment are
also applicable to data read processing of outputting
the data in the data memory 102 to the outside. That
is, the above first, second, and third data read

processing can be carried out as data read processing

to a read command for requesting the readout of the
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5 For exanple, it is possible to divide the storage

area of the data nenory 102 into two areas, with one
area set as the transfer enable area and the other set
as the transfer prohibition area. In this case, in the
IC card 1, the data in the area that has been set as

10 the transfer enable area of the data nenory 102 is
allowed to be stored in (transferred to) the

transm ssion buffer, and the data in the other area of
the data nmenory 102 is prohibited frombeing stored in
(tré%%?%w?%ﬁﬁ?%)l@h%h¢r@m%®1%%m©hth@2er.Th s processing
Addi ti onal advantages and npdifications will readily
occUr®t 0% hosel 5K¢ T 1 Rt Hed atke Thepeforeperphgsion area

inventign in its broade spects is not limted to

t he ¥pectd i%a%aet%ew%r%n{io ferg\‘ e%%n‘?iﬂ%%s ebobi Feresa

show&Hﬂﬂ$IQﬁi§ribed herei n. Accordingly, various 20
i cati

nodi ohs may be nmade without departing fromthe

spirit 0rF§P°@§éé§}éPeigspg{ﬁéséfﬂfgt£¥edf9988pﬁg%fgtorage

defi ned by the appended and therr equrva

- 3hrdMHATE IS LN MDAyl 10 POXE @ADL §o A BELEON;ELn one

apparatus conprising: a nenory that stores data; a

conmardLaidtorsetid ordihate PSS §oda add the other set
conmmuni cation with an external device; a transm Sssion

buf feer oy tStaors fr tdweodidt i tan bered r andimi thed t@séhein the
external device through the comunication section;
and & ¢coid ol diferedata hian Shoraseaatmat nhahiebeen set as

the transfer enable area of the data memory 102 is
allowed to be stored in (transferred to) the
transmission buffer, and the data in the other area of
the data memory 102 is prohibited from being sfored in
(transferred to) the transmission buffer.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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10 transm ssion buffer in the case where the storage
area in which the data to be stored in the

transm ssion buffer has been stored is a transfer
perm ssion area in the nmenory; whereas prohibits data
frombeing stored in the transm ssion buffer in the
case where the storage 15 area %p whi ch the data to be
stored in the transm ssion buffer has been stored is
not the transfer permssion area. 2. The portable

el ectroni c apparatus according to claim1l1, wherein 20
the control el ement det'&Rdi Aés CMAtEEr IShe address of
t he data io be stored_ in the transm ssion buffer
whi ch has'beeft BP6F@B1BnetRELHRADFyY 2BBPEESPENESTPELERET

address of a ﬁrede%ﬁrgingd transfer perm ssion area,
the control "&l'8fent "8torFrR§Sth&348fa in the 25

t nere _ reoddra in
det or mi natt 58 RaT e hecddeseathr iR BaraSrpepgata
St or &6hnmin A1 E0€1 bk APSHR S$hoDxDUEH 21 uhi ¢hehas been

stored on the 38 nmenory corresponds to fhe address of

a predetesntpgfsnt 5anshepupee i $5-08t8LeAg 8AH data to be
aborting the operation when determining in the

det ermamahi oned had the eddsessl Qévibe datauyp bee
stored in the transm ssion buffer 5 which has been
st oregwom i et hemos ycdbes; nehdcorrespond to the
address of the transfer perm ssion area. 3. The
portabl e @l eertonlceappantt thahcebrdengdaba chakhe?2,
wherein the nenory is a nmenory having a fixed data
area-ransmission buffer in thé case where the storage area
in which the data to be stored in the transmission
buffer has been stored is a transfer permission area in
the memory; whereas prohibits data from being stored in
the transmission buffer in the case where the storage
area in which the data to be stored in the transmission
buffer has been stored is not the transfer permission
area.
2. The portable electronic apparatus according to
claim 1, wherein
the control element determines whether the address
of the data to be stored in the transmission buffer
which has been stored on the memory corresponds to the
address of a predetermined transfer permission area,
the control element storing the data in the
transmission buffer when determining in the

determination that the address of the data to be stored

in the transmission buffer which has been stored on the
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10 that stores fixed data related to the portable

el ectroni c apparatus, and the control el enent

det erm nes whether the address of the data to be

stored in the transm ssion buffer which has been

stored on the nmenory corresponds to the 15 address of
the fixed data area as the tIan? er_ perm ssion area.

4. The portable electronic apparatus according to
claim1l1, further conprising: an identification
information area that stores 20 identification

i nf GReRRFVNCOHEEeRPNAg Bopehei sdfivassspht e pmedhiemmined
the data js allowed to be stored in the transm ssion
buf fleraiter proRrbFtion Fate FRAWAPERTERE that appsation
preygﬁged from stored in the transms

o .
buf €1 ?w%%}%¥%l§%g€hb“cb%?r%?t%F%hﬁﬁFlaﬁdaﬁégthé address
e gation, L oLl 00t o ELT PGy coson e

identification info

Stakﬁqi@%tﬁﬁéQ@éﬁnrggé %&h§?SghétHéﬁggygégggggPéh?ﬁérespond

data to be store ansm ssi on

trans{ efnPesddSsi N Ar i i S S
the data in the transn?@%igﬁaﬁgﬁ??ggggﬁfiggggnggég'

identificaliorhénbofabl&nes&6f 6ndci BpbhARatus according to
identification informati on area i ndi cates the

per missimor stwtereivher eas aborts the operation in the
case where the identification information stored in
the identh¢inendon infarmanoon haeangndi taked tlhea area
prohi bition state.
that stores fixed data related to the portable
electronic apparatus, and
the control element determines whether the address
of the data to be stored in the transmission buffer
which has been stored on the memory corresponds to the
address of the fixed data area as the transfer
permission area.
4. The portable electronic apparatus according to
claim 1, further comprising:
an identification information area that stores
identification information indicating a permission
state in which the data is allowed to be stored in the
transmission buffer or a prohibition state in which the
data is prevented from being stored in the transmission
buffer, wherein
the control element updates the identification

information stored in the identification information

area in the permission state in the case where the
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10 5. The portable el ectronic apparatus according to
claim4, wherein the control el enent determ nes

whet her the address of the data to be stored in the
transm ssion buffer which has been stored on the
menory corresponds to the is address of a
predeterm ned transfer perm ssi area, updates the
identification information stor in the
identification infornmation area in the perm ssion
state in the case where the address of the data to be
storedorfagp eheatpénshiesdeba baf ber swhired hastheen

stored in the 20 nenory corresponds to the address of '
the tFansrefrsiperaispbniar 6Ae Srensserhpedadasiiant Beea in
transm ssi on buffgr onl%amhen the identification

i nf of MRtTORCEY or2dY FROFRE FRBNERERCARI bACSI AFBPFRLSEACRD
[ ' th ' i , St at d dat th
e B Ry e P e Rl B B o B R E e nEgored
t j ' : he d i G .
o (e 14gv. e cLbes s ape fl_L0E SaLe DA0E. ] e
aborysrhes 0PET 3£ 408, | Pl hea 40,6888 WHET EpthEtion in the

identification information stored in the

i dentadé calé 8 tihé oL aBAEL OPi BA€BohNIhESLRSLEBR stored in the
prohi bition state. 6. The portable electronic

appaid¢nsi fccat domgih dorbatl &h Nk beawbhrtetatbbetABNDIrY
is a menory having a fixed data area that stores
fixeerelatlitedatetate. the portable electronic

apparatus, and the control el enent determ nes whet her
t he addre8s The portable electronic apparatus according to

claim 4, wherein

the control element determines whether the address
of the data to be stored in the transmission buffer
which has been stored on the memory corresponds to the
address of a predetermined transfer permission area,
updates the identification information stored in the
identification information area in the permission state
in the case where the address of the data to be stored
in the transmission buffer which has been stored in the
memory corresponds to the address of the transfer
permission area, stores the data in the transmission
buffer only when the identification information stored
in the identification information area indicates the
permission state, and updates the identification
information in the prohibition state at the time when
the storage of the data in the transmission buffer has

been completed; whereas aborts the operation in the
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10 of the data to be stored in the transm ssion buffer

whi ch has been stored on the nenory corresponds to the
address of the fixed data area as the transfer

perm ssion area. 7. The portabl e el ectronic apparatus
according to 15 claim1, wherein the control elenent
stores transm ssion data in _thg,transm ssion buffer

in the case where the storage area in which the

transm ssion data to be stored in the transm ssion

buffer has been stored is the transfer 20 perm ssion

ar eaC#Pet WechenbRg, idnatihératine snfpagetianeatpmad in the
stores the_transm ssion data is the  transm ssion

buf f FSwhEt 8251 PR oM BPES2E heNdAE G2 T i BAYL CBERAg tEROr ed

in the gran m ssion _buffer in the case where the

st orZbR BP LR PR WhPER- the transmi ssion data 25 has

been storgd i 0 ransfe erm ssion_area in .

t he nennr?i o?h§hEP% ?Rées 2?585 8%8aaPﬁ§fangr8§CPﬁglng to
transm sgion gata.ig not the transmssion buffer. 41

8. The portable e?ectronic apparatus according to

claim7, whergéRotheigont ol eABt ndeLerA8Sdata area
whet her the address of the transm ssion data which

has tieen stored fihxéhedStaerdlyNteqr tesprRBdpoteabhe
address of a predeterm ned transfer perm ssion area

and evhettrerntheappdrasss pfahdle storage area that

stores the transm ssion data corresponds to the

addr ess ofhehecntapsnessinentbdeferminesowbsthhe the address

transm ssion data in the transm ssion buffer
of the data to be stored in the transmission buffer
which has been stored on the memory corresponds to the
address of the fixed data area as the transfer
permission area.

7. The portable electronic apparatus according to
claim 1, wherein
the control element stores transmission data in

the transmission buffer in the case where the storage
area in which the transmission data to be stored in the
transmission buffer has been stored is the transfer
permission area in the memory, and where the storage
area that stores the transmission data is the
transmission buffer; whereas prohibits the data from
being stored in the transmission buffer in the case
where the storage area in which the transmission data
has been stored is not the transfer permission area in

the memory, or where the storage area that stores the

transmission data is not the transmission buffer.
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10 when determ ning that the address of the

transm ssion data which has been stored in the nenory
corresponds to the address of the transfer perm ssion
area and the address of the storage area that stores
the transm ssion data corresponds to the address of
the 15 transm ssion buffer; whejeas_aborts the
operation when determ ning that the address of the
transm ssion data which has been stored in the nmenory
does not correspond to the address of the transfer
per i ssi ofi- ar é8CoPCoEkaPlet Réesddrads gppalad tetsorggerding to
area £hat §tores the 20 transm ssion data does not
correspbid’t o"ERESAAdress of the transmission buffer.

) d
o aiTPnesf’O%er SPREERS R MRy e R B p R R ot Y, ggicress
dat a, ar ege F§a£Qﬂ£s§£8568a25X$H gﬂtﬁ?%ekgggdskgrggein the

portabl e ectroni c apparatus, and

e'eWﬁ@&o§§t@69}@§§oHB§tB@rtﬁgeaéggé§§so%2 Bh-elB®ermined
transm ssion data to be stored in the transm ssion

buf ferambieh pasmbeenost 9red 8AAt WBHBER! ¥he address of the
corresponds to the address of the fixed data area as

the stansferapesantisstostarea and whehbftsthenaddress
of 5 the storage area that stores the transm ssion
dat acoxeesespdndsot bhe heddddsessfofhehertnanssssshobuffer,

buf fer.
stores the transmission data in the transmission buffer

when determining that the address of the transmission
data which has been stored in the memory corresponds to
the address of the transfer permission area and the
address of the storage area that stores the
transmission data corresponds to the address of the
transmission buffer; whereas aborts the operation when
determining that the address of the transmission data
which has been stored in the memory does not correspond
to the address of the transfer permission area or that
the address of the storage area that stores the
transmission data does not correspond to the address of
the transmission buffer.

9. The portable electronic apparatus according to
claim 8, wherein

the memory is a memory having a fixed data area
that stores fixed data related to the portable
electronic apparatus, and

the control element determines whether the address



of the transmission data to be stored in the
transmission buffer which has been stored on the memory
corresponds to the address of the fixed data area as
the transfer permission area and whether the address of
the storage area that stores the transmission data

corresponds to the address of the transmission buffer.



