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tampering), and authorization (access management). Currently used techniques in Public
Key Infrastructure (“PKI”), which are well-known in cryptography (see, e.g., Bruce

20  Schneier, Applied Cryptography, John Wiley & Sons, 1996, and tutorials at www.rsa.com
and www.rsasecurity.com/products/keon/white papers), allow for secured transmission of
information from point A to point B, providing authentication, non-repudiation and data
integrity. Current PK1 techniques, however, cannot provide the critical fifth element for
electronic security: authorization. This lack of access management presents a particularly

25  important problem for one class of users: large organizations such as government agencies
and corporations, where thousands of users need instant access to millions of pieces of
information—but where each person should only have access to the information to which he
or she is specifically entitled.

More specifically, traditional PKI systems have three major limitations:

30 (a) Coarse-Grained Access. Traditional PKI systems do not provide a good one-to-
many solution to accessing parts of an information repository. In addition, if an individual
has access rights to read a file, document or database view, he or she has the right to read a/l

of it, and not just some of it. In contrast, an ideal access control technology would allow
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incorporated herein by reference. U.S. Patent Nos. 5,375,169 and 5,787,173 also disclose

20 details of CKM. CKM is exportable with any cryptographic algorithm or key length. Further
details of CKM are discussed throughout this specification, as these details relate to described
embodiments of the preseﬁt invention.

A commercially available implementation of CKM, offered by TECSEC, Inc.
(“TECSEC”), uses the X9.69 ANSI standard in a role-based access system to

25  cryptographically control access to documents created and archived within an organization’s
isolated, internal database. This role-based system allows database administrators to
selectively grant access permissions to network users, called “members,” according to each
member’s individually assigned organizational role, rather than the member’s personal
identity. Thus, if a user’s organizational assignment changes, his or her access permissions

30  are also changed to reflect this new organizational role.

Figure 1 shows fundamentals of CKM technology as illustrated on the
www.tecsec.com web site. CKM provides an encryption process by which an organization

can manage the distribution and access of information using fine-grained, role-based,
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20 Access permissions are distributed to company employees as a “member profile,”

which contains an individual’s credentials and pre-specified “domain” and “maintenance”
values. The domain and maintenance values reflect, respectively, the employee’s
organizational unit within the company, and a finite time period during which the employee
may have access to company documents. The member profile also contains a file header
25  encrypting key, algorithm access permissions (symmetric algorithm choices), and domain-
specific policies. The member profile is generally contained on a removable cryptographic
token (e.g., a smart card). Once member profiles have been distributed, encryption and |
decryption is controlled by the individual’s member profile.
To illustrate the general concept of CKM, assume that management desires to post a
30 memorandum to all employees on its company network which contains general information
for all employees, but also includes confidential information to be viewed by managers only.
With CKM, the portion of the document intended for all employees would be encrypted with

an access permission credential that every employee possesses, including the managers; the
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20 (c) providing a logically centralized administrative function that facilitates easy

protection from data loss, natural disasters, inside or outside security attacks, as well as easy
centralized accounting and management capability for extremely large groups of members;
(d) providing a logically centralized—but physically distributed—administrative

function that allows all participants (members and administrators) to perceive a single point

25  of contact with the system, but which is actually modular and physically distributed over
several computer systems (servers) (both within a single network operating center, as well as
distributed across multiple network operating centers located in different parts of the world);
this brings substantial scalability (from a few hundred to several tens of millions of members,
and from one to hundreds of workgroup administrators), and also allows geographical

30  dispersion of both members and server systems, but without the physical limitations of the

stand-alone, single-threaded CKM design of existing technology; and
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each user, such that its basic mode of operation works over the Internet—both in terms of the
internal administration of its various applications, and in terms of accessing the data files or
20  other objects (or‘ entire systems) that a PXa® system secures.

According to one aspect of the present invention, PXa® offers methods for distributing
data and information over a decentralized, public network to selectively permit access to on-
line documents and other forms of digital content. In accordance with another aspect of the
invention, PXa® offers a method for controlling access to any form of secured system

25  generally — be it physical (such as a company warehouse) or logical (such as a company
computer network).

PXa® uses a member Security Profile, which is unique to a network user and a domain
he or she belongs to. In a PXa’ system, a web site server system holds all private keys and
certificates, along with the user's security profile, which includes (among other things) the

30  user’s access permission credentials and optional biometric templates. The PXa’ server
system thus maintains a security profile for each user, and administrators are able to transmit
credential updates and other periodic maintenance updates to the users via PXa® server-based

database accounts. These administrators (Domain Administrators and Workgroup



credential updates and ot her periodic nmaintenance updates to the users via
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mai nt ai ne@8ihadthendigyts theyse caltyrie &ie Betotiic e admynipier jplesy segertt o
L e, BASRS 8 LAk O SN R S,
downl oadadsiteakaininistritave inframatiers indewell pradedtahprirpbperlyl hackedup waly storage

20  system that is accessible from anywhere in the world. Authentication strength for
administrators and members can be anything from 1-factor security (a PIN or password), to
2-factor (password plus a token or a biometric), to 3-factor (password + token + biometric),
depending upon the needs of the organization. Time and a user’s physical location may also
be used as authentication parameters.

25 Members log into the web site at the beginning of each cryptographic session and
authenticate themselves with the appropriate technology chosen by the organization. Once a
session is open (as defined by retrieving a member token from the PXa® web site) members
work through their day creating or consuming encrypted data objects using their role-based
credentials as maintained in their security profiles. Those profiles can be provided to the user

30  aseither a hard token (such as a smart card that is synchronized daily via a master profile on

the PXa’ web server) or as a downloadable soft token that resides in a temporally limited way

on the member’s client system; alternatively, the security profile can permanently reside as a



on the menber's client system alternatively, the security profile can
permanently reside as a WO 02/ 15530 PCT/ US01/ 25730 7 soft token on the web
server sys0ewmssyet be accessible to the menber for on-denR@OUSew2spioogr aphi c
needs over the web. C. Integration Wth PH 5 The use of PKI (Public Key
Infrastructure) in PXa3 is conventional,_and involves public key pairs and
certificates for digital signing of CKMZ)bj ects. Any standard PKI system
fromEntrust, Baltinore, Verisign and others will work with the PXa3
system i HASRS, . i r 6l to one
aspect 019 Otft Pl{gképﬂr)ée&gteﬁt I ;s%gvr?ﬁ& %S-r{\-%}ﬁ’ )?ggég%#ﬂég&gfeqnﬁlﬁ%é%g@ %enggldbas ed
security crpptagepmctmeeds over e wébe adni ni strati on, nanagenent and
distribution of CKMsecurity profiles is handled entirely over the
decentralized public network of the Internet. In this aspect of the
invention, selectedi3ésabion WithPrwor k users who are to be provided with
cryptographic capabilities are first identifi ed.3 Menmber accounts are then
15 créated f orThsaesk of @KddProliedeey Infrastustiurieiiort X4 iie donyeniignal,and invobess menber
accounts an intajined o i ngl e dat abas order ,to crea

security p;urbglf i ngp?%sra%acceﬁmﬁ%ﬁﬁﬁ??f &gﬁ@ SWIH%E%K&E%@S%S'C%&mﬁ‘%éE&ﬁabl i shed
for each gseupfreh Rifeks BalthifoaCrestot aRsham R wdrk vitheXe PRhEsystekiV
credentials for defining rol e-based access perm ssions, which are adapted
to be conbined with other conponents to forma cryptographi c key according
to the X9.69 2Q A ity profile containing at
| east one acce@'s %gﬁ%@@%&%{segk?Jggﬁé%agﬁﬁnn%ﬁglgﬁ and the security profile

is stldred in tAecoudiag tsoneapedt od tieopadent Mvedidne PXadprovilds mictiddatot webt asks
are al so defc'} ned .for maintaining the nenher accounts. Such _adm nistrative
tasks mi gHESq srCPIiananagrmeRtifsyich the 3emim senticn paraggrent and disribugon ofm
events apnpidchi LVd 4 I i i nber
e count s N Sl brofies 14 o, B Al CEHPA1BE pER: HRVB O ITTOR
crypt ogr aptereetc aptix dspeited the inventma sedecta] groupepf eovek clers edoraird 1o tar of i | e.

The security. ofil es and r.el at ed. menber token re secured, for _ exanpl e,
via hard RrB%élﬁ Wit GFYPIPFRRRE Fal?ﬁ%gmg W%ﬁﬁsﬁléﬁ?ﬁlﬁngéﬁ?@ﬁ?r AGReHIGY arg ﬂ}?&ssvn\/gr d
and user crkdded fh @adERRG b Q6L Seadh fdcdtifbd %%gb%dQH%é rhdiEh P BEMRNIS 4O

i ndi vi dual network users upon authentica request and according to each
i ndi vi duanaigteéredonsegngle dptabasst iTh erde8® dreate elsedueitly poyfide fos cadh mbmbey eseort

i nvention he adm.nistrati,ve, fupctions andfor t activities relating to
gt EteRg il fa

creating HRREEYSE SRLF Y O%f SO RHTSOEN eSS EPYPs SAY D%

| nt er net . exaidad, OKMnéediislh Fortiefihing rblReba8&L MckdsypepthiRbiohe SviaditarRARREd tookens
may be acconplished either manually by the user, or automatically (i.e.,
t r anspar iftcompingewiil efipr components to form a cryptographic key according to the %9.69
20  ANSI standard. At least one security profile containing at least one access code is created for
each member, and the security profile is stored in the user’s member account. A variety of
administrative tasks are also defined for maintaining the member accounts. Such
administrative tasks might include, for example, reporting member activities, system events
and billing activities, and adding, removing and updating member accounts. In addition, a
25  member token, which enables the member with cryptographic capabilities, is created relating
to each security profile. The security profiles and related member tokens are secured, for
example, via hard tokens, soft tokens, biometric identification, and/or a password and user
ID. The member tokens are distributed over the network to individual network users upon
authenticated request and according to each individual user’s security profile.
30 In related aspects of the present invention, the administrative functions and/or the
activities relating to creating member security, profiles are accomplished remotely over the

Internet. Creating and distributing the security profiles and member tokens may be

accomplished either manually by the user, or automatically (i.e., transparent to the user).



WO 02/ 15530 PCT/ US01/ 25730 8 In another aspect of the present invention,
PXa3 provides a centralized security managenent system for adm nistering
crypt ogr apbdovisapabi lities, such as CKM wor ki ng keys andPOT/US&¢asriot y
profiles, over the decentralized public network of the Internet. This
aspect of the invention includes a set of server systens and nenber
donai ns, where each nenber 5 domain is nfintained on at |east one of the
servers. One or nore systemadm nistrators perform system mai nt enance

tasks. Networ kyUsefisy %@@gc@af%e;@gtea?& %v@f#é%@@dﬁag%vﬁfegacgﬁtg@ﬁkﬁe‘E&Qﬁ jth that

domain via a nenber account. er security Iles, ere each
security mpamdgeinent systemi fyuedipindsso ayetdgmphie capabelitizsy sueh @e CKIM warking deps

cryptographic capabilities t he net wor k. user o J soci ated w th_that
menber - acBlreeHE PRt e Co ot aual S it e faRg: L e it ye
for mai nti@b RREHSNRCIRBDE 5t 3F SQVE steAR And AIRIRr dSHEMB I WA ERhSn@herabl e to
performthese adm nistrative tasks renotely over the network. The

admi niSst résmiaje is meiktninegyon a4 déagidene dfdhe wxearp| @ne peporetSysigmeaidiinistators i ng

t asks rel atr%oglg o] each rrerrb%r kac&gg{lt' domai,n adnmi ni str tgirs ma% further
be di vi ddF RSy RFRPRHEITRRLC sk, Uk SFTS HPY I RRLES PARAGRY APt f er ent

| evel s ofaskdigatadiWithitdt datiaiteyih @ Sdnbek Acdolint. €A abtest ndsIRg kscu@ity pldgildsMvaerk! on,
each nenber account includes nmenber identification and authentication, as

does at |88k seqynsy Brefileis usigielyrassqoiptehwith e mmeshss ascopht, PHevignsesanegraphic
inventio i - i . v r.chi [

i stri butRgo A Edls Aol YRR ABR ol BN I B ETHRE T Slelany
securlitt y ipclafied st oddminisuetivértagitsfet malmaibitigtha@paber dcolidts anddemaimon,
menber tokens,grovide O cryptographic capabilities to authenticated

| nternet AfWWPistratgFyerg ablero gerigrat isre adpuinishativadasigaemetsly Qes the ustivern Toe

t hese ne : kens; Lo -V i : | I

client- sengreﬁﬁ\;enrntsgyst e%%@r#é%iggggg%n{)%u%@%’ﬁy% es%/%c%%ﬁlgﬁﬁé%g EQ?% e%;*}? ?hom
at | east membersecwert; donsdie piimirdasttators diayifottiedr beldivaded inystierrdunellydeactared

nodul e for receivi t he requested_  nmenber. t oken, and a nodul e for
utilizi ng®PHR 8?‘3?5@%%?%%@666%5 glsiof the dmipisEivEdaskSy t he 25 nenber token.

The cllsi ent - serygE]afdsFEBPd SAe VehtSE Sach MBHBSEAt RS énfllest ri buting a
requested nmenber token froma server systemto a client systemover the

decent r al idgwriifiqatiph prd awikentisationy s tibes at keastrapetservensystenel at ed aspect of this

i nvention, an authenticati nodul e. resj.de m the, client, apdl.or. server

et o n adm AP bR AR b ERR DA e oo it 0

i ndi vi duadrcisRfvge WridistiihgimiryptbyrapBic CoSHBERTes RIvh 8§ CUd alofidn .Rlsy%%d/df!ner e
or

the menber token _retrieval process may include either manually ]
aut omat i cEFIty pupfdlas.iovgr the dntemiek nln thisfagpachet the épsttion imenier fokeanpioyitle

pr oviz(é)es &yﬁt%k&bﬁlg, chatt‘rHl?t(ijesftf? réut%ieﬁt'icraite%%éeﬁget users, and a set of server systems manage
the distribution of these member tokens to individual client systems via the Internet. The ,
client-server system includes a module for requesting a member token from at least one
server system. Each individual client system includes a module for receiving the requested
member token, and a module for utilizing the cryptographic capabilities provided by the
25  member token. The client-server system also includes a module for securely distributing a
requested member token from a server system to a client system over the decentralized public
network of the Internet.
In a related aspect of this invention, an authentication module resides on the client
and/or server systems. In addition, a session manager on each client system provides
30  individual users with the ability to request new or updated tokens, where the member token
retrieval process may include either manually or automatically, updating the token.
A further aspect of the invention provides a related method for distributing

cryptographic capabilities to a plurality of network users over a decentralized public network.



cryptographic capabilities to a plurality of network users over a
decentralized public network. WO 02/ 15530 PCT/US01/ 25730 9 In this aspect
of the i wenis¥a) a request for an access perm ssion secuPCTYSQasFiol e i s
received on behalf of a network user (and may be initiated in-band by the
network user). The request is then authenticated via, for exanple,
bionmetric identification, a hardware or Software token, user |ocation,
time of the request, and/or a personal identification nunber. The nethod 5
i ncl udes e erein an.access 1SSl Qn. .securit rofile-is created
(i oot ok ghs e Bb IR Ge B eSTR i B gRBRlp o R biohud BapiFRlrs,
security didhalfof b fietkioel ubdt (A Wby Be titiftéd PLiRad dthendteyrld @er)e mablredigst he
network user to decrypt selected portions of an encrypted object. The.
securi ty ipfhepiapthepiicatetbviadior peample bieraetiie idaptifieaiiofng bardy apeorsREwaES iRk
user pverusgpl%catpﬁt Yfﬁrelfyf 1Y &19931;,%?1% Egeg%ﬂﬁﬁ{i@%ﬁ)ﬁ% fa'?ltl"é ﬁleﬁ\@ﬁkl ng
key, in conjunction with 16 NP OT et 1 OR associ ated Wi th an encrypted

obj ect5, iinclwliéschstepseretnnan avoedsipegnissiyn scutityeprofikds ureatey (thisgigpinky eceiro t he
networ k user over the network, In accordance with another aspect, of the
present id¢BHPPIGRIN tb%aéocs$sarvia%§ccaswm§alonémba%ﬁi? 1§ds¢in forming a

crypt ogr . _ . : . . . . g Lot ed
o bt 00 AT R M e B 0y B R P P B PSRRI
t he | nt erabgdct.-Theseaurits poofdads themweithen{a)setunelykranseited td thetrwiveorkmbardiveethie,

t he inforrgg\%,i n t(‘g be distributed i s cantained wthin .on«%. or_.nore conputer
r epr esent bV &gk @) 8800 EE0THHE ARIGSBRTE Sorise KoYy dp eABRCioRSH bt s each

obj ey UsihRfmAti¥PEdsbE Sl itHCABRBHtdd DR 18 HhidH caBl IRSHoRBRIkSSEMen |
credentials. Each access perm ssion credential ensures that only authorized

users (i .securehyioanemitigsidp shavprbwarkausenoyso awptwvonk. of t he same set of
credenti al s) e abl.e tao .decrvpt the encrypted.20 dat hject(s). ce so
encrypt ed. -t anaspauaye e HagiotRh bk o7 B S ifenti 2y RES i peicd

Wi t hout hadiapgarbfis Seegptog@abhitallpsc@iting theidvdtabial onyofiigefthatidnegdRedosnidd
users. On the decryption side, upon receiving an initial request for an

access pevhptegtaphic sapabilitisp oyend decsniralivef publignetypkdesnchas $he biermtndpe of a
net worzk j . ; s i C e, the
o R A8 ol PN SIS ShBBelTth, ORIl to S BIRER < ' 2
aut hent i canesdhed Wwithiaone 95 mpes cangRitaTepresinidble/daps objette. Tié ddta objecténts al s) is
securely transmtted %]o t he authorized network user over the publjc

net wor k, FEHAFEIERXPtoeRen OPIest Ysing awpridng kaowRated emyatet 8hageatsmsaaIssion one

enbodi ”ergre&éfllti'étl?.e E85ﬁ§&@§rgeﬂe%%§itoh§i)edeﬁﬁlﬁ RSN thhdo Qﬂclthlﬁzegg%al? gi.e. StBbsd ©

expire at some future ti according to an expiration pro that 1s
preset byusars wladare i possetsom. ofthd samesset Of @xdntiaks) ae abkitb secryptthe dadrgptodj ect

cecutty rorraapcs fa bt de dowuimgs rpeba Bt avea ey
addi ti onakithdrRANEARE tPecMichlly RBgdt Gt iRy et R dPEARRBers] DR tHO8ddry e

side, upon receiving an initial request for an access permission security profile (including

credentials) on behalf of a network user, the system authenticates the request via, for
example, the same authentication techniques as mentioned above. Once the request is

25  authenticated, the access permission security profile (with credentials) is securely transmitted
to the authorized network user over the public network, using any one of a variety of known
encryption methods. In one embodiment of the present invention, the security profile may be
set to expire at some future time, according to an expiration procedure that is preset by an
administrator. Until such expiration, subsequent data object encryption or decryption may be

30  carried out by means of the same security profile (and its included access permission
credentials). No additional transactions will be required of the PXa® web site until the

security profile expires.



security profile expires. WO 02/15530 PCT/US01/25730 10 According to

anot her aspect of the present invention, PXa3 provides a nethod and

appar at usvéoeri1general |y controlling access to a secured sPET/®RI1/A5SM0t hi S
enbodi ment, the systemto be secured nay be, for exanple, a physical
system or a logical system additionally, it nmaybe either static or
dynamic. As with the other enbodinents & the 5 present invention, the PXa3
systemall ows for selected portions of the systemto be secured. The

system al so utj clt Cégcﬁﬁ%%g%oﬂ{er g?ﬁegt %&ﬁ%?&sggt nf\)éfl igﬁ?#;?afr ?T(]jvi%%% Bhfiod fnde

al | owed access Secure ons o e’sys access code

must al sapbgratstfadddnsiadlg chtioldag Becegd UBccBe sAtaRrS i thixdesbaiiMerithihe
systematically assigned to the variqus secured portions,of the system
each acceysterigabeisecusehmar fofar semtens rhasicalisysens ied logrpoiEHts to create
a 10 key JqQf riPﬂn}: DY eftdr Stfic BPd%ﬁ&ié.%@%ﬁﬂh@B{hH Bodthne '@%fﬁ}’ét em The
access codes énselves are secured wthin the systemusing bionetric
i dent i5f i qatdenninmeitivadthe BXK S mpstém atlawsl fandlepied portains bfithrtsiyftemad bo sequnsber

d for authenticating the user. The s em. t

or any other neth ys he
i str bt %Y%nlggmté@eae@e%rsmer&c%%uwf GERFE USFISLHR &R b lesEs RS 0o
each US&hish 4Rl dAbr@SRUT theQslem ALY AHA0Ge Hhust BR0 BE B§@RIshbd RPN Over

Exi sting CKM Tec ogy There are a nunber of unique advantages to a
web- bas e dgreXa 3Tlsyarcesnontierare tenpastenaticlly mesigiearid dhaoveeione secarquirjosteonsatfwor k

i npl ement ations of existing CKM syste ior to PXa3. These advantages
ol ude:  BYSCATTRIEE AT R BRI 1 e SeRPPL P SARPORETLD FHEE b and
log i1 fremenoMelimg dcbess ieHRXaRBcRY pbRITns BNthe @dt¥mN R AcdREcARRr OPri at e
aut henticafion (e.g., user ID and password, bionetrics, or smart card,

dependi nghepenivastaze sagurednvithaathesiystemolstngsbiometrigaderntificatil ingthodpesinfartes) .

Assum ng that soft tokens.ar.e authorized i.n the d in .menber ma carry
o por ¢ agredRtee SRR RSt REE e gnpo R s i SRR HeRl T
once a daystefn tBon GRGDHURKEKYsctREMcERY cddes tehey e SRidm hedoeding (ddach

Scal ability. A standal one CKM system consi sts of nmany separate workgroups
Wit hin a wehedeinedigifreach wor kgroup adm ni strator separately responsible
for ijastalling and maintaining his or her system and for providing

wor kst ati on dat abase backup. The drawback of such a systemis that it is
not very scal dbl e, AdvhithgésOf ThePyesthcinveatioreOvefr EqiseinglCKSY Téchimloyy

et T or mance. | CBRSE PRIATHEIE PFUBGECHE SBRGR @t Do L ey e of ¢ e
present | Q¥EREddaB theRatddforR! §fErprise network implementations of existing CKM systems
prior to PXa®. These advantages include:

20 (a) Mobility. A user or an administrator can travel the web and log in from anywhere
to the PXa® system, and only needs the appropriate authentication (e.g., user ID and
password, biometrics, or smart card, depending upon the authentication chdices the domain
policy specifies). Assuming that soft tokens are authorized in the domain, a member may
carry his portable computer with him and thus may only have to log in briefly once a day or

25  once every other day to renew the soft token.

(b) Scalability. A standalone CKM system consists of many séparate workgroups
within a domain, with each workgroup administrator separately responsible for installing and
maintaining his or her system, and for providing workstation database backup. The drawback
of such a system is that it is not very scalable, and it is likely that issues of overall systems

30  management and administration, growth, data backup, or system memory or performance
constraints will become problematic. The PXa> system of the present invention, on the other

hand, is extremely scalable (as user or administrator volume grows, simply add servers), and



hand, is extrenely scal able (as user or adm nistrator volune grows, sinply
add servers), and WO 02/ 15530 PCT/US01/ 25730 11 avoids problens of system
per f or mane@ 0an®$3Gt or age constraints, providing the abilitPCT@OSe1Z5P30 up to

| arge nunbers of menbers virtually overnight. Furthernore, with respect to
traditional PKI systens generally, PKI-only systens are inherently not
scal abl e for applications such as the odé-to-many information access 5
managenent needs of nediumto | arge organi zati ons. The key and access
managemneng

aur ohy. Aol RERIDRRE TRl n ARl e O bl B B R R B R Y

ext renmel yupsieadrgh hembys o€ Menttrts \atallyf Gwmiight. M | 1 i ons of users, where key
and access managenent al gorithnms are al Wal%?{ a linear function of the
nunber of user8irthemnere) with sespastde trpdisienal P syens apncaile MEdwniesistemsiare he
present i ' tar S| ' t he PKCS
P ans: TR LBRBTSGopHERRE SIS Y o B RPN AR | 0P P e
and HFTPSnarfaigehesitrendestiaeditg todirge krpamiaationso Mhe Gby and sicegyniar@lgeinbnti N t he
art. These docunents are_incorporated herein by reference, (?P% Cost and
Conveni erfB&hapisae dordagsdiidrRagedwenitlations gnesrannliear vory guickht asthesisten 5

n | ; . 55 -
subst ant Igéiqg{gy J%he isgﬁéﬁ, 81@&16%@1%5312%?58% &?}%1%%12‘&7 LR1BY Shte Ptha %g%t%\%gc? seat

technol o expense I n IS not "in

or the smaillomsafdsandvhieaiiey andadcessahdmgement aldoeitiong aderadyw dysai livieagfunsysit ens
integratiqn, and admi nistrative work necessary for setting up and

mai nt ai ni(?%gh?]fﬁlgn %P?%‘frﬁ'uct ure-especially for domain authorities and

wor kqpoup adm @) StdiahAlsShasb3| B8e plcRR SHHROUREROS the ptdsnt 8% 80bA Beivassh
web- based approach of the 20 priesent invention can provide a |ot of

addi t i onaiposa@heeiistandardsniotludingghe BKCA apd A NSISXD a8 kenapmptioresigidaydsaaceslsi bl e
training t i, Al cces e P it Q tr.ainin rograns); 2) An

easy way %S%ﬁﬁbﬁéy"n@&@%i?ﬁ r‘?ﬁﬂ@@noﬁ‘e‘igﬁfaﬁfl@? ETRKY l'g%qt‘%\‘/ﬁf %ﬁé dul es,
and to engdimerydkal irche artame@v&fcummmawinaéxg@ﬁé&d%seiﬁ B¢ réfetpss. version 25

of the PXa3 system authorized at the time; 3) An easy way to set up and

mai nt ai n domai (@) &radt gt kervstfsree niGepls mpwciated withieplroaafite oPXarsyslssrae once
b n t , . . e o Ly
St or o APl 15U ik S8R BssoBlleatiot O, LobfRtln 8ol S e be | o,

i nt egr at eexpaise it deplopnp @K i€ hoteintthesyst peTiseat3N 1) snhdeteunsd uhditdadisbutirathat S

and pilot tests can he created virtuyally overnight, since all that is
requi r ed 1Pdhe ppgomgiraiping, systems iategratipn.ad admirysteative Jyark Hesassary fp SEingdpand

and maintaining the infrastructure—especially for domain authorities and workgroup
administrators. Aside from reducing costs, the decentralized, web-based approach of the
20  present invention can provide a lot of additional convenience, including:

1) A professional and readily accessible training tool (simply access the PXa® site for
training programs);

2) An easy way to download necessary member and administrative software
modules, and to ensure that each and every member always has the latest version

25 of the PXa® system authorized at the time;

3) An easy way to set up and maintain domain and workgroup administrative
functions—from anywhere; once the administrator’s work is done, all of the
critical data is safely stored away at the PXa’ web server;

4) No smart card hardware to install or integrate into the member's client system;

30 5) Demonstrations, trials and pilot tests can be created virtually overnight, since all
that is required is that an account be set up and a domain authority appointed and
trained, enabling him or her to set the domain security policies and create the

appropriate credentials;



trained, enabling himor her to set the domain security policies and create
the appropriate credentials; W 02/15530 PCT/ USO01/ 25730 12 6) The

bur eaucr W0 02/h8361 e associated with justifying anew secur P€Y/USCICEEIH)
managenent systemw thin a |arge conpany can be avoi ded, since the

web- hosted PXa3 service is "self-contained,” easy to acquire and use, and
available on a nonthly or other periodilg "rental" fee basis and can ‘t hus
be purchased by | ower 5 managenent budget authority. 7) Customer branding

is facilitated.through the.design of. PXa3.user interface, and

cust oner s are 8 I5eEEReaHEs BoeR Ardiot o BRHREEK ahbk Rty hfa
products. (e) BeiiRhgdRsitkydtdm withitafirsysdndiingfcah BE avdi@S&E Bincé theadbLdtdaas
substantially less ,potential for illegal surreptitious access to

admi ni strative systep®vigais sglivpntamsds sasietaceire agl usar andraveidads emaof t he
adm ni strator(s) - d.. id.e tsfar i.cal urq of
the mai n dat abasén Ogmg%sﬁf{é?%%%ver&gé% f{:rr% (gagra%ldr? %F%%%@ﬁhﬁ%ﬁ%éypgﬁ ng
CKM syst ens.  Fubddnegdmdnt budgdP¥atBottyst em has rapi d response for mai ntaining
users and foili n%)usecuri ty ~attacks (adm nistratqrs can_change anyone's

stat us i nmedi abefpstemer Prpdingds {actitairg thrpugh the desigryplthg Salas usapireidacs, and
rogue user with wdiB e Y i erate
until the card t?%sgéﬁg%fa k%‘gﬁapsBgel%ﬁgﬁ§§%2%d%%ﬁg%d{}# %X%I?Pﬁgugg(a?)
system of the (o) Regnt sdcanisnii BXa’mystkmrafithe/proses invETiRG Rasrsubeyntiatiy tdsange.

Thi s key exchange .nmechani smforns the basis for a secure | rnet key
di stri butI?O(S‘FPt?ggF élﬂ%apﬁﬂquuﬁ?ﬁﬂ?@estﬁ%@ fréstigtEe BYstapetups) qr}%fg?‘irﬁyr@“%at can
benefjiot f fpenBibRbn oF tBY SdRiMistrhRE(sTRdY hﬁfch.trisomce@ @mg&h@%?gm@%m@c §tens

al so provides strong security 20 "hrough firewa Ion techni ques,
whi ch nakeish¢ maiedapabdisd 6f aiminisfrativestndan&ebe information thac edsting GKMheystyst em

One enbodinent of t resent invention addi.ti onal | e.smart .cards or
other t nfl?lrgr%Iggﬁie)sﬁfen%hffstr\%ﬁlﬁé?s@flsegt%ﬁg’ﬁﬂg‘?m@géﬁsgéﬁflgz‘i}glﬂ%?ﬁcu?g’qui ring
each nmenbgfackg(ali@ehisthators @aR k3t hayonRX3thtHamneddiAel a8 kiR lrbdice B Adkddr hi s

or her smart card (or other formof token) can 25 De synchronized with
central | yrORRS WicEs, fidigrese & tpsueyspr with p stlendalenemearbeayd dysiemecan ¢antinuecanpl e,

PXa3 b J ks i i eptjcation function along with a snart
card ﬁgndﬁ%ﬁ{éjﬁ Eellt%%%%ér’%flg%&g‘-% g? %@gée%%#ol ﬁl;br Soﬂui s conbi nati on of web server

and smart car din adddongts PXaAyien odtheheaehi nsertatpréfembhngdas BTGP st em
cannot provjde, including high scalability of the admnistrative

function _s‘?XCB@%gPe hseefreaPhang meshuism yormedhp basiifor pservee iiteRetdeyof  dat abase
i nformati ﬂ&ﬂ%ﬁﬁoﬂ@ﬁ%ﬁ{ SMdBite Bﬁdﬂ&k&é& RLRE §f thd Qﬂpﬁ&ﬁ&s%ﬁ%aﬁ%eﬁ&ﬂtéo% such

a system. The modular design of the PXa’ server systems also provides strong security

20 through firewall and isolation techniques, which makes it very difficult for attackers to gain
access to the system.

One embodiment of the present invention may additionally use smart cards or other
tokens (hardware or software) at a member’s client system, requiring each member to log in
to a central PXa® server periodically, so that his or her smart card (or other form of token) can

25  be synchronized with centrally maintained security profiles. In one embodiment, for
example, PXa® members utilize a biometric authentication function aiong with a smart card
and PIN, delivering 3-factor security. This combination of web server and smart card
provides a number of benefits that a standalone CKM system cannot provide, including high
scalability of the administrative functions, better centralized security and backup protection

30  of database information for members and administrators, and more precise control
(synchronization) of member smart cards on a daily (or other time metric) basis.

() Key recovery. PXa® system architecture makes it possible for domain authorities

to provide access to encrypted files for which key values may have been lost by members.



(synchroni zation) of nmenber smart cards on a daily (or other tinme netric)
basis'. )9 Key recovery. PXa3 systemarchitecture makes it possible for
dormai n aw®or/13sBes to provide access to encrypted fil es POT/USHI/ZSM30key

val ues may have been | ost by nmenbers. WO 02/ 15530 PCT/US01/25730 13 This
feature has two benefits: (1) organizations can encrypt their critical
information without fear of |oss due t®3lost keys; and (2) PXa3 satisfies
t he emergency access needs of crimnal investigation and national security
authoritigs (a court. order.can,conpel. .a workgroup, .adno.nistyator to

Fecr eat o T ARG BLAGT0) MG s R P P SR LoD SlamaPieu
world. 5 feaofVedsabitd idsykeyBy@d RFPRY dabiEMIsHthé EB%igBh®)s accEssGRETAfickheinali t h
traditional public key infrastructures, and can be inplenmented with smart

cards t o IRvIsHgHEmEd nabienal isequrity afthertics (» pourfyprder eanmeamel  Wodsgra sof t

t okens, o ; y - cted
| ocati on %drr%ﬁ ﬁﬁga‘c\%\h %Cllag%%%}%? %CPFSO eregg g%@%ﬁ%ﬁ%@%%ﬁ l"}{rhlte'?‘1 E/@&Eé}é%%ﬁg&onl y
hi s adt henti ca) Jrerahdina®ier isddiremelyeflgkibleiassmpitible witheraditoaaltjublic key

bi onetrics _and/or smart card 10 token). (li) Performance. Public ke

cr ypt ogr apAgSTRgEITes. gabran Rempgmen st sHar sAdE e hold sesmbsy ﬁ%ﬁ‘&lé&jpfﬁﬁ?e?)gs or
central i zggh @&y’ hédérpa%]ﬁ%ﬁ%ilgﬁa o?%ﬁal‘?lr\ﬁithl-"@da@%{Mmﬁé‘r‘&aﬂ@ra 8%6 dhy thtern

resource I ntensive bottlenec as well as sirgle points of fallure. E’tXaS
uses publdoan&assd locatyqut indhawbyid wed stilb@aritaid gom@Eotd sdairggateedingosly ié t he
cryptographi c .processi ng .oyt to 15 thousands of. individual client deyices
(deskt ops%%‘t‘}Feé‘BE@p%{c ABETrsNgsHE g e DassBioRds fime, aHB‘%’r%FQinetE‘% 9% st csaé%uri ty
or peymi stgj{(gﬁs servers. This neans that PXa3 cryptography is hundreds of
times faster "than traditional public key-based cryptographic systens, and
performance bél tResfoemkaceafubhokey éryplograpby hppaedebilitating effeo) oh eompnier mat t er
how |l arge_ it becones, 20 lL11. BRILEF DESCRI PTI ON OF. THE NGS.Figure 1

i |l ust ratpeeﬁoPH%ncFu?fbda??é?%?fé?e& SS‘F“@Z%F‘E“E&%%% SSB’FS(WP’FBEY ﬂi‘%%e%ffb‘&ﬁ e2is a
Syst em owREdtr&nfdinsivd BokIFREs N RelPs si}ge PHiRGITFailudy EPKA ORes FudNRy3
illustrates the CKM encryption process used by the preferred enbodi nments

of the prexragrapiy eeryispiingts api dalegatas ngstpithesipptagtaphighrecepsiag ewidot hat one
hod by : 4 | . E k
€ Oq'Sne(r;'tglo&Ian%shgf 1851%?(@13{ cﬂeﬂ‘\tl&%&eg esL%gL,éXﬁgp%hﬁ%l\%gﬁ%rhs, #ig.ﬁ,%g&%@ tto €

concept credenti a egoriles. I gur (0] 0Cess

t hat anotdeatralipicdéurenor pémiikorRisesent Thinmeasdnsdmt PKoF boptograby it Buideeds is a
flowhart for a process that a third enbodi nent of the present invention
of times faster than traditional public key-based cryptographic systems, and performance

bottlenecks are not likely to appear in the system, no matter how large it becomes.

20 HI. BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 illustrates the fundamentals of CKM technology (Prior Art).
Figure 2 is a system overview of one embodiment of the present invention.
Figure 3 illustrates the CKM encryption process used by the preferred embodiments
of the present invention.
25 Figure 4 is a flowchart for a process that one embodiment of the present invention
follows.
Figure 5 illustrates the concept of credential categories.
Figure 6 is a flowchart for a process that another embodiment of the present invention
follows.
30 Figure 7 is a flowchart for a process that a third embodiment of the present invention

follows.



follows. WD 02/ 15530 PCT/US01/ 25730 14 Figure 8 shows a higher-|evel
aspect of one enbodi nent of the present invention. This figure relates to
an overalWwoer/i1spi - server architecture, but focuses on thePe®US@r253iode of
the system Figure 9 shows further detail of the server side,

adm ni strative architecture of one 5 enbodi nent of the present invention.
Figure 10 shows a three-tier, Internet ilfplementation architecture for one
enbodi mrent of a web-based appl i cati on service nodel of the present

i nvention. Fi t I; . of the
menber client %i%%e%ésp OwtS %h? Ten %%&I(\/OH%E&R?‘EE@E)&@&ﬁ %?%{ﬁ%%{gﬂ

(Preci se B¢ gpsichtietcdtd mwerﬂablu@nsep%ﬂ drctiitecaire, Dt fodsaAdmi the sdrva@tsidenyf the
allows the distribution of encrypted data obj ects froma distributor to a
broad audiV&§Be over a decentralized public network, where the distributor
knows neit her i r I cgach
menber of the IEaglgri 3%@3%%%98?%@?’ g% sg}‘%ggllag @%ﬁﬁﬁﬁ%@gﬁj@e R‘Ef%gg cast and
st or age m&ntsdnneﬁtiofﬂlerm'emntmlvemm a public network, such as the Internet

or a cellular etwork. New_nenbers to the audi.ence re aut hori zed
Stcording to THEMR 10 et athap det REaR la%%efag@ﬁ%ﬁdlpzﬁcmﬁ% %Hber s by an

adni ni st réatioitnattirandoYoRBHaRAR iG] servied LRERIHHRI,RYEH idvefidb! | ¢ net wor k

as well. PXa3 uses features of existing CKMtechnol ogy 20 that can take
mul tiple encr Viiged lda‘ekatastb@ Biguse radd ehowy pie emhiamimenthifithamenherclientsigpod
dat a Ob] This "object-w thin-an-object” feature provides PXa3 with the

ability tt §5éslteé%t| vely decrypt objects according to access perm ssions
previigusly given to nenbers. The follow ng detailed description discusses

t he generi c, underlil ng features of a PXa3 system and describes of a
number of Verrb JAER®A Ewmmﬁﬂé%t invention. 25 A The Underl yi ng CKM

Architecture Fk 3.Fi ustr tes S emo rV|e
enbodi ment  of I?Ee pree%sgn einﬁ%/bzen U ézﬁntzca 34ual‘h r¥z agion an mz;%z%mtzo gnﬁow

web- bas edha gptribigibh @f ce@ s GatabfkisfRm Sﬂiﬁﬂﬁbﬁt&r to Iﬁﬁdiaﬂi?itﬁlﬁﬁnce BGerJa The CKM
Domai n The highest unit of organization_in a PXa3 Systemis called a CKM
Domai n 1 0tecentralized public network, where the distributor knows neithier the identity nor the related
15  access permissions of each member of the audience. PXa® provides a basis for the secure
broadcast and storage of sensitive material over a public network, such as the Internet or a
cellular phone network. New members to the audience are authorized according to their
credentials, which are assigned to the members by an administrative authority and securely
distributed over the public network as well. PXa® uses features of existing CKM technology
20  that can take multiple encrypted data objects and encrypt them within another encrypted data
object. This “object-within-an-object” feature provides PXa® with the ability to selectively
decrypt objects according to access permissions previously given to members.

The following detailed description discusses the generic, underlying features of a

PXa’ system, and describes of a number of embodiments of the present invention.

25
A, The Underlying CKM Architecture For PXa®
Figure 2 illustrates a system overview of one embodiment of the present invention,
PXa’, which implements a general, web-based application service model for security
management.
30 1. The CKM Domain

The highest unit of organization in a PXa®> System is called a CKM Domain 100. A
CKM domain, such as domain 100, is a unique, independent entity that includes all CKM

resources needed to function on its own. CKM security policies, procedures, credentials, and



CKM domai n, such as domain 100, is a unique, independent entity that
includes all CKM resources needed to function on its own. CKM security

pol i ci eswW@pytsdur es, credentials, and WD 02/ 15530 PCT/ USBQI/BSN3B373015 rol es
are all determ ned at the domain |level. Al though the largest unit of

organi zation supported wwthin CKM a donain is fully scalable to a w de
variety of needs. A CKM domain, such ad>domai n 100, maybe as | arge as an
entire enterprise or as snall as a single departnment. Snall businesses

woul d 11 k¥ afRSfadd ARG AR TR ARDoUAGHERPRAMnit (i oahidAoge
d esta fﬁl sh R§1or %

enterprises wou many domal ns maj or- di vi Sl on di fferent
| ocat i onssuportedovitien G Maadeatinds alllyskcalabledo esvidé matiery dimadedsisArGKME a PXa3

| 1 Me . 5 _which ref lly to th .
ermber s AT RT3 ROV ADU\IRRY BF SO AS S Rite PEISCRiayoF R LSS B8endent
they do nrpafged. SehdleousiRbel Qduld KW esmMisna sP%Ye iR fAGRESSmpArIN iR and

privileges with other domains in a trusted 10 rel ati onshifg. Addi tional ly,
user sSof largPxaBrorisss wonidesptablish meny demwaias forandjer ivisfonm differshilocaiomsi ais

even if a,trust rel.ati;onshi p between .the d ins has not he est ab) j.shed.
The oo e de R BhA GE tler Bl Rl P SRR, sy M B P ALl

Aut hor i t ywKiCi\ekdQ geerdlly fr thE sl nlerib@shipllithios dsingil ng each encrypted data
obj ect by whonever has created or originated the object (the object's
"creator"). 15WbHy damains arp frensiendinand idsaenicps thay dormot apasdaibsesplated. t he

rembor's or il S8TBhE A0RsTRUPRAY b ARE ik Bt REEEER PR IUAAO%? L,
r el atlioonsbiafiohshire sAaditibsiiBd uwdess DPEatyRINmpY pHitidBatetas Sudisieds of mEkiple

credentials 115 (el aborated below) to another domain. Preferably, CKM
credent | #oEHR% SRS & drushiclatignshim Betyigen thedomaingdiag At besy &ptablishadt Kb shoul d

not be SQEKMT Jes VA iToX LS -m@& ﬁéﬁ@&q 0 Y1 sted
rel ati onship (Illl%ng geeal egtgg?ﬁ%shggimm eat?[pgst as E(\éaetﬂggﬁi;tog@r{%éjed@’ ki
however , mrbferabbcosed PEdfen sigmmg pdchi ansrypied dhisdl)edd by egholmyer hasdrd@taldent | al s
using its own t hods, and pol | ci es nd these inported credentials are

st or ed iﬁq%@t?ﬁﬁggyt@é%?ﬁmtf Cﬁa@ﬁ es 120 (el aborated bel ow), as part
of eagh of its menbers' @gjedephi@dFSDhain ReMGogshighStributed, nenbers of

t he second domain may use the inported credentials to share information

with nenbers dh onhembodinnend ofrtierpresuitinwdritioneddieais 160 naypuevidospseifisdund by
e PO L3 B0 REIF SHES A5l P AR cDRLRBL e o
Aut hor i t yrblalidfkhiSisis@bligied wihentdak Soth@ih providage Mkt GG @Edantigls 135
third-party authentication nodel is addped to the overall trust 30
rel ati Ons(ﬁf/abprated below) to another domain. Preferably, CKM credentials are shared only at the
20  (first) domain level, and thus should not be sent directly to members of another (second)
domain until a trusted relationship has been established. Once trust has been established,
however, the second domain maintains and distributes Imported Credentials using its own
methods and policies, and these imported credentials are stored in its members’ Security
Profiles 120 (elaborated below), as part of each of its members’ credentials 115. Once
25  distributed, members of the second domain may use the imported credentials to share
information with members of the first domain, but all members continue to be bound by the
policies and procedures of the domain in which they hold actual membership (i.e., their
LogOn Domain). When a PKI CA (Certificate Authority) 110 is included in this key
management architecture, a third-party authentication model is added to the overall trust
30 relationship. V
(b)  Untrusted Domain Relationships

An individual may be a member of several CKM domains regardless of whether the

domains have established a trust relationship. That is, two or more domains may grant



(b) Untrusted Domain Rel ati onships An individual nmay be a nenber of several
CKM domai ns regardl ess of whether the domains have established a trust

rel ati onaWOp2/15B@t is, two or nore donmmi ns may grant WO ORCT/BS@CR5730

PCT/ US01/ 25730 16 menbership i ndependently to the sane individual. In this
case, a PXa3 system sees the single individual as several nenbers-one for

each domain. In this type of untrusted i@l ati onship, the nenber can | ogon

to each donmin i ndependently, using separate security profiles for each

domai n, and possess, separ at redential. o] ess | [3 Lon _w.thin each
dorai . ShRbIRE SRRERRAAY o F SE° lndl &t o6 e b Ao bl Ty
125 pr oviig@siduls!sevehl ManBEEMRAL férGeagh Gsivhialo MR tHis &6 of ulinisfaughatiangdés,son
or persons may assune the responsibility of the domain authorit

) , many of
t he donmithe BghRer sanlogemmiorsagihdomeip independsatly, usyptcay ateReQuEY prquy}escfor ey
126 is a4 r i i LA Lk : mai n
aut hori tyd(o?%s ’ alﬂgg%% Sg’? e{revr%ng ésdgh?{ar‘]lls W%ﬁckgz%égfo%b%%rf%ﬁ@%ﬁgﬁ gcﬁngatﬁdonai n 100,
such &s domai n poli ci es,(cet c. TheDomaireAhticirite ahdFecinkity Qfficeent i nventi on,
one security offjicer 126 per, domain 100 is sufficient. A in, hority
125 (and, at aAQOMé?ff]‘iv e, I%Srfgoglgwpprlv%mape@m@%)a%ﬁ gg‘ﬁélﬁgﬁh e for
perform r,t.al } 0 j : ) e
Ebodi men R BB Ry Bl P PR BTG e O
security thé doman aiR®yitysBinstions mayddsmbnautdbattd0 AbSecpenf @ffimenipaine “fugler’dbwi ng

et on LN, S B B AR RS LN DOl

Mai ntignanfaeany@bid@s a dua@sth 109 st @dhialpolRiesetBE G e ntRYIGRST of e Prethens.
and to control information access to specific time 20 wi ndows); (c) Sets

pol i cy defventiog, ateseourity officer A2@penrdongtin 1 ¢kisPXERienyst e s usage, i ncl uding

cer ver - r osi derft SR &g T AR B RRfer LRSS BRL TR g 1T Rrealg ot

Wi Il recagppeforih@d a Sertad®buibstol@ninisirative taski 8¢5aFo ,@h ofd drBbdd@bnti 6f not
allowed to exist on a hard disk in unencrypted form en 25 brought into
RAM t he tBepresens iaienton, 4he demsain guitheribUEaS (gad/pssesutity offiesreliZf) satcvy pde@mainand

are nly, . h -nerform necessary operations.) In one
enboc}lgmsn]tdagog%géggﬂld§q{}g(f)cﬁ{&%%<fé%8% ows the critical cryptographic
functions of qa) culNamethedokbingind@ysatesdazdmiquicd2dmdig Vah@ (usdiihyi ng
signatures, to be tenporarily distributed to the nenber's client system
via a V\etﬁrwgél‘&plﬂlécf‘mﬁtlﬁﬂ§5that does not enploy hard tokens (e.g., smart

cards), thereRy)  Establishes and updates a number of Maintenance Values (used for revocation

of a member’s access permissions, and to control information access to specific time

20  windows);

(©) Sets policy defining the outer parameters of the PXa® system’s usage,

including whether security profiles are smart card (token)-resident, PXa> server-resident, or
soft token-resident. (One of ordinary skill in the art will recognize that a “soft token” is a
special ephemeral file that is not allowed to exist on a hard disk in unencrypted form. When

25  brought into RAM, the soft token’s various individual parts still remain encrypted, and are
only decrypted long enough to pérform necessary operations.) In one embodiment of PXa? a
soft token allows the critical cryptographic functions of calculating working keys, and
creating and verifying signatures, to be temporarily distributed to the member's client system
via a web-based technique that does not employ hard tokens (e.g., smart cards), thereby

30 minimizing performance problems at the server. Also, in a web-based eﬁvironment, the soft
token allows a member to continue to operate for a (domain-settable) short time period, even
though the network connection to the Internet server may have been disconnected (e.g., while

traveling on an airplane);



30 m nim zing performance problens at the server. Also, in a web-based
environnent, the soft token allows a nenber to continue to operate for a
(domai n- 0 v2Ad58) short time period, even though the net ROTASE@AICti on to
the Internet server may have been di sconnected (e.g., while traveling on
an airplane); WO 02/15530 PCT/US01/ 25730 17 (d) Establishes Credenti al

Cat egories (el aborated below), and may optionally digitally sign

rol e-based credentials 115 (al so el aborated below) within the credenti al

t i es, which d hi | | 3
Co furor i o (et LS CRaiUE FRBRARA CRbrki NG, oty BRI BRlogccoss
al gori t hnigigsigboR-baded Bderfiatloi (Also EfaboReddesel v awidhia aind ¢rgdongial

I dentification and Authentication data objects (elaborated below  that are
avai | abl &ajegorigfe wiisheara useddgy cReismbicallysprigelapembee aogessto HHMMFtoN; at or s,
t hr ough whi ch ed i i i . . Diigl at and

may optional l égj;i g?\gélﬁéﬁg %ﬁdg)rgan%éﬁn%{éé@%tgg ﬁ@%gg%ﬂ:%g?%tgﬂségﬂ%%ﬁrtg at ed

to initi alofidn;a menber into the PXa3 system (i) Registers and nay

optionally digitally sign CKM.enabled applications; (j) eat.es and

di stributes V‘%if)kgr Cﬁmqoaég'{réﬁééeﬁfg@aé@nﬂéfl% Z,e"Wf%t@l‘? IS subset
of credenty N 1 ihe rights and policies to be
enforcedrt%%lﬁ%é&eg%g)dg@it%iﬁ%r%‘%%é'rﬂtgglg&e?g a? ) Determines trust relationships
wi th ot her dorfg) ns.Regisdrs oekddongs and Phaf adreinitrBong ithro@gtowhich cicgientia$ eres t o

all credeptials, policy settings, and algorithm perm ssions established by
the dormi HSHAHAYr i ty 125 and available within the CKM domain 20 100. The

donmaiqg profil e(h?-30 Eﬂg&gnj{ 194 48 Snd Ry SpHBhANY S ARBIvaRd] MehWeship@ys and
mai nt enance val ue(s) (€l aborated be?lovy), and of her information identifying
t he donaiauthoizatidns réied\Pe iigatngrsmambevhiwche PXal166tanticl udes at | east one

(and usually sgver \Wor kgr oups 140, . Wor kgr o | u ) ers (or
smal | er wor kgr@ups%‘%ﬂ%@ra aﬂi“@&ﬁﬁéﬂnﬂgﬁdﬂ?@é{&% me?%ﬁ%pﬁﬁ%}lﬁ’ati on. In
one enbodi ment;)0of aCci2H@s asd Sik@TButedIrdiBERup Prifiils EldbotitEbdlbw))echidDddmeta0
paral |l el departnents, |ocations, projects, or other intuitive

or gani zatsubsgilof crederiigptsa perinaitied algprithmsging se dgliyang ralisies to paynfprred Wk gr oup
Adm riiSSt rs%%(?lﬁc workgroup; and
(k)  Determines trust relationships with other domains.
(d) The Domain Profile
A Domain Profile 130 refers to all credentials, policy settings, and algorithm
permissions established by the domain authority 125 and available within the CKM domain
20 100. The domain profile 130 also includes the domain’s name and value, the maintenance
value(s) (elaborated below), and other information identifying the domain.
2. The CKM Workgroups
A CKM domain 100 includes at least one (and usually several) Workgroups 140. A
workgroup clusters members (or smaller workgroups) based on common needs and rights to
25  information. In one embodiment of a PXa® system, workgroups 140 are established so as to
) parallel departments, locations, projects, or other intuitive organizational, topographical, or
logical subdivisions.
(a) The Workgroup Administrator
A Workgroup Administrator 145 (WA) typically manages the workgroups 140. The
30  responsibilities performed at this level may be by a person interacting with software, or they
may be automated in part or in full. In one embodiment, these responsibilities will include

the following:



A Workgroup Adm nistrator 145 (WA) typically nmanages the workgroups 140.
The 30 responsibilities perfornmed at this I evel may be by a person

i nteract W@ oISk software, or they nay be automated in pR€T/USO1/ASM0f ul | . I n
one enbodi ment, these responsibilities will include the follow ng: WO

02/ 15530 PCT/ US01/ 25730 18 (a) Refining policy settings (as allowed by the
DA) to provide further restrictions thad8 those originally granted to the
wor kgroup by the domain authority; (b) Registering individuals who becone

nb f K o igni f i al d
oot ons CUSRIRPRSHE sehes CRRUPRGRSY BUEIOR) b @by P FOF Bl B BT ooy
to individual thesalgisaRUrhityd B OE iWoeterb @ bpttdefonidantheligy) ; (d)

Assi gni ng, distributing and updating nenber security profiles to nenbers. A
PXa3 syst em(®hRegigenngidividuads whe becomeaneabers efibstvaksroupol i cy setti ngs,

and access ex i Ssi : I ' ' Lhut ed
by the wor k&@o%%@%ﬁ é%sﬁiég?%g %ﬁ%ayﬁhﬁﬁgggﬁ?ﬂaﬁ%t&%@? ?ﬂtﬂf‘rg@%? gr oup
Profilse 150 coprbfilen($urétlel defimedeheiava) te imdididasiorasbgraeeturiy paofiessuibldafihel f or

distribution to menbers 105 of a specific workgroup 140. It also includes
the policies l{fé‘?)@nni ng the workgroup's use of the PXa3 system Workgroup

profiles maygd find AR RNt A8 fn W e Gh QHP-rREQSH s t RSy domai n,
t her eby defin?ilﬁggSﬁ@%%g’Sﬁél@é%gl iag tug an needs’f o@miégg)h V\S/orkg$ oup 140 within
a domai n 100. APXwenystendmsabiows mdntbesmto recedadiradantialst padicydettiags) aad hbasss t y
125 creates workgrou ofjles 150. .3.. Th er . Security Profile Still
e er r§ BN pes uB Y he i pdis b # BROPG BY St VRbERiBs al gor i ¢ hm
accesy 2QinB8isHhisei ons, credentials 115, domain and nmai ntenance val ues, a

file header encrypting key, optional bionetric tenplates, and
domai n-speci fic policies(®)t heThe¢ yomikghonmBrdde perm ssions together with

the credenti al vi de a W th a.set.of. access perm ssion rights).
112" compan; or PPy iRt fofintdn oo R aEe BRI M PRI o
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rofile 120 | so
P c%omaqpr?%ut%oﬁty 125 creates workgroup profiles 150.

3. The Member Security Profile

Still referring to Figure 2, a member’s Security Profile 120 includes algorithm access

20  permissions, credentials 115, domain and maintenance values, a file header encrypting key,
optional biometric templates, and domain-specific policies (the algorithm access permissions
together with the credentials provide a member with a set of access permission rights). If a
companion PKI system is used, a "public" CKM membership key for each member ig
retained by the workgroup administrator 145 and is not posted for public use. The security

25  profile 120 may also include the "public" CKM membership keys of the domain authority
and workgroup administrator. The specific informational content of the security profile may
vary, depending upon the actual implementation of the present invention, and yet remain
within the scope of the present invention. For example, the security profile 120 may also
include one or more global and workgroup membership (individual) PXI private keys and

30  digital certificates used for encryption or signing in PXa’ and other cryptographic systems,
plus optional member biometric templates. (One of ordinary skill in the art will recognize
that a biometric template is a “shorthand” version of a biometric data file recorded by a

sensor. A template is much smaller than the originally recorded data file, yet is precise
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the menber's cldreRbmpMsSirEife dnldINRERF tHEH cdéBLIntERi0RXA Frentés | @Mokb9irRH Bley Pt
or decrypt abjects as he or she goes .about his or her daily business. 20
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obj ects, and the ne r must | aqg back [nto the PXa3 web_site 305 and
CZO ﬁt o}

1s soft token process glges a member the ability to operate for a period of time

without an Internet connection, since the soft token can perform all of the functions normally
performed by a smart card (a “hard token”). The length of this ephemeral time period is a
settable parameter selected by the domain authority 125 or other administrator, as is whether
or not a member is entitled to soft token usage. With this system, members can be authorized
25  for longer-lived soft token use when they are expected to be traveling or otherwise out of
touch with the Internet (“roaming™). Once the soft token times out, the system no longer will
_encrypt or decrypt objects, and the member must log back into the PXa® web site 305 and
authenticate him or herself at the next session in order to download another encrypted soft
token. Thus, in one embodiment of the present invention, a token synchronization module
30 160 requires each member to log in to the PXa® web site 305 periodically, so that his or her
smart card (or other form of token) can be synchronized with centrally maintained security

profiles 120. As mentioned above, in one embodiment, the form of a member’s security



aut henticate himor herself at the next session in order to downl oad

anot her encrypted soft token. Thus, in one enbodi nent of the present
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log in to the PXa3 web site 305 periodically, so that his or her smart
card (or other formof token) can be synchronized with centrally maintained
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a nmenber's security WO 02/15530 PCT/ US01/25730 20 profile 120 is
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(a) Donmi n Maintenance Values In one enbodi ment, each domain 100 has a

mai nt enarspecifiamiredovep£timed This tare-bised a@santantnhmgthed aHows (hel domaiimpgherdtrai n
mai nt enance val ue .i.ncl udes a.forward .maintenance .|l evel. and a bagkward-
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20 exceed the setting for the forward mai ntenance |evel. The forward

mai nt enarft@dpeing maipienanes vakiesdiup aBew thesysiem tedggerikerndd pesiodisally.

hori z@n- not hi ng for that, party ﬁmgi g&y ist in the system beyond
t hat Zl%oi nt intime. (b) %Errbeif)&;ééﬁ{%@nanc{eh alat}gésfsl Each domain nenber 105 is
al so pr ef er abl Iy oas shhodineut, MacibésmMRi100 daan arivalanee valbe tdfatedaons éxponds to

one or nore domai n val ues. Newln$nbers are given the domai.n's _current FM.
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independently, although the setting for the backward maintenance level may not generally

20  exceed the setting for the forward maintenance level. The forward maintenance level for the
domain should be thought of as the horizon—nothing for that particular domain may exist in
the system beyond that point in time.

(b) Member Maintenance Values
Each domain member 105 is also preferably assigned a Member Maintenance Value

25  that corresponds to one or more domain values. New members are given the domain’s
current FML. The FML and BML settings for an individual member may also be updated,
although these settings may not generally be greater than the domain maintenance value

settings.

30 B. The CKM Encryption Process
1. Basic Overview Of The Encryption Process
In the preferred embodiments of the present invention, the underlying CKM
technology used by PXa’ is a distributed cryptographic key management system adopted as



settings. 30 B. The CKM Encryption Process 1. Basic Overview O The
Encryption Process In the preferred enbodi nents of the present invention,

t he undem@onegss@KM t echnol ogy used by PXa3 is a distri bupetusonyasrasgr aphi c
key managenent system adopted as WO 02/ 15530 PCT/ USO01/ 25730 21 ANS
standard X9.69. Using the X9.69 ANSI standard, the preferred enbodi nents of
PXa3 construct a symetric key called 2he Wrking Key, used to encrypt a
data object. The CKM encryption process, shown in Figure 3, enploys three
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whi ch they are ‘al |l owed access. Thus, as nentioned abové for one set of

enmbodi merthgel the present invention, a menber's security profile 120

(mai nt ai ned wit.hin a Pxa3 nber .account .300) includes,the.maintenance
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generated anew each tine a data object 220 is_ encrypted, making the
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720 5, 3 5P S BR bR PRI B AR Lk SR 000 ™
af t er uselesdribeld absvd) sieuaintdnyndeaahra16dllowt precive eaediime coleril ypér abess to

pur poses, but only, by nbers with appropri.ate credentials. To segregate
access t dlatnfor shscklip laaglgerébil%r&rgera%ﬁgawef SR LRIV RS SQTTRIAONIIRG to

a fixed time period(s), during which they are allowed access. Thus, as mentioned above for
one set of embédiments of the present invention, a member’s security profile 120 (maintained
20  within a PXa® member account 300) includes the maintenance value 210.

The third value used to create a working key 200 is the pseudo-random value 215. A
pseudo-random value 215 is automatically generated anew each time a data object 220 is
encrypted, making the working key 200 a one-use key that is unique to each encrypted data
object 220. In one set of embodiments, the working key itself is not stored, but is created at

25  the beginning of the encryption process and discarded after use. It is subsequently recreated
when needed for decryption purposes, but only by members with appropriate credentials.

To segregate access to encrypted data objects among different groups of authorized
members, the pseudo-random value 215 is secured by encrypting it with another key, which
is assembled from specifically selected member credentials 225, referred to as Access

30  Permission Credentials. Using member credentials in such a manner defines the readership
for each encrypted data object: only those individuals having the access permission
credentials that were used to form a Credential Key 230 in the encryption process can decrypt

the pseudo-random value 215, which is necessary to create the working key needed to



menbers, the pseudo-random val ue 215 is secured by encrypting it with

anot her key, which is assenbled fromspecifically sel ected nenber

credenti V@ o2eB30referred to as Access 30 Perm ssion Credr@T/Uad1gs5730si ng
menber credentials in such a manner defines the readership for each
encrypted data object: only those individuals having the access perni ssion
credentials that were used to forma Crédential Key 230 in the encryption
process can decrypt the pseudo-random val ue 215, which is necessary to
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Details of the Encryption Process (a) The Wrking Key 20 One enbodi nent of
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above. The CKM g&)nbi ner 232 can acconplish this task in a variety of ways.
For exanpAtd,seeirsd By fhesPesific getorbRausseon aedsntigls #25n t he public 25 docunment,

Aneri can Nati onal Sj.andaﬁgrtflgtrl)a;&ﬂggﬂ anE‘E‘gIP{E{iSﬁ’Z\%&S 69- 1998, Framework

for Key Managenent Extensions, Americ ers soci ation, 1998. In one
enbodi nent of ‘ (a) The Working Key
20 One embodiment of the present invention utilizes a specialized function to generate

the working key (defined above) called the CKM Combiner 232. In this embodiment, the
role of the CKM combiner 232 is to create a working key from the domain, maintenance, and
pseudo-random values, as described above. The CKM combiner 232 can accomplish this
task in a variety of ways. For example, six different methods are described in the public
25  document, American National Standard for Financial Services, X9.69-1998, Framework for
Key Management Extensions, American Bankers Association, 1998. In one embodiment of
the present invention, the CKIM combiner 232 is obtained as a stand-alone software package
offered by TECSEC (CKM, Version 5.1). Thus, it is not necessary to know the specific
details of how the combiner function works in order to implement the various embodiments
30 of aPXa® system. '
As described above, the working key 200 is used to encrypt the actual data object 220,
In one set of embodiments of the present invention, the working key encryption process uses

a standardized triple DES (3DES) algorithm, although other algorithms may be used—for



t he present invention, the CKM conbiner 232 is obtained as a stand-al one
sof tware package offered by TECSEC (CKM Version 5.1). Thus, it is not
necessar W0 02/k¥saw t he specific details of how the conbi nRPETAUSNCASTIIN Wor kS
in order to inplement the various enbodi ments 30 of a PXa3 system As
descri bed above, the working key 200 is used to encrypt the actual data
obj ect 220. In one set of enbodinments 0?3 the present invention, the

wor ki ng key encryption process uses a standardized triple DES (3DES)
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based credentials can decrypt those data objects. A member with both sets has both read and
20  write access. This process results in other parameters that are also included in the member’s
security profile 120, and an additional level of assurance within the CKM combiner
functionality.
(b) The CKM Header
Still referring to Figure 3, a header file, called the CKM Header 235 (Figure 3), is
25  available to decrypt the encrypted data object 220 (and created during encryption). The CKM
header contains, among other things, the encrypted pseudo-random value 215 used in
constructing the working key 200. In one embodiment, the CKM header is itself encrypted
with a header key known to all members of a specific domain, so that the header file 235 for
every encrypted data object 220 may be read by all members of a workgroup belonging to
30 that domain. Note that the pseudo-random value 215 is not available to those without the
proper set of cryptographic read access permissions for a/l the credential categories originally

used in encrypting the data object.



header contains, anong other things, the encrypted pseudo-random val ue 215
used in constructing the working key 200. In one enbodi nent, the CKM
header i VOV¥&dsBo encrypted w th a header key known to al PCHER0IES3300f a
specific domain, so that the header file 235 for every encrypted data

obj ect 220 may be read by all nenbers of a workgroup belonging to 30 that
domai n. Note that the pseudo-random val & 215 is not available to those

wi t hout the proper set of cryptographic read access perm ssions for all
the credential categories originally wused in encrypting the data object.
WD 02/ 15530 PCT/ US01/ 25730 24 (c) The Object-Wthin-An-Cbject Encryption
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The object-within-an-object feature is convenient for several reasons:
(a) When different people need to be granted different access permissions to data
objects within a document or database, each unique data group (e.g., sections within a
business plan) can be designated as one data object, which is included within a higher-level
25  data object (the business plan). In this case, lower level data objects may be arranged within
a higher level data object in a parallel fashion;
(b)  When different transport mechanisms are used to move a data object, each
transport mechanism may “wrap” the data object it receives with its own set of credentials
(e.g., alocal police department message, encrypted under that department’s domain, then
30  wrapped by the FBI domain on the Intemet,'apd traveling over a State Department network,
which wraps it again with a State Department CKM credentialing and encrypting process);



(b) When different transport nechanisns are used to nove a data object,
each transport nechanismnmy "wap" the data object it receives with its
own set o¥ooredentials (e.g., a local police departnment PEBPYaQES7INCrypt ed
under that departnent's domain, then 30 wrapped by the FBI domain on the
Internet,  and traveling over a State Departnent network, which waps it
again with a State Departnent CKM crededbialing and encrypting process); WO
02/ 15530 PCT/ US01/ 25730 25 (c) Alternatively, data objects nay be
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access perm ssion credential set on behalf of a network user, the system
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perm ssion credepntials is securely transmjtted to the authorized network
user over™OHEu 1?13“%%%%6&9%&?%11&&@ @acaewaﬁmﬁi}%?reﬂm Ererhth on
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of a security profile in the formo}? a 25 vali %ardware or software token
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net wor k WhthedK could also include time and place (location). Once authenticated, a security profile
containing access permission credentials is securely transmitted to the authorized network
user over the public network, using any of a variety of known encryption methods (step 415).
Alternatively, the user may already be in possession of a security profile in the form of a
25  valid hardware or software token (Branch B). In this case, the user is automatically
authorized to decrypt the encrypted data object upon request for access (step 420). According
to this method, the encrypted data object may be transmitted over the public network without
having to target individually identified users (step 425).
(d) The Credentialing Process
30 The CKM X9.69 standard is used as an underlying encryption process in one
embodiment of the present invention. The CKM X9.69 encryption standard is superior to
other currently existing cryptosystems because it facilitates differentiated role-based access to

large collections of digital information. The encryption process may be initiated at the time



having to target individually identified users (step 425). (d) The

Credentialing Process 30 The CKM X9. 69 standard is used as an underl yi ng
encrypti ovopr/esess in one enbodi ment of the present i nveR€T/WR0Y/ZEA® CKM
X9.69 encryption standard is superior to other currently existing

cryptosystens because it facilitates differentiated rol e-based access to
| arge collections of digital informati o806 The encrypti on process may be
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15 As an illustration (and still referrlng to Figure 5), credential key
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S Di. Cl . wh
" Busi nos<oRbity Aol B8 BT bt i ph il SR BakERhE bshane 1 a1
cat egor i aBerbistd t&BRryme o8yt 88 p@eﬁidbxt@rhdbm aulde 2 GiRe. b key enbBiplishi ng"

and "Sales" are specific alternative credentials within a single category,
502. 20 THReSHol ean function is used to define the access perm ssion
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categories In € encry or ITH
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20  The Boolean function is used to define the access permission credentials 225 necessary to

form the credential key 230. All credential categories included at the encryption of the
information must be represented in the security profile 120 (Figure 2) of anyone wishing to
access that information (via decryption). If only one required credential category is not
represented, the unencrypted (plaintext) object will be inaccessible.
25 In one embodiment, a member’s credentials 115 (Figure 3) may be kept at the PXa’
web site 305 (Figure 2) and working keys 200 (Figure 3) may be generated at the web site
305 and securely transmitted to the member’s client system (e.g., personal computer, cellular
phone or wireless personal digital assistant), thereby reducing the size of the client
“footprint” at the member’s device and providing enhanced security, since the credentials 115
30  would never need to be transmitted to member systems.
Thus, one embodiment of the present invention presents a method for providing
decryption capabilities to a plurality of network users over a decentralized public network. In

this embodiment, shown in Figure 6, the system: (a) receives a request for access permission



305 and securely transmtted to the nenber's client system (e.g., personal
conputer, cellular phone or wireless personal digital assistant), thereby
reduci ngwoe2/sisae of the client "footprint" at the nmenbePCHUMEVISE® and
provi di ng enhanced security, since the credentials 115 30 woul d never need
to be transmtted to nenber systens. Thus, one enbodi nent of the present
i nvention presents a nethod for providi 8§ decryption capabilities to a
plurality of network users over a decentralized public network. In this
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system over a decentralized public network, so that users (both administrators and members)

may access and use the system from just about anywhere in the world. Since PXa?® operates
over a public network, its access management features provide improved methods of
authenticating users, thereby avoiding fraudulent or unauthorized access to the data and
25  information that is to be secured.
Thus, the present invention additionally contemplates a broader key management
strategy to include a configurable identification and authentication capability along with a
third party PKI trust authentication capability. (One of ordinary skill in the art will recognize
that the essential part of PKI is a certificate that includes a verifiable digital signature, which
30 isitself a mathematical hash of information that is then encrypted through an asymmetric
(public key) process.) In one embodiment of the present invention, as illustrated in Figure 2,

PKI authentication support is managed through either a smart card or a downloadable soft



strategy to include a configurable identification and authentication
capability along with a third party PKI trust authentication capability.
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Biometric authentication (further described below) depends upon the type of sensor
employed. For example, with BioID™ from DCS, a video camera and microphone are used
to measure static facial contours, voice recognition, and lip movement while speaking a
passphrase. Other biometric technologies rely on live scanning of fingers for fingerprint
25  verification. Authentication occurs when the biometric template 159 (Figure 2) (a
“shorthand” summary of the scanned data) is presented to a PXa® server for matching to the
template that was recorded when the user initially registered (a.£.a., “enrolled”) with the
workgroup administrator.
As described above, in one embodiment of the present invention, a workgroup
30  administrator 145 creates each member’s security profile 120. Among the data included in
each security profile 120 is the member’s identification (user ID). Preferably, a member 105

may not change the user ID supplied by the workgroup administrator 145. In one set of
embodiments, each time a data object 220 (Figure 3) is encrypted, the user ID of the member



tenpl ate that was recorded when the user initially registered (a.k.a.,
"enrolled') with the workgroup admnistrator. As described above, in one
enbodi mewo 01/135Be present invention, a workgroup 30 adm nPETNUSMARS7IM5
creates each nenber's security profile 120. Anong the data included in
each security profile 120 is the nenber's identification (user 1D).
Preferably, a nenber 105 nmay not chang@9the user ID supplied by the
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are possible: a static picture of the person’s face is taken and processed to recognize facial
20  characteristics, relative to a pre-registered template of the person’s face taken during
enrollment. In like fashion, the person’s voice speaking the pass-phrase is also transformed
into a template and compared to the enrollment template, as are the lip movements speaking
the pass-phrase (which are as unique as a fingerprint).
BioID™ technology thus provides three modes of recognition: Face, voice and lip
25 movement. This technology allows customers to select combinations from three different
modes of biometric authentication. One mode (e.g., voice recognition only) may be used for
most applications, because almost every computer system possesses a microphone. Two
modes may be used for higher assurance applications and for situations where one of the
modes is not operating properly due to a change in facial or voice characteristics. However, a
30 video camera peripheral is required. All three can be required for the highest assurance
applications.
In one aspect of the present invention, a PXa’ system may provide a simple form of

“one factor” authentication/security using a user ID and a password, while in a more
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video canera peripheral is required. Al BOthree can be required for the

hi ghest assurance applications. In one aspect of the present invention, a

PXa3 system. gvide.a siml.e f.0r f ,44 one fa r'

st hent 1 carmona Bl APy RetidBy pb@htonss ) BBt A asmordand mensyc e wo
02/ 15530 ypéahéteic@ithébil@flion Peocess) Bindit dsGaiRdecsppRdn, or 4 Nedwart(Rird) token.
authentication/security may use a password and an easy bionetric

aut hentication procdss, Rexosaten Obie@@bfééﬁjﬁﬁstl?%mlssﬁnsa har dwar e (har d)
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have the nmeans t°0 revoke a nenber''s access perm SSions. vocati on

refers tRepoeaamtrefegs DaEeshting acobeiol miteschyybred sabdegecuentevbeatioay dicat i on.
It does not refg to preventing access to material that has been_encrypted

0
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security‘ris rrant. a3 system preferably proVi e neans to
revoke a deeribelidudd be eessnlétepad ripsd hosesurifyihiske wiadtaft. r evocat i on net hods of

the preferred gdiments are |isted bel ow a) Profjle expiration limts
brovi de a1 ourk R BETED AFedeiaalb der ors UG TS dRfrdeke Setiber SHSes as
credifh CafepmiEsBhs. EMREPKa® AVoSRIOAhétHodd Sfthd Fi3felR eRiRfentd 48 YistEBYeloW: P! Y
not be renewed. (b) Updated mai ntenance val ues elimnate access to those

menbers not iral5 peSbesspuatiorf limite prayitetauiiag, periodiemethodnfeemadegval ues
can have backward ut.ility, so that. terial that., has.be encrypted with a
orovi ous ARkt Aksssnd b ol FAE g TRy SRRty PR GRE T2 SR o Suall
one. The gapBidot Betdmetviely 125 may choose to i ssue a new nai ntenance val ue

to some menbérs, and not give it to certain other menbers, thereby revoking
their access ®b fUdpdaicd mpipiomanseovalucs Glipnatoageese thase secmhers §otpR of i | e 120
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PXa3 syste security profiles 120 can be_cancel] ed or changed at any tine

wi th vi r tYarIgperthsgiedoace fhe omageeionitn {2 pel chorse &xjsFiea P meimienanes t s

set 1nto @Afye to some members, and not give it to certain other members, thereby revoking their
access to future information. »

20 (©) A member’s security profile 120 may be turned off or modified at the PXa’
web site 305 by an administrator (125, 125 and/or 145), such that the next time that member
logs in, his or her ability to use the system may be constrained or terminated.

Thus, in a PXa® system, security profiles 120 can be cancelled or changed at any time
with virtually immediate effect, depending upon the expiration time limits set into an

25  individual member’s security profile. Furthermore, as members 105 connect to the PXa® web
site 305 to use their security profiles 120 to access old con‘tent or create new content, their
credentials 115 can be changed from the last access. This facility is particularly useful in
responding to—or in preventing—certain security attacks by outsiders and/or former
members, since all a workgroup administrator 145 must do to forestall such attacks is cancel

30 arogue member’s security profile. This is a more difficult problem for smart card-based
systems without PXa?, since a rogue member could conceivably continue accessing encrypted

data up until the security profile on the card finally times out.



25 individual nenber's security profile. Furthernore, as nmenbers 105
connect to the PXa3 web site 305 to use their security profiles 120 to
access olwoeyntsent or create new content, their credenti BCBUSMRSCIN be
changed fromthe | ast access. This facility is particularly useful in
responding to-or in preventing-certain security attacks by outsiders and/or
former nenbers, since all a workgroup &lnmi nistrator 145 nust do to
forestall such attacks is cancel 30 a rogue nenber's security profile. This
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up until donfigeaton bf ¥ PRaDEistedn Buithe deriled béloalih ¥edtomds out. WO 02/ 15530
PCT/ US01/ 25730 31 To enbody the above-described capabilities of the
present invention, one exenplary configuration of a PXa3 systemis further

det ai | ed bel owyin 3 . ?‘%a{ Application Exanples 5 1.
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nmor ph 5t oget her i ntd.t he Comtent ¥edingr net, a nunber of new applications are
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consuners. 10 Al though there are many different nt” and many
di f f er entreqanngnit-icemany discdndioneesyritphayeds dowith whdingdosentremusici Videst r at e

t he concept,.. sic clubs.,Consider .a nmedia, giant .in the entertai nnment
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di gi tigl | AkSIFRHRO aRURSHS diffbieRityp6d of GRfent Shdnbhy GRSt cGRRIHARE of
custonmers in a nodern version of "a nmusic club. A’'consumer would sign up to
becone a cPBsyrBeB.ne pB8Mple showld sesvaripilbistrath shedomseptcmbsiagbibs. section of the

Venber shi p . - TRt i BB teertRucilbpdififs afurtor SRR ARl o

nmusi ¢ tr ackahts aaoeer d Mireberel dhaiakihfgalados basslistedn deiBEaY ndRhs 8f coMsibess
web systemany tinme he wants to play it for his |listening pleasure.
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as he wanftigyrel2uthiheonspmkednismbehbdSyeduld have a PXa®> member account 300 and
20  appropriate credentials 115 for his section of the club (domain 100), along with downloaded
PXa® member client application software 850 for his "player devices." The music would be
encrypted with the appropriate credentials. Thus, he could listen to any of the club's
"classical gold" library anytime he wanted, but could record none of it.
Another model would allow him to download any music track he wanted for storage
25  inhis personal computer and replay it as many times as he wants, but he would be charged a
fee (e.g., $1.00) for each track. In this model, the downloading device (personal computer)
preferably has a large memory and a serial bus connection (e.g., a Universal Serial Bus
cable), for downloading tracks into portable devices (e.g., a portable digital player) to and
from the personal computer.
30 In the above examples, the content vendor distributes music (i.e., data files 220,
Figure 3) to paid subscribers (i.e., members 105, Figure 2). There are many other types of
content, however, that can be sold with this same type of PXa® security service to wired and

wireless web consumer groups. Another example is location-specific information, such as



fee (e.g., $1.00) for each track. In this nodel, the downl oadi ng device
(personal conputer) preferably has a |large nenory and a serial bus
connecti o0 (®1%3Q a Uni versal Serial Bus cable), for downCDadIwR§730r acks
into portable devices (e.g., a portable digital player) to and fromthe
personal conputer. 30 In the above exanples, the content vendor distributes
music (i.e., data files 220, Figure 3) X0 paid subscribers (i.e., nenbers
105, Figure 2): There are nmany other types of content, however, that can
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subscription categories, though not exhaustive by any neans; m ght include:
General News Speeeral Ngwiserest news (e.g., fly fishing) Sports (news and

pl ay-by-play c g I i aIq ne services 10 Location-specific
traffic, weat hgﬁj‘?&%g@%{eﬁgﬁgﬁe@%’n o) S%gﬁect ory listings Mobile

entertai nment Qpoisd @ews aaéplagdygsiay vovdesge) | otteri es/ gam ng,) Mbile
ticketing Mbile nedical records 15 Field force automati on Mobile supply
chai n nmanagenefinangial Ry & §€rvicghdi ng appl i cation of PXa3 is different from

cust op@gry PXﬁLEQz[tBWs@E&ﬁcitﬂaffﬁ:r WRLHEN a{qﬁ{e}g&%@ﬂfe applications, in that it

is designed to be nore restrictive 1A manner in which the content is
di stributed. Fbireetogyipstergs20 (a) nmenbers 105 typically only decrypt content
220 they retri Jroma web site 305 or are sent vig emnil; (b) nmenbers
105 typi cal Iy MebilgcalEament (hisic viHed s Bdeds QUSERVEABER)  por cei vi ng
only that whenpidigi tdRumigoad a piece of content, they need sinply click on
a command or a file icon and the file becones available in the nornal

pl ai nt ext (uneinbylptesdlical records

15 Field force automation
Mobile supply chain management
The content vending application of PXa® is different from customary PXa’ corporate
information management applications, in that it is designed to be more restrictive in the
manner in which the content is distributed. For example:
20 (a) members 105 typically only decrypt content 220 they retrieve from a web site
305 or are sent via email;
(b)  members 105 typically are unaware of the underlying PXa® technology,
perceiving only that when they download a piece of content, they need simply click on a
command or a file icon and the file becomes available in the normal plaintext (unencrypted)
25  manner;
(c) such content vending systems typically would not use PXIJ, because digital
signatures are not required.
Thus, the present invention provides a method and apparatus for distributing digital
content over a decentralized public network, such as the Internet, to individual network users
30  who subscribe to a content vendor service.
2. Controlling Access To A Secured System
The basic structure of a PXa® system is well suited towards applications, such as the

content vending application described above, in which the object to be secured is a computer-



25 manner; (c) such content vending systens typically would not use PKI,
because digital signatures are not required. Thus, the present invention
provi des veOonp1358@ and apparatus for distributing digital PCOUS&mS7IVer a
decentral i zed public network, such as the Internet, to individual network
users 30 who subscribe to a content vendor service. 2. Controlling Access
To A Secured System The basic structure3df a PXa3 systemis well suited
t owar ds applications, such as the content vending application described
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i nventi one, oRé Qf Y, glgcted portions of the system (step 720). Again, the order in which any of
these steps occur is not important, and may be modified. For example, the access categories

20  may be established and users therein defined prior to selecting portions of the system.

E. PXa® Architectural Considerations For Web-Based Security Management
Applications
Implementing the above-described embodiments of the present invention, a preferred
25  PXa’ system design is based on a client—server architecture networked across the Internet
using HTTPS to support both browser-connected administration (for the domain and
workgroup administrators) and local client applications (for each member, as well as for the
administrators).
1. System Configuration and Higher Level Design
30 Figure 8 shows the preferred model architecture for a PXa® server system 800
operating a PXa® web site 305 (Figure 2) and adaptable to all of the above-described
embodiments of the present invention. The server system 800 comprises at least one PXa®

web server 801, an application server 803, at least one database server 810, and a token



25 PXa3 systemdesign is based on a client-server architecture networked
across the Internet wusing HITPS to support both browser-connected

admi ni st ma@ bS5 or t he domain and wor kgroup adm ni strat BEFUS@r$7ioocal
client applications (for each nenber, as well as for the admnistrators).
1. System Configuration and H gher Level Design 30 Figure 8 shows the
preferred nodel architecture for a PXa338erver system 800 operating a PXa3
web site 305 (Figure 2) and adaptable to all of the above-described
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and/ or workgroup
PXa’ domain administrators (i.e., security officer 126 (Figure 2), the domain authority 125

20  (Figure 2) and workgroup administrators 145 (Figure 2)) to perform their functions via a
commercial web browser 831. Via this web browser 831, PXa® server system 800 allows
user credentials 115 (Figure 2) to be created and stored as part of a security profile 120
(Figure 2) and member token 122 by the domain authority 125 (Figure 2) and/or workgroup
administrators 145 (Figure 2) via the decentralized public network of the Internet 330, from

25  anywhere in the world. Server administrators 830 also perform their system maintenance
tasks 311 (Figure 2) via a commercial web browser 832.

Still referring to Figure 8, the PXa® server system 800 further includes an Internet
accessible token interface 825 for retrieval of member tokens 122 from the database 810. In
the preferred embodiments, member tokens 122 are retrieved from the secure central storage

30  of database 810 to users’ local systems (either administrator or member) via a secure delivery
channel using SSL/HTTPS protocol. .
The security profiles 120 (Figure 2) and related member tokens 122 are stored in a

secure central server database 810 and are only accessible by users with proper member



adm ni strators 145 (Figure 2) via the decentralized public network of the
Internet 330, from 25 anywhere in the world. Server admnistrators 830 al so
perform We@n2/15$96t em mai nt enance tasks 311 (Figure 2) viBCHUS@m$eIci al web
browser 832. Still referring to Figure 8, the PXa3 server system 800
further includes an Internet accessible token interface 825 for retrieval
of menber tokens 122 fromthe database 8i0. In the preferred enbodi nents,
menber tokens 122 are retrieved fromthe secure central storage 30 of
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2) (e.g.; setting security policy or billing re rements The auxiliary
nodul es dpectiomal modules are modules responsible for the automatic token generation and retrieval

20  features described above; the auxiliary modules provide further functionality that is assistant
to the basic functionality and/or configurable by the PXa® security officer 126 (Figure 2)
(e.g., setting security policy or billing requirements). The auxiliary modules are non-
interactive and therefore transparent to the system users.

As shown in Figure 9, the basic modules in the PXa® application server 805 include:

25  (a) amember access and token retrieval module 930; (b) a domain administration access
module 935; and (c) a server administration module 940.

All communications between the different modules, should they happen over a public
network, must be secured, regardless of whether they take place over the Internet or inside an
intranet. For example, domain access control information must be included in information

30  passed over module boundaries, so that each module does not have to independently verify
domain information. Hence, the preferred embodiments use SSL (TLS) for securing such

intermodule communication purposes. If SSL/TLS is not possible for any reason, a



interactive and therefore transparent to the systemusers. As shown in
Figure 9, the basic nodules in the PXa3 application server 805 include: 25
(a) a nembep2/sssess and token retrieval nodule 930; (b) aPdDEEINRS730

adm ni stration access nodule 935; and (c) a server adm nistration nodul e
940. Al conmmuni cations between the different nodul es, should they happen
over a public network, nust be secured36regardl ess of whether they take

pl ace over the Internet or inside an intranet. For exanple, domain access

control information nust he included in infaormati on 30 passed qver dul e
boundar i ¢¥SIORFRPTYRLEMHS B e devepe a@@lef qut%aﬁw@%a’@weg 1 Jfe e
domai n i nf QBﬁ?etr's@lﬂtioﬁ"ﬁ%?nestabﬁld%ﬁ@éﬁ{rés%ﬁts%rmglg' HaPaltsfatel (TLS) for

securing suc I nt er modul e conmuni cati on purposes. |f SSL/TLS is not

possi bl e for dnypddidiasdn ensurt\@a@iurs 580riRGC HoWB019epBAGON nSKls debe tnplzmented
encryption_sche nmust vel oped. Ot her protocols be used in the
Future | VRS BRARI. Sorslf it pntntedm e sy B Statip she. Btra

al t er pat ine@recdsBarddsl hhv Qi ffefet WOIS b cABNsTHMNS @6dHss fddule BRIndIvGERR HShbRBE
needs to be inplenented wthin nodules, as well as for communications
anong nodaltesatively, ittreaxke susheiceids énplemenhgoman gecenvewtrohnging an Agoess

di fferentCon lﬁpsptgiA(‘@ﬁ,i)ons for the access nodul es of individual domains
(alternatively, It “may ‘be sufficient to inplenment domain access control

usi ng an Accessméanthedhrek bsdic nodides [930A038)and b20), thedBstaasi ftivald itescy 930,
935, and 940), .the first two actively interact wth a client systema
comuni c d¥ithoh cligng s dep—raconyayEeaion Hieleerlds therefargagedsd foneagh of lipsq bvo
nodul;gs. hi h [5Tcg WAl 1 du -5y for
a3 Doy Ja I R b e A B DR IR, e P2 5B e
940 may isstmbuctmfizustion aad aesisledloetisgpu@osead Mhiviraddidé Pohmiap iielidecewetor
alternatively, server adm nistration tasks 311 (Figure. 2) can be executed

on an adf°FissiPlesepter sdmgsiration ipiktacs, ot Aieradively, %f‘évqrﬁtisl.ini)eq&)tiovﬁésksééi c
Functi Onggi%%')lc%ﬁb%%x ed\BIRELIAREESRrRNGkal QKGR s L&Y lschfQ“' e. This

nodul e 9 es nenber access and token retrieval reqtiests. Menber
access to the database 810 oddurs The BasiéiFanctiquend Mddulesdesi gned cl i ent

syst archite re,. further el aborated |.o ln.the preferre
enbodinents. ik ithsr s ef SRRRORe o ittt ThiteReRledsPuailes membns
whi ch ensidE®s afd RReAr&HSvA) BRf@bitat Membef adckisa¥ahd ataface Mmefaeu&qmb%?ﬁ aon the
PXa3 systemi s client side (both 20 adm nistrators and nenbers). I'n the

pr ef er r edpesitibdastgned clie systemiaechitgetyess Surthed elabmeted below. elncthe prsflrted 930

performs etm %d{rgér{tg%en&c{eﬂgl%glp?o dcol for member token retrieval is HTTPS, which ensures a

seamless penetration of firewalls and proxy servers on the PXa® system’s client side (both
- 20 administrators and members).
In the preferred embodiments, the member access and token retrieval module 930
performs the following functions:
1) receives client login and token-retrieval requests;
2) checks and verifies domain information, if multiple domains are supported;
25 3) checks the authentication specification for individual users, and if more information is
needed, asks the client to supplement;
4) conveys client requests to the authentication module (further described below);
5) verifies the return from the authentication module;
6) if authentication is successful, retrieves the requested member token 122 (Figure 8)
30 from the secure database storage 810, and returns the member token to the requesting
client using a secure delivery channel, using, e.g., SSL/HTTPS;
7) if authentication fails, returns a generic failure message to the requesting client (to

minimize information a hacker might receive during a hacking mission, a non-



1) receives client login and token-retrieval requests; 2) checks and
verifies domain information, if nultiple domains are supported; 25 3)
checks t wmeoauidsenti cati on specification for individual useeEUS@r$7iof nore
information is needed, asks the client to supplenent; 4) conveys client
requests to the authentication nodule (further described below); 5)
verifies the return fromthe authenticaBVon nodule; 6) if authentication is
successful, retrieves the requested nenber token 122 (Figure 8) 30 from

eauesting ol BRETRPRya e toradtt plefat o Al RulER R RER ekl gt s

7) if aut hentltﬁabm@a) faﬁdﬂ s, returns a generic failure message to t he
requesting client (to mnimze information a hacker mght receive during a
hacki ng m s$§) dﬁqueétSHb%HmtmﬂﬁpsﬁlnB@qgwawmwduwom plbpspringfu] gygnts
failure nessa I ures regardl ess of
t he cause); g@ B?hr%%&h{]gdﬂ} %Sﬁgllr]# brl @%@%’ 1:f?cgnlgIlf oégl ng service nodul e
to log all mneadnshgildibe emphratsszedftlmt thds likti of functiodaltredqrensanicssis aocmednt @ be and
system nonj tori use. I should be enpha5|zed that, this |ist of

funct i onaﬁlthP’é’éi]ﬁﬁl‘%é r?t'f§°1in§ e henis it e BADIS MR e e fBRctiondbpl et e;

the list i 1{:@1?6?1%&' E{e rgé%%gg‘Jﬂdft?fkérrrth‘Stn%él'lﬁ?éﬂ@Ct' onal requirenents of

t he nenber access an nretrieva so in the preferred
enbodi nent s, nﬁhbéxﬂaquﬂ%se@aNbb@k&nm;Emnmewaxmwandaﬂdhednnwﬂasmﬁﬁhﬂdhass

. In.oth ds, the P | 5 d t k
i ront oSl atttheR otheidnerds i BR S &osy ot B8 fes ol Bretns 6B 152
(on tive ajhed whahsmehiber mlgﬁ-e‘gyfeqﬁbgtw%ne%fb@r ) ww@r&heeﬁeﬂﬂandmmht

decide to keep a state for 1tS own use, but hat state need not be
co nveyed k%2 tthempec g enidS0d Figures2ragndndy )mlghx @p@fzécb ke piiate denitseovronse; bt

nmenmber S and token retr e 930 has a | east two benefits.
Fret, o EoTuf Bt B BR il A e PR b & 84N 2a-scal abl e The ontire 15
sessi on of an A Reholésd wadcelBIdTeF the nR@eIRS ScabfladdsRéh fetidvaEMaliule®30 hgdati re no
nore than two rounds of exchange between the PXa3 nenber client 850

(Fi gur es Ipashino banefisidFirsher siotalyss mreperare isyrare aifpoont e saalable) The aadiraidi ng
the ipnit '%Lsﬁ‘r'n%ﬂ“ﬁﬂhhﬁz?&da?ﬁw %%Pgacé%bg a&dﬁ@&% fgﬁ'}/evglem?)( fe 'uQQ Wb L0 Rer of

concurren er accesses O a Sin server IS I'n contrast to

t he case mﬁnMﬁdXDMgabemNﬁaﬁG:l&SEXa%dnﬁbbrrdhqmﬂ sses(ngusssgmrfdl Idaahd thermdes’ of
rounds of 20 exchan e betwe n the admpistrator's client systemand the

server sySTeRFYYem 880 fijerre ing the, mitiR) eHREntcatign ouds bEdhae mayhege
nurmber  of ;; eORECHH hﬁﬁbe@@@oﬂbﬁé@h{%ﬁl@? EERSRS to £YURRIMIEP s@ver (this is in contrast

to the case of administrator access, which requires a significant number of rounds of

20  exchange between the administrator’s client system and the server system in a single session,
but normally does not have a large number of concurrent administrator accesses, even when a
single server serves multiple domains). By using a stateless procedure to the member access
and token retrieval module, the PXa® server system 800 (Figure 8) is relieved from the burden
of keeping states for each PXa®> member client 850 (Figures 2 and 11). In particular, when

25 using a J2EE archjtecture,. stateless session beans have much better performance and
scalability than their stateful counterparts, since all instances of a stateless session bean are
identical and can be pooled.

The second benefit of using a stateless approach for the member access and token
retrieval module derives from the fact that the code logic for both the client side and server

30 side is simpler. This is especially true for the server side code, since the stateless approach
can follow a pure client-server model—the information that is contained in each client
request is sufficient for the server to process that request and to make a response. On the

client code side, the client-server communications will still follow the HTTPS protocol, but



single server serves nultiple domains). By using a statel ess procedure to
the nmenber access and token retrieval nodule, the PXa3 server system 800
(Figure 8Y0nw13sed i eved fromthe burden of keeping stat esP€DUSEZSM0PXa3
menber client 850 (Figures 2 and 11). In particular, when 25 using a J2EE
architecture, statel ess session beans have nuch better performance and
scalability than their stateful counterpérts, since all instances of a

st at el ess session bean are identical and can be pool ed. The second benefit
of using st at el g S, .a g%gﬁ % A ng ess and ho rq;rle aI
modul e qeregil P Bt AL MR 3P bRE e teg B EeRim e ke fQompkhott

and servebde30 side is sinpler. This is especially true for the server S|de
code, since the stateless approach can follow a pure client-server
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On the cliren server “comruhl cati ons
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states ar mai nt ai n no sessi Q racki ng mechani sm need be |nplenented in
the codéhe E?qussrtﬂkgwilem H§teany neseﬁe{)wbﬁnﬁampnﬁﬁ TRsEASeThR ft“&?ﬁ“"é‘?ﬁ@%‘t@nof
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so that if 'no response 5 particular servef I's receive , from
dat abase dteot mguesdlad smdsha statas friexsage prethie ctlewf aftérmpresechaumberiod sibiengtsdias ent
systemis notifje g with an a rjiate nmessage. The tinmeout nechanism is
preferablstifeﬂr‘?é\ﬁh 13‘3630511’58%% 5}5?13 er the first few tinmeouts, the server

retrigs to fulfhicht fe?@red@nh%&lmérﬁ@l@ﬁ‘eg&ém%%c‘éé‘é@Q%d%l&h@&tﬁ%vm%@joo the
client; after a preset nupber of tinmeouts has been reached, an error

message i¢nyawricatgowith Pt)ﬁaenmné)feedmds W&Bunmr& and ) doliemibe i nasotess scessl
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result, tie c@t@hﬂhﬁiau@ﬂi'lﬁit@&ac@ﬁs d:lfﬁéir BITEM V16 of JSHEMRE KTHeGhembdccess and
connunlcatlon interface is either HITP servlets or JSP pages. The menber

ac c es s an’fG e whigyal modpleV30 weskiscambsselywatkibe ?é@nﬂ@ﬁ@ley chgng thIWéU(PXa3
{.
C| : e %}resai) Qﬁd 1h'ﬁ@op, tﬁe 9&5&@ Bl t%{gglcé' ?{%% | A5H8 V\i) lgﬁeg r}nélnfi\a lfl%ﬁ

(e. Q. op, 'S per sonal’
di gi t al a@&el@i@ﬁrsonelt digital amﬁ:amr e89nThé preeéﬁtumrenaaméneb@aaﬂy Yuppoppdaied and
upgr aded. gé%’c@%rtlcular shoul d any de_of .t he PXa3 appllcatlon server

805 t ake W In prtiqwhar showld pny %P@tlﬁ?q of thePXat gpnlisaianscever 8054aks Plase,
earlier VE3bRRSvef 1stspﬁ ablsAs ¢ %%ﬁcaf%ftﬁﬂie%aﬂ@%eﬁloh@ REaRPe rmeélbber

communi cati1 on protocol therefore 1ncludes a version negotiatio

nmechani s mgliestsc T hekEentbaclenaotmooivpton piokacobythemfodseénaled as tagiersish ndgbhaation

dr amai: lge&amsm such that backward compatibility can be maintained. When dramatic protocol
changes occur and client/server compatibility is no longer possible, the application server
notifies the client system of the status, and the client system then prompts the user with
enough information to update his client. It is therefore important that the communication
protocol be defined in such a way that it is extensible, so that if in the future more

25  functionality is required of this module, the protocol can be extended without affecting

backward compatibility.

(b) The Domain Administration Access Module. This module 935 handles domain
authority and workgroup administrator access and administration requests. In the preferred
embodiments, the domain administration (“DA”) access module 935 uses a web browser to

30  provide communication between the administrators (125, 126, and 140, Figure 2) and the

PXa’® server system 800 (Figure 8) to perform various domain and workgroup administration

tasks. In the preferred embodiments, both Microsoft Internet Explorer and Netscape



changes occur and client/server conpatibility is no |onger possible, the
application server notifies the client systemof the status, and the
client syw@emishen pronpts the user with enough informtPOVUS@/25piat e hi s
client. It is therefore inportant that the conmunication protocol be
defined in such a way that it is extensible, so that if in the future nore
25 functionality is required of this nod®l e, the protocol can be extended
wi t hout affecting backward conpatibility. (b) The Domai n Adm nistration
Access ... Thi | e 5 | onmi n uthority, a r kgroup
i i st rt dagedlt SRR CRRRGA0PE, B2 SRTR oo 8¢ b nd Rt 1PN

enbodi merfuctidnee domai n adm ni stration ("DA") access nodul e 935 uses a web
browser to 30 provide communi cation between the adm nistrators (125, 126,
and 140, Fi lrtecayesghgnitlpgin reqiesisser ver system 800 (Figure 8) to perform
vari ous dongi I LM Strati : rred
embodi ment 52 RSP SAER BTl Rhith BhubER e S SrliTE) 15550
PCT/ US01/ 2538Cched& aithentjedtion specficatipp dort iadividdabd@nahlayihotities 24, #ac@ss
nodul e perforns_the followng functjons: 1) recejves client |ogin
requests; 2) cREEREIN nFededs pks Reenhsystsrblos PPISAEs f nul tipl e domai ns
are_suppor t afliconveys HIRGEGUARLD A dgRhlioRiohRAGIALCal i on for i ndi vi dual
domain authorities and, if nore information 1s needed, asks the client
system t o s@ppresifienthe rafurc Homdhs aghéndicatioregoddes to the authentication

nodul e; 5) .verifies.the return om t he aut henticatiaon nodule: 6) if
nut hent i oo £bt pehiceiEy i eleunl S bhs Bl Rt ARaBRL Saiettlibier,
def aulpt page, wHde WoBHEst® a@RhistaBbh AR Ni stration tasks; 7) for any
subsequent requests, calls the authentication nodule to verify the
aut henticity) lor amhabsegygeisequastieealisithe afthendigaticremadilp envérds thecantlngicity i s

i shed f f d i hqr | h I d
nare furt nero duRATREAERDe BERVAT Sl o PR BB PGl e P

relation to thebpiq@utasguesisatier a ihasabyidayehanog@dan af! ftRerRediveg for the
domai n authority access session, providing enhanced security; 9) if

necessary, up @¥); dat abase (all adm nistration functions are preferably
trangacti on j r nl - action
e g N e L R e G s
appl i cat i ons) ;st&@ mbohine forrthe dsmainyapthoeindsccasstsedsion, pfeading Bulia@cebsiutity; t he

token generator. 815 (Figyre or o . .
g 8) if necessaty, u%gates ggtabase (all administration functions are preferably transaction

based using, for example, a technology called Java Transaction Service (“JTS”),
which provides a transaction management service to J2EE applications);
20 10) if necessary, sends a token creation request to the token generator 815 (Figure 8) or
updates the token crqation queue (described in further detail below);
11) performs transaction management, both within an Entity Java Bean (“EJB”)
framework 936 (Figure 9)and in relation to session tracking and state management;
12) if authentication fails, returns a generic failure message to the client system (to
25 minimize information a hacker might receive during a hacking mission; a non-
differentiating failure message is preferred for all authentication failures, regardless of
the cause);
13) requests the monitoring/reporting/logging service module to log all meaningful events
for billing, access control, and system monitoring use;
30 14) terminates the session upon request from a domain administrator, or if the session has

timed-out; and



updates the token creation queue (described in further detail below); 11)
performs transacti on managenent, both within an Entity Java Bean CUB")
framewor WQ85155B0 gure 9)and in relation to session tracki POT/ARU/2U3t e
managenent; 12) if authentication fails, returns a generic failure nessage
to the client system (to 25 mnimze informati on a hacker m ght receive
during a hacking mssion; a non- differéttiating failure nessage is
preferred for all aut henti cation fail ures regardl ess of t he cause); 13)

requests th ni,t or.in epartin serwce to l.og,all
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30 14) term nalufentiéeion BEILSUCERAS p"r&ﬁ $ﬁe {oWith adﬁéma t@mﬁ’f Rirk At Or, or
if the session has tined-out; an 2/ 15530 PCT/ US01/ 2573 40 15) if a

domai n adni ni %ﬁ@?b@omﬁlnﬁﬁ@l@ﬁh@mﬁﬁsﬁlﬂ}’sloﬁqueﬂmﬂy | ogged on, and only if
the authentic e tellin
hi m t hat anot%t‘!Vl (tjlgn@an%%&% %%%%ggﬁd O%R%%at(lagg)n %563'0"‘515 pld&(t)g&%%gw th theg

menbes acogmsunidatioho©Re mhis @ioduk\snd SSDQHE@PS}BEase@kd erBuiesRtwmBer ver
comuni cations for this npdule are SSL (HTTPS) based.to ensure securlt In
general , domauIH egRRTRInlempiaagrinisis@ei sepyriyroffiesr (doxﬂ&wthpramanémr&gmand

wor kgr OU%dJrﬁ% tdﬁﬁés%)e t(fjﬁlgirﬁaﬁnﬁglﬁ%ﬁl%e%{ltgtgga d%?ﬁﬁt'aﬂl R&GH dat, POl T Cy,

mai ntai n e (including ne access perm ssion
credenti a(im_)udmgknbmbexrm&is endecdees pdroksivs. crédentifile) prdeth ere'amimembadbmm s

token creatio |s a bat cess, whi ch enhances .t he 10 ilit

the PXa3 syst he@@%ﬁ@@ﬁﬂf%ﬁgﬁﬂ?% tokgn Cfe@R%lsgael??é%Rrps?fs a

accorml i Ssbﬁgbﬂh& & tB@FXW %%fb% ak @ EhRrPin Iﬁﬁ%%ﬁo‘i’ceﬁ‘@%éf‘ﬁ?&n 1s Efe@éfhls e PXa3
application server The token generator 815 i's itself partitioned into

two nodulassomplishedkbn ab@kmegenmwr 83} separ@iend egah frpmahe B&a 8iplication geimeer

Dvai | abl S5 dRaATeD g ORT SRl artoRed ife bremonescafen SRERGIE R
15 in fur€ier oRet fokideeB PRV, Inthé plfdritd chitfodiherdtMhdioReplovidRr istiGuddiMntaoken

provider 817, a nenber token file-including member account i nformati on,

whi ch i s copeesreiply pyailehte prodict FellsddZKMrpereionrd: kioffsreddty TE«@SWeéémheSCl’lbed
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and stored and/or tran apon el guest e user. ati ng

the DA aanesberneicil fle-93hcliding et} addoan 1hfbi’mhﬂ&ﬁ wigenBrspedific ﬁﬂiﬁe 20
(Figure 8), data access via the DA access nodule js transaction based, and
mul ti pl e PaRiswdalimplemeatation o€ hemueseheinpmtioned sonams e membars sRaaLy

Al ternat iyefik. ik BEreBARSRSR and then stored and/or transmitted upon request by the user.
By separating the DA access module 935 (Figure 9) from the token generator 815

20  (Figure 8), data access via the DA access module is transaction based, and multiple
concurrent accesses to the DA access module are allowed. Alternatively, the DA access
module 935 and token generator 815 can be combined into a single module. By making the
data accesses transaction based, domain authorities and workgroup administrators may access
the database 810 concurrently with member accesses.

25 Unlike the member access and token retrieval module, one embodiment of the PXa>
server keeps a state for each domain administrator access session (i.e., implements a
“stateful” procedure for each access session). One reason for this difference arises from the
fact that (a) a domain administrator access session may require multiple rounds of client-
server exchange; and (b) the number of concurrent accesses is relatively small, even in the

30  case of a single server serving multiple domains. Here, a stateful approach has the following
advantages:

1. Because of the relatively small number of concurrent domain administrator

access sessions, the relief of the PXa® server (and the client, which in this case is a web



nodul e 935 and t oken generator 815 can be conbined into a single nodule. By
maki ng the data accesses transaction based, domain authorities and

wor kgr oupv@dm et rat ors may access the database 810 coneOT/USASy30W t h
menber accesses. ‘25 Unli ke the nmenber access and token retrieval nodul e,
one enbodi nent of the PXa3 server keeps a state for each domain

admi ni strator access session (i.e., inpHénments a "stateful" procedure for
each access session). One reason for this difference arises fromthe fact
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aut henti cat e% on eﬁﬁh subsequent request. Since authentication is done
onl'y oncePEHORPHILHY on, it is feasible to nmke the authentication

procegs a nore3 conpinexdaig, PPkEphfciittie @Feadh@ian shBbelyRSSkeupCedur e
would allow. 10 3. In addition, by keeping a state of each donain

aut hor i t y2dmgnisaton pecesliesiputit igpossible éedeyebapsaimeshanism ¢facpess spmika based on

devel op chani sm of, access~ contral sed 0 e,access session states,
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aut hor i t i @sndia uetheri et 1efe @ERRS Scdtis WHTiREES 0@ thel FIa’R¥a3r Shah M6 inditidialdo
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maki ng t aksmedudadIDfrometiel eskics pasyde it Sl 7 Bigued; efiitabl deschtgdérlodd) and
scalability is a(l:hi eved. For the PXa3 server system 800, the DA access

nmodul e 9FNERIERL %n@%%it?kwr%]%ﬁ%qeéﬁﬁéw Sre dneecepibledsgieofaccess and
token retgheyAty OfHegeP30. As nmentioned

For the PXa® server system 800, the DA access module 935 poses a usability

20  challenge compared to the member access and token retrieval module 930. As mentioned
above, the DA access module provides a dynamic, web page-based interface for facilitating
administrative tasks. All established web design guidelines should therefore be followed to
enhance usability. Among other things, the user interface for the DA access module should
provide a sense of user friendliness, security and professionalism.

25 (c) Server Administration Module. This module 940 handles server administration
requests. PXa® server administration is not to be confused with domain administration. A
server administrator 830 (Figure 8) is responsible for the configuration, maintenance, and
policy settings of the entire PXa® server system 800, which may host multiple CKM domains.
A domain administrator 125, 126 or 140 (Figure 2), on the other hand, is responsible for tasks

30  such as policy settings and membership maintenance of the particular domain for which he is
responsible. In the preferred embodiments, there is one PXa’® server administrator, regardless

of the number of CKM domains on the server system.
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20 5) provides a diagnostic interface, which the server administrator 830 can use to

diagnose problems with the system, should something go wrong with any of the PXa’
servers (this functional requirement is closely related to a reporting and monitoring
service [further described below]; in a sense, reporting/monitoring service is the
dynamic side of a problem, and server administration is the static side of the same

25 problem);

6) provides an interface for the server administrator 830 to check statistical data, such as
server usage (this information falls into two categories: (1) current server usage-
information, such as number of active sessions; and (2) historic server usage
information); and

30 7) sets up static load balancing (with extremely high volume member accesses, load
balancing may need to be implemented in a hierarchical manner: at the top level, a

static load balancing may be performed [static load balancing typically involves a
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configuration parameters and therefore has the potential to damage the system, reliability is a

great concern. For this reason, special attention should be paid to the design and

20  development of this module. In addition, it is recommended that this module be implemented
in a transaction-based manner. An action requested by the server administrator is either
successful or has failed. Should an action fail, the server configuration should stay the same
as if the action was never requested. Furthermore, it is desirable that the system remembers
the last “good” configuration, so that the system can be restored to a working configuration,

25  should the server administrator inadvertently change crucial configuration parameters and
render the system nonfunctional. Preferably, the user interface should be designed with
accident prevention in mind. For most user actions, confirmation should be required. The
layout of the user interface should also be intuitive, to reduce the risk of mistakes. User
inputs should be format-checked and the user prompted if any format error is found.

30 2) The Auxiliary Modules

Also shown in Figure 9, auxiliary modules for a PXa® server system include: (a) an

authentication module 945; (b) a monitoring/reporting/logging service module 950; and (c) a

billing/auditing service module 955. As discussed above, these modules provide assistant
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authenticity with a customized authentication mechanism, and return the result to the

20 calling module accordingly; and

6) process user logout requests in a stateful session.

In one embodiment of the present invention, the above list describes features that are
mandatory for the authentication module 945; a complete list of features, however, will
depend upon the specific implementation of the present invention.

25 Authenticity checks are involved in the following two exemplary cases. First, an
authenticity check is conducted when a request for a member token contains authentication
data for initial verification. This case can be further divided into two sub cases: the first is the
stateless scenario, as in the case of member access, when every request contains
authentication data; the second is the case of an initial login of stateful access, such as

30  domain authority access. What information is included depends upon the specific
implementation of the invention and the security policy in place for that implementation. In

most cases, at least domain information, user ID and PIN are involved. The design of this
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Machine (“JVM?”) to take advantage of the Java security model.

20 (b) Monitoring/Reporting/Logging Service Module. In the preferred embodiments of
the present invention, this module 950 handles the following tasks:
1) monitors the status of the servers;
2) reports abnormalities to responsible person(s); and
3) logs meaningful events (e.g., logs errors and exceptions to one or more log files;
25 logs user events to a database).
For the monitoring and reporting tasks, a third party commercial monitoring and
reporting tool, such as SiteScope (Version 4.0 and above), offered by Freshwater Software,
Inc., is adequate. If a third party tool is used, then one of ordinary skill in the art will
implement the PXa® application server to include hooks (and triggers) for the monitoring and
30 reporting tool.
Meaningful events that preferably should be logged mainly fall into two categories:

() errors and exceptions; and (b) user events. Errors and exceptions are logged so that a
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In the preferred embodiments, all fatal system errors should be logged, as well as
most critical errors. In addition, all fatal system errors should be reported as well. Some
20  critical errors should also be reported. Depending upon the specific implementation of a
PXa® system, it may also be desirable to log some non-critical errors, but in most cases, it is
advisable not to log them if a recovery attempt succeeds.
In contrast, the preferred place to store user event information is in a database for the
convenience of querying and sorting. Exactly what events need to be logged is more a
25  marketing decision than a design decision, and thus depends upon the specific
implementation of the present invention. In the preferred embodiments, the domain
authority/workgroup administrator should be allowed to enable and/or disable user event
logging. It is suggested that events be classified into three categories: required, desired, and
optional. Only the events in the latter two categories should be able to be disabled by the
30  domain authority/workgroup administrator. Eveﬁts required for billing and auditing
preferably should be given a required rating.
It is extremely important that the monitoring and reporting service be reliable. False

alarms are at best annoying, but failure to report a fatal error can be disastrous. When a non-
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a web- based dat abase application that makes use o user event data
| ogged bymoiéoring/reporting/logging module 950. In the preferred embodiments, billing will be

20  based on an active time-based subscription. As result, specific usage data of an individual
user may have no significance to billing. Nonetheless, these data are still valuable for
auditing purposes, and in the case that a customer organization may want to bill on a basis
other than time periods (e.g., number of member accesses).

Billing report generation, like any server maintenance tasks, must not impair the

25  normal usage of members. Thus, in the preferred embodiments, so as not to impact normal
usage of the server, billing reports are generated from a mirrored copy of the data. The
operation of mirroring and synchronizing the data between the production copy and the
mirror copy should preferably be scheduled to happen at a time when member usage is the
lightest. It is recommended that this time be made configurable by the server administrator

30 830.

It is also advisable that generating a billing report does not take a prolonged period of
time. It is desirable, for example, to generate a summary every day for that day’s activity,

rather than do it all together at the end of each month, even if the billing cycle is one month.



nmoni toring/reporting/logging nodule 950. In the preferred enbodi nents,
billing will be 20 based on an active tinme-based subscription. As result,
speci fi c weayessdat a of an individual user nay have no siBOTARCIAIC t o
billing. Nonethel ess, these data are still valuable for auditing purposes,
and in the case that a custoner organization may want to bill on a basis
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generation, |ike any server maintenance tasks, nust not inpair the 25
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tier 1030 where logic flow and data processi ng happens; in the back is a

dat a ti eris pbgsd bgtween theepplicationsean(s) banddetabaie and doksh gonefiriosy (B1Qlend| in
the art wd _appr.eciate that.. i n any.typical Internet deploynent, a
firewall %OEFSQ%&V%’ZB’ %rglvgdﬁéseo?ai%glys %%S%]I%S%ed between the 10 Internet
330 and one orTHPhRIPHSSdNEE [FEVides {ephralifd betRich addUsundidnaddinipoasdh of
firewall 1010 .is placed between the agpl i cation server(s) 805 and dat abase
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conponent that can be devel oped and nuai ntai ned separately. Thus, each tier
can be scal ed separately, whi@dh grthePyesentationeder he scal ability of the

entire system ek, g ReseRbRNse a fikSble user interface that may specifically be

tailored to a wide variety of customer-branded look and feel requirements. Thus, the

20  preferred embodiments of the present invention use a PXa® server architecture design that
segregates the presentation components from the business logic components: adopting a
three-tier implementation affords customers flexibility in customizing everything from
background color to the icons associated with data presentation. Additionally, PXa® frames
can readily be embedded into existing customer pages.

25 The presentation tier 1025 is the tier that interacts with the user. In a multi-tiered,
web-based solution, the presentation tier consists of two sub-tiers. One sub-tier is a web
client running on the user’s computing device, such as a desktop system. A typical example
of such a client is a web browser, such as Internet Explorer or Netscape Navigator. The other
sub-tier comprises web pages, which reside on a PXa’® web server 801 and are downloaded to

30 the web client for display.

In the preferred embodiments, what constitutes a web client sub-tier depends upon
whether or not the user interaction is member access or domain authority/workgroup

administrator access. In the case of member access, the web client is a specially developed



A PXa3 system preferably uses a flexible user interface that may
specifically be tailored to a wide variety of custoner-branded | ook and
feel reqgwoenessses. Thus, the 20 preferred enbodi nents of POBURIIESEIN
invention use a PXa3 server architecture design that segregates the
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presentat
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8) . Exactdvmmm»:pfbdhbtomrasllﬁteﬁﬁeeExplbmvwetscapeSN@mgat&or i ssue that bears
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various static HIM. pag pages and servVlets. e usage JBs
and a J ZEEgioameleﬂpﬁhgmﬂ 9 and $@randrpesfonhedisy vareouBEABs 936 (Figure 9).

20 With respect to the modules for the above described embodiments of the present

invention, the member access and token retrieval module 930, DA access module 935, server
administration module 940, and possibly the billing/auditing module 955 all relate in some
way to the presentation tier 1025. (The billing/auditing module is a little special. In the case
of multiple domains, it is expected that both the server administrator 830 and the domain
25  administrators may need to check the billing/auditing records, albeit with different scope. In
a more complicated scenario, it may be the case that the persons who have rights to checking
billing records do not necessarily have administrative privileges. In any case, a web-based
interface for billing/auditing record checking are present in the preferred embodiments.)
(a) Presentation Tier Of The Member Access Module. In the preferred embodiments,
30 the presentation tier 1025 of the member access and token retrieval module 930 (Figure 9
should provide at least the following functions:
1) accept client requests in a format as defined by a member access protocol, and pass

_the requests to the business logic tier 1030 for processing; and



WeblLogic server, it is preferred to mnimze the usage of servlets, since
the presentation functions are best fulfilled by JSPs and the business

| ogi ¢ fune@purs3choul d be at the business logic tier 103BCT/BSguesex 9 and
10) and perforned by various EJBs 936 (Figure 9). 20 Wth respect to the
nodul es for the above described enbodi nents of the present invention, the
menber access and token retrieval nodul 80930, DA access nodul e 935, server
adm ni strati on nodul e 940, and possibly the billing/auditing nodul e 955 all
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prot ocol, and Itisrecommended that the presentation tier 1025 of the DA access module 935 be
20  implemented in JSP pages, since the DA web client is preferably a browser.

(¢c) Presentation Tier For The Server Administration Module. In the preferred
embodiments of the present invention, the presentation tier 1025 for the server administration
module 940 provides at least the following functions:

1) accept a client request in HTML format and as defined by a server administration
25 protocol, and pass the request to the business logic tier 1030 for processing;
2) get a return object from the business logic tier about the results of client requests, and
direct the requesting user to the relevant URLSs accérdingly.

It is recommended that the presentation tier 1025 of the server administration module
940 be implemented in JSP pages, since (in the preferred embodiment) the web client is a

30  browser. Itis further recommended that the design of the presentation tier take into account
the fact that, in the preferred embodiments, there are three independent web applications in

the PXa® application server 805 (Domain Access, Member Access and Server

Administration). Thus, there should be a degree of separation among the presentation tier of



pass the request to the business logic tier 1030 for processing; 2) get a
return object fromthe business logic tier about the results of client
request s,w@nzi15586 r ect the requesti ng user to the rel evant POURUSO125C3r di ngl y.
It is recoomended that the presentation tier 1025 of the DA access nodul e
935 be 20 inplenented in JSP pages, since the DA web client is preferably
a browser. (c) Presentation Tier For ThélServer Adninistration Mdule. In
the preferred enbodinents of the present invention, the presentation tier
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Server
(a) Business Logic Tier Of The Member Access Module. In the preferred

20  embodiments of the present invention, the business logic tier 1035 of the member access and
token retrieval module 930 (Figure 9) performs at least the following functions:
1) processes member client requests;
2) checks the authentication information, and asks the member client for more
information, if needed;

25 3) inthe event that a single application server hosts multiplé domains, it checks the
domain information for the member client and decides on the relevant database to
query for the stored member information;

4) conveys member information to the authentication module 945 (Figure 9) for
verification;

30 5) checks the return result from the authentication module 945, and decides whether or
not the result has authenticated the member 105 (Figure 2);

6) retrieves and delivers an appropriate member token 122 (Figure 8) if the member

authentication has succeeded;



15 BEA Systens is available for both Unix and Wndows platforns, as well as
the 1BM WhbSphere Server. In the preferred enbodinents, all the six server
nodul es (Wesztished above) are involved in the business |pgTUSe2srio (a)

Busi ness Logic Tier O The Menmber Access Mddule. In the preferred 20

enbodi nents of the present invention, the business logic tier 1035 of the
menber access and token retrieval nodulsg 930 (Figure 9) perforns at | east
the followi ng functions: 1) processes rrenber client requests; 2) checks the
aut henti catl on information, and asks th er client
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appropriate nenber token 122 (Figure 8) if the nenber authentication has

succeededhe ywenbey a@BSandTkénseticn 8lr80duls 93F (Figure Parand the mewporaseesssessidue
pr esent atg Qn.ti G%teﬁe 25 to present to the nenber 105; and 8) requests the
nonitori ngel'l?é BT Eﬁ?lbggl ng service nodule 950 (Figure 9) to |og

meani ngf ul  evem) Fhe AbsiAS VokREDeAMENFe DA Acbés MRk, adhepiepdieaent s of the
present i nventi on, nmenber 5 access i s stateless. Hence, there is no need to

store ses%nbﬂﬁlgnﬁrﬁsatth%bw&fﬁﬁé%c i di080 forcthe Degarcpesrmodide 934 Hiigure Q) proyidesnd
t okenr et .gure 9), and the nenber access session bean
IS aqgt at%?%é@%@%%%%%%gg usi ness Logic Tier For The DA Access Modul e.
I'n the pref &) rppdcessssiivMiciiemtrsquestse busi ness [ogic tier 1030 for the DA
access nodule 935 (Figure 9) provides 10 at_ least the follow.n unctj ons:
1) processed) (SReels tg?lf‘ t}l@&g@g%mf@}na@ﬁg&&i askethg R4 ehient fermers IP%’F@PWI fon,

and asks the DAcgéd.ent for nore information if needed;

3) if multiple domains are supported, checks the domain information to determine which
15 relevant database to query for the stored DA information;
4) conveys DA client information to the authentication module 945 (Figure 9) for
verification;
5) checks authentication result;
6) sets up an administrative session after an initial login procedure succeeds;
20 7) when necessary, makes requests to the token generator 815 (Figure 8);
8) according to the return results from authentication module 945 (and, if applicable, the
token generator 815), prepares a response for the presentation tier 1025 to present to a
domain administrator (125, 126, or 140; Figure 2); |
9) requests the monitoring/reporting/logging service module 950 (Figure 9) to log
25 meaningful events; and
10) cleans up the session after receiving a domain administrator logout request, or after
being timed out.
In one embodiment of a PXa® server design, DA access is stateful. As a result, the DA
access session bean is a stateful one.
30 (c) The Business Logic Tier For The Server Administration Module. In the preferred
embodiments of the present invention, the functions required for the business logic tier 1030
of this module 940 (Figure 9) parallel those of the DA access module 935 (Figure 9), with

two exceptions: first, in the server administration module, 940 there is no need to check



3) if nmultiple domains are supported, checks the domain information to
determ ne which 15 rel evant database to query for the stored DA

i nf or mat ivedp2/43conveys DA client information to the aut he@riuse25e30 nodul e
945 (Figure 9) for verification; 5) checks authentication result; 6) sets
up an admnistrative session after an initial |ogin procedure succeeds; 20
7) when necessary, makes requests to the53oken generator 815 (Figure 8); 8)
according to the return results from authentication nodule 945 (and, if
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nodul e 940 perfor at least the follow ng functions: 1) processes
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adm ni strator client information to the authentication nodule 945 (Figure

9) for veri®i petforors vatipus brrvkdidieistraionrtaskd (asedagéribedrabayd)he aut henti cati on

nodul? 945
5

! 7) according to the results returned from authentication module 945 and the server
administration tasks requested, prepares a response for the presentation tier 1025 to
present to the server administrator 830 (Figure 8);

8) requests the monitoring/reporting/logging service module 950 (Figure 9) to log
meaningful events; and

20 9) cleans up the session after receiving an administrator logout request, or after being

timed out.
In the preferred PXa® server design, server administrator access is stateful. As a result,
the server administrator access session bean is a stateful one. |
(d) The Business Logic Tiers Of The Auxiliary Modules. Referring to Figure 9, the

25  authentication module 945, monitoring/reporting/logging service module 950, and
billing/auditing service module 955 each execute all of their respective functions in the
business logic tier 1035. Those functions are described above.

As was mentioned before, the preferred embodiments of the present invention use
three web applications in the PXa® application server 805. These three web applications run

30  in different virtual memory address space inside the same Java Virtual Machine (“JVM”).
Under some circumstances, these web applications need to interact with each other. Some of
the interactions can be static, in the sense that one application stores a piece of information in

a database, and another application queries the database for the information. More often than



5) sets up a session after an initial |ogin succeeds; 6) perforns various
server adm nistration tasks (as described above); 15 7) according to the
resul ts meoor/msa from aut henti cati on nodul e 945 and the SPEWES01/25730

adm ni stration tasks requested, prepares a response for the presentation
tier 1025 to present to the server admnistrator 830 (Figure 8); 8)
requests the nonitoring/reporting/loggi b service nodule 950 (Figure 9) to
| og neaningful events; and 20 9) cleans up the session after receiving an
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described above, the preferred embodiments include a monitoring/reporting module 950

(Figure 9) that provides historical logging on connections, token requests (including, for
20  example, requests for member indemnification, timestamp, connection, and token served),
and administrative changes.

In the preferred embodiments, the data that is stored in the data tier 1035 is
categorized into four types: (a) server configuration information; (b) domain information; (c)
membership information; and (d) member tokens. For each category of data, a separate data

25  access module is developed for efficient and secure data access.

(a) Server Configuration Information. In the preferred embodiments, and in contrast
to other information, server configuration information is stored in various files. The
configuration properties in these files are loaded into the memory when the servers are started
up. After being loaded into the memory, some application-specific information may be

30  stored in an application-wide memory storage such as servlet context. By storing the server
configuration information in files rather than a database, the risk of any server failure as a

result of database failure is minimized.



be configured within a single database server. In the preferred

enbodi nents, token generation is a batch process. Mnber tokens 122
(Figureswoarths8) are preferably stored in a specially deBChus/253¥cur e
file system Also in 15 the preferred enbodi nents, all domai n-specific
sensitive information is stored in encrypted form Audit trails are
constructed each tine the database is nb8lified by trapping both the old
and new val ues using, for exanple, native Oracle database nodification
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grity an data consi st ency o mul ti pl e concurrent user accesses from
mul ti pl e seeratiosis ddsewbedrin ftier détail below). In the preferred embodiments, the token
20  generator 815 also takes responsibility for storing the newly created tokens in the secure
token storage of the database server(s) 810. As mentioned above, the preferred embodiments
employ the TECSEC CKM 5.1 product as the token provider 817. The token generator 815
creates a member token file from an individual’s member account information (including the
member’s [access permissions] security profile 120) and stores it in encrypted form in the
25  secure token storage of the database server(s) 810. Preferably, member tokens are stored in a
specially designed file system. As a result, an internal token storage standard is defined so
that both the token generator 815 and the member access and token retrieval module 930 ’
(Figure 9) can follow the same database convention.
The database 810 also stores all information concerning the availability of an ‘
30  individual member’s token 122 (Figure 8). When a member token is available and is enabled
for retrieval, the member access and token retrieval module 930 (Figure 9) retrieves the token

and transmit it to the requesting member.
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20  Setup file via the web. Ideally, the package installation procedure records the changes made

to the member’s client system, so that the package removal procedure can reverse those
changes. The package installation procedure will also copy the PXa® token provider modules
(described below) to the appropriate destination path(s), and set up all required Windows
registry and desktop short cuts. The final step of the package installation will launch the

25  member client application.

One embodiment of an overall client architecture and its major component
relationships are shown in Figure 11. A PXa® member client application (system) 850 is
available to be downloaded by a member 105 (Figure 2) as soon as a workgroup
administrator 140 (Figure 2) has set up his or her member account 300 (Figure 2) at the PXa’

30 web site 305 (Figure 2). The member client application 850 contains both a CKM Run Time
Environment (including cryptographic libraries and functions) 855 and a PXa® token provider
860. The PXa’token provider 860 further comprises: (a) a token retrieval module 861, which

facilitates member access and server communication functionalities; (b) a session definition



requi renents (as detailed above), and where scalability is |l ess inportant.
In the preferred enbodi nents, all client connections follow the HTTPS
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referably. includes an authentication nodul e 880, for nanagi ng user
P 20 t%kens; (b) utility software to encrypt/decrypt a user’s CKM files; (c) TE(,%EC,g proprietary

]

token provider software, used as the CKM token providér module 875 of the preferred
embodiment; and (d) proprietary TECSEC runtime libraries and tools for developing a
working interface between the TECSEC product and the specific implementation of the PXa’®
member client application.

25 Also in the preferred embodiments, a module called the “PXa’ session manager” 865
manages the retrieval of member tokens 122 (Figure 8) from the secure central storage 810 of
a PXa’ server system 800 to the member’s client system via a secure delivery channel. As
described above, using the TECSEC CKM product as a CKM token provider 817 (Figure 8)
within the token generator 815 (Figure 8) of the server system 800, a member token file is

30  encrypted, hashed and then stored. The token file includes member account information,
which is specific to the particular implementation of the present invention and contains the
member’s access permissions security profile 120 (Figure 2). The member client application.

850 also includes a member token expiration mechanism (further described below).



aut henti cation processes at the |level of the nenber client system and a
user interface nodule 885. In the preferred enbodi nents, the CKMtoken
provi der wodul¥3875 of the nenber client application 850PQT/iUR1225330t he
comercially avail abl e CKM application offered by 15 TECSEC, nentioned
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Although the preferred embodiments invoke token retrieval automatically via the

20  session manager 865, it is conceivable that members can also manually request to load a
member token 122 via some other convenience tool, e.g., one provided by the commercial
TECSEC CKM product. In either case, requests for member tokens occur in-band—in other
words, a request is initiated (either manually by the user or automatically by the PXa® session
manager) using the same application currently running on the member’s client system, and

25  therequest is transmitted over the same communication network connection as that used by
the PXa’ system to distribute encrypted data objects/digital content over the network.

Additionally, in the preferred embodiments of the present invention, there are at least
two types of requests from a member client to the PXa® server system: one is a “retrieve
token request,” described above; the other is a “change password request”. As described

30  above, the “retrieve token request” may be sent either automatically by the PXa’® session
manager, or manually by the member. The “change password request” is provided to allow a
member to change his or her password on demand. This request passes a new password, a

confirmed password, and all the parameters listed above as comprising the information
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WO 02/15530 CT US) 59 included in "retrieve token request." If a
"change password rei}uestPXasSesndbqﬁmuont he PXa3 server systemreturns a

new nenber tok t h an.updat ffect nts nay
o ovi e Tor adhteis harony BERsE e S AT feed et PR frGReE el e
"recover defd8dtiem ) Metasat)@ﬁbntavnsaesmm(ﬁﬁu istthé@refoud BTaRdPHuimRcayer i ng a
forgotten passwor d 5 In the preferred enfodi nents, the menber client

appl i cat | aerationnllife of a mpneher taken withie ihePRes chentisystee Areasbien tqralimates upon
retrieval e t he r_token
e Tt L T S D S T

server sylstestBolich mémb@k edken Akpitdtiod canbe afslifidd: (&) abee dogle@nadtdrity ésal;, t he

menber token ..
20  (b) at the workgroup administrator level; and (c) at the member level. Each level supports

member token expiration based on, for example, one or more of the following criteria:
1) aspecified number of accesses to encrypted data objects (as, for example, free trials in
the context of content vending);
2) whether or not the member token is RAM-resident or stored in nonvolatile storage on
25 the user’s client system (i.e., token expiration upon closing a CKM-enabled
applications versus persistence of the token for future use, even after a CKM-enabled
application has been closed); A
3) elapsed time; or
4) flush on demand (i.e., a command to expire the token is explicitly made by the
30 member).
In the preferred embodiments, a member token is determined to be expired if any one
of these expiration criteria is met at any level. Upon expiration, the member token is flushed

and removed from the member client system, and a new token retrieval request is issued



will be stored in an appropriately defined | ocation, along with the proper
W ndows registry 10 nodifications. In the preferred enbodi nents, the

retri evedvoremsso t oken, conprising encrypted nenber secuPCTAS@rasiio e
information, is "wapped" within a data object conformng to the soft

t oken requirenments of the TECSEC CKM product before it can be used for
encrypting/ decrypting by the nenber. 3. 6PXa3 Session Expiration 15 A PXa3
session is opened upon a first request for a nenber token fromthe PXa3

dur i ng. + RS BT PR R PR bt e CRET R EfraiiEd o

system AesEpiibd)hdrethai toREER alfddushéDXRITeRPEd, ahd 0 mdr&néhgolRh ebteievad
enbodi ments of the present invention, there are three |evels at which

menber t JREFFSERFHlIsIR GRtiba poiguRAbs ¢lrrsgd timphagpasseé domain aut hority |evel ;
20 (b) at the KSR UBL AR Ja vel . vel .
Each | evel supﬁg%fi ?%OBH(Sehnber C{azl)lﬁgelﬁ% p(flrlrsg‘ltt:c:d(()er%l %ggrgéig%%ﬁ&%%% ?%x aprr%?i(’lalfi ‘lesgne or
more Of t‘mecnftedr roaming” by b ifixed datelgr ranstpeof diyednd toiner Thé dateaad ey dre
encrypted data qQbjects s, for. exanple, free trials in the context of
cont ent JB??&PW&;%’&S@ZB OW\ﬁli'é Sﬁ@rang PMEAS REFRE1VRE Py dhe plRgiiatoriRAmG &diedent or
stored in nonvolatile storage on 25 the user's client system (i.e., token

expiration upon closing a, CKMenabled applications versus persistence of
the token for Whilathe fosagoingudescritfes @ mumbOKdd prafzireéd dmbagdipldntsadndon has been

closed); .3),elapsed ti.ge; or 4) flush on demand (i..e., co nd to expire
Che’t okerPlTusHRREs bF I st oot BehmanBBnge Siveiyadn refEanggt” <P
enbodiome egognizeBATREAT diiRk @b ainstRit Ll iRPILi RtMRnE S PIHE §endrhl REBhi@Ror #F
these expiration criteria is nmet at any |level. Upon expiration, the nenber

t oken i s Wehubtred applivatipe poyvisd nfadehhartin dissiised arsipossibles Yisis drerefaredntandey

token rety] l . re st. 1s.issued. 02/,15530, PCT/ US01/ 25730 60

aut onat i ctg% ﬁ%gff)?pfz ﬁgﬁ’ﬁkﬁ‘ée%&ﬁ’?ilﬁm%gﬁ&gye‘ﬁ %Flﬁmﬁamvggeé?w eved token is
still determned to be expired, then that token is also flushed and
removed, and no nore new token retrieval requests will issue until a
configurable el apsed tine has passed. In addition, one enbodi nent supports
a token expiration nechanismthat includes 5 "nenber roam ng" by a fixed
date, or number of days and hours. The date and days are neasured based on

the date and tine as perceived by the admnistrator's tinme zone. Wile the
foregoi ng descri bes a nunber of preferred enbodi nents and



i npl ementati ons of the present invention, a person having ordinary skill in
the art will 10 recognize that still other enbodi nents and i npl enentations
of the gevepzlsssechni que for a web-based application serpCTESHAIEI0 herein
di scl osed are possible. It is therefore intended that the scope of the
invention be limted only by the clains appended bel ow. WO 02/15530

PCT/ US01/ 25730 61 What is clainmed is: 6. A nethod for providing
cryptographic capabilities to a plurality of network users over a

decentral | ed,g blic pnetwork, the nethod conprising: (a) receiving a
request fgéggd—gﬁgﬁgg—pern155|on security profile on behalf of a network 5
user; (b) authent Iﬁét%b& %ﬂﬂi@vﬁﬁﬁ%@;‘ﬁﬁto grifhic e4dhitRY td Jﬂﬁlu@sﬂﬁ? SBnAROM §&RtON
securlty profile, to be used formng a cryptographic key for enabling

t he net\Aoﬂkerwwperttrﬁh@@(tpb}mtcW@&@énmﬂmdmmm‘mgan encrypted object and
to encrypt sel ected. ort ions nt ext .obj ect cur

tranem §Li ng. o O Gebats bR der S Relerrt e Br SRiry STse FEMETR Hibih
over the agiwork. 2. The nethod-of claiml, vvherel n the creating step

conpri ses: (|) identifying one or nore groups of network users who are to
be provi ded wi { auttEnieaing g wanest capabilities; (ii) establlshlng one or

nore access co AC acec i dapted to
be conbi ned wi ?‘ﬁ%r{aﬁhg ﬁc o%ﬁ%gﬁg)gﬁglswg %%@ﬁgglfpf o%%%ﬁﬁ cﬁkdgy %nd (rii)
creating ongiogtaphiylecysfec eiidbliyig fHeafetw ek usarto elaaiypnseﬂemrdhaouﬁ@fs,of \wh eneiypte@ach

security profile contains, at |east one ess_code. 20 3. The nethod of
claim 2, fteAng t‘éS’é%y@'s(?lfﬁtef@‘)ﬁl@épé@B}%g‘/“te’ﬁro&ber‘ff za§fll on, organization
unit, 6ole J o TR CTed sy F=Te) o) r [ 4. A
nethod for progbéPng ﬁgé?ﬁp %%&%g%gﬁ%P%?ﬁggit%ma 3‘%?% F?gggfgﬁg?ng
users oveovmﬁﬁeaﬂﬂedentrallzed public network, the nmethod conprising: (a)
recei ving a request for decryption capabilities on behalf of a network
user; (b) authenticating the request; (c) creating an access perm ssion
security profibeThe fRendissdidim f, FHERIHR cr%mg%&grcaﬂl hgeskey for enabling
the network user to decrypt an éncrypted object; 30 (d) receiving fromthe
user i nformati 6hidestifimoetonmers crops efoetypticdseshjvbe axe to be provided with

15  cryptographic capabilities;

(11) establishing one or more access codes for each group, wherein each access code is
adapted to be combined with other components to form a cryptographic key; and
(iii) creating one or more security profiles for each network user, wherein each
security profile contains at least one access code.
20
3. The method of claim 2, wherein each group is a category, organization,

organization unit, role, work project, geographical location, workgroup or domain.

4. A method for providing decryption capabilities to a plurality of network users over
25  adecentralized public network, the method comprising:
(a) receiving a request for decryption capabilities on behalf of a network user;
(b) authenticating the request;
(c) creating an access permission security profile to be used in forming a
cryptographic key for enabling the network user to decrypt an encrypted object;
30 (d) receiving from the user information associated with the encrypted object;
(e) generating a cryptographic key using the access permission security profile and the
received information associated with the encrypted object; and

() securely transmitting the cryptographic key to the network user over the network.



(e) generating a cryptographic key using the access perm ssion security
profile and the received information associated with the encrypted object;
and (f) se@ore&dsgotransmtting the cryptographic key to thrCHESWRsk3USEr
over the network. WD 02/15530 PCT/USO1/25730 62 5. The met hod of claim 4,
wherein the creating step includes: (i) identifying one or nore groups of
network users who are to be provided wi b cryptographic capabilities; 5
(ii) establishing one or nore access codes for each group, wherein each
access code is adapted to be conbined with other conponents to forma
cryptographic key; and (iii) creating one or nore security profiles for
each network L e = Of diles ins. at |east one
access code. %%egyaﬁgébﬁg?%ggﬁgTwﬁ g%ﬁ?%%ﬁaﬁgiﬁéﬁngggﬁégroup is a category,
organi zati on, (i)ddesifyngtonenr moid gronpd & neiwork ysemsjvant are trebgprapided atith

| ocation, workgraup or.donmain. 7. A nmethod for cryptographically securing
the di st rRIPFERNIECRIGTati on over a decentralized public network to a
pluralsity of ngh w&ﬂ‘ﬁsﬁﬁ%fo‘he ot ARrdEdBaL o : kddhEroup; Svi{cidin €h@AIck8d Bde is

conmput er representabl e data object including one or nore enbedded objects;
(b) sel ecdepigd tmee enmbined withiodibn eempiijentstte form 2 heyptaraphdbkescend o be
encrypted; (c)...encrypting. the selected n?edd d gobjects: (,d) .creating one
or nore acces s( Het ?ﬁn}sﬁgiogﬁ %Hn&rje et P%ﬁyéj;m > oé)eagggﬁgﬁﬁ(nﬁse%rﬁ 1};1%%13—55 3&1

per m ssi GRewitg@estile abnthids ablehst ofic bbRssS®ldect ed enbedded objects, wherein
t he access perm ssion credential ensures that only authorized users are
able to decrypt encrypted enbedded objects of the data object; (f)

aut hgri zi ng t : )k i t 1] j ect. . t he
netwatk. 25 g‘? ﬁﬁ"‘g&ﬁt@‘t@ﬁgﬁé@%ﬂg gﬁ%%&%g@?%?%@% W 5‘11?%1‘3’51 s digital
cont ent . orBaniZdtennmithade, afork bajeot, Geoghaphieallot h@nawbikgrawp drglogiaép 1 ncl udes:

(i) receiving a request for an access perm ssion security profile on behalf
of a 30 network user; (ii) authenticating the request; and (iii) securely

transm tting tNeasgahed fof cBprifhiday B RS MOa &S Bbn BY fiforkdifion BE&MPT K.

decentralized public network to a plurality of network users, the method comprising:

15 (a) creating a computer representable data object including one or more embedded
objects;

(b) selecting one or more embedded objects of the data object to be encrypted;
(c) encrypting the selected embedded objects;
(d) creating one or more access permission credentials;

20 (e) assigning an access permission credential to each of the selected embedded
objects, wherein the access permission credential ensures that only authorized users are able
to decrypt encrypted embedded objects of the data object;

(f) authorizing the user; and

(g) transmitting the data object over the network.

25
8. The method of claim 7, wherein the information is digital content.
9. The method of claim 7, wherein the authorizing step includes:
(1) receiving a request for an access permission security profile on behalf of a
30 network user;

(ii) authenticating the request; and
(iii) securely transmitting the security profile to the network user over the

network.



WO 02/ 15530 PCT/ US01/ 25730 63 10. The nethod of claim 7, wherein the
aut hori zing step includes: (i) sending a request for an access perm ssion
security woo1/13580 on behal f of a network user to a centraPCRPEE01LSII0Er
system over the network; 5 (ii) receiving the request at the central server
system (iii) authenticating the request; and (iv) securely transmtting
the security profile fromthe server sy$8emto the network user over the
network. 10 11. The nethod of claim 7, wherein the authorizing step is
automati c and based upon the user's possession of a security profile
token. 12. The nethod of claim?7, wherein the encrypting step conprises:
(i) identifyi ng. ahehpddf MV ithetS@ i akiRriaing st iRcuadst owed access to a
data object 15 to be encrypted; (ii) generating, an ehpprogri ate
crypt ogr aphi ¢ @rssadingiagdpquestfor ppascgsspEmEBionyseBHY PEdfile en paldi ¢fesnetwarkd
credenti ads ke, Je‘ﬁjgﬂitiie'&% s} E}tl‘?en%%fmhé) et@,ggy.\or k users; (iii) generating a
p I'nNg I POm a a do

€ . .
cryptographi ¢ wor key eas mal n conponent, a mal ntenance

conpoient , andiijrqsutiothanetlpestco theareatil sedr fystom:encr ypti ng t he data obj ect
key; .(v) encrypting the pseudorandom conponent with the

wi th the worki %

credenti al keﬁlaﬁ?@WFﬁtln&§§%qu§?ﬁt¥@dt he encrypted pseudorandom conmponent
to the encrypt i : . i Led

access perm oSy o oo rrSkting iUty PRAIEfoR HE pEY B S5t Bk e
or nore grseuper dic mgwondk Kk users who are to be provided with cryptographic
capabilities; (ii) establishing one or nore access codes for each group,
wherei n each access code is adapted to be conbined with other conponents

to fapma crypiRanaplititodsdelaifl wirdih te)auf{@RingGepds GudmaliB hid BAGH ubby
profiles for each network user, wherein each security profile contains at

| east onehevsaspossedsion Whr 6 LiGEBOIRAPkGS01/ 25730 64 14. The met hod of
claim 13, wherein each group is a category, organization, organization
unit, role, work project, geographical |ocation, workgroup or domain. 15.

The met hod of ), @h8idethal &fclfm MWReHeRdiA tH i PEHE Step c6mbHikdst at ed i n-band by
the (1) identifying a group of network users who are to be allowed access to a data object
15  to be encrypted;
(ii) generating an appropriate cryptographic credential key from a set of credential
categories, said credential key relating to the group of network users;
(iii) generating a cryptographic working key from at least a domain component, a
maintenance component, and a pseudorandom component;
20 (iv) encryptiﬁg the data object with the working key;
(v) encrypting the pseudorandom component with the credential key; and

(vi) associating the encrypted pseudorandom component to the encrypted data object.

13. The method of claim 7, wherein the access permission security profile is created
25 by:
(1) identifying one or more groups of network users who are to be provided with
cryptographic capabilities;
(11) establishing one or more access codes for each group, wherein each access code is
adapted to be combined with other components to form a cryptographic key; and
30 (iii) creating one or more security profiles for each network user, wherein each

security profile contains at least one access code.



5 network user over the network. 16. The nethod of claim1, 4, 9, 10, or
11, wherein the access perm ssion security profileis in the formof a
t oken t havooy1sdapt abl e to expire. 10 17. The nethod of cPa@r/wsd,25430 9, or
10, wherein the authenticating step includes the use of bionetric
identification. 18. The method of claim1l1, 4, 9, or 10, wherein the
authenticating step includes the use of4a hardware token. 15 19. The

nmet hod of claim1l1, 4, 9, or 10, wherein the authenticating step includes

the wuse of a ware to - . Jhe. net f. claiml1, 9,..0r 10,
wherein the aultszﬁgh? ﬂ:eﬁ}oldno cgatmelpz)l%i’ WEF@H&%“P%%O“%%%G%@%% ’ %réa%lg%tm%assmr d.

21. The F@%ﬁﬂﬁhﬁ@fl uéltadons, Iworld profect, OfeoRphiskiEbeition] werkgtbupestidogatd. ng st ep
i ncludes the wuse of a record of tinme at which the request was made. 25 22.
The nethod of claim1, 4, 9, or 10, wherein the authenticating step

i ncludes the sy 0l & JE@GUMMA 4179 UH einsthQEé’q%EQ i RGad f-n%nd%g:théb‘ met hod
em the metho o (a)

for controlling access to a secured 8ys conprisin

sel ecti nghetwerkarsemmiree thpatetwarks of the systemto be secured; 30 (b) creating
one or nore groups of systemusers, said groups defining which users are

to be allowed access to which secured portions of the system (c)

est abl i shing ofie TRE n{BHd FCEEDS, 900189, BPIl,%ﬁEiﬁlE&%ées‘!?ex@@i’ssl@@?&uﬁty .
PCT/ US01/ 25730 65 (d) assigning the access codes to theé secured portions

of the symbgleis whbe domm efatokemtetsadeptdee tsexmmpt ed to be conbined with
ot her conponents to forma key for controlling access to one or nore
secured portions of the system (e) securing the access codes; and 5 (f)

di strjigbuti ng ovemhanfesRfciinzed, PUR10CwRGEMhK atithentR 8N §6p AERIRS ROdES
to users of the systemwho are to be al lowed access to one or nmore of the

sel ect ed yeof bivmetaf ideniéficatipst em 24. The nethod of claim 23, wherein the
secured systemis a physical system 10 25. The nmethod of claim 23,
wherein the secured systemis a conmputer network. 26. The nethod of claim
23, wherein t hes. 986 WicBitbdosTedsim K adeSordnewhtrelntds huthadtidatthg Ytep includes the

use of a hardware token.
15
19. The method of claim 1, 4, 9, or 10, wherein the authenticating step includes the

use of a software token.

20. The method of claim 1, 4, 9, or 10, wherein the authenticating step includes the

20  use of a user password.

21. The method of claim 1, 4, 9, or 10, wherein the authenticating step includes the

use of a record of time at which the request was made.

25 22. The method of claim 1, 4, 9, or 10, wherein the authenticating step includes the

use of a record of the user’s physical location.

23. A method for controlling access to a secured system, the method comprising:
(a) selecting one or more portions of the system to be secured;
30 (b) creating one or more groups of system users, said groups defining which users are
to be allowed access to which secured portions of the system; |

(c) establishing one or more access codes for each group;



secured through bionetric identification. 15 27. The method of claim 23,
wherein the secured access codes are at least partially secured through a
soft tokewo 028&530The net hod of claim 23, wherein the securpkdr/@seess3ocodes
are at least partially 20 secured through a hardware token. 29. The net hod
of claim 23, wherein the secured access codes are at |east partially
secured through a password. 25 30. The n&t hod of claim 23, wherein the
secured access codes are at least partially secured by the use of a record

of time at whi t he request was de. 31. The neth of cIa| erein
the secured acgcgﬁéﬁ%lﬂg ea‘?‘séesritcoﬁg%g?hepsgf"ﬂmgﬂ”??lon§Qg&eéHStB‘? ¥ %rel?se@ f a

record of a@ele@ideSs &ﬂ%fédqg be! c@fﬁﬁfﬂe@ thh?tQhé}%omﬁoHﬁft@&dfoﬁﬁ 129 %ﬁoﬁﬁ@flin@g
cryptographi c capabilities over decentralized public network

plurali tyawesmf@tqm@pkmw@urqdh@rmw@dlwﬁtpm sing: WD 02/ 15530

PCT/ US01/ 25730 denti f e or nore groups of network users for
defining whi ch(eassgcrug—mgrt °CTE %dﬁgg{}@ded wi th cryptographic capabilities;

(b) crgating a(fyasbéfutiageoeind décefitraed pAISiOMIoMSBE sdoiirddakDesd o8 to LSars
perform ng admnistrative tasks associ at ed with maintaining the nenber

account s Obthesysieniwig ae imbanlioyed acegss da eranrimeresd tnrelestedmortionsof s codes
for each 4R, wherein each access code is adapted to be conbined with

ot her conponents to forma cryptographic key; (e) creating one or nore
security profiles for each network user in each group, wherein each

security prof| Ig .S stored_ in the user's menber account and contains at

| east one 10 &dcHEdmetsy Of%lf”)m %ﬁ@pﬁé@lpﬂg seCyrstBYTten dkephysiqahsysifgt o each
securigpy profl le; (g) securing the security profiles and rel ated nenber
tokens; and (h) distributing the nmenber tokens over the network to

i ndi vi dual net &3rkheusethed ofclaim 23jtviendin dat edureé queteh ismcompuarhtwgrkt o each
i ndi vidual user's security profile. 15 33. The nethod of claim 32, wherein
the establishing step further includes creating credentials and encryption

al gorithms for zgefidthéfiod 8f SaRR3PdvIRESGR AR REHEH 8680 S0des are at least partially
secured through biometric identification.
15
27. The method of claim 23, wherein the secured access codes are at least partially

secured through a soft token.

28. The method of claim 23, wherein the secured access codes are at least partially

20  secured through a hardware token.

29. The method of claim 23, wherein the secured access codes are at least partially

secured through a password.

25 30. The method of claim 23, wherein the secured access codes are at least partially

secured by the use of a record of time at which the request was made.

31. The method of claim 23, wherein the secured access codes are at least partially
secured by the use of a record of a user’s physical location.
30
32. A method for administering cryptographic capabilities over a decentralized public

network to a plurality of network users, the method comprising:



34. The nethod of claim 32, wherein the performng step is acconplished
renotely 20 over the decentralized public network. 35. The nethod of claim
32, wher avaoyhe3creati ng steps are acconplished renotely POV@ERIA5230
decentral i zed public network. 25 36. The nethod of claim 32, wherein the
creating and distributing steps are acconplished automatically. 37. The

met hod of claim 32, wherein the adm nistéative tasks include reporting
menber activities, systemevents and billing activities. 30 38. The net hod
of claim 32,

rein th dm nistrati t ' ddi nb
accounts, re 9elrﬁlgrllt ecfn%a?%n 8?2‘%5?51tg'rso?lp%\ﬁgnqﬁ%gg(f‘fs:gg&lﬂgﬁ%@ﬁn%%ggﬂﬁgs %0 be
02/ 15530 Jr6:haséRth 2Byhsskraghic shabiltties;"et hod of claim 32, wherein each group

is a category, organization, "organization unit, role, work project,
geogr aphi cal |(Brereatsig a wembgr angpus Horkashinatwotlo user e el g10@;of cl ai m 32,

R L . i e

wher eiSn tihe sgtaddtibas@r of i | es and nmenber tokens are at |east partially
secured through a soft. token. 10 42. The nethod of claim.32, wherein_the
security profifkestalighingone or mokersessraades for pachisgrowm frhessin gadhaceess §oddisough
a har dwar . { | ] curity profiles
and ne nbear%a]%tgﬁ gd;l%e g}ﬁ%bﬁell;?&wﬁgg?% ; Bar P%eﬂs;}b g@)%@ﬁﬁ? %I{J}gﬁkégper sonal

i denti fi cati or(enerndtarg onkSridore Stvarinepdofites dbr cachnatvdRk uvdren each drbwp,security
profil es and .menher tokens 1ar.e at .least partially secured througgethe use
of a recoVRFIER RHESCHHYY Prafle igparaddn Msdissr s gegy ou SPRlas ST Caghnoet y
profijpes RpsksBaher tokens are at 20 least partially secured through the
use of a record of a user's physical |ocation. 46. A centralized security
management sy sfegentiating dmiemlsr éokiengelating i eath sesutitynprofits; y pt ogr aphi ¢
capabilities over a.decentralize ublj c t wor the system conpri sing:
(a) a set of s(§f§/G§PHE§ eégﬁ%?n%gr%ﬂ% aéldsrg][apegfm ﬁ‘i}é?k%ﬁ%} s, wherein each
nmenber domai n (hpdRRibAtiaL ARAnSAbE kDB DVer tAO Bet@lort REINGRAMRI nSWoHENRTs dpon 2

set of system nmintenance tasks associated with maintaini nfg the set of
nmenber authenticated request and according to each individual user’s security profile.

15
33. The method of claim 32, wherein the establishing step further includes creating

credentials and encryption algorithms for defining role-based access permissions.

34. The method of claim 32, wherein the performing step is accomplished remotely

20  over the decentralized public network.

35. The method of claim 32, wherein the creating steps are accomplished remotely

over the decentralized public network.

25 36. The method of claim 32, wherein the creating and distributing steps are

accomplished automatically.

37. The method of claim 32, wherein the administrative tasks include reporting
member activities, system events and billing activities.
30
38. The method of claim 32, wherein the administrative tasks include adding member

accounts, removing member accounts, and updating member accounts.



domains; (d) one or nore systemadm nistrators for performng the set of
system nmai ntenance 30 tasks; (e) a set of nenbers, wherein each nenber is
associ at adowe/1383@t | east one nenber domain via a nenber BCTOE6I257300

02/ 15530 PCT/ USO1/ 25730 68 (f) a set of nenber security profiles, wherein
each security profile is uniquely associated with a nmenber account and
provi des cryptographic capabilities to e nenber associated with the
menber account; (g) a set of adm nistrative tasks associated with

mai nt ai ni ng t t of r. accounts: and (h set of domain

adm ni strator Qﬁrgﬁxeptg?tpg&%ﬁlan? ?%’ ﬁ?lﬂie_%‘%%ff’}l?/és%%?2‘?&“*85%%%8 “over the
net wor K. dtfaniddtRnins! AR, 3R HE; 0, ge_@g&bmcm BéationhwbRigiopastiiofifter account
i ncludes neans 10 for nenber identification and aut hentication. 48. The

system according to claima46, wherein at | east one server system i ncl udes

neans for menbey hdgl Id GabliomAN oAU BERLLER! bAes Rt R D RoRHS LR T

according to claim erern ‘each me I's assocCi ate

si ngl & neEsie partially sddueedsthsduginbimasrididegtificativhai m 46, wherein the set of
adm ni strative tasks includes reporting and accounting tasks relating to
each menber account. 20 51. The system according to claim46, wherein the

adm ni strat orsg@ | il J J i I rdi ng
Fo difrerent Ioyars s ahe Qe SHEER B pRS R BRgs g
securi ty loeshageiabysesyat througbra sditsokdanbut i ng crypt ographic 25 capabilities
to a plurality of network users over a decentralized public network, the
system conprising: (a) a plurality of nenber tokens for providing

cryptiegr aphi ¢ pagaRikdihdest dfm USRI R8P BFsT1A anli NG ¢oMchd hieze d
public network; (b) a set of server systens for managi ng the distribution

of the ndatsépattioke sesureBibrqugh ahezdveare tnkenequest i ng a menber token from at
| east one server system (d) a set of client systens, wherein each client
systemincludes (i) neans for receiving the requested nmenber token, and

43. The method of claim 32, wherein the security profiles and member tokens are at
least partially secured through a personal identification number.
15
44. The method of claim 32, wherein the security profiles and member tokens are at

least partially secured through the use of a record of the time.

45. The method of claim 32, wherein the security profiles and member tokens are at

20  least partially secured through the use of a record of a user’s physical location.

46. A centralized security management system for administering and distributing
cryptographic capabilities over a decentralized public network, the system comprising:
(a) a set of server systems; |
25 (b) a set of member domains, wherein each member domain is maintained on at least
one of the server systems;
(c) a set of system maintenance tasks associated with maintaining the set of member
domains;
(d) one or more system administrators for performing the set of system maintenance
30 tasks;
(e) a set of members, wherein each member is associated with at least one member

domain via a member account;



WO 02/ 15530 PCT/ US01/ 25730 69 (ii) nmeans for utilizing the cryptographic
capabilities provided by said nenber token; and (e) neans for securely

di stri butwagz/sssequest ed nenber token from at | east one SPEVERI/ZYIt emt o
at |l east one client systemover the decentralized public network. 5 53. The
system of claim52, wherein each client systemfurther includes user

aut henti cati on nmeans. 54. The system of @ ai m 52, wherein the nmeans for
requesting a nenber token resides 10 on each client system 55. The system

of claimb52, rein a for authenticatin user.. resi.des on | east
one server sy\;\?fzﬁ‘nseﬁqfnlg%ﬁgefﬁgc% X PLoless W Frgfrﬁ‘?agli,se_’ @F%ﬁoﬁ?‘?ﬂﬁﬁlﬁuﬁ t he

di stri but h@aciafedtwith ARIFRBET £&b@rﬂ%nd??&‘i&&%§yﬁi&%ﬁ;5ﬂj6 céiﬁ@ﬁitie@ﬂ) ot rﬁdﬂ%e&m mber
t okens. 57. The nmethod of claim1l1, 4, 7, 23, 3 46, or 52, wherein the

decent r al Pssegiajsdbyithcthe meaniesr Redosnt he | nt er net . ’20_ 58. The nethod of claim
(]:-él |4;J| ;;, Sﬁbn2%$?ea?s\%%?€a{dn%%istr\é\{{i"\¢ertglsk% atssho%ia Sin \%Rﬁ Enaaliﬂtgi%%gqﬁg Isel’l: O i dP" k'is a
5  accounts; and

(h) a set of domain administrators for performing the administrative tasks remotely

over the network.

47. The system according to claim 46, wherein each member account includes means

10  for member identification and authentication.

48. The system according to claim 46, wherein at least one server system includes

means for member identification and authentication.

15 49. The system according to claim 46, wherein each member account is associated to

a single member.

50. The system according to claim 46, wherein the set of administrative tasks includes
reporting and accounting tasks relating to each member account.
20
51. The system according to claim 46, wherein the administrators are divided into

hierarchically structured groups according to different levels of the administrative tasks.

52. A centralized security management system for distributing cryptographic
25  capabilities to a plurality of network users over a decentralized public network, the system
comprising:
(a) a plurality of member tokens for providing cryptographic capabilities to
authenticated users of the decentralized public network;
(b) a set of server systems for managing the distribution of the member tokens;
30 (c) means for requesting a member token from at least one server system;
(d) a set of client systems, wherein each client system includes

(1) means for receiving the requested member token, and
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(ii) means for utilizing the cryptographic capabilities provided by said member
token; and
(e) means for securely distributing a requested member token from at least one server

system to at least one client system over the decentralized public network.

53. The system of claim 52, wherein each client system further includes user

authentication means.

54. The system of claim 52, wherein the means for requesting a member token resides

10 on each client system.

55. The system of claim 52, wherein means for authenticating a user resides on at

least one server system.

15 56. The system of claim 52, wherein managing the distribution of the member tokens

includes dynamic updating of the member tokens.

57. The method of claim 1, 4, 7, 23, 32, 46, or 52, wherein the decentralized public
network is the Internet.
20
58. The method of claim 1, 4, 7, 23, 32, 46, or 52, wherein the decentralized public

network is a cellular phone network.



