;. 101234567e3e71 [ 7TFDDEt OPxZ6ZT[ <J TI TLE OF THE | NVENTI ON DI G TAL WORK
PROTECTI ON SYSTEM RECORD/ PLAYBACK DEVI CE, RECCRDING MEDI UM DEVI CE, AND
MODEL CHANGE DEVICE 5 This application is based o i cati on No.

2001- 208532 filed in Japan, the content of which W or porated by
ref erence. BACKGROUND COF THE | NVENTI ON 10 (1) Fleld ention The
present invention relates to a technique to dlstrlbut “¥Ece|ve, record,
and play back digital works over a network. 2) EEscription of the Rel ated
Art 15 Thanks to recent technol ogi cal advance, digital works, such as
digitize t I ges, and prograns, have been distributed
over a ng%ﬂgﬁﬁqﬁigﬁﬁzgﬁigpxﬁgylnternet which allows users to easily
retrieve vari oys gl AbrRROSKSTAE RGN ggfswsak é’é@RﬂSPﬁﬁAf’BA%ﬁ? Drg%tﬂ:heved
digital works onto a separate 20 recording |umto pl ay back.

t he abovexpbranivagaEiaiv UsericH e hvomed, oy emvarid y repli cate
digital works is inevitably attended with a problemin that the copyrights
of digital works may be infringed easily. 25 SUMVARY OF THE | NVENTI ON To
address the above problem an object of the present invention is to
provi de a di gi {Taliswmpkl pratiewt i vbaspdtoemn app btoa diph Hph 20K 1d@0BE682
arecordi ng nmedi um devi ce, anodel change device, a record/playback nethod, a
record/ plfgi-sﬂt%%Rnplﬂéafr“amt%@%tﬁ@@o@ﬁlﬂl}%éﬁumﬁby|W%H@cﬁtﬁﬂ Blvayback

rogra ech
p g m erence

BACKGROUND OF THE INVENTION

10 (1) Field of the Invention

Thepresent inventionrelatestoatechniquetodistribute,

receive, record, and play back digital works over a network.

(2) Description of the Related Art

15 Thanks to recent technological advance, digital works,
such as digitized documents, music, images, and programs, have
been distributed over a network typified by the Internet, which
allows users to easily retrieve various digital works via a
network, and record the retrieved digital works onto a separate

20 recording medium to play back.

However, the above advantage that users are allowed to
convenientlyreplicatedigitalworksisinevitablyattendedwith
aprobleminthat the copyrightsof digital worksmaybe infringed
easily.

25
SUMMARY OF THE INVENTION

To address the above problem, an object of the present

1 AR
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5 of which records a digital work stored in the internal nenory of a
record/ pl ayback device into a portable recordi ng nmedium device in a manner
to prohibit playback of the recorded digital work with any other device
than the record/ pl ayback device enployed at the tine of the recording. 10
To achi eve the above object, in one aspect of the present invention, a
digital work protection systemfor recording and pl ayi ng back digital work,
conprises a portable recording nmedi um device including a storage area and
bei ng attached to a record/pl ayback device and the record/pl ayback devi ce.
The 15 record/glay?acg devi ce inclédeS' En in%ernal st orage qgit oper abl e
to storeBVEBRERRt *PhaP PECATEAP gt SFIRERK: WREHInP HReSF It i S Bilistr age
unit ope t i i i Lon_th i S ;uni to the
Fecor dl pF ayBac S ByBEERUEIEL, B LR ig BELIRUEREch R < or e
content Bagede20, Ofe ddhey LS A SHLE ankgesra%%y@%&ﬁ}ﬁégm,er ate
encrypted information; a wite unit operable to wite the dgenerated

encr ypt ednibnd Qle@irdan gi ié @1 kM & tHrags P&k Ofp T d8Cprdhpamimcidnn devi ce;
a read unit operable to read the encrypted information fromthe st orage
area »f bhewhbcormiquyded digdesilceorRswoetiyptheninnetnopaieaaidm, t 0
decrypt the read encrypted information based on the prestored device uni que
i nf or mat péna stererd/mlatim anidaue denfioteati parsebiageecmiding npgahiomte a 2
decrypted content: and a playback unit operable to play back the generated
decr ypt efle¥bRE it @ WM R KoL EIMER + bidtliagiacthe! tdorarprdgBatigidadi ce

encrypts the content based on the device unique informatiqn that 5 is
uni que t8°F ew%géo?ﬁyp?%@%ﬁc@?%%@?c%h?% ERﬁmé%ﬁ?f%qﬁ§ t4&Y 5iS5f or mat i on,

and recorgglghgdgggegﬁé;g%%QQ5%péﬁg }géﬁrgﬁ%%on on to the recordi ng nmedi um

devi ce. TH-order to pl'ay back the conte e record/ pl ayback device

decrypts the epcrypliedel Qrar%}depeb%é%g ﬂ{'oh@ea éﬁ:%fu?l%%gfreis%fnc&r mat i on

stored in 10 record/pl ayback device” Thus, there is an e that the
encr ypt edn{,8L 0L 6B} i DA @ERAwb Pkt HEot 6T SH G s¥REH U8y 0LNE ££d 115y Rl her
decrypted nor played back by any other device than the record/pl ayback
devi ce havanpgndg be clrd igiier 4 Ind ot kpciomp ritsesedpd heslel @ retbriéng medi uirs
preferable that the encryption unit encrypts the content using the device
uni que i A¢vioat ionlading keystoragpherie®e arht igry ptad dhefdorteaii on, and t he
decryption unit decrypts the read encrypted information using the device

uni que i APEPRA{PLAYRACK JaNicQEW tHhe iecashRAKEdn detteecontlent s
onorYpt e USaf s Sevl e, Ul e o) o gt s ke Lo generate the
o110 BB U S RLan cagcn bt o s MO RS
played bagkoBia @i dend £&yd Nati dasse A1 ave dhetded &R v4Rkdus ihpkor mation.
information that is unique to the record/playback device; an
encryption unit operable to encrypt the stored content based
20 ontheprestoreddeviceunique information to generate encrypted
information; a write unit operable to write the generated
encrypted information into the storage area of the recording
medium device; a read unit operable to read the encrypted
information fromthe storage area of the recordingmediumdevice;
25 a decryption unit operable to decrypt the read encrypted

information based on the prestored device unique information

stored in the unique information storage unit to generate a



Here, it is preferable that the record/pl ayback device 3 further includes
a condition storage unit operable to store usage condition information
showi ng a perm ssive condition for use of the content; and a condition
judgment unit operable to judge whether use of the content is permtted
according to the usage 5 condition information. Wth this construction, the
record/ pl ayback device prestores the usage condition information show ng a
perm ssive condition for use of the content, judges according to .the usage
condition information whether use of the content is permtted. 10 The

decrypt echcOntRRYy LonRkA¥§daRack oM yoahenfihe et itg &Egge?ﬁ%’? be

permtted. Thus, the content is protected from bel ng use

condi t i onheshewe MY cihacusgpecaondntan.i nformation is not nmet. Here, it is
preferable that both the unique information 15 storage unit and the

condi tion stordgehunhisacenseadepiohpctied Bscowd)pbsybudl edgpriatect ed

agai nst any external device unless the device is specifically permtted to
read or wmnicrgpttisethmicqueenhfterseat dothemk¢iee usageedorfidmadn. onnf loatrat i on.
Wth this construction, the unique information storage 20 unit and the
condi Bi o SSHBrERet afPe LRG0 A IRleYResikeie B eihd Jeaad apedinece e gt st any
external ,device. Thus, the device unique information and, the usage

condi t i oRNiEREBAELPoN2 B e PTOTRT L PFOFTBERAgSNEAKRESOUINEFEPREIGR i s

pr ef er abl e é%? hthe encryption.unit egg(aygs 25.a titl §egaéﬁq5u;s uni que

Do the oSt BRLE PRV ThEgaia) deddce” " 1 draiek Yo pla

content, the record/playback device decrypts the encrypted
information based on the device unique information stored in

10 record/playback device. Thus, there is an effect that the
encrypted information stored in the recording medium device is
neither decrypted nor played back by any other device than the
record/playback device having the unique information stored
therein.

15 Here, it is preferable that the encryption unit encrypts
the content using the device unique information as a key to
generate the encrypted information, and the decryption unit
decrypts the read encrypted information using the device unique
information as a key.

20 With this construction, the content is encrypted using
the device unique information as a key to generate the encrypted
information, and the read encrypted information is decrypted
usingthedeviceunique informationasakey. Thus, theencrypted
information stored in the recording medium device is not

25 decrypted or played back by any device that dose not have the
device unique information.

Here, it is preferable that the record/playback device



title key using the device unique information as a key to generate an
encrypted title key, encrypts the content using the generated 4 title key
as a key to generate an encrypted content, and generate the encrypted
information that is conposed of the encrypted title key and the encrypted
content, the wite unit wites the encrypted information that is conposed
of the encrypted title key and the 5 encrypted content, the read unit reads
the encrypted information that is conposed of the encrypted title key and
the encrypted content, the decryption unit decrypts the encrypted title key
i ncl uded fAyrdike { £atLEHS bR diRfrof et d UM SE age&asléec\e §€oHOLGHEe
information as a key to generate a decrypted title key, 10 and deCrypts the
encrypt edgittenin iindotthed ioh tRewifgda enesyid £idrd RcRrdMiiicen fusi 0get he
decrypted title key as a key to generate the decrypted content, and the

r ecor di ng fireHe wrordean tce anaich udes! itthenst odggen aed tf ope salol & it hagencr ypt ed
information that is conposed of the encrypted title key and the encrypted
cont ent . whetWarhushi ef ddrescoatendni s tdeemriddeddApbaytacy tetiheeueageypts t he
generated title key using the device unique information as a key thereby to
gener at e R IEA@Y g aMati® ey, and encrypts the content using the
generated title key as a key thereb% to generate tﬂe encrypted content.

Al so, the 20 r@&SPngFéySSEEtGBSF&B deEngFEC?ﬁg/% RYNPTEIET1Fe key using

t he devi ce uni que Lpfor i Qn ke nerate the decrypted.title key,
bnd deor Foes LoRsS, EH Ul Bnd e B o A B o e e BV RLE e et t1 &

key as ad ‘?1}611%‘10919981’:‘%}% biee e cyrLgd g@{kﬁé‘é’g ac@B!&ﬁégéh@o & r%g&g&’ title

key stored I n the récording 25 medium d ce Is not rypte ny ot her

devi ce t handihe oheeRFILRLBYBAGKANECBsBaVE REtben€layd 6@ yathAuecéaf ormation
stored therein. Consequently, the encrypted content is 5 decrypted only

by the rater depkapbaakcorvése.idieniayed baskpsel graldre thikatohbBent is
record/ pl ayback device further includes a first authentication unit

oper abl e judgeer tor benpeual thatherithwsat itdre wontieatsésopdotethedt fcati on unit
included 5 in the recordi ng medi um device before the wite unit wites the
encr ypt e@eilpfopeci wheinntdet kondisiage ahernobybehoreseage eerdlitier reads
the encrypted information fromthe storage area, the recordi ng nedi um

devi ce fdPEREMATIOPUGEs "Plre™§&cond aut hentication unit operable to perform

mut ual aut hent j,cation_10 w th the.fi ne ion _unit Ingl . in the
record and pl a%}%zﬁ%k h%ilts, Fant etrﬁg’lgt éﬁé&g"%{r%?ﬁ%gf‘uagé ﬁgf?ir{lrgggjs?%rage

ar ea, “ds%o?%%“lgnﬁ%%g%hérf@nd{ r?%ﬁiB?QgétLPr(iatQ%r@rf@aﬁgﬂaP%&%'é&‘b' e and

readabl e onl'y "when the nutual authentication i1s establis e first

aut hent i gat ;N1 W tyr itthe prdder ted hoWihbesad e xke r@Raar ¥pi,edeCont &4 1 nto
the first storage area, and only when the nmutual authentication is

est abl i shad dyvide iki ssdcpfidwelty parindontaditio, ravid oeswt hiee eherypiacktitl e
key into the second storage area, and the read unit reads the encrypted
cont ent findprmhsibnr endstorayeageeacndntiionl yniwwemathen nut ual

With this construction, the unique information storage
20 unit and the condition storage unit are write-protected and
read-protected against any external device. Thus, the device
unique information and the usage condition information are
protected from being leaked out.
Here, it is preferable that the encryption unit generates
256 atitle key that is unique to the content, encrypts the generated
title keyusing the device unique information as a key to generate

an encrypted title key, encrypts the content using the generated



20 authentication is established by the first authentication unit, reads
the encrypted title key fromthe second storage area. Wth this
construction, the record/playback device and the recordi ng nmedi um devi ce
mutual Iy aut henticate each other. Only when the nutual authentication is
est abl i shed, the 25 record/pl ayback device wites the encrypted title key
into the recordi ng nedi um device, or reads the encrypted title key fromthe
recordi ng medi um device. Thus, it is prevented that the 6 content is read
fromor witten by any illegitimte devices. Here, it is preferable the

record/ pL aypagk deyi.ce. § upthele Ll Qggeﬁmé)c\ﬁ% ¢QRdLL L O St %é%gergaf}itatteoloer abl e

to store usage onditioh information g a perm ssive con 1on for use

5 of thergophenrtprand rfrindildoh i HdgmR 4Bt OPRE 8Rke yhe ehudga avhet her
use of the contént is permtted according to the usage condition

i nf or mat k@p anWtiHe éid Sy SOasEbHeEhON thehe iusage €ondiés eRcich &hyted i nto the
recordi ng nmedi um devi ce, and the judgnent as to whether use 10 of the
content isfepenatisedhax fradengeerdoiigtioenheypsader cohslikieiyosind Hidvee, it i S
preferable that the wite unit reads the usage condition fromthe condition
st or dge emé¢rymipeld wontestt Heha raad usdagerassisdi ¢ encirgpoensti fmrniattiont he
second storage area only 15 when the nutual authentication is established
by the fiRrat Hueamq Pénthfi encifRE ek 4d tdSi Keveatd e ansag@tedndi tion
fromthe second storage area and wites the read usage condjtion into the
Usage. CORRRLHoN S ALETIRTEOGnE) WA TA Sl Bar P SAURERR | CHti Dee.

est abl i shed L\%Y]% he first_authent] catlon unit 20 an%itnhet%on((:lil ti.on judgnment

uni t judbré%l he? thl%ee BT he Tortent 'S ﬁéﬁrar%ltotneél ac ordlengetvt%ctehe usage

o LS ARNOIT ARG ) ook e Uokageum e M by
10 anddecryptstheencryptedcontent included inthe read encrypted
information using the decrypted title key as a key to generate
the decrypted content, and the recording medium device includes
the storage area for storing the encrypted information that is
composed of the encrypted title key and the encrypted content.
15 With this construction, the record/playback device
encrypts the generated title key using the device unique
information as a key thereby to generate the encrypted title
key, and encrypts the content using the generated title key as
a key thereby to generate the encrypted content. Also, the
20 record/playback device decrypts the encrypted title key using
the device unique information as a key to generate the decrypted
title key, and decrypts the read encrypted content using the
generated decrypted title key as a key to generate the decrypted
content. Thus, the encrypted title key stored in the recording
25 medium device is not decrypted by any other device than the

record/playback device having the device unique information

stored therein. Consequently, the encrypted content is



the recordi ng medi um device nutually authenticate each other. 25 Only when
the nmutual authentication is established, the record/playback device wites
t he usage condition into the recordi ng nedi um devi ce or reads the usage
condition fromthe 7 recordi ng nmedi um devi ce. Further, the
record/ pl ayback device judges whether use of the content is permtted
according to the read usage condition information. Thus, the usage
condition information is recorded into the recordi ng nedi um devi ce toget her
5 with the content. Here, it is preferable the usage condition information
stored i Qg preadohi9npet ehagdecdBil/phaysaakxpgsvitied pl ayback number of
tinmes, a permtted playback period, a permtted total playback tine, a
perm tted nunbgeref itnes grafoamliagHdte thenteBbrdlplaybacreddvided nunber
of times for noving the content, and the condition judgnent unit ( i )

j udges t dupltéye rbiackl udees € dntrenta wrign vitvert itdreumitrbeerableitgse of oact ual

pl ayback of the content by the playback unit is equal to or less than the
per mi t t echuplugyFadihenitisat ioh Withes segondea theg tilices ian whitchnehedesbnt ent i s
to be_15 played back by the playback unit is wthin the permtted playback
periofl, &RdtRe rGCRArdingemed i wedpdLqR BFPAER Ghe BELAR Yl o 'LESS Ehan t he

itted total I k ti . (0 i t th tent t h
Fecor di nG EAPEREGUV PSP WAGR Ehe Trmies BAoRmbEFGE FRES A copyi ng
t he content i t L) j.udge no t he
cont ent ﬁgtlttlh{isaeare&;%gbgiér)lrbérr?&gdﬁ%&mﬁgtg\%%gg%gﬁﬁ;&v%rﬁelrtlh%h‘i’ey%er% %?8 ’\rlltﬁhrsoer of
times formyhRgqt REqEaRt 88 ;LS EﬁlyﬁllleJIrOiﬂ-cPﬁd&é e L se

ith this
construction, thé usage condition shows a permtted p 5¥%a0k nunber of

times, azpenehtiedtPbANRACK operia®de €8 f¥rfoRehltuhedhdoiad £ Makack tine,
a permtted nunber of tinmes tor copying the content, or a permtted nunber

of tioreswhiah unevi ingst éeceppit Borh unThusclusizgei rothé heceodtagniplissyddar ted in a
variety 8 of ways. Here, it is preferable that the record/ pl ayback device
further undétudesdaphaustherade #tneen jnedgeiest aufiirsbpetabige targaidgel whet her
the recordi ng medi um devi ce includes the second 5 authentication unit, and
t he encr $pseEeAndMiioFags REL2enER§pteceE SEOTEGT 2GSREe e Wehiadd auni que

i nf i h d, i nf, i , h
o or o o heleA S B S s R e Lo on shen e
onit, gy eLbecupll (UEADRC LI 88 hes aeel ated £ne oL o et on

medi ygn .dtg}‘l%;gg%).ﬁédj LEQES Pofnt® dielide ¢t Re csagend-ayt hendi Gatj Qewni t, the

read uni er reads the encrypted informafion fromthe stiorage area of

the recokdinguiBdil Ul ERYH EECAMIESN LN &£€Os T drgdred) WRLemviree i s judged not
to include the 15 second authentication unit, and the decryption unit

further deehgptschhion eadienoryiptead tinef encatypordusinget hey deiceheni que
information as a key when the recording nediumdevice is judged not to
i ncl ude skeosdetrdagataras i xed Lba rgacdtunit reads theencryptedcontent

from the first storage area, and only when the mutual
20 authentication is establishedby the first authentication unit,
reads the encrypted title key from the second storage area.
With this construction, the record/playback device and
the recording medium device mutually authenticate each other.
Only when the mutual authentication is established, the
25 record/playback device writes the encrypted title key into the
recording medium device, or reads the encrypted title key from

the recording medium device. Thus, it is prevented that the



Wth this construction, the encryption is done in a 20 different manner
dependi ng on whet her the recordi ng nedi um devi ce i ncludes an authentication
unit, which makes it possible that the digital work protection systemis
used in a variety of ways. Here, it is preferable the recordi ng nmedi um
device further prestores nediumunique information that is unique to the 25
recordi ng nedi um device, the internal storage unit stores a unique
information type in association with the content, the unique infaormation
type showi ng whether the content is to be 9 encrypted based on the device
uni que i dedEtd s AeddnerBRAbUMVHDE B Bpfaratileithesneeondipkayback
device further includes a unique information judgnent unit operable to

j udge, accordi migrey tthe sundafiserdrifethatieao ddypé aybarédid i dhEurnher nal
storage 5 unit, whether the content is to be encrypted based on the device
uni que i rfrrlveddon areandd tiedi $roungicgueniinf opeatbda, tohetenerypégen unit

(i) encrypts the content based on the device unique information to generate
t he encr et o Afgorer tiRenshRE1NE] fuee T o1 icondifdgmefivrunse j udges
the content to be 10 encrypted based on the devi ce unique information, and

(ii) Peadd LRE TRIYF M LAPGLR SORCIEHRN DRATPIHT e br RIF AP hY LredP e devi ce
t t t d h d .nedi i i .nf ti t
gencr at & A1 KGR 5: Bt 1 GPRGET S ARG G AN GOe" FHF G faerBn Y egment
unit judges {:he HSonte e ke encrypted based on the 15 medi um uni que

information, the decryption unit (i) decrypts the read encrypted

i nformation baggehothiecHsYHGEL Udh Al LT8O h QN 1 6h 98N R) L Heo
decrypted content when the unique information judgnment unit judges the

content tuhebecenedypyetkdiagedeoncthearibvhee) udympre abfos wakitbper ane (i1)
reads the nmedi um unique 20 information fromthe recording nedium device to
decr ypt tdfe theadcertemyptied peratiretli as watlh &heocudenofte hehe easkhgredi um

uni que information to generate the decrypted content when the unique

i nf or mat icomdifdgment unit judges the content to be encrypted based on the
device unique information. 25 with this construction, different unique

i nformation i sHEE8d }thiEHRF Yt SR2BETENUF A dRithes s Gie ¥$ALR nat i on

t , Which K it i bl hat the digital, K t] 10

2P hsed e re B Tty ke AEruarS, T a6t HER TBSpEaF T34 he.

present 1,y tFBHgiQ&B%'Pr‘?Pofn%a@jth’FP%JtoCPIé‘Q%ecd&%’ %%o'f%?@ Locar&placing a
plrayback "device w t

first recor a second record/ playback device due 5 to

changs i phanCenler aklulet WeeReAtYsaEi8Adi3 SSENHEEsIEOMbFeIhe the-dd I St
record/ pl ayback devi ce being usable under the contract . The first record

pl ayback adevieee iicaelidtesnia, fthstread armal rehasagaeunsigopesaditeidro store a
content that is a digital work; a first unique information storage unit
oper abl e fromptles tserceontils tenvd geavreqrel wni besdtheoneadhatsaigs aamaeidro t he
first record/pl ayback device;, a first encryption unit operable to encrypt

t he cont éRtostheedsiaget RenfiEsPn| fEEFAAr Yok agelurihebdd ®Witude devi ce
uni que informati.on stored in tTe fir%% nigue informati.on storage unit to
gener at e 2HEFPSEER tRPFHEE FRRL T §Ped By thg FiFPE@URen tdFerasPe i write the

geneé@tegn%Q§&¥nggitionjudgmentunitjudgeswhetherusecxfthecontent
ispermittedaccording to the usage condition information stored
in the condition storage unit.
With this construction, the record/playback device and
the recording medium device mutually authenticate each other.
25 Only when the mutual authentication is established, the
record/playback device writes the usage condition into the

recording medium device or reads the usage condition from the



information into a storage area of a recording nediumdevice, a first read
unit operable to read the encrypted information fromthe storage area of
the recording medi um device; a first decryption unit operable to decrypt
the read encrypted 20 informati on based on the device unique information
stored in the first unique information storage unit to generate a decrypted
content; and a first playback unit operable to play back the generated
decrypted content. The recordi ng nmedi um devi ce includes the storage area
for storing the encrypted information. 25 The second record/ pl ayback device
i ncl udes: r@cSeE0NG niditivinaky s£61 againttlidr,t Bat +&ed rilaS1 /b Mt IRAlcest or age
area for storing a content that is a digital work; a second uni que

i nf or mat i puddds whetthieages elrift thaatoritecitude peamiititeat nakogtiahageo ahea f or
storing device unique information; a second encryption unit operable to
encrypt theadomagr ostrglidd onn infiergetond. i Munaltlst orssage woindikdeoad on t he
device unjque information stored in the second 5 unique information storage
unit to gEmEREIE Bt Eeeariat dntaticn: e Byt iR deihFe togetasre to
wite the‘q’f ner at ed encrqpted information into the storage area of the
meror y de ENE KU read unit operable to read the encrypted
information fr t he .storage are f t.he nenpry device; a _second.decryption
10 unit operablcg@rted &chrlf/p r?ﬁ%r‘?%g% terpnecruysrﬁiigeed |Oﬁlrdolrtr+§tni R tBEEEG18H the
devi ce unj | i .stared | cosl, igyjﬁ.' i t or age
unit to Sée%éf%% éfngélglr%tgro%tlz Béosﬁlictéefr}at%$gﬁg€a secsuo% p a%/tgqaégiggéb’?ggger abl e
to play hagidheroentssat abaaetvded189BheRpe iy, MRAS rehange cdeyice
includes: a third 15 read unit operable to read the device unique

i nf or mat ig wdatleting, ke rhitsedminps o Ht onerfoarcadairagehsabhteand del ete
the device unique information fromthe first unique information storage

uni t ;10andma at herdittedenwniidar ofet abée far wovtiagt heereatt efetvi @@dubhhque
information into the second unique information 20 storage unit. Wth this
const r uctYHitinRn fdenerhamgs evieEorsdes PLRY RRaH Ehewrnnirnt ARdY mat i on

stored in the first unique informati on storage unit of the first
recor d/ pl" BRI BYIRET ‘Elglfe’t“éess [%eaﬂéi}iaﬁ:ep %Y%%kichﬁ SR trsh eREoRY t he

first unique informatiaon 25 sto e unit, and ites the read _device uni que
it or mat 1IF PRRSSERE WadoriethRg 08 P sl e the et A SRS YBRE S econd
record/ p'rﬂ%ﬁ?eﬁ!‘ eyi T. o+ o€ r .nnd chandsnt b 2 cont ent
stored into t eo(r}e{é%rﬁ thg“rer% ieu\‘r-%ﬁ eﬁ%ﬁ abt;b]?lﬁgﬂf ?irlgt recor%/l%egéb%%k devi ce
i s alijsowgd 4y2d8atig ey the %h@ SEERNE i ek df Pl ¥ hacke HeM e pl ByB&dikt | on,
after the nodel change, the ¥| rst record/ pl ayback device is no | onger

al | oned tpgenisel,Sahbie £aptanttind béraatiualkebyaybacinod kefiadspeeir Déss he
present invention, provided is a nodel change device used for canceling a

r ecor d/ plthyaratke deamie tatht ohad mlerbamabliweunder) dudgrsriaetcapet Ween a user
and a service provider. The record/ pl ayback 10 device includes; an_internal
st or age ffntedPeEabiRe & COreiadamedhi® et OnLY Ryt PaBPkELRC uni que

i nformation st org%?L uni £ operabl e Vi ce uni gue i nformation

i) d
that 1o GHIGH ©h RS R0 PaPUT 7R PEE T atERF ) ot BEFSFHY or ot i on
regaggi g Lhe GQit 5agte e eyl o i IS ILALTELL 0D bl gL Adependent

of the contract i on;  an encryption unit opera o encrypt the

content s{ofied bR1LNEREAtE N Pe rHirRGENUALEr oS ad Uy RS ABViRG ik que
information stored”in the unique information storage unit to génerate

encrypt e¢dntferitmals @auad Wol teodnpkeaperable to wite the 20 generated
encrypted information into a storage area of a
With this construction, the usage condition shows a
permitted playback number of times, a permittedplaybackperiod,
25 or a permitted total playback time, a permitted number of times

for copying the content, or apermitted number of times formoving

the content. Thus, usage of the content is limited in a variety



recordi ng nmedium device; a read unit operable to read the encrypted
information fromthe storage area of the recording nmedi um device; a
decryption unit operable to decrypt the read encrypted i nfornmation based on
t he device unique information 25 stored in the unique information storage
unit to generate a decrypted content; and a playback unit operable to play
back the generated decrypted content. The recordi ng nedi um device 13

i ncludes the storage area for storing the encrypted information. The nodel
change device includes : a read unit operable to read the contract

i nf or mat b@nwhkem t he uni que information storage unit; and a cancellation
unit operable to performprocessing 5 to cancel the contract with reference
to the read coHera¢titniorpmifeamb\ tthathichecoasbradpiapbatkedevice
record/ pl ayback device prestores the device unique information that is

i ndependénrtbert hacdodesaen dwflemuatdaniomhadgpdat thahgepeeable teads t he
10 contract information stored jn the unique jinformation storage unit and
per f or ms JBFGE¥RE RS - A FESIo A IcBREE AR A8 19 Aerdiessethe s9rodad

contract information. Thus, eve fter the cancell ation of the contract
under mF‘BﬁLFHElFégéPB/lbrl”a%a?c“lépagﬁi VTP UAb M1t RBTERRT HRCSRIRd in the

di ' ' | L1 al b I db b h
ecor df prafoaet iy HEYhET PR, by e A PREE s AT i) beent

inventio Ld i qggg change i S f ;gqg% . first
contractaﬁﬁggggﬁh?gﬁ iﬁ?%%ord#ﬁﬁaybacéq'éVﬁggHiggﬁsg%Tg to q%%ﬁgéiond

contract detheefid sudgeAtAcEt ol SndBEee ReEVERIbr HECheARdcatibhSiniSer Vi ce
provider and the second contract is made between the user and a second
seyrlce phgrmd?@uimﬁﬁmfﬁhﬁﬂfpifgfﬁhfg@&@m@ﬁgd@?ﬁﬂ#@tﬁ?ﬂhﬂdﬁmaﬁﬁﬁnstorage
unit operable to store a conten at is a digital work; a unique

i nf otOrat iohosthe agfec ZRHyaIGirteaopér Bbe er ¢ @ tigree meid) unede g ecaniltgre tihef or mat i on
that is unique to the record/playback device and (ii) first contract

i nf or mat FEACFEFRAAMAGIvRedEVEGE £BN1veETd Nde tRevinadudsl ke Becond

i nformation bglng |ndep%Pﬁen% of %%g contract |nfornat|on;r9n encryption
unit opefdbf8 Fb_ @ﬁé??p’( Jtthga B6nt . ué‘tl(?r@dr)?ti*ﬁ? &3t Elf“ﬁzfl St uni t
based on.tge degmce ni u§ |nforg%t|on %%%%d in QPe unlgue i pf armation

1 rmaclon Lrrom e stora a ea? recor ng m 1 .gevice
storage GNP 1o -geherate 5 Encrypted 1 nformation: & Wite unit operable to

write the,genesated Snenyphed LA QLPRLE O R ShOTAYe: Al

recordi ng nmedium device; a read unit operableto read the encrypted

i nf orgrat s880H808UE AENE1 85 806n aliedt Pfaddier Hee Gy iyt itRdiuNtd VirG@e ra
decryption unit operable to decrypt the read 10 encrypted information based

on t he de¥tegpusithiteréad endatyiparedsiof ecthd i drhes ing g dat dcaainiiemest or age
unit to generate a decrypted content; and a playback unit operable to play
back t heigéaemat édn decpyir edheontentrecpiidingdeerdi uy dewdicent eévidged ncl udes
the storage area for storing the encrypted information. 15 The nodel change
devi ce iPef ubiesingli@adt i TeeRRY abt €141 1@dd Fheiit-st  cont ract
information fromthe uni gue infornatiqg storage unit; a contract

cancel | ation a HF%h $EBBEr e 8 FE PﬁﬁBPoéésgPﬁﬁ t8 Bancel the
firsfy CogiEAGLoME hggééﬁ:%%%&%ﬁ%o%%éﬁg& {1d 5Lc6PAL A GRELL h¥ePLLon, and
perform processi ng to e the second contract to generate second
contractipncijudes an authentication unit, which makes it possible that
the digital work protection system is used in a variety of ways.
Here, it is preferable the recordingmedium device further
prestores medium unique information that is unique to the
25 recording medium device, the internal storage unit stores a

unique information type in association with the content, the

unique information type showing whether the content is to be



information regarding the second contract; and a wite unit operable to
wite the generated second contract information into the unique information
storage unit, and delete the first contract information fromthe uni que
information storage unit. 25 Wth this construction, the record/pl ayback
device prestores the device unique information that is independent of the
first contract information. The nodel change device reads 15 the first
contract information fromthe record/ pl ayback device, perforns processing
to cancel the first contract with reference to the first contract

i nf or mat i rypRfddopaBe Araxc @sel dgvide RKeddhengeenadi 6Qndy adke madi dm
generate the second contract 5 informati on egardi ng the second contract,
writes heingeer ot Borsetciond thatreaotdi/ pfleybatkate viiateof U hehemi gokuded or mat i on
storage unit of the record/playback device, and deletes the first contract

i nf or nat iown{ geenirfermaitdea 1wdanend PoAt sararaid auhbtiudbsusaceveding ter t he
service provider of the record/playback 10 device is changed to anot her
service povlgerNighe Kt igoregei atered ride dhd AGEREBPUFHRYATR i s

till _pl back.. BRI EF DESCRI PTI THE W NGS Th th th
o] ocPS, NFant SOERC RGeSt O e “O7 -1 5% RS TR PO T4 CBBCHE Topar ont
from he @ necdascilBl ban hhereal halien Lo, ERBLUREL LoD WiAD Lhe
acconpanyi n rawi ngs whi ch |IFustra e a spe%l i ¢ enbodinent of the

| nvent i 0y ke duANngs; ElGyded ik lpcedl Basam SHOW g NNt i re

construction 20 of a digital work distribution system100; FIG 2 i1s a

bl ock di agriaies havbAgat hen caNgbheehitentd ehGqpteRt idifsthhbubh Qmeserver
device 200; FIG 3 is a block diagram showi ng the constructions of a nobile

phone 30@&handnaqoenix §oxes i A0GudgmehitGundti Judgéd mmshavhtehow mgpe he
operations of the digital work distribution system 100; FIG 5 is a block
di aglem shewyegethe seshen et donied uaigge infmyat icar,daddddi) Me@ds6 is a

bl ock di agram showi ng the construction of a nobile phone 300b; FIG 7 is a
fl onmchar F%h‘&?\ﬁih‘g‘“t%%lﬁe%@tf?ﬁﬁ%tb‘é@ffé%ehS I[ﬁFQW%E‘FPé“‘ﬁ!ﬁﬂYeW?OOb to

ner n encr nt en n Wr i h ncr ntent, i n h
e At oSSR 80 ha 20 oot Lt SRS % SENLERt e 0 the

togenerate theencryptedinformationwhentheunique information
judgment unit judges the content to be encrypted based on the

15 mediumunique information, the decryption unit (i) decrypts the
readencryptedinformationbasedonthedeviceuniqueinformation
to generate the decrypted content when the unique information
judgment unit judges the content to be encrypted based on the
device unique information, and (ii) reads the medium unique

20 information from the recording mediumdevice to decrypt the read
encrypted information with the use of the read medium unique
information to generate the decrypted content when the unique
information judgment unit judges the content to be encrypted
based on the device unique information.

25 With this construction, different unique information is
used in the encryption depending on the unique information type,

which makes it possible that the digital work protection system

10



FIG 8 is a flowhart showi ng the operations perforned by the nobile phone
300b to read the encrypted content fromthe nenory card 400b and to
generate the content; 10 FIG 9 shows the operations to play back the
content perforned by a nobile phone A and by a nobile phone X, FIG 10 is a
bl ock di agram showi ng the constructions of a nobile phone 300c and the
menory card 400; FIG 11 is a flowhart showi ng the operations of the
nobil e 15 phone 300c; FIG 12 is a flowhart show ng the operations of the
nobi | e phone 300c when the usage condition is a permtted playback peri od;
FIG 13 iis adddvichar tvastiewyng t heaysper ati ons of the nobile 20 phone 300c
when the usage condition is the permtted total anmount of playback tine;
FIG 14 is a bRdtkrdaagradyshowk mythdreaspeast plicthegpredert remenyicay d 400d;
FIG 15 is a block diagramshow ng the construction of 25 a nobile phone
300d; Fl @rovedesl 4sppoBRAE] aghanys Rl g tUse T dost reetliaeAngf aafirst
encryption/decryption uynit 380d; 17 Is a_flowhart show ng the

380d; FIG 17 _
entire of&CANYRS AWPATKAYT 1T "hbPI@ BFSPRS BEEPSA/ By8¥RACKotRIFice due

5 to change in a contract between a user and a service provider,
thefirstrecord/playbackdevicebeingusableunder the contract.
The first record playback device includes: a first internal
storage unit operable to store a content that is a digital work;
a first unique information storage unit operable to prestore

10 device unique information that is unique to the first
record/playback device; a first encryption unit operable to
encrypt the content stored in the first internal storage unit
based on the device unique information stored in the first unique
information storage unit to generate encrypted information; a

15 first write unit operable to write the generated encrypted
information into a storage area of a recording medium device,
a first read unit operable to read the encrypted information
from the storage area of the recording medium device; a first
decryption unit operable to decrypt the read encrypted

20 information based on the device unique information stored in
the firstunique information storageunit to generate a decrypted
content; and a first playback unit operable to play back the
generated decrypted content. The recording medium device
includes the storage area for storing the encrypted information.

25 The second record/playback device includes: a second internal
storage unit that includes an internal storage area for storing

a content that is a digital work; a second unique information

11



FIG 18 is a flowhart show ng the operations performed for nutual

aut henti cati on between the nobile phone 300d and the 5 nenory card 400d;
FIG 19 is a flowhart show ng the operations performed by the nobile phone
300d for storage processing; FIG 20 is a flowhart show ng the operations
performed by the nobile phone 300d for read processing; 10 FIG 21 is a

bl ock di agram showi ng the construction of a nodel change system 600e; FIG
22 is a flowhart showi ng the operations of the nodel change syst.em 600e;
FIG 23 is a block diagram show ng the construction of 15 a nodel change
syst em 600girdgeCun24 tilmtaibtbolediaagianeshahistpddye apsstfdicstoning a nodel
change system 600m FIG 25 is a flowhart show ng the operations of the
nmodel chateyeasy sind@ue0dnfozBaFi; 28 secend lanwatyatt oshowihgopbeabper at i ons
of a nodified nodel change system 600m FIG 27 is a block di agram show ng
t he consthfu@iGYPtoths ABDEERE phibmeedoDl Wil secvspipteandl490prage G 28 is
a flowhart, showi ng the operations of a digital 25 work distribution system
100i ; FI &nixgbapgdon Hee davd CedHst IR LRERTBR LACRIFIRT 9hi Brikst $9RCRADI e 610

that s Shargil i A Somsnt 5Lorage okt 200 0L, 2, Sontent sy

information; a second write unit operable to write the generated
encrypted informationintothe storage area of thememorydevice,
a second read unit operable to read the encrypted information
from the storage area of the memory device; a second decryption
10 unit operable to decrypt the read encrypted information based
on the device unique information stored in the second unique
information storage unit to generate a decrypted content; and
a second playback unit operable to play back the generated
decrypted content. The model change device includes: a third
15 read unit operable to read the device unique information stored
in the first unique information storage unit, and delete the
device unique information from the first unique information
storage unit; and a third write unit operable to write the read
device unique information into the second unique information
20 storage unit.

With this construction, the model change device reads the
device unique information stored in the first unique information
storage unit of the first record/playback device, deletes the
device unique information from the first unique information

25 storageunit, andwrites the read device unique information into
the second unique information storage unit of the second

record/playback device. Thus, even after the model change, the

12



di stribution server device 200j; FIG 30 is a block diagramshow ng the
construction of a nenory card 400j; FIG 31 is a flowhart show ng the
operations performed 5 to obtain a content fromthe content distribution
server device 200j; FIG 32 is a flowhart show ng the operations for
re-obtai ning the once obtained content when a user deletes the encrypted
content stored in the nenory card 400 by m stake; 10 FIG 33 shows the
data construction of a content information table 620 that is stored in the
content storage unit 201 of a content distribution server device 200k; FIG
34 i s a blaokegitagrtameshont ngt bder eomsd g tneghisinofdear imeb iblye t proier300k and
a nenory card 400k; 15 FIG 35 is a flowhart show ng the operations

per f or med dgFoee pstyblaskphlend c80dk Bdlowedi hoabeonsedt buntheosecpnd t he
obt ai ned content into the nenmory card 400k; and FIG 36 is a flowhart
showi ng t FEOFERLeyhe chefeBifRd by PRELKIBY e2 DROREFDOKRded deergpt an

encrypted content stored 20 .in the nenory card 400k and.to pl.ay back the
oct ypt od "CONEOE:. EREERIEATHRPERR 1B PHERED LEEER! RENPYES PRESERRED

EVBODI First, .description is given to a digital work distribution 25
systengﬁg$h%oﬁ§€;§§%'thh preferred enbodi nent 1 of the present

Alternatively, inanother aspect of thepresent invention,
provided is a model change device used for canceling a
record/playback device that has been usable under a contract
between a user and a service provider. The record/playback
10 device includes: an internal storage unit operable to store a
content that is a digital work; a unique information storage
unit operable to prestore (i) device unique information that
is unique to the record/playback device and (ii) contract
information regarding the contract, the device unique
15 information being independent of the contract information; an
encryption unit operable to encrypt the content stored in the
internal storage unit based on the device unique information
stored in the unique information storage unit to generate
encrypted information; a write unit opérable to write the
20 generated encrypted information into a storage area of a
recording medium device; a read unit operable to read the
encrypted information from the storage area of the recording
medium device; a decryption unit operable to decrypt the read
encrypted information based on the device unique information
25 stored in the unique information storage unit to generate a
decrypted content; and a playback unit operable to play back

the generated decrypted content. The recording medium device

13



invention. The digital work distribution system 100 ains to provide 19 a
digital work protection system a nain device, and a recordi ng nedi um

devi ce, each of which records a digital work ( for exanple, a ringer nelody
or a standby screen) into a portable recording nedi um device using a nain
devi ce, such as a nobile phone, in 5 a manner to prohibit playback of the
digital work by any other device than the main device used upon the
recording. 1.1 Construction of Digital Work Distribution System 100 As
shown in the block diagramin FIG 1, the digital work 10 distribution

syst em 100n¢Budsspased Haga £048 eBt stostihighiid 8RCS@pYEd 19evrea t3Q9,. the
Internet 10, a gateway device 40, a nobile phone network 20, a radi o base
station 30he anctizli tRaphondedt: iawrdudesenorieanudi408pe Jhiel € ad evtd

di stribution server device 200 is connected 15 to the radi o base station 30
vi a t he |nheramett i tand folrmatdbnl érphonize netigrek 12 orTiee iradisgolrage st ati on
30 transmits information to or fromthe nobile phone 300 via radi o waves.
The gat ewalyilde\Ansk aceaneetdathen| noek nerenad khda e ksl erpkesesingt wor k

20, and perforns conversion of the comunications 20 protocol between the

I nter fet 49 FHRFEhEMPIFTINE L5En e Hidt wGHerencel §Or EBfonsadt 6ORt5aEE
operation, received fromthe nobile phone 300, the content distribution
server deb?%éf%ﬂﬁf%ﬂﬁnlﬂ butes a digital work, i.e., a piece of nusic as one

eXapl €. 10 L naZh Tl ecplane 300yl apkheckotayneL Aoyt e, poot | e phone

netmprk 20, an e radi ase station _ no one t hen
recei Vesﬂéé’@s%se%e &é‘@fé’é)h%ihﬁ% iﬁg@fﬂﬁﬂi&P%‘é@tis ﬁ'?ﬁierp%‘%ﬁfe%; 4@ the

encrypted content into the nenory card 400. Further, in response to a user

oper at i onghd heynakidte ipiforaad0n! earise iRl AN UhEplged deditentester eHei n t he
menory card 400, decrypts the content, and then plays back the decrypted
cont dot . &orlt 2 d@onsttouatidnnodtGoed emt t Destmidus iiof oSeatdonDevboeeg@00 As
shown in the block diagramin FIG 2, the content distribution server

devi ce 200nits arshpesd s proseseingsteor agacani theogonareohtwvbthunit 202,
and a transm ssion/reception unit 10 203, To be nore specific, the content
di st ri butiohPEAGFeFOdBYE et TDENS T2 CCorPEPEFA 51 em T poSEN R L BT

n1CrOprOCt%§8ghc£§¥gtfg$%fthecontractunderwhichtherecord/playback

device is usable, the content stored in the recording medium

15 device is still allowed to be played back by the record/playback
device.

Alternatively, inanother aspect of thepresent invention,

provided is a model change device used for changing a first

contract under which a record/playback device is usable to a

20 second contract. The first contract is made between a user and

a first service provider and the second contract is made between

the user and a second service provider. The record/playback

device includes: an internal storage unit operable to store a

content that is a digital work; a unique information storage

25 unit operable to store (i) device unique information that is

unique to the record/playback device and (ii) first contract

information regarding the first contract, the device unique

14



a hard disc unit, a display unit, a key board, a nouse, and ot her
conponents. The RAM or the hard disc unit stores a conputer 15 program and
the content distribution server device 200 perfornms its function by the

m croprocessor executing the conputer program The content storage unit 201
prestores a content 600, which in this exanple is a ringer nelody. Here,
the termringer nelody 20 used herein refers to a piece of nusic that is

pl ayed back for signaling the nobile phone user of an incom ng call. Note
that the content nmay be, for exanple, a standby screen for nobile phone,

kar aoke datfmrmatd ca gemegpiodependent tcdhther Javaradhe rdwmmad]iami an202
receives a content I D and paynent 25 infornmation fromthe nobile phone 300
via the readinydidss ynati epeBable Heo @HSINY@tphbAcCoRESRE IS 2XEed H& thter net

10, and the transm ssion/reception unit 203. Here, the transm ssion of the
21 contidtte 3 lasForRgepEPiEnPa s Af o et i MeHE NG Re dNERTR2EERTr €

th h, t.h f, th icati icati t I,
uch s SSOH bl & 8o HRIA Eag B IBOLEGoR O TAECCBRLENEC) BN Sransi tent i 11 ef

| dent b yidg g contentLa3Lolie 5. yver aekeshs La purshase, capg.t e

paynment i ironi'sTinformation ind ca or “pur chasi ng

the cont it e rRYY rg&g&ﬁte@ ihfe ARG BAt i#xgcr:aﬁdsEgﬁaBényEBE Lef grmati on,

the contr unit 2 orns processing recei ving the paynent based on

the paymanicdridfioigmaleidenm H@vhlext;, at heagonhiel ogBrhb282tbeadsdatgent ent that
corresponds to the received content ID fromthe content storage unit 201,
and transmdrsypthel ieddrmantent £omt tiee notd teyeplaoea A0 thieartherding

transm ssion/reception unit 203, the Internet 10, the nobile phone network
20, and teeliraddevhase atdgdrypt3®@n Mevig, ophrakbe contdanryips thanseddted from
the content distribution sever device 200 to the nobile phone 300 in a
secuf® memsaryptiedodghornatior besadser Uhe deviest Laiisiei bofPsRati®em such
as EMVS (El ectragnic Musi ¢ Managenent ?gsten) ansni ssi on/reception

i © 203 SSORGH 8. 3% BAIGHES ST SHEEAALPBCEPPFBRO ORI Bl B eGP ORE bF L
ext er nal d%%\éiycp%sédcggpl%g%%g grqgraetgg)la\{}i/t?aé@%nlinct %Earé%tab:ioe' to play back
the generated decrypted content. The recording medium device
includes the storage area for storing the encrypted information.
15 The model change device includes: a read unit operable to read
the first contract information from the unique information
storage unit; a contract cancellation and change unit operable
toperformprocessingtocancel the first contract withreference
to the read first contract information, and perform processing
20 to make the second contract to generate second contract
information regarding the second contract; and a write unit
operable towrite the generated second contract information into
the unique information storage unit, and delete the first
contract information from the unique information storage unit.
25 With this construction, the record/playback device
prestores the device unique information that is independent of

the first contract information. The model change device reads

15



1.3 Construction of Menory Card 400 As shown in FIG 3, the nenory card 400
i ncl udes an external 25 storage unit 410 that has storage areas for storing
varies types of information. The nmenory card 400 is attached by the user to
the nobile 22 phone 300, so that various types of information are witten
into and read fromthe external storage unit 410 by the nobile phone 300. 5
1.4 Construction of Mobile Phone 300 As shown in FIG 3, the nobile phone
300 is conmposed of an antenna 367, a transm ssion/reception unit 361, an
audi o control unit 362, a speaker 363, a m crophone 364, an input unit 365,
a cont r ol nenf { r 366 ondrak s Rlngs reditti 0368s ordit RO HRHYr HWIE diadPisni t 301, a
content obtaining unit 302, an internal storage unit 303, a playback unit
304, a uniegfe rimaf Promd s Dmgtoragedint he Fhlstacowit £ £ctiMitt h3BOfe Beri@ad uni t
350, and an encryption/decryption unit 380. The encryption/decryption unit
380 i s cdwpbbediofstanoehragptiirdo mmstti 320panfoamsgorogqets dmquotm&@4d). 15 To
be nore specific, the nobile phone 300 is conposed of a m croprocessor,

ROM RAMthg |sieggind eppsrartdpafl b9 aenerate tehe kegconghdconterCteonponents .
The RAM staores a  conputer program and the nobile phone 300 performs its
funct?on l&éﬂrmtwntrf?&arﬁddr%g%é§§8f‘dd-iﬂé‘r"al’ﬁcﬁg VYR B3 SNGFRee5R T3 t he

t 20 1 t 367, . T i i / i, it 361, Aud
COmput r 20, REOSI AN, 1) ALSTOR3ET,  ToansTh et onlpRcepll on unil se1. Al o
366, and [igplay Hai Ee§$§d;§l%?§aglgtg%\pg%%P?arH ansdss and. recelves radio
waves. The transm 'ssion/rec P on uni pertorns ransm ssi on and

recepti opogh r¥ati SWSs ARSSPF bR dTBRE Qe 23 £ o RRIRAN sEBE gl cONt T Ol
unit 362 and anot her nobil e phone via the nobile phone netwdork 20, the

radi o baggustativen 3fceBnthd hrailenpaodbder! 8f aghl tiedbord NElayback
transm ssion/reception unit 361 perforns transm ssion and reception of
vari dus tgpésedfs Shamfend traknot heetsseer deher aoident thle sonitlentti o rset ver
devi ce 200 and content purchasing unit 301 or between the content

di st ri butthotihgereeprdény coeQD@n agelvid¢re odritteintl abtayed dgalhit 302 via the
Internet 10, the nobile phone network 20, the radi o base station 30, and
the antenna 367. 10 The audio control unit 362 converts audi o information

Lﬂgf out péﬁiﬁﬁﬁﬂ_ﬁ%@ﬁ?ﬁ@t@?&%ﬁ Eﬁl%fﬁﬂﬂl%"lipiegtk& "6, Iﬁ""LdSi”?! on, “the
i cr ophone. 364 T B85 Yk TRt BEOLA, ¢ T 1 G Ca T ON Aot PUTET e

resuid i ngnaudive it banmati et A004 Aett FPO kB BRANSw i FR&IesRaakR: 363
perfornms conversion of the electrical analog signals into audi o data,

f ol | onedth¥ ravdic@ keutipidon Wretteias & tth the aopbapen 364q peal.ahgs wearwer si on of
the audio input into
illustrate a specific embodiment of the invention.
In the drawings:
FIG. 1 is a block diagram showing the entire construction
20 of a digital work distribution system 100;
FIG. 2 is a block diagram showing the construction of a
content distribution server device 200;
FIG. 3 is a block diagram showing the constructions of
a mobile phone 300 and a memory card 400;
25 FIG. 4 is a flowchart showing the operations of the digital

work distribution system 100;

FIG. 5 is a block diagram showing the construction of a
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20 electrical analog signals, followed by output of the resulting signals
to the audio control unit 362. The input unit 365 is provided with a
ten-key and ot her keys, and receives various inputs fromthe user. The
control unit 366 controls the operations of each unit 25 constituting the
nobi | e phone 300. The display unit 368 is conposed of a liquid crystal

di splay unit, and displays various types of information. 24 (2) Unique
Information Storage Unit 310 The uni que information storage unit 310 is
conposed of a sem conductor nmenory that is protected frombeing externally
5 read ormemidty examd t40@Ry devi ces other than a specifically permtted

devi ce such as a nodel change device, which will be described later. The
uni que i nf or natEIgh $t dsageo ikt Bl gEneshoweagunhqueonst puseié®ot Here, the
unique information refers to information that 10 is unique to the nobile
phone 300naRidle Heons IWHposed of the tel ephone number allotted to the

mobi | e phone, a randomy generated nunber allotted to the nobile phone, or
the like. (3) IfGerdalSSRofAECclArt 3pavimy THe iqReatdionst meadermeit 303 is

conposed . of sem ¢conduct or ry that is neither readable nor witable
ext er Aal IRY CRFITREL L& BRABR g&g e/‘:f &en?tr&iien@nc%rh‘fmgeﬁi SCENREY PREm t he

cont ent q:ioStJin “t% Se%rcvre){p\:%aiccoentze%oc' i%%o( %l’xecg’«g%ng)%&t @é%:é{‘@'ggg Uni t 30l

The cont ent purcnasi ng uni recel ves from th a content

I D identifyinggiie gontenqt sib@tniPe US&LiRE 8- Sperations performed

by the mobile phone 300b to read the encrypted content from the
memory card 400b and to generate the content;

10 FIG. 9 shows the operations to play back the content
performed by a mobile phone A and by a mobile phone X;

FIG. 10 is a block diagram showing the constructions of
a mobile phone 300c and the memory card 400;

FIG. 11 is a flowchart showing the operations of the mobile

15 phone 300c;

FIG. 12 is a flowchart showing the operations of themobile
phone 300c when the usage condition is a permitted playback
period;

FIG. 13 is a flowchart showing the operations of themobile

20 phone 300c when the usage condition is the permitted total amount
of playback time;

FIG. 14 is a block diagram showing the construction of
a memory card 400d;

FIG. 15 is a block diagram showing the construction of

25 a mobile phone 300d;
FIG. 16 is a block diagram showing the construction of

an encryption/decryption unit 380d;
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to purchase, generates paynent information indicating the necessary paynent
made for purchasing the content, and transmts 25 the content |D together
with the paynment information to the content distribution server device 200
via the transm ssion/reception unit 361, the antenna 367, the radi o base 25
station 30, the nobile phone network 20, and the Internet 10. Here,

transm ssion of the content 1D and the paynent information between the
nobi | e phone 300 and the content distribution server device 200 is
performed in a secure manner 5 through the use of, for exanple, the SSL

protocol. (5) Contert7 Qs ai piogchinit sHithe teentrdL rebsgé P Ngordids 302
receives a content fromthe content distribution server device 200 via the
| nt ernet a0digOtahewanki disphomet nat vy kt&D,1a0ve radi o base station 30, the
antenna 367, and the transm ssion/reception unit 361, and wites the

recei ved contenfl¢ntld tiiseai ft@reharsshoagedunhe QoSrasiens geanfarmgdll. Here,
transm ssion of the content fromthe content 15 distribution server device

200 to thECRABITURpABRRERBECREI PRPESHREE T AodddarRh a0 aRd S t he use
of , fgg egggg%g,?%gﬁ‘Ew%g'systenl (6) Playback Unit 304 20 In response to a
pl aybdck c tted by the user
FIG. 19 is a flowchart showing the operations performed
by the mobile phone 300d for storage processing;
FIG. 20 is a flowchart showing the operations performed
by the mobile phone 300d for read processing;
10 FIG. 21 is a block diagram showing the construction of
a model change system 600e;
FIG. 22 is a flowchart showing the operations of the model
change system 600e;
FIG. 23 is a block diagram showing the construction of
15 a model change system 600g;
FIG. 24 is a block diagram showing the construction of
a model change system 600m;
FIG. 25 is a flowchart showing the operations of the model
change system 600m;
20 FIG. 26 is a flowchart showing the operations of amodified
model change system 600m;
FIG. 27 is a block diagram showing the constructions of
a mobile phone 300i and a memory card 400i;
FIG. 28 is a flowchart showing the operations of a digital
25 work distribution system 100i;
FIG. 29 shows the data construction of a right information

table 610 that is stored ina content storage unit 201 of a content
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via the input unit 365, the playback unit 304 reads the content 601 from
the internal storage unit 303, and plays back the read content to out put.
Here, in the case where the read content is a piece of 25 nusic, the

pl ayback unit 304 converts the content into electrical analog signals, and
outputs the resulting signals to the speaker 363. 26 Al ternatively, in
the case where the read content is a standby screen for nobile phones, the
pl ayback unit 304 converts the read content into pixel information, and
outputs the resulting pixel information to the display unit 368. 5 As

above, t g splrayRaclknunietrv304 deefiker meodi;f f erent processi ng dependi ng on the
type of content. (7) Encryption Unit 320 In response to a wite instruction
i nputted by the&IGseB010svaabldiek idipgramishadGng tthe evesypticaotnsft 320
reads the content 60l fromthe internal storage unit 303, and the unique

i nf or mat komefrorm e durdio§de i nf or mati on storage unit 310. Next, the
encryption unit 320 applies_encryption algorithmEl to the read content

usi ng the readFdfi g8t IhRoEARFEBATASSROUENKiNe OP§ERELLNS RATERERGPL ed

content, and outputs the encrypted content to the wite unit 330, Here, as
one e&anﬁpégg%ﬁt ibF?BEe%TdH?%FEﬂ?§Pq§§%ﬁFlStrlbutl°nserver evice

2007 ;

FIG. 32 is a flowchart showing the operations for
re-obtaining the once obtained content when a user deletes the
encrypted content stored in the memory card 4003j by mistake;

10 FIG. 33 shows the data construction of a content
information table 620 that is stored in the content storage unit
201 of a content distribution server device 200k;

FIG. 34 is a block diagram showing the constructions of
a mobile phone 300k and a memory card 400k;

15 FIG. 35 is a flowchart showing the operations performed
by the mobile phone 300k to obtain a content and to write the
obtained content into the memory card 400k; and

FIG. 36 is a flowchart showing the operations performed
by the mobile phone 300k to decrypt an encrypted content stored

20 in the memory card 400k and to play back the decrypted content.

DESCRIPTION OF THE PREFERRED EMBODIMENT
1. PREFERRED EMBODIMENT 1
First, descriptionisgiventoadigital workdistribution
25 system 100 consistent with preferred embodiment 1 of the present
invention.

The digital work distribution system 100 aims to provide
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al gorithm based on DES (Data Encryption Standard). Note that each bl ock
showmn in FIG 3 is connected with 20 another block with a connecting |ine,
but sonme of the connecting lines are onmtted in the figure. Here, each
connecting |ine shows a path through which signals and information are
transmtted. Further, anong a plurality of connecting lines that are in
direct connection with the block representing the 25 encryption unit 320,
each connecting line marked with a key synbol represents a path through
which information that serves as a key is transmtted. The same description

applies tpgthecdl @ kZIrot &t 1 s98CEMPLd R HMdvi340, aRRS BbsQrtionhe
correspondi ng bl ocks in other figures. (8 Wite Unit 330 5 The wite unit

330 receiners urh@eeIed ypheH oFoiM £FH rbeentl ked BHLEYDIWoRR UHH e32@p18nd wites
the encrypted content as an encrypted content 602 into the external storage
unit 410 awbiiobersne mdywdedaistarvbyneseeegngaintd@potapl® yeReaditdpi t 350
In response to a read instruction inputted by the user via the input unit
365, themeghdaimudprigsous i Mad nederypeedseontamta 602 ifleophbhe, ext er na
storage unit 410 of the_nenDrY card 400, and outputs the encrypted content
to the décPgpPRsntaAPrdhiitis4playhask el st Aéaital twarlp brhanygeet§pti on unit
340 receives the encrﬁﬁied.cogtent fronathe reag unit 350, and reads the
uni que iﬁilearlﬁﬁt itgﬁan main device used upon the recording.

1.1 Construction of Digital Work Distribution System 100
As shown in the block diagram in FIG. 1, the digital work
10 distribution system 100 is composed of a content distribution
server device 200, the Internet 10, a gateway device 40, a mobile
phone network 20, a radio base station 30, a mobile phone 300,
and a memory card 400.
The content distribution server device 200 is connected
15 to the radio base station 30 via the Internet 10 and the mobile
phone network 20. The radio base station 30 transmits
information to or from the mobile phone 300 via radio waves.
The gateway device connects the internet 10 and the mobile phone
network 20, and performs conversion of the communications
20 protocol between the internet 10 and the mobile phone network
20.
In response to a user operation received from the mobile
phone 300, thecontentdistributionserverdevice200distributes
a digital work, i.e., a piece of music as one example, to the
25 mobile phone 300 via the Internet 10, the mobile phone network
20, and the radio base station 30. The mobile phone 300 then

receives the content, encrypts the received content, and records
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20 the unique information storage unit 310. Next, the decryption unit340
applies decryption algorithmD to the received encrypted content using the
read uni que information as a key, thereby to generate the content, and
wites the generated content into the internal storage unit 303. 25 Here,
decryption algorithmDl is an algorithmfor performng inversion of
encryption algorithmEL One exanple of decryption algorithmDl is an

al gorithm based on DES. 28 1.5 Qperations of Digital Work Distribution
System 100 Now, description is given to the operations of the digital work
di stri buttihen esystypmetO@onicehtr éhépenhe membvhe fdoavch@r: Fushoees,i anFl G 4.
Upon receipt of a content ID via the input unit 365, the content purchasing
unit 301 refspansentiel Reuphoner8oat gener ttesngaikemhand GOfatrieeds( shep S101)

, and transmts the content ID and the paynment infornmation to the content

di st ri butdnéir Y8RP FORECREVFERT2B0 1t F e BEBGrY¥ FarRet0d hdsggyptisetdse of ,

for exanpl e by SSL protocol (step S102). The control unit 202 of the
contentrq%%ﬂ tiﬁﬂ% g F@eplé¥§igéc%og%ﬁe€§F5¥§tFﬂeCSBHFBHt | D and t he

paynept information fromthe nobile phone 300 (step S102) , then perforns
processing 15 for receiving the paynent based on the transmtted paynent

| nf or Mt 10 (RIRRELIBLonTHE eBhkehe DISLCOBLED ngéggVaQZDésféé bpgmthe

cont ent st orage unit ( e content entl he r_ecel ved cont enft I D
(step S104) , hBepnbhANsAl tEet BEokRadi5QPEANINt PrEhex MOPLL ecphiang: 300 in a

secure manner through the use of,
distribution server device 200 is composed of a content storage
unit 201, a control unit 202, and a transmission/reception unit
10 203.
Tobemore specific, thecontentdistributionserverdevice
200 is a computer system composed of a microprocessor, ROM, RAM,
a hard disc unit, a display unit, a key board, a mouse, and other
components. The RAM or the hard disc unit stores a computer
15 program, and the content distribution server device 200 performs
its function by the microprocessor executing the computer
program.
The content storageunit 201 prestores a content 600, which
inthis example is a ringer melody. Here, the termringer melody
20 used herein refers to a piece of music that is played back for
signaling the mobile phone user of an incoming call. Note that
the content may be, for example, a standby screen for mobile
phone, karaoke data, and a game program written in Java.
The control unit 202 receives a content ID and payment
25 information from the mobile phone 300 via the radio base station
30, the mobile phone network 20, the Internet 10, and the

transmission/receptionunit 203. Here, the transmission of the
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20 for exanple by SSL protocol (step 5105). The content obtaining unit 302
of the nobile phone 300 receives the content fromthe content distribution
server device 200 ( step S105 ) , and wites the received content into the
internal storage unit 303 as the content 60l (step S106). 25 Upon recei pt
of a content wite instruction of via the input unit 365 (step S107) , the
encryption unit 320 reads the content 601 fromthe internal storage unit
303 (step S108), and 29 t he uni que information fromthe unique .
information storage unit 310 (step S109). Next, the encryption unit 320
appl i es erstErit 0D @AlQOhé idupnieh tush APrivdiei 62 ad eUsd At®ridd @hratEeNras a key,
thereby to generate an encrypted content (step S110), 5 and the wite unit
330 writ esartrieer emcsygit thle ceptosid séoiioe | hetkehetnatishevagentiinatiddd of the
menory card 400 as the encrypted content 602 (step S111). Alternatively,
upon recaipttagfola contents 1S§dd (iISesturegcSiogketi dayvhe)i ppatoanilt 3B (step
S107) , the read unit 350 reads the 10 encrypted content 602 fromthe

ext er nal E¥reige Whhitfé 220180t helaEnbish i i b s coptsntorhatahlet he
decryption unit 340 reads the unique information fromthe unique

i nfor ﬁati‘bﬁ?rstscﬁjaeﬁetsu it PTG epa§iil§}‘fe R@XW?théng]QE?‘ﬁﬁfPBnlﬁnit 340
appl i es deg i,Qn._a r] D the recei encrypt content using 15
t he readdiunnf{%rgnéﬁl#oir'gn% Jf%)pn{% gjgg’ﬁ%i}? n%ahagerggié%tggcggﬁéﬁg&g\e[ ﬁ%ng%?l ent (step

SLL) o IYbrIGLLESRL N 9RRCEH Gh e B! S04 ch Ba it NANAaraLA 30 UNT {303

(step S11 terhatively, upon receipt of a instruction via the

i nput  unidon3e®1( §hep 0 phrrbhRs @amirggif%r@élcéf@%m% gyront ent 601

fromthe internal storage unit 303 (step ) , and plays back the read
content (sisd Shlthe bagmeper ahifbgmBeoeadure Performed by User of Mbile
Phone 300 Hereinafter, description is given to the operating 25 procedure
t hat 10he user Ofxthehwmbitterphonet202 pdoamentebt thatstormesponde use of
t he content purchasing unit 301 30 of the nobile phone 300, the user

sel ects éﬁdtgﬁréﬁ%%%%ﬁQ1Q9ﬂﬂﬁ@ﬁtIpr%ﬁ@&ﬁ%ﬁ@CPH§966n$@%¥%G%ﬂﬁwéd29h\the

cont ent storage uniit 201 of the content distripution server device 200.

Then, wi % FE2NSBL6F tie TE4T ERPEEBE T MiTG BAPE1802CR%:SUPsELachi%i ns t he
COML Nt 3 gLBI8 80 BULEDSRRYnTb% PEMAL gLl Sho el RUgLLDe

phone network 20, and the radio base station 30. Here, the

15 contentistransmittedfromthecontentdistributionseverdevice

200 to the mobile phone 300 in a secure manner through the use

of a secure content distribution system, such as EMMS (Electronic

Music Management System).

The transmission/reception unit 203 performs

20 transmission and reception of informationwith external devices

connected thereto via the Internet 10.

1.3 Construction of Memory Card 400
As shown in FIG. 3, thememory card 400 includes an external
25 storage unit 410 that has storage areas for storing varies types
of information.

The memory card 400 is attached by the user to the mobile
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(2) Next, in the case where the purchased content is, for exanple, a ringer
nmel ody, the user makes such setting to the 10 nobil e phone 300 that the

pl ayback unit 304 plays back the ringer nelody upon receipt of an incom ng
call. (3) Further, the user may store the content 601 that he purchased
earlier and that is stored in the internal storage 15 unit 303 into the
menory card 400 in the followi ng procedure. (3.1) The user attaches the
menory card 400 to the nobile phone 300, and instructs the nobil e phone 300
to store the purchased content into the nmenory card. ( 3. 2 ) In response,
t he cont gﬁbnéoﬂocs,t gbeathdtwhhech Bitsigtal o 2Q nfodima@e ond te 3@3 t@kent hrecsobi | e
phone 300 is encrypted by the encryption unit 320 using the unique

i nf or mat bad séad Edomnt hdexmdmue shboagatumit 4{0rlagehenmbb316, plasrte
consequently an encrypted content is generated. Then, the encrypted content
is then 806red by the wite unit 330 as the encrypted content 25 602 into
the external storage unit 410 included in the nenory card 400. 31 (4)
Still further, the user may fetch the encrypted content 602 fromthe

external storage unit 410 includid ithin @Qe menory card 400, and stores
the f2tched EBRBERECTHPD PheMPRLEFNEPCRE0?%Ye unit 303 of the nobile phone

0 bt O BRI EOM S5 Sk o d oFbGAISPE Bl ashes L rEry

card 400 into I"Mstructs “the no phone 300 to

fetch thenclatuRhedsgnt st - Lhom LhconpaDtsp Cald i deh Dad yligponse,

t he encrypt confent 602 stor In the external storage unit 410 i ncl uded

in the megREYotalfh49621Q spehrad 383, Bani@ashryid 3820 Hf ihpatrmbid e phone
300. Then, the read encrypted content is decrypted by the decryption unit
340 usi ngebher uBhguel unfier eé, andisdpraedunbt 368 , s icoue ennfmimatid Kmgt or age
unit 310, and consequently, the content is generated. The generated content
is then shoteiDli natdoamtientterinbd istng age t150Unen B30 wfalt keomebelunighone 300.
1.7 Modification 1 The above description is given to the procedure for
storing 308er pheybaak unds Petn purthwas ddfogmetine sentnge Batd ¥Wo0, and 20
for fetching the stored content troghéhe menory card 400, Yet, whether the
r

content PVDiireNRIES3G, 2 Bead unje B AP THE ¥l RYIASHRYREGA r es
1 f. t ai f L { tial mt 1 1
payTsL Bhid 986 2 or%%é:){lé’f‘?ﬁlqg’,n/t 2 E3RTIohhnt Lep 19 c&gpf?%ee &

i nventi ol I's, ve pPoc dure 1s ap cable not only

to the CQHtSHEFggggﬂﬁhSnfée 2322188, PYE ChASethn Qi @l s to a content, such

as a free sanp at has been distributed to the user free of charge. 32
1.8 pMpdificatiey i [BL8 sPeSLE i@} it hdbIil¥eshd e B0WhEl Cofbesied 330b and a

menory card 400b which are nodifications of the nobile phone
a microprocessor, ROM, RAM, a liquid crystal display unit, a
ten-key, andother components. TheRAMstoresacomputer program,
and the mobile phone 300 performs its function partly by the

microprocessor operating in accordance with the computer

20 program.

(1) Antenna 367, Transmission/Receptionunit 361, Audio control
Unit 362, Speaker 363, Microphone 364, Input unit 365, Control
Unit 366, and Display Unit 368
25 The antenna 367 transmits and receives radio waves.
The transmission/reception unit 361 performs

transmission and reception of various types of information
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300 and the nenory card 400, respectively. 5 The nobil e phone 300b and the
menory card 400b have constructions simlar to the nobile phone 300 and the
menory card400, respectively. Thus, description belowis given mainly to the
differences with the nobile phone 300 and with the menory card 400. 10 (1)
Construction of Menory Card 400b As shown in FIG5, the nenory card 400b
includes a first external storage unit 4|12 and a second external storage
unit 411. 15 The second external storage unit 411 has a storage area for
storing an encrypted title key, which will be descried later, while the

first extperpalnstosagrlivntbndidl has ta3shairaganatea rfiéb 51O pngeaii gncrypt ed
content. 20 (2) Construction of Mbile Phone 300b As shown in FIG 6, the

nobi | e phaerem30Dbe ipheinedesteneckydl | ahkedesd ypthage snati38030, Bsidealde of t he
encryption/decryption unit380 that the nobile phone 300 includes. The
mobi | e photend@0dodi f fler gdfii bhet h&hepbirsphosroB0eorplyl @b uniitth3éhi s
respect. Conponents constituting the nobile phone 300b that are identical
t o t hosePesASETeuUtragSThESHBBI RBIpDABABPBDON aPE WRhbPed ByPehecEane

ref erence nunbers. ncryption/ decr gtion unit 380b i.ncludes a

title keﬁnﬁeﬁ@ﬁaﬂPﬁjg%ngfg’é © OPERRT YIS PHAT P3P Ve Y&t T On unit

323, a d%%ByBE% Bn%nkhréﬁQSiﬁgdu9§Er¥Bii89 gg{&e§§3the content
distribution server device 200 and the content obtaining unit
302 via the Internet 10, the mobile phone network 20, the radio
base station 30, and the antenna 367.

10 The audio control unit 362 converts audio information that

is received from another mobile phone into electrical analog
signals, and outputs the resulting signals to the speaker 363.
In addition, the audio control unit 362 converts electrical
analog signals that the microphone 364 receives into audio

15 information, and outputs the resulting audio information to

another mobile phone.

The speaker 363 performs conversion of the electrical
analog signalsintoaudiodata, followedby audiooutput, whereas
the microphone 364 performs conversion of the audio input into

20 electrical analog signals, followed by output of the resulting
signals to the audio control unit 362.

The input unit 365 is provided with a ten-key and other
keys, and receives various inputs from the user.

The control unit 366 controls the operations of each unit

25 constituting the mobile phone 300.

Thedisplayunit 368 is composedofaliquidcrystal display

unit, and displays various types of information.
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5 (Title Key CGenerating Unit 321) The title key generating unit 32
generates a random nunber every tine the content 602 stored in the internal
storage unit 303 is encrypted, and outputs to the encryption units 322 and
323 the generated random nunber as a title key that is unique 10 to each
content. (Encryption Unit 322) The encryption unit 322 reads the unique
information fromthe unique information storage unit 310, and receives the
title 15 key fromthe title key generating unit 321. Next, the encryption
unit 322 applies encryption algorithmE2 to the received title key using
the read unique information as a key, thereby to generate an encrypted
title key, and outputs the encrypted title key to the wite unit 330. 20
Here, encyptindmual JofiorinaatE2n Saoreganpher B30Obased on DES. (Encryption
Unit 323) The encryption unit 323 receives the title key fromthe 25 title
key generatingThai undahe anformadson etemrgennid0810r dm thepoaedrofl
storage unit 303. Next, the encryption unit 323 applies encryption

al gorithm Egm%‘éo@ﬁ‘éciz‘éﬁd“%ﬁyeﬁbaEsfrfh@rpﬁécgﬁd fraebeiag exteenadklvas a

key, thereby to generate an encrypted content, and outputs, the generated
encry te&eégnPén%rﬁgtFHew%FPtQ“MnBFV3§8§ 8t€9Wi€%ﬁTkﬁt£%EEﬁ ite unit

330 recek%%ﬁikque885¥8éeguéﬁtggaaKEXdéiogﬁange device, which will be

described later. The unique information storage unit 310
prestores unique information.
Here, the unique information refers to information that
10 1is unique to the mobile phone 300 and that is composed of the
telephone number allotted to the mobile phone, a randomly

generated number allotted to the mobile phone, or the like.

(3) Internal Storage Unit 303

15 The internal storage unit 303 is composed of a
semiconductor memory that is neither readable nor writable
externally, and has storage areas for storing contents received

from the content distribution server device 200.

20 (4) Content Purchasing Unit 301
The content purchasing unit 301 receives from the input
unit 365acontent IDidentifyingthecontent that theuserselects
to purchase, generates payment information indicating the
necessary payment made for purchasing the content, and transmits
25 the content ID together with the payment information to the
content distribution server device 200 via the

transmission/receptionunit 361, the antenna 367, the radio base

2b



the encryption unit 322, and wites the received encrypted title key into
the second external storage unit 411 of the nenory card 400b. Further, the
wite unit 330 receives the encrypted content 10 fromthe encryption unit
323, and wites the received encrypted content into the first external
storage unit 412 in the nenory card 400b. (Read Unit 350) 15 The read unit
350 reads the encrypted content fromthe first external storage unit 412
and the encrypted title key and fromthe second external storage unit 411,
both units of which are included in the nenory card 400b. The read unit 350
t hen out psit st idre Ivgad hennoypl edolidriid eekays rand Ot hend eltle encrempiead 12Q cont ent
to the decryption unit 342 and the decryption unit 343, respectively.
(Decryption UniHer392)t rEmsmdecyiypt iodh tinei tod42nteddi wesl the pagmgpted title
key 25 fromthe read unit 350, reads the unique information fromthe uni que
InfornatlkﬁfQﬁm#QﬂﬁﬁLhﬁﬁWQEH)tnﬂnﬂQh§§fd§@WWGtﬁ@@ angottiheheopzens t he

recei ved encrypted title key using the read 35 uni que information as a
key, ther&biEii et seEVERedeY e %@é&lsmmfﬁﬂ S 7t AS]YBHET BEBASEI t] e key

to the decr ion. unit 343 re, decr [ orlthn1 is an algorithm
f or grf $ﬁ? s H%h Bt ﬁgﬁ %ﬁ B3° t@ﬁ@ exanpl e 5 of
decryptlon algorithmD2 is an algorlthn1based on DES. (Decryption Unit 343)
The decryption unit 343 receives the encrypted content

(5) Content Obtaining Unit 302
The content obtaining unit 302 receives a content from
the content distribution server device 200 via the Internet 10,
10 themobile phonenetwork20, theradiobasestation 30, theantenna
367, and the transmission/reception unit 361, and writes the
received content into the internal storage unit 303 as a content
601.
Here, transmission of the content from the content
15 distribution server device 200 to the mobile phone 300 is
performed in a secure manner through the use of, for example,

the EMMS systemn.

(6) Playback Unit 304
20 In response to a playback instruction inputted by the user
via the input unit 365, the playback unit 304 reads the content
601 from the internal storage unit 303, and plays back the read
content to output.
Here, in the case where the read content is a piece of
25 music, theplaybackunit 304 converts the content intoelectrical
analog signals, and outputs the resulting signals to the speaker

363.
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fromthe read unit 350, and the title key fromthe decryption 10 unit 342.
The decryption unit 343 then applies decryption algorithmD3 to the

recei ved encrypted content using the received title key as a key, thereby
to generate the content, and wites the generated content into the internal
storage unit 303 as the content 601. 15 Here, decryption algorithmD3 is an
algorithmfor performng inversion of the encryption algorithmD3. One
exanpl e of decryption algorithmD3 is an al gorithm based on DES. (3)
Operations of Mbile Phone 300b 20 Now, description is given to the
operations of theewmbrtdiergihgnen3@ble. chlotewhbaé overaddd apertadritons per f or med
by the digital work distribution systemare shown in the flowhart in FIG
4 provi degtahdry sheesndiy 8208lsphbrnesd thepdeypscBIIR-tS31A5 cangergpl aced 25
with steps S131-S137 and the steps S141-S146 described bl ow, respectlvely
36 (OpeF@aei BPRA fERN R i HY BN eld (egmadon Wk CEft@IESCENED t he

fl owchart shown, in FIG. 7 escrlptlon given . to the o erations perforned
by the nobffelpHYh é§5héP€§éed &GrfteritBas wel | as to

mmlte t he ency ed co en the 400b, e t| | e key
generatlng unlgk%ff’gedeggk tltclk ”?8 %e %@f?s ﬁég? encryption

unit 322 ég%? ot hy ue |nfornat|on st or age
unit 310 gtep S?%%Qﬂ!an fﬂ%%ﬁgg%kfgg&%hcF;pﬁpg%hglgorlthn1E2 to the

received 10 title key using the read unique information as a key, thereby
generate an encrypted the title key (step S133) . Successively, the wite
unit 330 (eraen@sygtheremmiwpt3xd title key fromthe encryption unit 322, and
wites the received encrypted title key into the second external storage
unit 411 i ncl uded riespbheelforenorijtecandt400bipnsimpubidd Hy thEhesencrypti on
unit 323 then reads the content 601 fromthe internal storage unit 303

(st epl0S13%)a thgridpapprnes 3ér5@r‘%ft ieﬁﬁréipﬁépﬂtlﬁmt@w Feghls treagonsbanent usi ng

t he recelved title key as a key, t erebg gﬁﬁerate t he encrypted content
(step S13831 rﬁ*ﬁéP@dfr‘tté’rr“atlh%t%eiqee“’{hh? 043¢ Fftee%n%%‘éeééfeﬁ@?%%d

ggpéezgobpto ng f'rStefﬁﬂﬁﬁﬁ%btﬁ%%r% Or%ggtu%%% Bgﬁ[uded in the nmenory

Next, theencryptionunit 320 applies encryptionalgorithm
El to the read content using the read unique information as a
15 key to generate an encrypted content, and outputs the encrypted
content to the write unit 330.
Here, as one example, encryption algorithm El is an
algorithm based on DES (Data Encryption Standard).
Note that each block shown in FIG. 3 is connected with
20 another block with a connecting line, but some of the connecting
lines are omitted in the figure. Here, each connecting line
shows a path through which signals and information are
transmitted. Further, among a plurality of connecting lines
that are in direct connection with the block representing the
25 encryptionunit 320, eachconnectinglinemarkedwitha key symbol
represents a path through which information that serves as a

key is transmitted. The same description applies to the block
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(Operations for Decrypting Content) Wth reference to the flowhart shown
in FIG 8, 25 description is given to the operations of the nobile phone
300b performed to read the encrypted content fromthe nenory card 400b and
to generate the content. 37 The read unit 350 reads the encrypted title
key fromthe second external storage unit 411 included in the nenory card
400b (step S141) . Next, the decryption unit 342 reads the unique
information fromthe unique information storage unit 310 (step 5 .S142) ,
and applies decryption algorithmD2 to the read encrypted title key using
the read amtHeeiddyptiRdn 0Ai S 40 ,keyd allker ed¥neacgernespéediteptibbks key
(step S143) . Next, the read unit 350 reads the encrypted content fromthe
first extier malhest dfiageramit 412 included in the nenory card 400b (step S144
) . Subsequently, 10 the decryption unit 343 applies decryption algorithm
D3 to the received encrypted content using the title key as a key, thereby
to generate the content step S14 5 ) , and wites the generated content
into the (&t &ride éFHﬁad%“hnit 303 as the content 601 (step S146). 15 1.9
Modi fLcation 3_(1) As_descrjbed above, the encryption unit 320 and the
decryption uniF%§4UFlFﬁ Bﬂétegggpﬁ%ﬁe%ﬁﬁﬁ(ﬂﬁ%a YRGSk CORNEBRCE§PRi on
algorith 20 1n I;S..Case unj information stored in, the unique
infornat?%ﬁ %Péfggglﬁﬁigﬁgiogggy %%9g%ﬁﬁ¥%h§:€éfnﬁ§ypn§ EOBFFgg as

AIternaﬂgﬁ%a@;§$@é&%bﬁ@@ﬁ@%dﬂﬁﬁ@%tﬁHéﬁéé?ﬁé%%é@?a eghg%d%ﬁ%?igﬁy be

used as the unique information. In this case, e ne nunber is

subj ect ed ¢ @ ne13RIE! rC @mee iR yf vaeki @0025 to output 56-bit uni que

i nformation, which servers as the unique information. Here, DES encryption
may be enpl oyed as the secret 38 conversion function in the foll ow ng
manner. That is, the tel ephone nunber is subjected to a DES encryption

al go®t hn9siRegda Usedr 850 fi xed val ue having 56 bit to output a val ue
having 64 bits . The last 56 bits of the value are used as the unique 5
information. (2R FBFPRBFE Ehed urRasldNSHBREON0ANPLSIERGebnFRe 3Uu¥emNd t he

i nternal storﬁge,unit 303 %%9 protecteg frombeing read or witten from any

ot her ext/éfn&MSdeiPeE Yihan P XxpéBraf £3d pethh t3¢0 tgedscEhe1enctgptesd a

| ater-d i i T . Wfic, h of th

uni que | SESERt BA2e e gERE R TG Rgt HRaER O b B2 T 503 are
conposed Qfy 4 @U@eréﬁ@%ﬁfﬁﬂ{sgiﬂ%‘édg‘ﬁéfypﬁé@%ﬁ{ﬁ %ba?Eescﬁ)éé EoPl a

conbi nation of the two. Further, the unique information storage unit
310 my heigongipructed within a card that is attachable to and detachabl e
fromthe nobile phone. Exanples of such a card include a SIM (Subscri ber
Identity Module) card for use with nobile phones.

(10) Decryption Unit 340
The decryption unit 340 receives the encrypted content
from the read unit 350, and reads the unique information from
20 the unique information storage unit 310.
Next, thedecryptionunit 340 appliesdecryptionalgorithm
D1 to the received encrypted content using the read unique
information as a key, thereby to generate the content, andwrites
the generated content into the internal storage unit 303.
25 Here, decryption algorithm Dl is an algorithm for
performing inversion of encryption algorithm E1. One example

of decryption algorithm D1 is an algorithm based on DES.
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20 ( 4 ) Still further, at the time of encrypting the content using the DES
encryption algorithm the content is divided into data bl ocks each havi ng
64 bits, and then each data block is encrypted using the 56-bit unique key
to generate a 64-bit encrypted data 25 bl ock. The thus generated encrypted
data bl ocks are then concatenated together, and the concatenated encrypted
data bl ocks are outputted as the encrypted content (ECB (El ectronic 39
Codebook) npde). Alternatively, the encryption may be done using.CBC

(G pher Feedback Changi ng) node. Details of the ECB node and the CBC node
are found, for exanple, in "Introduction to Cryptographic Theory

(Ango-Ri ron Nyunmon)" (Fiji OKAMOTO, 5 published by Kyoritsu Shuppan CO. ,
LTD. ) , laBdopbustdlessropt Dbyitsl omdt it edh s tlr i tOwer \dyesn menaral |y, the
internal storage unit 303 of the nobile 10 phone 300 is Iimted inits
menory capaci tyow Coeventpbnahlis gies Ha vi¢ apegatiesslaStha dirg tfadl | owi ng
problem In the case the internal storage unit 303 is full with digital

wor ks, tHerks@istsibegien ety stemdi0d: @isdnseberensediqithe fomiahasttored in
t he internal storage unit 303 to secure a free nmenory space before 15

pur chasi ABCYRot Ref 1@ gftal work, or he sinply has to give up purchasing

th digital K. Ho i t di t |, t
another 0101 Qlos8riecdiersT, Sckortl 0 1o, oot L U vser e
it of i e | t t il.,e 20 ph
uniof LheCIREI e ale.d et U8, Ry, S36 81 Lashed g il 8,20 phone

a free NBRDKYNEPALE trtn tSRALI(8€ebNs1H) | NI R3LNSHOEaUEn&NdnQnd k) nObIl e
phone without losing the rights to play back those digital works he has

pur chasegnd Afheapaghsagutermdhioriserthé canltewedd1 ot pLB €hESE seaRR rNOr e
digital works. 25 Here, sone of the copyright holders of digital works may
not YJermi¢vibe Z@) liowengeusagengatid¢eranhroligt the, uferoexdmpt exawpde an
encrypted content is stored into a nmenory card using 40 a certain nobile
phone, tlhe SSpyprghechbl tetrepfStHe content desires that the content be

prohibited to be decrypted or played back by any other nobile phones even
if the memory T Fansrelt HEhEd (halethe SoMepRl Erifdditidnton SPE&ES this end

in that ted tent,_ that h t d i . d [

a cert ai A HbBF 120 pRBAE- TS5 idi% AERERBErSECH hOF RAAVSL: BACRHFEACRny of her
bi | tioal it L ttached

Ther etor A0 0NNl abraee 1o st e G F L shyri g Tar ubr S25Pe 891 oct oa

as the digitalcLoni et it YRmhddH GAETN ¥ heakdBehngtakt ahrdnto a nobile
phone is not decrypted or played back by any other nobile phones than that
parti cul afifobkat ophenep 83ed)at Therdi fite Of t Ré @bnAGol e icONd BREaddhi S
advant ageous feature 15 will be described in detail with reference to FIG
9. . As Showthiencéh@n® staregle el pldietfe startentundguel Fhédramthen A,
whil e a nobil e phone X stores unique information X. Upon witing a content
into a neseriyvearantent Tbster §Hgﬁér2€h% BReR§PL s &hej1¢ad keptasEng the

uni que information_ A, and stores
g to the mobile phone 300 ?n a secure manner through the use of,

20 for example by SSL protocol (step S105).
The content obtaining unit 302 of the mobile phone 300
receives the content fromthe content distribution server device
200 (stepS105), andwrites thereceivedcontent intothe internal
storage unit 303 as the content 601 (step S106).
25 Upon receipt of a content write instruction of via the
input unit 365 (step S5107), the encryption unit 320 reads the

content 601 from the internal storage unit 303 (step $108), and
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the encrypted title key into the external storage unit included in the
menory card ( step S151 ) . Next, the nobile phone A encrypts the content
using the title key, and stores the encrypted content into the external
storage unit of the menory card ( step S152 ) . 25 Upon reading the
encrypted content fromthe nenory card, the nobile phone A reads the
encrypted title key fromthe external storage unit included in the nenory
card, and decrypts the 41 encrypted title key using the unique .
information A (step S153) . Next, the nobile phone A reads the encrypted
cont ent fthernraf@e&h%@aqbtabwﬁg&n WRktun @t deebYRLE1 SRS RNGIQEPLEH: cont ent
using the decrypted title key (step S154). 5 Here, the uniqué information
used to enoryptephe10dyl.e keyt anthé hencmrysrion NirirdreEdOagisiedd o decrypt
the encrypted title key are both the same unique information A, so that the
encr ypt eentiriybé ikeyailgocotheckl yuslery WitedeaOonsequenihfornheiontde key
used to encrypt the content and the title key used 10 to decrypt the
encrypt e@ K6kt ehheselythe emeratty athanamyetedncentens ¢sterciliOdecrypt ed.
On the ot her hand, when the nobile phone X attenpts to play, back the

cont eht , apﬁetﬁﬁbVFet%h‘éthet X Qs it thifc PPpTERtert F@nkéytf%%‘?ﬁtqﬁe ext er nal

storage un ded in th 15 card, an s the title key

s hg nERERFRAG THTAdmEn o] ST SF SheRsRyY pard 4 AT

i nformati h d ncrypt the title key dlffers from the uni que
|nfornat|§ﬁtAhEsggz g ggg SE? fhe title key. Consequently, the title key is

not correctly iﬂtgeﬁgyp\tf@ﬁy, WokAlod i 8B MQBQQnE%ta%nfnéirs ol 1 ect ly

decrypted, either. Therefore, the nobile phone B fails t he

encrypt ed¢igofh€ntnpudburit PREFERRER EMBOD) Nﬁi‘érréabiaﬁzew@fstoefeade&%é ption is
given to a digital work distribution system 100c consistent with preferred
enbot neahc4@pted ainttdres poEstrdm itheeast ©ma Tse odiagiet ah i warll0 df sthrd but i on
system 100c ains to provide a digital work protection system a nain

devi ce, madoayrezot didly (AEdPuPd Hevi ead thedefr witiign aniows4plmedskck of a
di gi tal mork 5 by the main device only under the conditions permtted
accor di n§ ?dlrl}s%tj?elegﬁﬁli“@%ﬁn(ﬁa‘ftoé‘ %%hl%lﬁélecb‘hﬁ%?ﬂatilsmpﬁéwaéa Uiitth usage

conditio ata_suc ernltted nunb of k tines for the
di gi tal &68 B?Ptgé?gé qj[ﬁQ%(ﬂf E CWsu%ﬁnyﬁaﬁhQQB 14&Fi ces, this

enbodi WEH%H b8 a‘lglgpattthﬂl By l%?:%(hé’ e@'e%te%'eri'coryﬁé@cg}{téﬁg JAlHY device

based on age C ion- 1 ntof nati
15 the read unique information as a key, thereby to generate the

content (step 8114), and writes the generated content into the
internal storage unit 303 (step S115).

Alternatively, upon receipt of a playback instructionvia

the input unit 365 (step S107), the playback unit 304 reads the

20 content 601 from the internal storage unit 303 (step S116), and

plays back the read content (step S117).
1.6 Operating Procedure Performed by User of Mobile Phone 300
Hereinafter, description is given to the operating
25 procedure that the user of the mobile phone 300 performs.

(1) First, with the use of the content purchasing unit 301
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show ng perm ssive conditions for usage of the digital work. In the digital
wor k distribution system 100c, when a content is provided with usage
condition data, such as limtation on the permtted nunber of playback
times, the permtted playback 15 period, or the permtted total anmount of
time playback, the nobile phone of the systemis allowed to play back the
content only within the limtations inposed by the usage condition data.
The digital work distribution system 100c has a construction sim/lar to
that of the digital work distribution 20 system 100. Here, description is

gi ven maid ¥nbnddia dbhbdeE 800 S v LBt 1digid ahd WRkendiselrd BUht8ALSyst em
100. The digital work distribution system 100c includes a content

di stri butf i seowngr tle\darf e20C s@bded MhiHeecpheBat ¥sragstead b1t he
content distribution server device 200 and the 25 nobil e phone 300,
respect i weff yhe2cdn CGomis tdisttridm tdfonCoateat daiwsitad BADI. onT'tSem verithevhee 200c
43 Basically, the content distribution server device 200c has a

const r uctusmo sk helcan ted trdidta igfl nghen o d@ 2nt heiuster duitd iovs tlee eenteeavi ce 200
included in the digital work distribution system 100. Thus, description
her ei Raf tidt2G $¢jikeeh Rvgichiagaco sThAeCant ¢t eht elhef tFeFRA cotierithe

di stribution server device 200.. (Content Storage Unit In addition to
The. cont diite i Soatate Sratagd unt: tag1mob: 18°pi6ne 360

(2) Next, in the case where the purchased content is, for
example, a ringer melody, the user makes such setting to the
10 mobile phone 300 that the playback unit 304 plays back the ringer

melody upon receipt of an incoming call.

(3) Further, the user may store the content 601 that he
purchased earlier and that is stored in the internal storage
15 unit 303 into the memory card 400 in the following procedure.
(3.1) The user attaches the memory card 400 to the mobile
phone 300, and instructs the mobile phone 300 to store the
purchased content into the memory card.
(3.2) In response, the content 601 stored in the internal
20 storage unit 303 of the mobile phone 300 is encrypted by the
encryption unit 320 using the unique information stored in the
unique information storage unit 310, and consequently an
encrypted content is generated. Then, the encrypted content
is then stored by the write unit 330 as the encrypted content
25 602 into the external storage unit 410 included in the memory

card 400.
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included in the content distribution server device 200c further 10
prestores a usage condition in correspondence with the content. The usage
condition, for exanple, is a permtted nunber of playback tinmes. The
permtted nunber of playback tinmes inposes limtation on the total nunber
of times that the user is permtted to play back the stored content that
corresponds 15 to the usage condition. Wien, for exanple, the permtted
nunber of playback times is set at "10", the user is permtted to play back
the content for ten tines at the maxi num Note that the usage condition nmay
al ternatiiyely 5e: g paridd.cd playbagknPerdadn the prepbted Ridvdpck period
20 inposes limtation on the period during which the user is permtted to

pl ay backop et oredxeenhants ddiaigecon 1 €3ponds hiddwei tsage heamghddon. The
permtted playback period is conposed of data show ng the perm ssion

starti ngcday 490d et sicsevnhexpitonedayon tEre Uses ths ipererntlexttdmagd ay back
the content only during 25 the period starting on the perm ssion starting
day and exrprrdtg oh thee qpdrigissphoneeRflr yndalye Dok liowinhizrqeadus® . t he user
is permtted to play back the content for an unlimted nunber of 44

ti med Al ternattvel é?et%méhbécﬁ%ﬁépﬁiwwcﬁéd4O|ﬁ9e¥r|*ﬁ‘? t8g mdridie ampunt

of playback ti The permtted total ount__of pl ack fti i nposes

' ft a1 BROBR 300 or R LTHBF B v, DR oo e THDRS 1 Cier e
permtted to ay back the.stored conten h responds to the usage
conditi o%pcwg#\?gf%?n%ﬁgé%pfﬁ?gtﬁée pnéerr&rﬁ }{eéc?]ia%t@'armunt of playback tine

s set at "10 houss's, Lhedissle | $hBCLALLYBLoROCHh AN bagd, Lhe cantaNt as

[
| ong as the total ‘amount of pleéyback time s wthin 10 hours . Wen the

total 10:gpamaite ofaPlstiiage LhAe £xgerds ukkaur shephanbagk-Hid t4ve cont ent
is prohibited. Further, the usage condition may include all of the

| i m1oat i besreadney ythdergpat nirtitte @ Suptiethof mpbaybagkohée N80 . t Themer mi tt ed
pl ayback period, and the permtted total anount of 15 playback time, or it
may i ncl e maad eworlyptetatdoisnsdisede edyptemivhshabdeer yibie sen [unditt at i ons.

340 using theunique information stored inthe unique information
storage unit 310, and consequently, the content is generated.
The generated content is then stored in the internal storage

15 unit 303 of the mobile phone 300.

1.7 Modification 1
The above description is given to the procedure for storing
a content that has been purchased into the memory card 400, and
20 for fetching the stored content from the memory card 400. Yet,
whether the content is purchased, i.e., whether obtaining the
content requires payment of a certain fee, is not an essential
matter to the present invention. That is, for example, the above
procedure is applicable not only to the content that the user
25 has purchased, but also to a content, such as a free sample,

that has been distributed to the user free of charge.
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(Control Unit 202) The control unit 202 reads fromthe content storage unit
20 201 the content that is identified by the content ID along with the
usage condition that is stored in correspondence to that usage condition.
The control unit 202 then transmts the read content and usage condition to
t he nobi |l e phone 300 via the transm ssion/reception unit 203, the Internet
10, the nobile 25 phone network 20, and the radi o base station 30. Here,
the transmission is perforned in a secure manner through the use of, for
exanpl e, the EMV5 system 45 2.2 Construction of Mbile Phone 300c As
shown in Kl @ vdQ; st Bg- BRI be phone 300c includes a usage condition storage
unit 305 and a usage condition judgnent unit 5 306 in addition to the

conmponents consfibid] idsd i 11 ghore 800 rdeantephonht sbobnghdnit 302)
The cont ent obtalnlng unit 302 receives the content and 10 usage condition

fromthe senbentcdrst4dtmitwncis@inemodidriicat209e ¥Eathdemdwd Bs ieionkd, the
nobi | e phone network 20, the radi o base station 30, the antenna 367, and
transm ssBOA/ epdepheonenpry G&4d 40e@, comsmettioltlarni ng unit 302 then wites
the received content into the internal storage unit 303 as the content 601,
15 and®t he receThedeRbbRe RV tIUW i3d bt Mesgy cardl t4i0dh Segeage unit
305. In this case, , the usage condition is . the permtted nunber of playback

times. (US2BECERREFPRINS ShoradUtine ge@llfop*rﬂeeu%%ea%nmq MSNtYor age
it 305 h t f th dit Us,

Condi t1 on S SR8 DL A OB Yrhe 0830 Ra APE R B TR E LR85 eads

Lhe usagegeondELelncls Grucr PR BRI SoALTDY 08 JIAYPRCH IS, {1om

t he usage condi ti on s orage “uni whet e read per i tted
nunber ofcgggypggk times exceeds 0.

10

(1) Construction of Memory Card 400b
As shown in FIG.5, the memory card 400b includes a first

external storage unit 412 and a second external storage unit
411.

15 The second external storage unit 411 has a storage area
for storing an encrypted title key, whichwill be descried later,
while the first external storage unit 412 has a storage area

for storing an encrypted content.

20 (2) Construction of Mobile Phone 300b
As shown in FIG. 6, the mobile phone 300b includes
encryption/decryption unit 380b instead of the
encryption/decryptionunit 380 that themobilephone 300 includes.
The mobile phone 300b differs from the mobile phone 300 only
25 with this respect. Components constituting the mobile phone
300b that are identical to those constituting the mobile phone

300 are dencoted by the same reference numbers.
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46  \When judging that the read permtted nunber of playback tinmes exceeds
0, the usage condition judgnent unit 306 subtracts "1" fromthe read

perm tted nunber of playback tinmes, and overwites the usage condition
stored in the usage condition 5 storage unit 305 with the value resulting
fromthe subtraction. Next, the usage condition judgnent unit 306 outputs
perm ssion information indicative of perm ssion to play back the content
stored in the internal storage unit 303. Alternatively, when judging that
the read permtted nunber 10 of playback tinmes is equal to or less than O,

the usage condifé QhdNSGTRRY deRirt 30610085 PR LUkl He PeF Ik S&don
i nformati on, and conséquently thé playback unit 304 does not play back the

cont ent . gdRe £ £t agagk tUnbt, %Qﬂén&?ﬁ@kaubﬁpﬂt gpp} a¥Déneegptyves ddiam the

usage condition judgnment unit 306 e perm ssion information indicative of
per m ssi 83} 0a pdayrhptkoh henToONB €D} . atdpadedwast jpdn afn ithe3 48r ni ssi on

i nformation, the playback 20 unit 304 reads the content stored in the
internal storage unit 303, and plays back the read content to output. 2.3
Operati ons of Mobile Phone 300c Now, description is given to the operations
of tWe nbbBitke2BephoneesdEngi ¥Yhik e3etlence to the flowchart shown in FIG

11.
The title key generatingunit 321 generates a random number

every time the content 602 stored in the internal storage unit
303 is encrypted, and outputs to the encryption units 322 and
323 the generated random number as a title key that is unique

10 to each content.

(Encryption Unit 322)
The encryption unit 322 reads the unique information from
the unique information storage unit 310, and receives the title
15 keyfromthe title key generatingunit 321. Next, theencryption
unit 322 applies encryption algorithm E2 to the received title
keyusing the readunique informationasakey, therebytogenerate
an encrypted title key, and outputs the encrypted title key to
the write unit 330.
20 Here, encryption algorithm E2, for example, is based on

DES.

(Encryption Unit 323)
The encryption unit 323 receives the title key from the
25 title key generating unit 321, and reads the content 601 from
the internal storage unit 303. Next, the encryption unit 323

applies encryption algorithm E3 to the read content using the
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Note that overall operations of the digital work distribution systemare
shown in the flowhart in FIG 4 provided 47 that the steps S116 and S117
are replaced with steps S201- S205 descri bed bel ow. The usage condition
judgment unit 306 reads the usage condition, i . a . , the permtted nunber
of playback tines ( step 5 S201) , and judges whether the read permtted
nunber of playback tines exceeds 0 (step S202) . Wen judging that the
perm tted nunber of playback tines exceeds 0 ( step S202, YES ) , the usage
condition judgnent unit 306 subtracts "1" fromthe permtted nunber of
pl ayback rebaeselst £p1SA3) as anke pyearhwidigs tiohgeHsagee 1on condhytgryn that i's
stored in the usage condition storage unit with the value resulting from
t he subt canteoh, @rst@pB2tithe geNext fetike aryage doordidrntono thdgueente unit 306
outputs to the playback unit 304 the perm ssion information indicative of
per mi ssi opito3pPay back the content stored in the internal storage unit 15
303. In response, the playback unit 304 receives the perm ssion information
fromthe usage condition judgnment unit 306, reads the content stored in the
intergal @tOﬁagﬁ uPi 3 03, and plays back the read content to output (step
s205)° AWEFhELPUEFy?3%hen judging that the read permitted number 20 of
Pl ayback U1 mespds Al ubOrOsd §35:1081 Onlohieh 3e0 10} c kdpG sa00

0 e pe

condi tion judgnent unit eS not out pu rm sSion orngiion, and

consequeph by ddig il ;avbgeke 4Bbt 30 HPESs Rk Pé@é’ixpe?c%n&??pEQHtt%'%tle Here,

such a setting to delete the content at this stage is also applicable. 25
2.4 Oper ﬁé%zqf}ﬁ:d)f:h%d&&@@ﬂ@rﬁ@ﬂ%t@@&ge%ﬁft afies LRGR héndPe dlrgwchart
shown in FIG 12, 48 description is given to the operations of the nobile
phone 30800bn therutass tviheweitdanisdPd candite Ohhé enthgppedmonitedtpl ayback
period. Note that the overall operations of the digital work 5 distribution
syst Hin afeosldwnenaryheiéh omghtad23i @l @ ivepridng dedeied enisgypttepgs S116
and S117 are replaced with steps S211-S214 descrj bed bel ow. The usage

condi t i ofoRbEFEmMtubte Bbest eadennid G5agaIeomiit idde, 1p.the memogy
permtted pla @ ck period, fromthe usage 10 condition storage unit 305
(step sz%i?? % ins the current date/tine (step S212) , and judges whet her
t he obtained current date/tinefallsw thinthepermttedpl aybackperiod (step
S213) . When judging that the current tinme/date is within the permtted
playback(gggﬂo@nf§t o 15213, YES) , the usage condition judgnment 15 unit 306
outputs to the playback unit 304 the perm ssion information indicative of
permssi on to MHayLackintite 360nteAls StRE eghdydthed iddrerdmd fSloar age uni t
303. In response, the playback unit 304 receives the perm ssion information
from t hef Usage xte@diatli Shofagkgneritt 4hp tar3D6hereads/dtdel tonleteysboded in 20
the internal storage unit 303, and plays back the read content to out put

(step S2fiaym the second external storage unit 411, both units of which
are included in the memory card 400b. The read unit 350 then
outputs the read encrypted title key and the read encrypted

20 content to the decryption unit 342 and the decryption unit 343,

respectively.

(Decryption Unit 342)
The decryption unit 342 receives the encrypted title key
25 from the read unit 350, reads the unigque information from the
unique information storage unit 310, applies decryption

algorithm D2 to the received encrypted title key using the read
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Al ternatively, when judging that the current date/tine falls out of the
permtted playback period (step S213, NO , the usage condition judgnment
unit 306 does not output the perm ssion 25 information, and consequently

t he pl ayback unit 304 does not play back the content. Here, such stetting
may be applicable that the content is deleted if the current date/tine is
after 49 the permtted playback period. 2.5 Operations of Mbile Phone
300c Next, with reference to the flowhart shown in FIG 13, 5 description
is given to the operations of the nobile phone 300c in the case where the

usage confiildqudNihSothetrpehndd begey dttdle ramgund fndtaarbagk didm kot e that
overall operations of the digital work distribution systemare shown in the
f | owchar tanidhobtGutd yreovededatedt hatls keystepheSidbrapdi SA hiar e4Bepl aced
Wi th steps S221-S226 descri bed bel ow. Here, the content storage unit 201
further has a $teacageeargptfion sflgornghm D3t ab anpahgooithmt fiat pl ayback
time . The total anmpbunt of actual playback time is a cumul ative anpunt of
15 tine PeafomdnsoAn¥arshas deanaafdldnyappayéthpatk. Rmet hsampide
content includes playback tinme informtion_showing the tine taken to play
back Phe %nEGECE YESHCEN L1 IPTd thdade dendit POACFGdgMeReSERAI ©13BBSreads t he
usage condition, i . a. , the permtted total anmount of playback tinme, 20
along with the total amount of actual playback tine fromthe usage

condi ti on p3tQK Nift, 1303 4GSt ep S221) , and obtains fromthe content the
] jﬁ% U . !
playbackqtlkﬁ |n§6#Hatﬁ§n%§ﬁgmnng the tine taken to play back the content

(step S222), a@ﬁeCéEEH%BE%nt@ﬁi@“ﬁ@33fréc*@xfe%a(1_hfeoteﬂ|cr§£§€€8t cQht &et ual
pl ayback tinme and the tinme 25 shown by the obtained playback infornation to
conpare tthemt RH& read unit 350, and the title key from the decryption
10 unit 342. The decryption unit 343 then applies decryption
algorithmD3 to the receivedencryptedcontent using the received
title key as a key, thereby to generate the content, and writes
the generated content into the internal storage unit 303 as the
content 601.
15 Here, decryption algorithm D3 is an algorithm for

performing inversion of the encryption algorithm D3. One

example of decryption algorithm D3 is an algorithm based on DES.

(3) Operations of Mobile Phone 300b
20 Now, description is given to the operations of the mobile
phone 300b.

Note that overall operations performedby the digital work
distribution systemare shown in the flowchart in FIG. 4 provided
that the steps S108-S111 and the steps S112-S115 are replaced

25 with steps S131-S137 and the steps S141-5146 described blow,

respectively.
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calculated sumwith the permtted total anmpount of playback tinme ( step S223
) . When judging that the permtted total anmount of 50 pl ayback tinme is
equal to or greater than the cal cul ated sum (step S223, YES), the usage
condition judgnent unit 306 outputs to the playback unit 304 the perm ssion
information indicative of permssion to play back the content stored in the
internal 5 storage unit 303. In response, the playback unit 304 receives
the perm ssion information fromthe usage condition judgnent unit 306,
reads the content stored in the internal storage unit 303, and plays back
the read @YEAMche FULPYE LShEPES22dpted dB8PentfIE Usage condition
judgnent unit 306 cal cul ates the totaF anmount 10 of actual playback tinme by
perform ng thewfiehl ewfagepxpr e6stR: £ Ioh@aAM3HdwOfi Actual Pl ayback Tine =
(Total Amount of Actual Playback Tinme) + (Playback Tinme Information) (step
S225), aniksowepmiiohess tdierdrotal tleamopetraafi cast pet £ prmydask themolsilg ed in
the usage condition storage unit 305 with the newy cal culated 15 total
anount ofehacieudd Olpltayderkra  ers hestrepr §A2B) coALert reat weell ygs whenrjuelgi ng
that the permtted total amount of playback tine is smaller than the

cal cuP at &esgrceystep SQQB?“FK}“FOtE@eu%%@ﬁ¥XxﬁRﬁqi%ﬁp?udgnent unit 306
does not outpui the,yer i ssion information,_ and consequently,_ the pl ayback
unit 20 304 dod&Snbtti? g%?ybggk‘etrﬁéleiin‘ﬁ’éh*f 32l graerater detithy kAW be

ol Byback CERe PEdFar MET s REEYBL o8 bR S Tt Tt B ayBReR e i

pl ayback 't rs~smal I'er” t'han ar-a

Further . 15ieind el bh1g-JRXnB% A G0 ARRLLGAR: Bt el PiaxRatka9h {diecont ent

is permtted even when the permtted 25 total anoun pl ayba Inme is

not enoughsby, piay théﬁ@ﬁﬁﬁ@d"%h&@{ﬁ_@ﬂbﬁ'Hl-go'éﬁthmz}iﬁ tQVERY i R AT, descr i bed

above, the content storage unit 201 included in the content distribution
servep deikte ROPussiray ehet Beadomt e antt ddie tdemr aspanek g tisaeeycondi tion
in association with each 5 other, and the content distribution server

devi ce 2Qeécerrfasan ésctiptednhent i ke kehe step 25pdndi riyparsagei vediydi tion to
t he nobil e phone 300c. Wen the user purchases the content that is provided
wi th thethsagelieendiit o0 ttacsivesr the sherageedntitbokendaafedhien t he

nobi | e phone 300c storeszﬁge pur chased content, and the 10 usage condition
storage GRFEYBBBEOR{HES 1 5?5L§EPFF§dtU§a@%F?kﬁﬁﬂtQQﬁFYRNﬁQﬂtﬁﬁéeuser

i nt ends | ck the content that,_ he has r sed earl i er he usage
cond 1 oy bite T kS oBoli Eba P i it 6 o ESe Hlod M hite 129
cont et ndi it i e usage
conary] RSty oB dd LRLEAANC, My SRV BONON L0 S DE Al RS

content, thBe-dinags: 60Nt Adn0R iUt Ha UBEL 396 kst BUGt Bst&ye splsdyback unit
304 to play back the content. Further, the usage condition may be the

nunber o&ndi amsl s peromyipttednf el gbhttororREno thebeead it cort nwvied. Here,

"to copy"” the content refers to duplicate the content stored in the

i nt er nal tbeaeagd vedittl tdiedkepaws key t hbhedaby itoaddmaraife thaterrypied a

recording nedium Here, note that only the first generation "copxing" of
e

content FeNpERF(ste® S136k. ThegOALtgTr rigts HapErcaitoR30 writes t

20 encrypted content into the first external storage unit 412

included in the memory card 400b (step S137).

(Operations for Decrypting Content)
With reference to the flowchart shown in FIG. 8,
25 description is given to the operations of the mobile phone 300b
performed to read the encrypted content from the memory card

400b and to generate the content.

37



25 of content is prohibited. In addition, "to nove" the content refers to
wite the content stored in the internal storage unit into a recording
medi um and to delete the content stored in the 52 internal storage unit.
When the usage condition is the nunber of tinmes permtted for the content
to be copied or noved, the content is permtted to be copied or noved for
the permtted nunber of tines. 5 The procedure to encrypt the purchased
content to store into the nenory card 400 and the procedure to read the
encrypted content fromthe nenory card 400 to the nobile phone 300c are the
same as those descrébhedidit a¥oodeABBitHe clRd ylids desceipdy erokhengof is
omtted. Here, it should be noted that the usage 10 condition data is not
witten iscwrichextreroay esavdagbutnhel 411 nirtdieidesnde ecbrdimemonystorage unit
305 included in the nobile phone 300c. Note that the usage condition
storage ufi0b 896ep §1AA 0t eciexit f Eomdesinyptéxnarmidl B2 readlsorhewmniqea with
any devices other 15 than a specifically permtted device which will be
descri bednfgraatipe peowdihe ypéarei Enfere tisyyetesadet Woht SH6r dgeeminit 305
i s copposed of tanper-resistant hardware, tanper-resi stant software, or a
conbi hat Saf 201 THE PR SRR HR® YTea HESKEC BRI 17 bACAGKABRCENPEB05 may
be 20 incgl,yded,in a card,, such as SIMcard for _use with nobi]e ones t hat
'S attachAiNE KEVaRat B A FROfiEne: OB SL SR = Hrth | e Stbve
constructio ont.ent. rQyid {th ge i 14 Lt cont ent
IS perni%fé e?%@ggegF§§gé%%%8ﬁ§6ﬁﬁ$% §g4¥Lé 5§§§3 E%% |E%%ﬁgﬁg met. 25

Cener al | ¥ c3pRAKADENcEYB BRI NAN S EPERTB U 5383t 8Fnh & viRRIJEupfvone 300
islimted inits nendbry capacity. Conventionally,this [imtation results
in the fallowaudsdbhaiRe Admory datrdel (AS st &e siauer nagussofager i t is
full with digital works, sone of the digital works stored in the iInternal
st or &Qe thiet daeedptitoheirdal 8d8dapwl sex Uee rypitriee akgor ytispdcetbeflor e

pur chasi ng anot her digital work, or otherw se, the user has to give up 5
pur chasi mgcgaveleenafpted caotRNt Asdordthg tid lenkoxiasentey, Homwesker |
simlarly to enbodinent 1, the user is_al|lowed to store sone of the digital

wor ks st 6PedePRTERE T &GaTHierdt dP468 vhft) 8FRDMTERESHbBRI € MoHeESB00c i nt o

t he menor ard 40 ttached to.the nobile 300¢, 10 when he deci des
ot 1o LELrERE B P PSRy CEREogBon Ll P hid FRAnErREaRT alt renory
space is ggggr§q4%@.the internal storage unit 303 without |losing the rights
to play éack t hé ‘purchased digital works, so that sone nore digital works
may e purchased. Further, with the above construction, when a content is
15 encrypted by a certain nobile phone and stored in a nenory card attached
t heret o, 1t bemedcryphedoaont ent i s not possibly decrypted or played back by
any ot her nobile phone than that particul ar nobile phone. That is to say,
enbodi nerifl) 2 adhki deesriapedf deeve of tiheetn ey riviprholrddr 32 demehd hiehat a
content stored into a nmenory 20 card using a certain nobile phone be

pr ohi bi t egcyeinipei HgiteefPpt &8 BRepPAFBRL HacK RIPNFP LB AYITRHI | e phone
al t hough the nenory ard,L attached thereto. 3. PREFERRED EMBODI MENT 3 25
Now, des@PF5¥P5ﬁ0P5a399§ﬁ g@'a digital work distribution system 100d

Conséét ent w t?npcrhefseéggg, ec eoglinriralqg J?hfjgrr%ar{elo%r S’Egpédiir}lvgggiu r%:qu5e4
information storage unit 310 may be a unique key having 56 bits.
Alternatively, the telephonenumber allotted tothemobile
phone may be used as the unique information. In this case, the
telephone number is subjected to a secret conversion function
25 tooutput 56-bit unique information, which servers as the unique
information.

Here, DES encryption may be employed as the secret
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Simlarly to the digital work distribution system 100c, when usage
condition for is provided, the digital work distribution system 100d
permts the nobile phone to play back the content only under the conditions
satisfying the usage 5 condition. The digital work distribution system 100d
has a construction simlar to that of the digital work distribution system
100c. Thus, description is given mainly to the differences wth the digital
wor k distribution system 100c. 10 The digital work distribution system 100d
i ncludes a content distribution server device 200d, nobile phone 300d, and

a nmenory -6akdr408d iknateadnofnt BReCoBl €541 Al Shahmt | o r3gr ver dew ce 200c,
t he nobi |l e phone 300c, and the nenory card 400, respectively. Note that the

content dieskphbukiribsal VeEuBe¥EEEd 1D 2008 ehd riybeisam @5 itchen €D ENt
di stribution server device 200c. 3.1 Menory Card 400d As shown in FIG 14,

t he menoeyseardt400dxés cohposedrifg &4 brist texbetpat stwihge hawingt 2, a
second external storage 20 unit 411, and an authentication unit 490. The
aut hent i €4t bohs unithe4d@spebporiss cifalthenyelvesponsesedy pe, thmtwalque
authentication with an authentication unit 390 (described |ater) included
in the ndbEfP&mMpR&ABR-300d. To be nore specific, the authentication unit 490
waits for the 25 authentication unit390to authenticate the authentication
unit 490, and then authenticates the authentication unit 390. Only when

both the gytheptl CALLon I 0GEERES: ¥ SrtMaGES8EELa gt NG IVEYR! 483 the
internal storageunit 303 areprotected frombeing readorwritten
fromanyother external device thana speciallypermitteddevice,

10 such as a later-described model change device. To be more
specific, each of the unique information storage unit 310 and
the internal storage unit 303 are composed of tamper-resistant

hardware, tamper-resistant software, or a combination of the

two.
15
(3) Further, the unique information storage unit 310 may be
constructed within a card that is attachable to and detachable
from the mobile phone. Examples of such a card include a SIM
(Subscriber Identity Module) card for use with mobile phones.
20

(4) Still further, at the time of encrypting the content using
the DES encryption algorithm, the content is divided into data
blocks each having 64 bits, and then each data block is encrypted
using the 56-bit unique key to generate a 64-bit encrypted data
25 block. The thus generated encrypted data blocks are then
concatenated together, and the concatenated encrypted data

blocks are outputted as the encrypted content (ECB (Electronic
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aut hentication is regarded to be successful. Since the chall enge-response
type authentication is a known techni que, description thereof is omtted.
The first external storage unit 412 has a storage area 5 for storing an
encrypted contend. The second external storage unit 411 is a storage unit
that is read or witten fromanother end, i.e., the nobile phone 300d only
after authentication by the authentication unit 490 has been successfully
performed. The second external storage 10 unit 411 has a storage.area for
storing encrypted concatenated information which will be described | ater.

3.2 ConstpHebbeh)ofolhi.| ea Phone 30Ad Jhe. nwhil & phang, 3004 RagAe

construction simlar to that 15 of the nobile phone 300c. "As shown in FIGs

. 15 anduiéngtdmc nEhide: preaab30Rc 41d 4SS maBeeNChy P4 i DO/Feehypid®N unit
380d instead of the encryption/decryption unit 380 that is included in the

mobi | e phode @O healdBCahsde iard tideadw foe axzntd 331nanthBdws:t vl | 20 as
read units 351 and 352 instead of the wite unit 330 and the read unit 350
t hat aretpnEkypédgiraphhe Ebbory phAoge-B300cn NyremombT | €E jyjio raxMmD,f ur t her

i ncludes the authentication unit 390. The other conponents are the sanme as
t hose® coRSPLEGRRAPY Ky oFdisisteS prpiprn $60c. LPB- Herand gbyerdgrdoiptiioni ven

mainly to difteregces with the nobile phone 300c. 56
1s omitted.

1.10 Overview
Generally, the internal storage unit 303 of the mobile
10 phone 300 is limited in its memory capacity. Conventionally,
this limitation results in the following problem. In the case
the internal storage unit 303 is full with digital works, the
user is required to delete some of the digital works stored in
the internal storageunit 303 to secure a freememory space before
15 purchasing another digital work, or he simply has to give up
purchasing another digital work.

However, according to embodiment 1, the user is allowed
to store some of the digital works stored in the internal storage
unit of the mobile phone into the memory card attached the mobile

20 phone when he decides not to use the digital works any time soon.
In this manner, a free memory space is secured in the internal
storage unit of the mobile phone without losing the rights to
playbackthosedigitalworkshehaspurchased. Asaconsequence,
the user is allowed to purchase some more digital works.

25 Here, some of the copyright holders of digital works may
not permit the following usage pattern. That is, for example,

when an encrypted content is stored into a memory card using
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(1) Authentication Unit 390 The authentication unit 390 receives an

aut hentication instruction fromthe control unit 366. Upon receipt of the
aut hentication instruction, the 5 authentication unit 390 perforns

chal | enge-response type, nutual authentication with the authentication

uni t490 included in the menory card 400d. To be nore specific, first, the
aut hentication unit 390 authenticates the authentication unit 490. Next,

t he authentication unit 390 waits for the 10 authentication unit 490 to

aut henticate the authentication unit 390. Only when both the authentication

processes, al& SUCCEIfiYle ;hla?ler,mrtH@! cgpﬁlgﬁaﬁggﬁ 180, 8fr€ggrg$ﬁté8tbe

successful . When the nmutu aut henti c een successful'ly pérforned,

the aut hepidiGald Ofatfine G9P it BEtS JHTIERY £8bel8e bRy} E@Hio\&?pfgbége

success of the nutual authentication. (2) Encryption/Decryption Unit 380d
As shown Hat kb an } 6.t hefrane@iicraytidsd deen M Fttrnmenbty 380d i Sacoaprs@d of a
title key generating unit 321d, an encryption 20 unit 322d, an encryption
unit 323dhexreconcat enation unit 324, a decryption unit 342d, a decryption
unit 343d, and a split unit 344. (Title Key Generating Unit 321d) 25 The

titl edbkey geneHarBngeumhpdimony ¥ ewasitredhd sseodage Fhstranténarypomat he

control unit 366. Upon recei pt of the storage instruction fromthe control
57 content that a user has stored in a memory card using a certain

mobile phone is neither decrypted nor played back with any other
mobile phones than that particular one even if the memory card
is attached thereto.

10 In other words, the rights of copyright holders are
protected as the digital content stored into a memory card being
attached to a mobile phone is not decrypted or played back by
any other mobile phones than that particular mobile phone used
at the time of storing the content. This advantageous feature

16 will be described in detail with reference to FIG. 9.

As shown in FIG. 9, a mobile phone A stores unique
information A, while a mobile phone X stores unique information
X.

Uponwriting a content into amemory card, the mobile phone

20 Aencryptsatitle keyusing the unique information A, and stores
the encrypted title key into the external storage unit included
inthememorycard (stepS151). Next, themobilephoneAencrypts
the content using the title key, and stores the encrypted content
into the external storage unit of the memory card (step S152).

25 Upon reading the encrypted content from the memory card,
themobile phone A reads the encryptedtitle key from the external

storage unit included in the memory card, and decrypts the
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unit 366, the title key generating unit 321d generates a title key in a
simlar manner to that of the title key generating unit 321 induced in the
encryption/decryption unit 380b, and outputs the generated title key to the
concatenation unit 324 and the 5 encryption unit 323. (Encryption Unit
322d) The encryption unit 322d reads the unique information fromthe unique
informati on storage unit 310, and receives the 10 concatenated i nformation
fromthe concatenation unit324. Next, the encryption unit 322d applies
encryption algorithmE2 to the received concatenated i nformation using the

d i i ty - ) t d
concat enct S T FaEan S SnR e v T R b T L R BB or a0
15 to theyard t @ Nanhbyn33d- pK EIE A R Q1 PRkt ﬁ@%ﬁ@%&ﬁ%@%&&ﬁ ppLt 323d

receives the title key fromthe title key generating unit 321 and reads

t he cont enit LG If 5081 28e g t,Nd €8 RRICrSi@sagee Ak y308d d¥dent HEigHCT YpPLi on
unit 323d applies encryption algorithmE3 to the read content using the

recei ved the ldedeayptasl aikdy, Keher(ehept algdnerate an encrypted content, and
outputs the encrypted content to the wite unit 332. 25 (Concatenation Unit
324) ®he concatlerati bheunniq@e4intouhdeson hsqd ttloe ekeyybtonh88titide title
key generating unit 321d, and reads the usage condition fromthe usage
condi t i orkest @rdgéhgniR1gns. INERFMaE hen coirhttendeicavpinkhe39dceppead enat es

t he receiveg6%itle key with the read usage,c ndition in the stated order to
gener at e B td6n E5YeR5E P T hfitHEdT6n "R AR ot R hekR2 4R JenéfatBatcbhtat enat ed
information . to.t en tion unit d,, (Dec ti Unit 342d) The
decrypti (?r?%d: ipttegﬁ%ﬁtgéez%yvég %ﬂ?ereec\:t(%l&y%?éﬁya{)g%bn?;?tnésr?é’tuée& ti% f o?%ti on

from the read %@;,; udsd: £88hLEP0R (e dBH QR i&e‘@lfqortmt Lop1 Ll pEY L D! que

information storage unit ption unit appl1es

decrypti e aoypt bAk BACkYPthel dateimedre @RerIiEds & eRaateRAL &gk &4 or mati on

using the read unique information as a key, thereby to generate the 15
concat enatsedoriteetgt dearypnddout puts the generated concatenated
information to the split unit 344. (Decryption Unit 343d) The decryption
unit 343d receDlmeshéheteacrlyptdd woart drite 20bfilenphbeer Bagt tempt 852y and t he
title key fromthe split unit 344. The decryption unit343d then applies
decrypt i ®dal BafFkt bre Ptenthe thecBPREdC cPRIYP e d cedAt BRE RGTHPE

recei ved tiéle key. as a?ke ,. thereby to generate hg gqntent, and wites
the genefratfteSchaY Fe™ hES ’ﬁee]?rfﬂ]eﬁﬁaFag tHde DA PI8H3D 5B8(RGNI%Y uni t

344) lghe csarzjrldi,t aHQi éegﬁﬁptrse(‘\t%iev%ﬁ ttlréek&?n&safnegn%%eé\du}lrilagé nPrE%é)PmaStgion
X (step S155).

Here, since theunique informationAthat isusedtoencrypt
thetitlekeydiffers fromtheuniqueinformationXusedtodecrypt
the title key. Consequently, the title key is not correctly

20 decrypted, so that the encrypted content is not correctly
decrypted, either.

Therefore, the mobile phone B fails to play back the

encrypted content.

25 2. PREFERRED EMBODIMENT 2
Hereinafter, description is given to a digital work

distribution system 100c consistent with preferred embodiment
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fromthe decryption unit 342d, and splits the received concat enat ed
information to generate the title key and the usage condition. The split
unit 344 then outputs the generated title key to the decryption unit 343d,
and wites the generated usage 5 information into the usage condition
storage unit 305. (3) Wite Unit 331 The wite unit 331 receives the
encrypted concatenated information fromthe encryption unit 322, and wites
the received, 10 encrypted concatenated information into the second
external storage unit 411 included in the menory card 400d. (4) Wite Unit
332 The it nit 332 receives.the encrypted content from 15 the

oh ThiThS 2 v

encrypti :R{e%§%§ wites The recei ved encrypted content into the

first external | (r)]&stfzgfté"f%r lcglstg%)bﬁ?@ﬂ% %?%rteﬁ%dr@%éfﬂg% ggbtfléél

receives a rea uction fromthe 20 control unit 6. Upon receipt of

the read 4 a&?&usliwm« bhet £0hL&Rls yitich, 36 Gah eadisvidhe, anarypted-aengat enated
information fromthe second external storage unit 411 included in the

menory cansdA0devand, el qutcE hechealll @ne plptyetockoo€ad erlatied i wbokmat i on
to the 25 decryption unit 342d. (6) Read Unit 352 60 The read unit 352
r eads 5t heoenbeyptieddecitent ]l §oh darnhhé keonfditdonextermeat t st ecagedingt 412
i ncluded in the nenory card
to usage condition data when the content is provided with usage
condition data such as the permitted number of playback times
for the digital work, or the permitted period. That is, with
thesedevices, this embodiment aims topermit playbackofdigital
10 worksbythemaindevice based on the usage condition information
showing permissive conditions for usage of the digital work.
In the digital work distribution system 100c, when a
content isprovidedwithusageconditiondata, suchaslimitation
on the permitted number of playback times, the permittedplayback
15 period, orthepermittedtotal amount of timeplayback, themobile
phone of the system is allowed to play back the content only
within the limitations imposed by the usage condition data.
The digital work distribution system 100c has a
construction similar to that of the digital work distribution
20 systeml100. Here, descriptionisgivenmainlytothedifferences
with the digital work distribution system 100.
The digital work distribution system 100c includes a
content distribution server device 200¢c and a mobile phone 300c

instead of the content distribution server device 200 and the

25 mobile phone 300, respectively.
2.1 Construction of Content Distribution Server Device 200c¢
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400d, and outputs the read encrypted content to the decryption unit 343d. 5
(7) Control Unit 366 The control unit 366 receives a content wite
instruction and a content read instruction fromthe input unit 365. Upon
receipt of the wite instruction or the read instruction, the 10 control
unit 366 outputs an authentication instruction to the control unit 366.
Further, the control unit 366 receives fromthe authentication unit 390
informati on indicative of whether the authentication has succeeded or
failed. 15 In the case of receiving the content wite instruction fromthe
input unit 365 _as wmel.l. as.the infor ton indicative of successful

aut henti cation %ﬁ%ﬂ%ﬁ¥'a&5ﬁeﬁPP&SP?ﬁ%l%%?%b%ﬁkﬁ“tﬁﬁ§%ﬁﬁu (ﬂIQﬁﬂZbo§66

out put s a0 O 30RSLPILEUGHT Q0.1 B {1 1] & KENe ARNRIA 09 b33 Of the
encryption/decryption unit .- 20 In the case of recelving the read

'HStVUCtléngéﬂ"Héiﬁké!HUﬂ ﬂHHﬂud¥35r%th%h%ib@&@&”ﬁbkﬂ”d&@@k@%ka@nOf
successful authentication fromthe authentication unit 390, the control

unit 366 sotstut 908 .r eBHub NSdé et i i dro hiehe iha@detni s @bden kiaithe ease of
receiving the wite instruction or the read 25 instruction along with the

i nf or fat e dhfifeadénves ofi thnswecesséut dasthéhthttatisarveirhdecoed 2OD.unit 366
di scards the received wite instruction or read instruction, and
consequently 61 no wite operation or read operation is perforned.

(Content Storage Unit 201)
In addition to the content, the content storage unit 201
included in the content distribution server device 200c further
10 prestores a usage condition in correspondence with the content.
The usage condition, for example, is a permitted number
of playback times. The permitted number of playback times
imposes limitation on the total number of times that the user
is permitted to play back the stored content that corresponds
15 to the usage condition. When, for example, the permitted number
of playback times is set at “10”, the user is permitted to play
back the content for ten times at the maximum.
Note that the usage condition may alternatively be a
permitted playback period. The permitted playback period
20 imposes limitation on the period during which the user is
permitted to play back the stored content that corresponds to
the usage condition. The permitted playback period is composed
of data showing the permissionstartingdayandpermissionexpiry
day. The user is permitted to play back the content only during
25 the period starting on the permission starting day and expiring
on the permission expiry day. During this period, the user is

permitted to play back the content for an unlimited number of
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3.3 Operations of Digital Wrk Distribution System 100d Hereinafter,
description is given to the operations of 5 the digital work distribution
system 100d. ( 1 ) Overall Operations of Digital Wrk Distribution System
100d First, description is given to the overall operations of the digital
wor k distribution system 100d with reference to the 10 flowhart shown in
FIG 17. The content purchasing unit 301 of the nobile phone 300d receives
the content ID fromthe input unit 365 to generate the paynent information
(step S251) , and transnits the content I D and the paynent inforrmation to
t he content di stribution server 15 device 200d (step S252). The control
unit 202%&PeFhe content distribution server device 200d receives the

content 1D anch berRavIRal, | PLAUTLLA0 L AT NE TBEL S BITE A0 (St ep
rece'VedaBBMHgQ%S%Eggﬁg@ﬁkqaezo &ﬁé .r§%§§£d1xﬁ§ﬁp§mgu EWiiﬁﬁégH% (step

storage unit e cont ent |dent| by the recelve

S254) , anflet (APSHLES1 Ihe d€Ach LR LHA Eh%uﬂﬁ@hlr@ PRONL: 3004 Rt ep
S255). The content obtaining unit 302 of the nobile phone 300d receives the

contemt thaBsthd edrf {9Pdhe @t estp Iy baichut hers t2T eyt efleinza: 200d
(step S255) , and wites the received content into the internal storage

unit 303casrthpondat eat tHOlussgepcS2Eh)ionl n Whiea ,cdoe ekamectei, vihg a
content wite instruction from 62
permitted total amount of playback time is set at “10 hours”,
the user is permitted to play back the content as long as the
total amount of playback time iswithin 10 hours. When the total
10 amount of playback time exceeds 10 hours, playback of the content
is prohibited.
Further, the usage condition may include all of the
limitations, namely the permitted number of playback times, the
permitted playback period, and the permitted total amount of

15 playback time, or it may include any two limitations selected

from the above three limitations.

(Control Unit 202)
The control unit 202 reads from the content storage unit
20 201 the content that is identified by the content ID along with
the usage condition that is stored in correspondence to that
usage condition. The control unit 202 then transmits the read
content and usage condition to the mobile phone 300 via the
transmission/reception unit 203, the Internet 10, the mobile
25 phone network 20, and the radio base station 30. Here, the
transmission is performed in a secure manner through the use

of, for example, the EMMS system.
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the input unit 365, the control unit 366 outputs an authentication
instruction to the authentication unit 390 (step S257). Upon receipt of the
aut hentication instruction, the authentication unit390 perfornms mnutual

aut hentication with the authentication 5 unit 490 of the nenory card 400d
(step S258). Wien the authentication is successfully perfornmed, i.e., when
receiving information indicative of successful authentication fromthe

aut hentication unit 390, the control unit 366 outputs a storage instruction
to the encryption/decryption unit 380d (step S259, 10 YES), and the
encryption/decryption unit 380d perforns processing to store the content
(step S260). Alternatively, when the authentication is unsuccessful, i.e.,

when recegi iﬁg tFe iFfornB%iﬁ ] di@gtiv unsuccessf ul authenpication
from t he” atit heRTFEREFOR™ uAT t ékki?s P'6259°NO), the control unit 15 366
di ds th i i i .t . i )

Concoquence. BVsRBlnt keo) A3 AL I AAn RS SBREMACHRSER NS e case

of receiybng; & SRMERMadeLafli LNHis Ul ngamm%ﬂt&%t-wégraeéﬁ%nitthe_ _
control unit 366 inputs an authentication 1nstruction %o he aut henti cation

uni t 5390326 ifskenit26r)to therdmeRidit OEoh Bei aut DeqtineahbeN1 & RHondct i on
fromthe control unit 366, the authentication unit 390 perforns nutual
authentigation with the authentication unit490 included in the menory card
400d (step S261) . Wen the authentication is successfully perforned, i.e.,
when receiving the information 25 indicative of successful authentication
fromthe authentication unit 390 (step S262, YES) , the control unit 366
out puts &orient Artykninh Unit htd4%)ead unit 351, and in response, the read

unit 63 351 perforns read processing (step S263). ternatively, when the
aut henticatio %;qﬂﬂﬁi@&e@?FgF?ngeP?lQM%Q? F&E@FVPﬁg€$?mF?9ﬁ?ﬂ' Bon

96U ea 9L URSHEGBRST, ks el beRt AL LE g Lhe A et saL b uni ¢ 390

(step he~“control uni scards the rea ruction that

has been, [ eceived:o @ 190N5£ALERATe SROLEFLRLARSG! AGel PR LaLERA.

Alternatively, 1n the case of receiving a content playback 1nstruction from

the inpuftaidn 36P, (HLBNB2RAkL, 36N¢ £0AH U n Ml 45 0 A USS uh@tper form
pl ayback processing (step S264) . 10 (2) Operations for Mitual

Aut hent i 2@t | orrHeettwaeankbbbt £1 fPhodeirdt0ad 0andhbkmor yt &arth 4 ed eloed
description is given to the operations perforned for nmutual authentication
bet ween ¢dret embiilne cphbrel 30Hchahd tolre geSunthoill esr thd 0Bzhtertth 60éf erence to
the flowchart shown in FIG 18. Note that the operations for nutual

aut hiént i 220 £BA HResdvieslets aa epPRd bk £o1 hatadtha Y324 CPRE1 bper atPsageper f or med

inth t 8 d S261 sh in the fl hart in FIG 17. . Th

it hont 1 E5ES o Tmi 29580 BCATY TS FEoBRoNe: J0BH BhAN PACBECERE

authentig gé¥]é¥“é¥é§§£éﬁ gfkggmwmwy card 400d (step S271). Wen the
1S ste

aut hentication in p1s success fully perforned (step S272, YES)
then the authentication unit 490 authenticates the authentication unit 390
(step S273) . 25 When the authentication in this step is successfully

per f or regy sd £ c Tt 1 ofEQtoddte atirersoisgati on unit 490 outputs to the
control unit 366 information indicative of successful 64 aut henti cati on
(ste®w S275). The usage condition storage unit 305 has a storage area

for storing the usage condition.

(Usage Condition Judgment Unit 306)
The usage condition judgment unit 306 reads the usage
25 condition, i.e., the permitted number of playback times, from
the usage condition storage unit 305 to judge whether the read

permitted number of playback times exceeds O.
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When the authentication in the step S271 i s unsuccessful (step S272, NO,
or when the authentication in the step S273 i s unsuccessful (step S274,
NO), the authentication unit 490 5 outputs to the control unit 366

i nformation indicative of unsuccessful authentication (step S276). (3)
Operations for Storage Processing Next, with reference to the flowhart
shown in FIG 19, 10 description is given to the operations perfornmed by
t he nobi |l e phone 300d for the storage processing. Upon receipt of the
storage instruction fromthe control unit 366, the title key generating

it 321d of t ) ti / ti it 380d t titl key, d
B urauts the Hasa TR o e Pa RS | thd B a e R e bR o b iswpagty )
ti . it he . { ti it 324 i
CherYPL ] R iBblentiatdsod PREARA o BEHL L 107 SSONSRLEIH] O ok N At decel vee
diti Wk E Lt t it 2). ., 20 Next,
condi tion &FO@}&JﬂetHéaggagoagmi%é el W 1353555% f‘qfaﬁsg )and X

the concatenation unit 324 concatenates the rece y and the read
usage conditiRRitdstiige SisHpd Qrdakilbd gepecat enconsat £ edddifrargyet i on,
and outputs the generated concatenated information to the encryption unit
322d (5 st epobafeinit 30BxiitH breardrygpesnl tbhhg f3DAdtheadHuidiuen.
information 25 fromthe unique information storage unit 310, and receives
t he concaVerti ethd nfegautémdi f ramjtukhgmeotcat endilitooutpit s IR n(istsdpnS284) .
Next, the encryption unit 322d applies encryption 65
information indicative of permission to play back the content
stored in the internal storage unit 303.
Alternatively, when judging that the read permitted number
10 of playback times is equal to or less than 0, the usage condition
judgment unit 306 does not output the permission information,

and consequently the playback unit 304 does not play back the

content.

15 (Playback Unit 304)

The playback unit 304 receives from the usage condition
judgment unit 306 the permission information indicative of
permission to play back the content.

Upon receipt of the permission information, the playback

20 unit 304 reads the content stored in the internal storage unit

303, and plays back the read content to output.

2.3 Operations of Mobile Phone 300c
Now, description is given to the operations of the mobile
25 phone 300c with reference to the flowchart shown in FIG. 11.
Note that overall operations cf the digital work

distribution systemare shown in the flowchart in FIG. 4 provided
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algorithmE2 to the received concatenated i nformation using the read unique
information as a key, thereby to generate encrypted concatenated

i nformation, and outputs the encrypted concatenated information to the
wite unit 331 (step S285) . In 5 response, the wite unit 331 receives the
encrypted concatenated information fromthe encryption unit 322, and wites
the received, encrypted concatenated information into the second external
storage unit 411 included in the nmenory card 400d (step S286) . Next, the
encryption unit 323d receives the title key from10 the title key

gener at i ng%%mit 321d, and reads the content 601 fromthe internal storage
unit 303 {3 8FFPs Tkt RED Sthd 2Fe ARRLAGPUREED PRPAFFILeS287¢r ypt i on

algorithmE3 tg t read content using the received title key as a key,
t her eby {a)e%fg?%cﬁ]gb%]noe%’crypt ed content, and outputs the generated

encrypted cont et to t it i .ep 8 L.l p response, the
wite unit 3326I‘r}1eec(Jaulss\/al S t gld\%céf)%pggggé%ﬁt%e%?ﬁ?r8ﬁq%t %éagﬁcgg}&}lgﬁgﬁnit 323,
and wit ei;ved e Y, : i & . I rage
TR e g o
descrispt igupi)s, gnveiudged hacenerath &nesapesd ok dyiuhbe rrobihgyBAere 300d
for read processing with reference to FI 20. Upon receipt of the read

i nst ruct itmds @rddeeiscOnt soép LBAA2 )25 Fben thagierad-hat tth3bpereadsetihe
encrypted concatenated informati on fromthe second external storage unit
411 i ncl udedbaem ofhplavheely tdaras 480¢cdand GEitqruE802heYE®hd tdrecngpyed 66
concatenated information to the decryption unit 342d ( step S291 ) . In

r esponse,Carb ety ypdosienin 184386 selt gt s hel ‘efaiopptthe perratendt ed

information fromthe read unit 351, reads.the unique ipformation fromthe
uni que. | TGIRR PoP St Ehags tMES 33bePsiahly 89d0ovsTwr Lot (ke HaReTpt | on

al gor.i.,thm D2..t.o the receive encrypt.ed concat enat.ed i nformation using the
r ead 1hni qcl?enqlntfloornna h|a%n lesissgb 8@, l%{h%rrleeb%/s%%e é:eorllfiejdil%tl % ﬁ’goESﬁSanﬁgt ed

i nf ti (St t i nf fon to th
| ntornma 'w‘l%&%‘i‘ vhiga r%létél)@.':étl?-lg %M@E%F%E?g&ﬁ@%%%‘édﬂ .OLQEHO” 0 the

split unit step S29 sequent e split unit 3 réeceives

the concatrRnakede RbAGIRLLAMN fdfmiherdecypt b@p ki tr 3424, paAgdpapkits the
recei ved concatenated information so as to generate the title key and the

usage congiitdi 04 The ppkmissndoh Bdfo trieni utiputisatieegefepataissidthe key to
the decryption unit 343d, and wites 15 the regenerated usage condition

i nto the tuspdeybadkt tba stotage shdtedO5 (HieednS294pl Bertagehenitad unit
352 reads the encrypted content 602 fromthe first external storage unit
412 ilAcl dded i AntIRSHRERSyERaPdaybegk Wid 30¢ pecsivae thenseBREs §poRd
content t,o fhe 20 decryption unit 343d.(step,S295). Next, e decryption
't 3430 ECAST, REOBHETS HRP S TG LBRG) TRETHE T D ey DBy oHETOR r ead
unit 352 d | J pt. 3 ively, appl i cryptj | gorithm
06 10t nd resareCaront da e LERAGH L E ot a Bl CO0ET IR REV ST ey,
t her eby tb%c@cert‘?{ea_tr"eahh%o%@h%”%ozéu%h@pé%@é)s20§ﬂ9| wites the generated

content into the internal storage unit 303 (step S297). 67
Alternatively, when judging that the read permitted number

20 of playback times is equal to or less than 0 (step $202, NO),
the usage condition judgment unit 306 does not output the
permission information, and consequently the playback unit 304
does not play back the content. Here, such a setting to delete
the content at this stage is also applicable.

25
2.4 Operations of Mobile phone 300c

Now, with reference to the flowchart shown in FIG. 12,
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3.4 Overview To wite the content into the nenory card 400d, the nobile
phone 300d generates the title key, reads the usage condition, and
concatenates the title key with the usage condition to 5 generate the
concatenated i nformati on. Next, the nobile phone 300d encrypts the
concatenated i nformati on using the unique information, and wites the
encrypted concatenated information into the second external storage unit
411 included in the nmenory card 400d. Next, the nobile phone 300d reads the
content from 10 the internal storage unit 303, encrypts the read content

sing the title key, .and wites the encrypted ntent into the first
gX![ e?nal %et%ﬁ%ﬁétlt% llszfgfzv‘?rlhgpu%% oipﬁrtaﬁ)ég n‘b’f&h@am‘abi BPLoRG Eééﬂ t he

content fro h ry card : . obi 1.e ne 30 reads ihe
encryptedjégh%aé%%ggg Fn?%?ﬁ%%%%ncé$§%% ﬁﬁ69£§ 5ﬁﬁuggférﬁgfy§?8Fage unit
411 incl :dd the menory card 400d, and decrypts the read encrypted
concatendated I nformati on using the unique information to generate the
concatenated i mfoné”%hiaQnthzhév@Qilheo?@?@@i&@@%f here s@l 418t heogener at ed
concatenated information to generate the title key and the usage 20

condi 6i orgisnd bartiifoesSs § iserg @ persiiosth its8pge fAendinairanin FLG . therosaged
condition storage unit 305. Next, the nobile phone 300d reads the encrypted
content fulah the $teps SAXtterndl SKt'bragereplacdd Zitickstded $211he2henory
card 400d, and decrypts the encrypted content using the title key as a key
to gener #asqHdeshmed®W. 25 and wites the generated content into the
internal storage unit 303. To play back the content, the nobile phone 300d
pl ays back 68 ThEnESagRt EARISEHPRATPAITRRE i MR Nl © SERTHYERMIUSENSS i n

conpliance w.th the,usage . conditi tared in the,usage condition storage
it 205 canti oo LB R s B PR Bl PAsk BYTEREr SHOMEBPI S Mione. 3000
Her ebpaft : riQt i Lv t ti e he user
of T TR ePoaaR e, Bnf B0 Pef O, PEFLFL R PR IR Gt one on
pur chasi g 1)iclimd01s18p Af21the ARBI{ RIJHONRBROE tHNBLUSEhedet S Esh@Nd
purchases a content from anong contents each of which is provided with a
usage confditd/@nmanthlils @i thadthepéhei coad pibybhokpge ivai (st2@lsof3)t.he
content distribution server device 200d. Then, with the use of the content
obt ai ni ngrhemi jud§Lng tthe tustes cuecentesindedamntieitibin hhe dexrntiastqulir chased.
The content and the usage condition are then stored respectively into the
i nt er nal PIEYkagE RPAFicB0BtarpdSEhé, WSdde Ebadizdasncondibgenuitdarsos: bot h of

whi ch_are included in the nobile ghone 300d, 20 2 ) Next, in the case
wher &3t h&'Nir SN&s QY LBBREehP, tRBrPex ¥Rt UREt kit hdke REE S e usage

condi ti on tached thereto pernts _the playback .of the,content up.to ten
fimes. |t RETGeREE At L ore Tt tar ot B ar ok BAEHCER? SAMER i ¢ 804

to play hackeihenkana QkeedaL? YPolfgd ehid Mhga. 25n( 3LsBURLACT (hkn the
foll owi ng procedure, the user nmay store into the nmenory card 400d the

content @Qhydadkt heit'SAAErE88LHds @Mebfermi 3t o lid fRsREG UV elymred in

the internal storage unit 303

usage condition judgment unit 306, reads the content stored in

20 the internal storage unit 303, and plays back the read content
to output (step S214).

Alternatively, when judging that the current date/time

falls out of the permitted playback period (step S213, NO}, the

usage condition judgment unit 306 does not output the permission

25 information, and consequently the playback unit 304 does not

play back the content. Here, such stetting may be applicable

that the content is deleted if the current date/time is after
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and the usage condition storage unit 305 both of which are included in the
nobi | e phone 300d. (3. 1) The user attaches the nenory card 400d to the
nobil e 5 phone 300d, and selects an operation to store the purchased
content which is provided with the usage condition into the nmenory card. (
3. 2) Inresponse, atitle key that is unique to each content is
generated by the title key generating unit 321d. The generated 10 title key
is then concatenated with the usage condition by the concatenation unit 324
to generate concatenated information. The concatenated information is

encryptedtﬁyeégg?f@gégpéigikég@t 3 usi ng the unique information stored
in

in the unrqu or mation orage unit 310. Provided that the nutual 15
aut hentication is successfully perfornmed between the authentication unit
390 of the nobile phone 300d and the authentication unit 490 of the nenory

card 4004y, 3 hep &REE VP £ £ Qe BN aiachd fgdmation is stored by the wite
unit 331 into the second external storage unit 411 included in the nenory

card 20 400d. MNextt, WHehceBfentnséot@dHen fillve chalrer BRAbwat Of ages unixt, 303 is
encrypted by the encryption unit 323d using the title key, and the

encrypt eddecom ipit 19 ist gieen ite the dpastt iedserAathsmobade pimdie 4D2c ncl uded
in the menory card 400d. 25 ( 4 ) Still further, the user may extract the
usage condt thhsh Gafe thereofhentspEsnFenRel bher yht dihe droatidriace d ataflor mat i on
and the encrypted_content 602 that are stored in the nmenory card 70 400d,
and stor eanlcf%&eﬂfra‘%]t ¥Iht'efe-and usage condition into the internal

siorage unl 03l 05 TS P 300 Dot Ue Qoo prpcedure: (4,
oot L GOSTAIL LRl Bhsl (NS F TRTPLY, Lt 4RO D BGLEL e
10 that the steps S116 and S117 are replaced with steps S221-5226
described below.

Here, the content storage unit 201 further has a storage
area for storing a total amount of actual playback time. The
total amount of actual playback time is a cumulative amount of

15 time that the content has been actually played back. Further,
the content includes playback time information showing the time
taken to play back the entire content.

The usage condition judgment unit 306 reads the usage
condition, i.e., the permitted total amount of playback time,

20 along with the total amount of actual playback time from the
usage condition storage unit 305 (step $221), and obtains from
the content the playback time information showing the time taken
to play back the content (step S222), and calculates the sum
of the read total amount of actual playback time and the time

25 shown by the obtained playback information to compare the thus

calculated sum with the permitted total amount of playback time

(step S223). When judging that the permitted total amount of
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(4.2) In response, the nutual authentication is perfornmed between the
aut hentication unit 390 of the nobile phone 300d 10 and the authentication
unit 4 90 of the nmenory card 400d. Provided that the nutual authentication
is successful, the encrypted concatenated information stored in the second
external storage unit 411 is read by the read unit 351. The read encrypted
concatenated information is then decrypted by the decryption 15 unit 342d
using the unique information stored in the unique information storage unit
310. The decrypted concatenated information is then split so as to generate
ndition ndition_ is stored into

h | d.t.h
Ehg Legggi%%%ﬁri 5%H§tg;:gguﬁ |Y°§h%‘g¢i%h ﬁﬁ%¥h3%&n8F§5ﬁéat96 29t ent

d 4 d d
Goou 1 s ristih ShoR EGST AL AASEAUNL Lof WaddRaoRes £ IS SulBIREY o0
the decryp iaB gt Oybe?é@qn'ﬂ%' 9 the %é%?sé‘?&/n l%&%rt%% izlng?egm@d

content, and the decrypted content Is stored in the internal storage unit
303. 25 3H6prhessidh to ghe, daeve caBbedh rent fodde iRr esentntOygniion, the
71 description is given to the procedure for storing into the nenory card
t he perchasacgeonhent30mi chini Be provsdedna phaybecusage gondiétoveYet,

whet her the content has been purchased is not an essential matter to the
present itheepeirodssThat inSorfatrisn ekampltdie tisegabovedptbdordimégnsant
.applicable to_a content which is provided as a free sanple with a certain
usage condiiti 8R6. (rze)aqfshem@t;ﬁntoﬁtpgeerﬂél sRanpr e Biak keosageypriton system
enpl oyed |2§the e ég n.units 322d and 323d and the decryption 10 units
342d and ¥ (anﬂ és éhﬁr%ﬁ$F89Fﬁ©t5@§“€Hﬁﬂ&b§?%ﬁszgﬁé unt Rfthy

i nformatign stored in.the un I on, stora nit 0 may be a

uni que ké%’ RAHGCBRbr %nju WEP ﬁﬂaﬁgﬁﬁc?%%uf%T%%ﬁg ﬁihﬁﬂoghﬁotted to
the 7gbi e phay 1g&§P,Bscuseqneﬁ¥% UG I AT ALIRLLAL, DL I01G, J at ter

case, it Is prere to enplo secret “conversion 1 oNn “retune a

56-Dbit URIGGYE KR¥uhP JEARRNSE b2 jHPME TQfet D i&ﬁpmg%n@uge%tdﬁe one
exanpl e of such a conversion func¥|on isto use DES encryption in the

fol | ow nglagmaek. TIhal + SPlaf®acel ephemn furasidry gebiecseds 20 dry DES
encryption using a secret unique value having 56 bits to output a val ue
havi ng 64Vvieirtvs 1teFhehé asit &6 apiotusitod ftdet wal pitdyba ckakureaseotsedas t he
uni que information. (3) Further, the unique information storage unit 310,
the 25 i ﬁ@er%aagetqw@gém 5t3D3ge ANy t ﬁ85u53afgfe thendevivreastarlagedini t 305
are protected frombeing read or_ witten fromany other external device

t hanl3 sﬁ@&?&lP?OBBFnPftéﬂtH%%lEeaygﬁ%h %Em%.ﬁﬁF P |%4%)-descri bed node
change devi ce. npr & spe fIC ch_af e uni gue |nforna n storage
unit 310, the |% e?ﬁ% a e un| %h u§% g”&&ﬁ& gﬁqstorage

uni t 305a¥n%uﬁ@@@§§%%85ckac% i§ %%!a%tl%rl“tkl&?r( @H@r@aléﬂ@é‘éd LER &y

software, or 5 conbi nati on of
5223, NO), the usage condltlon judgment unit 306 does not output

the permission information, and consequently, the playback unit
20 304 does not play back the content. Here, such setting may be
applicable that the content is deleted if the permitted total
amount of playback time is smaller than the total amount of actual
playback time. Further, such setting may be also applicable
that playback of the content is permitted even when the permitted
25 total amount of playback time is not enough to play back the

entire content.
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(4) Still further, the unique information storage unit 310 and the usage
condition storage unit 305 may be constructed within a card such as SIM
that is attachable to and detachable from 10 t he nobil e phone. (5) Stil
further, at the time of encrypting the content using the DES encryption,
the content is divided into data bl ocks each having 64 bits, and then each
data block is encrypted using the 15 56-bit unique key to generate a 64-bit
encrypted data bl ock. The thus generated encrypted data bl ocks are then
concat enat ed together, and the concatenated encrypted data bl ocks are

out putted as bggrggg&ypted content. 20 (6) Wth the above construction, a
cont ent mﬁfch ISTprovided with a usage condition is played back only under

the conditions g£onfQrmiRgdt 94He, YSRUE, comh gkggagé%ﬁf§501%%3ﬂéov .
I ep Is limted

speaki ng, the internal storage unit 303 of the nobil one 300

in its mefprheCaPRacddydi 20r CONY ek iseRgbh e dilie2 dd bt atboRneeIHehd N the
followng problem In the case the internal storage unit is full wth

di gital wends:hd e rusepondihgQusd@sl donddelienei s e oefi athendi gt b alaamor ks
stored 73 in the internal storage unit to secure a free nenory space

bef or & puptheasi rgdariot hentenyidiaslt nitiuk 1 cors eptveer desecd @ 0dcnptansmds st 0 gi ve
up purchasi ng another digital work. However, according to enbodi nent 3,

sim | arlythe et Rteapddineapsrespadd2ngtysagesepnidst 4ph digethe sodtidiee sone
of the digital works stored in the internal storage unit 303 of the nobile
phone 3008MPREGCORe nBneR Fhedtf uPBECAR$S% hBE IR SRSLE L pREFOVIEEE when he

deci d t t he di gi.tal ks. ti . In this. , f
ooy spabEh e Eedeaonh Lt Ran i P et LRspRgReuitit 303 R cani 1 o
h 300 i 1.QS]j i t Lgit ks h
ﬁagngurchgged%p§§&%l§§%§§%%2ﬁ¥%%gghéeﬁg%ﬁé3%“%?%§ﬁ%g8§§tghgkﬁ?@%wg%né ngre
digitg V‘Q§5§eté_br§iﬁi€oﬂ @tt%rtat}% hHEErj’t?é s%%@e%gghénéﬁa%tée% ﬁ&)ag\@"’t h the

above construction, when a content is encrypted and stored in a nménory card
attached tenai€eshai n nobil e phone, the encrypted content is not possibly
decrypted or played back by any other nobile phone than that particul ar
nobi | e phone. Tiadn ithd aseay inerinadi menpldyadchcleviedse arprefdractthaft heet i ng
has purchased earlier, the usage condition judgment unit 306
judges whether to permit playback of the content based on the
15 corresponding usage condition stored in the usage condition
storageunit 305. Whenjudgingtopermitplaybackof thecontent,
the usage condition judgment unit 306 instructs the playback
unit 304 to play back the content.
Further, the usage condition may be the number of times
20 permitted for the content to be copied ormoved. Here, “to copy”
the content referstoduplicate the content storedinthe internal
storage unit and to write the duplication of content into a
recording medium. Here, note that only the first generation
“copying”of content ispermitted, i.e., copying fromduplication
25 of content is prohibited. 1In addition, “to move” the content

refers to write the content stored in the internal storage unit

into a recording medium and to delete the content stored in the

52



20 copyhol ders' denmand that a content stored into a nenory card using a
certain nobile phone be prohibited from being decrypted or played back
usi ng any ot her nobile phone although the nenory card is attached thereto.
25 4. PREFERRED EMBCODI MENT 4 Now, description is given to another preferred
enbodi nent 4. 74 4.1 Model Change System 600e Here, description is given
to a nodel change system 600e. The nobdel change system 600e ains to provide
a nodel change 5 device used to change a record/playback device, such as a
nobi | e phone, that is usable under a contract nade between a user and a
service pr.ovider.to a new record/pl ayback _devi ce duye to.a change . of the
contract. lﬁpgﬁ%ta%eStn%%aeqe (l:lﬁ%r%ge @mg?% T 25R8a61° Cﬁ]altrfdjen &gv}%gg,rﬂmkbqrt al

wor ks st ored,i i.qi nal d I V] r vai | abl e
For the new ©oast e o, F R R 5B BEPTEl ety BT

di gi tal wepksenkol s el s e dIRQN Heelc%?%doérn@aw@bféﬁ FHONRSraM
additional features, a user may want to change a nobile phone that he
currentl ynusBsrt efatie®s one. In such a case, the user 15 is allowed to use
t he new nobile phone with the same tel ephone nunber that is originally

al |l ottied to theTkerprentedure tThéscrgptdrie pyrreaakHotbhtgnt hieo tsalcaghone
nunber that is originally allotted to the current nobile phone to the new
mobi | e phonge Qchenery|dagtt #0g agfd dhe amogicdiurel ephrere Doatsercyipated s
allotted 20 to a certain nobile phone to another nobile phone is referred

to as nodE€PNERBRGEF YT ThSbMEBOENoRaEd 43¢ &o the Reable o HOHaseri bed
above, the contents. fhat have .been purchased and stored in the mbil e phone
or i e enEBS R S tha8 gRaes RE P EaTR RSP Th L R dhstnio aRsne. | 25
De i pti . h tent s,y I b h b

Dosor ot 1 faRBabo il Sombeal o Lhooeh de plavedaeiclon e

5 {ge Héﬁ&églﬁén P CPased AN ggft%ﬁdihﬂot@ﬁe TR %aa{ﬂi,b%%”? ;191”' usabl e

due to the no change. The no change system 600e ains to address this

probl em 5n(Ganstkshyet éomd Of 1 Mbdalo Gigngei SysiEime00ak:dAsn stwmobR 16l G 21,

t he nodel change system 600e is conposed of a nobile phone A 300e, a nodel
change dephere5800cand a nobil e phone B 300f. The nobil e phone A 300e and
t he nobi |l e phone B
Note that the usage condition storage unit 305 is protected
from being externally read or written with any devices other
15 than a specifically permitted device which will be described
later. To be more specific, the usage condition storage unit
305 is composed of tamper-resistant hardware, tamper-resistant
software, or a combination of the two.
Further, the usage condition storage unit 305 may be
20 included in a card, such as SIM card for use with mobile phones
that is attachable to and detachable from the mobile phone.
With the above construction, when a content is provided
with usage condition, the content is permitted to be played back
only when the usage condition is met.
25 Generally speaking, the internal storage unit 303 of the

mobile phone 300 is limited in its memory capacity.

Conventionally, thislimitationresultsinthe followingproblem.
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300f are separately connected to the nodel change device 500. 10 The nobile
phone A 300e has a construction simlar to that of any of the nobile phones
described in the above enbodinments 1, 2 and 3, except a unique information
storage unit 310e. Note that the other conponents are not illustrated in
the figure for the sinplicity sake. The unique information storage unit
310e 15 prestores unique information. Further, the nobile phone B 300f has
a construction simlar to that of any of the nobile phones described in the
above enbodi nents 1, 2 and 3, except a unique information storage unit

310f. Note that the other conponents are not illustrated in 20 the figure
for the sifpNEGasSP EaRENEFFEAINT LREAINHBLAEtS DL S0 t8YRI Ui 3! 8206KShas a

t f tori t i i nformation. .Th del ch . i
sLorage areh LY ALOULR LTS undue L tor on, The Ipdgl shangs, dov oo
uni t 502. 25y J08 Y fgge!bﬁqga{"?}:geﬁl%?norr?asgj%gteh@%f@fggﬁrhﬂ%g% tion
| e that | ude

stored in the unique |n¥ornat|on st orage un inc in the

mobi |'e phopg v BQ0&; and IHGCesH WRlnk rdalset e%hzfiuse&hﬁagnicgugibgfe}s mat i on
fromthe uni que i nformation storage unit 310e. The informatidon read unit

501 then IHAHHESS Hercta@ d Rfigrifmtll edrikQ the information wite unit 502.
The information wite unit 502 receives the unique 5 information fromthe

informati on readcoriding0to amdodimbas Phehoeeecypdsimiguelynformation into
t he unique information storage unit 310f that is included in the nobile
phone B 30Gfodilemd, 1t heheinispre lisnd bt owed ore issoiref somatdbithehdigisalni que to
t he nobi | e phone A 300e. Exanples_of the unique information include the 10
t el ephon&kfbeECHEE &t P Lo tERB kv 9@ Phemet A030dk thg noidsnPhem®er t hat

of Nodel ORAnaBE e T REBO5S) SI50 K, SHEICPF Rt DRPPE DR b ARG e Ber at | on
y ) €45 ) A4E8ERFPLI DA "6 he” Oper at i ons
of the model RBARGE: SYSTET P80% Lk LELLEENGRAR LAG {1GRRKL ShQwn Tn
thismanner, a freememory space is securedinthe internal storage
unit 303 without losing the rights to play back the purchased
digital works, so that some more digital works may be purchased.
Further, with the above construction, when a content is
15 encrypted by a certain mobile phone and stored in a memory card
attachedthereto, theencryptedcontent isnot possiblydecrypted
or played back by any other mobile phone than that particular
mobile phone. That is to say, embodiment 2 achieves an effect
of meeting copyholders’ demand that a content stored into amemory
20 card using a certain mobile phone be prohibited from being

decrypted or played back using any other mobile phone although

the memory card is attached thereto.

3. PREFERRED EMBODIMENT 3
25 Now, description is given to a digital work distribution
system1l00dconsistent withpreferredembodiment 3 of the present

invention.
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The information read unit 501 reads the unique information fromthe uni que
information storage unit 310e (step S301), and 20 successively deletes the
uni que information fromthe unique information storage unit 30le (step
S302). Next, the information wite unit 502 wites the unique information
storage unit 310f that is received fromthe information read unit 501 into
the unique information storage unit 310f (step S303). 25 (Overview) Wth

t he above construction, the nobile phone Bis allowed 77 to read and pl ay
back the contents that have been purchased and stored into the nenory card

549 Model Chatist SYCLER 6008 BETEL= BABaA FerbRLPLCgPben T b THiGal  change
of "o mobi [EoBnaRa R Sob8 1% et BN v e SO6 B bl | & phone B

300h. Thedmgleﬂsugbsﬂesﬁ8&@@0@8%&5}&{@%&&&9@%& %Q%lﬁga%ﬁpar ately

connected to the nodel "change system 500. The nobil'e phone A g has a
construct tha sbnAtéat 601§ hatdof ey fndihe dApidLA iNTanesy deschishgd in the
enbodi nent 2 and 3, except a unique information storage unit 310g and a
usage a5 condition. storage unit 305g. Note that the other conponents are
not illustrated in the figure for the sinplicity sake. The uni que

i nformati on st oFtagyedigitta 13 10y b rdisttarids: tuioing e sitefro 0@ bes and t he usage
condition storage unit 3059 prestores the usage condition. 20 The nobile
phone B 30PRShASCHI@DMSMUGEE 6 Shat Iof the ehaiteat ok disitirdbplidaa
described in the gbodinent 2 or 3, except a,unique, information storage
Unit 310hSHREER 1 e CoNdit F6FCLLBFAGR &R P1¥8BhMaARLYE FRatPehe ot her

conponent §. n illustrated.in.the figure faor..the sinplicit ake. The
uni que 253;}%1%%?%&%?303"15 ortgbee dulrﬁjttag'lddﬁrﬂ(asﬁastgtlg%l&jgnars gt]ergr)fg?&,i ng the
uni qug i nf or mat4,00, 4and 1Hhe, UsAgs ¢di LR sterage1dpkt s,a storage
area for storing théigéage conditfon. 78l Thg nogeﬁggﬁaﬁ§g§§§§$eﬁ1500 is

conposed @bneént BfiekFabuenoheRd WY e pHde 200 B MbHE DL FALhRMBYFA t 8n4ni t 502.
The information read unit 501 reads the unique information fromthe uni que

i nf or mat i rineaicarage rdnit 003 g tidad dfsthactomteshtdS dis dttidunikin eephiepe A
300g, and reads the usage condition fromthe usage condition storage unit
305g. Subdeygient2GQc .t Hda mobridet PbaneeddOani andthaleleatoey cheduADQue
information and the usa%e condition fromthe unique information storage
unit 310erafRethivesage Nos/dihd tohh @ CoOPA§E tirhi It BIBY L ane3petey deVyce10 Next,
the infor iiQn read unit 501 outputs the read, unique informatiQn and usage
Condi B ort G AR TP ol BRC RN RS Bont 10 SOpSREASHE PAPS  mat  on
wite unit 502 receives the unique information and usage condition fromthe
information read 15 unit 501. Next, the information wite unit 502 wites
the receiyed whue dd¥Pramid on and usage condition respectively into the
uni que information storage unit 310h and the usage condition storage unit
305h both of whichhawa imadugled i nthdendimiy eapbioneod FHPdvmposed of

a first external storage unit 412, a second external storage
20 unit 411, and an authentication unit 490.
The authentication unit 490 performs challenge-response
type, mutual authentication with an authentication unit 390
(described later) included in the mobile phone 300d. To be more
specific, the authentication unit 490 waits for the
25 authenticationunit 390 to authenticate the authentication unit
490, and then authenticates the authentication unit 390. Only

whenboththeauthenticationprocessesare successful, themutual
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20 Wth the above construction, the nobile phone Bis allowed to read and
pl ay back the contents that have been purchased and stored into the nenory
card by the nobile phone A wi thout processing the contents at all. 25 4.3
Modi fication Normally, in order for nodel change or cancellation of
contract, nobile phone users need to bring his nobile phone to 79 a
nobi | e phone service provider typified by "DoCoMo shop" where processing
for nodel change or cancellation of contract is perforned. Here,
"cancel l ation of contract" refers to cancellation of the contract that has
been nade be%meen a mobile 5 ghone user and a nobil e phone service
provi der . 2AFPBRLEGAEEPT at FoRCIF T AL 0P rBR tSUGHRS S it bphSi@csuiber al | ott ed
to a nDbiIﬁ ?zone under the contra i s .no l.onger usable. Hereinafter,
descri pti SHFSSBiGeh TBORROUEre AIMGE Wy BtdRATCR BIPHE R it o
troubl e tg grke @igﬁighég‘g service 0 provider shop at the tine of

cancel i ng RPS CORtPact. At fhe tinme  of hodel change or cancellation of a
contract, requifgaent t1h LlQwW ful £i

(Requi renment a)TLmon'ﬁ%ﬁgﬁhﬁﬁﬁﬁﬁé%ékqﬁgﬁnggﬁHg%%,p?? %sgéééﬁﬁ%wg “hat 15 a
new nodi | eopheper{ kg neml ¥npryshasesbimdid e phone) replacing a current one
will be allowed to play back the contents stored in the nmenory card. In
return, it is regisedrthaxtdrmatobitbeapkonritosbe teph aceskddhaintmbil e
phone currently in use) will be no |onger allowed to play back the contents
st ored i nthae iZ0reedwryweat ten (fRequinehkeat epd, Evea. afthermobelephonact for a
mobi | e phone is cancelled, it is required that the contents stored in the
nenory caf@0Bensky PEtErageaNBRELCRYIPRLMHEl eubhonbicThaeniunitto 498y, after
25 the cancel |l ation of %ge iontrgft, t he bile hgne is no |onger works as
a tel ephoh@® HRR" SEEFPSREFRLYRCBIPMShHacK "FeIPCRF o1 * I e Sk OERE cont ent s

(nat 2, PEN PSR ol BB B, A% LRGN SRR, O EUS MeD B 0T oo

provi hones arrTer) 1s~chang

required {Q@%}rﬁmfﬁgmﬂgh storedd ydde ppnyegrd still be played back by

t he nobil e phone that 5 1s usable under operations by the new carrier. For
exanpl e, even after the nobile phone service provider is changed from
"DoCoMd" to "au", the nobile phone still needs to be allowed to play back
t he cont ehts Gdrostedidthidrheo freairiyl ec @hdbne 300d

The mobile phone 300d has a construction similar to that
15 of the mobile phone 300c.

As shown in FIGs. 15 and 16, the mobile phone 300d includes
an encryption/decryption unit 380d instead of the
encryption/decryption unit 380 that is included in the mobile
phone 300c, and also includes write units 331 and 332 as well

20 as read units 351 and 352 instead of the write unit 330 and the
read unit 350 that are included in the mobile phone 300c. The
mobile phone 300d further includes the authentication unit 390.
The other components are the same as thoseconstitutingthemobile
phone 300c.

25 Here, description is given mainly to differences with the

mobile phone 300c.
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10 (1) Mobdel Chang System 600m A nodel change system 600m ai ns to neet
"Requi renent A" above. To this end, the nobdel change system 600m stores the
uni que information stored in the nobile phone that is currently in use to a
new nobi | e phone via a comuni cations network, and 15 successively del etes
t he unique information fromthe current nobile phone via a comruni cations
network. As shown in FIG 24, the nodel change system 600mis conposed of a
mobi | e phone A 300m a nobile phone B 300n, a personal conputer (PC) 650,
and a nodel change device 500m The PC 650 and the 20 nodel change device

500m are connected wi th each othﬁ& via the Internet 10. The nobile phone A
300mis al Mot PHoRE HipR Ynd o roently in use and to be replaced, and the

bi | h B 0 I h
(vibi 1 e’ phone ATSoahs eRs IEREIPE Bfshodl sromiaes At AReEhEERER 28R Tor 10
t hat of anYs uéﬁﬁ%d“ﬁf&%?t%%o%%%t4%30559%d3%§1the embodi nrent 1, 2, 81 _and

3, except a unique Information storage unit Om Additionally, the nobile

phone A 300m i g o%deeceLE@dg@e@heuauthéﬁemat\lpée i1hat rhbei ot hegnconponent s
are not illustrated in the figure for the sinplicity sake. 5 The uni que

i nf or pat ipsdrmyiage iwn un3T0BYOr eetr@oemsuBhgUiehféor88pbaBe dfige ) udgnent
unit 360m when the nobile phone A 300mis connected to the nodel change
devi ce 50QmusdlaatbigePCl 650l amdithecHanbethent gt r@ceniest ¥0 bnrlheedodel
change device 500mfirst 10 nodel change information which will be
descri bedrl dther meTiegy] Gagved00dni t T360e Tdveh Jrefjest avhetiest t e ecei ved
first nodel change information is valid informati on based on signature

i nf or mat iBFHeAdi@dd ornuR ke 3$}§Ptﬁﬁﬁéﬁcéﬁéﬁd€“?ﬁP&PﬁﬁFPGﬁtlSPn%%l¥he

oot ue ) YRGS RY BRELSLLYBLot N T4 o TRIRL 18, e 1 formatior
10 authenticationunit 490 to authenticate the authentication unit
390. Onlywhenboththeauthenticationprocesses are successful,
the mutual authentication is regarded to be successful.
When the mutual authentication has been successfully
performed, the authentication unit 390 outputs information

15 indicative of the success of the mutual authentication.

(2) Encryption/Decryption Unit 380d
As shown in FIG. 16, the encryption/decryption unit 380d
is composed of a title key generating unit 321d, an encryption
20 unit 322d, an encryption unit 323d, a concatenation unit 324,
a decryption unit 342d, a decryption unit 343d, and a split unit

344.

(Title Key Generating Unit 321d)
25 The title key generating unit 321d receives a storage
instruction from the control unit 366.

Upon receipt of the storage instruction from the control
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so that detailed description thereof is omtted. Wen judging that the
information is valid, the judgnment unit 360m following a read instruction
included in the first nodel change information, reads the uni que
information fromthe unique information storage 20 unit 310m and transmts
the read unique information to the nodel change device 500mvia the PC 650
and the Internet 10 . In addition, when judging that the information is
valid, the judgnent unit 360m following a delete instruction included in
the first nodel change information, deletes the unique information fromthe

25 i i ti { it 31 Al t ti Iy, wh i udgi t hat
e TPy TE LR, B B PLROE Wl A0 /N FE DB Bk e L 40 ip, the
(Nobi | o Phiche B auom i el & FRere s ont his BT omeiFalirdhiut tar 1o
that 5 of 3apy of, dhe; ekl & PRADES, ﬁ&&éfgoe@iamxggt?%d@n%né,o epuac d 3,
10n. | no

except a unique Information storage unit tional Iy, t ile

phone B 30Ra ddied titesy & ijtudgment cdnite 36Hba thipl@ ibhatint Be3 9 hetq gergoonent s
are not illustrated in the figure for the sinplicity sake. 10 The uni que

i nf or rat | encsypt hge wmit RAPDn has a storage area for storing the uni que

i nformati on. The judgnent unit 360n, when the nobile phone B 300n is
connected to the nodel change device 500mvia the PC 650 and the Internet
10, receives fromthe nodel change device 500m second 15 nodel change

i nformati AncHperon Ynipe32kdcri bed | ater, and judges whether the received
second nodel change inforpmation is valid information based on s%gnature
data included iTq RRCE¥RBHAN ¥BdEl 3 TAhRGRAF MG HE T WhinIRER2F 4E8BiTk§™ hat t he

i nf ti is valid he j.ud t it 36Qn,,.foll i MWite inst ti
o or a0 | 5o YALL g UL 00 ol Lo o g el g At uctor
| nforgat i Qé‘nééf’é‘?lé{lfd iﬁ‘f??ﬂa{??gff'frt%ﬁla&geechEQEgﬁé’cPBn u21e ¥44 Leglhe

extracted uni que 1ntornmatlion 1 Nto e unique nformation storage unit 310n.

Al ternatiwved ¥nd y%@ﬂom%ﬂg3t2b@ta;§§1§i¢§t9%&%t%nlaﬁ SWal i g2t 8 thddgment
unit 360n sinply 25 discards the received second nodel change information,
and perf ofé®e iedpefradd thated i{fRErGHonTasiegmhe spad Lnéqueh&epPC 650 is
a conput er system conposed of, for exanple, a mcroprocessor, ROM RAM a
hard di skinfwimataiah spladse unithe rabyeydganer atee epaseptad cANcaaenetcedng unit,
and 5 a connecting unit for a nobile phone. The RAM or the hard di sk unit
used in thefeomier, 3pdraEPstsrtdse anenyipir @FopFageaatedratpecresdoper f or s
its H%nction by t he nicrppﬁﬁﬁfssor oper ati ng

to thé write unit

(Encryption Unit 323d)
The encryption unit 323d receives the title key from the
title key generating unit 321d, and reads the content 601 from
20 the internal storage unit 303. Next, the encryption unit 323d
applies encryption algorithm E3 to the read content using the
received title key as a key, thereby to generate an encrypted
content, and outputs the encrypted content to the write unit
332.
25
(Concatenation Unit 324)

The concatenation unit 324 receives the title key from
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in accordance with the conputer program Upon receipt of a user operation
for nodel change, the 10 PC 650 transmts a nodel change instruction to the
nodel change device 500mvia the Internet 10. Successively, the PC 650
performs transm ssion of information between the nobile phone A 300m and

t he nodel change device 500mvia the Internet 10. The PC 650 then perforns
15 transm ssion of infornmation between the nobile phone B 300n and the
model change device 500mvia the Internet 10. (Mdel Change Devi ce 500m
The nodel change device 500m has a construction simlar 20 to that of the
nodel chapge . devi ce 500, angd.addit.i o y_includes .a transm ssj.on/ reception
ini t 508, CHR S S SnaRAF SRS e 1 2BAE SPeer Vo LSPRE Gt Mange

i nstructi r th Vi : po cej of the nodel
change i ngg?ﬁcgﬁ%n?g?%e: g@?%%ﬁ%ﬁmh%sé%gﬁ% glgjtel&tli%é)n&unﬂ?&go&g%ner ates first

model chapgg-4 pERsFBLL QR4 tHES £ cohRetEhast el «chapgs aéigtzl%r Q?%iwq’%hi ncl udes

signature data indicating the self-authenticity, a rea struction

instructi pget pei@adsid® vdIEL drf M NBld Qhatand el ele deslraet i on
instructing to delete the unique information. Next, the

t ransré ssconcs ecept édni v tmBbon r ansiridst e geéregained sftiedst nodel change
information to the nobile phone 5 A 300m Further,thetransm ssion/reception
uni t 505 recetyesnathred uin fpmend tifay et itdre feremypitd omolbinlie Pl2@ds A 300m  Next,
the transm ssion/reception unit 505 generates second nodel change
information. Here, the second nodel change 10 i nformation includes
signature data indicatin t&e self-authenticity, a read instruction

i nstructi AETOYRER tq{él?ge}: dled uni que information,and a wite instruction
instructingtoTvylreithecthe uni_que .i r,nation.

f h
t ransni ssi on/ r eceptd or{y@rﬁﬂo%b@lttpg(r%g% Fgcﬁﬁg%ékg?kgﬁr%‘égﬂd

10 concatenated information from the read unit 351, and reads the
unique information fromthe unique information storage unit 310.
Next, the decryption unit 342d applies decryption algorithm D2
to the received, encrypted concatenated information using the
read unique information as a key, thereby to generate the

15 concatenated information, and outputs the generated

concatenated information to the split unit 344.

(Decryption Unit 343d)
The decryption unit 343d receives the encrypted content
20 from the read unit 352, and the title key from the split unit
344. Thedecryptionunit 343dthenappliesdecryptionalgorithm
D3 to the received encrypted content using the received title
key as a key, thereby to generate the content, and writes the
generate content into the internal storage unit 303.
25
(Split unit 344)

The split unit 344 receives the concatenated information
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15 nodel change information to the nobile phone A 300m (QOperations of

Model Change System 600m) Now, description is given to the operations of
nodel change system 600mwith reference to the flowhart shown in FIG 25.
20 At this stage, the user connects both the nobile phone A 300m and the
nobi | e phone B 300n to the PC 650. Upon receipt of a user operation for
nodel change (step S501 ) , the PC 650 transmts a nodel change instruction
to the nodel change device 500mvia the Internet 10 (step S502). 25 In
response, t hetransm ssi on/reception uni t505 included in the nodel change

devi 50 [ t he .nodel .ch i nst I, f the,PC 650 via th

Ior oo S B S35 B R IO Shope | i uglion R Al BE,080 i the
t S503 t ] ' | ' ti t

oo o b DS ARSI L5 NS PR AT LR o Lo,

i nf ti st:ep 5 i J ' ' i : bi

1 on TS Bl S PR Eenkycaren il RO ot ey b

storage und £3%HB GekeRpS26a)un ANd 4BHANSHG b ifthe FRAGdHY QURd pEggamtion to
t he nodel change device 500mvia the PC 650 and the Internet 10 (Step S506)

The 5] udgimtnatiidn 36@ tthen wdeket esntidttibe enbgugei nhoenmaoson fromthe
uni que information storage unit 310m (step S507). Upon receipt of the
uni que information fromthe nobile phone A 300m (step S506), the
transm ssion/reception unit 505 of the nodel change device 500m generates
t he secon®)nddditec Warde 3BL information ( step S508 ) , and transmits the

gener ated second nodel change_jnformation to the nobile phone B 300n (step
S509) . Upon redBfptrofet WelketdhdrSrsdele T afg8 ChvBtREt FBRCRFBARERR nodel

h devi 50Q t 509 he jud it 360n af th bi, | h
3000 ext1REme TS LGRS CREGYREC BT or 20 PRe Seed i HEaer  Ehdnge.
InfOﬁBBIk&%&riﬂy%&MaJﬂ%%t%Q%t%ét&ﬁ%gggation into the second external

storage unit 411 included in the memory card 400d.

(4) Write Unit 332
The write unit 332 receives the encrypted content from
15 the encryption unit 323, and writes the received encrypted

content into the first external storage unit 412.

(5) Read Unit 351

The read unit 351 receives a read instruction from the

20 control unit 366.
Upon receipt of the read instruction, the control unit
366 reads the encrypted concatenated information from the second
external storage unit 411 included in the memory card 400d, and

outputs the read encrypted concatenated information to the

25 decryption unit 342d.

(6) Read Unit 352
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uni que information into the unique information storage unit 310n (step
S510). (2) Modification 25 Here, description is given to a nodification of
t he nodel change system 600m ai m ng to neet "Requirenent b" nentioned
above. 86 In the nodification described herein, the unique information
stored in a nobile phone is generated from uni que information other than
the tel ephone nunber allotted to that nobile phone. Thus, contents stored
in the nenory card have 5 been encrypted not with the tel ephone nunber but
wi t h another type of unique information. In other words, the contents are

bound to unique,infornation er than_a tel ephone nunber, and then stored
in a recordingﬁﬁﬁﬁF&ﬁg EBFthg, 5?a$ﬁet??rﬁ? YRGS A0S N 09¢ £rem

contract %191 el eahene puthee shlewod Loy aad Siored Adetbeconile

phone tpwbe cancel ed i's as”t'o _
of the conatt S Pres RBA T Fede Chrar L eRE e o0t aS kB3Rt et fon 15
simlar tgithesgmgdel change system 600m To be nore specific, the nodified
nodel change system 600mis conposed of the nobile phone A 300m the PC
650, and the nodel change device 500m The PC 650 and the nodel change
devi ce 500m are connected to each other via the Internet 10. Here, the
nobi | e ph@he<¥bdﬂﬂhﬁi&nizo3whe phone that the user is going to cancel its
contract. The control unit 366 receives a content write instruction

and a content read instruction from the input unit 365. Upon

receipt of the write instruction or the read instruction, the

10 control unit 366 outputs an authentication instruction to the

control unit 366.

Further, the control unit 366 receives from the
authentication unit 390 information indicative of whether the
authentication has succeeded or failed.

15 In the case of receiving the content write instruction
from the input unit 365 as well as the information indicative
of successful authentication from the authentication unit 390,
the control unit 366 outputs a storage instruction to the title
key generatingunit 321d of the encryption/decryptionunit 380d.
20 In the case of receiving the read instruction from the
input unit 365 and the information indicative of successful
authentication from the authentication unit 390, the control
unit 366 outputs a read instruction to the read unit 351.
In the case of receiving the write instruction or the read
25 instruction along with the information indicative of

unsuccessful authentication, the control unit 366 discards the

receivedwrite instructionor readinstruction, andconsequently
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The uni que information storage unit 310 of the nobile phone A 300m stores

i nformati on unique to the nobile phone A 300m such as a random nunber
allotted to the nobile phone A 300m as well as the tel ephone nunber
allotted to the nobile phone 25 A 300m The user connects the nobile phone
A 300mto the PC 650, and perforns operations for canceling the contract of
the nobile 87 phone using the PC 650. Upon receipt of the user operation
for the cancellation, the PC 650 outputs a cancellation instruction to the
nobi | e phone A 300m 5 In response, the judgnent unit 360 of the iobile
phone A 300m receives the cancellation instruction. Upon receipt of the
cancel | at PBn"FhEE r BRET RO hRF j IRRFEIRS it tOrB6lFm R ™S5 t el ephone nunber
fromthe unique information storage unit 310m and transmts the read

t el ephone nunber to the nodel change device 10 500mvia the PC 650 and the

nLernet 103 Ofe ERONs e e iAol sp oy SO 00 Alicgspgel i he e

change devi ce mrecel ves ne nunoer Vvia

| nternet 10, a%f@“%@rp%&%@mq for St ?gvggn@glg@%i%rga&%qlso%ft he

recei ved tel ephone nu .15 (3) "Modification Here, de iption i's given
to angf hegnhaogi§ieat i whrofatdhe mmdelorthangesisiogin 600m ai ning to neet
"Requi renent c" nentioned above. 20 Cenerally speaking, when the nobile
phone carrier is changed to anot her one, the tel ephone nunber is changed as
well. For this reason, in the nodification described herein, the unique

i nformati 6h) Svered li@petat imwbd bé Qulwirtex i Bogk iEsatrddbutdionf $ e ¢rma@ 00el ephone
nunber but from another type of unique information. 25 Thus, contents
stored in the reiityy E8pErARYEOBEEHh JaNERYH? &denevenrlh anrratelaphede nunber

but with another .type of unique information., |In other words, the contents
are bound® %d&ﬁil&ﬁ‘ﬁ wark dilﬁftgllﬁHFiIBH Bf HeF™ fLHQH YHe! FefEFRBAE Yukber and

t hen &t orgfjovid&aartr esﬁ%vgrix ng, rﬁcg.ur%_Furt her, the unique information is held

The content purchasing unit 301 of the mobile phone 300d
receives the content ID from the input unit 365 to generate the
payment information (step S251), and transmits the content ID
and the payment information to the content distribution server

15 device 200d (step S252).

The control unit 202 of the content distribution server
device 200d receives the content ID and the payment information
from the mobile phone 300d (step S252), performs the processing
to receive the payment based on the received payment information

20 (step S253), reads from the content storage unit 201 the content
identified by the received content ID (step S254), and transmits
the read content to the mobile phone 300d (step 5255).

The content obtaining unit 302 of the mobile phone 300d

receives the content transmitted from the content distribution
25 server device 200d (step S255), and writes the received content
intothe internal storageunit 303 as the content 601 (step S256) .

In the case of receiving a content write instruction from
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stored within the nobile phone even after the change of carrier. The
nodi fi ed nodel change system 600m has a construction 5 simlar to the nodel
change system 600m To be nore specific, the nodified nodel change system
600m i s conposed of the nobile phone A 300m the PC 650, and the nodel
change device 500m The PC 650 and the nodel change device 500m are
connected to each other via the Internet 10. Here, the nobile phone A 300m
is 10 the phone that the user is going to change its carrier. Here, the
description is given to the operations of the nodified nodel change system

600 it f t fl h 1 h F
nf or mat 165 SEBFAUS LAPE $10 O (6. Wobl 18 SHERY P A2 400RP b b Lo

Al ot fed 9@#%% ARl T R R U et pti b
ori gi nal E)éc@hkfetéﬁ%ﬁ@ahQﬁemeh%leho%&ﬁ@&B Tiﬁ%e”§§£h89@f@%ﬁ§oﬁ he

nobi | e phone 300mto the 50, 20 and performs operations

cancel | abihge 30 pBerspRk nfathifxangu tisé Mg ddei FCwE8A t HPQRL Kesei P4t tdn t he user
operation for changing the service provider (step S531), the PC 650 outputs

to th® nohike4pboné Ahd80fmmaryeadrdnd00dcisoapi 8358 UCt Wk @aheead t he
current 25 tel ephone nunber ( step S532 ) . In response, the judgnent unit
360m i nckudbdnitacehéonols secphenéull @G iogads!,t hee cumhent reed sphrone nunber
fromthe unique information storage unit 310m 89 and outputs the read
current tBfepRahécRuREtceblyheo PEWBEE Sefiidpagtbgnyrication from the

authentication unit 390, the control unit 366 outputs a storage
instruction to the encryption/decryption unit 380d (step S259,
10 YES), and the encryption/decryption unit 380d performs
processing to store the content (step S260). Alternatively,
when the authentication is unsuccessful, i.e., when receiving
the information indicative of unsuccessful authentication from
the authentication unit 390 (step S259, NO), the control unit
15 366discardsthecontentwriteinstructionthat hasbeen received.
As a consequence, no storage processing is performed.
Alternatively, in the case of receiving a content read
instruction from the input unit 365, the control unit 366 inputs
an authentication instruction to the authentication unit 390
20 (step S257). Upon receipt of the authentication instruction
from the control unit 366, the authentication unit 390 performs
mutual authenticationwith the authentication unit 490 included
in the memory card 400d (step S261). When the authentication
is successfully performed, i.e., when receiving the information
25 indicative of successful authentication fromthe authentication
unit 390 (step S262, YES), the control unit 366 outputs a read

instruction to the read unit 351, and in response, the read unit
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In response, the PC 650 receives the current tel ephone nunber fromthe
nobi | e phone A 300m (step S534), generates a 5 carrier change instruction,
and transmts the generated charier change instruction along with the
received current telephone nunber to the nodel change device 500mvia the
Internet 10 (step S535). The transm ssion/reception unit 505 of the nodel
change 10 device 500m perforns processing to cancel the contract of the
current tel ephone nunber (step S536). Then, transm ssion/reception unit 50S
perfornms processing to make a new contract with a service provider B (step

S538) | 19 nB EFARUIAEd RECRERF Y/ 2 0P  EEhtne ANt (e BE' S50 vi a
Lol ephonc T auABST o5t o3 sdey* SAERANEAN, tRe o RbroL e Rl T nd ofiEne

nunber tq e ARRIhe; RROAS: S8 A& 3340) au?ﬁe#?%af%f&r‘?if%nﬁoéh he new

t el ephone nunber (step S539) , the judgnment unit 360m of the tel ephone
nunber Aa300m@ndelatesnt Hgi ewsenistlel) spBonenamale oemlheusnt aes
information storage unit 310m (step S541), and wites the received new

t el ephonelinarels ithtorehe uAsguacthéor that onastivsagerdddivadOmak st ep SbH42
) . 25 (4) O her Mdification The above description is given to nodel
change systnessiuedce,eachrefidwhiroheseing IReperfermed. a, b, or c". Each of
t hese nodel change systens perforns nodel change, cancellation of the
contract, or cﬁéggénéFlYﬁéyc&Pﬁl’@ cypa afhee g eited cordentimiea ¥adhi ques

enpl oyed .in the nodel change systens 5 ting "Requirenent a, b, or c" my

be. appl | S05 5 nBtef TERanGe SYRA it odS RBE SPAYLI VERT R HAL

connecti on.. T5‘?% 1. S L9 say, t he fabove nodel chanc%e Sy St n1:6005§2 i ch does
3 .

not i nvolVie & AP & ARt TSR P iR TRy B ¥BASE RIGTT T8 hE&F°PH equi r enent

a, bygor c¢". Simlarly, the above nodel change system 600g which 10 does
not involve Internet connection may be constructed to neet the "Requirenent

a, b, or ©). offefatibies fH1eMIRALN SARHOAE: 1 Fhdfh BReVREMIOHL BNihhdTBY be 15

constructed to have its unique information storage unit within a SIM card.
In this Gasd, aupoMentodel cabangeodt he user detaches the SIMcard fromthe
nobi | e phone A, and attaches the SIMcard that is detached fromthe nobile
phone A to theNawbhidesqatigné oB. i Altieenatd vekygpranriarodlpkréhamge, farhe nodel
change device 20 may perform detachnment of the SIMcard fromthe nobile
phone A B¥duatt aehhBREi6RtLARL PSFRERAr Bhe drathiel srgliane pHilse a@d Adeappar ent

fromthe above descriptjon, the_ internal storage unit 303 of the nobile
phon&? coREMSE¥nt2 tﬁ‘?%@%?e%%ﬁﬁr?%ﬁf’i B%ei@%%% PP &dGn its
menory CQPacity. 25 Conventionally,this limtation results in the follow ng
problem “I'i the case the internal storage unit is full wth digital works,

the user is regyigechio ded &lSe Sy Adle fii@ahalabiiht 13hered 91
described herein are the details of the operations performed

in the steps S258 and S261 shown in the flowchart in FIG. 17.

20 The authentication unit 390 of the mobile phone 300d
authenticates the authentication unit 490 of the memory card

400d (step S271). When the authentication in this step is
successfullyperformed (step S272, YES), thentheauthentication

unit 490 authenticates the authentication unit 390 (step S273).
25 When the authentication in this step is successfully performed
(step S274, YES), the authentication unit 490 outputs to the

control unit 366 information indicative of successful
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in the internal storage unit to secure a free nmenory space before

pur chasi ng another digital work, or he sinply has to give up purchasing
anot her digital work. However, according to the present invention, a user
is 5 allowed to store sonme of the digital works stored in the interna
storage area of the main device, i . a . , the nobile phone, into a
recordi ng nmedium attached the nain device when he decides not to use the
digital works any time soon. In this manner, a free nenory space is secured
in the internal storage area of the main 10 device w thout |osing the

rights to play back those digit wor ks he has purchased. As a conseqguence,
t he user?4§Q§%Qﬁﬁﬂf%qppﬁﬁ%ﬂ%§%§éﬂd store some nore digital works into the

internal stora rea, ther., with the_above c ruction, a caqntent
encrypted 15 a%ﬁlegi gﬁga‘f yh%?tcle?&\f/%a]i%n i HO S eQ??lﬁols_auln&l&cﬁisﬁgubredi umis
not possi letyneg;d%czmt%ﬁn@rpuﬁaeégd%ﬁécguwelﬁy SLISE MBI Aeviege sahkhough

) c
t he recor nmedium i s attac ereto. at 1s to say, the préesént

i nvent i on AchiAnee AT Af fl@ekpobamget kog, copy haldads i danmpd Jrhat 43gcont ent
stored by a certain main device 20 into a recording nedi um devi ce attached

t her ebo hemtpadd bid ethd raantiiingirdec3get ed rermpkayed ibackausi;agoany ot her
mai n devi ce al though the recording nmediumdevice is attached thereto. Stil
further, urhseiquessentl iawdrntdeaadhireieseph&28ffect that a content provi ded
with a certain usage condition is 25 permtted to be played back only when
t he usage condition is nmet. Still further, the present invention achieves
the 92 foll ow ng effect upon nodel_ change froma certain nain device to
anot her nfed!n REARATE O CY StoFagewErechSdéPPce that has repl aced an

i gi nal | in deyi i ' d d | ayback th
hat have beon YSULENASEN SRGFSTOTEa- TR 4LPEEOF Al g I Gmedui 18 by the
C dinal N i . . ¢ e
e BB AT B oGy (BOERY sl POTEP bR e Gms U p e OB 42
di stributdimhelBrpwstem 1@ stRhgk! beebeated) . consistent with preferred

enbodi ment 5 of the present invention. The digital work distribution system
100i has a congbouctéedist Bl ahetHrdMade ahsthacdight Bto@he dbstrbbution

system 100 . Thus, description is given mainly to the differences 15 with
t he di gi tualibwm®d6,ditdter ithttlieokeyy gearra@ngTheidi gktdl ofwotkedi stri buti on
system 100i includes a nobile
encryption/decryption unit 380d generates a title key, and
15 outputs the generated title key to the concatenation unit 324
and encryption unit 323 (step S$S281).

Next, the concatenation unit 324 receives the title key
from the title key generating unit 321d, and reads the usage
condition from the usage condition storage unit 305 (step $S282).

20 Next, the concatenationunit 324 concatenates the receivedtitle
key and the read usage condition in the stated order to generate
concatenated information, and outputs the generated
concatenatedinformationtotheencryptionunit 322d (step$283).

Next, the encryption unit 322d reads unique information

25 from the unique information storage unit 310, and receives the

concatenated information from the concatenation unit 324 (step

S284). Next, the encryption unit 322d applies encryption
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phone 300i and a nenory card 400i or a nmenory card 400p instead of the
nobi | e phone 300 and the nenory card 400, respectively. The user attaches
either of the nenory card 400i or 400p 20 to the nobile phone 300i. 5.1
Construction of Menory Card 400i As shown in FIG FIG 27, the nenory card
400i is conposed of a type storage unit 414, an authentication unit 490, a
first 25 external storage unit 412, and a second external storage unit 411.
The type storage unit 414 prestores information show ng 93 a second type
that is the type of the nenory card 400i. The authentication unit 490

perforns chal | enge-response type nutual authentication with the
aut hent i 8a8PEALDRIE? BoGNenEecReed Sorse tReBitrd henenaoion usirgelsy r st

external stqrage unit 412 has a stqrage ,area, for storing the encrypted
content. A8 LEBI 1 BEPETART CRAST Ad nFLoATEYI & BSRERBES TIAVRTTA | s
ermtte ' f d, ... €. t he nobi | ephone
200 ionlgoﬁgggggégﬁgn?ﬁg% |%%L%€’t%égiéﬁﬁé§§¥(é§n(ﬁ#?ﬁfﬁ%ﬁ 490 has begn
successf ubl ¥, PehsPEFRG fo TG t98600d thel RENEL LY 398 <l§%$§ocﬁzle\}v? ﬁﬂs e storage

area for storing encrypted concatenated information,
descrg bedekgbgEe, 2hd Wonsd hinct 30N By Yh&ahd rdBPBd concatenated

information fromthe encryptionunit 322, andwrites the received,
encrypted concatenated information into the second external
storage unit 411 included in the memory card 400d (step S286).
Next, the encryption unit 323d receives the title key from
10 the title key generating unit 321d, and reads the content 601
from the internal storage unit 303 (step $287). Further, the
encryptionunit 323d applies encryption algorithmE3 to the read
content using the receivedtitle key as a key, thereby to generate
anencryptedcontent, andoutputs the generatedencryptedcontent
15 to the write unit 332 (step $S288). 1In response, the write unit
332 receives the encrypted content from the encryptionunit 323,
and writes the received encrypted content to the first external

storage unit 412 (step S289).

20 (4) Operations for Read Processing
Now, description is given to the operations performed by
the mobile phone 300d for read processing with reference to FIG.

20.

Upon receipt of the read instruction from the control unit
25 366, the read unit 351 reads the encrypted concatenated
information from the second external storage unit 411 included

in the memory card 400d, and outputs the read encrypted
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15 As shown in FIG 27, the menory card 400p is conposed of a type storage
unit 415 and an external storage unit 410. The type storage unit 415
prestores information showing a first type that is the type of the nenory
card 400p. The first external storage unit 410 has a storage area 20 for
storing the encrypted content. Here, the nenory card 400i and the nmenory
card 400p differ in that the nenory card 400i has the authentication unit
while the nmenory card 400p does not. 25 5.3 Mbile Phone 300i As shown in
FIG 27, the nobile phone 300i includes a first encryption/decryption unit

382 and 4. .. i ' it h Ast f5 ot

352 and, &-SR000 o0 1 SESTBEL RLOSHOURL AR AN PR B SR goe |
the nobi I g, phofje, 301 dclydss, ibﬁpﬁnﬁga§4ﬂ@'Eeé%@vé%ﬁ%ﬁé“%d%ﬁ&&%@ﬁ'Cat'on
unit 390. Wth other respect, "the nobile 5 phone 300i includes Conponents

simlar tepddosendied heraphbt eoplfena S0redd inTyYPS 1IREBsh ANt he 391 qWiBEN
either the nenory card 400i or the nenory card 400p 10 is attached to the

mobi | e phixngo 2 {ont He oy ple neadjumii h£39hat tanstdmageaand 3 Vpd sicebor mat i on
fromthe type storage unit 414 of the nmenory card 400i if the nenory card
400i i5s a2 Whedprbies dadsyphéohiadgortypa I2fothareonifedmenioe voypd st or age
unit 414 of the nmenory card 400p if the nenory card 400p is attached. 15
Successi v&ncateratgpdnfegmatdion 8oingutputrearhent gvetinfgyana tifasy At i on or
second type information whichever is read to the control unit 366i. (2)
Cont r ol Léﬁi]Teyf?6é:ihe’f@bfh§°cgﬁf’?6ﬁtﬁnT'tEe B ER VRS e Aty gad

informati,gn or the,second type infornation, from.the e read unit, 391. In
the case dreT gebPo 8 ST e PR eq S 3h R ke har RBF 2R LY BE A iR SRLE a0

i nstruct s, {hesf4 rade SNYPEyi on/ decryption unit 382 to perform
encryptioﬁ?&gcryptﬁ%ﬁﬁgrocegsing. 25 In the case of receiving the second

type 1onf or mat i Gupdhpier@nty, otndight 1 866k tfIdssteddiStdERS cbRea@dhReati cation
unit 390 to performnutual authentication with the nenory card400i. Upon 95
information from the decryption unit 342d, and splits the
received concatenated information so as to generate the title
key and the usage condition. The split unit 344 then outputs
the generated title key to the decryption unit 343d, and writes
15 the regeneratedusage condition into the usage condition storage
unit 305 (step S294).
Next, the read unit 352 reads the encrypted content 602
from the first external storage unit 412 included in the memory
card 400d, and outputs the read encrypted content to the
20 decryption unit 343d (step S295). Next, the decryption unit
343d receives the encrypted content and the title key from the
read unit 352 and the split unit 344, respectively, applies
decryption algorithm D3 to the received encrypted content using
the received title key as a key, thereby to generate the content

25 (step S296), and writes the generated content into the internal

storage unit 303 (step S297).
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receiving information indicative of successful authentication fromthe

aut hentication unit 390, the control unit 366i instructs the second
encryption/decryption unit 381 to perform encryption/decryption processing.
Alternatively, upon 5 receiving information indicative of unsuccessful

aut hentication fromthe authentication unit 390, the control unit 366
termnates the processing. (3) Authentication Unit 390 10 Upon receipt of
an authentication instruction fromthe control unit 366i, the

aut hentication unit 390 perforns chal |l enge-response type nutual
authenticgt'o Wi th the authentication unit 490 of the nenory card 400i,
and then lﬂgék%FY%F%he control unit 366i information show ng whether the

15 aut henti catign ha en_performed successfully o uccessfully. (4)

Second Encrypt iTgoanﬁg?e:p%%‘%nﬁﬁ?{ lé‘gf eemseglgﬁfog h #93@0 ed@c?Ef/bJ ion unit
381 has r ' L ; t f e | .yption unit
3800, Ther s R SR S C o i deary prron LR SERETERMR o7 T

key, and gierodicatdiitddd ke tus @@ withdudekayate gengialsnapoencrypted
title key. The second 25 encryption/decryption unit 38l~also encrypts a

cont et updngrdtethetdehdeeddrgenaraknagtognc Mgt dtEeniditle bRoaddi ti on,
the second encryption/decryption unit 381 96 decrypts the encrypted title
key that 3@d eaddfypom tthe memuratetarte i ormagéner asénghehei theqkey, and
then decrypts the encrypted content that is read fromthe nmenory card 400i
usi ng t helnjerraradtion t and v kide st bhgenerypPé edheonomtasmtebipBprRpt son
Encryption/ Decryption Unit 382 The first engﬁipxion/dectyption unit 382 has

a const r UetiORNBISACA Bt eRR2 & SEOFFEROM Hedhy pitOridad LR3d® MeRAEYi s, t he

fi t i /d ti i 1382 10 t ent i i

eyt o ganti 08N P s BohiaR ST o O0hEe SRR TS (CoREREEr SRR on uni t
382 ; . h i d 400
R R b e e ek S AT
Vork Di stgbutii08 sl 6Mdl@Rites the encrypted content into the first

external storage unit 412 included in the memory card 400d.
To read the content from the memory card 400d, the mobile
phone 300d reads the encrypted concatenated information from
15 the second external storage unit 411 included in the memory card
400d, and decrypts the read encrypted concatenated information
using the unique information to generate the concatenated
information. The mobile phone 300d then splits the generated
concatenated information to generate the title key and the usage
20 condition, and writes the generated usage condition into the
usage condition storage unit 305. Next, the mobile phone 300d
reads the encrypted content from the first external storage unit
412 included in the memory card 400d, and decrypts the encrypted
content using the title key as a key to generate the content,
25 and writes the generated content into the internal storage unit
303.
To play back the content, the mobile phone 300d plays back
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Now, description is given to the operations of digital work distribution
system 100i with reference to the flowhart shown in FIG 28. \Wen either
the nenory card 400i or the nenory card 400p 20 is attached to the nobile
phone 300i, the type read unit 391 reads the second type information from
the type storage unit 414 of the nenory card 400i if the nenory card 400i
is attached, or reads the first type information fromthe type storage unit
414 of the nmenory card 400p if the nmenory card 400p is attached. 25 The
type read unit 391 outputs the read first type information or second type
information to the contral, upjt ,366i tep S351) . n, recei pt of the
1ot Ty pos RS PPt B4BEerng) SEqTRTDURLF ofb L CBBI LPRSE ot s
the first .enc tion/decrypti.on upit 382 perform encryption/ decryption
processiﬁ&%%lﬁxgééE%ﬁ%@?“?ﬁ%lpprg o@%%f?b%ﬁ%n? e ?fﬁFF%ﬁ”ﬁﬁfFggﬁﬁg%erforns
encryptig&ﬁ@egbgption processing (step S358). 5 On the other hand, upon
recei pt of the second type information (step S352), the control unit 366
first instructs the authentication unit 390 to perform nutual

aut hentication. In response, the authentication unit 390 authenticates the
aut hept i Gatsi Opevst ind W fedue Perdbymedr ity 40Qir 6$tMegb SBEIhonk03Vhen t he
aut hentication is successful (step S354, YES), the authentication unit 390
wai ts for the Hethénkiftati odeanrtipd90nofist pevernoe yticardpdOdiing

aut henticate the authentication unit 390 (stepS355). Wenthe authentication
byt he autesedeae hagnithesggeirsofutbesyphilespbpns3380dypsyformpie control
unit 3661 15 instructs the second encryption/decryption unit 381 to perform
encryption/ decryption processing. In response, the second

ti /d ti it 381 f i d ti . i
enctYPLLgn)SecLYBLLon, U0 285, PErd BT, SRS 91 JSCLIR) Bl RGPSl no,
S356, ) i i ] i . 5.5
355013, MUERRS bl SO0 Ohc Uit SBNc oL sk eh Ls LBRESH 10 S

whet her ffrgﬁﬁgmn@al’c@n%hegh@qchhgﬁepeii:ﬁckHd§§oaﬂd@atJaﬁatli £aldHye uni t
based on the nmenory card type. Wen judging that the nenory card includes

an aut hegbhelatiijon sAdtis tshe rEabiher98 corphonesperhgenBeite At benfigecr ypti on
processi ng witht hesecond encryption/decryption unit. Alternatively, when

j udgi ng thatenhheddshoiputaprd deegenodevice WHdn dbehenwitchtta wset, the
mobi | e phone perfornmsencryption/decryption processing withthe 5 first
encrypt i of/ thee cpptiesh ahtiainigng PREFE%@D%DtEﬁ/B@ﬂrNEmesveS the content

15 that he has purchased. The content and the usage condition are
then stored respectively into the internal storage unit 303 and
the usage condition storage unit 305 both of which are included

in the mobile phone 300d.

20 (2) Next, in the casewhere the purchased content, for example,
is karaoke data and the usage condition attached thereto permits
the playback of the content up to ten times, the usage condition
judgment unit 306 permits the playback unit 304 to play back
the karaoke data up to ten times.

25
(3) Further, in the following procedure, the user may store

into the memory card 400d the content 601 and the usage condition
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Now, description is given to a digital work distribution system 100j (not
illustrated) consistent with preferred 10 enbodi nent 6 of the present
invention. The digital work distribution system 100j has a construction
simlar to that of the digital work distribution system 100c. Thus,
description is given mainly to the differences with the digital work

di stribution system 100c. 15 The digital work distribution system 100j

i ncludes a content distribution server device 200j , a nobile phone 300i,
and a nenory card 400j instead of the content distribution server device
200, the nobile phone 300, and the nenory card 400, respectively. The
digital WO arst FepRerbhvelststpresoinobhe imtsmalnsltedegeaupaynEhl devi ce
(not illustrated). The content distribution server device 200j_ and the
paynent &&ﬁéh?%%%g%GHHQ&Fé8“F6°€38ﬁWﬂﬁ%ﬁoiﬁ%Fqﬁéwpﬁﬁﬁ%ﬁﬁlﬁfﬂuQ%ﬁ Cont ent
Di stributio% Ser v tlDevbce Zgﬁbd25 As shown in FIG 29 by way of exanple,

t he cont éft &Fopg ¢ -anPt°261 the content distribution server device 200j

i ncludes a ri gg;ai.g@fqg{%gg%&aa@h%s%@e rtory fed !46'35 { JEQLTRLL o, tabl e

610 has a plur storage areas ea oring usage i nformation

conpogedppfond 49K, ! Bnandeuaads Lhobbelsf O5ABLL Oéhoﬂ'é‘etr‘f@%u:}@xais%cﬁ”
identifier for identifying a user. 5 The content IDis an‘identifier for

i denti fyicegt@ntamie i s fheviigaeg®ikh@Me i sy 8BhdE DN bs 1hh6 tHeghdmay t he user
to use the content. (2) Menory Card 400] 10 As shown in FIG 30 by way of
exanpl e, chlrel.nenory card 400] includes a first external storage unit 412
and a second external storage unit 411j. The first external storage unit
412j has a stofdge) dnezefransst,or L hgl akeFidayptedn tow sateachheorstesdnd
external storage 15 unit 411& has a storage area for storing usage

8

i nf or mat 6P UEFFTSSP bENE hid LA keymena atid e LdakR- r TSGR i on.

10 title key is then concatenated with the usage condition by the
concatenation unit 324 to generate concatenated information.
The concatenated information is encryptedby the encryptionunit
322d using the unique information stored in the unique
information storage unit 310. Provided that the mutual

15 authentication is successfully performed between the
authentication unit 390 of the mobile phone 300d and the
authentication unit 490 of the memory card 400d, the encrypted
concatenated information is stored by the write unit 331 into
the second external storage unit 411 included in the memory card

20 400d. Next, the content stored in the internal storage unit
303 is encrypted by the encryption unit 323d using the title
key, and the encrypted content is stored in the first external

storage unit 412 included in the memory card 400d.
25 (4) Still further, the user may extract the usage condition
and the content from the encrypted concatenated information and

the encrypted content 602 that are stored in the memory card
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Note that the second external storage unit 411 is readable and witable
only after the nobile phone 300j and the nenory card 400] are nutually

aut henticated. 20 (3) Mobile Phone 300j The nobil e phone 300j prestores the
user identifier for identifying the user of the nobile phone 300j. 25 (4)
Qperations of Digital Work Distribution System 100j Wth reference to the
flowchart shown in FIGS. 31 and 32, description is given to the operations
of the digital work 100 di stribution system 100j. First, descriptionis
given to the operations perfornmed to obtain a content fromthe content

di stribuben, S8hyetodevihe L0 actedRonteteehit WWagk eenteRtichDA¢om t he
i nput unit 365, the content purchasing unit 301 of the nobile phone 300j

transm t $htoihbersontyr s tuniituBioGno s et ve mateMliec @hdnej 30ba centlent 1D
together with the user IDthat is stored therein ( step S371 ) . Upon
recei pt dblibeivngeprdéOedundet he content ID (step S371) , 10 the content
distribution server device 200j calculates a content fee using the received
content | D (stép- B3TRE usem attasseist she saerpe ypzan AL Oddig Ehetmmdidser | D,

the content, ID and the cal cul ated content fee (step 8373%.
phone 300d, and selects an operation to fetch from the memory

card 400d the encrypted content which is provided with the usage
condition.
(4.2) In response, themutual authentication is performed
between the authentication unit 390 of the mobile phone 300d
10 andtheauthenticationunit 490of thememorycard400d. Provided
that the mutual authentication is successful, the encrypted
concatenated information stored in the second external storage
unit 411 is read by the read unit 351. The read encrypted
concatenated information is then decrypted by the decryption
15 unit 342d using the unique information stored in the unique
information storage unit 310. The decrypted concatenated
information is then split so as to generate the title key and
the usage condition. The usage condition is stored into the
usage condition storage unit 305. Further, the encrypted
20 content stored in the first external storage unit 412 included
in the memory card 400d is read by the read unit 352. The read
content is then decrypted by the decryption unit 343d using the
title key to generate a decrypted content, and the decrypted

content is stored in the internal storage unit 303.

25

3.6 Other

(1) In the above embodiment of the present invention, the
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Upon recei pt of the user ID, the content ID, and the content 15 fee (step
S373), the paynent device perfornms the paynent processing for the user
identified by the received user ID to nake the paynent according to the
recei ved content fee, and generates a paynent certificate (step S374) , and
transmts the user ID, the content ID, and the paynent certificate to the
content 20 distribution server device 200] (step S375). Upon receipt of the
user ID, the content ID, and the paynent certificate (stepS375), -

t hecontentdi stributi onserver device 200] reads the content that corresponds
to the rergioadtan £y ikBnfdohé beceeatiests st 8f 88engAink 02He hShePy S376)
generates the 25 usage right information for the read content (step S377),
and wri t esrichehree grirved seslecohbeandwhaBhentSpkbvidedssOth athonuywgd t he
generated usage right information into the right information 101 tabl e
610 proviaedliitionhe ¥Yeht efitetdtear e conterRkOhalssbepn ihasddext, ndthe
content distribution server device 200] transmts the read content, the
gener at e@ruSSFENLiiGHt masternioi She AKESEnt ivvenvéedncorfthatt ish tfort he
nmobi | e phone 300j (step S37 Ipon recej pt of the content, the usage

9). 5 U
ri ght®in ContPanPe TR SHES HS(2PRPL ST LO BhECRBBNF vipkne 300j
encrypts .the received content and .stor. the encrypted content into the
first exterRAPVIFEHagE %n%%eﬁiiﬁmﬁ%ﬁﬂwrggﬂaiﬁefﬁglﬁeﬁﬁ?gec%??P%ﬁ%ﬁn(step
S380). Further, the nobile phone 300j wites the 10 recei ved usage right
information and content ID in association with each other into the second

external (ghoragesushérddilon Ned Wied dianifie BBMRRY éﬁéﬁ¥ﬁ99én (S} 8Rm381) .

Next, description is given to the operations for re-obtalningthe once

obt ai ned eag@nbgdl imthBeneaspr ibarurtda Bl 2d ahdl 30w Uea it hded &t Bttt
encrypted content stored in the nenory card 400 by m stake. The nobile
phon&0 30@niteadd 2thendoAdddt | D together with the correspondi ng usage ri ght
information fromthe second external storage unit 411 included in the
menory card 400 tBeepase SBoanplowiny tRPEHsIARYA arhe tdentuevigudi st ri buti on

sever device 200j, the read content | D and usage right information together
Wi th thelfiSOFMAHIPEt 3pPLERYAN LHSORN+ @RI T VMAHOTUSEPTRBE YNk it ent | D,

orver 28240 £ 8 300 T OHBL- R EERET A no L BREAFhT S hetret SHBeTeL0
s303) - THARST UG e T Rai Y e BERETE PRBRE My MieDRsklafo0m Wl aAR (St e
15 information. In the latter case, it 1is preferable to employ
a secret conversion function that retunes a 56-bit unique key
in response to input of the telephone number. Here, one example
of such a conversion function is to use DES encryption in the
following manner. That is, the telephone number is subjected
20 to DES encryption using a secret unique value having 56 bits

tooutputavaluehaving64bits. Thelast56bitsof theoutputted

value are used as the unique information.

(3) Further, the unique information storage unit 310, the
25 internal storage unit 303, and the usage condition storage unit
305 are protected from being read or written from any other

external device than a specially permitted device, such as a
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content ID are present in the right information table 610 (step S393, YES)

, the content distribution server device 200 reads fromthe content
storage unit 201 the content corresponding to the received content ID (step
S394) , and then transmts the read 5 content to the nobile phone 300
(step S395). In response, the nobile phone 300; receives the content (step
S395), encrypts the received content to wite into the nenory card 400j
(step S396). Alternatively, when judging that the same set of user ID 10
and content ID as the received set is not present in the right information

tabl e 6l 0146&£Pd898x i DY modeheckMG£akveLsal I itbkai S EpeE 1 de¥) e 200]
di scards the received user ID, content ID, and usage right information, and

performnms & toehetigpeiattoenstiohSs thrdRERRREDOEME(O NENFnZ1 Naw rage
description is given to a digital work distribution system 100k (not

i Ilustrated)t cdhsi shentheiudage eberdiédoesndbolfagntunid toB0bhes preagersted
invention. The digital work distribution system 100k has a 20 construction
simlar tof thaapfiginedisierk Bpsdvaba: i Mpastreaisdent shfsvadescoi ption is
given mainly to the differences with the digital work distribution system
100c. 5ﬂu§?ﬂ?ﬂ@%ﬁl%%r%fd?%?r?%ﬁﬁ|on syst em 100k i ncl udes a content

di stribution server device 200k, a nobile phone 300k, 25 and a nenory card
400k instead of the content distribution server device 200, the nobile

phone 300(4)and §ﬁell”%t¥1e%r Qhéogniﬁggpfﬁ%é)flr%yior}oéorage unit 310

and theusage condition storageunit 305maybe constructedwithin
a card such as SIM that is attachable to and detachable from

10 the mobile phone.

(5) Still further, at the time of encrypting the content using
the DES encryption, the content is divided into data blocks each
having 64 bits, and then each data block is encrypted using the
15 56-bit unique key to generate a 64-bit encrypted data block.
The thus generated encrypted data blocks are then concatenated
together, and the concatenated encrypted data blocks are

outputted as the encrypted content.

20 (6) With the above construction, a content which is provided
with a usage condition is played back only under the conditions
conforming to the usage condition.

Further, generally speaking, the internal storage unit
303 of the mobile phone 300d is limited in its memory capacity.

25 Conventionally, thislimitationresultsinthe followingproblem.

In the case the internal storage unit is full with digital works,

the user is required to delete some of the digital works stored
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(1) Content Distribution Server Device 200k As shown in FIG 33 as one
exanpl e, the content storage unit 201 of the content distribution server
device 200k includes 5 a content information table 620. The content
information table 620 includes a plurality of sets of content information
each conposed of a content ID, a corresponding content, and a correspondi ng
type of unique information. 10 The content IDis an identifier for
identifying the content. The content is a digital work such as a .piece of
music or a novie. The type of unique information shows what uni que 15

i nfor mat iigNthé i@ R ausetb L E08EY o 86 £OR Bde MBRBrhaifESHOESHi Nt O the
menory card 400k. A shown in the figure, the type of unique information in

thi s examirehsxwiwsy ehbbréer "deslidsd wbkgyedr brbe ram sedey i gt e "tdype. 20
(2) Menory Card 400k As shown in FIG 34, the nenory card 400k includes the
aut hent i gatvieonpupurcd@@ing gnosheextiéghbbl svorkhge unit 412k, and a second
external storage unit 411k. The first external storage unit 412k prestores
medi um 25 uni qHeveRPsr neEFeRddRE choi empedinetior vt oml kvt ljueca dchehe nenory
card 400k. Further, the second external storage unit 411k has storage areas

for sPor i ARESRHiSqhed T Afor il GFCFype RhtPHHE tRpgtore some of the

digital works stored in the internal storage unit 303 of the
mobile phone 300d into the memory card 400d attached the mobile
phone 300d when he decides not to use the digital works any time
soon. In this manner, a free memory space is secured in the
10 internal storageunit 303 of themobile phone 300dwithout losing
the rights to play back those digital works he has purchased.
As aconsequence, theuserisallowedtopurchase somemoredigital

works to store into the internal storage unit 303.

15 (7) With the above construction, when a content is encrypted
and stored in a memory card attached to a certain mobile phone,
the encrypted content is not possibly decrypted or played back
by any other mobile phone than that particular mobile phone.
That is to say, embodiment 3 achieves an effect of meeting

20 copyholders’ demand that a content stored into a memory card
using a certain mobile phone be prohibited from being decrypted
or played back using any other mobile phone although the memory

card is attached thereto.

25 4. PREFERRED EMBODIMENT 4

Now, description is given to another preferred embodiment
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encrypted content in association wth each other. The authentication unit
490 perfornms chal | enge-response type nutual authentication with the

aut hentication unit 390 of the nobile phone 300k. 5 (3) Mbile Phone 300k
As shown in FIG 34, the nobile phone 300k includes a first
encryption/decryption unit 382 and a third encryption/decryption unit 383
instead of the 10 encryption/decryption unit 380 included in the nobile
phone 300. The nobil e phone 300k further includes the authentication unit
390. Wth other respect, the nobile phone 300k includes the sanme conponents
as those included in the nobile phone 300. 15 (Unique Information Storage
Unit 310) The unique information storage unit 310 prestores device unique
i nf or mat 4on Mbaeli shgager ayedehas@tieon i nformati on unique to the nobile
phone 300k. 20 (Authentication Unit 390) The authentication unit 390

per f orns chal | Bage, desyyonigd itoppés uitveal tawt hedeil cdtdrogre wiysh emmh@Oe.

aut hentication unit 490 of the nenory card 400k, and then outputs to the
control unit 3BBRmodEdraanamsyReaNfR) (sheine itottwowidchamodedtdhandtas been

25 perforned successfully or unsuccessfully. (Control Unit 366k).
device used to change a record/playback device, such as a mobile

phone, that is usable under a contract made between a user and
aserviceprovider toanew record/playbackdevice due to a change
of the contract. Upon the model change with this model change
device, digital works stored in the originally used

10 record/playbackdeviceareavailable for thenewrecord/playback
device with no processing performed on the digital works.

For example, upon release of new mobile phones having
additional features, a user may want to change a mobile phone
that he currently uses to a new one. In such a case, the user

15 is allowed to use the new mobile phone with the same telephone
number that is originally allotted to the current one. This
is done by re-allotting the telephone number that is originally
allotted to the current mobile phone to the new mobile phone.
Such re-allotting of a certain telephone number that is allotted

20 to a certain mobile phone to another mobile phone is referred
to as model change of mobile phones.

After the model change as described above, the contents
that have been purchased and stored in the mobile phone of the
embodiment 1, 2, or 3 are not usable with the new mobile phone.

25 Description as to why such contents will not be played back has
been already given above.

It is disadvantageous to the user if the contents that
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105 The control unit 366k receives fromthe authentication unit 390 the
information indicative of either successful authentication or unsuccessful
aut henti cati on. Upon receipt of information indicative of successful 5

aut hentication, the control unit 366k selectively instructs either the
first encryption/decryption unit 382 or the third encryption/decryption
unit 383 to performencryption/decryption processing. The selection of the
two encryption/decryption units is made according to the uni que 10
information type. (First Encryption/Decryption Unit 382) The first

encrypt i aNelesepttiagn puticha382 has thereanshr teéi Ronsiyi tardtveddtad of the
encryption/decryption unit 15 380. Thatis,thefirst encryption/decryption
uni t 382emaryptssikiliee doententhasnodel hehateys .ce Thei nodelntbangtei oysteam gener at e
an encrypted content. Further, the first encryption/decryption unit 382
decrypt s &de adesypredddsasenthifaprpbsedeen read from 20 the nenory card
400k using the device unique information to generate the content. (Third
Encryption/ Decryption Unit 383) The third encrypti on/decryption unit 383

reads_t he pedium 25 uni que inforpmation stored in the first external storage
uni t 212K GRSEEGEE PR Pﬁeﬁﬁgﬁirgggﬁgﬂ ﬁb@k?mLﬁgﬁebncryption,thethird )

encryption/ deckg% | iunnﬁé.sél}(%%e model change system 600e is composed

of a mobile phone A 300e, a model change device 500, and a mobile
phone B 300f. The mobile phone A 300e and the mobile phone B
300f are separately connected to the model change device 500.
10 The mobile phone A 300e has a construction similar to that
of any of the mobile phones described in the above embodiments
1, 2 and 3, except a unique information storage unit 310e. Note
that the other components are not illustrated in the figure for
the simplicity sake. The unique information storage unit 310e
15 prestores unique information.

Further, themobile phone B300f has a constructionsimilar
to that of any of the mobile phones described in the above
embodiments 1, 2 and 3, except a unique information storage unit
310f. Note that the other components are not illustrated in

20 the figure for the simplicity sake. The unique information
storage unit 310f has a storage area for storing the unique
information.

The model change device 500 is composed of an information
read unit 501 and an information write unit 502.

25 The information readunit 501 reads the unique information
stored in the unique information storage unit 310e that is

included in the mobile phone A 300e, and successively deletes
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encrypts the content using the read nedi um unique information as a key to
generate an encrypted content, and stores the encrypted content in
association with the unique information type showi ng "nedi um uni que" type
into the first external storage unit 412k 5 of the nenory card 400k. Upon
decryption, the third encryption/decryption unit383 uses the read nedi um
uni que information as a key to decrypt the encrypted content that has been
read fromthe first external storage unit 412k, thereby to generate the
content. 10 (4) Operations of Digital Work Distribution System 100k Now,
descri pt{ 00 yhs qQkVaed Gad HEoPREOR NENGub Q%ﬁﬂir&létﬁ'on“@f&rggéhrdﬁm 1 on
system 100k wth reference to the flowharts showmn in FIGS. 35 and 36. 15
First, dessdi ptrinen im¥odimeen dno rlehel epetabibenshpar batpadswore tbednobil e
phone 300k obtains a content and wites the content into the menory card
400k. Thien fodmd tei qgphone 30O kit ff cumsanti ten twor itthee wodnt &92 .di st ri buti on server
devi ce 200k the content IDidentifying the content to 20

beobt ai ned( st if$4 2N Lo rTiag icontwarittdl stviitbdli2oeecveesdéiecan2aoOrR extracts
fromthe content information table 620 the content _informatjon having the
sane Scontrefrrngs kan ey Bhei ek et ian repd($tEp %84228nd iRkt eF &fSni ts the
content and the txge of, uoinrgrije infor ma%ihon t hat arﬁ inc%uded in the
ext r act P TonthH 281 P P P ERE OB FHhDhRTBBBK T €5 28%23) . The

ract oF Cori{eht 1281 Prif | phBhE- 350! |
aook (stup st Cohoof AhCShTRA"H e FkLEl prahE DS MR, BeLRRTT Y, o

per f or ”E&egéﬁfauéé%i*of&ﬁ'é@ion 1dEn LR O oA L+ 366k ST RIEE Y R B 1 @Nt ent and

the type of unrque informtion. en judging that the type of unique

i nfor mtiuhd haoas beRAnpEEE ¥ d nEhaws quievh E6rmit oie i ddIRRi hep S426)
5 the control unit366kinstructsthefirstencryption/decryption unit 382 to

per f1or M ©fEpHBriomupbeceadlogtetnts esponsiei 1¢ hdrig 8t 3@ber yptraadbdecr ypt i on
unit 382 reads the device unique information fromthe unique information

st or age numbes thatstiep ré42pmly, gandratadsandea clorttteant tfa drnet mebiideer nal
storage unit 303. 10 The first encryption/decryption unit 382 then encrypts
t he read®hrwmt ént3Ax ng the device unique information as a key (step $S428)
and stores the encrypted content in association with the type of unique

i nformati on showi ng the "device unique"” type into the first external

a;]ce):]ajgﬁd %etgr%é%ig%n%foé %Oﬁntgkyancgaaelrj%y{}sg%n ©han 15 S429) . Alternatively,

he” t'ype of “unigue ‘I nformati on shows "nmedi um uni que" type

(steg S426) , Ntohhﬁ': 889&&9%%%%%;i%@q&einn§5r% %preli%_tti@h%dof the model

encryption/decryption un 0 performencryption processing. In

responsezhddife Ehiskdm24b RNGLY ALY dedeypb ithr ENblcids: kaads 1heraedi um

uni que information fromthe first external storage unit 411k included in

t he menmy. card 400k (step S430) , and reads the content from

t hei nternal storage unit303. Thet hirdencryption/decryption unit 383 then
encrypts the Meedicberoatiomiregdtund tr 2@l reads BN iaiede fioAM8EAARI on as a
key (step $431) , and stores the encrypted cont in association wth the

type of By GEE; Hﬁbﬁ%tjirbﬁ‘i’ré‘l‘ﬂﬁ/ﬁ%SFﬁéagﬁe‘ﬂ?Jt}?n:ﬁmeq&%tefPfp?é)]i)nt 8he first
gﬁ%%o.nal susctcoersa 'eve 0y8 delueq:iets Atjhzek an(au%del%fio'}mta@%ogeggg}ﬁ %ﬁ%duﬁgghe( step
information storage unit 30le (step S302). Next, the
informationwrite unit 502 writes the unique information storage
unit 310f that is received from the information read unit 501
into the unique information storage unit 310f (step S303).
25

(Overview)

With the above construction, the mobile phone B is allowed
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In the case where the nutual authentication between the nmenory card and the
authentication unit 390 has failed (step $S425, NO), the processing is
termnated at this stage. 5 Next, description is given to the processing
per fornmed when the nobil e phone 300k decrypts to play back the encrypted
content stored in the nmenory card 400k. The authentication unit 390 of the
nobi | e phone 300k perforns nutual authentication with the nenory card 400k
(step 10 S441). Wen the nutual authentication is successfully perforned
(step S442, YES), the read unit reads the encrypted content together with
t he type tof reud Guel pDhoroed it @hef cOM dhtes frinagt h&xé eygw pstrenagedutd 412k
included in the nenory card 400k, and outputs the type of unique

i nf or mat sepred theoconé roémdsy wand IG6kg( shepsokd Be. phlpna & ecetilpdutof t he
type of unique information, the control unit 366k judges whether the
receivedpﬁygérmﬁﬂérﬁﬁyiEﬁ0§h§ﬂéngh@n"ﬂ@©i%@ntﬁﬁ@%e" type or the "medi um
uni que" type (step S444). Wen judging the type of unique information is
"devi ce uni que", the control unit 366k instructs 20 the first
encryptign/decryption unif 382 t erform decryption processing (step
S445)° Iﬁ'?eyﬁé%ge?g?ﬂgef YEFe@ngpg%tion/decryption unit 382 reads the
devi ce uni que L,nfornati f.r. uni g i t,i storage it 310
(step $S445), a%%r§é§%§ﬁ£}%'%?%%%gvgggﬁygékﬁéﬁ%ﬂg¥g%g% %YFg%Hlnu%'zs 350.

The first encrx&%he%%cw@.tb@ptﬂeintod%&?cﬁg}ngei &t ¥REB oL NS &hdoduLd

content using the read device unique iInfor on as a kéy (step $446) , and
wites the degsypledhreid ent3goy,o0 thikemd@81 chahgen@évsEors@e, WiHd a303.
Then, the playback unit 304 plays back the content (step S447).

Al t er nat ngeliye phenejBiddlOly. i IThichewobtiép Sdddet haB0@deany peheomalmilgue
information is "nmedi umuni que", the control unit 366k 5 instructs the third
encr Yt i phoded ypOharreunepaBldBel y cpanketadder Eptriasie pechergsiayg.temn
response, the third encryption/decryption unit 383 reads via the read unit
350, the>ABdi um unique information fromthe second external storage unit
411k included in the nenory card 400k (step S448) ., and recejves 10 the
encrypt ed cont%%?“P%&-Eﬁ?ﬁgﬁ%éﬁﬂaﬁiga§§69°$ﬁErPﬁ%?anéHEPQﬁFiB%F Eryption
unit 383 then decrypt he e e ontent .usi e i uni que
"ot or mat Pont (4t 0 b TsBRGHRY S SRR AHEY SRS BRI AL

I nternal 3st g upifn 303 i%mattn%npg%ba% UL 30dg PdRy s RAaGk.t he

cont ent ?step 15 $S450) . 8. RECAPI TULATI ON descri bed above, the present
i nvery i 0Aoh8i di 6RCEEErd§e audhi i I8 WORKLPr Oh£Et 108 Stsd e dripineing sf or
recordi ng and playing 20 back contents i.e., digital works, and that is
conposedasé reothmail hudevatedaird ther Eoprch ig rneoe sringévicdeyatdlechallhe t o and
detachable fromthe main device. The main device includes: an internal

st orage anéguéoinfevnihion sonragr ;unltumlfie dndsdanas omisiugr age area for
storing unique information that is unique to 25 the main device; an
encrypt i BATAANRE { PRt 2BATRHEE2FRECRFALLAR SHOFASF Vit RB P MEESHAITSSt or age
ar ea USiPﬁ the unique information stored in the internal storage area; a
wite unFESt 29 ToRE 499" the content encrypted by the encryption unit
| Nt Gy he T ecorNg TS LURARY hCRioink 82flcURLL Aot s LAY e, eRgEY Pt ed

content fron1tﬂ% recorging negiun1deV|ce; a decryption unit t%at ecrypts

the encryptegh aRRiaRt phaMe e d@ahdy ihhehé eathdtlintentandof P| aykagk 5 unit
that plays back the content . The recordi ng nmedi um devi ce has an ext ernal

storage areai§@s oifydmg: fde stiratayjet edicoBlentatidad Ussagw idoneid thynt he wite
unit of the main device or read by the read unit of the main device.
storage unit 305h. Note that the other components are not
illustrated in the figure for the simplicity sake. The unique
25 information storage unit 310h has a storage area for storing

the unique information, and the usage condition storage unit

305h has a storage area for storing the usage condition.
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Here, the encryption unit of the main device encrypts the 10 title key that
is unique to the content using the unique information, and encrypts the
content using the title key. The wite unit wites the encrypted content
and the encrypted title key both encrypted by the encryption unit into the
recordi ng nmedium device . The read unit reads the encrypted content and 15
the encrypted title key fromthe recordi ng nmedi um devi ce. The decryption
unit decrypts the encrypted title key using the unique information, and
decrypts the encrypted content using the decrypted title key. The recording
medi um devi ce stheresdéhereneydyedehBuient AMbdIN 8RCAYRhed hhthignkey that
are read by 20 the read unit of the main device or read by the read unit of
t he mai n tead amitHe0d, drte amiinfdewate ohuwthee uAckudeg.: a usage condition
storage area and a usage condition judgnent unit. The usage condition
storage area stldveeknigenat icondesd omidaiGl feads kel bom énformatdiohe usage
condi tion_ judgnent unit judges, according to the usage condition data,

whet her tiFgn dReparikauhdndonmastontpteraghenidi Alae et figr thetuded| udes an
aut hentication 111 _ unit. The recording nedi um devi ce inc¢ludes _an

aut heft i &4t iF6fF BRAPELC BIOTE fer AAP - AT 5895r BRS | YRAIRISOTLLELPEL T ¥R er nal

storage area and a secand external storgggggrea. Prior to .the i n device
r

wites tHE AR S¥TANTEKETOFAES RS Pdi ng & S Umevi%e or the
mai n devi. h c e i ey .fromt r rding. nedi devi ce,
t he aut hel%}%logrg?dﬁgﬁ%u%ﬁg BOFXF {ﬁegorr%i%é%eé\%%é: héeu{&hélrgﬁgiecgﬁ ggghﬁgl%c%}#%q ng

medi um de{L£@saRd EBRaRYEBRNEFERLE D UHidulfintehenhesendspgraedi Wim devi ce
aut henti cates the main device. Wien both the authentication 10 operations
are perf @redasdceressfdddey cohbigtWwbht & Hgr £de e 8a8gNIro§pébei Ly ypt ed
title key is perforned. The recordi ng nmedi um devi ce stores the encrypted
cont @At ANekt,hehendnfptredttibhl eekdyunntoSOheofitpsts ekher nadd strokr@ge ar ea
and the second external storage area, respectively. 15 Here, the nain

devi ce fumfipamatjonuaded isagmgenddtdion ba fhedgfrmagdion wrpkeoinito t he
mai n devi ce writes usage condition data for the content into the recording
nmedi um défi%ce or the main device reads the usage condition data fromthe

di di ym device, the authentication unit of in_device 20
it hent 1 cat et HB & GUSTt g “Reat bt HEVE ce ARATACCRUE (AT FEAP BROII of the

recor di ”%@H?%;%”Pr?ﬁ’éﬁr?a&%ﬁgﬁé L&a Escotr{b‘é]t%t | A GV HES T AYGR RGN d

aut henti cation operations are success e witing or the reading of the
usages congiitd Gp1dat@eks, PeRd of B maki®oSAge L onditt 5 hWwdgeBnthdni t j udges
whet her to play back 25 the content according to the usage condition data .
The recon@idag verdutiydeviCeo Sl e tdiel usage condition tedpediivelihe second
external storage area. 112 Here, the usage condition data includes
i nf or mat ilovtof ghel umigiirginhermanben stordgesupsr Pitlednd Playpdsask t he
content, information for limti n% the time period permtted to play back

condition storage unit 305h both of which are included in the

mobile phone B 300h.

20 With the above construction, the mobile phone Bis allowed
to read and play back the contents that have been purchased and
stored into the memory card by the mobile phone A without

processing the contents at all.

25 4.3 Modification
Normally, in order for model change or cancellation of

contract, mobile phone users need to bring his mobile phone to
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the content, or information for limting the total tinme permtted 5 to play
back the content. Here, the main device further includes a content
purchasing unit and a content receiving unit. The content purchasing unit
purchases a content from an external source. The content receiving unit
receives the content that has been purchased to 10 store the received
content into the internal storage area. Here, the main device further

i ncludes a content j udgment unit. The content judgnent unit judges whet her
the content stored in the internal storage unit is permtted to be

encrypt ed ybihe pprekyH et Birbyvil SeRor fhier W gye bddaMdBhben Wwikd 0 be 15
witten by the wite unit into the recordi ng nedi um device. Here, the main
devi ce fprbhessingl fdesmadetcongdhag ordtameeEVd e usf) it ridd .isThe
recordi ng nmedi um devi ce-judgnent unit j udges whether a recordi ng nmedi um
devi ce apeachedetio theremi'‘tcaedidatiion g ceodgrdictd medieas device that is
permtted 20 to encrypt the content stored in the internal storage area

wi t h t hecanepypetdanif Ehasiond navd tind g hié siveen macrde WRPT 8 Malitle t he
encrygted content with the wjte unit into, the recordi ng_nedi um devi ce.

Her e, © t hBhGREqHESE nfBF ndt PORT 5T oPRGRS aF B2V 1 RV 1i8lge 25t€8ndi ti on

devi cos GPREPLLRBACH Fbdble TRARGE doVFcb RRIOTE SRBRTT IS Fom 1 od (o
read or @Wﬁ%giigepﬂghguﬁn&ég the contract is no longer usable.

Hereinafter, description is given to amodel change system
which eliminates user’s trouble to make a trip to a service

10 provider shop at the time of canceling his contract.

At the time of model change or cancellaticn of a contract,
requirements such as the following must be fulfilled.
(Requirement a)

Upon model change of mobile phone, it is required that

15 a new mobile phone (a newly purchased mobile phone) replacing
a current one will be allowed to play back the contents stored
in the memory card. In return, it is required that the mobile
phone to be replaced (the mobile phone currently in use) will
be no longer allowed to play back the contents stored in the

20 memory card.

(Requirement b)

Even after the contract for a mobile phone is cancelled,
it is required that the contents stored in the memory card be
still played back by the mobile phone. That is to say, after

25 the cancellation of the contract, the mobile phone is no longer

works as a telephone, but still works as a playback device for

playback the contents that have been purchased earlier.
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information and the usage condition data. In another aspect, the present
invention is directed to a main device which a recording nedi umdevice is
attachable to or detachable from The main device includes: an internal 5
storage area that stores a content; a unique information storage area that
stores unique information being unique to the main device; an encryption
unit that encrypts a title key being unique to the content using the unique
information and encrypts the content using the title key; a wite unit that
wites the encrypted 10 content and the encrypted title key both encrypted
by the engegpiremnenni &) a read unit that reads the encrypted content and
the encrypted title key fromthe recordi ng nmedi um devi ce; a decryption unit
t hat decrypts Ehenercrypt edryvitbepkeyidist rf tbhbilri phene of arawatier) and
decrypts the encrypted content using 15 the decrypted title key; and a

pl aybackigrihandest tplaapshsackne hétconreqguirepthatt hiee ganhededtoeredir t her

i ncl udes an authentication unit Prior to the main device wites the
encrypt edntihe BepRy Y| G tsﬁéllleké%lpélaﬂﬁdnké%l‘?]&myd’é@? &@bdrler ph@re @ tencr ypt ed
title 20, ke fﬁ]th recordln n1deV|ce t he authenticatiaon unit of
the rii nideyreRloart %soprﬁﬁm SCBEHORARF LA t he T e GG medi um

d f..th dritle k f d
onl v whefPEhes hit o 2 A %Pl%n%eg"sﬁsinés?%g £ o5 toita Rt A pect |
the presepfchpyents onis, dc.'r{ee%%‘ilteﬁgﬁohécgﬁgiﬂgn e recoqga 168 Jy IS

attachabl e to or detachdble froma devi ce rdi ng medi um devi ce

has an exbepnal Bddk tisd e SasidFeStOf ItHE MEnRIG Rled content and an
encrypted title key that are witten or read by a wite unit of the main

device or a read unit of the main device. Here, the recordi ng nmedi um device
further includes an 5 authentication unit. Prior to the main device wites
t he EhcrybieMOd¢ll@haﬁg'$Yﬂtﬁmrﬁﬂmmcording medi um devi ce or reads the
encrypted title ke romthe recordi ng nedi um devi ce, the authentication
unit of recordt ﬁ@%’édpﬁﬁflﬁév%étﬁérwfgwlm 68l MeRE hRRIEHTENIWA'h t he

mai n devi ce. The encrypted title k 10,is witten into the second external
storage aPe%eon(%P \El%éﬁ Fﬁg %ﬁaﬁ“c’aé%h@lﬁ??%%t?% temy Q{P&Mﬁs th& anot her
SEDECt {RoPh SR BRI oL L ES AL AL LR peLL o gy e un
i nf or mat 5.19'113% LAden & fRkbile phone via a communications network, and
15 successively deletes the unique information from the current
mobile phone via a communications network.
As shown in FIG. 24, themodel changesystem600mis composed
of amobile phone A 300m, amobile phone B 300n, apersonal computer
(PC) 650, and a model change device 500m. The PC 650 and the
20 model change device 500m are connected with each other via the
Internet 10. The mobile phone A 300m is a mobile phone that

is currently in use and to be replaced, and the mobile phone

B 300n is a new mobile phone replacing the current one.

25 (Mcbile Phone A 300m)
The mobile phone A 300m has a construction similar to that

of any of the mobile phones described in the embodiment 1, 2,
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15 of a first main device, and wite the read unique information into the
uni que information storage unit of a second main device. Here, the nodel
change device further includes a usage condition read/wite unit that is
specifically permtted to read usage condition data fromthe usage
condition storage area of 20 the first main device to wite the read usage
condition data into the usage condition storage area of the second main
devi ce provided that each of the f first main device and the second main
devi ce separately has the usage condition storage area. Here, the nodel
change devidce,i execepneat adifoet hefomst 2on deds ey ivthia rEtoMr k on a regul ar
basis or when necessary. The main device further includes a nodel change

i nf or mat Addifadgeehty, urhe mobdfl e pidges A Belautrieintdesd tyjodghdmet moded change
i nformation. 115 The nodel change device transmts the nodel change

i nf or mat B6AM: 0 Noee idiat dé\e edheecepabagenbs care rzet idoitittagredidtna of t he
mai n devi ce. The nodel changei nformation-judgnent unit of the main device |
udges t hBhgufhERERCEPY BRet AbMPEEei Ve S Hstel change 5 information. The

Wien  ho. aut hoRtT GrYSE BT L HE Gy BB ROHBE " hang i PRROFRBEr R de

establisgggop¥ag?8nnndel change information-judgnent unit, the unique
information read/wite unit wites the unique information that is included

10 in the md%hé%ér{ﬁ QTR EBQGm?thérhac]Ehei ﬁoB@hguﬁﬁéﬂetﬁ%dﬁ?ﬁ gée,devi ce

into the unique I rmation storage unit of the main device, or | etes the

uni que | BbRREBEEANE o Hei & mdt SIE CMAGh JeL @Rk EERTS 0B ¥ia devd o' issAlahached to
the mai n device. The second recording nmedi um device includes: a 15 unique

i nf or mat tha Isiterage By ecactol ves driongt Hdhrodal ghangefdawiadid OO itrlse mai n
devices and a unit used to attach the second recordi ng nedi um devi ce having
beenltt t mefed charde Frfstmatdian ddickewidlt he desontbediratkwi c8heln a
digital work protection system a main device, a 20 recordi ng nedium

devi ce, aRAIECHBIEIL tcREAYE EaV D veIehatneaPE oM receAV efli thr $haopeédsent

i nvention, the in%grnal.storagg ﬁ%ﬁa q{ th%,naig device in nost cases is
limted FRERYS HRROFYAEEACHS yVa st N EHME YLoR; P56 CofvERETEREl |y
results in_the fo %o i bl em, That |.s n h internal stqrage area
is full %?f%%'%%ntb%’ a%%?c%gjt R dileds F“é’%ﬁr& IRgeaeREPEhedighar® ne
di gi tal %‘9&5& HPednhi ghBe ¢ %%Ej;%!g §|]E£’t‘ié¥9@ic?irt%ﬁo B8 U A pbHEE MEMry
space before purchasing ‘anothér digrrtal work, or the user 1s 116
15 change information is known as a digital signature technique,
so that detailed description thereof is omitted. When judging
that the information is valid, the judgment unit 360m, following
areadinstructionincludedinthe first model change information,
reads the unique information from the unique information storage
20 unit 310m, and transmits the read unique information to the model
changedevice 500mviathe PC 650 and the Internet 10. Inaddition,
when judging that the information is valid, the judgment unit
360m, following a delete instruction included in the first model
change information, deletes the unique information from the
25 unique information storage unit 310m. Alternatively, when

judging that the information is invalid, the judgment unit 360m

simply discards the received first model change information,
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required to sinply give up purchasing another digital work. According to
the present invention, however, the user is allowed to store sone of the
digital works stored in the internal storage unit into a recordi ng nedi um
device attached to the main device 5 when he decides not to use the digital
wor ks anytinme soon. In this way, a free nenory space is secured in the
internal storage area of the main device without losing the rights to play
back the purchased digital works. Consequently, another digital work may be
purchased. 10 Further, with the above construction, when an encrypted
content aAdsperedrinftwo copetHt b nmedi um device by a certain nmain device,
the encrypted content is not possibly decrypted or played back by any ot her
mai n devi ce al though the recording nediumdevice is attached thereto. That
is, the present 15 invention achieves an effect of neeting copyhol ders
demand t kebaleohrem BtI@w into a recordi ng nmedi um device using a main
devi ce be prohibited from being decrypted or played back using any other
mai n devi ce a|?%maﬁlf-ﬁé>h%5%0&gl hediauaraebvreetien sifddisedt ¢ hdRst 0. 20

Still,_f h t [ ti hi ffect that t ent

or ovitiedbi T £ 0 SFEat o b 8GR GO G 16 par L eR 7 bl piy 88back onl y
when th i £i0n. ] St f , t inventi

achi oves®t BacsBt AT s Eo PRk LR Sl orte e AT P B earBAER i n

devi ce to,anmdbefe B 300n i ARALALS: 225 NEYNIRE mﬁfyi%@&haho&sp' aces a

current main device is permtted to read and play back t 117 contents

t hat havenbeemnPot edasRhpNentls0s £4 ddt a1166er8tad Edhun daviceoby the
current main device w thout applying processing to the contents. Up to this

poi nt, deserspipbivitas deden given to the digital 5 work

di stributionsystensconsistent with the presentinvention. Yet, it goes
wi t hidut sayi nfhtehamicme pnésematinuentdpage sunit rblOmyhas @i seédraget hose
speci fic enbodi ments descri bed above. For exanple, the follow ng

const r ucd ¥ &hst Mays 15 dsh I Gheapind queo {nfermatiRa -enbodi ment s above,

d i pti i Y t he djgital kK distri i t | oyi
mobi 1 e phone. it SERETEPESEREL 1B PN SURGROBE KR UROTH 00N For o

| e, i |, i le i . i h i ncl
rone rediiftoeds D Bl r EhRARe heP i TR e M G o RSP effinal . a 15
per sonal . ORLL ehet 90, FRAISLNb:ARRL kBAET cradg A 4eleyd el 00co8h, that i's

capabl e of Internet connection. Further, it i escribed t the content

di stisi bufddn sHatRfe darbera208nanghibe WDbi Ik pReRe 13RQ akeccongggted via
the Internet 10, the nobile phone network 20, and the radi o base 20 station

30. Yet,judwe<ahrebbrorhdaray cee vaddee ¢ ondmoidedr c hange rin foamaeXanpl €, t he
content distribution server and the portable information term nal may be
connect etk Michinfernat bombesed arephanpierg datisei rohtdsd iditdta fbaendn server
device may be connected to a, broadcasting device, so that various types of
25 i nf oS oirhaideudnhgresht eit s N bh B o3t fheol AT OFMeE baRicast

naves. Her e 8dhoaehald, aRpl L anceyo Uk, A% Pk ¥ I3 BLucLEGS! Ves the
20 included in the second model change information, extracts the
unique information from the second model change information,
and writes the extracted unique information into the unique
information storage unit 310n. Alternatively, when judging
that the information is invalid, the judgment unit 360n simply
25 discards the received second model change information, and

performs no operation.
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various types of information fromthe received broadcast waves. (2)

Al t hough DES encryption algorithmis enployed in the enbodi nents descri bed
above, the applicable encryption 5 algorithmisnotlimtedthereto. Further,
al t hought he uni que information used in the enbodi ments descri bed above is a
56-bit unique key, the bit length is not limted thereto. (3) Al though the
content is stored into the nenory card in 10 the above enbodi nents, the
present invention is not limted thereto. For exanple, the content may be
stored into a recording nmediumsuch as an optical disk. (4) Al though the
entire cofHemsd)s encrypted in the above 15 enbodinents, it is applicable
to encrypt a part of the content. (5) In the above enbodi nents, the
encrypt ed cont atbstnoredpenifhe, redG/e T@L d ai comfpenres esit dry composadn devi ce
(i1 . a. , the nobile phone in the above enbodi nents), and stored into the
20 intermdl, $ooraganplea sonichepnarasdeyvi dOM,YEAM, i hardsidisikcanie, t o
decrypt the encrypted content stored in the nenory card by the main device
and to pleafiBRERY el e dr YRR EDNEROUF R, rehPNt FPRNCSE 1T aNilE, 2m@ cont ent

[ h d .and ided with diti | b
GecryBt e By PRECREH DS G20 £ EAME P RBCus AP LARURE | OFF FaAgmbtA Y un 1
it b I d back
Phe door JOAa EoRE St b CFRACbT Al SRPECT A Tam T rEToptent (HSE, 0T

above emhodigERnte - rhRRst SL EPAGNE: FUHTRES tihéeltﬁﬁgﬁﬁ§oEQ§s.bgf Qb 8BL i oy, st or ed

in the unique information storage area . e present invention is not
limted tiherRidrda@iceeatpl €heScampatial ppygben. of a nobile phone may be

used as long as the information is unique to the nobile phone. (7) In the
above enbodi nempsn theelisgef condidrn @pdratpjoovifdedmoted chah@al #he cont ent
basis. Yet, the present invention is
10 PC 650 transmits a model change instruction to the model change
device 500m via the Internet 10.
Successively, the PC 650 performs transmission of
information between the mobile phone A 300m and the model change
device 500m via the Internet 10. The PC 650 then performs

15 transmission of information between the mobile phone B 300n and

the model change device 500m via the Internet 10.

(Model Change Device 500m)
The model change device 500m has a construction similar
20 to that of themodel change device 500, and additionally includes
a transmission/reception unit 505.

The transmission/reception unit 505 receives the model
change instruction from the PC 650 via the Internet 10. Upon
receipt of the model change instruction, the

25 transmission/reception unit 505 generates first model change
information. Here, the firstmodel change information includes

signature data indicating the self-authenticity, a read
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10 not limted thereto. For exanple, it is applicable that usage condition
permts to purchase up to 100 pi eces of karaoke data per nonth. In this
case, when the nonth-by-nonth basis contract is cancelled, for exanple, the
usage condition unit prohibits reproduction of the contents stored in the
menory card or the 15 internal storage area of the main device staring from
the next nmonth. (8) In the above enbodi nents, the content or the title key
is always encrypted using the unique information and stored in 20 the
menory card. Yet, the present invention is not limted thereto. It is also
appl i cabl &n 4 orye ovéde ridte umnhinke t phoeed witeh uaigast enfoprsighent and t, So
that it is selectable depending on the content whether to encrypt the
content idsktfe pnsthectiohénkéyuasiing tohde igtiquee infignadnifomma23o00) I n the
above enbodi nents, the nodel change device noves the unique information
stored | MNe¥e UHeUE FHIGrSEdYT SIRtERD 170t SQPei rensmiésnbbel e phone A
to that of the qﬁgﬁ%ft$hone E. Yet, the gresent invention_ is not limted
theret 0. ¥R MDIE I ThBoREdeFRERIRgEN HRETRE MRy b ROAOPLIEt BACBE as to
nove thegQQ§q ased content stored in the internal storage area of the nmain
devi c&, ( ) The nobil e phone may obtain, in addition to the content,
the content judgymil. L 0N i j i er
device to store |n?1t§1{t'ﬂge1’9% Et%}rl%g géggbgggcggggﬂhﬁglrt?d%ﬁ%ééclg\%éeg[]gj udgnent
i nf or mat i @y Ghows mheiharon e RO tnds 130 pheh’l it 8dohn advance to be
encrypted using the unique information and witten into the menory card.
The nobil e phonexwy ther thehshiekida /theepenbanting t UdgPEREndFthtes The
content judgnent unit judges whether the content internally stored is
perm tt edkacrratimaded dharnye emtoympd edoby Heriehetlmneeyphdorodall thasgag t he
uni que information and witten by the wite unit into the nenory card. Wen
t he dént emfqmngtidyed sl udes sdsnerurjeudgrentndaretingbehpernitted, the
encryption unit perfaornms the encryption. \Wen the content is j udged by the
content jSUdgifeithaRFiCity /b IRAMINSEFUGHOWRBBL O TP tEDERREr FREt he
witing. (11). The nenor fard%ga further prestore type iLnformation show ng
the type TICTHENENEIY® £8F G140 B ABRE SHBet 17807 ¢ HE 1) BBS bF UreMdFy car d
used her g1 FHQUS dhd YR AECIRFLRREGHNE @ OULEL Shape of the memory

po or

card, a type according to the to ogy enpl oyed connection with the

mobi | e phong,sréi JRM AGERIRY 01t B sTBRH ACIHY Bhe R IMRR RCEOESHAT tO the
menory capacity, 121

15 model change information to the mobile phone A 300m.

(Operations of Model Change System 600m)
Now, descriptionis given tothe operations of model change
system 600m with reference to the flowchart shown in FIG. 25.
20 At this stage, the user connects both the mobile phone
A 300m and the mobile phone B 300n to the PC 650.
Upon receipt of a user operation for model change (step
8501), the PC 650 transmits a model change instruction to the
model change device 500m via the Internet 10 (step S502).
25 In response, the transmission/receptionunit 505 included
in the model change device 500m receives the model change

instruction from the PC 650 via the Internet 10 (step S502),
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a type according to the storage nethod of information, or a type according
to the access nethod. Further, the type information shows whether the
menory card is permtted to encrypt the content stored in the nobile phone
using the unique information with 5 the encryption unit and to wite the
encrypted content with the wite unit into the nmenory card. The nobile
phone further includes the recordi ng nedi um devi ce-judgnent unit. The
recordi ng medi um devi ce-judgnment unit judges, according to the type
information stored in the 10 nenory card, whether a nenory card attached to
t he nobi benphenesi sh¢ el remapyetatidatd@ti n B guertiicrt édtep 880ANceadd encrypt
the content stored in the nobile phone using the unique information with

t he encr¢pehenitai thargbnarabea éirhe mode ) pthediccontnéptrmattihnthe thrd te uni t
into the nenory card. 15 When j udging that the content is permtted by the
recordin@ohééﬁuﬁhGEQi6e3Pﬁ@ghﬁh@Pu%5Q ) the encryption unit encrypts the
content. When judging that the content is Pernitted by the recordi ng nmedi um

devi ce- j udgmenfPeMITECHRE REi ke dAire tviRede Pﬁ‘én&@n%%ﬁ%’/rmﬁb‘m hes Gfghor y
d._20 The, t i ti : nbodi ed . t hod _d i bed
core s 20012 ) Ihe, psper | onion Y e cIbod e g 6, et et o
or even §§qu':9é§c§’é t%'e‘gﬂﬂ[i_%uéeﬂqfé { g, mag%euz‘?ﬂiﬁpé‘ti‘?{fo[}rm%@%@b 25
Further, “the present invention nay be embodi ed as a conputer-readabl e

nedi um sEepEAget Bl €0 ef s RSB OF ahhet dhgbh et s St halshd efigud he
conput er readable nmediumis, for 122 exanple, a floppy disc, a hard disc,

CD- ROM  Mifo Bk i BVR-RREMe RWE:= RAMarBle dBhiceay0hse)a the B€ndmRGUCt or
menory. Alternatively, the present invention nmay be the conputer program or
t he di gi tht Isitgnals théastap 85960 edTlom jeadghenecoridi 3g0medended exse sabove.
Further, the present invention nmay be enbodi ed as the conputer program or

t he Hl gi the uwiigivel snfeamshion ddom theaunéfiee omaAgrinadtiiconst peagwrikita wired
or wireless conmunications line, a network exenplified by the Internet, or
the |ike3ld® &F¢P $2WTher, the present invention may be enbodied as a

t t i ded w th 1 CI d t hat th
Gbove. comput er PTG R0 bl el HoL ALEr Db DEERERT™ OpeP b THoAe0r dance
ith th ti , ; .di giytal
R N L e R A

transpor & 24 nkQnanot Bﬁanlg@@%taiea-so% §ENALAVEL Y het O HRIRYGET cRhpgeam or the
digital signals may be fransmtted via any of the above networKks.

Thergaf t erfother CONPEL Ep SPOOYL, amdalr i idisi Head e B¢ pated $ssBYnBRCENECUt ed by
anot her, independent conputer 20 system (13) Further, the present

i nvent i onhamye bin forbroali Beh atso cdmbimrdtii lenphoinet Be 38bov d stredi 86080 i.ons. 25

Al t hough the present invention has been fully described by way of exanples
wi th referencdRan rhecaptorbaing agcaramaniss, chengs infganaidiasd frpat vari ous

changes and modf1.cations W LI g2 o, BE SRR’ °The §afigag aldd bgd. n the

ment unit 3
of the mobile phone B 300n extracts the unique information from
20 the second model change information, and writes the extracted
unique information into the unique information storageunit 310n

(step S510).

(2) Modification
25 Here, description is given to a modification of the model
change system 600m aiming to meet “Requirement b” mentioned

above.
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changes and nodifications depart fromthe scope of the present invention,
they shoul d be construed as being included therein. 124 What is clained
is: 1 1. Adigital work protection systemfor recording and playing 2 back
digital works, conprising: 3 a portable recording nediumdevice including a
storage 4 area and being attached to a record/ playback device; and 5 the
record/ pl ayback device including: 6 an internal storage unit operable to
store a content 7 that is a digital work; 8 a unique infornmation-storage
unit operable to 9 prestore device unique information that is unique to the
10 record/ pl aybackhdempdefiddt aonedesypiheom heweimpearrabluniaqueencrypt the
stored 12 content based on the prestored device unique information 13 to
gener at e 18ArPateani aroFredtioi MeRidewphere Ui UeagErsbBe romunique he
generated 15 encrypted information into the storage area of the 16
recordindnﬁﬁﬁméﬁﬂagv?EE?rl?h%nr%ﬁﬁiﬁﬁﬁqphﬂﬁﬁréHWQeFoaiéQHt?ﬁet%NHFVbted 18

i nf tion, the st fth dj di um 19 device; 20
docrypti BRCGAF PBBRF bl T 1y GRRGFBIE 3 14 FEad 21 BRFyBY Ei 1457 i o based

on Uhe prestored devisaainias 2a.l nloCmLion Shared e oldus,

information sftora enera ecrypted conten

pl ayback cypit . PREI ANl L 1t Y sRACK meoag%r@i&%% 12%%6&5@(@&;9? G ent - 125

1 2. The digital work protection systemo erein

encrypti 8BuHBi to &MGIGYRL SnEBEnEONb LML HEH REahNe tdaviptend HEhELE, idHpr mation
as a key to generate the encrypted information, 4 and 5 the decryption unit

decrypt sthhe seadeéntnypt edcéb6rdhgrmadlwn. usi ng the devi ce uni que
information as a key. 1 3. The digital work protection systemof Cdaim 2,
wherei n 2 the Fecorel pladyblae K idey € ecanaaliert liomcd fidds contract, the

10 telephone number allotted to and stored in the mobile phone to
be canceled is deleted so as to disable the telephone number.
Yet, the mobile phone still holds the unique information so as
to allow playback of the content.

The modified model change system 6¢00m has a construction

15 similar to the model change system 600m. To be more specific,
the modified model change system 600m is composed of the mobile
phone A 300m, the PC 650, and the model change device 500m. The
PC 650 and the model change device 500m are connected to each
other via the Internet 10. Here, the mobile phone A 300m is

20 the phone that the user is going to cancel its contract.‘

Theunique information storageunit 310 of themobile phone
A 300m stores information unique to the mobile phone A 300m,
such as a random number allotted to the mobile phone A 300m,
as well as the telephone number allotted to the mobile phone

25 A 300m.

The user connects the mobile phone A 300m to the PC 650,

and performs operations for canceling the contract of the mobile
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3 a condition storage unit operable to store usage 4 condition information
showi ng a perm ssive conditionfor 5 use of the content; and 6 a condition j
udgnent unit operable to j udge whether use 7 of the content is permtted
according to the usage condition 8 information. 1 4. The digital work
protection systemof Claim3, wherein 2 both the unique information storage
unit and the condition 3 storage unit are read-protected as well as
wite-protected 4 agai nst any external device unless the device is
specifically 5 permtted to read or wite the unique information and the
usage 6 aoruHd iwingfurerdd @50.1 5. The digital work protection system of
Claiml, wherein 2 the encryption unit generates a title key that is unique
3 to the conteflporenecypps dthehgensratope rihittilba kKey tisd ngnthéldevbae 4

uni que information as a key to generate an encrypted title key, |26 5
encrypt s &eePe 60t RIS g caleeddnsiandd atinuat lkaytashe kadyd topBogener at e
an encrypted content, and generate the encrypted 7 information that is
conposed Po3 0 encrypted title key and the 8 encrypted content, 9 the
wite_unit wriées t he encrygt ed.information t s 10 cog&;osed of the

t i
encryPted titl &kEGSRAASEhet BRcH YPTRT totient o0 PE hBer BRR1LAI PhPRads t he
encrypted, | r i I 2 nmposed of the encrypted title key and
t he encr?/\p?géﬂc%éeﬁ?e,é ?ggt%azncclfee%f%pjﬁnoﬁnﬁﬁf CE%%Pypt‘zg?’hereéﬁéng?gd title
key 14 inglu ' ed. i, nf QN ' [ 15
uni que | Eﬁc?r ?rgﬁic%glgégggﬁ %g%t%%%%ér'a%ggaﬂ@éf& gg%ir??derp(lzrg%?\él%ﬁ%nd
decrypt s thephheleyRhfse € erbantnd 0gk yded r b il i1 RRdt 8P5§Y RIAS 370m,
information using the decrypted title key as a key to generate 18 the
decr ypt edneidtamdn i anthd et e el epbodienginitedi tort Hewiocte 1i diedritgege ¥ hee St or age
area for 20 storing the encrypted information that is conposed of the 21
encr ypt ed 00t vd ak&peaB§ ©hE endr ypeelntententl0l1 6. The digital work
protection systemof Caim5, wherein 2 the record/playback device further
includes a firs$P BeSRAMESH it&® LEANGAL 65 bpel BRFePE boparfidy MOFuebiathe
authenticatigon 4 wth a ,secgg&naut hentication unit included in the

recor di n.ﬁ‘oge. AT ISR ED FRHE RS L8euhtteRkoRe D : Erelefyidied 6
| nfor mat i;an gt 9 Lhe, st opage area,or  bef éegférgr% read uni retao(rjﬁssd{k}.ﬁnhgevi ce

encrypt ed i BFOr BT GAf FOM ?ﬂ% st of age ) e Tecordithg

furth [ ; d h j | I t f
urther ingkudescipg BQ%%B Oi?oé‘Hétﬁ@%%g@%ﬁ%%ﬁoﬁ@%%& O pertorm

mut ual aut hentication 1 W Irst encryption unit included in
the ygcord and playback 11 unit, and 12 the storage area includes a first
storage area and a second 13 storage area, the second storage area being
writabl e (@andMpeadabkeidd only when the nutual authentication is established
by the first 15 authentication unit, 16 the wite unit wites the encrypted
content into tHer¢i dsscripstionagegaves, tandoshey mivbif tded iant gélthe
authentication is 18 established by the first authentication unit, wites
the 19 eREHGHEFNTSTE1&T0P A6 1PABISOIHRE skedayEcarRaC ArtiPnask read

uni t readg the encrypted content fromthe first
apove.

20 Generally speaking, when the mobile phone carrier is
changed to another one, the telephone number is changed as well.
For this reason, inthemodificationdescribed herein, theunique
information stored in the mobile phone is generated not from
the telephone number but fromanother typeof unique information.

25 Thus, contents stored in the memory card have been encrypted
not with the telephone number but with another type of unique

information. In other words, the contents are bound to unique
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21 storage area, and only when the nmutual authentication is 22 established
by the first authentication unit, reads the encrypted 23 title key fromthe
second storage area. 1 7. The digital work protection system of C aim 6,
wherein 2 the record/playback device further includes: 3 a condition
storage unit operable to store usage 4 condition information show ng a
perm ssive conditionfor 5 use of the content; and 6 a condition j udgnent
unit operable to j udge whether 7 use of the content is permtted according
to the usage 8 condition information. 1 8. The digital work protection

syst em ofi n@oain@t 1 onWhiE &t *hdnt BBe Wd TepHEHd nuRBEY awenr Hdie sedtual in
authentication is 3 established by the first authentication unit, reads the
usage 128 reéoedhdytmedidmomrtureheandithieonnstioeagefonmbt dod W& ike€sdt he read
5 usage condition information into the second storage area, 6 the read

uni t, onksyowkditielmbheaiokdltchehone gviecoma fse 7 thstatidnghed dyrtier fir st
authentication unit reads, the usage 8 condition fromthe second storage
area and writeShemodiddedisagel s siysiemnt &0m ha sug erneorieition st orage
unit, and 10_the conditiaon_judgnment unit judges whether use of the 11

cont et £4MBEAK £2 P CaleERdi TRARYS tsﬂétﬁg‘abgo%ond’?q PENMPRE oTRAG I k12 stored

inth ditio t it. 19. .Th i gi.t al K ti , t f
lai m 8, CRRGIEE 21 RECReagi maVPERR TO o PR ST a R TR Sonal L on
3 st Lt ] | fyatis 4 itted
O R e s i C S S P Y

tines fopccopyidiy the meAkeNthaRfe HPLICE tsloeeh GrauRbRhefteli v 4 MOV Ng
the content, and 7 the condition j udgnment unit ( i ) |J udges to play back

the 8 costret ohhythhemtidendwimer aérej meke ofolBLldlabhdaybaagofist he 9
content by the playback unit is equal to or less than the permtted 10

pl ayback thanpkonef thatreshe auskat el angbirigre: atchangeh itttse caomtient. 11 is to be
pl ayed back by the playback unit is within the permtted 12 pl ayback
period, and a iered therdestraptiah ps ayibeok ticstbquapendtionprof ¢de t han t he
permtted total playback tine, (ii% !')udges 14 to copy the content to the

r ecor di nfofeai 8FMREF G agaeyS Vet 28V He thdishiatedE snmrbBe fFronahRss f or

copying the conte is,equal 16 to 1 or greater, and (iii) judges to nove
t he cont EH?wPol?h§£i7 %%‘cor di ng nedi um devi ce only when the pernitted

number of ti e, deQ; qud §nlERmTRYLA% (IS JRAM ANG 15 S MR ob P14 pRAbndr €at er.

15 A 300m stores information unique to the mobile phone A 300m,
such as a random number allotted to the mobile phone A 300m,
as well as the telephone number originally allotted to themobile
phone A 300m.

The user connects the mobile phone A 300m to the PC 650,

20 and performs operations for cancellation of the mobile phone
using the PC 650.

Upon receipt of theuser operation for changing the service
provider (step S531), the PC 650 outputs to the mobile phone
A 300m a read instruction instructing to read the current

25 telephone number (step S532). In response, the judgment unit

360m included in the mobile phone A 300m reads the current

telephone number from the unique information storage unit 310m,
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1 10. The digital work protection systemof Claim?7, wherein 2 both the
uni que information storage unit and the condition 3 storage unit are
read-protected as well as wite-protected 4 against any external device
unl ess the device is specifically 5 permtted to read or wite the uni que
information and the usage 6 condition information. 1 11. The digital work
protection systemof Claim®6, wherein 2 the record/playback device further
i ncludes an 3 authentication judgnent unit operable to judge whether the 4
recordi ng nmedi um devi cei ncl udest hesecond aut hentication unit, 5 and 6 the
encrypt i endwittpits therreanrteyptent he lephivert nusddrg té tHepdasoc es th que
information as a key to generate the encrypted 8 informati on when the
recor di n§5@ddi.um device is judged not to 9 include the second
authentication_unit, 10 the wite unit further wites the generated
encrypted 11 i ARoFRERPDILI Mike thfe &lorageigesatbe cherestotel eighonsali um
device 12 en %he recordi.ng nedi umdevice is judged not to include the 13
second abPRBREI ERPT oML he RIS dad 00 t(SEEPt Fedd ) ead@ne et @Nct ypt ed

i nf orgmti on _from.15 the storage area ,of the recordi ngl&rredi um devi ce when

t hehr echaFﬁéefbcmeuMﬁéW% DY ]aﬂggte]ffmlttsotbﬁ@f é:f:ﬁél DRI )
euthent allon 13, 0RLL BN A1 U ACCHIDLop DL BELIET Seapypts e

read encr I nformat i on using € device u

a key \Ahﬁamggrtmﬁ_tﬁsq&rég1n9haﬁegta”@2ﬁeafé §@ofnsqﬂ'é1;éaednﬂa%n¥e0c hpcldde, the

second 21 authentication unit. 1 12. The digital work protection system of
Claim1l,seBseyein 2 the record/ playback device further includes: 3 a content
purchasi ng unit operable to purchase the 4 content by transmtting to an
ext ernal sour cEh@ayraersmi5s sinfnomesteipari ohonnpays 0 cf the fiodel hehapet ents and
6 a content receiving unit operable to receive the 7 content that has been
pur cHhasedeviaad Y@Pmwoardarins pseepsedng comanmel fhe chetratereflthst or age
unit. 1 13. The digital work protection systemof Claim1, wherein 2 the
recor d/ pFaybaek H%E‘Ffé}émf‘%rfﬂ%e? nEF RS Yont EREN3 | udgment unit operabl e

to j udge whether,a content. stored in_the 4 internal storage unit is the
ot et EHARSHASS hap eSS S i 05 Per Covin Be SrsS SiRg EACTY Fon um

| . . ! . N )
write uee SRR PR et el B U R Ta o b o Tl 0B, 8% ne
encryptigon ndtaPesd ofdws o heeRei¥phbAl MBEPet h@e@tﬁ%t@ﬁteﬂ ssdgent unit |

udges the content to have the perm ssion, 10 and 11 e wite unit perforns
the Wi tang swhetsrting east gadl i sdiidgrephond Auqbidgas the so=snt,iko have

the permssion. 1 14. The digital work protection systemof Caim1l,
wherei n 34 Internet 10 (step S539).
In response, the PC 650 receives the new telephone number
(step S539), and outputs the received new telephone number to
the mobile phone A 300m (step S540).

20 Upon receipt of the new telephone number (step S539), the
judgment unit 360m of the telephone number A 300m deletes the
current telephone number from the unique information storage
unit 310m (step S541), and writes the received new telephone
number intotheunique information storageunit 310m (step S542).

2b

(4) Other Modification

The above description is given to model change systems
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2 the record/ pl ayback device further includes a recording 3 nedi undevice-|]
udgnent unit operable to j udge whether a recording 4 nmedi um devi ce
attached to the record/ pl ayback device is the 5 recordi ng nedi um devi ce
that has perm ssion received in advance 6 for the encryption unit to
encrypt the content stored in the 7 internal storage unit based on the

devi ce unique information, 8 and for the wite unit to wite the encrypted
information into 9 the recordi ng nmedi um device, and 10 the encryption unit
perfornms the encryption when the 11 recordi ng nmedi um devi ce-j udgnent unit

j udges tbacheedr ¢hneh ke desli wB glemiito d)avg bhecper nkssh Wy @Hukd 3 the
wite unit perfornms the witing when the recording 14 nedi um devi ce-|
udgment wodeljchedges sy bheeins garrdiorgsiesk elnctiaviges dindeal hatvieort BE ey m ssi on.
1 15. The digital work protection systemof Caim1, wherein 2 the

recor di ngontsdagi devi ckafiget Gfrtipe esaaresr medh urhss Intigqueeti.nf or mati on t hat
is unique to the recording mediumdevice, 4 the internal storage unit
stores a uni quéetnfidrnBerbAiaype FRIPYESSoBi B¢ SRRt Rhahge COMtEMS t he

uni que infornmation type 6 showing whether the content is to bei] encrypt ed
based® on™ERETREY I RES A TSRS i R P it i TAY BF ARRLIRAEAA BRAGLSHANES mat i on,
8 the recorg/BI bac devi%e.furiger i@qaﬂgf%xgrynigue 9 inf rna%!on

j udgment Seri-t o%%?%b T3 8°j uaag? L2 Y hg tot & “tg i q laa nforivat i on
type sto i int Lk, t he {i.J.s to be
encr ypt e%ggésgélé %%otvﬁeﬁggggci&ag{rﬁaﬂﬁgg%hi %@%‘?m%nag%gte?ép% i ulr\r)1euni gue

i nformat irfgRerhd2 conk2dtherehsy YRl tidtdd oy Phe R QM based on
the 14 device unique information to generate the encrypted information 15
when t heaymni,quge cnf o fai 1 A1 y vdgeRibowdmbddé Ldgas gehey ot 600g Wb ilok be
encrypted based on the device unique information, and (ii) 17 reads the
medi WOn udbgaendafiorohtve dntfemmtt bennecoi on mg ynediamsi8 ugddeidcee t@egncr ypt

the content based on the read nedi umuni que 19 information to generate the
encr ypt edhpni' Beaal remehed: the emi¢ue 20 i nformation judgnent unit judges
the content to be encrypted 21 based on the nedi um uni que information, 22
the decryption unit (i) decrypts the read encrypted 23 informati on based on
t he devi%e u§£ﬁue information to generate 24 the decrypted content when the
uni que | t6r Fbn judgment unit 25 ) udges the content to be encrypted
based on the i ny i f I i1 ead he _.medi um uni que
i nformation f?§%$%%ﬂ#gkgﬁggﬁgafggqﬁgg%ﬁﬁ&,e%?%gEﬁgkggc?y%?&tﬁg read

encrypt edo28ckpEpsaBld ARV 14 LRe qUsel Of o ke 188 cBREGEMIAY QY@ hifAf or mat i on
29 to generate the decrypted content when the unique information 30 |
udgnent dNEiM jcawdgesIh e icGoshea) upprbRo&alt rompirest baked:osr tdae adhedevi ce

uni que information. 1 16. A record/playback device for recording a content
that is 2ha giljickald fwek tihet noki perphedrice Ay ezl ditrfg amedi tihe delM cerand for 3
pl ayi ng back the content, conprising: 4 an internal storage unit operable
to storethatohs edttaghad 'fopn dhe apgiim PRBRR; A6ta Whif GedLlef BPRBEI on
storage unit_operable to prestore, 7 device unk ue i ornatiogethat i's

1, N
uni que tB't#él %tdfvrﬂlé"ybHEinré%del change, t model change vice

20 may perform detachment of the SIM card from the mobile phone
A and attachment of that SIM card to the mobile phone B.

As apparent from the above description, the internal
storage unit 303 of the mobile phone consistent with the present
invention is generally limited in its memory capacity.

25 Conventionally, thislimitationresultsinthe followingproblem.
In the case the internal storage unit is full with digital works,

the user is required to delete some of the digital works stored
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8 device; 9 an encryption unit operable to encrypt the stored content 10
based on the prestored device unique information to generate 11 encrypted
information; 12 a wite unit operable to wite the generated encrypted 13
information into a storage area of the recording nedi um device; 14 a read
unit operable to read the encrypted information 15 fromthe storage area of
the recordi ng nedi um device; 16 a decryption unit operable to decrypt the
read encrypted 17 information based on the prestored device uni que
information 18 stored in the unique information storage unit to generate a
19 decryphath< ontehhal andr2gecaufl abaskeuhd b QRS Abher{ & RlcdYodske t he
generated 21 decrypted content. 1 17. The record/pl ayback device of Caim
16, wherpunrcRathegeasoypérodigihtd]l enorly,ptexr hiee scoplenhasstoggi®he wevice 3
uni que information as a key to generate the encrypted information, 4 and 5
t he decrpptibasungt adethgpt dightateddrencrypted 6 i nformati on using the
device unique information as a key. 1 18. The record/ pl ayback device of
Cl ai m 16, wherBPWeYeX haa @FRFYHIT P (it PgERsEPat BVaNELPNe ReySehalS i s
unique 3 to the content, encrggts the generated title key using the device
4 unifuedlhPBRAE BROLES SEMEYT Lo bty e ahke FEAFFCetn tine nieinals
encrypts the content i,ng the generated title ke s,a key to 134 6
generatesgﬂréﬁﬁr?ﬁ?%dHi§ﬁ%éWF}na %Vb%%éﬁaf%’t%geeﬁ83§b?e%h%n?Tﬁ%ﬂ tion
that is Soz@cocfﬁéﬁ' nQ;[ mEB?Hﬁ”&E%)&?Qd g'h_%' a2 KE ¥ el eﬁ_hf‘e”%w&gg fantent, 9
the wite unit wites the encrypted information that is conposed of the
encrypt edotidd @ neeyigndat e BAC VRt thE aieent , 1A ke naead runk te feads the
encrypted information that is 12 conposed of the encrypted title key and
t he encryphedyapicnis skt 14 diheideerypl isonnayd adesroptRethd rencr ypt ed
title key 15 included in the read encrypted information using the device 16
uni gle i déoicatiiahoas o kiayg tbhegemgrtat vo pldgdagk o te tigikey, wolrksand
decrypts the encrypted content included in the read encrypted 18
i nf or mat henhasi pgrehesddcr Vst ad qdndesiuedreas thekeyeroigendiavedi19ot he
decrypted content. 1 19. The record/ pl ayback device of Claim18, further
conpri si Rgrohase;3ad SERFRMIRAMOEE (APt teperabke 1v-pertorintamgd 3
authenticgtion with a second authentication unit included in
storage area.
Further, with the above construction, a content encrypted
15 and stored by a certain main device into a recording medium is
not possibly decrypted and played back by any other main device
although the recording medium is attached thereto. That is to
say, the present invention achieves an effect of meeting
copyholders’ demand that acontent storedbyacertainmaindevice
20 into a recording medium device attached thereto be prohibited
from being decrypted or played back using any other main device
although the recording medium device is attached thereto.
Still further, the present invention achieves the effect
that a content provided with a certain usage condition is
25 permitted to be played back only when the usage condition is

met.

Still further, the present invention achieves the
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4 the recording nmedi um device before the wite unit wites the 5 encrypted
information into the storage area or before the read 6 unit reads the
encrypted information fromthe storage area, and 7 wherein 8 the recording
medi um devi ce further includes the second 9 authentication unit operable to
perform nutual authentication 10 with the first encryption unit included in
the record and playback 11 unit, 12 the storage area includes a first
storage area and a second 135 13 storage area, the second storage area
being witable and readable 14 only when the nutual authentication is

est abl i shedh Ry, ithe efricket dBoRAURSEN | GRIHRN Y4Bt a Jbrddieh WaiheqebiteWites
the encrypted content into the first 17 storage area, and only when the
mut ual awdemdtirid @Ainsdégiest ablhsheds bya trhey faist dawtikentheat hge unit,
wites the 19 encrypted title key into the second storage area, and 20 the
read uni treEadsed aa emdcgyphédlycosténtain otetime fis plerdil tetcor agerasda, and
only when the nutual authentication is 22 established by the first

aut hent i cantd e ayback Feadontentehdhast dgvesbeen Imutahadsedbmnchetgeednd
storage area. 1 20 . A portable recording nedium device that includes a

st or age 2 raf &8 3614 LG0P ¢ e AEVY SRRY CRER et v BAdNtdRMiqeswithaehed to 3
a record/ pl ayback device, wherein 4 th r%cord and pl ayback includes: 5 an
i nt er nal %Héi%ﬁﬂ?lﬂﬁqpeéﬁlpﬁt§Pn§gesF8P§§8 Gnit 6 operable to store a
content that is a digital work; 7 a unique information storage unit
operable to S prestore device unique information that is unique to the 9

record/ph@yQQ@ﬁiggﬁkpggBégIﬁENgngryption unit operable to encrypt the
ase

stored 11 conten : on the prestored device unique information 12 to
generate encrypbed dedoripdisaniislgidemrid @ dhitOPHN 8ib0r Wit Eof he

generated 14 encrypted information into the storage area of the 15

recondi ngymdirumoddvi(cer ilGustirétad)eadnuhstenpewdbheptofeenadt he

encrypted 17 information fromthe storage area of the recordi ng nmedi um
embodiment 5 of the present invention.

The digital work distribution system 100i has a
construction similar to that of the digital work distribution
system100. Thus, descriptionisgivenmainlytothedifferences

15 with the digital work distribution system 100.

Thedigitalworkdistributionsystem100iincludesamobile
phone 3001 and a memory card 400i or a memory card 400p instead
of the mobile phone 300 and the memory card 400, respectively.

The user attaches either of the memory card 400i or 400p

20 to the mobile phone 3001.

5.1 Construction of Memory Card 400i
As shown in FIG. FIG. 27, the memory card 400i is composed
of a type storage unit 414, an authentication unit 490, a first
25 external storage unit 412, and a second external storage unit

411.

The type storage unit 414 prestores information showing
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18 device; 19 a decryption unit operable to decrypt the read 20 encrypted

i nformati on based on the prestored device unique 21 information storedin

t he uni quei nformati onstorage unit 22 to generate a decrypted content; and
23 a playback unit operable to play back the generated 24 decrypted
content. 1 21. The recordi ng medi um device of Caim 20, wherein 2 the
encryption unit encrypts the content using the device 3 unique information
as a key to generate the encrypted information, 4 and 5 the decryption unit
decrypts the read encrypted 6 information using the device uni que

i nformat joBeasnd k§¥e Lnie. ilheheeeg)%g' be fRdipm ey cerf 458 a1 m 20,

wherein 2 the encryption unit generates a title key that is unique 3 to the
content, encryphg dlendaneiatieth Lhtkes kEyetFordst biga DRV §€- Ao 4150 1L
information as a key to generate an encrypted title key, 5 encrypts the
content tgpegmtibeagenachtrdithtlienkeythstise kaythen bl getiesatenian Fwr ypt ed
content, and generate the encrypted 7 information that is conposed of the
encrypt edinciitdedkép &hd mbeiBeepbeypt 8d0tontent, 9 the wite unit wites
the encrypted information that is 10 conposed of the encrypted title key
and the encrypted Ebptermxtempl gtonage usad AALthpeadsSEMRENEEAR ed
information that ,is 1% conposed of the encrypted title key and the

encrypt ed°EoRAtBAENI18NEHED EE??%giSﬂnE%??'decrypts the encrypted title key

14 included in,the read encrypted.infaormati.o si ng the devic 5 .uni que
i nf or mati on agr%e P& S %’é‘%\ee%(‘g? S&%@@Fy%rfletdggiEtjlseglgé%/H}oW6u3ﬁg W& ypts the

encr Yt ed Qe IO SLuded oy Lhe LA NFEUR! Stbled HLar MRt on i g the

decrypte as a key to generate the decrypted content, and 19

the recopdbnfe PRANLBORRVIER, 4 PELHEBEhERE] 84 01 898 yahed [tQe Al &drdg the
encrypted information that is conposed of the 21 encrypted title key and

t he Bncrypied a0Akeeenlsddcedbeul B9 Padiftgmeedi UMHEEY & 66nafe Heinn122,
wherein 2 the record/pl ayback device further includes a first 3

aut hent i sadrageunnitopet abhe & osperdgs mmd Udr aitdmEmg catanyptédM th a
second aut hentication unit included in the recording 5 medi um devi ce before
the witeop@aptenptedsinfereneigpt adhch rifidrndts slesanidachd agtesr.-age area or
before the read unit reads 7 the encrypted information fromthe storage
area, 8 the recording nmedi um device further includes the second 9

??ﬁgfngLﬁﬁéi??%%QEQF?P$%3$%ﬁ%éﬁ?#?”éé? ﬂmﬁyal authentication 10 with the
p C t ecord and pl ayback 11 unit,
15 As shown in FIG. 27, the memory card 400p is composed of
a type storage unit 415 and an external storage unit 410.
The type storage unit 415 prestores information showing
a first type that is the type of the memory card 400p.
The first external storage unit 410 has a storage area
20 for storing the encrypted content.
Here, the memory card 4001 and the memory card 400p differ

in that the memory card 400i has the authentication unit while

the memory card 400p does not.

25 5.3 Mobile Phone 300i
As shown in FIG. 27, the mobile phone 300i includes a first

encryption/decryption unit 382 and a second

94



12 the storage area includes a first storage area and a second 13 storage
area, the second storage area being veritable and readable 14 only when the
mut ual authentication is established by the first 15 authentication unit,
138 16 the wite unit wites the encrypted content into the first 17
storage area, and only when the nutual authentication is 18 established by
the first authentication unit, wites the 19 encrypted title key into the
second storage area, and 20 the read unit reads the encrypted content from
the first 21 storage area, and only when the nutual authentication is 22

est abl i shedhythebnyskartbeabhcahien3pni tnseadstbe ensrypted 23 title key
fromthe second storage area. 1 24. A nodel change device used for

repl aci ngnariyptibnZ deecgpdiphayliacs Oeva t ehambbidsetoend 300 includes.

recor d/ pl aybackdevi ce due 3 to change in a contract between a user and a
servi ce puaviheer, thethebilesphome ot plinydlackdew tegpberagdusabt e3%hder the
contract, 5 wherein 6 the first record playback device includes: 7 a first
i nt er nal agddrhgyauthent dpekapnanig 33Gr e ¥4t QUMERESPAGE , itheameb it al wor k;
9 a first _unique_information storage unit operable 10 to prestore device
uni que | HPBPRB?SBH M USS FPRQS NG S131PReE| TR tEhasSord/ Ehﬁyb%kl%levi ce;
12 a firsé encgéption unit operable to encrypt the 13 content stored in the
first inPEPRAl orage unit based 14 on the device unique information
stored in the first unique 15 information storage unit to generate
encrypted 16 information; 17 a first wite unit operable to wite the
generateQI%SnggrﬁgggdUhggogggtion into a storage area of a recording 139
19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43

44 45 When either the memory card 4001 or the memory card 400p
10 is attached to the mobile phone 300i, the type read unit 391
reads the second type information from the type storage unit

414 of the memory card 400i if the memory card 4001 is attached,

or reads the first type information from the type storage unit

414 of the memory card 400p if the memory card 400p is attached.

15 Successively, the type read unit 391 outputs the first
type information or second type information whichever is read

to the control unit 3661.

(2) Control Unit 3661
20 The control unit 3661 receives the first type information
or the second type information from the type read unit 391.
In the case of receiving the first type information, the
controlunit 366i instructsthe firstencryption/decryptionunit
382 to perform encryption/decryption processing.
25 In the case of receiving the second type information, the
control unit 366i first instructs the authentication unit 390

toperformmutual authenticationwiththememorycard400i. Upon
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medi um device, a first read unit operable to read the encrypted infornmation
fromthe storage area of the recordi ng nmediumdevice; a first decryption
unit operable to decrypt the read encrypted informati on based on the device
uni que information stored in the first unique information storage unit to
generate a decrypted content; and a first playback unit operable to play
back the generated decrypted content, the recordi ng nedi um devi ce i ncl udes
the storage area for storing the encrypted information, the second
record/ pl ayback device includes: a second internal storage unit that

i ncl udes rg@Reki Pi BENA £ SERL RO 3083 chRfvel OF ist@gc@ seenh et Rdad s 45 &, fi gi tal
wor k; a second unique information storage unit that includes an iInternal
storage arem theya st osh i HAeMdrEenUBi3QEe HHY 66 MBEd DAL 18 330Kk eyt i on
unit operable to encrypt the content stored in the second internal storage
uni t baseteoaetheddexncegptihbgiéecnypt i i amist I Edd pdhoecond uni que
information storage unit to generate encrypted information; a second wite
uni t opeeapreptdonrieeryvheigeneracesdsemer ypilde rinaftdmedtyi, ompont o t he st or age
area of the nenory device, 140 46 47 48 49 50 51 52 53 54 55 56 57 58 59
60 61 1 pegeiving ynfoymabiansieehaatbue hiingperebi®it o read the
encrypted informpatjion fromthe staorage .area of the ry device; a second
ocrypt i BHEGRRETBRELARI E0b it Ayt e CPeaa e HERS po Bl | WAORARGASH based on
t he devigreli n%ggg information store éggt§e second uni que i nfornmation

st orage uni 0 genera%e a decryp?edccon eht; and a second pl ayback unit
operable to play back the generated decrypted content, and the nodel change
device includes: a third read unit operable to read the device uni que

i nf or mat i 9NsAQFeEnt DEREL bk StANE qued nf or mat i onstorage unit, and delete the
device unique information fromthe first unique information storage unit;
and B third wipen urdde igpercdble bathehtechhion eqls thewd €0 M ipae tihef or mat i on
into the second unique information storage unit. 25. The nodel change

devi ce ofokadin eaitwhesei nthdeadihent reatviran amd tpl3Back figmis f ur t her
includes: a first condition storage unit operable to store usage condition
i nf or mat Fodl 5PRUR NS AP PRT P S¥RPY iRt t3WH T qidd of wikd Edstent; and a
first condition,%udgnent,uq#é ogerable to %udge ?ﬁeth%{ use of the content

i s perm FEERPREEL? BIAG VRS St4Rd OS5 % PIRY AN dr (At BRER G4 N t he

first Coggléﬁgncgrtl {*ggeurluj{]tl:t36€{]dinformation showing whether the

15 authentication has been performed successfully or

unsuccessfully.

(4) Second Encryption/Decryption Unit 381
The second encryption/decryption unit 381 has a
20 construction similar to that of the encryption/decryption unit
380b.

That is, the second encryption/decryption unit 381
generates a title key, and encrypts the title key using a unique
key to generate an encrypted title key. The second

25 encryption/decryption unit 381 also encrypts a content using
the title key to generate an encrypted content.

In addition, the second encryption/decryption unit 381
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t he second record/ pl ayback device further includes: 141 11 12 13 14 15 16
17 18 19 20 21 22 23 1 2 3456 7 8 9 10 a second condition storage unit
having an internal storage area for storing usage condition a perm ssive
condition for use of the content; and a second condition j udgnment unit
operable to j udge whether use of the content is permtted according to the
usage condi tioni nformati onst oredi nt hesecond condition storage unit, the
third read unit further reads the usage condition information stored in the
first condition storage unit, and del etes the usage condition information
fromthe déesypeondid et ryboeagei thetke@nthathest besd Foh & Hematiyt €s the
read usage condition information to the second condition storage unit. 26.
The nodel cehdang@0 detvs cxerofrdllaaitthe2 4 i tileerkeiyn el ftinest deeegpdsplagback
devi ce and the second record/ pl ayback device are separately connected to
t he nodel enhaygeedevntenti bhat rist week,, from tthe memoegdcand t4 {ikr beimg t he
readi ng and the deletion of the device unique information stored in the
first uni®gie JeNOFFERd dnlsiorkaye timidengrateh&hgec@pitRntand the third wite
unit perforns the witing of the read device unique information into the
second uni que information storage unit via the network. 1 27 . A nodel
change deg%feFused éor cqpcerdg%£§ r.ecor p%a§%§ck 2 device that has been

4

1rst Enc (o) t1ion af . .
usabl e un S CONt PACT TDEtWEen 4 Yhser land 3 a service provider

wherein 4 the ﬁg&pqQ&gEag%%ggng§%9ﬁeE@§BFg??;FﬁagnﬁgQtﬁégag_storage uni t

operable to store a content Is a r 7 a uni que

I nfor mat | @on $t Al @GN im0RET 3 @ Hed B RAPLEBRG dek) yHeYbReuH DL 4980,
information that is unique to 9 the record/pl ayback device and ( i

contract i nformidtons 10he gdasdigng iy icondeat/pttiba e 382 BAkaYpts
information 11 being independent of the contract information; 12 an
encr yiot i o aomittengpes abhf & voaigoner ypy tdhegecenténtad &stromesdd nohhentnt er nal
storage unit based on the device 14 unique information stored in the unique
i nf or mat i BhtdStEe eragy Piiion/decgersianaindic §pdeg rivetorivhe eparyesed wite
unit operable to wite the ggnerated )

content that is read from the memory card 400p using the unique

key to generate the content.

15 5.4 Operations of Digital Work Distribution System 1001
Now, description is given to the operations of digital
work distribution system 100i with reference to the flowchart
shown in FIG. 28.
When either the memory card 4001 or the memory card 400p
20 1is attached to the mobile phone 300i, the type read unit 391
reads the second type information from the type storage unit
414 of the memory card 400i if the memory card 4001 is attached,
or reads the first type information from the type storage unit
414 of the memory card 400p if the memory card 400p is attached.
25 The type read unit 391 outputs the read first type information
or second type information to the control unit 3661 (step S351).

Upon receipt of the first type information (step S352),

97



17 encrypted information into a storage area of a recording 18 nedi um
device; 19 a read unit operable to read the encrypted 20 information from
the storage area of the recording nmedium 21 device; 22 a decryption unit
operable to decrypt the read 23 encrypted i nformati on based on the device
uni que 24 information stored in the unique information storage unit 25 to
generate a decrypted content; and 26 a playback unit operable to play back
t he generated 27 decrypted content, 28 the recordi ng medi um devi ce i ncl udes
the storage area for 29 storing the encrypted information, and 143 30 the
nodel chapge dewireg uicd 8868 1 ndk rd Jr@ach dfh b sORIARIR il /Rrd Jh8 sont r act
information 32 fromthe unique information storage unit; and a

cancel | at it UBg2 OPesabf €rit e fot IB N ASFTIGn3 b riczeeanegl. the contract
with reference to the read contract 35 information. 1 28. A nodel change
devi ce usedspomseharige niest i ersiryponitaratie @ yptden wnich 38 2r peatfdipsayback
device is usable to a second 3 contract, the first contract being nade

bet ween aemseypihehAdaciydt ket mraadssd ng odtder S338)t.he second contract
bei ng made between 5 the user and a second service provider, wherein the 6
recor @ pl aybaclCHdfic @ Ghd ddest, rPeR TRCEiRAl °§t 6hgeedane bpesable to
store a cpn%ent 8 that is a gigit | work; z a,uni%ge i nformati on storage
uni t oper BBFTEIERIVAELER 732 HevinGeCORF §Rt YHfoP Rt Oif ThafsitEuGhfque to
the 11 regor | i ce. i [ ract i.nf.orpation
regardinggﬁﬁgﬁﬁ¥%%$%%%ﬁﬁgﬁb§$l?E%Nggf?8é£§§£ﬁnlgﬁgﬁiﬁ é%ﬁﬁ%%gﬁtﬁgphg

i ndependeny ﬁésﬁ&%&,oml{éi%tutln%dgrﬁc%rt | %:itlégfena%@ﬁ@m&icgeegnicheoper abl e

to encrypt the content 16 stored in the internal storage unit based on the

devi ce 173y antei ¢t irmainian 49obedth8 héigo i chbel i4tfoar matiepns383t or age
unit to generate encrypted information; 19 a wite unit operable to wite
t he generwtied 20 encrhptteidtatifoor et ismrdentsdud Ykaepge3adeayns)a treordi ng
144 21 nedium device; 22 a read unit operable to read the encrypted
authentication unit 390 waits for the authentication unit 490
of the memory card 4001 to authenticate the authentication unit
390 (step S355). When the authentication by the authentication
unit 490 is successful (step $356, YES), the control unit 3661
15 instructs the second encryption/decryption unit 381 to perform
encryption/decryption processing. In response, the second
encryption/decryption unit 381 performs encryption decryption
processing (step S357).
In the case authentication in the step S354 or in the step

20 S356 is unsuccessful, the control unit 3661 terminates the

processing.

5.5 Overview
As described above, in embodiment 5, the mobile phone
25 Jjudges whether a memory card attached thereto includes an
authenticationunit based on the memory card type. When judging

that the memory card includes an authentication unit, the mobile
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23 information fromthe storage area of the recordi ng nedium 24 device; 2a
26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 a decryption
unit operable to decrypt the read encrypted informati on based on the device
uni que information stored in the unique information storage unit to
generate a decrypted content; and a playback unit operable to play back the
gener ated decrypted content, the recordi ng nedi um device includes the
storage area for storing the encrypted information, and the nodel- change
device includes: a read unit operable to read the first contract

i nf or mat iphwnferper fdrensianquept hboy datrppt sdwpageesniihy va tdotite aetond
cancel | ati on and change unit operable to perform processing to cancel the
first cosncaypPbiorndestrapsioa eolt he Aldgd niitrisie lyonvhast] Udgioanhhadn, and
perform processing to make the second contract to generate second contract

i nf or mat it&% FEFRLYi RrEnECIecNE Emtudtan andhenliced 19Ri tndper thee to
wite the 2$qer ted second contrac%,inf&rnation into the,uniqﬁﬁbiﬁfornation
storage URPEICRRPHRPET EOTRR SPCryPELSRY PEEF YPhE BPMFOSST SERG + HetiRi que

i nf or pat iqQn st nit., 1 2 A _nodel. . change device used for replacing a
firstg?4§qrsg %é%%&gyﬁfé§8§8 %HE&nguﬁth asecondr ecor d/ pl ayback devi ce due
3 to change in a contract nade between a user and a service provider, 4 the
first record/pl aybackdevi cebei ng usabl e under the contract, 5 wherein 6 the
first reear drplrarhack pdevnegrnmckudes: 7 a first internal storage unit
operable to store a 8 content that is a digital work; 9 a first unique

i nformati on stroagedasddimpesablsegilfet aopaesigiten devirkedust gleut Hdor mat i on
that is unique to 11 the user, the first unique information storage unit
bei ng 12sgstamhdble flnom théubtrstedicordspsagbbckitevprefedBed first
encry&tion unit operable to encrypt the 14 content stored in the first

i nt elthal egbedamentnft cbasbd BEesAnthéndetE@uni que i nformation stored in

the first unique 16 inpformation storage unit to generate encrypted 17
i nformati on 18T5ef$f§ftﬁ;iv%rﬁn?fs %&ﬂ%ﬁt?Y%ﬁéﬁe;qﬁktﬁ%%é?ated 19

encrypted information intp a.storage area of. a.recording. 20 medi um devi ce,
o1 b rephreadeonbl st b o S Adeat e SrolyplcHons B o T B from ¢ he

st or age @?gi‘gﬂf 1bBe. repprdi ng. |diim g3 igse‘éji%n 2k il nef é‘ill%cryp“ on uni t

operabl e to decrypt the read 25 encrypted i'nformation“based on the device
uni que 2@;iirREREABEEOR18hOotRE &Ngihg1fhssk &N EkBL L &F NBFd Qi Stayage 27

unit to generate a decrypted content; and 28 a first playback unit operable
to pkmy back theeldbgital work distribution system 100j includes a
content distribution server device 2003, a mobile phone 3001,
and amemory card 400j instead of the content distribution server
device 200, the mobile phone 300, and the memory card 400,
respectively. The digital work distribution system 100j
20 further includes a payment device (not illustrated). The

content distribution server device 200j and the payment device

are connected to each other via the Internet 10.

(1) Content Distribution Server Device 200j
25 As shown in FIG. 29 by way of example, the content storage
unit 201 of the content distribution server device 200j includes

a right information table 610.
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29 generated decrypted content, 30 the recordi ng nedi um devi ce includes the
storage area for 31 storing the encrypted information, 32 the nodel change
devi ce includes an attachnent and 33 detachnent unit operable to detach the
first unique information 34 storage unit fromthe first record/pl ayback
device and attach 35 the detached first unique information storage unit to
the second 36 record/ pl ayback device, and 37 the second record/ pl ayback
device includes: 38 a second internal storage unit that includes-an 39
internal storage area for storing a content that is a 40 digital work; 41 a
second encr yptihriaht iggerasitd onotanks ¢po hdma4d wenitient oSis6oedgen t he
second internal storage unjt based 43 on the device unique information
stored iFFeHR KTl Riet 29 USRUS HRf PHR2 L OR KREIRATAD P YyerfaTall
encrypted 45 infornaéhon' 46 a seconﬁ wite unit operable to wite the
gener at A FSAIE THERE THEPTALIBh | ARG PREL stbriggen oFIen ot tete £28
recormlgﬁrn¥ﬁfwggeviqﬁka49 a second read unit operable to read the
encrypte BY- T fOrhat iOn From t he storage area of the recording nedium 51
devige; 52 a 0 ti 1) r t, r t ad

encrg)pt ed inf g?%a‘??%ng%%g@di%%nﬁaeetndtg\%ﬁcegbﬁﬁfcfgigqﬁgf&ﬁ%‘@r%&??gﬁ@f ored in
the first uni que h@Eg%”ﬁi@Hﬂ B 25808 ioh U khkOr9§REr & & 12 deeryphed
content; and 147 56 a second pl ayback unit operable to play back the 57
gener at atkadletie/piecteanntent. 1 30. A record and pl ayback nmethod for use in
a record/ pl ayback 2 device that stores a content being a digital work into
a portable 3 recordi ng nedi um devi ce and pl ays back the content, 4 the
recordi ng medi um device including a storage area and 5 being attached to

t he recofdl plemaraciCadsyid®®3 6 the record/ pl ayback device including: 7 an
internal storage unit ogperable_to store a content 8 that is a digital work;
and 9 a uni quéSi fSPEFRRLMORISt of AdRY U Up&*Pd oo the PrB.EBre288vi ce

i i . i hat _j ' h d back devi ce, d
e 1 ocdli hg g A7 HatkE HEthatt By SLRGEORaCRR: chia ) FAVDR STepSt

encryptié§¥é4ﬁ%li%95§§%§%0@%th4%ﬂ-based on the prestored device unique

i nformation rate encrypted information; 16 a wite step of

witing the generaledtescsypied skbiafcoLRBET D24 M Hs therstapagder-asea of the
recordi ng nmedium 18 device; 19 a read step of reading the encrypted

i nf or maticans20ringrad bacsyptagecaiemiof the secondidigdrmdilustdeygee; 21 a
decryption step of decrypting the read encrypted 22 informati on based on
t he 1pr estrartedi ldgvibee anisqoeage area for storing usage information

composed of the content ID and the usage right information.

Note that the second external storageunit 411j is readable
and writable only after the mobile phone 300j and the memory
card 400j are mutually authenticated.
20
(3) Mobile Phone 300j

The mobile phone 3003j prestores the user identifier for

identifying the user of the mobile phone 300j.

25 (4) Operations of Digital Work Distributiocn System 100j
With reference to the flowchart shown in FIGs. 31 and 32,

description is given to the operations of the digital work
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23 information stored in the unique information storage unit 24 to generate
a decrypted content; and 148 25 a playback step of playing back the
generated 26 decrypted content. 1 31. A record and pl ayback program for use
in a record/playback 2 device that stores a content being a digital work
into a portable 3 recording nmedi um devi ce and pl ays back the content, 4 the
recordi ng medi um devi ce including a storage area and 5 being attached to

t he record/ pl ayback device, 6 the record/playback device including: 7 an
internal storage unit operable to store a content 8 that is a digital work;
and 9 a dhsguébubnionmaysbemsi@-page unit operable to 10 prestore device

uni que information that is unique to the 11 record/pl ayback device, and 12
the record andFpraybase priggiam tonpiven g the operntyps imr Kimedf
encrypting the stored content 14 based on the prestored device unique

i nf or mat F8rPt® ir52 gerdrante feaR st eant aRb iRt GRPUtIENaS @V EE dstvdreof
witing the generated encrypted 17 information into the storage area of the
recordin Oﬁ%diun118 device; 19 a read step of reading the encrypted
information 20.fromthe storage area the recor.di ng nmedi u evice; 21 a
decrjg?ion st epP Gt FGEEMYDL T hG F38£?853&%E5P§bY%%Jé§’ PBFﬁaf%gmtﬁﬁked on
the pres j i i ar, j t.aredin ni.que .
infornat%%%g or ég&%ﬁﬁgjgﬂﬁ?%§d%%%ggpgﬁ% gﬁﬂfb éanégﬁ%é%F;%%%Elffg 25 a
pl aybacke stefs QlorRled¥ BYsbagKLL hen aanerat el 460860y PERd SHULN 1pl 32. A
conput er readabl e recordi ng medium storing a record and 2 playback program
for use togetheewidipagbaskr deyitttat hat ssbeeast e fe LONEHIYp BiNg .a digital
work into a portable recording nmedium 4 device and plays back the content,
5 the recordi rifparedecaidevifcehe nskeudi hgnd tdteocageeat dd asded SBB3EILNG at t ached
to the record/ pl ayback device, 7 the record/ pl ayback device including: 8 an
i nt eldnal tke epagent it topdualioa sar windevice dilamaleuladtes 8 candiegict al wor k;
and 10 a_uni que informatiaon storage unit operable to 11 prestore device

uni que i fedritnotendeced veAi gaBtentt AR 1t ercotd pl ErkageviEs, and 13

the record gnd Pl ayback &I oA ANLAM! Y00%he content, ID and the
calculated content fee (step S373).

Upon receipt of the user ID, the content ID, and the content

15 fee (step S373), the payment device performs the payment
processing for the user identified by the received user ID to
make the payment according to the received content fee, and
generates a payment certificate (step S374), and transmits the
user ID, thecontent ID, andthe payment certificate tothe content

20 distribution server device 200j (step S375).

Upon receipt of the user ID, the content ID, and the payment
certificate (step S375), the content distribution server device
200j reads the content that corresponds to the received content
ID from the content storage unit 201 (step $S376), generates the

25 usage right information for the read content (step S377), and
writes the received user ID and contents ID in association with

the generated usage right information into the right information
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14 an encryption step of encrypting the stored content 15 based on the
prestored device unique information to 16 generate encrypted information;
17 a wite step of witing the generated encrypted 18 information into the
storage area of the recording nmedium 19 device; 20 a read step of reading
the encrypted information 21 fromthe storage area of the recordi ng nedi um
device; 22 a decryption step of decrypting the read encrypted 23

i nformati on based on the prestored device unique 24 information stored in

t he uni que information storage unit 150 25 to generate a decrypted

cont ent ; taard €261 8 prewisick isttep: abnpkayi sig bapk unhe Y@hdsateeds 278 decr ypt ed
content. 151
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The content information table 620 includes a plurality
of sets of content information each composed of a content ID,
a corresponding content, and a corresponding type of unique
information.
10 The content ID is an identifier for identifying the
content.
The content is a digital work such as a piece of music
or a movie.
The type of unique information shows what unique
15 informationis tobe usedtoencrypt the content uponbeing stored
into the memory card 400k. A shown in the figure, the type of

unique information in this example shows either “medium unique”
q

type or “device unique” type.

20 (2) Memory Card 400k
As shown in FIG. 34, the memory card 400k includes the
authentication unit 490, a first external storage unit 412k,
and a second external storage unit 411k.
The first external storage unit 412k prestores medium
25 unique information which is the information unique to the memory
card 400k. Further, the second external storage unit 411k has

storage areas for storing the unique information type and the

104



10z
10z<t 10%2 &' () -!f$#109& () -!f$#10%R ()-!t $#10% () -t $#10%&R ()-&&7'r' "' O( dEM
B7 10z 1& 10%& ()-F'10%& ()-& 10%& ()-9- 10%& ()-s10% & ()-99
10%9& ()-0(G((())F)dEMB7 10z 1 y10%& ()-yl0%Q& ()-m 10%9& () -
10%9& () - 310%g& ()-&S10%& ()-F)))**>++dEMB7 10z 1- 10%9& ()-,,#10%Q& ()-$
10%9& () - #l"10%& ()-9!' 10%& ()-1 10%& ()-+++ N,,,dEMB7 10z 19
10%9& ()-37 10%& ()-f5 10%& ()-3
10%9& ()-L1z10%& ()-/10%& ()-,,,,,-./10{ \

1L XFLONE () (R ELOUGH () (LB SRR A2 100 10

10g3<s10%)

10@<010%G% () phb ML {d A LOYEES G ) erh ;/%Q@B‘Qé%é?%@é - #1094k

()- @33D3E3I\l34@ 5| 5eF: 10@<s-#10%& ()-

9" 10%& (): % &ﬁﬂ@%&u(th‘e@c&@@ci@@5Y@ﬂ7ﬁl@gagﬂ@ﬁﬂ’lcatlon unit 39
10<3100/&'?/ Lk S#109&' ()-M ~SH10%&' ()-M  S#H10%& ()-My S#H10%& () |v| SH10%¢##

& ()-M9%he; mappkEle phone 300k.
10<s1!'S"10%&' ()-- "10%& ()-@1 "10%& ()- @& 10%& () - @ F&" 10%KK&' () - @ 10
10=H=B>>f ?" @@&@ [ <1: 10
109<10%@&T()-|X-#10%&f()-'a #109%&' () - $#10%9& () --! k$#10%& () --"10%& () - - &@
@E@F@E@A@BUB@Pllﬁophone 300k
10gL- #1090&' L- #109%&' "109& C3" 10%v v & 3"10%
g () @ own in FIQ 3@3 the mo(kgll@e) phone 300k J{r)xcl@fbldes a first
encryption/decryption unit 382 and a third
encryption/decryption unit 383 instead of the
10 encryption/decryptionunit 380 included in the mobile phone 300.
The mobile phone 300k further includes the authentication unit
390. With other respect, the mobile phone 300k includes the

same components as those included in the mobile phone 300.

15 (Unique Information Storage Unit 310)
The unique information storage unit 310 prestores device
unique information that is generated basedoninformation unique

to the mobile phone 300k.

20 (Authentication Unit 390)

The authentication unit 390 performs challenge-response
type mutual authentication with the authentication unit 490 of
the memory card 400k, and then outputs to the control unit 366k
information showing whether the authentication has been

25 performed successfully or unsuccessfully.
(Control Unit 366k)
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#10900&' () --! N#109&' () --L-#1090& ()- @DL-#10%&' ()- @"10%& ()-S! F'1098B&' () -
S\])nb authppgication, the control unit 366k selectively instructs
either the first encryption/decryption unit 382 or the third
encryption/decryption unit 383 to perform
encryption/decryption processing. The selection of the two
encryption/decryption units is made according to the unique

10 information type.

(First Encryption/Decryption Unit 382)

The first encryption/decryption unit 382 has the

construction similar to that of the encryption/decryption unit
15 380.

That is, the first encryption/decryptionunit 382 encrypts
the content using the device unique information to generate an
encrypted content. Further, the first encryption/decryption
unit 382 decrypts the encrypted content that has been read from

20 the memory card 400k using the device unique information to

generate the content.

(Third Encryption/Decryption Unit 383)

The third encryption/decryption unit 383 reads the medium

25 unique information stored in the first external storage unit
412k included in the memory card 400k.

Upon encryption, the third encryption/decryptionunit 383
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content in association with the unique information type showing

“‘medium unique” type into the first external storage unit 412k

5 of the memory card 400k.

Upon decryption, the thirdencryption/decryptionunit 383
uses the read medium unique information as a key to decrypt the
encrypted content that has been read from the first external
storage unit 412k, thereby to generate the content.

10
(4) Operations of Digital Work Distribution System 100k

Now, description is given to the operations of the digital
work distribution system 100k with reference to the flowcharts
shown in FIGs. 35 and 36.

15 First, description is given to the operations performed
when themobile phone 300k obtains acontent andwrites the content
into the memory card 400k.

Themobilephone 300k transmits tothecontent distribution
server device 200k the content ID identifying the content to

20 Dbeobtained (stepS421). Thecontentdistributionserverdevice
200k extracts from the content information table 620 the content
information having the same content ID as the received content
ID (step S422), and transmits the content and the type of unique
information that are included in the extracted content

25 information to the mobile phone 300k (step S423).

The authentication unit 390 performs mutual

authentication with the memory card 400k (step S424). When the
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information. When judging that the type of unique information
that has been received shows “device unique” type (step S426),

5 the control unit 366k instructs the first encryption/decryption
unit 382 to perform encryption processing. In response, the
first encryption/decryption unit 382 reads the device unique
information from the unique information storage unit 310 (step
S427), and reads the content from the internal storage unit 303.

10 The first encryption/decryption unit 382 then encrypts the read
content using the device unique information as a key (step 5428),
and stores the encrypted content in association with the type
of unique information showing the “device unique” type into the
first external storage unit 412k of the memory card 400k (step

15 S429).

Alternatively, when judging that the type of unique
information shows “medium unique” type (step S426), the control
unit 366k instructs the third encryption/decryption unit 383
to perform encryption processing. In response, the third

20 encryption/decryption unit 383 reads the medium unique
information from the first external storage unit 411k included
in the memory card 400k (step S430), and reads the content from
the internal storage unit 303. The thirdencryption/decryption
unit 383 then encrypts the read content using the read medium

25 unique information as a key (step S431), and stores the encrypted
content in association with the type of unique information

showing the “medium unique” type into the first external storage
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In the case where the mutual authentication between the
memory card and the authentication unit 390 has failed (step
S425, NO), the processing is terminated at this stage.

5 Next, description is given to the processing performed
when the mobile phone 300k decrypts to play back the encrypted
content stored in the memory card 400k.

The authentication unit 390 of the mobile phone 300k
performs mutual authentication with the memory card 400k (step

10 S441). When the mutual authentication is successfully
performed (step S442, YES), the read unit reads the encrypted
content together with the type of unique information from the
first external storage unit 412k included in the memory card
400k, and outputs the type of unique information to the control

15 unit 366k (steps 443). Upon receipt of the type of unique
information, the control unit 366k judges whether the received
type information shows the “device unique” type or the “medium
unique” type (step S444). When judging the type of unique
information is “device unique”, the control unit 366k instructs

20 the first encryption/decryption unit 382 to perform decryption
processing (step S445). In response, the first
encryption/decryption unit 382 reads the device unique
information from the unique information storage unit 310 (step
S445), and receives the encrypted content from the read unit

25 350. The first encryption/decryption unit 382 then decrypts
the encrypted content using the read device unique information

as a key (step S446), and writes the decrypted content into the
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internal storage unit 303. Then, the playback unit 304 plays
back the content (step S447).

Alternatively, when judging in the step S444 that the type
of unique information is “medium unique”, the control unit 366k
instructs the third encryption/decryption unit 383 to perform
decryption processing. In response, the third
encryption/decryption unit 383 reads via the read unit 350, the
medium unique information from the second external storage unit
411k included in the memory card 400k (step S448), and receives
the encrypted content from the read unit 350. The third
encryption/decryption unit 383 then decrypts the encrypted
content using the read medium unique information (step S449),
and writes the decrypted content into the internal storage unit
303. Then, the playback unit 304 plays back the content (step

S450) .

8. RECAPITULATION

As described above, the present invention is directed to
adigitalworkprotectionsystemthat is for recordingandplaying
back contents i.e., digital works, and that is composed of a
main device and a recording medium device attachable to and
detachable from the main device. The main device includes: an
internal storage area for storingacontent:; aunique information
storage area for storing unique information that is unique to
the main device; an encryption unit that encrypts the content
stored in the internal storage area using the unique information

stored in the internal storage area; a write unit that writes
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medium device; a read unit for reading the encrypted content
fromthe recordingmediumdevice; adecryptionunit that decrypts
the encrypted content having read by the read unit; and a playback
5 unit that plays back the content. The recording medium device
has an external storage area for storing the encrypted content
that is written by the write unit of the main device or read
by the read unit of the main device.

Here, the encryption unit of the main device encrypts the

10 title key that is unique to the content using the unique
information, and encrypts the content using the title key. The
write unit writes the encrypted content and the encrypted title
key both encrypted by the encryption unit into the recording
medium device. The read unit reads the encrypted content and

15 the encrypted title key from the recording medium device. The
decryptionunit decrypts theencryptedtitle keyusing the unique
information, and decrypts the encrypted content using the
decrypted title key. The recording medium device stores the
encrypted content and the encrypted title key that are read by

20 the read unit of the main device or read by the read unit of
the main device.

Here, the main device further includes: a usage condition
storage area and a usage condition judgment unit. The usage
condition storage area stores usage condition data for the

25 content, and the usage condition judgment unit judges, according
to the usage condition data, whether to play back the content.

Here, the main device further includes an authentication
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unit. The recording medium device includes an authentication
unit. The external storage area includes a first external

storage area and a second external storage area. Prior to the
main device writes the encrypted title key into the recording

5 medium device or the main device reads the encrypted title key
from the recording medium device, the authentication unit of
the main device authenticates the recording medium device and
the authentication unit of the recording medium device
authenticates the main device. When both the authentication

10 operationsareperformedsuccessfully, thewritingorthereading
of the encrypted title key is performed. The recording medium
device stores the encrypted content and the encrypted title key
into the first external storage area and the second external
storage area, respectively.

15 Here, the main device further includes a usage condition
judgment unit. Prior to the main device writes usage condition
data for the content into the recording medium device or the
main device reads the usage condition data from the recording
medium device, the authentication unit of the main device

20 authenticatestherecordingmediumdevice andtheauthentication
unit of the recordingmediumdevice authenticates themaindevice.
When both the authentication operations are successful, the
writing or the reading of the usage condition data is performed.
The usage condition judgment unit judges whether to play back

25 thecontent accordingtotheusageconditiondata. Therecording
medium device stores the usage condition data into the second

external storage area.
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Here, the usage condition data includes information for
limiting the number of times permitted to play back the content,
information for limiting the time period permitted to play back
the content, or information for limiting the total time permitted

5 to play back the content.

Here, themaindevice further includes a content purchasing
unit and a content receiving unit. The content purchasing unit
purchases a content from an external source. The content
receiving unit receives the content that has been purchased to

10 store the received content into the internal storage area.

Here, the main device further includes a content judgment
unit. The content judgment unit judges whether the content
stored in the internal storage unit is permitted to be encrypted
by the encryption unit using the unique information and to be

15 written by the write unit into the recording medium device.

Here, the main device further includes a recording medium
device-judgment unit. The recording medium device-judgment
unit judges whether a recording medium device attached to the
main device is the recording medium device that is permitted

20 to encrypt the content stored in the internal storage area with
the encryption unit using the unique information and to write
the encrypted content with the write unit into the recording
medium device.

Here, the unique information storage area and the usage

25 condition storage area are write-protected and read-protected

against any external devices other than a model change device

that is specifically permitted to read or write the unique
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information and the usage condition data.

In another aspect, the present invention is directed to
a main device which a recording medium device is attachable to
or detachable from. The main device includes: an internal

5 storage area that stores a content; aunique information storage
area that stores unique information being unique to the main
device; anencryptionunit that encrypts a title keybeingunique
to the content using the unique information and encrypts the
contentusingthetitlekey; awriteunit thatwritestheencrypted

10 content and the encrypted title key both encrypted by the
encryption unit; a read unit that reads the encrypted content
and the encrypted title key from the recording medium device;
a decryption unit that decrypts the encrypted title key using
the unique information and decrypts the encrypted content using

15 the decrypted title key; and a playback unit that plays back
the content.

Here, the main device further includes an authentication
unit. Prior to the main device writes the encrypted title key
into the recording medium device or reads the encrypted title

20 key from the recording medium device, the authentication unit
of the main device performs mutual authentication with the
recording medium device. The writing or the reading of the
encrypted title key is performed only when the mutual
authentication is successful.

25 In another aspect, the present invention is directed to
a recording medium device that is attachable to or detachable

from amaindevice. The recordingmediumdevice has an external
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storage area for storing an encrypted content and an encrypted

title key that are written or read by a write unit of the main
device or a read unit of the main device.

Here, the recording medium device further includes an

5 authentication unit. Prior to the main device writes the
encrypted title key into the recording medium device or reads
the encrypted title key from the recording medium device, the
authentication unit of recording medium device performs mutual
authentication with the main device. The encrypted title key

10 1is written into the second external storage area only when the
mutual authentication is successful.

In another aspect, the present invention includes a unique
information read/write unit that is specifically permitted to
read unique information from the unique information storage area

15 of a first main device, and write the read unique information
into the unique information storage unit of a secondmain device.

Here, the model change device further includes a usage
condition read/write unit that is specificallypermitted to read
usage condition data from the usage condition storage area of

20 the first main device to write the read usage condition data
into the usage condition storage area of the second main device
provided that each of the first main device and the second main
device separately has the usage condition storage area.

Here, the model change device is connected to the main

25 device via a network on a regular basis or when necessary. The
maindevice further includes amodel change information-judgment

unit that judges the authenticity of themodel change information.
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The model change device transmits the model change information
to the main device according to contract condition data of the
main device. The model change information-judgment unit of the
main device judges the authenticity of the received model change
5 information. The model change device further includes a unique
information read/write unit. When the authenticity of the
received model change information is established by the model
change information-judgment unit, the unique information
read/write unit writes the unique information that is included
10 in the model change information and that is unique to the main
device intotheunique information storageunitof themaindevice,
or deletes the unique information.
Here, a second recording medium device is attached to the
main device. The second recording medium device includes: a
15 unique information storage area for storing the unique
information of the main device; and a unit used to attach the
second recording medium device having been attached to the first
main device to the second main device.
In a digital work protection system, a main device, a
20 recording medium device, and a model change device that are
consistent with the present invention, the internal storage area
of themaindevice inmost casesis limited in its memory capacity.
Thus, this limitation conventionally results in the following
problem. That is, when the internal storage area is full of
25 digital works, the user is required to delete some of the digital
works stored in the internal storage area to secure a free memory

space before purchasing another digital work, or the user is
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to store some of the digital works stored in the internal storage
unit into a recording medium device attached to the main device
when he decides not to use the digital works anytime soon. In
this way, a free memory space is secured in the internal storage
area of the main device without losing the rights to play back
the purchased digital works. Consequently, another digital
work may be purchased.

Further, with the above construction, when an encrypted
content is stored into a recording medium device by a certain
main device, the encrypted content is not possibly decrypted
or played back by any other main device although the recording
medium device is attached thereto. That is, the present
invention achieves aneffect of meeting copyholders’ demand that
a content stored into a recording medium device using a main
device be prohibited from being decrypted or played back using
any other main device although the recording medium device is

attached thereto.

Still further, the present invention achieves an effect
that a content provided with a certain usage condition is
permitted to be played back only when the usage condition is
met.

Still further, the present invention achieves the
following effect upon model change from a certain main device
to another main device. That is, a newmaindevice that replaces

a current main device is permitted to read and play back the
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Up to this point, description has been given to thedigital

5 workdistributionsystemsconsistentwiththepresent invention.
Yet, it goes without saying that the present invention is in

no way limited to those specific embodiments described above.

For example, the following constructions may be applicable.

10 (1) In the embodiments above, description is given to the
digital work distribution system employing a mobile phone, yet
the present invention is not limited thereto. For example, what
is applicable instead of a mobile phone includes an L-mode-ready
tabletop type telephone, a portable information terminal, a

15 personal computer, or a household appliance, such a television
set, that is capable of Internet connection.

Further, it is described that the content distribution
server device 200 and the mobile phone 300 are connected via
the Internet 10, the mobile phone network 20, and the radio base

20 station 30. Yet, the connection may be made in another manner.
For example, the content distribution server and the portable
information terminal may be connected via the Internet.
Alternatively, the content distribution server device may be
connected to a broadcasting device, so that various types of

25 information including contents are broadcasted in form of
broadcast waves. Here, a household appliance, such as a

television set, receives the broadcast waves, and extracts
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5 algorithm is not limited thereto. Further, although the unique
information used in the embodiments described above is a 56-bit

unique key, the bit length is not limited thereto.

(3) Although the content is stored into the memory card in
10 the above embodiments, the present invention is not limited
thereto. Forexample, the contentmaybe storedintoarecording

medium such as an optical disk.

(4) Although the entire content is encrypted in the above

15 embodiments, it is applicable to encrypt a part of the content.

(5) In the above embodiments, the encrypted content stored
in the memory card is decrypted by the main device (i.e., the
mobile phone in the above embodiments), and stored into the
20 internal storage area of themaindevice. Yet, it is applicable
to decrypt the encrypted content stored in the memory card by
the main device and to play back the decrypted content in real
time. Similarly, the content stored in the memory card and
provided with the usage condition may be decrypted by the main
25 device. When the usage condition judgment unit permits the
content to be used, the decrypted content may be played back

the decrypted content by the playback unit in real time.
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as theinformationstoredintheunique informationstorage area.
Yet, the present invention is not limited thereto. For example,
5 a serial number of a mobile phone may be used as long as the

information is unique to the mobile phone.

(7) In the above embodiments, the usage condition is provided
on a content by content basis. Yet, the present invention is
10 not limited thereto. For example, it is applicable that usage
condition permits to purchase up to 100 pieces of karaoke data
permonth. Inthiscase, when themonth-by-monthbasis contract
is cancelled, for example, the usage condition unit prohibits
reproduction of the contents stored in the memory card or the
15 internal storage area of the main device staring from the next

month.

(8) In the above embodiments, the content or the title key
is always encrypted using the unique information and stored in
20 the memory card. Yet, the present invention is not limited
thereto. It is alsoapplicable to provide themobile phone with
a content judgment unit, so that it is selectable depending on
the content whether to encrypt the content itself or the title
key using the unique information.
25
(2) In the above embodiments, the model change device moves

the unique information stored in the unique information storage
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model change device may be constructed so as tomove the purchased

content stored in the internal storage area of the main device.

(10) The mobile phone may obtain, in addition to the content,
the content judgment information from the content distribution
server device to store into the internal storage area. Here,
the content judgment information shows whether the content is

10 permitted in advance to be encrypted using the unique
information and written into the memory card.

The mobile phone may further include the content judgment
unit. The content judgment unit judges whether the content
internally stored is permitted in advance to be encrypted by

15 the encryption unit using the unique information and written
by the write unit into the memory card. When the content is
judged by the content judgment unit to be permitted, the
encryption unit performs the encryption. When the content is
judged by the content judgment unit to be permitted, the write

20 unit performs the writing.

(11) The memory card may further prestore type information
showing the type of the memory card. To be more specific, the
type of memory card used herein shows a type according to the
25 outer shape of the memory card, a type according to the topology
employed for connection with the mobile phone, a type according

to the manufacturer, a type according to the memory capacity,
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stored in the mobile phone using the unique 1nformatlon with

5 the encryption unit and to write the encrypted content with the
write unit into the memory card.

The mobile phone further includes the recording medium
device-judgment unit. The recording medium device-judgment
unit judges, according to the type information stored in the

10 memory card, whether a memory card attached to the mobile phone
is the memory card that is permitted in advance to encrypt the
content stored in the mobile phone using the unique information
with the encryption unit and to write the encrypted content with
the write unit into the memory card.

15 When judging that the content ispermittedby the recording
medium device-judgment unit, the encryption unit encrypts the
content. When judging that the content is permitted by the
recording medium device-judgment unit, the write unit writs the

content into the memory card.

20
(12) Thepresent inventionmaybe embodied as amethoddescribed
above, or a computer program implementing the above method by
a computer, or even as digital signals representing the above
computer program.

25 Further, the present invention may be embodied as a

computer-readable medium storing the computer program or the

digital signals. Here, the computer readable medium is, for
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operates in accordance with the program.

Still further, the computer programor thedigital signals

15 may be recorded on any of the above recording medium and
transported to another location. Alternatively, the computer
program or the digital signals may be transmitted via any of
the above networks. Thereafter, the computer program or the
digital signals may be executed by another, independent computer

20 system.

(13) Further, the present invention may be embodied as

combinations of the above modifications.

25 Although the present invention has been fully described
by way of examples with reference to the accompanying drawings,

it is to be noted that various changes and modifications will
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a portable recording medium device including a storage

4 area and being attached to a record/playback device; and

5 the record/playback device including:

6 an internal storage unit operable to store a content
7 that is a digital work;

8 a unique information storage unit operable to

9 prestore device unique information that is unique to the
10 record/playback device;

11 an encryption unit operable to encrypt the stored
12 content based on the prestored device unique information
13 to generate encrypted information;

14 a write unit operable to write the generated

15 encrypted information into the storage area of the

16 recording medium device;

17 a read unit operable to read the encrypted

18 information from the storage area of the recording medium
19 device;

20 a decryption unit operable to decrypt the read
21 encryptedinformationbasedontheprestoreddeviceunique
22 information stored in the unique information storage unit
23 to generate a decrypted content; and

24 a playback unit operable to play back the generated
25 decrypted content.
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1 3. The digital work protection system of Claim 2, wherein

2 the record/playback device further includes:

3 a condition storage unit operable to store usage
4 condition information showing a permissive condition for
5 use of the content; and

6 a condition judgment unit operable to judge whether use

7 of the content is permitted according to the usage condition

8 information.

1 4. The digital work protection system of Claim 3, wherein
2 both the unique information storage unit and the condition
3 storage unit are read-protected as well as write-protected
4 against any external device unless the device is specifically
5 permitted to read or write the unique information and the usage

6 condition information.

1 5. The digital work protection system of Claim 1, wherein
2 the encryption unit generates a title key that is unique
3 tothecontent, encrypts the generatedtitle keyusing the device

4 unique information as a key to generate an encrypted title key,
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12 composed of the encrypted title key and the encrypted content,
13 the decryption unit decrypts the encrypted title key
14 included in the read encrypted information using the device
15 unique information as a key to generate a decrypted title key,
16 anddecryptstheencryptedcontent includedinthe read encrypted
17 information using the decrypted title key as a key to generate
18 the decrypted content, and
19 the recording medium device includes the storage area for
20 storing the encrypted information that is composed of the

21 encrypted title key and the encrypted content.

1 6. The digital work protection system of Claim 5, wherein
2 the record/playback device further includes a first

3 authentication unit operable to perform mutual authentication
4 with a second authentication unit included in the recording
5 medium device before the write unit writes the encrypted

6 information into the storage area or before the read unit reads
7 the encrypted information from the storage area,

8 the recording medium device further includes the second

9 authentication unit operable to perform mutual authentication
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13 storagearea, the second storage areabeingwritable and readable
14 only when the mutual authentication is established by the first
15 authentication unit,

16 the write unit writes the encrypted content into the first
17 storage area, and only when the mutual authentication is

18 established by the first authentication unit, writes the

19 encrypted title key into the second storage area, and

20 the read unit reads the encrypted content from the first
21 storage area, and only when the mutual authentication is

22 establishedbythefirstauthenticationunit, readstheencrypted

23 title key from the second storage area.

1 7. The digital work protection system of Claim 6, wherein

2 the record/playback device further includes:

3 a condition storage unit operable to store usage
4 condition information showing a permissive condition for
5 use of the content; and

6 a condition judgment unit operable to judge whether
7 use of the content is permitted according to the usage
8 condition information.

1 8. The digital work protection system of Claim 7, wherein

2 the write unit, only when the mutual authentication is

3 established by the first authentication unit, reads the usage
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6 the read unit, only when the mutual authentication is

7 established by the first authentication unit reads, the usage

8 condition from the second storage area and writes the read usage

9 condition into the usage condition storage unit, and

10 the condition judgment unit judges whether use of the

11 contentispermittedaccordingtotheusageconditioninformation

12 stored in the condition storage unit.

1 9. The digital work protection system of Claim 8, wherein
2 the usage condition information stored in the condition
3 storage unit shows a permitted playback number of times, a
4 permitted playback period, a permitted total playback time, a
5 permittednumber of times for copying the content, or a permitted
6 number of times for moving the content, and

7 the condition judgment unit (i) judges to play back the
8 content only when the number of times of actual playback of the
9 contentbytheplaybackunit isequal toor lessthanthe permitted
10 playback number of times, a date and time at which the content
11 1is to be played back by the playback unit is within the permitted
12 playback period, and a total time of actual playback is equal
13 to or less than the permitted total playback time, (ii) judges
14 to copy the content to the recording medium device only when
15 the permitted number of times for copying the content is equal
16 to 1 or greater, and (iii) judges to move the content to the

17 recording medium device only when the permitted number of times
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2 both the unique information storage unit and the condition
3 storage unit are read-protected as well as write-protected
4 against any external device unless the device is specifically
5 permitted to read or write the unique information and the usage

6 condition information.

1 11. The digital work protection system of Claim 6, wherein
2 the record/playback device further includes an

3  authentication judgment unit operable to judge whether the

4 recordingmediumdevice includes the secondauthenticationunit,
5 and

6 the encryption unit further encrypts the content using
7 the device unique information as a key to generate the encrypted
8 information when the recording medium device is judged not to
9 include the second authentication unit,

10 the write unit further writes the generated encrypted
11 information into the storage area of the recording mediumdevice
12 when the recording medium device is judged not to include the
13 second authentication unit,

14 the read unit further reads the encrypted information from
15 thestorageareaof the recordingmediumdevicewhen the recording
16 mediumdevice is judged not to include the second authentication
17 unit, and

18 the decryption unit further decrypts the read encrypted
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1 12. The digital work protection system of Claim 1, wherein

2 the record/playback device further includes:

3 a content purchasing unit operable to purchase the
4 content by transmitting to an external source payment
5 information for paying a fee for the content; and

6 a content receiving unit operable to receive the
7 content that has been purchased, and towrite the received
8 content into the internal storage unit.

1 13. The digital work protection system of Claim 1, wherein
2 the record/playback device further includes a content
3 judgment unit operable to judge whether a content stored in the
4 internal storageunit isthe content that haspermission received
5 in advance for the encryption unit to encrypt the content based
6 on the device unique information and for the write unit to write
7 the content into the recording medium device,

8 the encryption unit performs the encryption when the
9 content judgment unit judges the content to have the permission,
10 and

11 the write unit performs the writing when the content

12 judgment unit judges the content to have the permission.

1 14. The digital work protection system of Claim 1, wherein
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"109@6()_ﬁgrvtp@%ﬁﬁgryy ton unit to encrypt the content stored in the

7 internal storage unit based on the device unique information,

8 and for the write unit to write the encrypted information into

9 the recording medium device, and

10 the encryption unit performs the encryption when the

11 recording medium device-judgment unit judges the recording

12 medium device to have the permission, and

13 the write unit performs the writing when the recording

14 medium device-judgment unit judges the recording medium device

15 to have the permission.

1 15. The digital work protection system of Claim 1, wherein
2 the recording medium device further prestores medium
3 uniqueinformationthat isunique tothe recordingmediumdevice,
4 the internal storage unit stores a unique information type
5 1in association with the content, the unique information type
6 showingwhether the content is tobe encryptedbasedon the device
7 unique information or the medium unique information,

8 the record/playback device further includes a unique
9 information judgment unit operable to judge, according to the
10 unique information type stored in the internal storage unit,
11 whether the content is to be encrypted based on the device unique

12 information or the medium unique information,
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24 the decrypted content when the unique information judgment unit
25 judges the content to be encrypted based on the device unique
26 information, and (ii) reads the medium unique information from
27 the recording medium device to decrypt the read encrypted

28 information with the use of the read medium unique information
29 to generate the decrypted content when the unique information
30 judgment unit judges the content to be encrypted based on the

31 device unique information.

1 16. A record/playback device for recording a content that is
2 adigital work into a portable recording medium device and for
3 playing back the content, comprising:

4 an internal storage unit operable to store a content that
5 1s a digital work:;

6 a unique information storage unit operable to prestore

7 device unique information that is unique to the record/playback
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13 information into a storage area of the recording medium device;
14 a read unit operable to read the encrypted information
156 from the storage area of the recording medium device;

16 a decryption unit operable to decrypt the read encrypted
17 information based on the prestored device unique information
18 stored in the unique information storage unit to generate a
19 decrypted content; and

20 a playback unit operable to play back the generated

21 decrypted content.

1 17. The record/playback device of Claim 16, wherein

2 the encryption unit encrypts the content using the device
3 uniqueinformationasakeytogenerate theencryptedinformation,
4 and

5 the decryption unit decrypts the read encrypted

6 information using the device unique information as a key.

1 18. The record/playback device of Claim 16, wherein

2 the encryption unit generates a title key that is unique
3 tothecontent, encrypts the generatedtitle keyusing the device
4 unique information as a key to generate an encrypted title key,

5 encrypts the content using the generated title key as a key to
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11 the read unit reads the encrypted 1nformatlon that is

12 composed of the encrypted title key and the encrypted content,

13 and

14 the decryption unit decrypts the encrypted title key

15 included in the read encrypted information using the device

16 unique information as a key to generate a decrypted title key,

17 anddecryptstheencryptedcontent includedinthe read encrypted

18 information using the decrypted title key as a key to generate

19 the decrypted content.

1 19. The record/playback device of Claim 18, further comprising
2 a first authentication unit operable to perform mutual

3 authentication with a second authentication unit included in
4 the recording medium device before the write unit writes the
5 encrypted information into the storage area or before the read
6 unit reads the encrypted information from the storage area, and
7 wherein

8 the recording medium device further includes the second
9 authentication unit operable to perform mutual authentication
10 withthefirstencryptionunit includedinthe recordandplayback

11 unit,

12 the storage area includes a first storage area and a second
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| 19 encrypted title key into the second storage area, and

20 the read unit reads the encrypted content from the first

21 storage area, and only when the mutual authentication is

22 establishedbythe firstauthenticationunit, readstheencrypted

23 title key from the second storage area.

1 20. A portable recording medium device that includes a storage
2 area for storing encrypted information and that is attached to

3 a record/playback device, wherein

4 the record and playback includes:

5 an internal storage unit an internal storage unit
6 operable to store a content that is a digital work;

7 a unique information storage unit operable to

8 prestore device unique information that is unique to the
9 record/playback device;

10 an encryption unit operable to encrypt the stored
11 content based on the prestored device unique information
12 to generate encrypted information;

13 a write unit operable to write the generated

14 encrypted information into the storage area of the

15 recording medium device;
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()-@ ‘= a decryption unit operable to decrypt the read
20 encryptedinformationbasedontheprestoreddeviceunique
21 information stored in the unique information storage unit
22 to generate a decrypted content; and
23 a playback unit operable to play back the generated
24 decrypted content.

1 21. The recording medium device of Claim 20, wherein

2 the encryption unit encrypts the content using the device
3 unique informationas akeytogenerate theencryptedinformation,
4 and

5 the decryption unit decrypts the read encrypted

6 information using the device unique information as a key.

1 22. The recording medium device of Claim 20, wherein

2 the encryption unit generates a title key that is unique
3 tothecontent, encrypts the generatedtitle keyusing the device
4 unique information as a key to generate an encrypted title key,
5 encrypts the content using the generated title key as a key to
6 generate an encrypted content, and generate the encrypted

7 information that is composed of the encrypted title key and the
8 encrypted content,

9 the write unit writes the encrypted information that is

10 composed of the encrypted title key and the encrypted content,

137



11 kYs10%T& ()-9° 109& ()-s 10 10

10=F109%&' ()-!1\" (#109%& ()-z'!a (#109%& ()-zLdE{\= 11 k& ! 109%& ()- &

1098& ()- f1090& ()-910%& ()-109& ()-9 109a& ()-sPdE{\= 1!k3 109%& ()-1
1090& ()-L/ @109F& ()-S, 1099& ()-$ 109F& ()-,#"10%F& ()-Pxnb@

11 k! Xs-#10%&' ()- 10T 10T 10T<GLO%& ()-99f 10%& ()- Y7

1090& () -y5#10%& ()- z[<mb@ 1!k %

1098 () - L#109%&' () - @ @ 109%& () - @-#10%&' ()-! @s- #109&' ()-!1/s-#10%& () -hl mo
pyro\: 1lk!p-#10%bé& ()- 10 10 . _

10=F1bo&' ()-!\tRe paauguqit 1¥ezds smegergrEst ey formaedgrephat is

111 X5#10% br b& () -L90: 10%& ()- !t FY%t10%b& ()--! - #10%b& ()-! N #10%bhb& ()
-1\ D%1099BPBESH) iviEs! cRBRERsE BYak: () keYoamm: the: g toyRReE)contguRvE, () - 10b

10b 10b ~GLO%, () ShERCE]  TOM GALOJE. ()58 GO0 ()81 Q0 B T3
14 included in the read encrypted information using the device
15 unique information as a key to generate a decrypted title key,
16 anddecryptstheencryptedcontent includedinthe readencrypted
17 information using the decrypted title key as a key to generate
18 the decrypted content, and
19 the recording medium device includes the storage area for

20 storing the encrypted information that is composed of the

21 encrypted title key and the encrypted content.

1 23. The recording medium device of Claim 22, wherein

2 the record/playback device further includes a first

3 authentication unit operable to perform mutual authentication
4 with a second authentication unit included in the recording
5 medium device before the write unit writes the encrypted

6 information into the storage area or before the read unit reads
7 the encrypted information from the storage area,

8 the recording medium device further includes the second
9 authentication unit operable to perform mutual authentication
10 withthefirstencryptionunitincludedintherecordandplayback
11 unit,

12 the storage area includes a first storage area and a second
13 storagearea, the secondstorage areabeingwritable andreadable

14 only when the mutual authentication is established by the first

15 authentication unit,
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encrypted ti y into t econd storage’ area, an
20 the read unit reads the encrypted content from the first
21 storage area, and only when the mutual authentication is

22 establishedbythefirstauthenticationunit, readstheencrypted

23 title key from the second storage area.

1 24. A model change device used for replacing a first

2 record/playbackdevice with a second record/playback device due
3 to change in a contract between a user and a service provider,
4 thefirstrecord/playbackdevicebeingusableunder thecontract,

5 wherein

6 the first record playback device includes:

7 a first internal storage unit operable to store a
8 content that is a digital work;

9 a first unique information storage unit operable
10 to prestore device unique information that is unique to
11 the first record/playback device;

12 a first encryption unit operable to encrypt the
13 content stored in the first internal storage unit based
14 onthedeviceunique information stored in the first unique
15 information storage unit to generate encrypted

16 information;

17 a first write unit operable to write the generated
18 encrypted information into a storage area of a recording

139



S#10% & ()- DdEnbCS!
10! L9" 10% u& () - 7#10% u& ()-5"10% u& ()-f, #10% u& ()- @& 10% u& ()-Y

94.0% u& ()-; ThC8! 10! F3 1096°& () - F' 1090°& () - Y" 1094°& ()-910%& ()- 10-u 10-u

10- u=F10% u& () - T?E+dEbC8! 10! 1#10947& () - SL*" 10947& () -

#"10907&' () - MBO! 109G&' () - 3nt 109a&' () - 3nt 109%F& () - ' bC8!

10! F" 109@& () -V d" 109%@& () - s@10%@& ()-m 10T 10T

10T<GLOYT& () - 1#10907& ()- S 8bdEbC8! 10! 3@" 109%@X% ()- 3@ 10%@& () -

Ts! U' 109%@& () - FZ10%@& () - F" 10%@& () - F" 10%@&' () - VHLMNOxnbC8! 10! s" 10%08' () -

10@ 10@ 10 @<F1a84@R ufr) d899¥e]10%@ () - 3F" 109%@& () - 110%@& () - 1mbdEnbCs!
1011 96 109%0% ()- M Y#109%0% ()- Y#109& () -

Y#10908' () - " 10%08 () as8116%08e4d - WINORQFESIb L0 Ite #8RU5&hE) enceypoeBs () - S

100 100 100<GLQU’ () - S, #10%0K!

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

45

information from tg\e storage area of the recording medium
device;

a first decryptionunit operable to decrypt the read
encrypted information based on the device unique
information storedinthe first unique information storage
unit to generate a decrypted content; and

a first playback unit operable to play back the
generated decrypted content,
the recording medium device includes the storage area for

storing the encrypted information,
the second record/playback device includes:

a second internal storage unit that includes an
internal storage area for storing a content that is a
digital work;

a second unique information storage unit that
includes aninternal storagearea for storingdeviceunique
information;

a second encryption unit operable to encrypt the
content stored in the second internal storage unit based
on the device unique information stored in the second
unique information storage unit to generate encrypted
information;

a second write unit operable to write the generated
encrypted information into the storage area of the memory

device,
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50 information stored in the second unique information
51 storage unit to generate a decrypted content; and

52 a second playback unit operable to play back the
53 generated decrypted content, and

54 the model change device includes:

55 a third read unit operable to read the device unique
56 informationstoredinthe firstunique information storage
57 unit, and delete the device unique information from the
58 first unique information storage unit; and

59 a thirdwrite unit operable towrite the read device
60 unique information into the second unique information
61 storage unit.

1 25. The model change device of Claim 24, wherein

2 the first record and playback unit further includes:
3 a first condition storage unit operable to store
4 usage condition information showing a permissive

5 condition for use of the content; and

6 a first condition judgment unit operable to judge
7 whether use of the content is permitted according to the
8 usage condition information stored in the first condition
9 storage unit, and

10 the second record/playback device further includes:
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15 whether use of the content is permitted according to the
16 usageconditioninformation storedinthe secondcondition
17 storage unit,
18 the third read unit further reads the usage condition

19 information stored in the first condition storage unit, and
20 deletes the usage condition information fromthe first condition
21 storage unit, and

22 the third write unit writes the read usage condition

23 information to the second condition storage unit.

1 26. The model change device of Claim 24, wherein

2 the first record/playback device and the second

3 record/playback device are separately connected to the model
4 change device via a network,

5 the third read unit performs the reading and the deletion
6 of the device unique information stored in the first unique
7 information storage unit via the network, and

8 thethirdwriteunit performsthewritingof the readdevice
9 unique information into the second unique information storage

10 unit wvia the network.

1 27. Amodel change device used for canceling a record/playback

2 device that has been usable under a contract between a user and
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5 an internal storage unit operable to store a content
6 that 1s a digital work;
7 a unique information storage unit operable to
8 prestore (i) device unique information that is unique to
9 the record/playback device and (ii) contract information
10 regarding the contract, the device unique information
11 being independent of the contract information:
12 an encryption unit operable to encrypt the content
13 stored in the internal storage unit based on the device
14 unique information stored in the unique information
15 storage unit to generate encrypted information;
16 a write unit operable to write the generated
17 encrypted information into a storage area of a recording
18 medium device;
19 a read unit operable to read the encrypted
20 information from the storage area of the recording medium
21 device;
22 a decryption unit operable to decrypt the read
23 encrypted information based on the device unique
24 information stored in the unique information storage unit
25 to generate a decrypted content; and
26 a playback unit operable to play back the generated
27 decrypted content,
28 the recording medium device includes the storage area for

29 storing the encrypted information, and

143



SH109& () - . ##c$$% 9BBREE: / 10-u 10-u <F10% u& ()- SH#10% u& ()-.
S#10% u& ()-. SH10% u& ()-. SH10% & ()-. SH#10% u& ()-.9BBRE& ' A(uT2/

10 - #109& ()-# - #109& ()-#! - #10% " & () - ##10% & () - #109% & () - #10% (& () -
10-uA( () *k****aB7/ 1!

1029<GL0% & () - - #10% &' () - #- #10% & () - #- #10% & () - #- #10% & () - #! - #10%z& ()
Sgrrrrrru+d, K/ 11 10zI VG 109 () - 98

10967& () - Y% #1096T& () - M #10967& () - M #10967& ()-M 10z 10z4,{,,,-. G xV4K/
11192 109 ()-%9 109 ()-% Q5 109 ()-%L 10%& ()-9%!Q

1099 P& ()-9% Q? té‘fo%@d(s){- @éﬁﬂﬂﬁ/ ﬂPWaée_J_-gcludeS :

1192l /R @ /R - " 109468 -
1"9313@#10A& 0 @D.g@%%OA&(QO ¥a& é/or%%d%ﬁgzgntractinformation

duni
32 from the unique information storage unit; and
33 a cancellation unit operable to perform processing
34 to cancel the contract with reference to the read contract
35 information.

1 28. A model change device used for changing a first contract
2 under which a record/playback device is usable to a second
3 contract, the first contract being made between a user and a
4 firstserviceprovider andthe secondcontract beingmade between
5 the user and a second service provider, wherein the

6 record/playback device includes:

7 an internal storage unit operable to store a content
8 that is a digital work;

9 a unique information storage unit operable to store
10 (i) device unique information that is unique to the
11 record/playback device and (ii) first contract

12 information regarding the first contract, the device
13 unique information being independent of the contract
14 information;

15 an encryption unit operable to encrypt the content
16 stored in the internal storage unit based on the device
17 unique information stored in the unique information
18 storage unit to generate encrypted information;

19 a write unit operable to write the generated

20 encrypted information into a storage area of a recording
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24 device;

25 a decryption unit operable to decrypt the read
26 encrypted information based on the device unique

27 information stored in the unique information storage unit
28 to generate a decrypted content; and

29 a playback unit operable to play back the generated
30 decrypted content,

31 the recording medium device includes the storage area for

32 storing the encrypted information, and

33 the model change device includes:

34 a read unit operable to read the first contract
35 information from the unique information storage unit;
36 a contract cancellation and change unit operable
37 to perform processing to cancel the first contract with
38 reference to the read first contract information, and
39 performprocessing tomake the second contract to generate
40 second contract information regarding the second

41 contract; and

42 a write unit operable to write the generated second
43 contract information into the unique information storage
44 unit, and delete the first contract information from the
45 unique information storage unit.

1 29. A model change device used for replacing a first
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6 the first record playback device includes:

7 a first internal storage unit operable to store a
8 content that is a digital work:;

9 a first unique information storage unit operable
10 to prestore device unique information that is unique to
11 the user, the first unique information storage unit being
12 detachable from the first record/playback device;

13 a first encryption unit operable to encrypt the
14 content stored in the first internal storage unit based
15 on thedeviceunique information stored in the first unique
16 information storage unit to generate encrypted

17 information;

18 a first write unit operable to write the generated
19 encrypted information into a storage area of a recording
20 medium device,

21 a first read unit operable to read the encrypted
22 information from the storage area of the recording medium
23 device;

24 a first decryption unit operable to decrypt the read
25 encrypted information based on the device unique

26 informationstoredinthe firstunique information storage
27 unit to generate a decrypted content; and

28 a first playback unit operable to play back the
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34 storage unit from the first record/playback device and attach
35 the detached first unique information storage unit to the second

36 record/playback device, and

37 the second record/playback device includes:

38 a second internal storage unit that includes an
39 internal storage area for storing a content that is a
40 digital work;

41 a second encryption unit operable to encrypt the
42 content stored in the second internal storage unit based
43 onthedevice unique information stored inthe first unique
44 information storage unit to generate encrypted

45 information;

46 a second write unit operable to write the generated
47 encrypted information into the storage area of the

48 recording medium device,

49 a second read unit operable to read the encrypted
50 information from the storage area of the recording medium
51 device;

52 a second decryption unit operable to decrypt the
53 read encrypted information based on the device unigue
54 informationstoredinthe first unique information storage
55 unit to generate a decrypted content; and
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a second playback unit operable to play back the

generated decrypted content.

30. A record and playback method for use in a record/playback

device that stores a content being a digital work into a portable

recording medium device and plays back the content,

being

the recording medium device including a storage area and
attached to the record/playback device,
the record/playback device including:

an internal storage unit operable to store a content
that is a digital work; and

a unique information storage unit operable to
prestore device unique information that is unique to the
record/playback device, and
the record and playback method comprising:

an encryption step of encrypting the stored content
based on the prestored device unique information to
generate encrypted information;

a write step of writing the generated encrypted
information into the storage area of the recording medium
device;

a read step of reading the encrypted information
from the storage area of the recording medium device;

a decryption step of decrypting the read encrypted
information based on the prestored device unique
information stored in the unique information storage unit

to generate a decrypted content; and
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a playback step of playing back the generated

decrypted content.

31. A record and playback program for use in a record/playback
device that stores a content beingadigital work into a portable
recording medium device and plays back the content,

the recording medium device including a storage area and
being attached to the record/playback device,

the record/playback device including:

an internal storage unit operable to store a content
that is a digital work; and

a unique information storage unit operable to
prestore device unique information that is unique to the
record/playback device, and
the record and playback program comprising:

an encryption step of encrypting the stored content
based on the prestored device unique information to
generate encrypted information;

a write step of writing the generated encrypted
information into the storage area of the recording medium
device;

a read step of reading the encrypted information
from the storage area of the recording medium device;

a decryption step of decrypting the read encrypted
information based on the prestored device unique
information stored in the unique information storage unit

to generate a decrypted content; and
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a playback step of playing back the generated

decrypted content.

32. A computer readable recording medium storing a record and

playback program for use in a record/playback device that stores

a content being a digital work into a portable recording medium

device and plays back the content,

being

the recording medium device including a storage area and
attached to the record/playback device,
the record/playback device including:

an internal storage unit operable to store a content
that is a digital work; and

a unique information storage unit operable to
prestore device unique information that is unique to the
record/playback device, and
the record and playback program comprising:

an encryption step of encrypting the stored content
based on the prestored device unique information to
generate encrypted information;

a write step of writing the generated encrypted
information into the storage area of the recording medium
device;

a read step of reading the encrypted information
from the storage area of the recording medium device;

a decryption step of decrypting the read encrypted
information based on the prestored device unique

information stored in the unique information storage unit
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to generate a decrypted content; and
a playback step of playing back the generated

decrypted content.
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