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Pet er ¢J for BACKGROUND OF THE | NVENTI ON Field of the Invention
Thi s chen ion relates to signal processing of time 10 domain el ectronic
signal%, such as -gideo information stgpals. In particular, the invention
relates to. |npfovenents in scranbling and descranbllng such signals to
prevent unaut hgfg t

secur?ty and conceal rrelﬁfb MMTUS r‘ifdwlcgon at ecPE%g l@"z:orrrmnl y

assi gried U.S. Patent No. §F0350§97SF§§6&§ WI@HtEB@F FTLL1991 to John O.

Ryan (i ncorporated herei'n by ref eTstree). iy oses a nethod and appar at us
for encrypting (scranbling) and dg§é¥§§i§g ﬁdeucranbling)_infprnation_ZO-
signals normally arranged as a succ I nes of active information,
wi th eachsline having a |ine thﬁanps Rfﬁﬁnkzgnnf&nwh as color video

(tel evision) signals. The act i e of reach line is tine
shifted with respect to the hOFIZOént%T) g'%lcf%grtlon of that |ine using

B G H NVENTI
Fji t venti

This invention relates to signal processing of time

10 domain electronic signals, such as video information

signals. In particular, the invention relates to
improvements in scrambling and descrambling such signals
to prevent unauthorized use thereof, including several
‘improvements in security and concealment.

15 Description of Related Art
Commonly assigned U.S. Patent No. 5,058,157 issued
October 15, 1991 to John O. Ryan (incorporated herein by
reference) discloses a method and apparatus for encrypting
(scrambling) and decrypting (descramblihg) information
20 signals normally arranged as a succession of lines of
active information, with each line having a line timing
reference, such as color video (television) signals. The
- active video portion of each line is time shifted with
. respect to the horizontal sync portion of that line using
25 a predetermined slowly varying time-shifting function.
The time-shifting information is conveyed to the
ldgcryption site by encoding the instantaneous value of the
time-shifting waveform for the beginning of each field in
the vertical blanking portion of that field. To provide a
}0 reasonable maximum time-shifting range, portions of the
trailing edge of the active video in the preceding line
and portions of the leading edge of the active video in
the current line are discarded. During decryption, the
original line timing and colorburst signals are discarded
IS and-new'signals are genérated_whichfaté time: displaced

¢



25 a predetern1ned slowy varying time-shifting function. The
time-shifting information is conveyed to the decryption site by encodlng
t he instantaneous val ue of the time-shifting waveform for the begi nning
of each field in the vertical blanking portion of that field. To provide
a 30 reasonabl e maxi mum tinme-shiftinguJgnge, portions of the trailing
edge of the active video in the preceding |line and portions of the

| eadi ng edgg-o3f dhe a@::wge %d&p ﬁdl-t:.orl h:ss; HHe Fiig ﬂr&q Ao car ded.

Duri ng dec |on rigi | and col orpurst signals are
di scar ded fépfrﬁf 5 v‘\?ré’pgtrfzﬁ% ar ‘{’éﬁwﬂgaﬁ*%’é 4P S %ced

-2- f rmmmqw@mwm tartﬂ;jdgcnym:m g:eﬂinmmmompamm e .
encryption,, S 10 MidEs cr ion an
decryption “echni que conrpa{:?lllf)el‘eCﬂl&{!‘%ll %c? %gape %ngé"'ané/

transm sSi omighstidEresmet pighuge |@H§1@Qﬁtﬁ)|¢@w |1’-'ﬂbaﬁ1'¥¢rent s caused by
the int qrn%f‘etrla@tx(a‘n Id¥e i HHPanHL i (?mgmam drf¥ the Chromi nance

consecutive |ne avera in st.ens use col or-hetero ne recording.
The type ofch& q’r?d’gs;ﬁ,%’f*dr R d i VRRRINY SYFERRS ST IR nunber of
sl owly varwdlgﬁuuuﬁsnuuyngnggedrugng. sinusoi dal waveformor a linearly
chang! 19 AT Sinlevmm OF S AP I antfbebiah, B om0
I nput su@na:lrm o taermmhmsmj s llewly ity ingofwicyians, aukch ssusm dal
wavef orm hayiRg A e WEAPor d° I Vihdd Y changing ramp signal.
The rate of change in the signal, i.e. the "wobble", is
relatively slow when compared to the line rate of the
input signals to be processed. For video type signals, a
L5 sinusoidal waveform having a frequency of no more than
about 20 Hz is used. The absolute amount of time shifting
performed is preferably limited to a maximum value which,
in the case of NTSC video signals, does not exceed a total
of 4 microseconds (plus or minus 2 microseconds in each
0 direction). .

- The instantaneous value of the time shifting waveform
function at the beginning of each field is conveyed along
with the field information, typically during the vertical
blanking interval. For example, with respect to a sinu-

5 soidal time shifting function, the starting amplitude of
"the waveform during a given field is transmitted during
the vertical blanking interval as a single byte of
information which, when combined with a separately
provided authorization key, enables a descrambling circuit
0 to synthesize the scrambling waveform function.
Decryption is performed by restoring the original timing
relationship between the horizontal sync (and colorburst)
and the active video portion of the corresponding line.
This is done by genératinq new line timing reference
signals (horizontal sync and colorburst) which bear the
same timing relationship to the active video portion as do
the origindl line timing reference signals before

w



about 20 Hz is used. The absolute ampunt of time shifting perfornmed is

preferably limted to a maxi num val ue whi ch, i n the case of NTSC video
signal s, does not exceed a total ~of 4 mcroseconds (plus or mnus 2
m croseconds i'n each 20 direction). The instantaneous val ue of the

time shifting waveform function at -t Re <begi nning of each field is
conveyed al ong with the field information, ]nggl cally during the verti cal

bl anki ng i rensfyRtiqny Shempresuliing dessranhled signAlestsblibal tine

fS_hi }‘gi ng f ridadin &hga Sja?ééié&cﬁ@,' iswlecmssel ertr $\aared Gﬁiltlldi.ﬁiﬂge_a g: ven
i e is tran ted during... the vert ing interval.as a single

byte of qarﬁ%orq}r?atc&onc%ﬁ %l%eﬁ?%ﬁ’m‘#ég&%f#kﬁmg.e%rtaﬁje?‘{/lsm'brovi ded

aut hor i zat imom itex,/ racdiwar.a descranbling circuit 30 to synthesize the

scranbl i wayv ef=Qr, iy 1 i | §n¥¥ s{ori t he

ori gi nal n’?i i ng ﬂdﬁrzfeﬁtc]i%%q pl (Iﬁé\;\%élelﬁ{ t%%%lﬁ?n% gﬂ}clr%inicﬁ ahd

col or bur st 3B ofythe baxs iGited dbd pdatant Mo e QR rEShorndig | i ne.

This is do G A GndeY 14 | {@ eIt L OHES S

(hori zont alrlqsl%c and 23011 or bur stl; ]'riv\{/ﬁi!'J;cllihlrabwe,gltrl{étahsgf'r saer?z%tﬁn n raefeat i onshi p

to the actideScraRRIeh A% JheFerpPtiahsifagiing. She dessraphlerr ence

- signals befyghh reference to Fiﬁure 1A, three successived-lines &€ryption.
The resul ti escyanbl ed | ana .sqtﬁll ve contain ti ase errors, but
these er¥% é”\dﬁ%ﬁrﬁt‘?} n fay &&%&ﬁ%% f the follow on
t el evi si on successively dyxiimmreasing amounts. (The active video

portions of each of the lines in Figures 1A and 1B are
only fractionally illustrated.) The topmost line
represents a line N having no time shifting between the

L5 active video portion and the end of horizontal blanking,
and the time between the beginning of a horizontal sync
portion and the active portion is designated as t,. The
next line N+1 has undergone time shifting in the delay
direction so that the time between the beginning of the

:0 horizontal sync portion and the beginning of active video
portion is t,, greater than t,. Line N+2 has undergone
even more time shifting in the delay direction by an
amount labeled t; which is greater than t,. These three
successive lines represent lines from the upper portion of

5 a raster image. The line timing reference part of each of
~lines N, N+1 and N+2 are all temporally aligned in Figure
1A; the leading edge of the horizontal sync portion of
each line is exactly aligned with the leading edge of the
horizontal sync portion of the other lines. The same is

0 true of the location of the colorburst portions (hatched
areas). The active video portions, however, are
deliberately misaligned in lines N+1 and N+2 with respect
to line N.

Figure 1B illustrates the signals for the same three

5 lines after descrambling, i.e. decryption. As can be seen
in this figure, the leading edges of the horizontal sync
portions of the three lines are no longer precisely



5 Figures 1A and 1B herein correspond to Figures 3A and 3B of the

above cited U. S. Patent No. 5,058,157, and illustrate the manner in
whi ch the scranbled signals are descranbl ed at the reception site, i.e.
t he descranbl er. Wth reference to Figure 1A, three successive lines of

10 NTSC vi deo are shown which have been tine shifted successi vel y by
i ncreasi ng anounts. (The active video™ 4pdrtions of each of the lines in

Figures 1A and 1§ ﬁ#e : onI% f actionall¥ Il strated.é Thg,topnnst i ne
representsagl?Fﬁ * N°HEV RS BtBPﬁesgﬁgﬁf RY’ BPWEXRTy hEREsAASEARE | deo
porti on andetweennthef lkadingnedfgebbf&nkheghoriandtahesyncoe pbetieen t he
begi nni ng - ri atkak ~SY I Q& d;th CLl ti S

desi gnat ed é%a%Fg[F%§Q§ﬁgn§ ﬁgx?cﬁggé Rﬁfgﬁaégpﬁggrééﬁg ??%eagﬁifting in
the del ay thueeetingf,sé.enathenwalugetpet vBbnilarlyegthai aglorbunst20

hori zont gl p§¥PEoRE’ (haBcABE hPBEaBFILENEAE Chras! 1YRed! 488 noPAokge: i s
t[err], greater than tgg ].. Line K+2 has undergone . evyen nore tine

rr
shifting i heRperadiyyadigned, oRubyaks rabhprnstpggered i3 fhecHame great er

than t[errtasfii8ficahtR8 hofiE6REANLY8yhENBort €8RS ENRellABEYel FOM t he upper
portion of 25 a,raster [ [efergnce pght of .each of
i §ife

lines N, nﬁqsaha°R§§9aP§n§ﬁg'ngngépﬁ9gar§§ﬁsa°Pn° reR liReS eading
edge of thgekaihsothel samec portion of each line is exactly aligned with
sane 1 500° ruckbPaohdf, spdrhegeBhb B B g SEISH FRTRRIVATY T
areas). Thiésatignedyi e poecisastiméngveelatienshipet;bbetveen theal i gned
1 ustr at o2 Eng, Sade bF InbELESRtaL syfic RO Phe beginniRGOLE mbl i ng.

i .e. decrypEFbne videpsgangurescihat pachniline; b, énferBakdighingsedges of
the horizopiaéeS¥88 by BRa! E6813owkohheelBve8ibhNeécaifePOokORBALLBESCI SEI Y
5 can be properly displayed, provided that the timing error

in a given line dces not exceed the capture range of the

television receiver or monitor synchronization circuitry.

The time shifting applied to the original signals during

encryption is relatively slowly varying (20 Hz for NTSC
0 TV) compared to the video line rate. :

Figures 2A and 2B herein are the same as Figures 4A
and 4B of U.S. Patent No. 5,058,157. These figures show
in. block diagram form a scrambler system capable of
providing the above-described scrambling. As seen in

5 Figures 2A and 2B, input video to be scrambled is coupled
to an input terminal 11 of a video input processor unit
12. Processor 12 functions to normalize the incoming
video signal relative to gain, DC offset and bandwidth and
provides a stable low impedance buffer unit for the video
0 appearing on output terminal 13. In addition, the
incoming vertical and horizontal sync portions are
separated from the input video by processor unit 12 and
supplied as input to a sync/timing generator and phase
locked loop 15.
The signals from processor unit 12 appearing on
output terminal 13 are coupled to a conventional NTSC

decoder and énti-alias filter 16 in which the luminance



-4- aligned, but are rather staggered; however, the distance bet ween
the | eadi ng edge of the horizontal sync portion and t he begi nning of
active video is the sane for all three lines, i.e. the value tf[err].
Simlarly, the colorburst 5 portions (hatched areas) of the three lines are
no | onger tenporally aligned, but are rather staggered in the sane -
fashion as the horizontal sync portiong. gRglative posi tioning of the
active video portion of the.three |ines remai ns the sanme. 10 Al t hough

the descranBbfigonesRalys adke chiromina®kal ualyatues dbhgosdntishe B aGiesse
timng r6|at'0n%§E§ t[err betmegp %Eﬁ Ieiglgg edge of, hor,i zontal sync
and the begPRRPRG SR £oXc{hFee, ciasnets przalind: PEsCRsPiRg d %%  nat i on
as  procesdégibalt Hemadn.owThe Kelbatputonfr anditvas ds woupled tkh aran be
properly di d ~REQW Iy 1l I i Qi l.i he does
not exceed ?ﬁéiéépfarg&égggg %?%PﬁgQ%rtﬁg}ggigﬁégkréggigggéhaﬁgéﬂﬁéh
synchr oni 3acponecteduifriom analpge to ddgdfalt ifegmaptl e presellected gi nal
signal s durj r | lgS aleeladt i | heNQ Hz for NTSC
207TV) " compSr g, SAER. B, qearis® ot 1K SaIK KA0US Y e her el n
are the sanBuRBlipgueBs cARcKk izpytigise U9s. MhecANPNS. of E9avesrterThese

figures shoyg jgl &cbgqala dioa@haTnpbAtMpareibaTdicen aualcpozaabl e of
provi di ng the above-described scr l1pg.. As seen in 25 Figures 2A and 2B
i nput vi deoHB1pANESE REMCLY Pglgoggﬁed%glst&SaﬁgPﬁpGPetgrﬁSﬁépefl of a
vi deo i npot mpmoeyssonnetited tolZhePrYochannelld/Ausshivertelro212qr nali ze the
incoming  yyhded &hdRebo" §57LohE b8-9d Us RCnBhbEG! 1A UnTARYY dhRand
is written from A/D converter 18 into every memory cycle
and a word is read from memory unit 20 to a digital-to-
- analog converter unit 22 every memory cycle.
15i- Read/write control signals and multi-bit address
signals are supplied to the luminance memory unit 20 from
a memory controller unit 24. The output of luminance
channel memory unit 20 is coupled to the input of a
digital-to-analog converter 22, in which the multi-bit
20 digital words output from memory 20 are converted into
analog samples at the clock rate by clock signals supplied
from unit 15 on clock input line 23. The output of
converter unit 22 is coupled to the input of an NTSC
encoder and low pass filter unit 25 in which the luminance
25 signal is combined with the I and Q chrominance components
and renormalized with respect to band-width and DC offset.
The I, Q chrominance quadrature components are processed
"in an essentially identical manner to that described above
for the luminance component Y in respectively units 18°',
30 20' and 22' and 18", 20", and 22", which function in the
same manner respedtively as do units 18, 20 and 22.
Sync timing unit 15 generates the input clock signals
used to provide the sample clock for A/D converter unit
13, the read and write clock signals from memory unit 20,
15 and the clock signals for D/A converter unit 22.
Preferably, unit 15 is comprised of a discrete phase
detector, a number of sampling gates, and error amplifier



providés a stable | ow i npedance buffer unit for the video 30 appearing on

output termnal 13. In addition, the I ncom ng vertical and horizontal
sync portions are separated fromthe input video by processor unit 12
and supplied as input to a sync/tim ng generator and phase | ocked

| oop 15. 35 The signals from processg@r-unit 12 appearing on out put
termnal- 13 are coupled to a conventional NTSC decoder and anti-alias
filter 16 iandhacérystaluocloercescillator. - o-

conponent Y and gkgggcgeggggggéuufhegnypgegé§%}é%ona a u%ﬁparated for

t hree channel pa rocessin e Y output of
unit 16 is EoesF ?oﬁ%ﬁlce &%al%@c@oaﬂl§|¥9yb@%nﬂe¥%€mlnelvnVMAlch t he

| um nance 'éon@c@PIldﬁr\Eﬁﬂtf30”&1@@3&0?1\!19aﬂ19?t@f EOhErEl f‘e?i?i@i:@(:t ed
clock rate q% means of an input sanple clock signal supplied on clock

i nput 1in2 X The input of converter 18 is coupled to an input portion
of a dual - port edThe aboveadescribedydevite2dnd Tthé assbdtatéde Y channel 10

cont 1 gur od Se &hbhng WethiBAve ChOWFET Fho%coRings  om A b converter 18
into every nennr@znqt}ethe deviice wbs drelatively rexpemsive andt 20 to a
digital-to-.q 9&d09§V€ﬁ£§rtH€%§ %g?eg§f¥e”EQ@EybfY&%§Sé§nverter

Read/wite co sy gnal s an dress Sl gn are su pFled to
t he | uni banrd m%‘rl%ﬁﬁ@ peMOFies, one for each of the Y, I, and Q

components. Thus, there are three independent channels
for digital processing, each channel requiring relatively
expensive components, thus increasing the cost and
complexity of the scrambling device.

15 Secondly, the method of scrambling as depicted in
Figures 1A and 1B while reasonably secure has the
potential defect that in the process of moving the active
portion of the video to the right as shown in the
drawings, the leading and trailing edges of the horizontal

20 sync signal have both been moved to the right also. This
displacement of the normally well known position of
horizontal sync within the horizontal blanking interval
could be detected by a clever pirate, i.e. unauthorized
user, to determine the amount of wobble (time

!5 displacement) in each line. The pirate would be able at

" least in theory to descramble the signal to determine what
the amount of wobble and reverse the process, thus
obtaining a descrambled and viewable signal. Thus, the
method as depicted in Figures 1A and 1B is lacking in the

10 very high degree of security desirable for a commercial
scrambling system.

Another shortcoming of the ahovc-descrihcd scrambling
system is that whilg providing security, i.e. generally
preventing unauthorized use, the scrambled signal when

.5 viewed on a normal television set is not completely .
concealed. That is, a determined viewer who is willing to
watch a television picture which is in effect horizontally



a nmenory controller unit 24. The output of |um nance channel nenory unit
20 is coupled to the input of a digital -to-anal og converter 22, in which
the multi-bit 20 digital words output fromnenory 20 are converted into
anal og sanples at the clock rate by clock signals supplied fromunit 15
on clock input line 23. The output of converter unit 22 is coupled to
the i nput of an NTSC encoder and IomLpass filter unit 25 in which the

| um nance 25 signal is conmbined with the I and Q chrom nance conponents

and renornaiﬁﬁﬁihqﬁﬁbckeéﬂﬁckoﬁgnbégg i @§¥Eﬂxiﬁ@f§?6qram Jﬁ& ' Q
chrom nance’ quadrat ure components are processed in an essentially
i denti cal St haf Hé%%?lb%ﬁtbde%at 13 JoiRd PRni nBRLE &8nponent Y

in respectlumdgslwabkelﬁor Sﬁaﬂgmlﬁﬂﬂoﬁ2foﬁnﬂnéﬁamc300f a@dl€2typ!hICh
function in the

ectively as.do_unit 0 and 22.
sync tim narfriak gﬂ%ﬁ?af ?ngghﬁﬁé £P oRE¥PIh agglfdrﬁg g P8 provide
t he sanpl® wﬂucklm@rewéﬁ)tbavscrambhedtpxctuﬁe thEhxsadsaedpecL&Elglock
signals fr [ 5; h D) A converter
-un?t 22. qﬁb ?§$ BFE Sﬁﬁg s% 1€2R%% g?%ée Pﬁéscrgte phase
det ect or, aexmsmmmenmaﬁaﬂplthgtgaﬂék a %Hte$YE# maperiaks i.e.

- 6- andy gp LEY SR efos&xesslééawity, is paﬂ_@fc@i’é’f?{dé‘iQ?'QSd units
are coupled to_ a user board term na

dev 32,
vi a cont¥ot}ey %ﬂlFh34péﬂE“59pP%r%IY%?w%ﬁ Y8R r Hhough the Rictuzng
10 is scrambled. This is another way of saying that the

scrambling while relatively secure does not provide an

adequate level of concealment for all program material.
Another problem associated with the above described

device is one common to comb-type NTSC deccders in which

15 Ehe composite video is subjected to a one-line delay.
Simple addition of the delayed video to the same video
before the delay causes the chrominance portion of the two
signals to cancel, leaving only luminance. Similarly and
simultaneously, subtraction of the delayed signal from the

20 undelayed signal (or vice versa) causes the luminance
portion to cancel, leaving only chrominance. This problem
is not specific to a scrambling device but is typically
encountered in video processors which perform NTSC
decoding and is the reduction of vertical detail,

!5 resulting in smeared vertical edges in the picture. This
is due to the two-line summation process of the Y, I and Q
components in which fine grain picture detail tends to be
lost when the composite video is converted to digital and
then in the digital domain a luminance/chrominance

30 separation is performed. It is known that this problem
can be overcome by complicated and expensive circuitry
which takes the incoming composite video signal in the
analog domain, using a band pass or high pass filter to
isolate the chrominance component before separation. The

35 band pass filtered signal is then delayed and subjected to
the subtraction process. The band pass filtering removes
the vertical luminance edges because they are low



- The above described device and the associ ated scranbl i ng nmet hod have
several shortcom ngs. First, the device is relatively expensive and
conplicated in that there are three sets of A/D converters 10 and
associ ated nenories, one for each of the Y, I, and Q conponents. Thus,
there are three independent channels - 8 or digital processing, each _
channel requ1r|an%Flat|vely expensi ve conponents, thus increasing the

cost and EXESRANSY (3R Ja%ure <o/ Thus ithe GRFTENaNse SeRAXATAT 13 he
met hod of sfdrepdriniedy arlyle ol Hiyh fridpidifcils and 1ﬁv!ih'ld eacrrwsonabl y

por t1 on of THE i TeAFRATE cpara e Gra R R By T SEHIATERd ng
and traili rag:mpd:gmu)f tmd\‘drymwummm ssuq;‘mll ﬂsawadhttecb@m noved to

t he right posi ti on of
hori zont &l sync WI ‘%Hhépéhorl zont aI % mter%?g coul d be detected
by a cl eversignag efrqm éh%ﬂﬂﬁ%ﬂ‘!’zéﬂmpqw tideq13q Bhere Hes HMunt of

wobbl e (tinggd o SRIAGENdetid) 182CTH i Probesdi I tr rnt iy d ! e at

| east in theory to dﬁgfranble t he si naI to deternm ne at t he_ amount of
wobbl e and Wh&FeEan s % &M ey FoI WP HRF
vi ewabl e Sltgiémban'ﬂﬂyhsééﬁé (or nﬁtdmcbmednplcnwhnmnﬁawms okfe &k 1B i s

| acking in e 10 very high degree Q ecur i desiy abl e, far. CcO rcia
scranbll 'éﬂ?stbe':rﬁ d'ba dq’%ﬂﬁ%{é} ‘ﬂ‘(ﬂ? %oni w&uitc_{]gea d‘&lc rgi
scranbl i ng el:.nay'ateanms simpl iy [whis (pnmheray s'ecmzidqr ta a‘edgmuarthé y

preventing ?5“3" gu5§gngﬂg n@; d on a
nor mal teleb|5|on set no conceale Q*h a det er m ned

vi ener qu;HﬁanﬂﬂﬁﬂE]Qﬂ)ths\ﬂﬂgﬂﬁla teIeV|S|on pi cture mhlch is in effect
horizontally  Thus, the method and apparatus disclosed in the above

L5 cited patent while adequate is still subject to
éignificant improvement in both security, concealment, and
complexity.

It is to be understoocd that the above cited patent is
commonly assigned with the present invention and that the

10 above description is not an admission that the subject
matter disclosed and claimed in the above cited patent is
necessarily prior art with respect to the subject matter
of the present disclosure and claims.

SUMMARY OF THE INVENTION
'S - A scrambler and descrambler are provided in
accordance with the invention to overcome the above
described shortcomings of the method and apparatus
disclosed in the above cited patent and also to providc
improved security and concealment and greater flexibility
‘0 i.e. additional applications.
| In accordance with the invention, first the problem
of the easily detected edge of horizontal blanking in the
scrambled signai is overcome by filling in the gap between
the position where active video would nominally start or
'S end and where it actually starts and ends due to the
Scrambling process of Figure 1A. This gap is filled with



-7- junpi ng back and forth can still watch the program and

understand at |east partly what is going on. This is undesirabl e for
transm ssion for instance of adult type material where it is desired to
prevent children from 5 watching even the scranbled picture. This is
especially problematic because it has been determ ned by :
experimentation that such adult type matPertial, i.e. depi cti ons of sexual

activity, is | y_eas | ow on th ure b ewer even

t hough t he dg\ur e% R ars 3 ‘%c?ct'ﬁﬂo]se iSOTRAR % f® ’gia%ﬁ%fg&that t he

scranbl i ng adml\@ rellded v e wstimey dies mictate cﬁ\ncale tuildingieydeeicevel of

conceal Menlyufiin Aiduif G ABJRIES Idack electrdHiddYY pa@'&ahﬁés‘%e At ed
ev dec

with the above descri b ice 1s one common to c oders

in which 1% Fd&EARs| t’@“ﬁ desd9s L' Rraress é’%ﬂ-ﬁz&s d@?%’y for sSinple
addi ti on pfedure atpjamtt Vigipedss iy winels dane 1lddimaricd Rei Xel ay causes

e, i O "l 9 1R AND apatldFAE % Bl na BT
si gnal fromdgorita wrchalaagmenagruyc](e)rzmlmmsem e & heTHust infance
portiion 1o P od RNy acle B WA 5 18 Nalg spect fic

to a scran ng devil yplcal encoun ere In‘vi'deo p Stessors
whi ch per f adgeNFSC thalquisfiune afburs adneaqeechnMMmfanaemepaﬂtqmtml 25

oo e, AR 1 G P | kNl Wi oRUE chrd i 0 |
grain pict @rlé‘edé{aé‘iq wighieXasy the d’é”ﬁa%@ﬁ‘dc W@Rﬂdﬁb@ﬁ Qf Khese i s
converted &%u&'@dﬁﬁlé&ﬂbxxenéﬂﬂhdlhtHHMﬂHdﬁdéﬂsﬂéﬂﬂilWﬁich mimics
Iun1nance/% at 'oF tHe four pixels. This in effect generates a
continuous signal which matches the single set of four
.5 pixels for as long as is desired, i.e. the sequence of
four pixels may be repeated as long as desired to fill the
gap. A number of pixels other than four may also be used.
In accordance with the invention this edge fill is
provided in the digital domain by stopping the normal
0 incrementation of the address counters for the eight most
significant of the ten bits which define the location of
each pixel, while the two least significant bits continue
to run, i.e. to increment normally. Thus the eight
“frozen" most significant bits define a set of four
5 pixels, and the two running least significant bits cycle
through those four. Thus at the right edge of the picture
where the active video has been moved to the left due to
the scrambling process (see Fig. 1A) opening a gap at the
right edge of active video, if the address performs its
0 normal incrementation until the edge of the active video
is reached, at that point the eight most significant bits
in the pixel value are stopped and the two least
significant bits are allowed to run. This generates a
repetitive set of four pixels defined by the changing of
5 the two least significant bits. This "pseudo-active"
video is stretched as long as desired, defining the
desired pseudo-active video fill at the edge of the



30 separation is performed. It is known that this problem can be

overcone by conplicated and expensive circuitry whi ch takes the incom ng
conposite video signal in the anal og domai n, using a band pass or high
pass filter to i sol ate the chrom nance conponent before separation. The
35 band pass filtered signal is then delayed and subjected to t he
subtraction process. The band pass fI|t§6IQg renoves the verti cal

| um nance edges because they are |ow frequency in nature. Thus

the chrom f}?i‘@@-xﬁpaii?é' O | & Ehe eRET S OTHRdl AN Oy 1ddo fb&f‘tiéﬁ%@”c' es and-

havi ng done ? resultant separated chrom na ce has, no | um nance
conponent . qfi‘?la]r Rey he Bt dakte &% g (eft RA98 RF HhRe PLTEIT et FRY t he
fini shed, height i8Rt carehseti tantite addreds fopHnthdef irmsonfogr conposite

vi deo so t#ﬁd&n'é o the 'é’éér?é Vf&éé Cﬂ%dtg{é"éwo Tféé'é”é’fféé?éstgffec“"e

but e dig requires onversi ons
band. passiacr'-(rb-r Hﬂgkﬁ p'é%;%%l—:l?lamtem‘f n‘é‘h%evbdﬁp sentent 10f  tRe bkef¥ band

composi te vigigp ofttﬂ@t}h asrﬁdeﬂr@% ﬁéﬂé&é@i%@rtﬁaw'fy this

process in order to.re nponents needed_and reduce the
amount of defeRRed RPIYeR: HEheR ke . left-edquggp hag beemoti bk appar at us

di scl osed 'ﬁhé hej oo Vs s bs Cat @ Or SPd £5da Vi | 'urdelesign e drid SEhé | aggbéest to

si gni ficant, rovenent in both security, conceal nent, and conpl exity.
It isto bé' R PR the above cited patent is .
10 . In a refinement of this edge fill process, to prevent

a clever pirate from detecting that at the edge fill each
pixel would be identical, a low level and low frequency
noise signal is added, i.e. a random noise overlay, so as
to slightly disturb the steady state which is the repeated

15 pixel data. This insertion of what amounts to edges, i.e.
variation, in that portion of the active video would
prevent the pirate from distinguishing the edge £ill from
the active picture by observing where there is no change.
This random noise is provided on luminance and also both

10 portions of the chrominance (for ¥, I and Q). Otherwise,
'an extremely clever pirate could decode all three signals
and look for a steady state on any one of them. This
random noise is provided in either the digital or analog
domain in various embodiments of the invention.

'5° . Also in accordance with the invention, the problem of
the relative complexity of the th:ec channel NTSC digital
decoder as described above and shown in Figures 2A and 2B
is overcome by a simplification which only separates
luminance from chrominance, thus using only two channels

0 instead of three; thus Y, I andlq instead become only
luminance which is Y and chrominance designated C.
Luminance is then caused to "wobble" (time shift) in terms
of the location of the beginning of active video in each
line directly, with the separated chrominance portion

S identically wobbling and then processed by a heterodyne
circuit which frequency stabilizes the chrominance. Thus
the processing is done in only two channels - luminance



commonly assigned with the present invention and that the 20 above
description is not an adm ssion that the subject matt er di scl osed and
clainmed in the above cited patent is necessarily prior art with respect
to the subject matter of the present disclosure and cl ai ns. SUMVARY
OF THE | NVENTI ON 25° A scranbl er and descranbler are provided in
accordance with the invention to overco the above descri bed

Shortco”‘ngﬁr&fcﬁbngﬁEB%Q a@ﬂz@ﬁpgﬁgggssubghﬁﬁEQEQQX'BntQﬁeaQQ%%nﬁ!ted

patent and also to grOV| t and greater
f 1 exi bi i tyo§0erPan éH&lF#Gﬁ&#taﬁéFFGQFFOE§°V1ded and| AmpEeYRSat®@ with t he
i nvention, traskihgeofr chreminanee withegesbecdetactedogtuestf, hori Zont al

DLaki 9 1 19 onBTA0TDL80aREN0T, UL RIS Y L Ll e 000
and mhere5|bfaenaadﬁyQSaadt§eandlagdfodu§Tsc slignalssecedakkeisngher ocess of
Fbgure % %grérwg g%ghbﬁgsﬁksplglgrgétagnglPotPﬁepéfﬁnged active
vi deo, preventlnénta§cprd&nsefH@#hbanp§hﬁg aspectcof thehioventibd,ba abl e
to track el sgheonwal;wt g b&ao&abaoas a éEn%QQlﬂaﬂt 3%%1 a§OR8 kel °
process recogni ze | acent (successive)
| umi nance wWRgLEn txmeshlftlng scrambllng system. This means that
10 there is a further modification of the video signal which
obscures the picture when viewed prior to descrambling,
thus preventing an unauthorized person from seeing
~anything recognizable on the picture if he attempts to
view the picture without having descrambled it. This
15 concealment overlay involves in one embodiment time
shifting in a pseudo random fashion the location of the
horizontal sync signal in each line. In another
embodiment, the sync signal location is wiggled in a more
complex fashion by using two non-fixed, i.e. genuinely
20 random patterns, hence moving the location of the sync
signal in a more complex fashion. -
In another version, the sync wiggle also includes a
vertical sync wiggle, i.e. the locations of the vertical
sync signals in the vertical .blanking interval are wiggled
25 in pseudo-random or other fashion in addition to the
" horizontal wiggle, thus adding a vertical rolling effect
to the appearance of the scrambled picture when displayed
on a television screen. The resulting patterns tend to
roll through the picture vertically, cbscuring_thc picture
10 in two dimensions. In one embodiment the vertical wngle
is performed in a four field sequence in which in the
first field the vertical sync is reinserted so as to be
advanced, i.e. move forward in time. 1In the second field
the vertical sync is removed. 1In the third field the
'5 vertical sync is reinserted so as to be moved far back,
i.e. to the right in time as far as possible. In the
fourth field in the sequence again the vertical sync



general 'y be relatively static and the chrom nance will describe one

conplete cycle in these four pixels. Thus if at the edge of the active
~portion of the video, i.e. the edge of the picture, four adjacent pixels

are repeated in 10 sequence, this provides a continuous unbroken

chr om nance sine wave with exactly the phase and anplitude of those

four sanpled pixels and a | um nance sigpgl-which m mcs that of the four

pi xels. This in effect generates a continuous signal which matches the

si ngl e set gifgnadurisl remondds. f Mhizs dranpsss dohflsEs dabth rmwdme:m]uence

of ~ four pixehadih l&‘{] Rﬁfl.ocgf :@ai,é, &%é%&ﬁfeeged W dr 'a{ £ €ap- A

nunber of pixels other t n accor dance

with the i mra®k e moy:g@éremqchls synst dRdi&ense (He ldikpaame donai n by
st oppi ng t hentused cﬂﬁzemfmaarat ahinf), Qfnd fﬁsﬁﬂdﬁﬁ.&i CHHt e tig the eight

nost S|gn|f|ca t t ten hits mhlch efin he Iocatlo f each
pi xel , rg V%ﬁkﬂﬂfﬁﬁﬁﬂu QMﬁai lﬂ? A};% ee.
increnent ﬂaﬂdqﬁséﬂwxilfuausqﬂuncoﬂﬁrutmaﬁlennﬁlkmnyndgamant bits deflne
a set of four g | east significant bits cycle
t hrough th&?@&z"ﬁf%lﬁr?}s cg{gt‘ﬁ;etrqeg e ge ‘of the picture where the
active video hagmmmq o it4he drgfthefuaspect ©ife the arrmeimgj.q:rr.ocess
(see Fig. 2¥blen idt S fe@ﬁ% 1ifnthe

o B éﬁ ﬁ Y e e edge

address perforns its 30 nor ma |ncrenentat|on until the active
video 1q NTSGHARGPAGRS i OYRKGRMY RY HefAvearing Shghimissing bits in
the pixel Vapdcale ﬁmnectzfu%d tiHee gres-ddating chr@hiinantu dudxfmﬂr e

by the chafdiiy it Derarmed iy reur{diRe as Xﬂ%#ebq%bf ol 2 Tl ac | ver
video is stgaﬁaﬁaﬂtchsﬂgnnsascni@nrmhcde(f'ﬁahmﬂ)e and demimahce
pseudo- aCt'i(\"Plu\ﬂadF)q fillrle ac.thzlcﬂf'a eﬂ%%aﬂf atl%% contains the "missing"

15 luma vertical detail. The chroma channel data in the
digital domain will in any case be converted to analog
form. Then in all portions of the video picture outside
the vertical blanking interval the chroma information is
low pass filtered to remove the chrominance itself,

20 leaving the miSsinq vertical detail information, which is
simply added back into the luma analog signal. This
restores the missing vertical detail without any extra,
ekpensive digital processing or extraneous A/D conversion
steps. : :

15 In accordance with another aspect of the invention,
the predetermined slowly varying time shifting function
(the wobble) is provided by digitally generating a low
frequency, randomly frequency modulated sine wave. This
is done by operating a digital counter from a randomly-

;o'verying_clock source, and applying the output of the
counter as an address to a programmable read-only memory
(PROM) which holds the sine wave function. Thus at each
step the PROM outputs a digital word representing one
point on the sine curve. This data is then applied to a

15 digital analeg converter providing an analog butput
signal. 1In accordance with the invention the above
described sine wave would in most cases provide excessive
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- 10 - picture, i.e. at the end of the active video portion of one
line. SSmlarly, at the |eft edge of the picture, the eight MSB's are
~set to the address of the first four pi xel s of the active video and the
two LSB's allowed to 5 run. This "anticipates” the video content of the
| ef t edge of the picture in a mannerigdentical to that descri bed
above; when the | eft-edge gap has been filled, the eight MSB's are

rel eased or Mﬁgzﬂl infoktdiei erddrteissh it ivorredts borpuedsibldto [In a

refinement o’F t %ﬁ?‘ e from
det ecti ng tP&E? %\ the edgge ’# ﬁ cé %ﬁ(‘grﬁm uﬁnv%'e"qi%ént | ca%éﬁa | ow
| evel and |ewe fsitfidfRye 1is rﬁﬂ’%%l%q the Lisldi rates, k ¢arfdiisoi se

overlay, so onwotrsélﬁmwesilﬁejr&raﬂmnﬁmﬂy Sfrpdr Y Ceddddie
repeat ed 153p| xel ‘data. Thlta?l nsertion of what_ anmounts to ed
%’d%?emtd?% pi rate

vari ati ong mwtm%%"r?%‘h e (ame, FiRR AR FERIThe S3p
from di stingui sy gredert@mindd Slowly vdheimysidimse Bicigtindy observing

where there is no chan om Noi se | pr.ovi | um nance and
al so both 2BR9RFE9HNS fd?%cnc%%rﬁr%%ec’e (‘1‘ o’resY %)% %ﬂe‘ﬁ\n se, an
extrenely cia&rwrpml‘atles ckrssl tharndwalf |the &k B3 gnaﬂsle ragel, | ook for a -
st eady stat tégyg | éygﬁyg | A, fk%hl n either
t he di gi t al “F &rh I 0Q, ﬂ{d% I n e|n@vl:::lt.zr':fc’ot.lugs e (fifre%s hcﬁ t edl nvention. 25
Al'so in mcmmrm'wm AGRONGANGR i WOHED (YRl Irivemsempling Ehedny i ve

conpl exity. fé%ifﬁﬁéﬂ@@ cwlzm&aﬁé& witH eHyleinveniRse reded above
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once per video field, i.e. at 60 Hz, into a latch which
holds the digxtal word to suitable precision over the

15 timed duration of the entire video field. Then once in
each video field the data is read out from the latch and
applied to a D/A converter, thereby generating an analog-
domain version of the sampled sine wave. This wave form
is smoothed by a conventional filter and applied to the

20 circuitry which controls the position of the picture in
the output video signal.

" Simultaneously, the latched digital data is
transmitted to the decoder, which then performs in the
same order the similar function in extracting the digital

15 word, latching this word and holding it over ocne video

" field and applying the data to a digital to analog
converter, thus providing the output function which allows
descrambling of the signal. The step approximation then
is smoothed through an identical RC filter to that in the

.0 encoder, thereby restoring an analog type sine wave
matching that in the encoder. The decoder has then merely
to regenerate horizontal sync, horizontal blanking, and '
colorburst signals in accordance with the |
récovered/reconstructed sine wave and insert them into the

5 received scrambled video wave form to complete the
descrambling procéss.

In accordance with another aspect of the invention,



30 instead of three; thus Y, | and Q instead become only TIR™ENRCe whi ch
Is Y and chrom nance designated C. Lum nance is then caused to "wobbl e"
(time shift) in termns of the location of the beginning of active video

i n each line directly, with the separated chrom nance portion 35

I dentically wobbling and then processed by a heterodyne circuit which
frequency stabilizes the chrom nance. Tq5§ the processing is done in
only two channels - | um nance and chroni nance, which saves

Substant'a'Exroasbhe1eaounhed1eéte&pgaahseﬁgg&smlqnaheaa&bsrnrOVIded and

| nproves the respect.to_cal.orbur,
Aggltlonallﬁ mﬁﬁ&i%ﬁ 5§§I&lﬁﬁésﬂégicﬁPBHlépgtﬁg gﬂﬁuﬁF% V& ¥t98% odi ng
and decodlngotcnoNTsc thendliner dsuaddowkd togeesudti dn af nardewedabl e

artifacts | RobigoRtaiUbianking, inkB3830" 13AGS Whi 0B GRIREARRER ¥ (he

i nvention, ﬁg% provi déd as concea over %5 the
mai n tlneshhhalﬁglécwa of §9§temtlvn|yldpangndhaance Bhen@prgwsﬁtuther

”Dd'flcatlogé ﬁgﬁeaﬁ'éﬁﬁ u&eakewaaees. OR3EHbES tQaca'stu?chBen vi eved

prior to de us preventing an unauthori zed on from seeing
anyt hi ng. reU@BAﬁz&SFebGnCPHBaﬁFPQGr¥1tp ﬁSraFPEEﬂP§et8r°a9FéﬁttHE picture

wi thout haviagildegelawilsedn,t itThoaldSbeosatehbiat farenlsaywu&hol ves in one
enbodi ment ti pseudo rgndon1fash on E Qcation_of the

cbodi Tent LY carai sbRRda, By RE 4Oy AR RLaR, 30pl ERabOSR! hRAL

signal | goatransmissign d¢ notaregudéred, but where it is desired to

retain the full width of the picture. Thus it is possibie
to reduce the duration of the horizontal blanking interval
to provide space for the active portion of the video i.e.
the picture to "wobble into" without having to lose any

15.portion of the signal thereby. If the width of a
horizontal blanking interval is thus reduced, there is
still the necessity to transmit an adequate length
colorburst portion of the signal. This is performed in
accordance with the invention by locating a portion of the

20 colorburst on the front porch of the horizontal blanking
interval and the remainder of the colorburst
conventionally on the rear porch of the horizontal
blanking interval. In a variation, the colorburst can be
started on the front porch and allowed to continue all the

25 way through the sync pulse.

Also in accordance with the invention a video
inversion piéturo concealment method is provided wherein
‘on a line~by-line basis particular lines of the picture
are inverted in random fashion, i.e. the light portions

30 are dark and the dark portions are light. The pattern of
which lines are inverted or not inverted changes in random
fashion at a predetermined rate so as to offer the desired
degree of concealment. Such video inversion is also
relatively secure in the sense that it would be difficult

35 for a pirate to determine in real time whether any
particular line is inverted or not and :ence it would be
difficult to defeat this concealment taechnigue.



conpl ex fashion by using two non-fixed, i.e. genuinely 20 random patterns,
hence noving the | ocation of the sync signal in a nore conplex fashion.
‘I'n another version, the sync wiggle also includes a vertical sync wggle,
i.e. the locations of the verti cal sync signals in the vertical blanking
interval are w ggled 25 in pseudo-random®r-other fashion in addition to

t he hori zontal w ggle, thus adding a vertical rolling effect = to the
appear ance of thalso prdvdddd (itrurae:c\diﬂard:iesloh&hed:he dnventdlotyiis ean

screen. The Je iz [t er.ns nd £ 4] roy h th | Cl
vertically, Vs glftl‘al ngm%%le ittt f}‘ee %&ttq'vet ng'ﬁ‘s seleﬂ «fuécr‘?'%edl ment
the verti caldlﬁpé-elcémeﬂts OFfertﬂ’@r fe¢aitiion fo(furthfel Meats@@lerhiQHMM| ch i n t he

first field d‘h‘&%r\bﬁflt Iigala SRR 1yS vra%'y’l?ﬁr tf%fin%na&nt %ub:%ess%\éﬁ%%o K
nove forwar q I.Ln the second field verti cal nc is rennved

In the th|5r(§11e| g8d taﬁ‘él"@c\ﬂ?rltléza %@re?lt"é‘lsﬁé’er"@?&rét? hoF igontRded far
back, i . gobbdet.he right in tine as far as possible. In the fourth
field in the sequence again the vertical sync : '

- 12 - si gnal |s rennved Th|s process confuses both newer type

tel evision PRI F OB AIRES ch attenpt to track the
rouing vert! sal BB t&'ée%? “f#dsh%%%% S S R
absence of sngnalgyn@ gdiscd ogied 1nalss.uRasentoNeabSe 058!,1157g agai n
10 Figures 2A and 2B show a block diagram of a scrambler
unit as disclosed in U.S. Patent No. 5,058,157.
Figure 3 shows a flowchart of the scrambling process
in accordance with the present invention.
Figure 4 shows a block diagram of a scrambling device
15 in accordance with the present invention.
' Figure 5 shows a block diagram of random noise
overlay circuitry in accordance with the present
invention.
Figure 6 shows a block diagram of the input board
20 portion of the circuitry of Figuro 4. .
Figure 7A shows a block diagram of the control board
portion of the circuitry of Figure 4.
Figqure 7B shows the wide band oscillator portion of
~the circuitry of Figure 7A.
25 Figure 8 shows a block diagram of the RAM board
portion of the circuitry of Figure 4.
: Pigure 9 shows a block diagram of the output board
portion of the circuitry of Figuro 4.
Figures 10A, 10B, 10C, 10D, and 10E show spectra
30 depicting a heterodyne function performed by the circuitry
of Figure 9.
Figure 11 shows in block diagram form another version
of the heterodyne circuitry of Figure 9.
Figure 12 shows a flowchart of the descrambling
35 process in accordance with the present invention.
Figure 13 shows a block diagram of a descrambler in
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conpl etely obscuring the picture. I n accordance wi th another aspect

of the invention, t he above-descri bed problem of |oss of vertical detai
in 10 NTSC decoders is overcone by recovering the m ssing vertical detai
fromthe pre-existing chrom nance channel . This is perfornmed by providing

as descri bed above the two separated signal's chrom nance ("chrona") and

| um nance ("luma")) The chroma sigmaliéal-=so contains the "m ssing" 15
iuma vertical detail. The chrome channel data in the digital domain will
in any caseaS€°EBﬁ9€Pt@atpot&#ap6gsenﬁo#ﬁwemﬁéﬁnln all portions of the

vi deo picture ouFigdees tlae,vaukicahchiephiicRowaneebyrils ralathing®o
|nfornat|onth§ degggkﬂgi flltgred to,renove the chrom nance itself, 20

| eavi ng t he ssSIng vertlgéP o (ke |ﬁ90rnat|on which is si mply added
back into the | uRdguKasod Sdi, giaB., IECsshowesherasetbé presbagsterin cal

det ai | %hgﬁg §B¥aﬁ5ﬁ&§ of g&gg ge digital processing or extraneous A/D
conversio st eps. ccordance with anot her aspect of the
invention, the ﬁgéﬁéﬁeﬁﬁﬁneé5§léhpy vaegkngiagramshpf: degcrambliess (the

wobbl €) is ge@ngdadghradi ‘HBtIaIsWItEQQQEaEhBQ1ﬁtb9ﬁ’ola§&69“§ﬂcy, random y
frequency nodul at.ed si ne I s done by operating a digita

count er froﬁF§°F3ﬁHGﬁ1V1t§0t98r}PN§n§PBEk source, and applying the output
of the counterFaguze addsﬁa&sta aeathaanwabbeere&deonbﬁraﬁﬁnﬁhg ( PROVM
whi ch hol ds_t he i ne wave fun ngstst each step the PROM outputs a
digital Wir §UPEHFEBantPngcshE anﬁ&lﬁ? ntBRe1BVABLLBPve. This data is then
applied to a 15 dlgltal analog converter prOV|d|ng an anal og out put

signal. In descri bed si ne wave
would in no .

Throughout the description following, specified

parameters ("eight-bit", "ten-bit", "0-909 counters" etc.)

15 refer to the preferred embodiment of the invention in the
particular case of a 4-times subcarrier frequency sampled
NTSC-standard unit. The principles described herein are
generally applicable to other standards (such as PAL), and
other sampling rates by applying detail modifications in

20 accordance with principles well known to those versed in
the art.

Figure 3 is a flowchart showing scrambling in
accordance with the invention as performed in the

. scrambling device. Beginning at step 42, the incoming

25 analog video signal is digitized and written into a
conventional random access memory. In parallel, the
conventiocnal random-number generator generates a randomly
varying number in step 44. Then the randomly generated
number is converted to an analog waveform and the waveform

30 is used to make the wobbling time base for purposes of
video encryption in step 46.

Step 46 generates an analog waveform in conjunction
with the randomly frequency modulated sine wave which is
used to generate a wobbling time base. In an alternative

35 embodiment, the wobbling time base can be generated
digitally, identically to the process described for the



- 13 - - anounts of information which it would not be possible to

process. Thus in accordance with the invention instead the sine wave is
sanpled at the field rate, i.e. 60 Hz, and only the sanples are
transmtted. Then the decoder 5 may reconstruct the sanme sine wave from

t he sanpl ed dat a. The predetermned slowy varying tinme shifting
function, as described above, varies gtl.,'about 20 Hz or | ess which is

| ess than half the 60 Hz sanple rate, thereby al |l owi ng perfect
reconstructj, f el i ve GGQL ] | - known
sanpl i ng tﬁ‘é%;lfgl #ggﬁég%eln s.(%srll%r?\egccg?l a%ég%vam%?%%m\geﬁvs\ﬁftion t he

digital ly geferansedithernmrravises preoianlys the: desdredAddrRas vi deo
fi _e![ diol i . epusl. G(Iri-la,td;n:a ,alflga:: Q:*hé/\ﬁag.@ltti_zhal d?dtbﬁe p(i-idgiiroaismgr d ]EQ y
sui t abl e preci.sion .oyer e imed duration _of the entire video field.
Then once MR*t eg’aclﬁ‘\‘:\% (%agnqriyél ('fh[engu&‘d'l“gqc§ Fedf FRPAARRR HE I THe and
appl i ed ts0 carbmdnanceeQ &y, arhaddiyt igmandt ismdptaaciianoprocesdomaid ver si on
of the sanp| ' : [ f 1S, 45 ' 0 tional
ot %‘f“eth‘@aﬁg%ssi"’a‘ée ar;ér 'Pead 'out %‘me'séﬁﬁééy Igﬁ'stl%f P!

filter and™applied to cir’cui tTy which contro ion of the

pi cture insamehFandonly wakkd igiggtdming. Thisspromvidesolbsoth the | atched
digital dayynihande AR iirandee Wi el @ire WobD] inke" REMCY Thdrl the
same order lt é%sﬁnm | ar functi oltrrlﬁl n.extracti ng t he ,gi &Eﬁal 25‘1;1 vvo?g‘ llléat chi ng

this word &8dimsrdngdcally & oife Lingedelay dngthis 38PAFAYdOMe data to a
di gital togpq-@&lm ofC@FReY U4, theverrtdidadl BlahkengliiRteriialciiigagihi ch
e

o0 ARG, N e B, Hie 8B BRI en *
t her eby r estuminagcen amdalchgyomipansiene isadelayed: by oget line int Is&epncoder.
The decodeigghay Gt dadlntain its time alignment with the luminance

and chrominance portion of the signals.

5 This provides three signals: luminance, chrominance
and vertical interval. The luminance signal is wobbling,
the chrominance signal is wobbling, and the vertical
interval signal is stable in terms of time. There is need
then to restore the phase stability of the chroma signal,

0 as is done in the heterodyne process of step 52. Then the
composite video signal is reconstructed in step 60 by
putting the chroma back on the luma, reblanking, then
generating sync. Thus the wobbling luma and the phase
stable, heterodyned wobblinq'chroma are combined and in

5 the vertical interval the output signal is switched over
to the stable vertical interval output signal from step
S4. In the horizontal interval there is a need to
synthesize a sync pulse which wiggles for purposes of
concealment. This is done in step 58 where there is

0 synthesis of a position modulated horiéontalhsync for
concealment overlay. This synthesized sync is then added
into the composite video signal in step 60.

There is also é need to transmit the information
needed for descrambling to the decoder device (not shown).

S Thus the randomly varying number from step 44 is latched
into one line of the vertical blanking interval in step
S6. This data is formally encrypted by conventional means



to regenerate horizontal sync, horizontal bl anking, and col or bur st

signals in accordance with the recover ed/ reconstructed sine wave and
insert theminto the 35 received scranbl ed video wave formto conplete the

descranbl i ng process. In accordance with another aspect of the
I nvention, ' - 18 - - 14 - for use with a
dedi cat ed vi deo system (non networKk conpatible) the time-shift wobbling

of the actiire afdRID to proevemt ofpifwtd i Nendwcidd W&l gersasul trom a
narrowed g hFdaOin ltﬁge%%ﬁéghiirfgqun 1}u§5§gjoms mai nt enance of 5 the
v e ce‘%

full wdth of the active video a ,an rnproved picture at the
pi cture edges. AYIHRRH Ihovs a\Rlesk dIATERMAL R seranbler cfox t théor

i prrotors ' i Pi find ti i use with
Idgfi;[ 2gfgdb; st.em su%j] ngﬁi%igl eeééi‘fliel?r{rﬂhna‘j .tll'%jfiloar?p e_rie@%q_%érxgélsrrj Ssi on
s not reqAPEEOBRE TS 4 hej Rt tpnal nmuF (9 FigRat hisf the
picture. Thinputt tcs frems birput thuf fetioss £ an:ﬁn:@hoﬁc;rg&nlpoﬁﬂrllﬁeﬂ\% Sleo |
ook, R e (R S e SR Yk T o
of the signal klumkeRR. |qummmﬁabfgem;odiorﬁszmcﬁ_:tarlaldmé&lz@u;fgvﬁgnétsh
E:gijir Lﬁ?gf qg’&%g{li%o%ét%leﬁdllglnl{f : | seﬁ%?ﬁ?/ero;p%réﬁéa‘qﬁg‘a c&%@%&nce W th
the i nvelt iReidlatamathfampdrines tdre subcarrigirofneqrensy twhidh aig porch
of the horiphadeM1ddi@itkite) the incoming colorburst signal. The
output of the genlock circuitry 68 is then the write clock
signal. The incoming video signal is applied to a video
analog-to-digital converter 74, outputting from A/D
15 converter 74 a digitized video siqnai.
This digitized video signal is then applied to a
digital system which includes a one horizontal line buffer
76 providing a one video line delay. Both the input and
ocutput of the buffer 76 are provided to adder block 78 and
20 summed therein digitally. The output of adder block 78 is
the Y (luminance) signal. Similarly the input and output
of buffer 76 are subtracted in subtractor block 80, the
output of which is the C (chrominance) signal. Thus the
input video signal is separated into a two channel signal
25 i.e., chrominance and luminance. The outputs of adder 78
" and subtractor 80 are still stable in terms of time. The
output of adder 78 is provided to buffer 82 which is also
one video line in length. The ocutput of subtractor 80
(which is the chrominance signal) is provided to buffer 84
30 which is also one video line long.
Each of buffers 76, 82, and 84 are so-called "ping-
pong RAM's" ji.e., dual banked random access memories
providing double buffering. Thus ea¢h of these buffers
includes two random access memory banks, one of which is
35 written into and on the next video line the second one is
written into while the first one is being read out from.
In alternate embodiments, any suitable "real-time" FIFO-



intervéL,and t he remai nder of the col orburst conventionally on the rear

porch of the hori zontal bl anking interval. In a variation, the col orburst
can be started on the front porch and allowed to continue all the 25 way
t hrough the sync pul se. Al so in accordance with the invention a

vi deo I nversion picture conceal nent nmethod is provided wherein on a

| ine-by-line basis particular lines of the picture are inverted in
random fashion, i.e. the |ight portioﬁéléo'are dark and the dark portions

are |light. p C a i pyey or not inverted
changes in Fgﬁa ﬁa?sggsﬁgon S?E eri%@?grﬁgxe§¥ %ggso as to offer the
desired . degree BFtSoﬁééﬁﬁﬁénP1°Sﬁcﬁ°vFE@GIVﬁﬁeFQFoﬂrF§3aF§6Ck rel atively

secure in thegq ﬁ&mSCrbhaE;ehlobﬁUl:Qréﬁldr fssul t rRGsf ehedwPitatl Bqledst er m ne
inreal tine mh ne is inverted.or, not anq hence it

t L
woul d be H??g &ﬁl%°?geaef8a 1?%?& och EeépﬁﬂﬁthéEﬁnFﬁﬁﬁk signa
- 15 - 5 and £hepepyotndeHei inputovddacesighlalt heThatewtrite cloak

Uhe | ocat | oRLaRabniby BoRF bXfgk KR8 SUobRRrES0C Friquehd and 38, JFNC°"

fashi on in stabtessonthatiethé flumivdancenahdgohzbominancecapeevritsen

described hopizogtghie YPRBhEonous BRLRToRFESTERd! %&PE:IHEzFLQUR%
respectively.

10 In order to write to the buffers 82 and 84 three
steps are taken. First, it is necessary to apply the
signal data which it is desired to write. Secondly, one’
must supply addresses of the location in the buffers to
which the data is to be written to. Third, it is

15 necessary to tell the buffers when the writing is to take
place. Thus the write address block 70 also provides the
write timing. There is a 10 bit wide address bus from
write address block 70 and also a clock line connecting
block 70 to each buffer 82 and 84. The write address

20 system i.e., both the address bus and the clock, are
stable with respect to the input video signal. The read
address (which is provided from read address circuitry 94)
and its corresponding clock signal are wobbling in time as
described below. _

28 . Thus when the contents of the luminance buffer 82 and

'~ the chrominance buffer 84 are output with the wobbling

. address signal from read address block 70, the resultant
is a wobbling video signal;' At this point luminance and
chrominance from respectively buffers 82 and 84 are

30 wobbling time-wise in the digital domain. These two
signals are fed respectively to luma digital to analog
(D/A) converter 104 and chroma digital to analog (D/A)
converter 98 along with the matching clock signals and the
address bus data. Thus the output of chroma D/A converter

35 98 and luma D/A converter 104 are analog signals.

The chroma signal output by chroma D/A converter 98
is heterodyned to achieve phase stability; this function



Figures 1A and 1B show scranbl ed and descranbl ed signals as disclosed in
U.S. Patent No. 5,058,157. 10 Fi gures 2A and 2B show a bl ock di agram of
a scranbl er unit as disclosed in U S. Patent No. 5,058, 157. Fi gure
3 shows a flowhart of the scranbling process i n accordance with the -
present invention. Figure 4 show9 a=bl ock di agram of a scranbling

device 15 in accordance with the present invention. Figure 5 shows a

bl ock di agri@mPEFICERESNifbithe hefrzadnne:iblogk AP0 @saRiddied vint h t he
pr esent ideeaill delow. Figure 6 shows a bl ock diagram of the input

board 20 portio l,rcuitry.of Figure . 4. Figure 7A shows a

bl ock di agram o?‘otq'{]gterc}%rﬁgrl&g bté’a)r‘:(’jle cp%&ﬁror‘]‘e(gft lhﬁ&dcﬂoé%h%tﬁ ‘% Fi gure 4.
Figure 7B Fliguse Ho WA ddristoml yosadyimgomuminexri dis glenerated by uiandomf

Fi gure 7A ' ; I | AQ portion
of the cér éﬁ%bref 8?'%%5‘#% ?bo%l%hb Q%lqét#esa% ?r?@%‘eﬁ oﬁgg@%%érham of the
out put boasdne pave dim he e gditeduidomalar. FiThise is latched minge @ex 0A,
108, 10C, %@eﬁﬂé@_ﬁwwm@é@@%% digitad Y @ oyt i on

performed by the circuitr of Figure Figure 11 shows 1'n bl ock

di agr am f oCPRYeEHas e tush Proyi Re SHSERPGe ABPEOXITmAL iGN B fhe o
Figure 12 i wavid.owdmid stfepped deproxinationdfpthessine) wwaridance

\émeggr;%oglrs%%eﬁ@hel vaef\‘rg 'cﬁ%‘yes a phas@ Q.%rc?c ]l%o%hq\e‘ilﬁ‘ leocsl& q:'h%q{ atrHeOf a
frequency provided out of phase lock loop 92 is tracking
the sine wave, i.e., tracking the phase of the phase lock
loop, thereby generating a read clock signal which
includes the wobble in terms of time. This read clock

L5 signal is then applied to a counter in read address block
_9@. This read address block 94 outputs a running address
bus which is applied to buffers 82 and 84 as described
above. Read address block 94 is essentially a counter.
Thus the read address signal from block 94 is wobbling in

'0 time, unlike the write address signal from block 70 which
is stable in time. The output of both write address block
70 and read address block 94 are on 10 bit wide buses and
the ocutput signals of these two counters 70 and 94 are
rémpinq i.e., counting up.

5  Thus data is written simultaneously to both buffer 82
-and buffer 84 and both buffer 82 and buffer 84 are read
simultaneocusly. The write address bus signals provided
from write address block 70 are on a 10 bit wide bus and
the data i.e., the addresses, are counting up from 0 to

0 909 which is the digital length conventionally assigned to
one video line, in an NTSC systenm with a 4F¢. sampling
rate. Similarly, the read address from read address
counter 94 is counting from 0 to 909, but the timing
thereof varies with respect to the write address by the

5 amount of the wobble which typically varies from +2 to -2
microseconds. Thus another way of describing the wobble
is that if one looks at the instant in which the write



- 16 - rdance with the present invention. Fi gures 14A, 148
14C dep!ETaﬁgeefornB relating to t he descranbl er of Figure 13.
Fi gures 15A, 15B, 15C show the use of pre-burst in 5 the scranbler of
Fi gure 4. Fi gures 16A, 16B show bl ock di agrans of descranblers
using digital HBI synthesis and interpolation in accordance with the
I nventi on. Figure 17 shows a vertjjcal wobble, i.e. scranbling 10
function, in accordance with the invention. DETAI LED DESCRI PTI ON OF THE

| NVENTI ON §QEABBLEBsCEEBAIhGN0F tneTbéaaQQ@@Eeégeaéesﬁatp&aa&
foll ow ng, speci

etc.) 15 reﬁéﬂet%bﬁgs BBgfeFrgd%Zﬁ%SB }uﬁfapﬂemﬁﬁvgnPPSanﬁ%gg

particul ar gagsélo® al¢rbsnesndsbdatereprfpeqbapsyzsmMpbeéecoNESC-standard
unit. The prlnﬁag}es descri bed herein are general ly applicable to other
st andards (§f ER*as PALg and other sanpling rates by applying detai

nmodi fi cat isons i nTRBSa& Grﬁéﬁ@@awﬁﬂhlpglﬁégpﬁgsfmemlbknskn9ﬁoanﬁo§@eversed

in the art, na analofl 84gRa3 fSom Bh.%ﬁhibh sbe\wasbi%am@!nl RG plen
accor dance mnt t he .i nvenfion . a t he scranb g evi ce.
|

Begi nni ng awhefepead rFﬁE°Fﬁ&8ﬁngl§5déﬁéFG§ gPHEofgpﬂnHPfF§r §t 2P8d and
witten intgaa aAgodeseribedl abaweontheceRzofi@Bignalnfpemabliekk be -

O ek EnEarb A AR ASACLA. RR BT LES Pel80LEH Mnaat®l VT TbE"
wavef or mpandst hétwaseflesirad to maddtadnnakabibityobBl the redathsee for
purposes of ;hage with respect. to colorburst of the chroma signal, but
still to allow the amplitude and phase modulation
envelopes to wobble. This is done as described in further
detail below by using the read clock signal from phase

15 lock loop 92 which also includes a wobble which is
identical to that in the chroma signal, and applying the
read clock signal to a double balanced modulator circuit
in heterodyne circuit 100. Then if the difference is
taken between the two signals, the wobble on the read

20 clock signal is subtracted from the wobble on the chroma
signal, resulting in a phase-stable chroma signal with its
envelope wobble unaffected.

: Also, the diqitized video output from buffer 76 is
also delayed one line as applied to vertical blanking

25 interval D/A converter 106. The vertical blanking
interval data is not wobbling but is stable. Thus the
vertical and horizontal blanking interval signals are
regenerated in vertical blanking interval and horizontal
blanking interval regenerator 108.

o Then all three signals from blocks 100, 104, and 108
are combined together in video adder 102 to reform
composite video with the vertical interval data inserted
during the proper time. Also inserted is the encryption
data from encrypt data block 96, which is typically

5 inserted in the region of line 20 of the vertical blanking
interval. Then the output of the video adder 102 is
provided to output driver 110 (which is a conventional

ount er s"
of



vi deo eng?yption In step 46. Step 46 generates an anal og waveformin
conj unction with the randomy frequency nodul ated sine wave which is

used to generate a wobbling tine base. In an alternative 35 enbodi ment, the
wobbl ing tine base can be generated digitally, identically to the
process described for the , - 22 - - 17 -
digital descranbler (Fig 16A). The 1:1880 counter 588 referenced there
provi des pr emipddifjefhe Proyidingaoutays anBliog vhdebepidfalf as shews.giti zed

vi deo previ ousl y Theaiefisl BAcKEbun! iR b%ghggngelx kRS pRALALELL T O
tr on process-an h of

t he 5 chron1nan g %ge?ddltlon and sub
t he signal s embo@iRfp r8§d 18V3H§&8Py1ﬂ1FHetﬁérambéwngrdﬁﬁéﬁﬁyawsbbl|ng
glnlng hThlgmbbauedesnbcuhcuxhuyl&anoenaﬂdgﬁmn9”18é8€8d“BhCbaé&%u§028|'ng

i nce there n ca ne i s separatign

process of3 §Fé3§3§ Eahgﬁ&gr%lcaﬁsbPgﬁﬁhnéncﬁPg¥véPtﬁﬁﬁéﬁ‘g SHRFRATSs not
scranbl ed bandndéssresensernonentswi sénwehe prefiernedcembodimenanichance, is
del ayed by g?ahbﬂﬁnbndSVQEe lﬁelaaeasfaafnaheaakylhgédtgﬁﬁcak#gnnent With

t he | um nan hr om nance portjon o hi s provides
three si gnaboarfgmi ERRcEirsks 84i Whick lsaﬁaevéhpﬂtahcandewhach The

| umi nance sijgpabaes WABULi Busfert b8, cheATbERNeErehgeRy b8, VebRhbRg and the
verti cal I nterva rms of tine. ere is ne t hen

|
to restoldd ARE ﬁﬁﬁgﬁlgggb%F!tﬁn fvf§€°cﬁ/§nﬁ°§Y§ﬁﬁfr 74. The second

board is the RAM (random access memory) board which
includes buffer 76, adder 78, subtractor 80, buffer 82,
and buffer 84. The third board is the control board which
includes write address circuitry 70, randomly varying

15 number generator 88, data D/A 90, phase lock lbop 92, read
address circuitry 94, and encrypt circuitry 96. The
fourth board is the output board which includes chroma D/A
98, heterodyne circuitry 100, video adder 102, luma D/A
104 VBI D/A 100, VBI/HBI regeneration 108, and output

20 driver 110. Each of these boards is discussed below in
further detail.

Figure 5 shows the random noise overlay generation
circuitry as discussed above which provides the added
concealment to the edge fill. There are four different

25 parameters in the edge-fill region that must be randomized
' for full security: (1) the luminance ("Y"), (2) the in-
phase chrominance component ("I"), (3) the quadrature

chrominance component ("Q"), and (4) the envelope or

timing of the inserted noise ensemble. It should be
30 pointed out that any or all of these may be omitted for a
simpler but less secure implementation. Alternatively,
the entire system may be implemented as shown but using
fewer than four independent noise generators (that is,
sharing noise sources), again with reduced effectiveness.

As shown in Figure 5, random noise generator #1 122,

and the 2MHZ LPF 124 generate random luminance. Random
noise generator #2 133 and its associated balanced

s
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30 as is done in the heterodyne process of step 52. Then the conposite

video signal is reconstructed in step 60 by putting the chrona back on

the | uma, r1ebl anking, then generating sync. Thus the wobbling |uma and

t he phase stabl e, heterodyned mobbling chroma are conbined and in 5 the
vertical interval the-output signal i3 i Tched over to the stable

verti cal |nt o) nal_fromstep . 54. In the horizontal interva
there is a1 :}a%t&“ lsilgnt% TAre, asﬁ?é’dd% SE WRREPTA SRTRONeNtSiur poses of
conceal mentranfens Naise gereratticap 48 Miter che@oedegred phaddiag st wér a

Thi s
ESﬁLL;SPzé‘%@féﬁi’@ "*“g:";“‘%:dw%é%d poRSREe Sd ke B S (1o

P MACARNR /it ttq?e twer dritatdambinegsbaided for
descranblg rehet o itfse ceommary dedgee 1(3r20Tarﬁi1<Béﬁa)d-pas%eB“1%4t he reddpd v

rying nugher | s | at.che to one line of the vertical
\é?am(l gg i % Né.lyorpa%q%sz%%rgga 9Dt a |h§ FENIAM %N}ﬂ qpndem
convent i onghropanare combined in rehar dmcdml Butnd hig &ﬂalgreatlezd lg}%yt hor i Zed :
n) fr r NG I n |gure
Chons & bl gageq Ao oM okt S ad b Ynbrdl g BT, epe
Begi nni ng ifd1dife region m@rﬁhmamaam@ poﬂhﬁomrahsﬁtgnneftcnhedg@nmﬁnulOna
| nput v'faeao&w%b standalddPVlided fa&xan%abgpuba%f ot Gfle IQ%tC% ntiona

cl anpi ng and aut omatic gain con rodesses ar € in
bl ock 72. €&HP§nFﬁ °§éﬁPGbﬁrﬁ§epeFFGP#EGlUﬁlvheNUSt be

sufficiently random in time and gentle in amplitude so as -
not to permit detection; to this end, random noise
generator #4 112 generates a random timing function using

L5 generator 114 which when filtered 116 is applied to the

' doise gate 118. The edges of the gating waveform are
softened by the 200-nancsecond shaping filter 116 to avoid
detectability of the gating function itself, and the
resultant gated composite noise waveform is simply added

10 linearly 120 at a suitable low level to the wobbled video
signal. The output of the circuit of Figure S is provided
in the video output board (see below, Figure 9) at some
suitable point, for instance into the luma blanking switch
stage 414. -

15 Note that the filter characteristics described above
‘are indicative only; other cutoff frequencies, bandwidths
and risetimes could be used as the application warrants.

SCRAMBLER INPUT BOARD
Figure 6 shows in detail the circuitry of the input
30 board as discussed above which includes (with reference to
Figure 4), input buffer 66, genlock 68, clamping AGC
circuitry 72, and video A/D circuitry 74. Each of the
blocks shown on input board circuitry in Figure 6 is
conventional and well known in the video area. The
35 clamping and AGC circuitry 72 of Figure 4 is shown on
Figure 6 as including conventional AGC circuitry 140,
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I nput video signal in block 68 by operating a crystal 10 oscillator at four
times the subcarrier frequency which is phase-| ocked to the incom ng

col or burst- signal. The out put of the genlock circuitry 68 is then the
wite clock signal. The incom ng video signal is applied to a video

anal og-to-digital converter 74, outpnﬁt%*mffron1A/D 15 converter 74 a
digitized videqsignal,. This di,gitized videg,signal is then plied
to a di gitPR! 153&%eﬁw4\ﬁhi BRSKN PRES C&% e 1A8ri 2BRE&F 1REN & 4Bur F€F°"%[7)6
provi di ng dacke porddo clamp del2aforBahle Bde cipeuiapg 140yt Byncoftighe buffer
76 are proyjged; lsjock . 28 _a 0 i I gitialgl The

out put of aggegIEPS%%Q?EIPS' §P%§ng%F§hf%§Hggg?§?§%§IEséiﬁkngl¥ﬂ?%e I nput
and out put LPFoft53uf f dhe7 processes: videed isnpsonidadt 5o Brysk tdmes he

out put ofy yWibelArrderheoCthehretirnaiaes sudedkritkugrthaencyayb Vi deo

R AR A M N T IR e L
terms of tigiscuEsed belowut Theaddmloék icirpudergedlso Hntfladed? tia ch is
the chr om Naheads ganerol $¥abag. ased 1aBtper 153 HIGR: 5 B2 248 one Vi deo
li ne Iong.Pipes theashboharinikrefregiensy. aftiis4fane timesl | ed "pi ng-
DorDer o hsfer (U7 e R, A0SR RISLATRTOY BBur TpOMIGIATONT e
banks, onel§P @RAcRroyided,tic: ReFUPFASTA0F BhasRedasRctordd§? whdahhe
second onecbhpards thd" cutpltWireguehey itkehn al9iderbesddtocaeout from
N alternal g o IP e ena ™ nini 3 S1ghdd troiCamblifier 144.
Thus this ensures that the voitage control oscillator 158
.5 does operate in exact synchronicity with the incoming
cblorburst. _
| Thus the ocutput of voltage control oscillator 158 is
the reference frequency which is four times the subcarrier
frequency. Also the ocutput of divider 160 is the
'0 reference frequency subcarrier signal. Also provided as
part of the input board are conventional horizontal timing
one shots 164 which are for various internal timing
purposes.
The lower portion of Figure 6 shows the digital
5 circuitry for generating the timing pulses for the
‘horizontal reset signal which is provided to the RAM board
as described below, as well as vertical timing for various
internal purposes ("housekeeping").

SCRAMBLER CONTROL BOARD

10 Figure 7A shows the control board which includes
(referring to Figure 4) the write address block 70,
randomly varying number generator 88, data D/A 90, phase
lock loop 92, read address block 94, and encryption
circuitry 96. Beginning at the upper left hand portion of

15 Figure 7A, the reference 4 times subcarrier frequency and
horizontal reset signals are received from the input board



- 19 - type nmenory or shift register may be used. Wite address
bl ock 70 receives the wite clock signal fromgenlock circuitry 68. Thus
the wite address block is locked in time to-the input wite clock

si gnal , 5 and thereby to the input video signal. That wite clock
signal is four tines the subcarrierjrfguﬁncy and is stable so that the
| um nance and chrom nance are witten In a stable synchronous fashion to

butfors 5 iooikny BE PIGREICE,! | hise Inouc IoRRNS! ak@ Mhet o & 0Capply
the sigREPY dgfé %ﬁ %ﬁe'Vrl§ed§§PP§&rt8°®eré°k8888ﬁJP}e § nust suppl y
addr essesstabiliee (Nonawodib lied)t we itef Address onwhlthntbatdama as to be.

written tenowhl r dphlet o'u%p%% B%C%ﬁﬁ%g-&ﬁ:‘é E%h|n E }g%p%s row Writing

is to take pl ace, ress b t he
write tBntAgWTiker @Pﬁ9ﬂa29@ Whichi @& 5der TSPBYs PPAsH inwthee vaa’mass bl ock

70 and al 39nd shoe&sbbaseceanwel e@untbleeeh ZQuthEaQBob%Ut?ht%Z and 84.
The wite address 2Q stem.i both the address bus and {he clock, are

stabl e mnFRSPG§§éUPl¥osﬂﬂéaﬂﬁpﬁprvﬁﬁéﬁrétéHSIth?hé¥ﬂ§a8“°ad@ﬂ6§§'(whlch is

provi ded Hhewd,r apd 2AAr 23ReC20C Yatey sidhalsyndnit ForOtegeReifdign@Ene 0Ck
signal are mobbllnﬁﬁﬁg time as descri bed bel ow. 25 Thus when the

contents GPUPRET & fce buffer 82 and the chroni nance buffer 84 are
out put wth thanwohitbutgof &ier sritei GRROMf 20M isadlsddpesyidedcito/0, the

resul tant q,4S BufRll LBg ‘f|o gﬂ?‘fh:qgal Xﬁ SB§ZzBQEQ§ObH%%?Q§e and

chromi nanE&2Fr ST especti ve ers Ing tinme-w se
in the di §ead couniens. 2?He98t9H65 asFguBts tar SheegeadsPROM v66y to | una

digital tQnaegl @4 respPofbecRUH behetdteadenepREBedIBLkaLobE aNal 0g (D A)
gating pulse. Blocks 208 through 230 and including also
i 258 generate the wobbled read address (RADR) which is used
by the RAM board as described below for purposes of
scrambling. '

- The lower line of circuit blocks of Figure 7A provide
the sync overlay concealment function i.e, the wiggled
sync signal as a fixed pseudo-random pattern. The output
CS designates composite sync. Beginning at the left hand
portion of the bottom portion of Figure 7A, the input
signal is the vertical blanking interval pulse. This
siénal is used to reset a line counter 262 which is
incremented by the write beginning of line (WBOL) command
which comes from WBOL comparator 210.

The line counter 262 is used because in this
particular embodiment the sync wiggle is provided in a
fixed pseudo-random pattern on various lines of each video
field. Thus one runs a line rate address count which is
provided to a sync pattern EPROM 264 and line-by-line the
sync pattern EPROM describes the off-set i.e., amount of
wiggle that is desired on the horizontal sync pulse in
each line. That offset value from EPROM 264 is applied to
sync/burst logic and one shots 266 to generate the actual
sync pulses. Circuit 266 is also controlled by two '
switches one of which is the sync overlay switch which



conver{er 98 along with the matching clock signals and the address bus
data. Thus the output of chroma DA converter 35 98 and |uma D/ A converter

104 are anal og signals. - The chrona signal output by chroma D/ A
converter 98 I's heterodyned to achi eve phase stability; this function

- 20 - Is perfornmed in the heterodyn | ock 100 as explained in det ai
bel ow. Now referring to the center I'eft hand portion of Fi gure 4,
a randomy Waksicfdneenhgr t'h% don em@llax, 13N ¢QRL2 1 BHTR ' ogeRgEal Anad8
whi ch out put i afre uen%y eg wave 1 n the ital _domain. This
i s latched 8nt8 BeF chld@&“fﬁgﬁﬁc nﬁhdF8v98§&rﬁénﬁétHh8F thFb anal og

(DA conweédthr offi0 theusinsertied syne stigpadd isppessi thanomonfinale  sine

wave. This p ti e % 0 ed and drives
a phase Iocéh?oeﬁngLLng5gi ° a%kfkg lﬁfggawg gﬁep}év ggpe%ﬂt of phase
| ock | oop592chmprsaitiei sync)t Isdgsiade whded, is. orovudadkmngthheopm@m¢ of the

phase | ock P4 et enatsl Kk I iqh i |ncludes
t he wobbl e Pﬁg grﬁg g %%QM aThfghrgg EP%% E%% sigﬁgﬁswt gﬁ applled to a

counter in psaaléeérégstbﬁo@ﬂankgmq PHF§lﬁéaefaﬁbﬁebékBVéawth dogi® s a

runni ng addEﬁs%rde?“%dWhhﬁﬁlh%k@pthe@oHGrBHEEQr5 QﬁeaQQn%4w%8tﬁ?50r'b3d
above. Read address bl ock 94 is esse us the read

addr ess si gR¥iEFRoFOBNGSEES, tos CWGGBF¥F§ Fﬁsoélgpﬁé tBHIFEB“FﬁéqﬁWQ§é
- address 3spgwalkchr am fthecko#izehital syne stighhd ih brder €be out put of both

wite addregécghﬁgéate the wiggle of sync. This is therefore non-
network compatible video, i.e., non-NTSC standard video
which in fact can be used successfully by most video
equipment including standard television sets, but may

15 upset or be affected by various types of transmission
equipment.

The blanking and invert logic 270 receives the output
signal from the sync/burst logic one shots 266 for
purposes of performing inversion of video for further

20 concealment under control of the attached invert switch.
Thus the "invert" line which is one output of block 270
indicates that a given video line is inverted or not. CB
refers to composite blanking which is provided as a
control line to the output board for determining when to

25 blank and when not to blank. The logic for video

~ inversion as shown in block 270 is that in order to avoid
clues to a pirate as to the presence of video inversion,
when inverting it is desired that the colorburst remain
noninverted. Thus the inverted line must be in its non-

30 inverted position during the horizontal blanking interval.
Thus block 270 is gated by both vertical blanking interval
and also by the horizontal blanking pulse.

With reference to the concealment by use of ovorlays,
the sync/burst logic and one shots 266 are controlled by a

35 sync overlay switch as shown. It is possible to drive
this switch by a random number generator (és described
above with reference to Figure 5) thus providing a random



70 and read address bl ock 94 are on 10 bit w de buses and
signals of these two counters 70 and 94 are ranping i.e.,

th
co

e out put
unting up. 5

Thus data is witten sinultaneously to both buffer 82 and buffer 84 and
both buffer 82 and buffer 84 are read si mul t aneously. The wite address
bus signals provided fromwite address block 70 are on a 10 bit w de bus
and the data i.e., the addresses, arg«aunting up fromO to
is the digital Iength conventionally assigned to one video line, in an
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mai ntain i rve 'phasé

0 the location of the vertical sync signals, i.e, a vertical

sync wiggle, which would add further concealment.

The second to last row of circuit blocks in Figure 7A

35

begins with the random clock generator 240 which provides
(in response to write address signals) random numbers ta
frequency modulated counter 242 which then causes the sine
EPROM 244 to output an 8 bit data word to vertical latch
246. The sine EPROM 244 is controlled by a switch PK
which enables or disables the EPROM and thereby turns the
basic wobble "on" or "off." The 8 bit data word from the
sine EPROM 244 is also encrypted in encryptor 271 and
pfcvided.to a parallel to serial converter 272. Thus the
8 bit words output by the sine EPROM 244 are put into
serial form and inserted as data on line 20 or
thereabouts, as the application suggests, of the vertical

" blanking interval of each viéeo field for transmission to

the descrambler for descrambling purposes. Then the
descrambler (as described below) removes the 8 bit data
words, decrypts them and applies them to an identical set
of circuitry for purposes of descrambling.

Frequency modulated counter 242, applied to sine
EPROM 244, generates a randomly FM'd sine wave output,
typically in the region of 3-15Hz. The output of vertical
latch 246 when enabled at line 19 of the VBI is then
provided to digital to analog converter 248 to output an
analog signal which is then smoothed by a conventional RC
low_pass filter 250 with a time constant of the order of
10 milliseconds, and provided to comparator 252, the



10 is, it is desired to maintain stability of the relative phase with
respect. to colorburst of the chroma signal, but still to allow the
anpl i tude .and phase nodul ati on envel opes to wobble. This is done as
described in further detail below by using the read clock signal from
phase 15 | ock | oop 92 which also includgg a wobble which is i dentical to
that in the chroma signal, and applying the read cl ock signal to a double
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al so del ay one li'ne as applied to vertical blanking 25 interval D A
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provided to odppqt driver 110 (which 1s a conventiona
amplified output of phase detector 254 which is provided

to voltage controlled crystal oscillator 258 which is
designated as the "read" oscillator and is operating at

.5 four times the subcarrier frequency (fsc). The outﬁut of
voltage oscillator 258 is the read clock (RDCK). This
read clock signal is thus wobbled i.e., operating at

- exactly four times subcarrier frequency but displaced from

its nominal location by up to + 2 microseconds as

.0 controlled ultimately by the action of random number
generator 240.

Thus read oscillator 258 rrovides a wobbled read
clock signal RDCK, which is in contrast to the analogous
oscillator 158 which provides a stable reference signal of

'5 4 times subcarrier frequency reference signal. Thus these
"two oscillators 158 and 258 one of which (158) is stable
and one of which (258) is wobbling provide timing signals
applied to respectively the write counter 200 and the read
counter 204 of Figure 7a. Both counters 200, 204 are
10 divide by 910 counters (since there are 910 cycles of four
times subcarrier per NTSC video line); thus counters 200
and 204 are both running at the video line rate. This is
conventional except that the read counter 204 is wobbling.
- The outputs of counters 200, 204 are provided respectively
i5 to the write address bus WADR which is stable and the read
address bus RADR which is wobbled. Each of these buses
are 10 bit width buses as shown.



- 22 - anplifier) providing output analog video signal as shown.

The various bl ocks shown in Figure 4 in the preferred enbodi nent of the
invention.in the scranbling device are enbodied in circuitry
conventionally located on various 5 printed circuit boards which include

I ntegrated circuits and discrete conponents In the preferred enbodi nent
t he scranbl i ng device includes fodr 28uch printed circuit boards, the

first of mhlch t . board which | udes input buffer 66,
genl ock CIrCUItr§ % geéﬁgﬁptﬂggée E&E?&F?Eﬁl?gy the cireMitmie SHOMN conver t er
74. The setonfigurgozid as dmscaashgrandoewacceus SEEDVY) p&O8] 6h VoiE Ch

| ud d 8; bt 8 d_ buf f 84.
el utes bekdeidbo, SAISaciDL PLEckgha0o BHLIFLGRE g, gaf"yirl |
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utp oar
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di scussed ag#gtlgﬁ thguékggbddERﬂblls when tg%ggégsﬁ iﬂfgsgéhe random noi se

overlay ge Circul di'scussed | des the added
conceal nenavabdlahdecdgbef enid. théhe @ap. ) ouEndbetweent tikgseatwWarters in the

edge-Til4 ?éﬁifi&dt é'ﬁneafuat be ﬁaadgaai9dto pt&vidéd! AnsSee &%at ui&) the

| um nance g ron1nance co (3) the
quadratureSIQnGErEﬁFﬁHPéénEOFBGn ﬁFl?gcf}deand feywih Bﬂvéﬁﬁﬁet at

tln1rg 0; %Hesénﬁﬁbteﬂmaﬁl&er?éﬁpaﬁﬁereépeébﬂvéﬂyb€o39h80b§§EHnQH§ that any
or a 0

o orent abF EReREEiKa, Libps Fornd wrikAncEbifcandothn cERRbRRIRA! od as

shown but ofi the attire 1haa forr thadepaddeytlaoi sktgwibdlaber seéhhat i s,
sharing goiggeSQH" t4sheildd’ B1¥uhR16RIHEEHr ST SACLAUCPEGRE side of
the picture when the picture is moved to the left. 1In
this case the two times of interest are (a) when the read
video has been exhausted and (b) when the video is no
longer required. These two times correspond respectively
0 to the end of the active line for the read cycle and the
end of the active line for the write cycle.

The problem is that the read system and the write
system are asynchronous, meaning that they cannot remain
in the proper time relationship. Thus an interface is

S provided in which the address or addresses that are the
desired beginning and end of the lines i.e., "BOL" and
"EOL" for the write system and for the read system are
defined. Then the write end of line (WREOL) comparator
208, the read end of line (RDEOL) comparator 209 and the

0 write beginning of line (WRBOL) comparator 210 and the
read beginning of line (RDBOL) comparator 212 compare the
actual addresses coming out of the read counter 204 and
the write counter 200 to the preset values corresponding
to the desired read & write BOL & EOL. When these

15 addresses match the preset values, that says that each_
counter has reached the point where it is desired to start
£illing in the active video, or has reached the point



35 As shown in Figure 5 random noi se generator #1 122, and the 2MHz

LPF 124 generate random | um nance. Random noi se generator #2 138 and its
associ at ed' bal anced - - 23 - _
nodul at or 140 generate a random "I" chroma conponents; random noi se
generator #3 128, the 90-degree phasé‘sHLFterQ 1%26 ﬁnd t he relate? .
bal anced nyRghel random " Q' chroma conponen e
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randomin tl e AMRnlakeU t to ern1t detection; to
this end, Fégeg%?%gg @Hdeaegherapg% g% % 5ﬁé}agéglﬁnﬁa§deﬁrllmehg
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output boapgtbERthed) vhah i B¥' boReabldES ¢kp Bhe eRTiang' fon-i not ance
into the Iedgebfadllpgosnssoh ThSSagethlthe outputs of comparators

210 and 212 are provided to the fill beginning of line one

shots 222 and the output of one shots 222 is a pulse which
5 is high only when is necessary to fill the left edge of

;he line. Thus the end of that pulse is moving with the

wobble. On average, half the time that pulse is not

provided because it is not necessary to fill in the left

edge of the line because the picture has been moved to the
0 left instead of to the right.

For the right edge of the picture, the‘till end of
line one shots 218 similarly are controlled by the write
‘end of line comparator 208 and the read end of line
cdmparator 209, and provide an analogous output signal

5 looking for the end of each video or an active portion.
-‘Thus the "fill end-of-line" one-shots 218 generate a
single pulse that is high when it is desired to f£ill the
end of the line. The output of one shot circuits 218 and
222 are displaccd from one another by the width of

‘0 horizontal blanking; the inner edges correspond to the
edge of formal blanking and the outer édges correspond to
the edge of the moving active portion of video.

The portion in between the two pulses is the region
in which a stable colorburst must be generated which

‘5 matches in amplitude and phase the moving colorburst which
intrinsically results from the wobbling read cycle. The
"£ill burst" flip flop is set by the trailing edge of the



25 hgte that the filter characteristics described above are

I ndi cative only; other cutoff frequencies, bandw dths and risetinmes could
be used as the application warrants. SCRAMBLER | NPUT BQOARD

Figure 6 shows in detail the circuitry of the input 30 board as di scussed
above which includes (wth reference t23 Figure 4), input buffer 66,

genl ock 68, clanplng AGC circuitry 7 and video A/D circuitry 74. Each

of the 58 ?u@.l%%w'& Ut b?ﬁ%‘é g'eraﬁli'ng lé.dli;%e '3?9 'éh] @oi.s

convention d wel | own I n anpi n & AGC
circuitry T?eofeppgﬁﬁe 4“@? Srdmsate 2R28gdreks as ﬁﬁ@lé&ﬂﬁgséonventlona
AGC circui yeyihéd, as the read end-of-the-lme (that is,” t®& addresywplifier

144, back | 6 | f 1 back ch cl 142
for the ARRGER:dst F0 aoustil eof ey the 15RICa100" 30 BRFIAL IO0R Aok
CIFCUItrﬁ and sami3amdy theLPhesamnlnbeoﬁrdaasgearurs&atﬁsZQMOV|ded to four
LIS, 5 Subeibed ahd anddobAis EilRa1s#Brakhe®lelte@iancYay.D sgnverter

74 mhlch 0 puts igita oard 'scusse
genl ock ci tbei f' }lél§§r5ﬁ€lGGSéoﬂhéhevéﬁﬂxgéscuﬁedonscﬁysﬁabfo§@e Iator 158

“which is apchedt o %aoymr%%bcarrhuar uBE%GUéBﬁ!&roIhb% kR cohRng LO
subcarrier frequency is then divided iﬁ our divider, . 160 and provi ded

to a subcasifBPlghiZOMyENE LH. EHOtHH7 aBGnﬁa?esaPhédéﬁﬁﬁﬁtlFrequency
from di vjfeithed providedcaitorher ehdobft Neneneenthe auaraks’ oemeaep! ifier

144 middle of the colorburst or the address of the beginning
of the line as provided on the bus which is connected to
the eight most significant bit read address select
circuitry 230.

15 - Note that all of the busses in the central portion of
Figure 7A are only eight bits wide, because it is the two
least significant bits of the ten bit address system which
are allowed to run (as described above). Thus the select
circuitry 230 selects between three fixed addresses

20 corresponding to the end of line, the colorburst, and the
beginning of line. The burst (colorburst) tri-state 226
as shown is controlled by the output of the fill burst
flip-flop and also by the burst address. The effect of
setting the eight MSB's of the address buss to the address

25 corresponding to the center of colorburst is to £fill the
entire read-cycle HBI with a continuous sine wave exactly
métching the input colorburst, regardless of the wobble
state. The desired output colorburst can then simply be
gated out. Thus the select address provided on read

30 address bus RADR switches between the actual running

 address count from the read counter 204 and the static
states which are the ocutput of the select circuit 230,
which runs normally during active video but is frozen at
the end of line, or beginning of line, and in the middle

35 of the burst. Thus the ten bit read address is wobbled
and at the desired intervals stops to perform the fill
process.



-
Thus this ensures that the voltage control oscillator 158 15 does operate

I n exact synchronicity with the incom ng col or bur st . Thus t he

out put of voltage control oscillator 158 is t he reference frequency which
is four times the subcarrier frequency. Also the output of divider 160 is
the 20 reference frequency subcarrier siygnal . Al so provided as part of
the i nput board are conventional horizontal timng one shots 164 which

are for various Theefsak Ehﬁb@gsub&HE?QEQSfrequenc TbSlEQ r portion of

Fi 6 sh It 2 |
Foure 0 SR bE kg gd ELLCALCL Tog R RILED IR 2,
descri bod béeéquagdmﬁlthagthortambbdnmﬁnng ior copending andteomnbnpyrposes
("housekeepjpged. U. S. §§BQNELBBp B@E BQEPEE ono. EZ?EgﬁéZ@ 3shows the

control board which | udes ferrin [ Wite address
bl ock 70, 5 enEARASH \ W%QFyFﬁQQHBﬁﬁgrDQHhé aPBrVQ taﬂatQOBﬁnpgéedphase

| ock | oop 9§r¥§§§ﬂ eddie;atbbocklﬂéeneaé RBﬁé!HtQGQn, aetBEHéyraoéﬁet
Begi nni ng at f

ﬁ $$g . eft hand ga & on, of gure A, the reference 4
ti mes subcaPfte 80eﬁ8§°5§8rat 0 FESﬁPaPYrESG rSPﬁﬁalsFAGBrPezglved
fromthe inaattheapﬂesent disclosure is one embodiment of-tR& wide

circuitry O%rgag Sdeev a ?oh”BHEtigS”éLﬁt%éfléQeszstal oscillator.
10 In Figure 7B the cutput signal ("OUT") corresponds to the
‘wobbled read clock (RDCK) of Figure 7A and the voltage
control input (Veonrmor) COrresponds to the output of error
amp 256 of Figure 7A.
With reference to Figure 78, first crystal 313 is
15 connected in series with resistor 312. The series
- combination of resistor 312 and crystal 313 is driven by a
first driving transistor 325. Current supplies 327 and
328 connect the emitters of transistors 325 and 326 to a
negative supply voltage Vgz and the collector of transistor
20 325 to a positive supply voltage V... The phase control
circuit includes a varactor (voltage controlled variable
capacitor), diode 320 along with capacitors 321, 322 and
323 and an inductor 324. The phase imposed by the phase
control circuit is varied by adjusting the Vegypper Which
25 changes the capacitance of the varactor diode 320. Diodes
329, 329°' limit the amplitude of the oscillations in the
circuit. |
' A second transistor 325', a second crystal 313' and a
resistor 312' are coupled to common base amplifier
30 transistor 326 emitter transistor 325, first crystal 313
and first resistor 312. The emitter of transistor 325' is _
connected to a current source 327' to negative supply '
voltage Vgy, and a collector of transistor 325' is
connaected to posxtive supply voltage V... Crystals 313 and
35 313' are driven in-phase with each other. The varactor
diode 320 has a relatively low ratio (i.e. 2:1) of maximum
to minimum capacitance.



provided to the wite counter 200 whi ch generates the stable
(non-wobbl ed) wite address on a ten bit bus as shown. The out put of the
wite counter is also provided 5 to wite EPROM 202 which at the proper

point in the video line in response to the count from counter 200 outputs
respectively signals for generating the, ync gate, burst gate, and the
line 20 gate signals, and for resetti ng counter itself. An

output of the wine raRRAA0% depda & % fi%g t:%sr A% GHELA; 204 for
nt

initial synchronr z.atron pur oses ead cou outputs a count to the
read PROM 5 "'rﬁ;r ey & SRAREE 1o gati ng
pul se. Bl omd@m@mmmmww (Ieud.ud! rm{za)l SO ThkD VE&gemarat e the

wobbl ed re B3 h i t he RA d i bed
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of Figuré PRig¥o@gada buffersyaio mm:a%etmm@e@lmmt fsigna@lon i.e, the

w ggl ed sync signal as a fixed pseudo-random pattern. The out put CS

desi gnat es corrp05| te sync. Begi nning at the | eft hand portion of the
bot t om por ECEAISILIN gudl DEARG he | nput signal is the vertical blanking

i nterval pul se. p‘lilgui-e §|d§1ﬁcﬁ§ i et 1 %«gt Rggql 'b@‘irﬁogﬂtl%&n%z which is
i ncrenented b wite be i.nni.n | ne comman ich cones

f r om VWBOL é&ﬁ%‘é’r%%rc erf@in °°k5(%r?eff |"r%‘r@oﬂnt1€F12‘921‘I§sbH§§G’-’b€(§ause in

t hi Sd par Taidddraﬂaerrtsmxﬁtzautdmesosyr!t buf]g@zeslzs IalhﬂVCdeflfaraa_?_ Jiaed
pseudo- r ALter, ey | us _one runs
a line r reg‘sﬁc} nt % %éé 18 prag‘vrlg'gg& é‘ g gyﬂé f‘f’grﬁ B8ROV 264
and |ine- by-nl Figuziee 4) mxpmngertmaEmgqod@g@m ttbe u.hpumf boaeti and. ;

anount  of qugl itg sXme stdj@,{m frfaq.n(taq SYRG. pu;\g gt each

l'i ne. That set val ue fromE | s applie sync 7Pogr C
and one shéhd SHHTTACTST 2R &% %l}&! igurec péll’§e§h305ﬁ@9| 38266 is also

control | ed Fayuire0 4. SWHe g fere 8 £t dhe ¥ NRinaRCeO¥Bahf¥15Wet ch which

L5 Figure 4 in Figure 8 is shown as a ping-pong RAM including
dual RAM banks 350 and 352 each of one horizontal line
(1H) length. Similarly, the buffer 84 for the chrominance
channel of Figure 4 is shown in Figure 8 as being ping-
pong RAM 360, 362. _

20 Both the luma and chroma channel which are desired to
be wobbled must switch from the write address system to
the read address systenm because the write address and the
write clock are stable as coming in, i.e. WADR and WRCK,

_whereas the read address RADR and read clock RDCK are both

25 stable. The selector circuits 354 and 364 steer the
clocks and address busses respectively for the luma
channel and the chroma channel so that at any given video
line one of the buffers in each pair of buffers 350, 352,
and 360, 362 is writing and the other is reading. The

30 horizontal blanking interval reset signal is provided to
the 1H flip-flop 356 for control of the select circuitry
354 so that the buffer pairs alternate reading and writing
appropriately.

SCRAMBLER OQUTPUT BOARD
35 The output board portion of the block diagram of
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- 26 - determnes if the sync overlay is functioning or not, and al so
a sync wwdth switch which determ nes whet her the width of the inserted
sync signal is |less than nom nal. The out put of the one shots in block

266 is the CS 5 (conposite sync) signal which is provided to the output
board as described, and the burst gate sjgnal which is provided to the
bl anki ng portion of the bl kg/invert Iogl% i n"order to "unbl ank"” the

col or bur st tch _conn c e o circuitry 266 allows the
reducti on oflggraygt#q414§%§ F&8 SOFPER yhbggkgﬁﬁFanggrdéﬁet& una
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successful ly nost vid ui pment i ncl udi ng st andar evi sl on sets,
ardges,
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Tnver si o ofthd: duBs GRY Gt ao 0 ARAdRe FORYRIERTI0A0Rel VB OHE at Lached
invert switgs, chiromal DAC lgrsv,eram'a loutputhideriivier an® agiepttheoisapledck 270
LB‘#LSZ‘? Co bPIRERT) Anich FOus e de dadt E1on8La, Bhonrecs; shERE SHeu
boar d for datiaeni20i |d@tah@n‘- meZ&ﬁﬂea‘nH-e@denpmim bifatthe FEiguregi c for
vi deo VRiEhO1 A prafviled AL ddEtustdd ARl £rinOkHR" cbAezl d
board of Figure 7A going to a line 20 inject circuitry 400
which is then provided to luma blanking switch 414.
Additionally, the video invert signal also provided as
shown in the lower right hand portion of Figure 7A is

15 provided in the upper left hand portion of Figure 9'to the
luma DAC 104 which also receives the luma digital signal
from the RAM board output bus as shown. Additionally, the
digitized vertical blanking interval signal from the RAM
board (which is time stable) is provided to the VBI DAC

20 106 and the chroma digitized signal from the RAM (which is
wobbled) is provided from the RAM board also to chroma DAC
98; the chroma DAC is controlled by the source video.
invert signal as is the luma DAC.

The VBI switch 406, controlled by the VBI s;gnal,

25 switches in the vertical blanking interval as desired in
the appropriate portion of the signal. The output of VBI
switch 406 is then filtered by a conventional inverse sine
X/X type filter to compensate for sampling-induced high
frequency roll off. The output of the filter 410 is then

30 brovided to summing amplifier 412. The output of summing
amplifier 412 is provided to the luma blanking switch 414.
The "£ill burst" action repléces the entire HBI signal

~with continuous burst at the output of the RAM board. The
action of the luma blanking switch is to re~insert H

35 blanking and H sync, and to get the continuous burst to
form—the expected colorburst, thereby regenerating the
desired HBI format. The output of luma blanking switch

~——d
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Clues to a pirate as to the presence of video inversion, when inverting
it is desired that the colorburst remain . noninverted. Thus the inverted
i ne nust -be irn its non- 30 inverted position during the horizontal

bl anking interval. . Thus block 270 is gated by both vertical blanking

I nt erval and al so by the horizontal Rkanking pul se. ' Wth
reference to the conceal nent by use of overlays, t he sync/ bur st Iogic

and one shofss 266 menwmwi-é@dmbyl@a%aﬁnﬁweflayssmﬁC&xeévﬁ ot
om nunber gener at or

b
descr ved iEseEH gy FafRbihd i tndnde PRI Pl PR S e e,
- 27 - forMHDf SThe cwbpwetl pEniow Thass "Siltemi 416 cthémsiveprovidednd to
operate wellq e@hiagl I§%§vepf fgg{f r0pg§, not provide any problemin

renoval of sane Scra r L ch Tnvari abl regener ates new sync
for each % bIankﬁ*@ﬂl%ﬁ%?vth?n°%h®u%a%% the sehroma ré@nk® with the

invention idohfedcdd tdcver®itd]l CRLARRIA 1£E&¥W£¢ swi!éﬂ'@?OtPSrhor'zonta
sync using two dissimlar frequenC|es o provide further conceal nent as

in Figure SSWitqRiRGPYhEhe|chrqma signal ‘b‘!'bn%t"?%@-%%l‘reb’ﬁ%ll’% vary 10
the | ocati ofh@fodtutrest i €xé eamwanmisﬂkinq: sxawamml is cyés Wi ggle,

o oh U LR RESE FEer 473, v, s e SRRl o 200
whi ch provi fiesquerfcies csipaove cabautr 2 t Mz dand sthen akds ) subsjelstn bantizes to
black clipper 412 and hence follows the same path as
described above for the luma DAC. '
With regard to restoration of the vertical detail
from the chroma channel output, this is performed by the
15 output board circuitry of Figure 9. As shown, this takes
place except during vertical blanking under control of
vertical blanking switch 420 which switches out chroma
during vertical blanking. This chroma signal during the
active video portion of the line is filtered by low-pass
20 filter 422 and black clipped at summing amplifier 412 and
recombined with luma, thus restoring the missing vertical
detail. This is because the missing vertical detail
appears in the chroma channel, so low pass filtering'
removes the chroma content, leaving only the vertical
25 detail, and adding it back to the luma channel restores
" the missing vertical detail. Sync shaper 426 and blanking
shaper 428 convert the logic-level CS (composite sync) and
CB (composite blanking) signals to analog signals of the
required levels and having the standard rise and fall
30 times, i.e., 140 microseconds for NTSC.
The- lower part of Figure 9 is the heterocdyne circuit
100 of Figure 4. As shown, analog chroma data from chroma
DAC 98 is~provided to an inverse sine X/X filter 424 to
restore losses in high frequencies due to sample and
35 holding in A/D. This filtered chroma signal (which is
wobbling in time) is not however at the nominal 3.58 MHz
subcarrier frequency. Thus this signal is provided to



5 frequency nodul ated counter 242 which then causes the sine EPROM 244 to
output an 8 bit data word to vertical l|atch 246. The sine EPROM 244 is
controll.ed by a switch PK  which enables or disables the EPROM and t hereby
turns the basi ¢ wobble "on" or "off." The 8 bit data word fromthe 20
sine EPROM 244 is also encrypted in encB§ptror 271 and provided to a
parallel to serial converter 272. Thus the 8 bit words output by the

si ne EPROVI ZafRnge Tedulater 43 fef fUrHhemMPrIressidtPas data on Iine 20

or  thereabout ssubsathfedPptéQuénep oGRS Scorird IFed etyseal 5 bl anki ng
descr anbl | P BT HAREE %50 58 edfe A€ SRR he Raina GIREIAIREL | ohoves
the 8 bit datequensty dshaskcigprctanedn Grihigpldrives eerter amplithiecal set
Chuntof AL IR P800 FRgbats (0t crafiaRpI IR Nl
wave out putcontiglhiefiilater S egi The AUEPUL BT ITRAVRAGYItCORTTRLL | cal
lat ch 246 whgey ereddedssé 1sneidfaed Bype2 dBvid@n 4510y sy i@e da gi t al
to anal og converter 248 lqaﬁkggyt an %gggna.c%ks nal whi ch *s t hen
snoot hed byEEREHRRN TN | R RRCa5 T} Y8RFY o (TH® constant of
the order cjutput of |divbdendss2 aisl provided to twonsand padd2filters
anioh prt GEE7TF54 Ele Ladtt TS IE RAEdd iy BREFEEGLC] 20
wave form atazmonie of half of rthe euboawrrigr frequency i.e., 5/2
Fsc. The second band pass filter 454 is passing only the
third harmonic, i.e. 3/2 Fsc. Band-pass filter 454 then
outputs the stable carrier 3/2 Fgo signal which is applied
15 to balance modulator 456 which mixes this with the -
divided-by~4 Read clock signal (RDCK) which is wobbled and
is equal to (four times the subcarrier frequency/4).
This RDCK signal is divided by four at divider 458
thus outputting the wobbled subcarrier frequency, which at
20 balance modulator 456 is modulated with the 3/2 of the
subcarrier frequency. The ocutput of balance modulator 456
is then filtered at band-pass filter 460 to select the 5/2
of subcarrier frequency (upper sideband) which contains
the wobbled subcarrier frequency. In the figure, this is
25 labeled "wobbled carrier" and is then applied to balance
- modulator 442.
The upper arm of the heterodyne circuit as shown
accepts the fifth harmonic of the stable subcarrier
frequency divided by 2 from band-pass filter 436 and
30 modulates that at balance modulator 438 with the wobbled
chroma from filter 424. The output of balance modulator
438 is then filtered by band-pass filter 440 (having a
pass band about 3 MHz wide) to select the 7/2 of the
subcarrier frequency. The output of band-pass filer 440
15 is then 7/2 of subcarrier frequency (upper sideband) which
contains wobbled chroma, which when mixed in balance )
modulator 442 with the wobbled carrier provides a stable



frequency. 5 Thus conparator 252 generates a set of noving edges

which are noving in tinme exactly as it is desired for the picture to
wobbl e. The 4H phase detector 254 conpares t hose novi ng edges to a phase
| ock | oop (PLL) gate signal from EPROM 206, thereby |ocking the read
clock and the 10 read address to those edges by neans of error anplifier
256. . The output of the error anplifier=2B86 <+s the anplified output of
phase detector 254 which is provided to voltage controlled crystal
oscillator SbEoRM S4Inal atidsiSgniHad (49 the thrana bienkiagoswirdhi s

operating at3b} fmr Liowes stlaabs%cewtbaﬁ:( B&esuﬁag.&e( meal reag%% Qubput . of

vol t age OSC|IIat9 % Is.the read clo cl ock 'si gnal
is thus wobbled i d85EaLPEnGhaS he&ﬁ&@éwyefs&rcvﬂﬁessS&Bearmng-
frequency bamodnspbﬁcwdbbﬂdmg (nuatee&nqalohoenblomabb 4Bne0 ik Yell

m cr 0secogpBin?0:0Uo bl ol BRLC! Ui shiecaghl 00 2L " AR e

gener at or °2 rea 0SCl d read
cl ock si gnakimibag, signafsi.s Thagodsrathisomasseznalogkts sigmaill liat or 158

whi ch provi degug13yablied’ €bCeRuCenanglal 1A' e28alahby®]nSBREBREILn HBAUCNCY

ref erence si hese ators |ch
(158) is st 5Brechapggsoid GPewﬁFERNPQSQ)ch§°m5b§req§ep¢UV|deetbnthg si gnal s

applied to neaaishqvelrnhbetuﬁgteesaueleéxZQQaaaﬂ &Hﬁ ESaQsedCQHnEer 204 of
Fi gure 7a, counters (since

ot h cqunt
there aré® 9?@’9y8?g§aﬁFe#ng1°n FPnE§mQHBcg¥;|EPb%EinﬁﬂgipmlGBG line); thus
counters 208hromandigfidlaim herisrvénthe ﬂfeﬁhén&ydeoAhlQﬁoﬁﬁtethzh'S i's

of "count or SPUEBE Bughdl whith! RBInECUBhEEpE BubsarPisk  BPammenciar et bus
WADR whi ch phaseafleteghari Aé6r é&dthe qdllorburstssiARl Wiroh thewobbl ed.
Each of thesgepueeiideod’ eThE Pilled SubpltSES185baPSE"thus matches
15 the input video source colorburst. :
| The operation of this heterodyne circuit is shown
with further reference to the frequency spectra of Figures
10A through 10E. Starting with Figure 10A, the input
program chroma signal (prior to scrambling) is shown
20 distributed over a spectrum centered at 3.58 MHz i.e., the
subcarrier frequency. Upon scrambling in Figure 10B, the
_wobbling chroma which is provided from the chroma DAC 98,
is shown "jittering" (wobbled) by AF and having a center
frequency of 3.58 MHZ + AF. The master clock at the same
25 :ime is "jittering" (wobbling) by exactly the same amount
' at four times the subcarrier frequency, i.e., centered at
14.32 MH2 with a jitter of 4 times AF, as shown in Figure
10C. This is because the wobble in the chroma is exactly
qne-quartor of the master clock.
30 As shown in Figure 10D, by band-pass filtering the
- heterodyne circuit selects 7/2 of subcarrier frequency
which confirms wobbling chroma and the 5/2 of subcarrier
frequency, both of which include the same amount of
wobble, i.e., * AF. _ _
35 Thus by subtracting out (modulating and selecting the
lower sideband) the 7/2 of subcarrier frequency chroma
from 5/2 subcarrier frequency (both of which include the



- 29 - Wth regard to the renainder of the circuitry shown in
Figure 7A, as discussed above if the active portion of the video on each
line is noved to the right a gap is devel oped on the |left edge which mnust
be filled in; thus 5 there are two points of interest intime at the left

edge of each video line. The first pci A8 of interest S mGenh It isd
needed to ha th Ldeo (at the beginning of the and the secon
time is mhenX?h% 5?%%8931|Pnﬁearrava§|a5|%het¢m¢ew@ of %%@ taw-pasa bet ween

those two 10fiktéencdhichessia ssanesessasymtz@ DROWHKIEcRNis CeNE dbshired
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ve
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are  defi neshanﬂlﬂ"s”“@adu'é@ WL i3 I fodeiidd- Jed B U B ed by the -
master clock by *4 AF. After the master clock varies both
Y and C components i.e., wobbles them in a time-varying
15 way, the C chrominance component has color frequencies
‘that are undesirably not stable ("jittered"). Thus the
object of the heterodyne circuit is to stabilize the
scrambled chrominance component frequency so that the
television receiver can view the color with use of a
20 simple low-cost descrambling device.

‘It is known that the master clock is at 4 times
subcarrier frequency *4 AF. As shown, after the digital
processing, both the Y and the C signals are converted
back to analog by D/A converters in block 470, thus

25 outputting the so-called "Y" jittered (wobbled) signal and

" the "C® jittered (wobbled) signal which is the undesirably
unstable carrier frequency. The heterodyne circuit at the
lower left-hand portion of the figure applies the master
clock signal (which is also designated the RDCK signal)

30 which is divided by 4 at divider 474 and which is then
multiplied by a stable 3/2 times the subcarrier frequency
by balance modulator 476. As noted, the subcarrier
frequency is 3.58 MHz. The upper sideband of the output
of balance modulator 476 is selected by band-pass filter

35 478 to obtain 3/2 of the frequency subcarrier plus the
subcarrier frequency + AF. At the same time the C’
(wobbled chroma) component which is subcarrier frequency +



208, the read end of |line (RDECL) conparator 209 and the 30 wite begi nning
of line (WRBCOL) conparator 210 and the read begi nning of |ine (RDBQOL)
conparat or- 212 conpare the actual addresses com ng out of the read
counter 204 and the wite counter 200 to the preset val ues correspondi ng
to the desired read & wite BOL & EOL. .\jgnt hese 35 addresses match the
preset values, that says that each . counter has reached the point where it

is desired thsiarflrstlfilﬁeré@ &behaﬁalygsglﬂgptepr4@gsb eeﬁbed the poi-nt
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(on the rlgﬂgugﬁggalerSfrequ§$ g&ﬁ?isaﬁ ﬁ1$é?anhPfaﬁ&n€hé one- shot

circuitry, and bel ow_t ha i nni ng-of-11ne one- shot
circuitry 28tBHE HMP ‘I’ia’é‘aﬁe“a‘f'hbsv\ﬂ Eeredb%EJl*Pﬁﬁ‘%gPﬁslfhétEErrpar at or
210 defines 48& tefpassigechefuppet heidé+bard Visepradide 7121 €ifesi £8d to

start the fillin The read begi nning of |ine conparator 212
det er mi nes vﬁﬂ?F#%g}§Pp§§§$§$%F¥o-sggp the filling i.e., edge fil
process. Thus bothstﬂetedt@haveotseenpaqwtor%), tﬂﬁlktahuélﬂ/ar$ proviﬂed
to the fill o] t out put of one shots
222 is a pulés{ggév\#%ﬂgi éré on’ild V\#e)n |gg%!é€g€% {@e ‘1"¥I A1%e left
edge of 10tprovided ﬂmm @mhmmclthvch#wumnmtﬂgedmscihbator
wobbl e. On awpd@9es IGbked Neo tin@ohit®y Mﬁfelﬁﬁﬁé cold¥ %gcgge&ﬁause 't

is not necessary to fill in the left I ne bec
pi cture has b@%%,ﬁay%drggpqggpe subcarrler frequency. The outputs of

band-pass filters 478 and 486 are multiplied by balance
modulator 480 and then filtered at band-pass filter 488 so

15 .that the lower sideband ocutput is a chroma signal at
frequency subcarrier which is free of the +AF wobble. As
shown in Figure 9 (but not in Figure 11), the burst from
the output low pass filter 432 is sent back to the phase
detector 446 to phase lock the subcarrier frequency

20 voltage control oscillator 450 to incoming video color
frequency. As shown in Figure 11, the output chroma
signal from band-pass filter 488 is then added by a video
adder to the wobbled luminance signal Y', the output of
which is low-pass filtered at 490 to provide the output

25 video which includes the wobbled luminance signal and a

| wobbled chroma signal with stable subcarrier frequency.

In conventional heterodyne color stabilizers the
master clock/4 is really the colorburst from the input
video. This could have been done here as well in a

30 similar way by taking the wobbled colorburst from inverse
Sin X/X filter 424; but the color chroma stabilization
would not have been as effective and thus chroma would be
‘more unstable. For the best chroma stability RDCK (unique
to this system) is used as described above.

35 With regard to the above-described heterodyne
circuit, its applicability is in addition to use in

' scrambling. For instance, it is suitable for use with any



20 left instead of to the right. For the right edge of the picture,
the fill end O | ine one shots 218 simlarly are controlled by the wite
.end of line conparator 208 and the read end of |ine conpar at or 209, and
provi de an anal ogous out put signal 25 | ooki ng for the end of each video or
an active portion.- Thus the "fill end-gf-dine" one-shots 218 generate a
singl. pulSe that is high when it is desired to fill the end of the line.

The out put sbrénefsivided processihg amdch 23%cavesdeipesbade eeHcRRs
anot her by the width of 30 horizontal blanking; the inner edges correspond

to the %e of formal blanking and the outer edges correspond to t he
edge of the ve portion of video. The portion in between
the two pul ses |$h@w:orbe:glean v1dle|& w:ghtas%t;ﬁﬁhe f%@horthw eh lab

gener at ed aml i t,.ude and  phase the noving co or urst

whi ch i nFFFﬁE‘?’i&H flr"&éﬁh‘ﬁ'ér Prfou%lﬁﬁé‘ewdb&ﬁ KGANSRALERS e The "fill
bur st " fIchbhvpntaoaaﬂl&ybyheoamaaul&gh&dgesatelmete, broadcast
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i ght-sid n lin tri-state
o8 or oyi J88cREREIE) ouchulOe LR X bRRneBEHL BT ShpbhEighan. D) |
burst" reglbﬁmﬁhéeéeﬁﬁéé9nu§6§ Py mnaﬂter t hene cﬁnthe objecksr bfir £he Thus

under cofnbr gre8bntNenveRdBH is to provide a system which is highly
secure, offers adequate conééélment, and yet compatible
with a low cost and reliable decoder. This is because
there are thousands or tens of thousands of decoders made
and used and hence, is essential that they be relatively

15 low cost and'require little servicing since they are
located at the home. Note that this is not the case with
the scrambler which is typically located at a head-end and
of which there are relatively few (one per TV channel) in
any one television system.

20 Figure 12 is a flowchart of the descramhler signal
processing. In step 500 the scrambled video is received
and the encrypted random number (which is the decoding
seed) extracted. From this extracted number, in step 502

_ the random number is decrypted and converted to an analog

25 wave form. Then in step 504, this analog wave form
generates a wobhlihg time base which tracks the input
video, i.e., includes the information necessary to
indicate exactly how the video is wobbling. From that
-data it is possible to synthesize in step 506 the required

30 wobbling horizontal sync, blanking, and colorburst. In
step 508 the input signal's complete horizontal blanking
interval is'replacgd with a complete synthesized wobbling
horizontal blanking interval made up from the synthesized
synec, blanking, and colorburst which tracks the video,

35 thus allowing the signal to be viewed on a conventional
television receiver.



sighalsrfron1the one shots 218 and 222, an address is 10 either provided at
the end of line or the address of the m ddl e of the col orburst or the
addr ess .of the begi nning of the line as provided on the bus which is
connected to the eight nost significant bit read address sel ect

circuitry 230. 15 Note that all of the kBasses in the central portion of
Figure 7A are onl ght bits wi de, because it is the two | east
significant bits %%9?56 lénsbﬁvsaﬁdrbbecby%¥@m¢MM|%@Fm eRe embedimend run
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col orburst can then sinp be gated out. T ect address grOV|ded

on read 30 aﬁ%ﬁ%s%“b’%"md"@éw ?’Bﬂ%%hﬁ%tmée#"!rﬁa%%tﬁhlt$ﬁn5n?%gandaddress
count fron1tﬁ@bvﬁ@ddcauneempaﬁétaﬁdafhsys§3¢1c states which are the

ouL Ut of 41e SCl SElaghLER (pddf ook 5 07, DO B UL g2t Ve, video
35 of the tnnatlzﬁhualtheneenabetofeamcamdm@sbortzamtﬁaes&ncanﬁoadrihe
desired intefyal g, PhoPFahg HERELACLES36!! I The PEGSSPator rate 530
then compares the horizontal ramp with the varying DC
(direct current) signal coming out of low pass filter 528
15 to provide a moving edge at the point at which they cross,
" i.e. where the comparison is made, from which edge it is
" possible to time scale all elements of the horizontal
blanking interval.
This comparator data is then used to generate burst,
20 horizontal sync, and blanking. pulses using colorburst
regenerator 542 and horizontal blanking interval
regenerator 544 which are applied to video switch 548.
Video switch 548 switches between the active video which
‘(with one exception) is not to be processed by the
25 descrambler and the horizontal blanking interval which is
"~ processed By the lower portion of the circuitry of Figure
13. The video switch 548 is driven by the regenerated
horizontal blanking.
The input video from buffer 520 is processed by the
30 descrambler only to the extent that the video is re-
inverted wherever it has been previously inverted by the
scrambler in order to restore the original video. This
now fully non-inverted video is provided to video switch
548, the output of which then is provided to output driver
35 550 for the video output to the TV receiver or monitor.
The analog ramp generator 536 generates a series of
waveform ramps as shown in Figure 14A which are clocked



- 32 - . The four tinmes subcarrier frequency voltage -controlled
crystal oscillator 258 of Figure 7A al so described with other enbodinents
i n copendi ng and comonly owned U.S. patent application serial no.

07/ 860, 643 5 ent i tled "Wde Frequency Deviation Voltage Controlled

crystal Oscillator", inventor Ronald Quan, attorney docket no. M 1854,
I ncor por at ed hereln by reference. Figure é of the present disclosure is
one enbodi nent of the w de frequency dé i ati on vol tage controlled crystal
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resi stor 31pullHee cexﬂnutaroﬁ)fth;e aopAratd For each vides ddrfen a THUS ent

source 327" df) eid oW RN tind!dyHihr iritidly Wit €1 \etieYe O
‘Then using the single wobbling edge for each line as shown
15 in Figure 14B, it is possible fully to reconstruct the
horizontal blanking interval, as shown in Figure 14C by
the vertical arrows which indicate six edges which are:
(1) the leading edge of horizontal blanking; (2) the
leading edge of the horizontal sync pulse; (3) the
20 trailing edge of the horizontal sync pulse; (4) the
leading edge of dolorburst; (5) the trailing edge of
colorburst; and (6) the end of the horizontal sync pulse.
In accordance with one embodiment of the invention, this
is done by providing an array of six different comparators
25 each with an offset to the preceding one. Alternatively a
'.singlc comparator would generate the first edge and then a
sequence of timed one-shots would provide the other five
edges of the horizontal blanking interval.
The chief task of the descrambler, in addition to
30 removing the inversion of the active portion of the video,
is to generate a horizontal synchronization pulse which
.moves in exact synchronism with the time induced wobble
and a colorburst which moves in exact synchroniém with the
time-induced wobble. The restoration of the sync pulse is -
35 relatively straightforward, but the restoration of the
colorburst is more difficult as shown with reference to
Figure 1B. In line N the colorburst occurs in time



connected to positive supply voltage V[err]. Crystals 313 and 35 313" are
driven in-phase with each other. The varactor di ode 320 has a relatively
low ratio (i.e. 2:1) of maxinmum to m ni mum capacitance.

- 33 - The resonant frequencies of crystals 313 and 313",
respectively, are selected such that th&y are spaced at a predeternined
interval (e.g. 3 The val ue of resistors 312 and 312' is plcally
about 150 @Qqﬁﬂf‘g;‘zr%s regayds ﬁ%&%a&ﬁ%r"f%t@ep jFRunste igutldie si gnal .
SCRAMBLER RAY RO¥RRhe colorﬂazgw e e e iUs d@tmﬁdetm&-d%l\hbmrwb whi ch

I ncl udes cegrtai | ncl.udin , er 78,
subtractor%g(? l@% q?ztj': ?‘%‘% esrtgﬂ‘q',&g%_ owrflrhln %q'lgureS there

is an i npuﬁqsﬁrmm (mvat smmm.de | mlﬁieg;maerm)dhmlmmqswam deo from

kggelrn%ts %&%réﬁ%O as ovvn u?odF?'g‘d%gP areaq.'ﬁfgI sarr§4§s ?f\A

Figure 4. PfEURRed Lo qaxtain Pﬁrlt't}rﬁ dif@fmel of 15 Figure 4 in
cach of one ﬁhov"’“‘%f thep ikt ’mﬁ?ﬂs‘,ﬂg’ﬁ“‘j% R 4 [or the
each of one horizontal_line i m.|a e buffer or the
chr omi nanc&olanbrrfl far @ "‘éf" ﬁts | ﬁ%sg&%pgrg%%d“bltrﬁ

pong RAM 3@asct@hbldy in diw hmtﬂud:]msm dyd usingmtheh alerbursth tas e
desired ﬁﬁ)ring a crystal filter in the burst regenerator 542 of
Figure 13, so that the filter rings at the same amplitude
and phase for an entire line thus generating a continuous
wave having the same amplitude and phase as the
colorburst. This typically requires two cascaded
L5 qscillating crystals to pfovide'a filter that rings well
enough (that is having a high enough Q) so that the output
has not dropped away to zero prior to the end of the video
line.
One improvement in accordance with the invention over
!0 use of these two cascaded crystals is to provide a non-
standard form of the colorburst, by dividing the
colorburst into two portions (or more) in the scrambler.
Figure 15SA shows a conventional RS-170A horizontal.
blanking interval with colorburst ("burst") on the back
'5 porch. Figure 15B shows in accordance with the invention
" that instead a first portion of the burst is a pre-burst
portion provided on the front porch of the horizontal
blanking interval of each video line, with the remaining
of the colorburst located conventionally on the back porch
0 of HBI. Thus there would be no need to make the crystal
filter ring for more than about 5 microseconds i.e., not
- even the full duration of horizontal bianking. This has
the advantage of allowing use of a simpler and less
expensive descrambler, but is a non-standard format due to
15 the need for the provision of the pre-burst. This,
therefore, is a non-network transparent, i.e., non-NTSC
compatible system suitable for use with for instance a



be wobbl ed nust. switch fromthe wite address systemto the read address
system because the wite address and the wite clock are stable as com ng
in, i.e.-WADR and WRCK, whereas the read address RADR and read cl ock RDCK
are both 25 stable. The selector circuits 354 and 364 steer the cl ocks
and address busses respectlvely for the luma  channel and the chroma
channel so that at any given'video i A& Bne of the buffers in each pair

of buffers 35 é%? and 360, 362 is witing and the other is reading.

The 30 horl%b 3%?|ﬂ594h?%$¥%w reset signal is provided to the 1H
flip-flop 356 fo&ncahtenhabivéhepﬁeéacm tshewnt ity Figwse 13C) hds the buffer

i | t " ' OUTPUT
DonRD ab B (B8 80a MGh il hiodY ncoPORRERIL® fodn the entTAleE
- 34 - Frouthat +%c|%’é@§tthleucsm'bnatmmec%¢9@quggf blankimg andy A

converters 1{ik i@erwﬁrélPaih@W'fﬂréﬁ&EIVﬂdﬁi th&oé‘yﬁé 1380, the
heterodyne CJrCUI 100, the video adder 102, e out put rlver 110, the

VBI / HBI re a%tHhn 108. 5 As can be seen |n Figure 9 show ng the
out put board, the luma DAC (digital to analog converter) 104, VBl DAC

106, Chrowdwq%_ e& ' Ae bl ocks as in '
Figure 4 g data at the upper left
hand portion of The abgmeedescribed descrambling process involves

! synthesizing (regenerating) horizontal sync, blanking, and

10 colorburst that track the video "wobble", and replacing
the incoming standard sync, blanking and burst with them
to form a video signal having a unified time-base
variation (the "wobble"), which the TV receiver can . track
in order to present a stable, "descrambled" picture.

15 . In another embodiment those sync, blahkinq, and burst
signals are generated digitally in the descrambler. The
subsequent insertion into the analog signal, and all of
the video signal processing (clamping, AGC, inversion,
etc.) remain in the analog domain as with the above

20 described "analog" embodiment of Figure 13.

The following circuitry is for NTSC; PAL works
similarly but with different numerical values, as will be
apparent to one skilled in the art. The horizontal offset

. required for each line's horizontal blanking interval
5 (HBI) is mathematically calculated based upon some
' suitable interpolation algorithm from the field-rate data -
bth sent in the vertical interval. That offset is
applied as a preset or prelcad to a "divide-by-1820"
counter running at 8 times subcarrier frequency, nominally

30 organized so that the counter counts out the entire line -
- that is, the count of 1820 takes 63.555 microseconds.

It will be seen that, if the counter is preset with a
value of, say "10", the counter will finish with its count
to 1820 in a time 349 nanoseconds sooner than if it had

}5 not been so preset. If the counter is in fact designed to
count to 1880, and provision made for preloads ranging




10 which is provided as di scussed above fromthe control board of Figure
7A going to a line 20 inject circuitry 400 which is then provided to | uma
bl anki ng 'swi tch 414, Additionally, the video invert signal al so provided
as shown in the |ower right hand portion of Figure 7A is 15 provided in

t he upper left hand portion of Figure_9 Eo_the | uma DAC 104 whi ch al so
receives the luma digital signal fromthe RAM board output bus as shown.

Addi tional | #h¢ to ghgit dy b A€ thd el VRé-einealgfL@e t he
RAM boargr? olst?ln%ﬁg a%? %ff@étr%épghd to the VBI Ew(?%% %86 and

the chroma B gf ?z%ﬁ“EFgﬁaFaﬂrbﬁ1YhélﬁﬁmPXMh?C%F?§°seﬁﬁmﬁﬁed}“ls provi ded
fromthe Fwﬂh@mamdnassoftmscﬁagageéwﬁas.98 the chroma DAC is controlled by

th d t VB, itch
406, oot rol | og Ey PRESELRE, tn “enb et fant Eetlinring proddfsDhadlt €
i nterval ﬁsld@%Ttedane varhetappr@prlamg pongthynisfne Heoxe ghban ¥he output
of VB SH4ASEedORak £H§§ Ehété 15&@:@:)/ ﬁe&&’naﬁi‘}'é’éﬂl?wVSréSuﬁt”SF

type filter to conpensate for sa I ng-1 nduced hi‘gh requencg
The out put b§29ht/?|1te¢r4l®2lsw% n339r9569|€ﬁﬁg%%ﬂs§ﬁﬂmn% Bepkifier 412

The out put pftswlmnse seéﬁpéhétefnélemé @fﬂyéﬂ%étﬁu&i@tiéﬁf’ob_éﬁnkl ng
switch 414. The " bur Sth? g%lon reg géés t he ent HBI si gnal
p

with contintd@sl bﬁ?%tlﬁtatﬁbn% ameg: & NIRRT 1in@ci8n of the
| uma bl apki 294 smitedseSohd@s) e-i nsert H 35 bl anking and H sync, and to get

e corLy Thou Ctheh h8rpen BhE N BEGLELERUSE UE md B R L
the top row of blocks is the analog video processing
corresponding to the similarly numbered elements of Figure
13. In the second row, an oscillator 578 operating at

15 8*Fsc is phase-locked to incoming colorburst by the
subcarrier PLL 576. Its output is divided by eight at
divider 580 to produce a 3.58 MHz signal which is gated by
burst gating 582 to form the new colorburst, as well as
providing a clock for the 1:1880 counter 588.

20 'In the third row, the data byte in the vertical
interval is separated from the incoming video and
decrypted in block 584, and supplied to the line-offset
calculator 586 (a microprocessor). The calculator 586
calculates in real time the line-by~-line offset required

25 to fit the vertical-rate data byte, and supplies that

. number (still in real time) to the divide-by-1880 counter
588. The calculator 586 can be simple since at most it
.only has to calculate one number to eight-bit precision
every 63.555 microseconds; moreover, it will generally

30 have at least four lines (or 245 microseconds) in which to
work. In an alternative embodiment of Figure 16B
(otherwise similar to that of Figure 16A), in order to
reduce the required clock speed without degrading the
fineness of time resolution, the system runs at 4* Fsc

35 instead of 8% Fsc, and the counter is preloaded with only
the 7 most significant bits of the offset word. This
limits the shift to a minimum increment of 70 nanoseconds;



L

- 35- 414 is then filtered by | ow pass filter 416 for renoving t he
ext raneous sanpling sidebands frequenci es above about 5 MHz. The out put
of |ow pass filter 416 then is provided to the output driver anplifier

110. 5 Simlarly, the output of the chroma DAC 98 is connected to
vertical blanking interval switch 420 £ofg -switching out the chroma signal
during vertical bl anking. The output of the vertical blanking switch 420

is then sutiectas® biw poss) fulich dEires oA MAnagacand Rhift
frequenci es gbaysadibeyt gvé/rl-%e nd thed a]-!;oar§%lg§tagé) g  1eck clipper
He 2% ath as

412 and hence follpws t ._describe bove for I DAC.

Wth regard 1 T3t Frvsenfche txatling ?ﬂﬁ‘alljlt" a'ﬁ oﬁﬁ h%c%f}}r?eon%%annel
out put, thisinstemsd fof mesle by1éd@idd sdgeu oo datichc A&%y ard Fthereby. As
shown, t hi ace, except rJ rid I | silsgagontrol  of

vertical b aénrﬁil?n‘%s S%P cﬁaséb ‘\’A‘)ﬁ?%‘%jsl\’/f?cc _%s&éo%%%cﬁr?rr?%uri n cl?:_/'ert i cal

bl anki ng. Thi s ciRefersingato dustmFigures 83 AN/ Ry gt i bl-»¥tthe 1ine
is filtered aytﬁw@@s‘?hgocéﬁﬂa{gf £ bl vene dridrBf ddcsded a¢

anplifier 412 and reconbirned wth Juma,, thus resto |nsg the mssin

vertical 498 |deqederi 59t RECYIRL 13K HAPIAT (¢ FREESPORPErs in
the chroma chNI€Adifg AR €8851ing teddey of reme\issired dymea content, -

Feat or o510 AT 89 oS BEERT dRye UTRERE 8 pir TR, ddbn g
shaper 428 cthms teddies | age crdeing, G (avmreenkley eithirthe = Xaredosite
otandard i erbiLe G580 EAONEI e Fadelvary B Fege R SR "I N0 The
The | ower pa@Qunrger guFke otiming ,dges KR PRYIREAQNALlY APRYLIED (fRe 4. As
shown, anal ogh¥de oges dgt fpf 168 CIIDPNo gen¥¥atd tite Hcwidle bulsed. i nuerse
sine XX fl1Lel é0de! Caaait FAEL CrhSEEENAEp I SIS g1 to sampl e
similarly decoded and formed as required.
In the fourth row, the' sync signal is separated at
sync stripper 594 from the video and separated further
into horizontal and vertical sync pulses at separation
20 block 596. The horizontal sync is used to reset the 1880
counter 588; the vertical is used to reset a divide-by-
525 counter 596, which is clocked by horizontal sync and
_used to count lines in the frame in line number decoding
‘block 600 for various house-keeping purposes -- in
25 particular, to inhibit the HBI regeneration process in
" block 544 during the 22 lines of the vertical interval.

'VERTICAL SYNC TIMESHIFT SCRAMBLING
The object of this embodiment is to cause the picture

wobble in the vertical as well as horizontal. The

30 implementation requires only that the present one-line
memory (RAM) which drives the adder 78 and subtractor 80
on the RAM board be extended to something like twenty-one
lines, with provision to select the output of any of the
twenty-one lines randomly. In practice, then, compared

35 with the video out of the eleventh of the twenty-one:
memory stages, video from the first is advanced by ten



35 holdfng in AAD. This filtered chrone signal (which is wobbling in

time) is not however at the nom nal 3.58 Mz subcarrier frequency. Thus
this sigral is provided to - 36 -

bal ance nodul ator 438 for further processing. Subcarrier frequency
vol tage control | ed crystal oscillatosr 4b0-is part of a |oop including

subcarri er frequency phase detector 446 which drives error anplifier 5
448 whi ch i %% a9 eldeni i ithve flasdudisc deldivesydy t@mtlisesoscil | at or

450. The outﬁwénuyf Jf:rreéw SYUJRlk oS Tt |2ﬁt00rac4:5.01d 3 ifled Gtk by 2 by
di vi der 452 &4 re ency_one-hal f of @sb ubcarrier. frequency.

a
The  output "0 d| VI e?%?ﬁ%e Itxlltt?ecf‘ - R 95 BIEAs 10 436,
454; the fi mstifaan it 485 gl gsicrowdcpnde: ddtfive pictureniwidth.halX of the

b fégaﬁal f |t 454
;S);sgfl;\g gII:H ysrthe Cr)&n ogn arrmquan%% %%%%?;%@Q%lpgzwf%ﬁ er 454 Itflen
outputs theSiGiale (analagows tor[the jong gdichyviagt eiss %Ine@di Beldnegs| ance
modul at or 4% pMHaRy {B tJBb‘bl\ﬂ)t hd hh%ed @d"s‘i@.‘i&%\’tﬁﬁ 3@1:0% si gnal

(RDCK) whi ch, i s wobb |s equal (four tinmes the subcarrier

frequency/ 4@ifferent 'Bﬂ’s" qurs d(ﬁl@iY&e&%Fef appldediita ¢he 458
t hus out put taidaert faexd/mmmmaﬂdﬁ a/d rs%(iimﬂon\lml ch at 20 bal ance

T O o0 S PR Ak 4o o Wy, Bcehs, cBHLB! WGl FUTY, Tne
to sel ect tkdfFerentofapplicatiions fandgasmyc suitaple sa&abaﬂdwadﬂaﬂiamontalns

can be used; in particular the rate of variation can be
randomly controlled as with the horizontal scrambling of
the Figure 4 system, in which case a second byte of data

15 would be added to the vertical interval to describe the
vertical variation, analogous to the first byte used to
describe the horizontal variation. The second byte would
of course be encrypted like the first byte.

Figure 17, shows such a system with a S-line

20 variation and replaces in totg the block 76 labelled "1H
BUFFER" of Figure 4. Figure 17 shows portions
corresponding to the circuitry of Figure 9 including video
A/D 74, adder 78 and subtractor 80. Five 1H buffers 602,
604, 606, 608, 610 replace the single 1H buffer 76 of

25 Figure 4. The buffers 602, ..., 610 are selected

'~ according to a randomly varying number generated by random
number generator 612, which as described above generates a
frequency modulated digital sine wave-like signal to

~ .select one of buffers 602, ..., 610 for each video field

30 thus randomly varying the amount of vertical timeshifting.
In any case, for the selected buffer, the adder 78 and
subtractor 80 are driven with the selected buffer's input
and output, analogously to the circuit of Figure 4. Thus
at all times the adder 78 and subtractor 80 are presented

35 with two video signals differing by exactly one line (1H)
and thus the Y-C separation proceeds uninhibited.

Descrambling requires simply that the vertical sync



t he wobbl ed subcarrier frequency. In the figure, this is 25 | abel ed
"wobbl ed carrier"” and is then applied to bal ance nodul at or 442.

The upper -arm of the heterodyne circuit as shown accepts the fifth

har noni ¢ of the stable subcarrier frequency divided by 2 from band-pass
filter 436 and 30 nodul ates that at bal ance nodul ator 438 with the wobbl ed
chroma fromfilter 424. The out put of Fal*&n&e nodul at or 438 is then

filtered by band-pass filter 440 (havjing a _.pass_bapn jde) to
sel ect they7?§8g?gt§§ w°g9583rFPe&aFFﬁqggﬁcﬁ?gﬁﬂ ®out %?Qggﬁﬁgxgt%agbef?ler
440 35 is thaboye2describedr hoeizbnealevohbleppty setsbaneninprghor

cont ai ns wobpfsggeeaegawngggcgséfgg?gléséntnnaabaPEEcal gegybat9on442 Wi th

t he wobbl ed carrier provi - ak . . .
- 37 - cﬁY%T-rﬁm%igﬂaidabemeﬁlmd(’ée 2FeeRh 3nBIBEIHRFRENIWILBR™  430)
via | ower sigobavy whipet tRé babapceuledvibtatod4Based TV unibs wbutdat of

this heterodyne circuit i anount of wobbling (jittering) of

.that the
the video |ihEBIRETRePP mgakﬁbﬁﬂt%Pﬁ'the master clock, via the read clock
( RDCK) timng BdgeaEillTprovisionsi simbiarertol thase descrnibed above

"0 the Yor anbFRQuERToRE Fradubhey EEF R ¥pp e PARRAPR A8 o1 cbiifeCTEI0CS
cl ock signal seafited dewnwardaand thenbottemnet| thei frmame whenythehe
wobbling {5081 tbEre iShERTRLaA0GBVaLA; t RIABY Ohat Sr{6REUSPCHneARBSYEWN, the

described edge fill circuitry accomplish this.

The above description of the invention is
‘illustrative and not limiting; further modifications will
be apparent to one of ordinary skill in the art in the
15 light of this disclosure and the appended claims.



bur st S|gnal whi ch hel ps control subcarrier frequency phase detector 446
Is the cblorburst signal fromthe out put vi deo.
The (f

col orburst-thus natches 15 the input - video source
operation of this heterodyne circuit is shown with fdrther® refer%nce to
the frequency spectra of Figures 10A through 10E. Starting with Figure
10A, the input program chroma si gnal_ (églcw to scrambling) is shown 20
distributed over a spectrumcentered at 58 MHz i.e., the subcarri er
frequency. Q@i&dMScranbling in Figure 10B, the wobbl i ng chroma which is
provi ded fromthe chroma DAC 98, Is shown "jittering"” (wobbled) by
[err]F and haviﬂg_a %gPtqr frequency of 3.58 MHz [err]F. The naster
clock at the sa I is "jittering" (wobbling) by exactly the same

anount at four tines the subcarrier frequency, i.e., centered at 14. 32.
Mz wth a Jltter of as shown in Figure 10C. This is
because the wobbl in %%J Feskoring vestdcadadesaidf ihhanmast er

cl ock. 30 NTSAstin@Mlsmdzld;ﬂcﬂetOthrﬁ mmw&xbhhqeﬁgnge

heterodyn Uit e u er .fre uenc h con |rns

wobbl i ng ﬁé&% an&E@L %ﬁ%?Q¥ %ﬁ?&&%@a Sig &3en8? PS&PH"Sft%ﬁlch

i ncl ude t hestgpPs @fsunt of mnbble i.e., [err] [err]F 35 Thus by

subtracting out (modulsahiedd ;3R ch@ @ 21% Yi8eo pb2$3bnd Q‘i'b%gg) the 7/2 of
0

subcarrier frequency chroma on1 5/2 subcarri r equency th of which
i ncl ude t he separated chroma signal - 38 - [err]F

wobbl i ng), one arrivegidkeiiiigodtmayt an;nt e elfléneySparts and thereby
10 the chroma portion of the selected active video
portions; and
combining the remaining portions of the chroma

signal which consist of the desired vertical detazl,
with the luma signal.

15 2. The method of Claim 1, further comprising adding
the chroma signal back to the combined signal to provide
an output signal.

3. The method of Claim 1, wherein the step of
filterlng removes those parts of the signal exceeding
20 approximately 2 MHz.

4. A method for modifying a scrambled standarad
television signal by use of a shortened horizontal
blanking interval for receipt by a descrambler where the
descranblar regenerates the colorburst portion of the

25 signal, comprising the steps of:
extending an active video portion of at least

one video line of the television signal into a

horizontal blanking interval of the standard

television signal;

30 providing a first portion of the colorburst for
that line on a front porch of the horizontal blankinq
interval; and



filter his a stable 3.58 Mz and which is the deWn&
si gnal . Figure 11 shows a different version of het er odyne
circuit ifn. accordance with the invention as applied to[ iﬁﬂi”’!l“""/umnum
above-descri bed scranmbling system As shown, the naster in

frequency by 4 times AF due to the scranbl i ng process,  in order %t o*
cause the desired mnbbling in the vi 880=t hereby scranbling the video. -
The "program 10 in" video is digitized by the A/D converter in block 470
and separated into t REWiding nareegond P tion 3 ithr cgolorbumsmetsr each

of which is procassedl ime ben Wbkl ﬁ%/réﬂf'eof tﬁ@%&&éi%ﬁ@&lbdlé‘nffn After

the master cli OCl&A/ééi_‘?% bot h Y and C conponents i. , wobbl es emin a
time-varying 15 Way, ]é C chrom nance co_rrponent has coI or frequenC| es
that are undesirably not stable ("jittered"). Thus the obj ect of the

het erodyne cirou ¢ 1 sig miabld 168 ¢ifim ¢ SHARPLEL LT O QARES, OmPonen!

frequency so that the VI st on recei ver can th use of
a 20 sinplsepégine @ thecizont prrehand extends thnoughktmnvn that the

mast er cl oc t r tﬁ&%{g after
t he digi taI1l§ f%ﬁ%ﬁl%mbot%wﬁif \}hgéncﬁé Sl gna# S convéeirl?ed' back
to anal og byh@#b!:cﬁﬂ/bh%g sthe, entide 4wxrizontabblanking i interwako- cal | ed
"Y' J|ttereg el ebues®nal and the "C' jitterod (wobbl ed) signal which
is the undesrrably unstabl e carrier frequency. The heterodyne circuit at
t he | ower | eft-hand portion of the figure applies the master cl ock
signal (which isal scmhesiq:mcboba heldinCk siviredeind bodt dtdps Bvi ded by 4
at divider 474 s c%m&%/ %% r%%# Jed by a stable 3/2 tinmes the
subcarri ey ??equen ance or 476. As noted, the subcarrier
frequency is 3.58 Migemeratingra stalsrhurss silwlaiutqjmendhfg tan| Laricle
modul ator 476 |$§,1§ﬁrpq1ech{w m fm!g rﬁ 2ot 3/2 of the
ency

frequency subcarri ereéglus h su carri er [err] At t he sane
time the C (wobbl Hnte Lhe wideg signalency
_ only at a portxon of the front porch and a portion of
15 the rear porch. '

7. A method of providing a scrambled non-standard
video signal with a shortened horizontal blanking interval
for use in a television system not requiring a standar-
dized signal, comprising the steps of:

20 _? timeshifting the active portion of each video
" line relative to the horizontal sync signal of that
line; and

inserting into the video line an indication of
: the amount of timeshifting; wherein the amount of
L] timeshifting in at least one line of the video signal
causes the active video portion to extend into the
horizontal blanking interval, thereby narrowing the
horizontal blanking interval. '

8. A systenm for decrypting previously scrambled
0 non-standard video signals having a shortened horizontal
blanking interval to permit the use thereof, the encrypted
video signals having been produced by timeshifting the -
active video portions of at least some of the lines with



r

- 39 - [err]F is first filtered at hand pass fil+er~482 by the

I nverse sign X X filter 424 of Figure 9. The out put o i |'ter
482 is then nultiplied by a stable 5/2 subcarri er |l ﬂ u@Hﬂ

nodul at or 484 and the 5 output of nodul ator 484 is fi ass
filter 486 to pass the upper side-basd #0 provide 7/2 tlnes t he
subcarrier frequency [err]F. As noted above (see Figure 9), the

stabl e 3/ 2 respe®eat?i bhefheqiueq:mahmlym 2 syrhrof ethd rasgoyiaeey € 10

provided frp/mé Poape- gfgggg SShbA ntrolled OSC|IIator that is
| ocked to incom ng stab e V|deo co or r equency, i.e., the reference

subcarrier frequency.3 TREFRMPEEY SEOF ProvsdingAR indicatioofikhalgs are
mul tiplied by baimmeet ofnuﬂluéaﬁpftﬂx&?@ perit simed fon t£reiven m{@ p@§§

filter 488 so 15 th t [, skde nd ou
fLequency’sabcar?T%§$5h$§h&?@givgggb 191 H2 Tépfﬁ$5€k§hﬁ§e°§§? ggﬁﬁﬁﬁ in
Figure 9 (but nobelngFégﬁféciemt theshifstthie cactive heided pport bon pass

filter 432 is segﬁ ag% ?%Bﬁoﬂggfebl?nﬂfﬁf %ﬁEeéégﬁo : | ock the

subcarrier frequen contr 0SC at or 0 I ntom ng video

col or frequennyrr¢ulaﬁoﬁhe|h°F%§9$E3&151§%%1@%tb@EEEﬁﬂbnﬁp besp@hal from
band-pass filtergd88aasdat hen added by a video adder to the wobbl ed

| um nance signal Y', the output of which is lowpass filtered at 490 to
provi de the output 25 video which includes the wobbl ed | um nance signal and
a wobbhgd chroge sianméthedhpsoebdingusene rvibggle ccomoeylment for a

video signal when viewed on a television, comprising the
step of in each of a plurality of lines at the video
signal, timeshifting the location of the horizontal sync
signal relative to the beginning of the horizontal

15 blanking interval, the amount of timeshifting in each
successive line changing at a predetermined frequency.

10. The method of Claim 9, further comprising the
step of also changing the amount of timeshifting in each
successive line by a second predetermined frequency.

20 11. The method of Claim 9, further comptising'the
step of timeshifting the location of the vertical sync
signal in at least some video fields relative to the
beginning of the vertical blanking interval in that field,
the amount of timeshifting in each successive field

25 varying in a predetermined pattern.

12. The method of Claim 10, the pattern being that
of four successive video fields, wherein in the first
field the vertical sync is timeshifted forward, in the
second field the vertical sync is removed, in the third

30 field the vertical sync is timeshifted backwards, and in
the fourth field the vertical sync is removed.



I n conventional heterodyne color stabilizers the mast clock/4 is really

the col orburst fromthe input vi deo. This coul d have T@B done here as

well in a 30 simlar way by taking the wobbl ed col orburs ﬂ’mwﬂ"ﬁﬂum

Sin XI X filter 424; but the color chroma stabilization
been as effective and thus chroma would be nore unstable. For the Best
chroma stability RDCK (unique to this stem) is used as described above.
35 Wth regard to the above-descrfbé%yheterodyne circuit, its

applicability isg4isn adgj ti se | F | LaNQpy I ol n it is
suitabl e for use lv:)’/i t h%g{nfp%%r%%u% o conc%%ﬁ"ﬂ? a"%ided SL%EQ %?0 -
sort of vid&E¥NGr Ydgsdiehgharn ctiewedooned tiekevVigdoNer FHMPTr1S1ING DESCRAMBLER

T][le wobbl ed vi deo out F&Utlig-iéfwunftre@mf@iecﬁﬁmgﬁi; Qrideol aqmg:@lo@r aci-lrlcui try .
of Figure 4 is trangmtted 5 conventiongl, coaxi al cable, satellite,
broadcast . tel 531% P &he &188% G ‘o%hﬁyﬁé‘f\ﬁ SEUNSer &&8% & er

(decoder) 5 whi ch fiyom ahd werticadattddnking liotersad wife the ddeddgnbl ed
out put of which is connec venti_qnal lL.ew sion set or
nonitor. One of the o% Snce[ﬂngb(}ﬁ %[qﬁlgpi?@ %r tessegn?’fi H\feeﬁl%[%ﬁhﬁé_ﬁzéo provi de a
system which is kjugnititiessdyumwhics flor eagheddnee ofotbealfiteld thed yet
conpatible W 33 JM 0Ly ilgplai1allse edegrdimeShii T tied RRAAIVe
there are thousands or tens of thousands of decoders  nade
to the start of the horizontal blanking interval of
10 that line, the memory reading qut_oqg qf the set of
quantities in response to each line counted by the
line counter; and
logic circuitry for generating new horizontal
_ sync pulses in response to each read-out quantity for
15 - insertion into each video line in place of the hori-

zontal sync signal originally present in that line.

14. The device of Claim 13, further comprising a
sync width control for setting a duration of the new
horizontal sync pulses to be other than the nominal value.

20 . 15. A color video signal encoder for two channel
digitally processing a video signal comprising: _
an analcg to digital converter for converting a
video signal to digital :ata;
a buffer for holding at least one video line of
25 the digital data for the period of one horizontal
line and outputting the one video line;
an adder for summing an input and an output of
the buffer, thereby arriving at 'a luminance signal;
a subtractor for subtracting the input from the
30 output of the buffer, thereby arriving at
chreminance signal; :
a luminance buffer for holding one line of the
luminance signal, and outputting the one line with a
portion thereof timeshifted;
35 ~ a chrominance buffer for holding one line of the



and used' and hence, is essential that they be relatiyvel
require little servicing since they are | ocated at t hat
this is not the case with the scranbler which is t k* “3 at a

head- end and of which there are relatively feM/(on anner) in
any one tel evision system 20 Figursy 12 is a fI owchart of t he =
descr anbl er si gnal processing. In step 500 the scranbled video is

recei ved and thecumummﬁaﬁtd%y1 1QUMMH’cﬂwghehlh§ EB@ QSQOQE nged)
extracted. From h tra%%ﬁg ngnQe qﬁ&% %P he random Na S
decrypted and conv rte &% or m Then In step 504, this
anal og wave form gedefdirss dhﬂmmmh P @mnﬂobasenuhtcbrtfaeks the i nput
Vi deo. [ er. | nCluSeriing A Wi Yol e HHe) chonbARALe EXAOLLy. ow

the video is wobblin From ata it is pOSSI 0 sy
step 506 Bhe reqdi COTORINANGS iangd LR iSiGmad; sync, bIanklng, and

colorburst. In st ep @Ednde digi'ta 1S iteh anal ogotRnved thaer icpent al bl anki ng

interval is replaced Wi t.h a nplet synt eqd wqQbbl i . _haqrizontal
bl anki ng i nt er vaFoRYEE S48 gﬁﬁ%h 2 ibﬁ qum%?ﬁ&°°b§éﬁ?@ﬁg,°aﬁd

col or bur st mhlchlhmﬁmhmchhanuh@qosla&aﬂhus allowing the signal to be viewd
en4a eonventlonangut§I§§€%#%w¥5% b ock FEQF&%nP&FﬁF&&@igﬁb Srent  of
t he decodér for gerequencyyofhéher anadognghromingace signal;l andhe upper
left hand portion the sChage¢or ¢oR0iRANY the stabilized
chrominance signal with the analog luminance signal
thereby providing a composite video signal.

16. The device of Claim 15, for restoration of lost
15 vertical detail further comprising a switch for receiving
an output of the second digital to analog converter and
passing only the active video portions of each line;
a filter for removing selected higher frequency
portions of the passed active video portions; and
20 a summer for accepting the remaining lower
frequency portions and combining the remaining lower
frequency portions with an output of the first
digital to analog converter, thereby restoring lost
vertical detail to the video signal.

25 '17. The device of Claim 15, wherein the heterodyne
stabilizer comprises:
an oscillator for providing a reference
fraquency equal to a normal subcarrier frequency of
the video signal;
30 | a divider for providing a frequency equal to one
half of the oscillator reference frequency;
a first filter for providing 5/2 of the
reference frequency from the divider;
a second filter for providing 3/2 of the
35 reference frequency from the divider;



si gnal i 5 provided to &n input buffer 520. In the 5 descranbling data
path, the data is extracted by data extractor 522 and then convpntirma,u_y

decoded by decryptor 524. The data has been converted fro
~anal og formin block 526, snoothed by |ow pass fil te Wm @‘
provi ded to conparator array 530. 10 Meanwhi | e phas

| ocked to the hori zontal line rate of $§cem ng hori zont aI sync, to dr| ve

an anal og ranp generator 536. The conparator rate 530 then conpares the
hori zontal ranp with t&tefiswwima@ne(rdiﬁcectcmmg) theyrdy12 adrithe out of

crosh e whar st Ky PGS, VR Ml e o T

possible to ti me Sdgad ial | el errents of the horizontal bl anki ng interval.

This conparator data is #ihaedst pasEEiRy aRe pper si@emand Jutdusync,

and bl anki N9 pul $§S g% col orlitstrst regenerator 542 and hori zont al

bl anki ng i ®nt er val® t:i’é"'g ]\ﬁfﬁ ch are applied to video switch 548.

Vi deo switch 548 swi t chesedoeidwverrl ttilpd ieat ificr \doshded ndingc lthe (S)i2 loHrhe

exception) is no e Wi d I d .t ori zontal -

bl anki ng i nt erval&e\ﬁelégﬁéaes% ?“oce@y d@y%e%ﬁmyﬁg ttli n%‘fq‘%t&r:e

circuitry of Figurigital3 toTlanaliogesonyerdiers48 is driven by the regenerated

horizontal blanking. 5 gijjterFor PAdsitgene %?eg.u%f ideratid 'cudyrcessed
vi de

by the 30 descranbl er on y to the extent t hat O1S re- I nverted
wherever % has Bderfh® SAcang quﬁ:\}é’rlt by the scranbler in order to

rest O(Fjedt Pe Orhgl nal \& d:@ilrdﬂﬂttﬂ.tlplfl@lf[ fﬂda![rl )hufl‘tfiplg\i%;t eheV uppe d d
provi ded to vi eo ,SWi. t Qut pu rovided to
output driver 35334% dé’f&lﬁcﬁﬁ'ﬁ (]‘ttﬂ'? ?&S?\/éi“gr’"%? tor.
The anal og ranp @dededang di@u}erae:ra:ﬂm fd rs&r mitd.blierv:/a\aﬁi:br m ranps as
shown in Fi .gure 14A Wy ¢} 1% Fo¥-lfalsing only selected lower -

15 . sideband frequency portions of the output of the
' third multiplier, thus providing a chrominance signal
which is frequency stable with regard to the
subcarrier frequency.

18. The device of Claim 15, wherein the heterodyne
20 stabilizer comprises a source of a 5/2 and a 3/2 6f a
- reference frequency equal to a normal subcarrier frequency
of the video signal;
a first multiplier for multiplying the 3/2 of
_ the reference frequency with a timeshifted reference
25 signal;
: ~ a first filter for passing selected portions of
an output of the first filter;
a second filter for passing selected portions of
the output of the second digital to analog :onvertet;

30 a second multiplier for multiplying the output
of the second filter with the 5/2 of the reference
frequency; ' '

a fourth filter for passing selected portions of
the output of the third multiplier; and .
35 an adder for combining the output of the first
digital to analog converter with the output of the



R

- 42 - wi th horizontal sync fromPLL 534. As shown in Figure 14A each
ranp has the duration adequate to cover the entire regener ated HB

i ncl udi ng the wobble -- that is, around 20 m croseﬁmrmﬂm m
conparator conpares the ranps with 5 a reference vol nr" Emwn as
a horizontal line in Fi gure 14A. The _gonparator proVides fas "output the
square pul ses shown in Figure 14B &ach of which is wobbling in tinme
synchronously wi fburita #dhitlee,p i | : 3db d6€0gnas shown by

t he hori zont al aﬁ%@@%gak EQ@OIeggéggLXOBgéggd%ﬁgggéﬁl%%?izQ%taI pul se in

Fi gure 14B. & Shown FATRRGEr eonrenentey ith s2 oFe2REBh square

pul se out put of BHECAEEP&Fafseqlencygach video |ine. Thus this edge noves
in time synchronously with the wobbl e. Then usi ng the single wobbling
edge for each Iins as sgomn 15.in Figure 14B, it is possible fully to
reconstruct the 1%nor PzORESF2FPARKE AGTi deecvanbl iisg shimesh bf Feduvideac py
the verticalsighadss halviioly datacpresent ¢f9 ' resgi hgnkeadi ng
edge of hgfizgntgl ?I%nki & é% t he Igagﬁﬁgggﬁg%fo?h?h%éﬁé??zgntaI sync
pul se; (3) 8RQYBH Pfa H“ﬁ% 445408 FRRPRIBLBGAt al sync pul se; (4) the

| eadi ng edge of col or measts; £0¥) geheratdngi ngredsre ] p1L&MORGUrst; and (6)
the end of the hggi I u . n,accordance w {h ong enpodi nent
of the inventionfﬂ"?:%lg‘g}Ezi Fg'%g'%r]f% Eg’%preg\?ll‘ldﬂ'gﬁeaﬂgan?%y"bée%iﬁliﬁ‘? érent
conparators 25 each wahhex$ractost fo5 enSrpctingi figomnehe Aridesati vely a

si ngl e coppar at og lhd gathe ihAschikin e §&$1 hep a  sequence of
timed oneﬂghots mégﬁglpfgePde thg ot her vagHg % ges£o$9the hori zont al

bl anki ng i nt er vaFimeshifting; an

means for inserting the generated signals at a
location in each line of the video signal as
determined by the extracted data, thereby providing a

15 . descrambled video signal.

20. A method for two channel digitally encoding a
color video signal comprising the steps of:
converting the color video si§n31 to digital
data in a single analog to digital converter;
20 separating the digital data into only the two
B components of luminance and luminance;
timeshifting portions of the chrominance and
luminance components of each video line in relation
to other portions of the video line;

25 converting the chrominance and luminance
timeshifted components back to analog signals using
only two digital to analog converters, one converter
being associated with each component;

| heterodyne stabilizing the analog chrominance
30 signal with respect to a subcarrier frequency; and
combining the luminance signal with the
stabilized analog chrominance signal, thereby
-providing a scrambled signal.



The chief task of the descranbler, in addition to 30 renoving the inversion
of the active portion of the video, IS to generate a horizontal
synchroni-zation pul se which noves in exact synchrﬂmﬂ l&“m)“'ﬂu“ln

i nduced wobbl e and a col orburst which noves in ex th the
ti me-induced wobble. The restoration of the sync pulse Is 35 relatively
straightforward, but the restoration of 4d1e= colorburst is nore difficult
as shown with reference to Figure 1B. In line N the colorburst occurs in
time 2. The method of Claim 20,4%herein &Heastegp af regards to
| ocati on of AlVIA n oplyr st inline N+2 is
retarded rep%??géﬁ?ﬂepg ?hé%ﬁi% & comgy+%ﬁ% gg%orﬁ%pg ?n line N+l. Thus

t he descranbl er nu@@%&mmhw@99a3dﬂn@fwéﬁé SHPSRTRieEh EF eaMencypliithude

and phase a coIoabu&&bswq@Qthqngantgtfreqqgueyqd for certain particular
l'i nes. Thus the cir.c nmust an% BPte t he Ioc;elogeg

col orbursf for partic “§ &H g argeds é EEAeR Pf £ §G anbler in
one enbodi nent byhusmn@ahhe cdignaluwditht 6 /200fi Rheasabyarelielki |ter in the
burst regenerator,_542 Figure 13, so that the filter rings at the sane

anplitude and 655§3eﬁgy 'an entire line thus generating a continuous
wave havi ng the sane amitiiplydngnthehuppexs stidebands| ofbthet outbuts

typically requirgs twe Q t%qggsléﬁoﬁﬁhkhgﬁkﬁ crxﬁaals to provide a filter

that rings well enoug g so that the
output 1Bas not dropﬁééeéﬁéygté PéFGlsﬂleﬁ £ etﬁBtEHG Qf the ¢hdrd

step of multiplying as the analog chrominance signal,
thereby stabilizing the analog chrominance signal
with regard to the subcarrier frequency.

22. A descrambler for descrambling timeshifted video-

15 signals and digitally synthesizing the time reference

portions of each line of video signal comprising:

a calculator for calculating an offset value for
each horizontal video line from decrypted data in the
video signal; '

20 - a counter for providing a plurality of timing
edges in response to the offset value, the timing
edges defining portions of the horizontal blanking
interval of each video line;

o logic circuits for generating a plurality of

25 pulses derived from the timing edges; and

a switch for adding the generated pulses into
the video signal in place of the original horizontal
blanking internal.

23. A method for descrambling timeshifted video
30 signals by synthesizing the time reference portions of
each video horizontal line, comprising thc'steps of:
calculating an offset value for each horizontal
video line from decrypted data in the video signal;
digitally counting from the offset value a
35 plurality'ot timing edges each defining a portion of



line. one i-nprovement in accordance with the invenLL&ELj%Eﬂ_jg;i§§;¥~‘
of these two cascaded crystals is to provide a non- standard form ;

col orburst, by dividing the col orburst into two porti ons(l mmﬂ"'ml

scranbl er. Fi gure 15A shows a conventional RS-170A horiz I#ﬂ'ﬂ I
interval with colorburst ("burst") on_tgg back 25 porch. Figuré 15B shows *

I n accordance with the invention that “i'nstead a first portion of the

burst is a pre-b t | ' r gt chs; t .

nor  zontal bl ackeraor EREhEAT BLAMKERS PRedifal OF ofBh UiShe Tfnery o
the col orburst | ocat cd®RBRIEART oMaPFYrBhiENeOHaRR1$OS cheBDVed FBPM Thus

there woul d be ngheeeduhtedbkemihg &dyésplana filter ring for nore than
about 5 m croseconds e f of . hori zont al

[ .€...N even th || duratio
bl anki ng. This has A?ﬁéhidggﬁtﬁﬁﬁeﬁ?tﬁ?lB ﬁﬁsu§%t%ftgng ®8r and |ess
expensi ves descr asbyral bntplace ofntheéaorihgindbrivotiziowtad Bbahkengeed for

t he provi'sion ofiﬁpgrpéﬁ&burst. Thi s, therefore, is a non-network
transparent, i.e., non-NTSC conpati bl e system suitable for use with for
i nst ance a - 44 - vi deo ci nema

SOber i mpose a cobt i nuile heERER o¥ CoRRERCIST (SLON SofpPthfndBle ©, °
start "bursttentof heeduging agrequiredriecknspeed | £or  the ystep| ofhe way
through, adgiqfeaeySyden€ih§eby using the reduced clock speed to
10 enable an exclusive OR gate, a second input of which is
the least significant bit the calculated offset value, to’
provide the enabling clock to a data latch, thereby time-
shifting the latched data by one-half the period of the

reduced clock speed.

15 25. A system for vertically scrambling video
signals, comprising:
means for timeshifting the horizontal lines of
the video signal relative to the vertical sync signal
of that field, wherein the horizontal lines in each
20 field are timeshifted by an amount different from the
' amount of timeshifting of the horizontal lines in a
previous video field; and ' '
. an encryptor for inserting into the video signal
. an encrypted indication of the amount of
5 timeshifting.

-~ 26. The system of Claim 25, wherein the means for
‘timeshifting comprises: _ '
a plurality of series connected delays each
capable of storing one horizontal video line; and
30 a random number generator for determining which
of the plurality of delays the horizontal lines in a
particular video field are to be passed through,
thereby varying the amount of timeshifting in each
successive field.



i
| i nearly. DESCRAMBLER W TH DI G TAL SYNTHESI S OF HBI rne aDOVEW

descri bed descranbling process invol ves synt hesi zi ng (”mmﬂm ":m
hori zontal- sync, bl anking, and 10 col orburst that track t II “"
and repl aci ng the i ncom ng standard sync, bl anking and BurSt 'w t tShem
to forma video signal having a unified &Bne-base variation (the

"wobbl e"), which the TV receiver can track in order to present a stable,
"descranbl ed" picture. 15 I n anot her enbodi nent those sync, bl anking,

and bur st Si gna?d. ark fetrsdt 6r dvgtt iddyly nsetmmblbing avbdes . sigrals
subsequent t al pg signal, and all of t he video signa
processi ng (éﬁéénnééréz&§? $€v€Qs+gn etc.) remain in the anal og domain
as with the above 20 d%s%¢$bkﬁtl@matbg 'henbeantaht 1 bres gfir the3vic eo
The fol | ow ng ci r&g féléeivé\”&? tﬁétvmi@al enéféﬁytbﬁ.

va ed |n t he

di fferent nunerica ues, as wl parent to one s
art. The HorizontdidestEteld, V%ﬁﬁ?%%dtﬁ%r +7entak Linesi 3neafhpl anki ng

interval 25 (HBl)sh&co®é[eantisnd! yreat omesh PELERSOP ANONEEOPBAL SUi tabl e
|ntammlm|oneﬂgonthmfromthefleldratechta byte sent in the

vertical interval 3R’ of fset is applied as-a preset or preload to a
"di vi de- by- 1820" coemteyptimyi any bndBcaties of brive ramourit esfiency,

nominal Iy 30 orggg#@gg?f€%£€§ Q& counter counts out the entire line -

- that is, the c es 63. 555 m croseconds. It will be seen
that, if the counter wme:etamqﬂhﬂ indicatior into sthe "vwixdeotsignalint er
will finish with its count to 1820 in a tinme 349 nanoseconds sooner than
if it had 35 not been so preset. |If the counter is in fact designed to

count to 1880, ardBprodiBeEROGHERT reeneeal tngisthe presence in a

scrambled video signal of the location of the edge of
active video timeshifted relative to the horizontal
'blanking internal in each video line by filling at the
15 edge, comprising the steps of:
generating a signal matching the active video
signal at the edge of the active video; and -
inserting the generated signal at the edge of
the active video.

20 . 29. The method of Claim 28, wherein the step of
generating comprises the steps:
determining the endpoints of a time gap between
the timeshifted edge of active video and a nominal
position thereof;

25 ¢ during the duration of the time gap, repeating a
selected set of a predetermined number of pixels from
the edge of active video; and

inserting the repeated set of pixcls into the
video signal during the duration of the time gap.

30 30. The method of Claim 29, wherein the predeter-
mined number of pixels is four. '



- 45 - fromO to 120, the net effect is that the_LLne_liiﬂijﬁijﬂﬂ;_ by
the counfer can be varied by 2 m croseconds, in nts of 35
nanoseconds. In practice, with the present s ﬁg@ uﬂttﬂn' t he
5 line-tp-line variation of line length is no nore t

thus the' counter need only achieve a coundg of 1820 +/ - 1, or f821 mnth a
preset ranging fromO to 2. (It will be seen that the time offset °

~accunul ation over 31, 241@14 IfMhdd) o T1adhe 2f", aFRreilerl CoRdrASAHY¢Hd i NE,”

is 10 2.4 n1cgp cond S). Then referrlng to the block diagram of
Fi gure 16A, T t p row of bl ocks is the anal og video processing

corresponding to the suade‘:rraiqinwrmat@(bla eedorduristFisjignal mbhXchimg he

second row, an o0sGi) | | ocked to
I ncom ng colorburgﬂ b%&ﬁﬁ' %ﬁ %%f??;@ rﬁﬁgsgﬁfgﬂt ?% di vi ded by
ei ght at 5d|V|deﬁQ&amhhﬁquyﬁﬂﬂaiiqy MR si gnal which is gated by

burst gating 582 to forjRpdeit i ﬁya é@gfytedagﬁgyﬂe 2D loru g cl ock
for the 1:1880 counter 588. ZB@N Qf he third row, the ﬂa bytsxe]%rﬁd]’t he

verti cal i ntervah quﬁébéﬁﬁﬁQPHQQJ Hﬁ%?l S19&&1ng video and . decrypted in
bl ock 584, and supplied to the line-offset cal cul ator 586 (a

m cr opr ocessor). e ul cuyl,at La _real time

|l i ne-by-line off sgg QJ @%tt%?qs%% ctl%qﬁ‘ r&?‘f&?’efafgmﬁ’gﬁgw & and
suppl i es that'andmmmis(esunelﬁhqm fiozaiconceal ing the dap dompyisisg chent er
588. The q@lgg 0l,£386 can be sinple since at nost it only has to

cal cul ate one n nber to eight-bit precision every 63. 555 m croseconds;
moreover, it will geneggqq;atlng a random noise at a particular

frequency assoclated with one component of the video
signal; |
o addiné the random noise to the video sighal
15 during the duration of the time Qap.

33. The method of Claim 32, further comprising the
steps of: .
generating additional random noise at a
particular frequency associated with a second
20 component of the video signal; and
adding the additional random noise to the video
signal during the duration of the time gap.

34. A system for concealing the presence in a
~scrambled video signal of the location of the edge of
25 timeshifted active video relative to the horizontal
blanking interval in each line by filling at the edge,
‘comprisings:
at least two comparators for defining
respectively the beginning and end of a time gap
30 between the timeshifted edge of the active video and
a nominal non-timeshifted position thereof;
logxc circuitry for generating signals at the
defined beginning and end of the time gap;
a select circuit for selecting a series of



30 have at least four lines (or 245 mcroseconds) in which to “work. In an
alternative enbodi nent of Figure 16B  (otherw se si ' ure

16A), in order to reduce the required clock speed w
fineness of time resolution, the systemruns at 4* Fs 'U
Fsc, and the counter is preloaded wth only the 7 |cant |ts

of the offset word. This limits the ft to a mi.ni numincrement of 70
nanoseconds; . - 46 - the last bit
(LSB) whi ch deflﬁége%ﬁea§5tﬁgn3§ggoﬁapéh|ft is used to invert the clock
“in an XOR gate 587. TReansj fogr reprasingeshenseriesi pEngixeds' fo5 Haet he
active edge I ndteadieh b@ethbe%@hﬁg ggeandlnto | atch 589, and thereby 5
shifts the latch output by t eS|re 5.,nanosgecon g g erring to
both Fi gures 16A and TBB“stﬁeri“BPFtlnguﬁﬂﬁP She; Kideguitianads
conventiogal |y deepdadedtser&dgeoﬂep@de&sS&ﬁrﬁﬂqptnaldaratiohlmfnghedges
correspondi ng g eggbng and trailing edges of the desired sync, 10

bl anki ng, and bur f pul ses; it will be seen t hat t hese edges are
noving, as an ensenble with the decl ared "wobbl e" due to the line-rate
varying preset tqgthe C e € nglly -
applied to thrgg R—g F|SHPP@E ogQQILhH]ggérgggé?ﬁg ac?g¥ﬁgah§sgs In 15
practi ce, andhﬂpnnap15Ro§¥§359e69n5°5589 eSheakinpe gaﬁvnFPaPF}SGESéded and

formed as required. ag leashnohéenBQHEt ehﬁfhtb?eféfnéeﬁbﬁaéhnbs separ at ed
at sync _stripper ,594 fromthe video_an garat fuither I nto

hori zont & and VEPFFSaPts9ngr58P§B§Ya?s§8ﬁéF gdoN¥ith one of the

components of the video signal; and
means for inserting the noise into the video
signal during the duration of the time gap.

36. A method for scrambling video signals by use of
15 sampllng comprising the steps of:
generating a predetermined pattern;
holding a value of the predetermined pattern
once per field of the video signal; and
timeshifting the active video portion of each
20 horizontal line of the video signal relative to the
horizontal blanking interval of that line, wharein
the amount of timeshifting in each line differs from
that of the previous line by the held value of the
predetermined pattern; wherein the amount of
25 timeshifting in successive lines varies at frequency
less than half of the video field rate.



20 bl ock 596. The horizontal sync is used to reset the 1880 counter 588;,~
the vertical is used to reset a divide-by- 525 counter 596, which is .Ep
cl ocked by- hori zontal sync and used to count lines in the frame in |ine

nunber decodi ng bl ock 600 for various house-keepi ng purposes -- in 25
particular, to inhibit the HBI regeneratgpn.process in block 544 during
the 22 lines of the vertical interval. VERTI CAL SYNC TI MESHI FT ’

SCRAMBLI NG METHADEARB] R6PARATUST BORNHORAMBDING SAKD DBESCRAMBEIRGCtUre
wobble in the vertical as we

I.]..as I ZQ T IJIRl enent ati on
requires only that the pr@feﬁﬁIodﬁ?eE%%%rg wﬁ%?@%ﬁ%l ch drives the
adder 78 and subtractor 80 on t héoRAM boRyarvbe extended to sonet hing
i ke twenty-one lines, with proviﬁmi@ﬁ@{ ect the output of any of the
twenty-one lines randomy. In practice, then, conpared 35 with the video
out of thé el eventh of the twenty2BR8-R. HAL#¥3L_¢ ages, video from the

first is advanced by ten Peter J. Wonfor - 47 -
lines and Video fromthe last is delayed by ten |ines; twenty lines
peak-to-peak out of 240 active lines per  field conpares directly to 4
m cr osecondABSTRAaM!t al notion out of 52 mcroseconds active picture

Chnal ogous to the: GHENTUSF{AETHE o S Hdfced 3 YAndi ey, *' 0"
wobbl e) is Used t & ige eshiftingutigutthe location of active portion of
10 the video frame, without affecting the horizontal sync
signal and colorburst in each video liné, thus providing
both security and concealment. The security is enhanced
by filling in the gap between the nominal beginning of
active video and the actual beginning of active video with
15 a synthesized video signal which replicates the adjacent
active video using a digitally generated filling pattern.
Also, a random noise overlay further conceals the location
of the gap. Additional concealment is provided by
wiggling in time the location of the horizontal sync
20 signal using one or two frequencies and also by randomly
altering the location of the vertical sync signal. The
NTSC digital encoding in accordance with the invention is
éimplitied by using only two channels, chrominance and
luminance, and by a heterodyne circuit for chrominance
25 stability. NTSC encoding is enhanced by providing detail
normally lost, by use of the chroma channel. Additional-
ly, a non-standard video signal may be provided with a
- portion of the colorburst on the front porch of the
- horizontal blanking, thus allowing use of a relatively
30 simple decoder.



different pairs of 1H buffer delays thZdéhpplled to the adder and a
subtractor for Y/ C separation. e nunber of 1H nenory buffers can
be varied for different appllcatlons and any suitable rate of variation
can be used; in particular the rate of variation can be random y
controlled as with the horizontal scranbling of the Figure 4 system in
whi ch case a second byte of data 15 would be added to the vertical interva
to describe the vertical variation, anal ogous,to the first byte used to
describe the horizontal variation. THe second byte would of course be
encrypted |like the first byte. - Figure 17, shows quch a systemwth
a 5-line 20 variation and repl a intoto the block 76{l abelled "1H
BUFFER" of Fi 4. Figure 17 S jportions correspondi ng to the
circuitry of‘%ﬂ%ﬁr e 7i nel udi eq A/D 74, adder 78 and subtractor 80.
Five 1H buffers 602, 8, 610 replace the singlle 1H buffer 76
of 25 Figure 4. The by 2, R 610 are sel ected ac ing to a
random y varyi ng nunbgr generated by ,r@TdomT— T tor 612, which
as described above geperates a frequency nodul ated digitjal sine meve-like
signal to select ong of buffe 02,1 .... 610 for each vji deo SCRAMBLERO

t hus randonLéEeﬁ %lnguthe anou grtical tinmeshifting. I n SONALSase,
for the sel hr, t he /8|and subtractor 80 arje driven with
the selected buffer’s{input dqut anal ogously to thg circuit of
Figure 4. Thus at aj %

t he add 78 and .subtractor 8 present ed
35 with two video S|gpals differing B T -~ and thus the
Y- C separation procee@s uni nhi bi t ed. quires sinply
that the vertical syng
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- 46 - signal be Wbbled to match the picture, analogously to-the

above-descri bed horizontal wobbl e; }&/?éﬁs, noni tors or proj ectors which
use line-counting vertical deflectidn ystens woul d be nodified to accept
a time-varying line- 5 count, while the older nultivibrator-based TV units

woul d require no nodification. Edge-fill provisions simlar to
t hose descri bed above are used to fill the top of the franme when the
picture is shifted downward an n the 10

tions of ‘the above dgscelbed edge

The above descri ption jof C\pe

fm ting; further nodifidatiops wll

fn the art in the 15Iight®this :
Lo

picture is shifted upward;
fill circuitry acconplis@g{lis.
i nvention is i[lustrative|andzhg}
be apparent to one of ordinary Sk¥
di scl osure and t he appended|df g

(=
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1. A npthod for restoring vertical detail in an NTSC t el evi si on decoder
where ap video signal is separated \?V, 0 a luma signal and a chroma
signal, .conprising the st eps of: sel ecting the active video

portions of the separated chroma signal; filtering
away high frequency parts and thereby 10 the chroma portion of the

sel ected active video portions; and conbi ning the-
remai ni ng portions of the chroma si gnal which consist of the desired
vertical detail, wigh &fie luma signal . 15 2. The method -of
Caim1, f rthdﬂ]conprisi di ng the chroma signal back to the conbined
signal to Erovi@d an output}signal. 3. The nethod of Caim1l,

wherein the step ,of filt renoves those parts of the signal exceeding
20 approxi fat elyry2 Mz, 4. A method for nodifying a scranbl ed
standard Itel sion si Sy Juse of a shortened horizontal bl anki ng

interval for r¢geipt by Brqnbl er where the descr anbl er regenerates
t he col orblirst portion of £h& 29 signal, conprising the steps of:
extending an active vide §b§§iCn of at | east one video line of the

tel evision_stgnal T nt( hori zontal blanking interval of the
st andard t el evilsi l; 30 providing a first portion of

the col orburst for tHat line on a front porch of the horizontal

bl anki ng -*——-WWﬂTqv X d
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- 50 - provi di ng a second portlon of the
that line on a rear porch of the h F 25 bl anki ng
5. The nethod of Cl aim4 wherein the orburst 5 begi
porch and extends through the hori zontal sync pul se
bl anki ng interval, thereby filling the entire horizo
i nterval wi th col orburst. 6. The nethod of
steps of 10 providing conprise the steps of:

col orburst signal extending a full wi dth of the
I nterval ; and swi tching the col orburst int
only at. a portion of the front porch and a portion of
7. A nethod @ scranbl ed non-stand
short ened horlzonﬁﬂNEahaeklng i nt erval for us
requiring a StRANDOMLY-VARYIRG Ri gnal , conpri sing] they
timeshifting the anumggnportlo 44 each vi deo

d:é&Tﬁsgm#@f ﬁj
Méﬁo ?

col orburst for

i nterval .
ins on the front
of the hori zontal
ntal bl anki ng

Claim4, wherein both

generating a
hori zontal bl anking

o the video signa
15

the rear porch.
- WwWith a

14¢2the

hori zontal s
46
4
CONVERT TO ANALOG
WAVEFORM:
USE WAVEFORM TO
MAKE WOBBLING
TIME-BASE
50
4
SEPARATE LUMINANCE DELAY.
FROM CHROMINANCE: VERTICAL INTERVAL
T READ BOTH OUT OF VIDEO ONE LINE
48 MEMORY TO MATCH LUMINANCE
WITH RANDOMLY- AND CHROMINANCE
WOBBLING TIMING DELAYS
| CON\(LUMA) l 54
Y \ 5
RESTORE
s52J]  cHROMINANCE READ VERTICAL
PHASE STABIITY INTERVAL VIDEO
WITH HETERODYNE winoF MEMORY
PROGESS STABLE TIMING
(DATA) - '
| 26 | 20 (CHROMA) (VERT. INTERVAL)

FIG. 3

ey THE COMBINE WOBBLING LUMINANCE SYNTHESIZE
AND WOBBLING PHAS POSITION-
INSERT IT INONE . PHASE-STABLE MOD
LNE OF THE | || CHROMINANCE FROM ACTIVE PICTURE | ULATED
VBI FORUSE IN WITH STABLE VERTICAL INTERVAL Cghfg&{;gm
THE DECODER AND SYNTHESIZED HORIZONTAL SYNC VERLEY
9
58

syst em not



l'i ne; and inserting ingy o{&ge video line an indication of

the anount of tineshifting; wherein anount of 25 timeshifting in at
| east one line of the video signal causes the active video portion to-
extend into the hori zontal bl anking interval, thereby narrow ng the
hori zontal bl anking interval. 8. A system for decrypting
previously scranbled 30 non-standard video signals having a shortened
hori zont al bl anking interval to permt the use thereof, the encrypted
video signals having been produced by tinmeshifting the active video
portions of at |east sone of the lines with

- 51 - respect to the horizontal sync signal of the associated
line, said systen1conpr5§|ng

. a scranbler for proubding an
I ndi cation of the AT int n?’@gnEShlftlng perforned on~&Ygi ven |ine,
the 5 dfthiplo meshilf P at |eagmrsanecxm h gs bei ng
suf fici ent INRUTShi T&UFFEB‘ﬁa%F\t%‘Egpg PO portron ﬁﬂg‘éﬁ% hori zont al
bl anki ng interval t ereai rrowi ng the horlzo nki ng i nterval
to be non- si¥and? % 10 9. A et hod proVi di ng- sync wiggle
conceal nent for g CLAMP '
$AGC 78 rs{fn
A ‘ 1H
Y 76 L0 e
VIDEO L $ ] H
AD BUFFER l T /34
\74 > o L©
] SUBTRACT BUFFER
— | \go
L ~90 92 (READ %4
RANDOMLY - ] CLOCK)
VARYING —»{ pLL [—g———a] READ
NUMBER N ADORESS
DAT A D/ 4
ENCRYPT |96
l- 98 b0
CHROMA »| HETEROC- :
D/A DYNE
104 | Y l 102 110
CHROMA - VIDEQO QUTPUT VIDEQ
0/A - ™1 AODER [ "1 ORIVER [ oUTPUT
CHROMA = VBUHBI
O/A REGEN

FIG. 4



vi deo signal when viewed on a tel evi si@Z, onprising the step of in each
of a plurality of lines at the video Mg'ial , tinmeshifting the | ocation of
the horizontal sync signal relative to the beginning of the horizontal 15

bl anki ng i

changi ng at a predeterm ned frequency.

nt er val ,

further conprising the

" in each

successive line by a second predeternm ned frequency.
The nmethod of O ai hi@, further

t he anobunt of tinmeshifting in each _
10. The nmethod of Claim9,

successi ve line

step of also changing the anmount of tineshifting

,,thhpr[§1n94nbe|,

st ep1®f
e

20
ti -maspn_ﬁoi ng the

11.

| ocation o TRoG C 3i grat—T1r—a vrtreo—f+el ds
relative t D%éi;’gq ' nimé{)tre vyenph RQ! .l interﬁallsgin t hat
field, the_ t ' iR i %SV£L£i(3 5 Magying in
a predeter ﬁﬁ% AR ler td R J.;gﬁ:@-q di NWEGTOR [ite vidabt er n
bei ng t hat MNO-#ourl successive Vi ddo fi6lds, eig inthe firlgutputfield
the verti cal V%Y‘ln@ f s time$hifted forward, in the ¢ second field tHaard.
verti cal SéHC bi ?gnoved, inthe third 30 field the vertical sync iIs
ti meshi ft eBOYEKGARTT—anT T~ the fourtlB6fiel dfthe vertical sync is
renoved. _
frivva 2MHZ SECOND
GENERATOR —>1 LOW-PASS [~*] SUMMING
NO. 1 FILTER STAGE
\122 \124 ¢ :
- RANDOM .
- FIRST 3.58MHZ
NOISE o BALANCED SUMMING >
BAND-PASS
GENNESAGTOH MODULATOR F‘ STAGE phyia
128 18 M3 P32 134
, :
90-DEGREE
PHASE
SHIFT
138 ¥ 140
RANDOM
NOISE o] BALANCED ———
GENERATOR MODULATOR
- NQO.2
142
SUBCARRIER}
SOURCE
(3.58MHZ}

FIG.5



- 52 - 13. An apparatus fikbﬁg?cealing a video signal by sync

w ggl e when viewed on a tel evision I Si ng: a line counter
for counting video |ines of a field of the video signal; the line
counter counting 5 fromthe vertical blanking interval of t he field,

a menory hol ding a set of predeterm ned guantities by which in each
line of the field the hori zontal sync signal is to be tineshifted
relative to the start of the horizontal blanking interval of 10

that line, the nenory readi ng out one of the set of guantities in
‘"response to each line counted by the - | i ne counter; and

logic circuitry for generating new horizonfa l sync pulses in
response to each r u tion into each video
line in place of the hori- zont al al originally present in
that |ine. 14. The device| , 1180t her conprising a

sync wi dth control

pul ses to be other| than the nom nal |

signal encoder for{two channe
R

conpri si ng: an
vi deo signal to dijgital datega

he new horizontal sync

B 15. A color video

cessing a video signal

Bonverter for converting a

Ut fer tor thol ding at | east

r fhe perd.od of o hori zont al
;1551 r summ ng

one video line of 25440 the digi ak1ﬂ@ta f

| i ne and out put i e on&yvi deo}line;

an i nput wm@gan_dygg 0 the buffer, |hpr I Rgs@t] &
| 'um nance O 2'her AMP ——8TUBTTacT ol 10 t ' from
t he 30 oyt tfur+Q&+er, thereby grrivi!  DIGITAL
144 VIDEO
142 152 f160 158~ TO RAM
BP ' Fsc 4Fsc
CLAMP. pHOET[ " [*|vcxo | Re
L z A  FERENCE
‘| 4Fsc
" REFERENCE
t (164 Fsc
H TIMING
ONESHOTS
166 168 T2 T4
: VIDEO PHASE SYNC TIP :
- leupper|"}sPutTer[™] cuamp [7]COMPARE HORIZONTAL
‘SYN RESET
70 GATg
> BP
CLAMP VERTICAL
TIMING
1MHZ SYNC HORIZ LINE J VERT | _____
wF [" ser [® e [ count [®] errom VERTICAL
. ' 182 J \186 (188 TIMING
184
» VERT
SEP

FIG. 6



chrom nance signal; a lum_narce buffer for holdlng one |ine of
t he | um nance signal, and out t L&g the one line with a

portion thereof tineshifted; 35 chrom nance buffer for hol ding
one line of the - 53- '

chrom nance signal, and outputting the one line with a portion

t hereof tineshifted; a first digital to anal og converter for
converting the one line of the chr oRESEhce signal to 5 a chrom nance
econd digital to anal og converter for

anal og signal;
converting theRgHEREm@@ 8903$e57un1naame si gnal To—= —2% | uninagce
anal og signal;~ afse ] "waTkeler odynd & @PET) zer for stabilizi ngADRe 10
frequency of tpgg 95 ¢ ohoNTER mﬁagpﬂgﬂd\s R tgat an adsteme)f or |
combi ni ng the , ckroMrﬁﬁﬁﬁhngnalnmﬂﬁ}%he anal og
| um nance si CK (wobbled) t ifieT ehy—pHOL—Rg G—a-canpWsite vigeo signgl .
16. The device_of |Cl@@¥h 15 for;ﬂ@ﬁtoratldws { oSt \{5 verruea. Pty
further conprijfsi W fc ei vi g f elcon gital
to anal og comerggfa théA(brﬁdnT h REMjﬂi BLLVi g‘MﬁBl f toteiedt h
li ne; i Ferfoli n i gheROARBREhCy
portions of |th yidp ;an E ECT.EEO
[ 228
SET WR EOL ™1 FILL EOL EOL
EOL COMPARE {e—¢ 0/S's ﬁ-ﬂ TRI-STATE
2147 2087/ 218/ l burst
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20 . ~a summrer for accepti
portions and conbini ng the remaini

an out put of the first

restoring | ost

di gi

E?&ﬂ

vertical detai

g the renalnlng | ower frequency
frequency portions with

The device of C aim 15, wherein the heterodyne
providing a reference

an oscillator for

subcarrier frequency of
for providing a frequency equal

reference frequency;
reference frequency fromthe divider;

providing 3/2 of the 35

-54-

a filter for pass$
mul tiplier;
reference frequeg

t he vi deo signal
to one

323f er,c38e

st abi

o] analog converter, thereby
to the video signal. 25 17.

| izer conprises:

frequency equal to a normal

30

a divi der

hal f of the oscillator
a first filter for providing 5/ 2 of the

a second filter for

ref erence frequency fromt di vi der;
a first multiplier for conbining the 2 of the
reference frequency mnth a tlneshlfteo

si gnal ;

f or jconbi

of the first
ning the 5/2 of the
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315

312 313
0
32T
VEE
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digital to anal og converter:; (?z,f | ter for passing the upper
F

si deband out put 10 at the second muft r; athird

mul tiplier for nmultiplying the upper si deband out put of second
multiplier wwth the upper - sideband output at the first nultiplier;
and a filter for passing only selected | ower 15 si deband
frequency portions of the output of the third multiplier, thus
provi ding a chrom nance si gnal which is frequency stable with
regard to the subcarrier frequency. 18. The device of

source of a 5/2
rier frequency .

Cl ai m 15, wherei n_t ke34det er odyne 20 stabilizer conprises
ce frequency

gpdtﬁe36?dgg ¢ rﬁﬁiﬁe Bt nmul t§ pl yi ng the
3/ 2 of videq quen ith a timeshiftdd®d ef nce 25
J4M LN <
)assi ng sel e I ons of

si gnal ; irom a fi
t f

an out put ofinplte firs econd filter for] passing

sel ect ed porgoamns of tjo anal og
converter; 30 mul ti plyi ng theg out put
of the second filter with frequency;

a fourth filter for passin out put of the

___Jiﬁge-
i dut put of the
SR

third nultiplier; and 35
first d%q%%gL to anal og |
WAOR (webbled) 10, 344
WRCK (webbled)
S terh | g
] VB |9
370 outpu
2350 (stabie)
tH - LUMA 1 9
[ | OELAY "} QTCH [ a0
autputbd -
. 1H ' 1H CHROMAL S
) r— - P
OELAY \ o DELAY e LATCH CHROMA
[} A to
. 352 f ? 374 output bd
L . (wobbleq)
ADDR CK > 1H
- | DELAY |~ 362
otz - 356 ADDRT TCK
reset 1H RW ' W/R
™ & [ seect| o sewect [ 0%
RADR 19 it‘? 1T
WADR 10 |
ROCK (wobbled) J§
NRCK (wesbled) 1§
“/:‘TG ble

FIG. 8



55 - fourth filter,
havi ng ‘a chrom nance conponent wth

19. A descranbler for descranmbling ti rre
present in the signal indicating the amount of timeshifting, conprising:
means for generating horizontal blanking interval signals for each

| ine of the video signal; an extractor for extracting fromthe
vi deo 10 signal the data indicating the anount of ti meshifting;
and means for inserting the generated si ghals at a

location in each line of the video signal as 400 det/eucm ned by the

thereby provi ding a video signal

';(ﬂtg subcarrier frequency.
ted video 5 signals having data

extracted data,, thereby provi d| ng a 15 e o] ed—vTdgo signal .

20. A net koo Wo—Clret e A <{olAvP si gnal
conprising the steps Etm‘G.: FiLL NOISE P kolor jvideqd signal to
digital In, @ si ngl, anal 0 AT converter; 2

separ at i ngNVEBRT di_gi Y g 'Ua 3 corrponent of

| um nance and ILr'rwﬁRc :

chr om nan D
to other polffods qr
and | uni nanfem v
only two di BAMal td anal og converters

associ at edwotttiad) eagh component E{m(éf%bl 1Phe
anal og chr orrbnanceVBI SUMMING OUTPUT VIDEO
Ve | DAC AMPLIFIE PP ™ ORIVER [T
from ‘ \105
RAM ! |
(wostied) _y /98 /40 422 432~
a —
% _JICHROMA VBI
7> —» LPF 426 LPF
roma | DAC | o] SWITCH I
gzn | CS from control bd sﬁXﬁER
(wobbled) /424 e ' 430
INV €8 from control bd_{ BLANKING CHROMA
BLANKING
SINXX ~ | SHAPER RCE,
{ \ 428 |
chroma v 442~
5/2Fsc BAL 7/2Fsc BAL
ce e I L I
436/ T 438/ w0/ wowedT
7 448 Vs 450 carrier
ERAOR Fsc S/2Fsc
AMP [ vexo [ 12 BPF
| ] N2 460/
448 454~ | 456~
3/2Fsc stable carrier » BAL
PH DET BPF : MOOD
j f A Fsc
reference 458
Fse N
RoCK _ 4 1/4
{4Fsc: wobbled)

FIG. 9



30 signal with respect to a subcarrA ngquency, and
conbi ning the |um nance signal with the ﬁd/ stabilized analog

chrom nance signal, thereby provi di ng -a scranbl ed signal.

21. The nmethod of C aim 20, wherein the step of . heterodyne stabilizing
conprises the steps of: mul tiplying 3/2 of the subcarrier
frequency with a tinmeshifted reference frequency 5

mul tiplying a selecteq portion of the anal og nance S|gnal mith .

5/2 of the subcarrier cy; tﬁ?&ﬂi A9 t he upper
of tNe two sféﬁé of H&%ip ying; and 10

si debands e
sel ecting gfggﬂtﬂgxﬁgf t he out utlof he third step of nultiplying

as the anal og chrom ndqnce_si t her eby abi lizing the anal og
chrom nance si gnal W th rqgggm o the subcagrier frequency.

22. A descranbler for descranbling tinmeshifted video 15 signals and
digitally synthesizing the tine reference portions of each |line of video

si gnal conpri sing: a calculator for caIcuI ing an offset value
for - each horiz@ntal vi degA~ge fronidecrypted ﬁftﬁéb&ﬂﬁ
. : : / N OMA
video siongis 10B |  aF AF FROM SCRAMBLING
Z D, >
3.58 MHz £AF f
AF

f}/ . 4Qf\

FIG.10C i " ”~ -
' 1] ' -

3.58 MHz *tAF 142Mz  f
™\
(MASTER CLOCK) + 4 MASTER CLOCK
orPA BPFB
: . 'y / l /
FIG. 10D -t :
' . ‘ >
5/2X358 MHz tAF  7/2X3.58 MHz £AF f
LPF
_ e
FIG. 10E /|
. >
- BPFB . BPFA f
358MHz = (7/2X 3.58 MHz £AF) - (5/2X 3.58 MHz £ AF
= (22 X 3.58 MHz2AF - (£AF)

=3.58 MHz



20 a counter for prOV|d|ng a lLurglity of timng edges in
response to the offset value, the t| %? edges defining portions of
t he hori.zontal bl anking |nterval f each video |ine; _

logic circuits for generating a plurality of 25 pul ses derived fromthe
timng edges; and a switch for adding the generated pul ses
into t he vi deo signal in pl ace of the original horizontal

bl anki ng internal . A nmet hod for descranbling tineshifted |,

vi deo 30 si WTER% Glnt he&;gng the time reference portions of each -

vi deo hori zont al mpri gi ng the steps of: cal cul ating an

of fset val ue fyor_{ich horji zont al video line fromdecrypted data in
i 5 ZﬂtaIYleﬂfEBEml ng fromthe offset value a

t he vi deoP y

35 pl % | ARy each—deft+n-Rg—a—per{ i on of

the horizon IA{<ﬁ||n~q:3§€;*v‘rnal of each video line;

generati ng ralitly| [ 0472 the c ted t
edges; and s P [@E IO JITEERED L Bd pu‘ sos—tmtot Y 2 de @é@ﬁ.

signal in pI ace of ) he ofi gi nal lUNSTABLE al | bl anki ngz III];FE
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required clock speed for the step of/] Itally counting by using the
reduced clock speed to 10 enable an exc¢lusive OR gate, a second input of
which is the least significant bit the calcul ated of fset value, to

24.  The method of Claim 23, further CCJ;T si ng the step of reducing a

provide the enabling clock to a data |atch, thereby tine- shifting the
| at ched data by one-half the period of the reduced cl ock speed. 15
25. A systemfor vertically scranbling video signals, conprising:
means for tineshifting the horizontal |ines of t he vi deo signal
relative to the vertical sync S|gnal ~of that field, wherein the
hori zontal lines in each 20 hfted by an anount

different fromthe angunt tlng of the horizontal lines in
a previ ous video field; ECrENEa\ﬂEEB - @ tor for inserting
into the video signal an %ﬁ a% caffi on of the anmount of 25
ti meshifting. 26. THe s a wherein the neans for
ti meshifting conprises: & } of series connected del ays
each capabl e of storing one horijzontal video line; and 30 - a
random nunber generator for determni ni which of the plurality of
del ays the horizontal lines ijn a particul §r video field are to be
passed t hrough, therelly vREGRYRT RANDOMOUNY of gdgmashi fting in each
successive field. NUMBER AND CONVERT [
: TO ANALOG WAVEFORM

USE WAVEFORM TO

GENERATE WOBBLING |~ 904

TIME-BASE WHICH

TRACKS INPUT VIDEO

'

SYNTHESIZE WOBBLING | 506
H. SYNC, BLANKING
AND BURST

REPLACE INPUT HBI 508
WITH SYNTHESIZED (-~

WOBBLING H8I
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- B8 -

conprising the steps of:

t he vi deo - Si

video field, wherein the horizontal

gnal

are tinmeshifted by a different
I ndi cati on of the anmount of-
~inserting the indication into the video signal.

ertica

anount ;

ti meshifting;

| sync si

lines in each

27. A nmethod for vertical scranbling video signals
4D ifting the horizontal i

relative to the

gnal

| i nes of

in each 5

successive field
encrypting an

and 10

28. A

met hod f or

of the | ocation of

concealing the presence in a scranbled video signa

t he edge of active video tineshifted relative to the horizontal
bl anki ng i nternal in egetr-=rdeo—trmeby frt+Tmg—=at—t he 15 edge, conprising
t he steps of; ~§80erating a signal hi ng the active video
si gnal at t h¥iD o tne aqtive V|deg; ana inserting the
gener at ed- si t tINeUEdg tVIBEQct { ve Vi deo. 20 29.
The method of O aijm BBFF&/edei § the steﬁNV:ERTERngner At i ng conprises the
st eps: sﬁg t he eﬁdpehikgqy [ i me gap -bet ween
t he tlneshlfted edge og a video and a nonymwa §50i on
t hereof; 25 uur?ﬁ( t he dur atomof tipe gapr—ggpeating a
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sel ect é‘d' set of a predeterm’ ned number of pixels from t he edge of

active video; and i nsertizdg /t ﬁ/repeat ed set of pixels into "
the - : video signal during the durat of the tinme gap. 30 30.
The met hod of Cl aim 29, wherein the predeter- m ned nunber of pixels is
four. : - 59 - 31. The net hod
of Claim?29, further conprising the steps of: generating a
stabl e col orburst signal matching in anplitude and phase the
colorburst of the 5 scranbl ed video signal; and
inserting the generated stable col orburst signal into the scranbl ed
vi deo signal . 520 32. The nethod of ~648i m 29 648t her cong80 SI ng a
random noi se rcpncealing the fa [ ell
generating_a ndB A se at_a particyl araelggag]p 9%«2 $@'§§ tﬁ.dJM.th
one ConMpoNgMie ep si gnpIBYFFE ECTO d| n r|agn
noi se to theyvilde nal 15 during t . OUT
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33. The nethod of Claim32, further conprising the steps of:

generating additional random noise at a particul ar frequency
associated with a second 20 conponent of. the video signal; and

addi ng the additional random noise to the video signal during the
duration of the tine gap. 34. A systemfor concealing the
presence in a scranbl ed vi deo signal -of-the | ocati.onof .the edge of 25
timeshifted active video relative to the horizontal bl anki ng interval in
each line by filling at the edge, conpri si ng: at |east two
conparators for defining respectively the beginning and end of a
tinme gap 30 between the tinmeshifted edge of the active video and

a nom nal non-tineshifted position thereof; FRONT PORC logic circuitry
for generating signals at the defi Aed begi nnin *Bnd end of the tine

gap; a select circuit for sefecting a series of

- 60 - i s at.the tine.gap; ns for repeating the
series of pi xeél . tié w%%g | ORLaf

igme \gap; and
means for inserting into the vi si gnal

r REGd series of

pi xel s during the duration of the SY;E‘BURST
FIG. 15B
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time gap.

random noi se systemto conceal
| east one noi se generator for ‘generating 10
th one of the
serting the noise into the video

associ at ed
means for i

35. The device of C ai m 34,
the tinme gap,

duration of "the tinme gap.

conmponents of the video signal;

conpri si ng:
"noi se at a frequency

.si_gnal

further conprising a

and

during the

36. A net hod for scranbl i ng vi deo

signals by use of 15 sanpling conprising the steps of:

generating a.predet erm ned pattern; hol ding a val ue of the
pr edet er m nea pat t er’d once per field of the video signal; and

ti meshiftindramhe gerTvejvideo portion of each 20 hori zont aI i ne of
the video sclgmal i SMBEQ Ve to the hori zontal blanking interval of

that |ine, wdere h AD the amount of ti Eﬁpgmm ch I|ne differs
from AGh& bf Lilbpw US|I by t e@ lI % .
prodeternined—pa&%e&n+—mhL h\t he ont ti H\ftlng I n
successive lifnefp vari gs T reqyencly Fésa than thal i of the video
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