A PREDI CTI VE METHOD FOR MULTI - PARTY STRENGTHENI NG OF AUTHENTI CATI ON
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BACKGROUND

One approach to enhancing security in enterprise systems and other computer systems is
to add several layers of security to the system. For example, authentication of a user may be
required not only when logging into the system but also when accessing each application in the
system. A separate authentication is required for accessing each application.

However, even if authentication mechanisms are in place to restrict access to
applications, such mechanisms often involve weak credentials. An example of weak credentials
is a password that is easy to crack. Strong authentication is often required to satisfy regulation
and/or to mitigate risk.

One approach is to implement password policies to enforce password strength and
change frequency. However, users often forget strong passwords, and find frequent password
changes inconvenient. Further, users often compromise security by writing down their
passwords.

In another approach, password management systems can be implemented to generate and

. update random passwords automatically. However, if a user logs in from an access point where



updat e random passwords automatically. However, if a user logs in froman
access point where 1 the password nmanagenent system has not been
i npl enented, then the user is |ocked out from accessing the desired
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connectivity. Thus, OIP solutions are unable to run offline.
faces a lock out. Moreover, application servers are not typically equipped to authenticate OTP
generated passwords. The application server needs to redirect the authentication procedure to a
separate OTP server for authentication of the OTP generated password. However, not all
applications support redirection. Further, multiple applications share the same authentication
directory. To enforce OTP on the directory will require all the applications using the directory to
be modified to support OTP in the front end. In addition, OTP solutions do not easily support
offline login. In contrast, most applications support offline login. Offline login is a requirement
- for most users. Most applications support offline verification of credentials when the server is
not contactable. OTP requires redirection, and therefore requires network connectivity. Thus,
OTP solutions are unable to run offline.
In view of the foregoing, there is a need for a method and system for strengthening
authentication credentials adapted for accommodating multi-party, multi-access points across a

plurality of applications while leveraging pre-existing authentication mechanisms that are

already associated with the applications.



In view of the foregoing, there is a need for a nmethod and system for
strengt hening authentication credentials adapted for accommobdati ng

mul ti-party, nulti-access points across a plurality of applications while
| ever agi ng pre-existing authentication nmechanisns that are already
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system FIG. 4 is a block diagramthat illustrates a secure systemt hat
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real-time. FIG 5 is a block diagramthat illustrates aspects of a
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of the credential mechani sms. Changes in the predictive nethod are
propagated to all credential nechanisns so that all credential nechani sns
are synchroni zed. Further, according to another aspect, sone of the
credentials nechanisns are further adapted for updating authentication

di rect opEga L hBIDEREERIFEONDY the applications to authenticate credentials
received fromusers who are attenpting to access a given application. Such
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credentlal verifier depending on the needs of the secure system According
to yet refeotcdde anepéotiabmecmmismin Aebolinginire, aspéut oparenibddinedt, preddited i ve
met hod can be instantiated on pre-existing authentication nmechani sns used
in a gimethaasaisroan predicteédaendes wEatthbmtidarion ectlediad 86l 684 pod-déffidi cat i ons
in a network. Thus, pre-existing secure systens can be nodified to
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enbodi nents of the invention can be I nplenmented at |ncept| on a new
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known to all the credential mechanisnms in the system FIG | is a flow
chart tAeghapismgse that ald ceedeiiah sppehanisrat argsynchirenizetbodi nents. FIG 1 is
described with reference to FIG 2, FIG 3 and FIG 4. FIG 2, FIG 3 and
FIG 4 are Huthkr, acicading e afdihdr aisj)éaqumtcEE tioavedbink i B mesthacionmp areciatthenvor K 1 n
a systemin which an enbodi nent is
adapted for updating authentication directories that are used by the applications to authenticate
credentials received from users who are attempting to access a given application. Such
credential mechanisms are also referred to as predictive credential updaters. Optionally, some of
the credentials mechanisms are further adapfed for dynamically verifying the sequence of
credentials received from users. Such credential mechanisms are also referred to as predictive
credential verifiers. According to certain embodiments, a credential mechanism may be capable
of being both a credential updater and a credential verifier depending on the needs of the secure
system.
According to yet another aspect of certain embodiments, the pre-defined predictive
method can be instantiated on pre-existing authentication mechanisms used in a given secure
network or used to protect a given set of applications in a network., Thus, pre-existing secure

systems can be modified to implement embodiments of the invention, if so desired.

5 Alternatively, embodiments of the invention can be implemented at inception of a new system.



i npl enented. At block 102 of FIG 1, a function for predicting credentials
to be used for authenticating users who wish to access applications on the
systemis sel ected. The function for predicting credentials can be based

on the user’ purkitgHcbéding thanaipt és?séét'o%e&élﬁ%m‘iab@m&b’i@sr W shRBfiAQ HEdiegw and
t he agreed-upon periodic event, such as tinme of day. The function for
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user's IF@N‘{*PBH@?LQ”@?M&#F@ME)‘SIH%Wth%@’SE?S’ér s personal conputer (PC 204
and software 216 of FIG 2), on a server-based credentials updater
(credenti al sFigpdas erﬂomﬂladfthﬁlimlst@)e,s someaspeels-dasdeincndoddnnéd. sFigedds at or
(credentials generator 210 of FIG 2), on a credentials verifier
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instantiation of the predictive function (updater 216 of FIG 2 and
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system such as an application user store or ectory (store or directory
208 of FA Credential updaters are descrl bed in greater detail herein
with re é)rencedto FIG 2 and FIG 3. 5 At block 108, at |east one

|nstant|at|o ti function . is used as a ¢credential verifier
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On-demand verification is described in greater detail herein with
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the agreed-upon periodic event, such as time of day. The function for predicting credentials is
described in greater detail herein with reference to FIG. 5.

At block 104, once the predictive function of block 102 is defined, multiple instances of
the predictive function are instantiated in several components in the system. As illustrative and
ﬁon-limiting examples, the defined predictive can be instantiated on a user’s PDA (PDA 214 of
FIG. 2), on the user’s personal computer (PC 204 and software 216 of FIG. 2), on a server-based
credentials updater (credentials updater 310 of FIG. 3), on a web-based credentials generator
(credentials generator 210 of FIG. 2), on a credentials verifier (credentials verifier 420 of FIG.
4).

At block 106 of FIG. 1, at least one instantiation of the predictive function (updater 216
of FIG. 2 and updater 310 of FIG. 3) is used for updating the credentials store in the system, such
as an application user store or directory (store or directory 208 of FIG. 2). Credential updaters

are described in greater detail herein with reference to FIG. 2 and FIG. 3.



One or nore of such conponents are optional. FIG 2 shows a user 202,
user's conputer 204, a software inplenented credentials generator 216, an
application server 206, an application user store or directory 208, a
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credentials generator such as a PDA or customtoken 214. In FIG 2, user
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credentials generator. User 202 may indicate to the hardware credentials
gener at agreediupengeerieting fapgiancdiblapk 10210f FiGt binvhuliiplheompmikets of the sygem.  The
hardware credentials generator can be adapted to pick up the tinme of day.

Thus, tOse hamdwasfauch estepdreatssire ggtivaaRt FIG. Rasotvh e upaBapiRE’s chaputer B4, at i ng
t he password using the predictive function that is previously instantiated
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The i nput password reteived at appli Ser ver I cated
agai nst, t he correspondi n assword_in user password directqry 2 User
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non-real tinme manner by a credentials updater, as described in greater

det ai | 1¢&d & memorire themapered (wpdantiplsonecged 19 gain negasy e 3/ givesapplizalomalyoruse a
web browser on conputer 204 to communicate with web-based credentials
gener atthe syidn. Peer 28R aaplueg the pessw20@ gomyatedby Pebh?2 bhsieck the pridivtivalfisaction
generator 210 to generate the password needed for accessing application al.
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password nuch in the sanme manner as the
generator or custom token 214} by entering the user’s PIN. The user’s PIN would reveal the
user’s identity to the hardware credentials generator. User 202 may indicate to the hardware
credentials generator, the desired application (al) into which he wishes to login. The hardware
credentials generator can be adapted to pick up the time of day. Thus, the hardware credentials
| generator has the parameters for predicting the password using the predictive function that is
previously instantiated in the hardware credentials generator. User 202 then manually inputs the
password generated by PDA 214 in an authentication interface for accessing application al. The
mput password is then sent to application server 206. The input password received at application
server 206 is authenticated against the corresponding password in user password directory 208.
User password directory 208 has been updated with the latest passwords in a non-real time
manner by a credentials updater, as described in greater detail herein with reference with FIG. 3.

Alternatively, user 202 may use a web browser on computer 204 to communicate with

web-based credentials generator 210. For example, user 202 may tell web-based credentials

generator 210 to generate the password needed for accessing application al. In response, web-



har dware credential s generator 214 and send the password to user 202 via
the user's browser or by SMsS delivery via cellular phone 212, for exanple.
User 202 then manually inputs the password generated by web-based
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aut o-detect the application that the user is attenpting to access. In other
enbodi negsessing dpplisgianede e i npl enent ed credential s generator 216 maybe
adapted to auto-detect the user's identity in addition to auto-detecting
the appl i cat Optiofidiiat uicheOgay rély oatsb Avatd inthiélentat &edsntiaBasaeamin 2ihe prior
know edge of a given user's identity, the identity of the application that
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the multiple <credential generators can remain in sync thout real-tine
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3 is a block diagramthat illustrates non-real tine updating of user
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conputer 304, a software inplenented credentials updater 316, an
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308, a server-based credentials updater 310, and a hardware credentials

gener ateibalit@bnts, the software implemented credentials generator 216 may be adapted to auto-detect
the user’s identity in addition to auto-detecting the application that the user is attempting to
access.

Based on the prior knowledge of a given user’s identity, the identity of the application
that the user wishes to access and the value of the agreed-upon periodic event, the multiple
credential generators can remain in sync without real-time synchronization. Thus, multiple
predictive credential generators may be deployed easily without the need for real time
synchronization. User 202 can thereby avail himself of login assistance provided by any of the

| plurality of credential generators for accessing a given application.

FIG. 3 is a block diagram that illustrates non-real time updating of user password stores
in the secure system. FIG. 3 shows a user 302, user’s computer 304, a software implemented
credentials updater 316, an application server 306, an application user password store or
directory 308, a server-based credentials updater 310, and a hardware credentials generator such

as a PDA or custom token 314. A predictive credentials updater, such as software implemented

credentials updater 316 and server-based credentials updater 310, is used for updating the user



as a PDA or customtoken 314. A predictive credentials updater, such as
software i nplenented <credentials updater 316 and server-based credentials
updater 310, is used for updating the user 7 password store in non-real
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the user inputs his passwords for |logging into a desired application.
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applications. Thus, mniml infrastructure changes are needed. Users
cont i nueriting e thexaratenfigs btogs all thetpesswardsthaf the peaddtiva ppddentadls opdatdrthad
non-real tinme synchronization aspect of predictive credential generators
and updatgicted ahead of time. Thus, the credentials store associated with a given application will have

non-real time updated knowledge of all the passwords needed for authenticating input passwords

sent by users who are attempting to login into applications. In other words, the credential store

will have knowledge of the passwords needed for authentication well before the user inputs his

passwords for logging into a desired application.

Predictive credentials updaters can use existing interfaces provided by the applications.
Thus, minimal infrastructure changes are needed. Users continue to use existing login interfaces
for each application.
The non-real time synchronization aspect of predictive credential generators and updaters
is amenable to scalability. Multiple predictive credentials updaters can be deployed in the
system because predictive credential updaters (and generators) are idempotent in that credentials
. stored in the credential stores can be overwritten. Overwriting of credentials is not a concern
because the predictive credential updaters (and generators) in the system are instantiated with the

- same predictive function and so will generate identical sets of passwords corresponding to the set

. of authorized users, applications and agreed-upon periodic event.



is amenable to scalability. Miultiple predictive credentials updaters can be
deployed in the system because predictive credential updaters (and
generators) are idenpotent in that credentials stored in the credenti al
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P § orctencBlifA Al tred RIAL ALY RS0 AARATH A SAANIE HElAR AL

formfor pl'i cations. not her ration,
predictive credential updater may, generate de gb eyent that, jn. turn,
o foct ToTRIALIDRIT Sley RF G BPrc TaRaK R Bt DM AR b drbeised anpisaiiging
change. In sonme ot her enbodi nents, the application that is to be protected
by a padstrniberdbpstigtion,ilieni-ade predistiye icepdentipl undaterfmex genesate deskiamgvenisve
credential updater may call to effect a password (credential) update. Not
al | apphate at fuon sflegqunamah clickethratghvwd aclesidep piopkan tpeffitot a pagyoywird Cladnigen
servers that support redirection may use a predictive credentials verifier
for verifyi ng spmedildr iedtoiassts) EitSapplication that is to be protected by a password can be
modified to provide an interface that a predictive credential updater may call to effect a password
(credential) update.
Not all applications require a predictive credentials updater. Application servers that
support redirection may use a predictive credentials verifier for verifying predictive passwords
on demand.
FIG. 4 is a block diagram that illustrates a secure system that includes a predictive
credential verifier for verifying passwords in real-time. FIG. 4 shows a user 402, user’s
computer 404, an application server 406, an application user password store or directory 408,
and a predictive credentials verifier 420.
The predictive credential verifier is an optional component of the system. The predictive
credential verifier obviates the need for predictive credential updaters because of the verifier’s
ability to authenticate credentials on demand. Predictive credential verifiers are best suited for

applications that support redirection of authentication procedures to a separate authenticating

system such as the predictive credentials verifier. Predictive credential verifiers are also suitable



on demand. FIG 4 is a block diagramthat illustrates a secure systemthat
I ncl udes a predictive credential verifier for verifying passwords in
real -tinme. FIG 4 shows a user 402, user's conputer 404, an application

server {QGectvaltkaPal EHAllPRrdER exRE fiYeHerale@ S REdiSiVaGERYald WBdate@N W iRen
predictive credentials verifier 420. e predictive credential verifier is

an opti : . The LG d ' ri-fjer
obvi ot e tpng R ERRE Mot h e RO Ry ki o ERLSHE ror BRACER b i e
verifier's. .ability.to aythenticate.credentials on demand. Predictiye

cr edent PrrichEF pepetial it dikedti pEaRHSS SRopif SRrBie Hnapodipohe hes
redirection of authentication procedures to a separate authenticatin

syst em kppyredge afitle ppresat vy er srcepdile pheliaiping knosdedgprod dhrecqursgat eveatichtd al
verifiers are also suitable 9 for networks that can ill afford the extra

| oad geweifar eeh then pegedenatd the usarsdestwat] basaddmt the gseriinen seleagd ppigidation andiser
sel ects her desired application, and enters her usernanme, and password. The

pr edi ct ih¢euaerdesitl dlhe vedfief adlientichtsethieNepin hadwokd tpuaedbeicidbshbygener at or
and updater, either has know edge of the current event or is capable of

obt ai nié&nﬁd?ﬂ‘é‘tﬁ@ﬁ%i@as&x@&d%&ﬂ&@%ﬁeﬁ%%edp'EQs‘NorH.eri fier can then regenerate

the user's password based on the usernane, selected application and the

curent eyetg TIE ALY S BT SRL Spd b SR REURLS, OBHIAGE,

FIG 5 is a block diagramthat illusirates aspects of a predictive

funct i oﬁﬂagt%b%#ﬂﬁaﬂtﬁ-oﬁ%w?%ﬁtﬂﬁs t lh o are Rgldereed 1y FpRA TSR EATS At
S are not restricted to any particular order. At block 504, a one-way

f unct i oHock 04, apnetwaySuagticn; ¢, that & diffiaatttto invesids sdeded. Fhirpibe atgumentyiisdnt s
"a' "u" and "e". Anon-limting exanple of F is a one-way hash. At bl ock
502, a ‘sfedd™e" Amah-linsitingekgrupgetod Féaa bnapplyihast.i ambicek 56B) £deed Fatthat isal s
are to be generated is selected. At block 506, a

unique to each application for which credentials are to be generated is selected. At block 506, a

seed “u” that is unique to each user for whom credentials are to be generated is selected. At
‘block 508, an agreed-upon deterministic and periodic event “¢” is selected. Non-limiting
examples of “¢” are the minute of day, the hour of day, the day of week, the day of month or
some agreed upon data (with periodicity) present in a particular file that is accessible by the
deployed credential generators, updaters and verifiers. Another non-limiting example of “e” may
be a complex business rule such as “midnight on the last day of each calendar month.”

In certain embodiments, F(a,u,e) may employ a common “a” seed across all applications
but “u” remains unique to each user. In certain other embodiments, F(a,u,e) may employ a
common “u” across all applications but “a” remains unique to each application. Such a
credential may be further strengthened by requiring an additional PIN unique to each user.

Generators, updaters and verifiers may also automatically generate credentials
corresponding to F(a,u,e-1} and F(a,u,e+1) to cover boundary conditions. To explain, assume

that a user “ul”, attempts to access application “al” at time “e”. Further assume that at the time

of user u’s attempt, a credentials updater has only updated the credentials store with credential

10



seed "u" that is unique to each user for whomcredentials are to be
generated is selected. At block 508, an agreed-upon determnistic and
periodic event "e" is selected. Non-limting exanples of "e" are the

m nut e Bfaley). Theukpyeredbntdidgendritor #dy abmagedly deheratbadedtntiflm kR, &) inSONe
agreed upon data (with periodicity) present in a particular file that is

accessighgrQMn&ggﬂWQQngﬁgﬂnQ&ggﬁﬁ#hggSgg.erators, updaters and verifiers.
e

Anot her non-l1mting exanple o may e a conpl ex business rule such as
"m dnight on the |ast day of each cal endar nonth."” In certain enbodinents,
F(a, u,e) may wal . | | cation YUY

remai ns uniqggﬂgggé%gﬁg%%g?&aFﬁkéggﬁgFﬁ&% ﬁ@%ggﬁ%ﬁ@&%@%&&%%&?g?§?é3W#%y
enploy a. co n "u" acros |.I..applications but "a" remains unique.to_ _each
appl | ot RaRICe S amarons Seseilie Tl By Y Yar (e e PRy RU eI ME PR G an
additional PIN unique to each user. Cenerators, updaters and verifiers may
al so autdhba svadent {hagusriqustmeodifietions prd ehanges may pomads drereto pidout depaytingnd
F(a,u,e+l) to cover boundary conditions. To explain, assune that a user
"ul", afromrti bronderapici sad agypleiof did iavedtiah!' Tht specificatioh andFdravhegs agsune t hat
at the time of user u's attenpt, a credentials updater has only updated
the cr egdesidialls, t6 beFavdedlin ah @dskhiiad rathkd tHana, réstfictiVe sehfe user’ s credenti al
generator will automatically generate credential F(a,u,e-1) in order to
match the credential in the credentials store. In the foregoing

speci fication, enbodi nents of the invention have been described with
reference to nunerous specific details that may vary frominplenentation to
i npl enentation. It wll be evident that various nodifications and changes
may be nmade thereto without departing fromthe broader spirit and scope of
the invention. The specification and draw ngs are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. 11
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W Claim 1. A nethod for providing a set of authorized users secure access
to a plurality of applications, the nmethod characterized by using nmultiple
i nstances of a pre-selected predictive function for generating and

synchr onWwgcngmaut henti cation credentials in non 5 real tine, wherein said
each user is afforded use of one or nore of said multiple instances for

retrieviing saj fhefidl BoMirb CRIAO sef bEARRLH Rl 2188 S48 fQksd 8 %g%gl?li{y%tfo sai d

plurality of applications, Wherein synchronizing In non- ime further

conpri ses Uusi NgG.Sal e re.of id nmultiple.instances as predictive
credential s &g@éct%‘@?‘g& ormg%(d%?? %%Ct%l?zeeag)ﬁtqsgllg mg@BEség&g\‘%C?%F%P@dsesﬁc&ﬂ sai d
each applicatiaon,, Wrél&rej n said generated authentication 10 credentials is
aut hent i cat e@Sifivadpndion dorgengrting and syshennizing authenticatiorberedmtialsdn pon-
further conprising adapting an existing credentials verifier for

auf hent i cat i il Saledwhetear seicbepchwsérdpafforded ose of @wenrmiat of fad maltids Histgessai d
each application when redirection to said credentials verifier is

desirabl e, whemreirizvimisdid arleddndtioal csedeatialt nesdeld fod logdgiag ato saidtpanaley@f sai d
predi ctive schene. 15 3. The nethod of daim1, further includes |everaging

exi sting aut BEMidaGads, MherRe BRRLSIFzing infnodlt¥al ti@furdkeeRRnaes atigd syl bie sai d
plurality of applications. 4. The nethod of Caim1, wherein updating said

credential sporess §aﬂﬂnﬂ§ﬁ)€€ {nﬁ%ﬁﬁé&giis %Pediri&ﬁ{e%éd% tigggg%ét‘%}g f&%ﬂ%’ﬁiﬁ%@d%ﬂé}

any, that are associate sal ality o pri cations.

method of Caiml further. includes l.everaging.existing,s ort for offline
login, if aa\%estaﬁ%ﬂm ‘?‘QWQ]% §EB§ i ‘?he%?P\HIW%thsg’:hﬁl%BT W‘ig‘?qegatﬁfg‘gwtﬁcﬁt&ﬁ ons. 12
6. The method of Claim 1, wherein said plurality of applications are
attessi bl e t RicaeRyilsls authenticated against said credential stores.

2. The method of Claim 1, further comprising adapting an existing credentials verifier for
authenticating said generated authentication credentials for accessing said each
application when redirection to said credentials verifier is desirable, wherein said

credentials verifier includes an instance of said predictive scheme.

15 3. The method of Claim 1, further includes leveraging existing authentication mechanisms,

if any, that are associated with said plurality of applications.

4. The method of Claim 1, wherein updating said credential stores includes leveraging
existing updating mechanisms, if any, that are associated with said plurality of

20 applications.

5. The method of Claim 1, further includes leveraging existing support for offline login, if

any, that are associated with said plurality of applications.

12



plurality of different access interfaces using said generated

aut hentication credentials corresponding to each application being
accessed. 7. The nmethod of Claim1, wherein said plurality of applications
are accessible froma 5 plurality of different renote sites and conputers.
8. The #éet hotthemettodiofMClaimnh evlerdin exid pbiralitgrod applicationk arvebédepdibleitidtiglnges i s
i npl enented as a conbi nation of hardware and software. 9. The nethod of

G aim1l, whepRidlitpbediBleraiPhd e infedfabesdily sl Eadnbftainadfentisatioiir&lanigd as
hardware. 10 10. The nethod of daim1, erein one or nore of said

multiple i ns&g{%gqu- %@Lﬁ?@ﬂfcﬁﬂonﬁﬁn@%&%ﬁe' 11. The nmethod of C aim 1,

wher ei n each ltip Instances is enbodied in any device froma
set of devices conprising: a PDA; 15 a phone; a web server; a server; a
per son co r; a ndhel.d device.. 2Q 12, The nethod.of .Claim1,
ther oi nsai dt i SeioRat Cufim? MREH 8 PlkEy S Piicp b AP ATk i
to invert on W?\ f é\gttion V\,ith.argu nts that include a first seed that is
umi que to e Wé{)ﬁ# 1HgEenhympte Sigs ng‘ﬁamavﬁefsy of applications. 13 13. The
met hod of Claim1l, wherein said pre-selected predictive function includes

using a
g 8. The method of Claim 1, wherein one or more of said multiple instances is implemented
as a combination of hardware and software.
9. The method of Claim 1, wherein one or more of said multiple instances is implemented
as hardware.
10 10.  The method of Claim 1, wherein one or more of said multiple instances is implemented
as software.

11.  The method of Claim 1, wherein each of said multiple instances is embodied in any
device from a set of devices comprising:
aPDA;
15 a phone;
a web server;
a server;
a personal computer; and

a handheld device.

20 12.  The method of Claim I, wherein said pre-selected predictive function includes using a
difficult to invert one-way function with arguments that include a first seed that is unique

to each application of said plurality of applications.

13



difficult to invert one-way function with argunents that include a second
seed that is unique to each user authorized to access said plurality of
applications. 14. The nmethod of Claim1, wherein said pre-selected
predictive function includes using a 5 difficult to invert one-way
functi of.wi t Thaungthoe of Sldimmalt, wheedit gad pre-adé@eprofiotive flatweminoivded esigyent
with periodicity. 15. The nmethod of Claim 12, further includes applying a

one-way hashdiffculto GnRiEondaW¥ay fudbBedd @fh a}@meﬁtﬁﬁﬂﬁgu&@é sédoRd 8%l Ak is
security for accessing a plurality of applications, the nethod 10

conprising t lrﬁﬁg&é)%{tﬁaﬁs'e; IR SABO GG AGL galg %luréﬂﬁk 39, {ctaf-i(%s? | nstances of a
predi ctive credential's generator adapte I generating credentials
associated with each application of said plurality of applications and

each us at thn access said. | ication using.a pre-sel.ected
oredictibe Thrmean of Grifdr ek iR &Rt B Ertn i o o
adcredent i al STtk tpjinyert aneypayclunction with gegumpnisibatdpclpds an agreadyippn

with said edadbdrappti¢ event with pahedieitn sai d generated credentials is

aut henti cated agai nst said credential stores. 20 17. An authentication
system the authentication systemconprising a plurality of credentials
mechani ks diaphettiod of ChimvV2dfuntheninchent igdvinga onefvaryrtath ansaidoe-wser
attenpting to access one or nore applications protected by said

i nstances to ?&‘?I n.said 15 generated credentials; and when redirection to

predictive credentials generator for updating credential stores associated

aut henti cat i@Actggrst em wherein said credentials nechanisns enploy nultiple

i nstances of a predictive function for predicting said authentication
information and are further adaptable for updating, in non-real tine, a
16. A method for increasing security for accessing a plurality of applications, the method
10 comprising the computer-implemented acts of:
using multiple instances of a predictive credentials generator adapted for generating
credentials associated with each application of said plurality of applications and
each user attempting to access said application using a pre-selected predictive
function, wherein said each user uses any of said multiple instances to obtain said
15 generated credentials; and
when redirection to a credentials verifier is undesirable, using one or more of said
predictive credentials generator for updating credential stores associated with said

each application, wherein said generated credentials is authenticated against said

credential stores.

20 17. An authenﬁcation system, the authentication system comprising a plurality of credentials
mechanisms adapted for providing authentication information to a user attempting to
access one or more applications protected by said authentication system, wherein said
credentials mechanisms employ multiple instances of a predictive function for predicting

'said authentication information and are further adaptable for updating, in non-real time, a

14



14 credentials directory used for verifying said authentication information
associated with each application of said one or nore applications and
aut hori zed users of said each application, and said credentials nechanisns

bei ng furt hetredéelaplsabieRtorpusedefor Totifythe®aid MeEANatRal iHformbieNids6ahte@Ryith
informati on received from said user when verification on 5 demand is

desired, furtigrappReimbhdFRMd Bh@gf ot pﬁE@cﬁ)%@taht?LléthHﬁ%t eraldtéaﬁ?t' ng

credentl al stores associated wth Sal eac app I catlon ereln sald

generated a i.0f i s ay! at

credenti al swﬁgﬁéﬁgﬁa %1%0%:3 %rlng(é i 1osnmss r}ﬁ‘hng? %dgﬁﬁf 7" forf{?ﬁ“ﬁd’é‘s a
pre-selected predictjv functlon using a d| ficult to invert one-way
Function vi t %% ?&ﬁ?&iﬁt@h@ﬂa% UQOIFHAFGEEn KeCpived frowsgif! ¥9gavheR verfiGaip GE t o
each application of said rality of applications. 19. The authentication
syst em of O éempgnizs dwwdegtﬁhemmmmpgzauvm@@wgmpdn@mfaesp@tmg
pre-selected predictive function using a difficult to invert one-way
frunction wi t tredentiglsteret assohiatedonitipsdid exchappbeniod, $hadintdant gansrated que to
each user authorized to access said plurality of applications. 15 20. The

aut hent i cat i ahéhyishiR @forfaBbMislalitheneN&l Slabih ShideA@sniMkiozéeat i ng
credentials includes a pre-selected predictive schene using a difficult to

invert one-way function wth arguments that conprises an agreed upon

det er m 1§ st i theMpRtntWheidh si?r?{ehpcﬁ' GlatnY 17 2hncluli€a ?Ha[ Qe‘?c t é{}ﬁ'&ﬂlgﬁYesﬂﬁEt?

Caim1l7, further conprisi'ng adapting ‘an exi st S verl |er for

authentlcatl thentlcat on |nf mat i on f accessin 0 each
ool cat s on DAERAIE MR CR haliol Rl Bl PRRFRE £ Brd St afis
wherein said .credentials, verl%ler i.ncludes an instance of said predlctlve
SOheme. 22. w0 e PSR U Pisgd Rimsalty diarpisatens £ ur t her i ncl udes

| ever agi ng exi sting

19, The authentication system of Claim 17, wherein each credential mechanism includes a
pre-selected predictive function using a difficult to invert one-way function with
arguments that comprises a second seed that is unique to each user authorized to access

said plurality of applications.

15 20.  The authentication system of Claim 17, wherein said means for creating credentials
includes a pre-selected predictive scheme using a difficult to invert one-way function

with arguments that comprises an agreed upon deterministic event with periodicity.

21.  The authentication system of Claim 17, further comprising adapting an existing
credentials verifier for authenticating said authentication information for accessing said
20 each application when redirection to said credentials verifier is desirable, wherein said

credentials verifier includes an instance of said predictive scheme.

22.  The authentication system of Claim 17, further includes leveraging existing

authentication mechanisms, if any, that are associated with said plurality of applications.

15



aut henti cati on nechanisns, if any, that are associated with said plurality
of applications. 15 23. The authentication systemof Caim17, further

i ncl udes | everagi ng existing support for offline login, if any, that are
associated with said plurality of applications. 24. The authentication
syst em 2. O dheudiFentiagoebystaabiCplimral firthepinchidps ievatbRR%exRlifg s@poasst bl e
through a plurality of different access interfaces using said

aut henti cat i gfflin®logi, Pr {HAPare A5 o RRANGHIN hill hﬁ"ﬁ?t aRppI 40N bei ng
accessed. 25. %ﬁe gg{héﬁ?fcat?on é&sten1o ¢ ¢ %ﬁhf%?%fﬁald plurality

of applications are accessible fron1a plurallty of different renote sites

and conput er §pe gh Iﬁl?:at%ﬁ %}%E@nﬁiﬁ 15Y5h&8n dailf Iﬁkhﬁgf@%éé%ﬁgégﬁﬁaﬁ yStem

conprising: neans usi |hs ances predlctlve

function creati 0 crede n for accessi one, or

appl i cati onsaccr%sg?‘]g 31?‘8?8111?38 lﬁ{ﬁ 0@9@%@%? PEesy ‘ﬁ'?% jaid %ut]&ﬁg'g & al s
store, if non-real tinme updating 1is desirable, mhereln sai d credenti al
stbre is useth ‘?W“&HFH@?&H"E@E iRycachagpheation beingageesseom a user att enpt i ng
to access said one or nore applications; neans for comunicating said
credential information to said user; and 15 means for verifying on-demand
sai d crdent The aythgnticationomisteat of Glaim 1 heheroin-sdishlnalitwef applicaions arei s
desired. 27. The authentication systemof Caim 26, further includes
adapt i ng exi sicessiblé fginma platdit§ afdifferchorenaute sissiang comipdteappl i cati ons. 28.
The aut hentication systemof C aim 26, wherein said neans for creating
credentials 20 includes a pre-selected predictive function using a

di fficulg. toAhav@eihticatien Waterh URE hin@Bnticaibi sy BBRNpSsihpat conprises a first
seed that is unique to each application of said
means for using multiple instances of a pre-selected predictive function creating
10 credentials needed for accessing one or more applications;
means for updating credential information in a credentials store, if non-real time updating
18 desirable, wherein said credential store is used for authenticating credential
input from a user attempting to access said one or more applications;
means for communicating said credential information to said user; and

15 means for verifying on-demand said credential input from said user when on-demand

verification is desired.

27.  The authentication system of Claim 26, further includes adapting existing login interfaces

for accessing said applications.

28.  The authentication system of Claim 26, wherein said means for creating credentials
20 includes a pre-selected predictive function using a difficult to invert one-way function
with arguments that comprises a first seed that is unique to each application of said

plurality of applications.
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plurality of applications. 16 29. The authentication system of C aim 26,
wherein said neans for creating credentials includes a pre-selected
predictive function using a difficult to invert one-way function wth
argunents that conprises a second seed that is unique to each user

aut hori 22d t Ohe achesration slyspinuoBClaiy 26 whgpin sail moms. foberdftingldiedentials

aut hentication systemof C aim26, wherein said neans for creating
credential s jrchRes pre-R]RA&E FrediecFERnBi@Eld ¥ Biffisclol ifvertSled@ap rifichibh cul t
to invert one-way function wth argunents that conprises an agreed upon

determ ni sti g; ] 1.odLel . T A
orED) o v i Eftmeth BeQRRReOh tebpnd LodiRufNalia O ohiden R iAo
CREDENTI ALS W TH N%IRE@% (EPI\/E.S NCHRONI ZATI ON A net hod and system for
st rengt heni ngF S RERIPEIY efAPPEEWORt al s for accessing any number of
applications across multiple access interfaces and across nultiple renote
access ;@t es_. is disclosed. The_ applicatjons can be accessed by a set of
aut hori ¥&d ublg @thsntigationsysipm ol iaim 2asyhsreRsaisk means AifregtingTRAHEME f or
generating and synchroni zing the authentication credentials and by
| ever agi ng pineludgs & prergglactdrmaedietinst funeficasisotg adigliculi tohnvdreonepway Sactions.
FIG 2 18 : :
with arguments that comprises an agreed upon deterministic event with periodicity.
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