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PCT/ NO96/ 00171 PROTECTI ON OF SOFTWARE AGAI NST USE W THOUT
PERM T Technical Field Present invention relates to the
protection of software, in particular freely distributed 5 application
sof tware, %@?{ e W thout perm ssion of the copyright holder, and

concerns in p ar a method of preventing unaut horized REVNQSHIT, of
software in a Cc oNpPPROTECTHONOF SOFTWARE AGAINSD USE WITHOUTPERMIT\VAr e f or
the utilization in a conputer only with a corresponding authorization;
and a net hod and device for allow ng aut horized utilization of

sof tware in a compehnigal Fleldh has been prepared according to an 10 aspect of

the invention. pregent ifleh ﬁ&@%ﬂﬁ %teéﬂ&%ﬁwargaiﬁkhﬁ%ﬁf Jr&aj:?&h%&@

adapted to run on persona corrput an ext
sof t war e venddr sappirationsoftwre ggamtsusa withot Demmloambmetmpwfght holdermantey. The

convent i onal et hadsmeh Qﬁﬁﬁkrta%&gﬂ gfﬁr?\r?‘?ﬁnﬁq]"ﬁﬁﬁf@?éd“&h:z%ﬁ% Q:Sdifﬁa?@ﬁu 5

utilization by demanding a passwor I'on or operation o
specific coRYRLEsn B maliodiand deyieetpr arappHing seftware for theuliligation irhexcemputer
provi ded suffici gpy wunacoﬁs@aﬁauﬁgauﬂmuo@@nararﬁaamumlf&%nbfgngoss' bl e

to use a certain conputer program or onmput er program package only
i f the pernissiofulBP ﬂU"'EéWY?‘QﬁWﬂSI"UEPW‘BH‘PFV”E&h@Q geen PWP%F@OWWGH

great inport aCeasplt of the insHtikalr ound Art Several attenpts have already
been made to establish afrangenents in which sinply typing the
requi red password is not sufficient to gain access to a program For

exanpl e, sy Ptr&w&:obﬁﬂgfoﬂbﬂﬂa@r ﬁ?ﬁ@ﬁily%ﬁﬁbrer éiﬂytbﬂ  ndn ﬁrﬁhﬁ%o?&puters,

hardware unit is,connected t uter to make it possible

utilize a given Sranfxiansive T@’%Ptsmﬁ’et"gg@’ﬁ Nenighanpyally costgﬁheg\ !?Fgerﬂ!“%wf
(al so ternmed "donghey. )The‘whvamamhmhdableﬁimdyad Wﬂmﬁiﬁvéféﬁaﬁdsyuﬁéﬁmﬁe@f

the input-output term of the co taini

i dentity nurrb% ut'ihzaton emandipg 8 pas t"t‘F @Wﬁ%@?ﬁ%’?ewﬁ SPPQEH whi ch
information is rmulqntmograa or prpgeant package, dor aamphghwmtlpmw!eulsomahm
routine included t r

question. The uni < ng ss’?ﬁ tagﬁﬁgﬁrﬁ&t Hbﬁlngwdgglcar ?‘gé 4f g'??"‘#upprgﬁlraﬂ?é
like, in whPERmMpUtgaprggiam packagetanty, if thecenmission osmucgmyright hdider ceallyl ekists
princi pl e being %ﬂiﬁ'b@rofb%afﬁﬁbbn&fce the blind plug above. Usually the
checki ng procedure involves that the additional routine of the program

makes a direc® conparison of the programidentity, for exanple, and a
correspondi ng it @atkground AMNBL I ON present in the stored table. 35 An

B ac" Sl TG e e B oS pBHTeb SPamomant st sy
read, and if thetypingdhs reduicetipiassword is not sufficient to gain access to a program. For example,
systems have been proposed which require that a special hardware unit is connected to
25 the computer to make it possible to utilize a given program. This unit may take the form
of a blind plug (also termed "dongle"), for example, which is connected directly to one of
the input-output terminals of the computer, and containing fixed tables, identity number,
or the like, stored in an internal- memory from which information is read upon the request
of a programmed additional routine included for this purpose in the application program
30 inquestion. The unit may also take the form of a card reader station, or the like, in
which a card is inserted, the matter stored on the card in principie being similar to that of

. the blind plug above. Usually the checking procedure involves that the additional routine
of the program makes a direct comparison of the program identity, for example, and a
> corresponding item of information present in the stored table.
35

An example of such an arrangement is described in published DE patent application no.
44 19 115 wherein the matter stored in a chipcard is read, and if the expected content
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exists, this fact is regarded as being sufficient proof of identity for the
use of the program The checki ng may be done when a programis

i nstall ed, orxﬂw%t he  utilization thereof. Published_DE patent
application nao. /4 865 di scloses a simlar system whiPCA/NOIAMER ¢ i on

provi des an arrangenent by which the nunber o software 5 installations
perforned are noted, making it possible to |imt the nunber thereof.

The additional r8¥sEHBIsiactisreggidedias bejngsytisignt proefipt idestity far the wsaefthe ut es
the main di s pebgaamt.aFRe Bhecking nidyte done Whet Qvprogram iBihs&ied loy dirhiganNes N

h ti t he,. t i) t |l |y, tecti.
2gai st - unaut hor CUREIY Fefest, Pusianest P BEEHagafcatin b, 4L gq indiiels faimiar
exchange of dat asystemashichtih additiercprovides arf arrangementihyt whichathe nuimber of softearer v

AR it i : _ : , oh
course " of ' nfHetacs pRrBRR Ak ok AR | Fosale f R E hlfer AT, o,
Is used, it is possible - also to reveal the matter stored in the

t I : ' h t f . ' ted .
vy “or “anot hor % Abatons! BfubE BhER aheEse, bfued inghE vt forbfiitel e "
i nter }‘ ace makgs disagvantege/|of all such knolatdeviees: By simplyreioding)suctiwautines! thetsoftivare
exa e, or "bre N . fl ower .
-t he ar angore Al paus ey erlAP Proentrfadiiief iR LuBRRR eyt B4
577 sone of 10 s, duringshe exchaagebiciata batweervthepmocgssar of theicompatecarsdthe ded
by enpl oyi ng Cer wiynhnt 63tRE BnifOr cér&qpﬂ'g?kﬁ?e 16O8kelé 1S SHTRAGH. hﬁ@aéﬁ\é%%&lse
storage neans as well” as a processor TS OWn 1n a tamper-proof
housi ng. The pr o@btisdriormationexehanged is the Reme gaeh e theusegrgmts used, it is possible
which is stored haoltdRevBa'fié RHatterdiored fin theekieridi Meron\EveR ifthé Cortérits 8f e ©d

in the housi ng, to, decrypt .and execute by itself an encrypte

appl i cation progfMafo% I8ANG in one way, gt anather,such king of recyfreRdgaciags the
conputer to whs Clominenibationiingriace maxusaicesible1d sinkktgé & dor@spohding harBivare unit, for

techni que itself ar.r.an nt _accordi ng.,.tao B paten .application
no. 2 163 577 usgéérgﬁg,oc{rcgrpglggme ea?‘b@??'fsh rqﬁcwglfmeﬁqsgwlﬁ&wzﬂ.

St andard, Bureau of Standards, U . S. A, 1977) for the encryption of the
application ﬁgg . i ] | ' 1 far
decrypting the SZrPn%\,BWaﬁge ergggﬁlgﬁgfrgn %ﬁgés% étg%t:éfaﬁcsawﬁfg% éfg‘ggrsl%gg?k{%hoé
encryption and t (e fiewsraf the ahove type alibarsware: ynits Eresavnideddeyremployingyaertain icrypio |

and the securpgy i N oV re. e
avay thi s sectr &*‘;‘gg@ss P bY sbririali aqver sorgoe moshl 36 Tichaf o plesth 1

proposed in the dampenpmaf baysing, Thegrogessar in e apusing makes yse-ef s.decryption
so-call ed RSA  kepwhich id $iohed itbthe-hobbiFg,sind oblnetfudtiond\whiehaisb afwatbrad irl 18
T er et ey, Dl R R chisra pelrel s BB SRR PRt iy
| npossi bl e. Henc eoduledransiérred jrpmncthe hicst eomputecto witigh e thousing is\wonneeiedsy st em
25 Regarding the crypto technique itself, the arrangement according to GB patent '
application no. 2 163 577 uses a so-cailed DES algorithm (DES ~ Data Encryption
Standard, Bureau of Standards, U.S.A., 1977) for the encryption of the application
software, and the corresponding inverse DES algorithm for decrypting the same,
whereby one and the same key is used for both the encryption and the decryption.
30 Hence, the DES standard is symmetrical, and the security resides only in the key itself.
Therefore, not to give away this security, the encryption aiso of the DES key itself is
proposed in the GB patent application. For this purpose it is used a so-called RSA
algorithm (RSA ~ Rivest, Shamir, Adleman) having two different keys, that is, one for the
encryption and another for the decryption, the deduction of one key from the other being
35 practically impossible. Hence, the RSA crypto system is an asymmetric, two-key system
(also termed public-key / private-key crypto system), and in the case of the arrangement



(al sb termed public-key / private-key crypto system), and in the case of
the arrangenent WO 97/ 03398

PCT/ NO96/ 00171 according to GB patent application no. 2 163 577, one
key only is used which, per se, may be known (the public key) to
encrypt the whi | e anot her key which the user must _not get to
know (the prggg secret key) is used to decrypt the DE @V”Wﬁk?

| atter key, i.e. the secret key, is stored i 8 a nenory in the tanper-proof

housing and is 5 fetched by the processor in_the housi n?%when needed to

decrypt encrypt G°YHH0 K (36 patent applisgtiondio. {162 A7 HANSEY REY Soused vy portsed
application progh#be lﬁria:nmt(hﬁ pUblidRY P toéncBt tha DES keyoWhtile ahBthBXKREUVIRCHENG lisér)

application pro I n the arran nt . accor ent

appl i cation no. 9‘2"3183' g} 1o know, {thepriv °'Is§°’§ﬁ§"t¥) yd.useggosgq%mpgﬂpcﬁal%k % ofh® he
conmmupi cat i on bdattes key, ti.eethesbereticdy, isistdrediinca mbmoiydutha:tanmelt-mbof housing andlist he
course of co L. on. IS |dent each t t e a e ram
nodul e is ton%gr}g?@ e'& PEGRERO ‘ﬁﬁlhgi'%"%\”bﬂﬂ ﬁ%g‘hﬁ’n%ypg "Z‘?‘%‘f?g%g‘gysdnd
such . nmodul esachrekwhicip belongigio ancénigryptetigapplivation proglaime for ditd parpese df beihg
kind of predict rrenc cross the communication interface
assists in the %@Lnﬁ%@ﬁ??‘é E‘?@%PF\?@'&S program nodul es whi ch then
easily can be separated fromthe rest of the softvvare to be

processed, e.g. 'iheoérf'anholggll'nt%dm& ) rb%téw %ﬁﬁ'ﬁﬁb o8 GbY gﬁ-g‘?ﬂﬁ%{)& it is also

encrypted program Sording 1o, QB petent reover,
decryption, 4% orregeiblatel moniterihe commenication belwepn thecextgspal vnmanwthemww'nuten

modul es woul d t R coLrEE :
circuits in thea%gu& n O@@M.@géﬁw%ﬁ{ r&é gﬁ*‘%’“&%‘%@’@?ﬁﬁ’?"&m
capacity 20 andnedule ig greqtedy Bingetqemplete mstaﬂtmw@reﬁnwma\mnsum

program nodul es modules%él&'dt%?hlati’vély\ﬁéé’ parB&fthe software, tHiE kin8lof pfedifabieN©
present invention is to provide a crﬁgt;o arrangement% i Vi % supp | ers

and/ or propri et JPRUSNCY oSt ihe pammunication jpigface assists; ficatioh of respactive

thei r productis 2 prograimsdulesehich then amlyuam beaeﬁaraad fromane\usEdt td@e@mmé to be
suffer fromthe dra\/\/o??cks of r thaut the

sof tware can be Cr%%es 3%'%@%'}9'5%9 F’J&%‘Bﬁ?“ °3§??%%%e sncrypte 'Pfﬂ?'a?‘et

not be used unl eseduleencecnddsraally Noreoves sixtemnal de@ymiop/storage and exetufiamdfher

obj ect of the I
Pature 30 whi crtcnbietd EpdiEatch doghin Wediet el af &P (GEDERI long plid ik
modul es but ent i4ntesg thryeirshits in the b@l@mg@s§esma®1cwnthehlsh datadroaessing eapaghy be
assigned at @hf fHiaRs chRMmBhidation With 135 hds? computer from which the program modules

originate, is very fast.

An object of the present invention is to provide a crypto arrangement giving suppliers
and/or proprietors of the software an improved possibility of protecting their product

25 against unauthorized utilization, and which does not suffer from the drawbacks of prior
art, in such a manner that the software can be copied and distributed without restrictions,
but yet not be used unless the necessary permission is present. '

A further object of the invention is to provide a crypto arrangement of a universal nature
80 which is able to accommodate not only individual software modules but entire program
v packages, wherein permission of use may be assigned at different levels, such as for
selected parts of a program package.

These and other objects will appear more clearly from the description below of examples
35 of preferred embodiments of the present invention as seen in relation with the accompa-
nying drawings.



sel ect ed parts of a program package. These and ot her objects wll
appear nore clearly fromthe description bel ow of exanples 35 of preferred
enbodi ments of the present invention as seen in relation with the acconpa-

nyi ng dr awi ngs. WD 97/ 03393
PCT/ NO96/ 0017, ' 4
Di scl osure of&Pr?\'I/g on A first general aspect of the BFEAS¢00171

invention relates to a nethod of preventing 4 unaut hori zed utilization
of software in a_conputer, the nmethod conprising the steps of: -
encrypting at IeBéP@"‘f?a?ft'"ﬁ‘F“% d software in accordance with a first

al gorijt hm - a_ndh A first gdmd ixasbém@fthrhq:mmvér?ﬁn mtésw(‘ja mlbmoafag M?rﬂin'g?h
accordance wit secan 0Qqrit . e second al gorithmtoget her
with a key t.o be%@% 'quPHé’f g@mﬁ)ﬂ FPrmRuter, emethodgcogpwplygpwt?p&rqf: of
the soft \évar e bei -ggpmtypﬁnghtiléasﬁa pantof 46 softwré irfabepida dqéﬂittb@firl‘st algct:mhm, and
connected to sai Qnput the external unit conprisjng af, least a .
conput er read&bl® &0%'"99‘& BP%B'eﬁﬂaﬁ‘B 278 rBF'{)Tg‘E’QE“{?Fg%W'tW f secpd algpgithm, e
met hod bei ng char ahé sedone digonthivhiagether \ﬂltrfbhey)ﬂbibb(vmﬁldyr;%ﬂﬁmé%a?ﬁldﬂdf thet h_ed
second al gorién%ﬁ gﬁ%?%% oyl ng.a secon &Y, st.or I n sai
external unit, the & !@%gd%?rpg%me)ﬁ? unit@adapted

enpl oyed in the exoonectedtoshidtdompeter, the extemabinitwamprising at Ia&gfa &hphhﬁreadfable
software i n accor L LNt ' ithm 15 Anot her aspect o

t he present inven%&%@sﬁoggé%ﬁoﬂﬂg B’r eparing software,

particul arl y ®of hamethadheingozhargatarizéd incthati saidrdeoryptiomin accordarive withithe fagh@n
in a conputer on o W | [ zat | t.ho
conpri sing encr y$|¥clmrt]hm i'snwaetc:@(gggg%@{ gﬁ&nﬂg hr;dée%gﬂd’j‘kagyll:E ?érréé ﬂ‘a%"‘@%?’f‘%’ﬂﬁ‘. dg'?’ 'F%ﬁg?’"g
part of said sofkeyheingdiferent irpm @ drstkey empioyedrin the exaculion ofthetencryption of isaid

decrypted in accgyfis s&ﬁ'n}apiﬁ,accagﬁg ; b iR hiabffmet hod bei ng
characterized inﬁézo rl!t';ﬁat a key i C |S‘%%Fl§%g O'P said encryption in

accordance with the first algorithm is a first key which is different
from a secondiskexnothdr@Bpdct of 1B prosflt inVentio refatésis'd MBthBd of Prdparing sdfwangPt i on

I n accordance wth.the second.al gorithm of that part of the software which
is encr ypt edPHcuA §p tﬁ?ﬁﬁ f?'ﬂ@ef‘I'%qmaq"dB"rtP? Hilization ipja computey only o5
In this second awittea cordspending authorizatiar, the methed esmprising edelypR) ih @Ecdrice with
preparation of . f"%r | I tware intended for free
di stribution, t o_a Brgt %@‘T’ i zgglﬁagﬁéﬂbérggrripﬁée%oﬂﬁvgte w@ﬁrf 9y &ﬂ%‘gzé%%!"r ‘5%%“?&5
aut hori zation, t B dlecrypted in ansofsianes with a second-aigorithpt, thevbethed béihg charaderized in
encryption ofapat thhffRdy Whibtislenbioysdiich salf dntfpliorl i 2e658AHBRAR the first algorithm, is
a first key which is different from a second key which is employed in the execution of the
decryption in accordance with the second algorithm of that part of the software which is
encrypted in accordance with the first aigorithm and first key.

25 In this sacond aspect, the invention aiso relates to a device for the preparation of
software, particularly software intended for free distribution, to be utilized in a computer
only with a corresponding authorization, the device comprising:

— crypto means effecting the encryption of at least a part of said software in accordance
with a first aigorithm and a first key, and

30 - an extemal unit adapted to be connected to said computer, the external unit at least

comprising a processor of its own and a computer readable storage medium for

storing a second algorithm and a key, and being disposed to execute decryption of

the encrypted part of the software in accordance with said second algorithm and key,
the device being characterized in that it further comprises generator means to provide

35 said second algorithm and a second key intended to be employed in said decryption in
accordance with the second algorithm, the second key being different from the first key



with a first algorithmand a first key, and 30 - an external unit adapted
to be connected to said conputer, the external unit at |east

conprising a-processor of its own and a conputer readabl e storage nmedi um
for storing a second algorithmand a key, and being disposed to
execut e decr t he encrypted part of the soft |
accordance % Msecond al gorithmygnd kgy, t he devi%@r’@g‘ﬂgﬂl
characterized in that it further conprises génerator neans to provi de 35

sai d second algor| ond ke i ntended t.q be e n s
decryption in é\ i@fa"ﬁ@ QWQ?'P%' §'é%8m”téﬂ'b‘38h n? ‘ﬁ’ébﬂ
bei ng different doftwanetihacdordahtce Wity the first algorith.07/ 03398
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.enpl oyed by said crypto neans in the execution of the encryption of said
part of the A thirtd aspext iohthe dnventibhrelatesito la dthod ofrnaking| aythorizddtilization

Wi zat on & AosSubly 8 HhirBllel ot Binkaye, %8?&@%@?(%%!@3'9*”@5%4“%?&%3@ y

di stributed sof tnmpaned aimmrdmg te a mode qf itk seaodd aspast ofi the) inventianhe enetifod: he
oxternal unit ¢ Somangg KeHeba el ciferiEn o paig cofiflt i ehfertel UAEGHRAD, 27
a (:ongut Ier r _eagmmpﬂsing) aapmpuhdleadam&omwrm end apracessooaiits awnj and a
cnor ypt od par t | PCT dit i 2kef P00 Ufiblohdl iyt AEEYHE fife Sheti pan o
Accor di ng t o 10 hdhe goftware being pleregdn said qxpmal umt cAencrding:e ithecigvention Ithﬁ method is
the conputer in éhB%c@ﬁan 8&d'in 1 v{]%n }ﬂaaéonwér .ﬁthetéa@ca.eﬁ b¥RaCpart of the}NgsrﬁJaré S

encrypted in accordance wi t irst al gorithm encounters
sequence, or ch igiepptyated imaqepidanceryith tg fisst lgodthm argoynters ad@l“ﬁ&%‘fﬂﬂﬁ@h%g

?Rt ry poi ?t t? Sélsifhimfiﬁﬁxcﬁén , 8éilsing a junﬁQS%cohhs;fonﬁbi;;ﬁy smteto b&?taduécf éﬁgct?y
e conputer to es a_ conmu n chanpe he external uni

t hrough whi ch cHEOdf Qi’@cb?RS’P l‘tgiae‘gé‘fﬁ" g‘b ?"ba Fgmmumcatlon channel
transferred i1s aofthe é)&emalajmftmbugiﬁﬁlﬁemaxdrﬁeltthe encrymedpart of thd sdffvaie is

2l gor 1t hm and o TSRS 11y b HheBl SifaTlo the oRRERI 35 B dor B BV i, o

unit, this s ecomivkprpcéssonig adedrdance with fer secondhaigonthms tand e second keyrbpthogfendhicn
the execution ofydfieesiag a/ id BHe@Lt '&.&?J&n&%e}&%fdﬂ&&ﬁ"ﬁ%nhﬂ %Fs?géeﬂance

20 vmththeflrst al gorit tware part t
processed in theemployedemlamwt\qmotthemmcwn 'r%fsﬁﬁldtpat’tr%ﬁ?f%ﬂlﬁ’é@ 'I"r?%P"@%’I?énd

transfer ses&bomﬁmeqwe@bﬁﬁm and tnaldeizg Q'Eoft\bérﬁll!ﬁh teR®eig Prddissed in e

h | f the f t t th third
e the' i nve el gnd e et psad 1 & Sec thister aession fbdopotte |

utilization 25 difectia thisugh theRimiUunicatiorechdnnell for thy fithecitiization tin theldoaguter.
software, prepared by neans of a devi ce according to the second aspect
of the invention, the device conprising a

In this third aspect the invention also relates to a devnce for making authorized utilization

25 of software possibie, particularly freely distributed software, prepared by means of a
device according to the second aspect of the invention, the device comprising a
computer adapted to serve as a host computer for an external unit which at least
comprises a processor of its own and a computer readable storage medium, and being
intended to be connected to the host computer for the communication therewith.
30 According to the invention this device is then characterized in that said external unit
- comprises decryption means adapted to execute decryption in accordance with said
second algorithm and said second key produced by said generator means, the second
key being different from the first key used by said crypto means in the execution of the
encryption of said part of the software in accordance with the first algorithm.



conput er adapted to serve as a host conmputer for an external unit which at
l.east conprises a processor of its own and a conputer readabl e storage
medi um and bei ng i ntended to be connected to the host conputer for

t he conmuni cation therewith. 30 According to the invention this devi ceis
t hen charact n that said external unit conpri se |on
nmeans adapt egw?é&gi cute decryption in accordance with sai oémgﬁ&%

al gorithm and said second key produced by sai@® generator neans, the second
key bei ng differ nt fromthe fjrst ke said crypto nea . th
execution of the By’ em@ﬁ#ﬂl"%ﬂ' %‘é\"ﬁ‘ Ix&é’weqtuﬁgag "? a&@'@&?‘ﬁance
with the first awhjoh iviakes it 8fmost difficult to\A@e%ftﬂﬁ@chh as in the fon'n of a computer
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the nethods and BRYRILY %Wrr"m PREkA0REINE, pgﬁnigﬂo r a%&%%‘ﬁ'? I]olsder ab

achi eved what lexist kAs it appesrsiivorh i déscrdption below.end thevbthecpatent clafrhs, dhis i n

por m 951 on of % nRGasase g e AR ise 2cSGERY oF g R Tod HG RE mebe o,

: Ee desc; Ih pti ondmeteosecamdsd»thatmtﬂawbepmaﬂylinposmblaso utilizé softviare which ds pmcessed
e unau orlze C Yy
nore secure, ?‘#’éﬁd'&&%ﬁ& E’gh%'qg%‘p&sloﬁlp@gél g'q?'oth%{' | Z€ gﬁtﬂ r\'/\z/%p%pi\ﬁhl ch

i s processed missingor di ng to such further features of the invention, if
t he necessary authorization is m ssi ng. 10 Brief Description of
Dr awi ngs In the description belowreference is nade to appended

drawi ngs, on whi Brief DescripﬁbgMDrawi'ngsust rates a preferred hardware
configuration ac ified
¢ 6BLbribfior Bifoy &gﬁ made to a?be%éc?ds%wfnaﬁ.aorﬂvﬁi%

gener al software l.agra e I nven
i |l ustrates schefigutechl “'Wfﬁtﬁﬁlaepfe Mharéwmmﬂwat@n@@mrﬂlaatq the dnvention:

file) 15 Fzguiesz 9I§ %eéhﬂblﬁigd ﬂbﬁé?&%ﬁﬁ%rdfﬁrérﬁ "According to'thé vaSﬁnoﬂ and 5
illustrates schepmatically how enCryption on | evel 1 sour ce C@) éE)?gP
be carried out aFigued® nl uwtqsm'f%ﬁfvwawmmmmman or exegutian file, He)

schemati cal | yig he partifgigeRéra@daithe@idneypiorpnt o a magnet I c storage

di sk and a rando access respective Figure 7
illustrates sche f b ﬂoméfﬂ(s%ﬂ?ﬁﬁﬁO%F%@@% g}ﬁle%gpgsqqgceacode can
conput er, Fi gure Besaroed;omraceoran@kcetheﬁn\antlmcr yption process of the

type shown in Fi ﬁéﬁﬁs |Ilu trates schematically p@ggmﬁ?m%of softward'thfo grﬂaghé’cﬁts'icﬁéﬁ

schematically the~u i 781 I'n a conput
Figure 10 illustrates sd’ﬁbﬂm amdpgn agpessppemenit(RAM).Jespgctivelyl udi ng access

checking or gp Flgure 7 illustibideSidhérhatichiy the %ﬁﬁatlon of protbéted Software i @cdrhpiitér,

chart schematically 1llustrating a caourse processes 1 ncludin g
Figure 8 shows an example of an encryptlon process of the type shown in Figures 4
and 5,

Figure 9 illustrates schematically the utilization of protected software in a computer,
Figure 10 illustrates schematically an application area including access checking or
25 authentication, and
Figure 11 is a flow chart schematically illustrating a course of processes including
encryption-decryption and scrambling-descrambling according to a preferred
embodiment of the invention.

30 Description of Preferred Embodiments
First it is referred to Figure 1 which iliustrates a preferred hardware configuration of the
invention and which shows a computer having the form of a workstation or personal
computer (PC) serving as a host computer according to the invention. In the figure, an
external unit according to the invention is shown to be in the form of a card reader or

35 processor, particularly for Smart Cards, provided with a commercially available integrated
microprocessor, e.g. of the CCA12103 type, the unit being included in the computer



encryption-decryption and scranbling-descranbling according to a preferred
enbodi nent of the invention. 30 Description of Preferred Enbodi nents
First it Is referred to Figure 1 which illustrates a preferred hardware
configuration of the invention and which shows a conputer having the
formof a I on or personal conput er (PC) serV|n as a host
conput er accor to the invention. In the figure, XHhal unit
according to the invention is shown to be 7n the forn1of a card reader or

as pr ocessor articul ar for Smart rds [ovided. w a comercially
vai Dbl o nt 80 rsispossd g Sanaiatg pak o Fruipmelt Spocing 1A p5mBReTy . 1 ho
unit being i ncsbmaﬂedparalldl bonneotigaut er WO 97/ 03398
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shown or disposed in a separate unit of equi pnent connected to the conputer
by a ser iFigureot alsaliliaktratés thethmae the@ecured softwarEirrgiyrbe distrithutenl thdohgh;t rates

Lypes of dak a et PR oS4 Bl 16w el chiellor il BdBur oitohsBheilon,

such as \asd\ndeeareanemmnsr(mm vmm arelameavorks MN),enmomman(cumr\I)ntemetd | n

particul ar, : t

di stri but ed on%sgl' eX|SBTMar8| s'ﬁgﬁﬁé %@él “@&'g‘"% ?rﬂg’g &sﬁ?gﬂ@é}% corrpact
| aser disks). HQMSa(ngadaabe'mlyt bempast taaﬂrmsmtiylntmy@aﬁé b softwareamaly bevedpied ed
wi t hout restrlaﬁ&F Jvﬂhout estrigtigHe€ the software is protected against
unaut hori zed uti |za Bere 'S no need for any ki nd of copy
protchon‘Q)f t he softvvare as the case otherwi se often nay be. Here, the

authori zation Sirﬁ:e@l'i@ﬁ‘dmﬁfb i‘s%r&t@&e@ﬂ?&iﬂst Qﬁélﬂlorﬁaﬂl uiileailo‘h fHele i@ ;fﬁ'nhétﬂ FF t he

anyone el se but |1 er t he software himsel f insta

necessary decrdpgtof SWVQ’Q@WWMWE@ ag the %gthwweﬁ amay bediese; the he

|t0ﬁr mt to ;Jse adthefzdtion 13 aﬁumué@rn tﬁé sﬁhtarnafr@ dn@UnNg nbavailable &dmnysﬁuéise f I n2
e respecti v a ar 0] rom |g
Showi o’ a5 e pelie’ G S software it imests instals e Boentary Hecnipion ARSHENTS &

accordi ng u® tiwekeysontie cmd Calend%? tseepseimit € GsEP tertein cothiputér. prograrh Wfoend on
e fer ng witoPHaet Bt iGPeslo aiofdi. o inbnaPodll &6 Bl o1 the I ke)
~ holding the algorithmand the key for the decryption of t he
software in qyssh g siihg a simplified general diagram, it appears that an arrangement
according to the invention can be seen to comprise:
20 1. software protected against unauthorized utilization (the protection, however, not
interfering with the cobying thereof),
2. a Smart Card (or the like) holding the algorithm and the key for the decryption of
the software in question, and
3. special software for the communication between the protected software (1) and the
25 Smart Card (2) (i.e. the added object code specified in the claims).

The protection is provided by the insertion, in different locations of the software, of
program calis to the Smart Card, or to special software at the disposal to the card,
thereby obtaining the information necessary 1o proceed correctly in the execution of the
30 protected program. For example, this information may be certain parameters which are
used when the program is executed, and which is determined by those who wish to
protect their software. Because they are necessary for the software to work properly,
such program calls cannot be removed. '

85 The interaction of the protected program with the Smart Card is controlled by the special
software {object code) entered into the data library of the program when the original



3. special software for the communication between the protected software
(1) and the 25 Smart Card (2) (i.e. the added object code specified in
the clains). The protection is provided by the insertion, in
different |locations of the software, of programcalls to the Smart
Card, or to s | oftware at the disposal to the card, t her eby

obt ai ni ng the%r%’@#sﬁgt I on necessary to proceed correctly i nPCRAOX0/MMTE  on
of the 30 protected program For exanple, thBs information nay be certain
paranmeters which are . used en the programis executed, and whi S
Gt or mi ned by« hGRI9PRp epetibuacs "THe spega, R fay fisd Sl ey soRbIng of Prcy
are necessary f orcommunicatidn/imetwesncthecoripyterogrel thg Smart Carduch program cal | s
cannot be renoved. 35 The interaction of the protected programw th the
Smart Card is controlled by the speci al software (object code) entered
into the data |i (Figure 3showshiow aecgmenonwommant @r execytiorefile (.EXE file) is/§eriératéd3398
PCT/ NO96/ 00171 . - . 3 .
programis enc?y[ﬂ'tgal."t ‘*Fﬁﬁyg"%fb&@‘? g‘gu?gf“t‘wgrsé eﬁﬁ'ﬁ/'“ﬂ?ﬁo‘m B\ﬂ'%’ ?Qﬂ'ctge‘f'anbl i ng
of the c onmencrypticncoanibetcasriad duhen thersoutcercode tevelleecsiding to therinvention.
Figure 3 shows how a common command or execution file (.EXE file) is
generated 5 wi thout encryption; and Figures 4 and 5, each in their own
manner, depi ct hdvigure 6 illugirates/that the sotiwarb dselbisplaced onia ragneticstotage aiskowitkreas

| evel according t ok | AR ' | t
software itself itfs?eg alcaieg?égﬁHaﬁanaegtn%otdlegrg%?igga )gsl %%pmipggianhm% :
speci al progr 4n (roamery (RAMMef the compwen | brary) is supplied to the random

access 10 nenory (RAM of the conputer. Figures 7 and 9 illustrate
such processes which take place when the protected software S
utilized in a corﬁﬁwesr?andgﬂlusiﬁtgﬁu@ proeassesswhinh take pifce when the rratecipg softvare
process of the t)%patieé®iWa édputétir es 4 and 5. Here, it is assuned that .
the source code is present in a high | evel programm ng | anguage, such
as Pascal, C, Mddula, or the like. It is the source code that is being

15 Figure 8 shows an example of an encryption process of the type shown in Figures 4 and
5. Here, it is assumed that the source code is present in a high level programming
language, such as Pascal, G, Modula, or the like. It is the source code that is being
encrypted and thus protected against so-called unauthorized use. In the source code a
few parameters are selected which are encrypted by means of an encryption function g.

20 For example, an expression, x: = y + 10, present in a command in the unprotected
source code can be represented as:

C: = decrypt (g(10) + 1),

X=y+(C-T)
where: g(10) is an encrypted parameter, and
25 T is a variable, the random value of which, in this case, being fetched from the
| Smart Card.

- To obtain a correct value of x the protected program must “arrive at* a value of C, which

must be equal 10 + 7. The decrypt program is located in the "spesial software® (the

30 added object code) which constitutes a part of the protected software (see Figure 5).
This special software also comprises scrambling and descrambling functions, which here
are denoted fand 7, as well programs for the communication with the Smart Card (see
Figure 7). In the communication with the Smart Card, the functions fand 7/ employ
keys which are fetched from the Smart Card, the Smart Card itself containing:

35 - anumber generator to produce a random value of variable T located in the protected

software,



encrypted and thus protected agai nst so-call ed unauthorized use. In the
source code a few paraneters are selected which are encrypted by neans
of an encryption function g. 20 For exanple, an expression, x: =y + 10,
present in a command in the unprotected source code can be represented

as: C —gﬂ@_‘? pt (g(10) + t), X=y + (C-T) wher e:
g(10) is an evrvgryp gesyd paraneter, and 25 Tis a vari MW"Fandom
val ue of which, in this case, being fetched fromthe Smar t

Car d. To obtain correct value of. x tyhe protected pr'ogr am nust
"arrive at" a val a&°gFt @Y'%‘irheﬁec'y&“"ﬁ'tré'”bg equal 10 + T. The decrypt
program i s | ocatedn iaigotithm fosthe deedyptivnfiandtior ™’ amk 30 added obj ect code)

whi ch constitutes . oftware (see Figure 5).

Thi s speci al soﬁﬂg?g%pggzeg%%g!&rgg@%?@ﬁgrﬁﬂ i ng and descranbling functions,
whi ch_here are denoted f and f[err], as well prograns for the

cormuni cati on, W . i . | cation
with the Smar? &%ﬁgﬁﬂ%ﬁi@%@% g)ﬁs'"ﬁoq%rqtdt@ i tgrgreﬁ&gﬁt{ﬁ%gn&ﬂn 5%%@&%[6& are
fetched from t hdurstion ’ Gepresent b guisicikey cyptocsystesehdt beingtsyinmetig: TAIS meams that
nunber.  JENC At Olind Gt ihofor! HBBYR/E i Koy hich Hidy oo kiBRA! i kef, Hoever,
PCT/ NO96/ 00171 not being sufficient to arrive at the decryption function g'! (neither its algorghm, nor its a
secret key for i ithh g [ — c@(ﬂ‘ b | f
decryption func?‘?@hdgflé')r@ ,a wgﬁi@ @pgﬁéﬁ%éhr%prﬂgnlglys gr %%Anégp :ngﬁé ?hgﬁd
flerr]. 5 19t Gargfrom which ey @re pever frangmittadaport ant t hat t he encrypti on
function g and decryption function g[err] represent a public key crypto
system not bei ng symretric. This neans,that, t he encryption function g
enpl oys a publ i ¢t iREGAUHRT Ehat theyfupgionsofin 9 ohiate raPmuiakyR.G.erthey are intgichangeng
sufficient to arablewsitidit atitfing @alue)P HefdthisMearsaRatthsy mbst(haes thedsliowiry property:
al gorithm nor its key). Thus, the algorithmand key for the decryption

function g[err] is placed on the Smart 10 Card, fromwhich they are never
transmtted. 15 It is required that flfgs'(fgmpyi=ons f, flerr], g, glerr]
are commutative (i.e. they are interchange- able without altering
value). Here this nmeans that they nust have the foll ow ng property:

Upon the utilization in a computer of a program protected in this way, the execution of

the program starts as usual (Figure 7). Through the communication with the Smart Card
a value of variable T and the keys for functions fog 7' are entered into the software.

20 The execution of the program then continues as usual. At the moment the execution
reaches an encrypted parameter ((g(70) in the example shown) the value (g(10) + T)) is
sent to the special software which further conveys #{g(10) + T) - T) to the Smart Card. in
the Smart Card, the value of g"((m) + T) - T) is calculated, and this value is returned to
the special software. By means of the special software f'(g™'((10) + T) - T))} is then

25 calculated, this being equal to xand x + T; and this result is supplied to the protected
program as parameter C for the utilization in the program.

Having this kind of encryption-decryption arrangement according to the invention, the
following advantages and possibilities are realized:
30 -~ Great flexibility by the use of Smart Cards.

- - The licensing of Smart Cards (i.e. users) can be provided by the importers or agents
engaged by software producers. A Smart Card may then contain licenses, or per-
missions, at several levels for various software packages which have the same
authentication format and algorithms.

35 - A first level of encryption emplioying an unsymmetric, dual key encryption arrangement
(public key / private key crypto system), such as the RSA crypto system, whereby the



15 flerr](glerr](f(g(x)))) = x. Upon
the utilization in a conputer of a programprotected in this way, the

execution of the program starts as usual (Figure 7). Through the
comuni cation with the Smart Card a value of variable T and the keys
for function err] are entered into the software. ecutlon
of the progr%;)tgz’gar?&({:onti nues as usual. At the nonent the e&@ﬁ

reaches an encrypted paraneter ((g(10) in théoexanpl e shown) the val ue

[0g(20) "+ 1) 1) ProtoeR e el ol g softiare el il vop Mol (R SRty
gLerr] ((1?) +f ;r) key Which shecmradachireciof then8miahtiCard anters inte theetead oaly mermo 10

t he special so +
T %S0 i st hen t3M Bl Gl mFr BT eghBuohE e b e solvle mryber) <
result is suppli ed'he@rwaiekwmayebedlﬂerentforpaclgpragr_aaqucmgmet er Cfor the
utia rzation 18 UoanRiaghiighie encrypteodifienficabh Bef fih Rlymnsterred 1q g Smert arg

encryption- decryp rran accor e inventro
fol | owi ng advant agmnmmpmagomrbiecﬂedsoﬁwm’erbeaihs a2ndiwhigl is- deBrypied i ithexSrhart i t v

by th f S L 8.
cgtnt bg B?gv?dedrrg?a{fwl rrpor ersnvgt}h&gg%f@fﬁnﬁﬂte@ne%nﬁéﬁqg ggoggﬁgﬁ}%euér%ﬁ)

producers. A Smar Caghr d may then contain |icenses, or per- m ssi ons,
at several |evels E§19r§r G dt St Kk
aut henti cation for pfgmdé %g?é?{o dGiirce @ ﬁg\ﬁﬁ?rstﬁ% géﬁ‘ ? é"r\“

enpl oyi ng an 1ansyﬁn@1atlm9:svsmw Bskel;crm#eg smeall parts; of fragresnis, only of files, Slpbabbf c
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PCT/ NO96/ 00171 the purpose of attacking such parts in one way or another. Also, theigpcryption

publ i'c key i's availg8fthfns ki YefeParb Basibdrkeidd BnBtRéifER catd Lhe private key
is a secret he manufacturer of the Snart Card enters into

the read only rremﬁr%?"xnd level of prenyptigh Vf"ﬁ@b&%@%‘ﬂ%@bﬁﬁmt*&m computer
speci fications giand SearitCerd f0duchitiat it ecsisseditficult to trace aliythig iméaking sbﬁsé frony

be diff f

authent toat i on' ked o APRmaREaiE B 6885une eraat Tol ARYARE ip B oRRbIGFHR" 1
runni ng of pr ot ectosgteddiothinithe protecied saftwiaretaind the Smer Sardoand both théencyplion
Card by means of %ef! éﬁ(ﬂh@ d&‘i}‘pﬂ&@ ke% arB. l%d#éd' 'ﬁ‘t"%eg'ﬂeve%'*&e?é | Hiteh 38 01%8?55

in the Smart source coO
maki ng the arr angJﬁE#ﬂchPRP@r?éQQﬂ@ma kQYHEaVlQP differgpidprvariaus types ehsoftware.
encrypting smgll parts or fragments, onIy of files, such as of

command files, it is.difficult to jdenti t hgse, Rarts of the software
bei ng encrypt ed Q”rel serves to demonstrate t att e application area of the arrangement according

to the invention is extendable also to cover access checking, or authentication, for
example, as further possibilities also may exist. In such an embodiment of the invention,
the software to be protected may be provided with an authentication key encrypted by

25 employing a so-called public key and an identification number for the software package
in question. Then, the external unit, such as the Smart Card, would contain decryption
algorithms which preferably are mask programmed, and a private key no. 0 (in the ROM)
to be used to decrypt the authentication key, as well as an access or authentication table
which may be configured as the table shown below.



t he burpose of attacking such parts in one way or another. Also, the

decryption al gorithns and keys are easily entered onto the Smart
Card. - A second | evel of encryption whereby the communication between
the host computer 15 and Smart Card is such that it becomes difficult to
trace anythin king sense from that communi cation by the | oggin

t hereof. The vg?gﬁw{"ﬁrm to be enpl oyed are | ocat ed P6/0p J1ne
protected software and the Smart Card, and bdth the encryption keys
and the decryption keys are located in the Smart Card, i.e. hidden to the
user .- The encryption algorithmand key may be different for various

types of softwarpes SETrves—t oSt gt et 1t cimmm i
application area B the arrangenent | Aekordi ng to tHPKnvention is
extendabl e al so | r Ss cheglg Qvefput hent i catg

exanple, as furt hg’rfsgé'g‘sii%%ﬁties a o&?r%sy é’)?ﬁst. I n suc‘ﬁ%e gﬁ@odi nent of

t he i nventi on, software to b tected may be hded wth an
aut henti cati on ka?ldeﬁirypt ed by 25 =§ﬁ?g@| ng a so-call eﬁﬁgﬁ%l ic key and a

identjfication nfi Tor the softwane nackage n ron. Then, tn

external unit} SJgﬁ)e@ the Smart Ca d‘CL uld contain de%i‘bi on

al gorithns whi chyj Breferamy are nes {.%ﬁrannea, and a |pLrvyare Key no. o

(in the e used to dec he aut henti catlidh@e , as well a
y

an access or autfremtratTomr tabteT 0 whTir ey e ToTff T gured—as et

shown bel ow. WO 97/ 03398
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PI D PID(n) AcL Acl. {n) R (Program

IA'E' TO') ( "Pk (1 "D (2 AcL
c cL

(2) (1) 10 inthe table,,ﬁ{nggotes( thze iden%y Iﬂ“{"@?" éf t?1e software, such that diffecent (3)

PK (3) . . . programs are assigned dissimilar identity numbers which also may contain the version

(10 In t nomiiret e msasiive stere prouisty of e i orEmele, Ak dergigs e

such that differacdess level gristapusaisachease assi gned dissimlar identity nunbers
whi ch al so may an{m?oi Jﬂfférgﬁ l&fé‘s? l‘agﬂely access permitted and access not permitted,
15 - a limited number of times the respective program can be run,
— atime limit for the use of a program, e.g. a permission expiration date,
— access to a shortened variant only of the program, e.g. a so-called demo-variant.
The entries in the access level column, AcL, of the table are amendable by the importer
or agent of the software product, for example.

In the private key column, PK, the software producer specifies the secret keys to be
employed in the decryption of the encrypted fragments dependent on the identity
number, PID, of the software. The secret keys are mask programmed in the Smart Card
and are not available to anyone else.

Figure 11 is a flow chart schematically illustrating a principally complete course of
processes according to a preferred embodiment of the invention, the steps being:
— encryption of the source code (g1, k1),
— scrambling of the encrypted data (g3, k3),
- 30 - transfer of the scrambled encrypted data to the external unit and descrambling thereof
(g4, k4),
— decryption of the transferred and descrambled data (g2, k2),
- processihg of the decrypted data, and scrambling of the resuit (g5, k5),



nunber of the respective software products, or the like, for exanple. AcL

denotes the access |level or status, such as: - two different
| evel s, namely access permtted and access not permtted, 15 - alimted
nunber of times the respective program can be run, - atimelimt for

the use of a e.g. a perm ssion expiration date, - access to a
short ened var?g%tg[oon y of the program e.g. a so-called denscwgm’t'"

The entries in the access |level colum, AcL, 18 the table are amendabl e by
the inporter r e of t r.e duct .. for, exa .20 In
the private key co%ﬂ?%?"ﬁg bE& %@&8“&'8%@388’?‘“%’3%\%‘@3%’%@‘%‘5&?@‘[ keys
to be " enpl oye{@6i kB)iardd decryption of the encrypted fragments dependent

on the identity _ r ' t The secret keys are mask
programed in the & ﬁ%‘&%rdﬁcgb& '%Hgkgﬁgﬁrg%td‘%gm’abl e to anyone else. 25

Figure 11 is a flow chart schematically illustrating a principally conplete
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PCT/ NO96/ 00171 stord® ir? e xisthal unit, or in a separate article, according to the annexsd claims. The

transfer of tﬁe %ﬁ'h’ﬂﬂmhﬁﬂ of mgnuiactyrerstaf sueibeards tvthe world, and i.dctbe rla{gt)valm;,s

th f
fureg ﬁgr utili zatl on. Kfﬂnsg be the useextgléh Earﬁ% h ﬁm?@&rrr%mgﬁ%gﬁg §orr[1%£ |
i nvention, a Snaf3ymest Ha’?ﬁ?ﬂﬁnl qa[ﬂse@”{lﬂhé'te stronglydte dhe fagt thatthecknowledge sequired the

external units ifag aﬁa\dsm@n bEl%sC\MllhBFbéWaBW athéBfe tospersons ﬂ%ﬁ@dﬁh&ﬁw
because the Smart rd technol is considered el ng the nobst
!?{'% (rfowser, FiE des 1 IMRRES & Rapaible sevalgpmertof oo techniques

"t anper - proof "
necessarily hmvewblch hmy be 1usm9melﬂ or Ibettéresméﬂ%nﬁé pumbée of Gtie pﬂéséhtmﬁiioﬁ e

article, accordi xed clains. The

manuf act ur er s ofﬂ%ﬂ%{ g%(f%? Clgins 318 megnt ﬁlﬁ%tq coarer ?"Wh flfq'éfﬁ%{e\m' 4aits and

bei ng at di sposasepaiate dicles indivhted irctheclainis which mayr provide atrieash thissarmvdeyeed dfe

f orm of pay ribute strongly to the fact that
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t he know edge requi such Smart Cards, will not be readily
avai |l abl e to persons havi ng di shonest



i ntenti ons. “However, this does not inpede a possible devel opnent of new
{ echni ques 15 mnmjst as well, or better, suited for the purpose
of the presenH! u “m' Therefore, the patent clainms are neant al so

to cover such tuture eXtefnal units and separate articles indicated in
the clains | provi de at | east the sane degree of ﬁﬁﬁl%d' as
the Smart Car n’g\;!vagref erred. WO 97/ 03398 PCT g
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CLAI M5 rrgt hod of preventing unauthorized utili zat i on of
software in a c&hﬁ! t he met hod conprising the steps of: 5 -
encrypting at least a part of said software in accordance with a first

I ith d ti t
RGaor dance w tha shaSHEAg! Bivpelingunadtioh2s8  ieaREh br b BoeE ¢ e
with a key to benethg wmmhshgthdmenkm‘r yption of the encrypted part
f.th ft b t t
connect od 1o Saia ERTRTEE et Lo oSN FoiTlerd R oot Hin frifiqorityn, and
conput er readabl-e débryptingsthes esayyptedophirtioh the doftque braccordancef witht & senond algorithmg  h
t [ t d
:I grgo?i '?hm ((ang) | S ﬂgg(geca{';'d éﬂgﬁma%ﬁo@?%ﬁm%* con eﬁ@ﬁﬁ%ﬂ@;{ﬁgt or'g@wlh%ﬁsh%econ
external unit, encrypted patt ohtihe Iscijware ibeingdtarec incan externahunit adapted todye (k1)
enpl oyed in the eg:gﬁﬁgde%rl?ggxdtogﬁufzuter theb éMQIt nﬂ’bfﬁug?slél?d & I@ﬁi%cﬁfnpﬁ%?readﬂble

software in accordance wth the or|t
accordi ng to 1l ai reorage medium andanroqgsa,orto #spWn, z e d i n that the

encryption of sal ﬁ'aﬁ‘%rété)hib% @l M&Tid dec amtion ﬁ\%%rdé’r%@vﬂmh@sé&ﬁdfl rst
algorithm (gl) is executed on the source co he respective

software prior t9UEIMIgR) isexarded brRMAgYing A ﬁ?ﬁ?’?drﬁyé\‘%sf“é?d iprsoidademy) usteps
produci ng an 20 8y kap bling BREeANvors & ke (1) Saoyéd Itherdikiontori of there

data library of the execut ram a t. C respect of
t he conmmuni cat i dMCHPEPN W@%ﬁ%sﬁﬁ In acco anc%vﬁ&nAthﬁrﬁﬁggorgﬁ@égﬁl ng to
claim1l1 or 2,15 charcteri zedinthat said decryption of the
encrypted part o ch is executed in accordance with
the second al gor th&?%%éx&gﬁg@%glcgﬁght/\hen t he _conputer in the
execution of saidhsofaebeei 2rcbunt hst the entryptiopplsaid part of the softwanedn

I nstructi on, Cauaica%ﬁer eﬂﬁﬂ)m& %r&mgaﬁthﬁs(amg leRECURY 1Y/ the Shitke &&esaltﬂe RPSSIve

obj ect code, nicatton channel 1s established between
t he conput er andsaftwarapios ,tq]ggmpllmg and linking, or during similar processing steps producing an

20 executable program, and at the same time adding to the data library of the executable
program an object code with respect of the communication with the external unit.

3. A method according to claim 1 or 2,
charcterized in thatsaid decryption of the encrypted part of the software

25 which is executed in accordance with the second algorithm (g2), takes place when the
computer in the execution of said software encounters a call sequence, or a similar
instruction, causing a jump to a corresponding entry point to said added object code,
whereby a communication channel is established between the computer and the external
unit by utilization of the added object code, through which communication channe! the

30 encrypted part of tﬁe software is transferred in a first transfer session to the external unit
to be decrypted by the unit's own processor, the decrypted software part then being
processed in the external unit and the result transferred in a second transfer session the
opposite direction through the communication channel for the further utilization in the
computer.



util |zat|on of the added object code, through which comuni cation
channel the mmwm"ﬂﬂﬂﬂ uFrt of the software is transferred in a first
transfer se nal unit to be decrypted by the unit's
own processor, the decrypt ed software part then being processed in
t he external Qgﬁg the result transferred in a second transfer session
t he : oppos rection through the comruni cati on chan He
further utili zat ion in the conput er. 14 WO 97/ 03398
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A net hod accor di rth & mathpd gogording toclaimB, 4 c t er i z e din that the
met hod further cawaraesterized in smmhmmurlumdompns‘esof the software

whi ch ted da t t
Drior 1o sad i ro@ Re e Bitesi i e Siwamution i drshiotel Bheapn 9 the
?Eger gl ng to a thi ”?taiggmd it @), Wtoa:lgq;wsttrhnsfd' ete:;toﬁ,ﬁﬁbausgll;ggdibé bdrﬁldtf)lk&y
_being as Y I e Ies sf er
| Fect ARPRRIRR Jrint lgortnn (g ang & fhi oA, being
TR cabi s el e O
ncrypt in r ] ' rithm(gl), an [ [
gc(r:a?/ﬂgl gd :iccg(r:glon%ﬁag’%g?VfF@DWMP)ﬁWl?{?Ha?g@?aﬁﬁdl 10 (thangferre:thoI >
the external unit- iastepawherbinrsaid parmfsthesoﬁwa@mm is encryptesidnl ateordance with the
descranbl ed in the r 0 )
ot R0, ). ool PRI b6 Bhdoidy o Shud il 98 od
d f t 4y,
?gndgm y sel ecﬂt)Ce)gr ﬂlantf%eﬁ?to t%e e)stt% u»gé:maammaraasfgr selsspn, isnalseditalbé ourt h
al gori thm (94) Del Nodrlifnied YPHSoxfihfa ik BHoBirdane with o REkH aighithfh @hung el "

(g3). 15 accor to clalns
eri zedin thatfoqﬂhéeuﬂkﬁo%ﬁﬂ fﬂuﬁ &ey Mh?ﬁlﬂgsbaﬁf%d on said. raado,mlnselemct Raumber

said result pr Oduc%‘réaﬂ! ﬂwﬂ@k@ﬁl@f %Bgﬂiﬂ'f&urﬁ\r&l 5§e|ﬂé J‘J\rw %?e
software which is ecrépte in accordance Wit sal secon gori tht ,
prior to 20 s aisgiddbirhalgoithm{g®)er session, is caused to be scrarrbl ed

according to asfifth algorithm (9g5) and a fifth key (k5), said
fifth key (k5) being,based on a.nunb ich, for the respective
transfer session, é| sAMmatRshaseo Edéﬂgetet %\gﬁ ndAef erabl y provided by the

external unit, andharacte ai zeap iwhethel the smthabd ferther coppisdsced i n t he

external unit ont %angﬁ"&héreﬁ!f saﬁ(ﬁ%&ulp @lrob d&é I"]i ﬁ'rg e(xﬁe?na(l ugi? 8rt| Eﬁﬂ?ﬁs\w hh%p pér? of the

decrypted in accor
i s scranbl ed accor diofigaregvhichels slaeripted fn apcatdgtm with#gid)8ycond calgaréhm (g2). rpeidr too

the conputer 5  gajd é&oérﬂ ﬁ'ar%?éi‘%@gsl&r{ @%Eéd t%%%séc%%éoea otachfth %lgﬁnthm

descranbled in the corrpu I N ance W t al gori t

(g6) and a sixth kdg5aada *'fg‘aﬁet! (is5)x 5aid ﬁfﬂykqw&bﬁ ingrRpsed on a ""“15‘&%\’!'@!%@’5@9 d
randonml y sel ect ed nesHaetivelthinsferséesidni is'tafiddvhiy séMotechant

al gorithm (g6) bei ne%ethe | nverse algorithmof said fifth aI goar/rlb"?h gS).
- a step wherein eald result produced in the external unit on the basis of that part of the

25 software which is decrypted in accordance with said second algorithm (g2), and which
is scrambled according to the said fifth atgorithm (g5) and transferred to the computer
in said second transfer session, is caused to be descrambled in the computer in
accordance with a sixth algorithm (g6) and a sixth key (k6), said sixth key (k6) being
based on said randomly selected number for said fifth key (k5), and said sixth

30 algorithm (g6) being the inverse aigorithm of said fifth algorithm (g5).

6. A method according to claims 4 and 5,

characterized in thatsaid randomly selected number for the third and fourth

keys (k3, k4) and said randomly selected number for fifth and sixth keys (k5 , k6) being
35 the same number.



thodaccordW" ai s 5, char acteri zedin
I

that sai d ,ﬂm ﬁ "m nunber for the third and fourth keys (k3,
k4) and sai ed nunber for fifth and sixth keys (k5, k6)
bei ng the sane nu

WD 97/ 03398
PCT/ N) 96/ 001 7
A net hod of pv}gay?”%g software, particularly software int enﬁ%"?%?wprlee

di stribution, for the utilization in a agsnputer only with a
correspondlng aut hori zation, the nethod conprising encrypting in

accordance with % fiA methad gbpreparing-Roftwares particularly;softwars dntandegffer fzaedistribution,

which by the uti kdr%ﬁé infiatioR w§§b9rn6&3%ﬁl§*6vith a odﬁegphmuﬁglautnoﬂaﬁ@r dmﬁanw th a
second 5 algorithm haract y which is

enpl oyed for sai @@W&ﬁ'%@ﬁlﬂ“ﬂ%’“ a°°°"dﬁ'39€d'l"ﬂ'eﬁ1 W"(’ﬂ""ﬂ ﬁb'eﬁﬁfﬂsnaﬂaq?galp.we
(g1), is a first whih bylHe utiBatioh in Said bﬁﬁ\ﬁﬂt&ﬂfs dbérgptediin accordaneeOwith & 8atohdf 2)

whi.ch’ i s enpl oyed in the execution of the decryption in accordance wth
the second al gbr PBAMPMy2) of that part of the software which is encrypted

in accordance 10cvuéhabh@ rfllzréﬁ ahgmathmmhfsémmoworsaid encryption iy net hod
according to claim

encryption of saiaﬂc‘mﬁ'"f’eﬂ'fth ?’T?eﬁ@(ﬂiqm 91$r is aﬂé&@b&’iﬂﬂh‘& 'W'ﬁq{erﬂlil@qu rst
al gorithm (gl) i sesontkey Gc) which hecernployettin tiuriexecitivnldt tHecdectyption ihaccordance with

respective softwgre prior, to ¢ i bl e
program or in si zfér%pnaoalgorﬁlwpg@ §h?gp g{)‘b MEWﬁ&ﬁz%g@@ggﬁgmrdame
program and ad with tissdivet digovithnaenk firgt key. obj ect code to the data
library of the executable programw th the respect of the

comuni cation with an external unit adapted to be connected to said

conputer . 20 8. A methodiaocbrdiog &0 daimy7.to claim 7 or 8, charac
tertzed!ndialaeleflse GOTR' thdtaid c.yandn'diléa,a aﬂfofmesoﬁaafegﬁ code

to an execut rocessing ste pro UCI ng an

program or in sim
execut abl e progr mﬂancewﬁ%&mﬁrs@wﬂm&gﬂmm&pﬁanﬂmm% feelf fgi

inserted whichsi rieip@@tn@%%ﬁﬂétb%oiﬂ c%nfbi’-ﬁﬂ?%@ﬁnkmg to anxedUidIE R H.thﬁbl‘ﬁ similar
program causes a | unp corresgondl n r oi nt to._said adde

26
obj ect code, the P&ﬁemg ) SRR M PQFPPQ an
channel between object cddedo fhergatd lﬂ:’ra@mitm)@m&ﬂél plogtém with thewlspelt ofahel

decryption takes cgll'n?ncu?ucla onavgiﬁmoarndgxq mal unit adaWe& po éehgonﬁggtg@% ?AI@%&&JP@ (92).

20 9. A method according to claim 7 or 8,
characterized in thatin said compiling and/or linking of the source code to
an executable program, or in similar processing steps producing an executable program,
call sequences, or similar instructions, are inserted which in the execution in a computer
of the executable program causes a jump to a corresponding entry point to said added

25 object code, the object code being used to establish a communication channel between
the computer and an external unit in which said decryption takes place in accordance
with the second algorithm (g2).

10. A method according to claim 9,

30 characterized in thatitfurther comprises a step wherein a third key (k3) is
inserted in said part of the software which is encrypted in accordance with the first
algorithm (g1), said third key (k3) being intended to be employed in-a third algorithm (g3)
for the scrambling of said part of the software prior to its transfer to said external unit.



10. Arrethodaccordlﬁ toclaim9, 30 char acteri zedinthat

it furtheru mn"" wherein a third key (k3) is inserted in
said part S,L ich is encrypted in accordance with the first

al gorlthm(gl) sai th|rd key (k3) being intended to be enployed in a

third algorit for the scranbling of said part of the software
prior toits Wa’ﬁ@?%r to said external unit. . WD 97/ Q‘S”"‘m
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ke]%/ to bebe_rrpl oyednpﬂsmdwwimutd erpéa'dabledoraﬂa?mdiunymdeaihprpesssomf its own, &ftea 4
sof tware bein to a er.n unij, t a I ct e.r.,i e
in that when t %?a@igé’f‘ﬁ‘f'ha’t‘f?e't‘eé&@ﬁﬁ"lﬁPVBf’ n W&t"%ﬁ%‘fm&' %?en crypted partzof
sof tware which i mwswmmhmhgsbre«tmwﬂammudﬂ the first algorithm (gl)
encounters a cal
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code is utilized sdgw&réwhmbrmeﬂowpt&ddnaeﬂmdﬂncelmﬂa thmfmstni'gerﬂhm (g1) eatounters a call

chamel o {1 RS f Rk bl BIGH bl i L

ext ernal uni t1a o addediehjecy podeq this/object codenig utikzed' by toawcomputerds sstablish a communi-
accordance with h ﬂnéﬂcpﬁ% ee?tﬁﬁa(&%t)th%gﬂ@vhﬁ:ﬁ%%;k@! enc(:rly%eﬁ@%}t dtHe Of

whi ch being stored In said ex uni t 'S secon
different 15 fr &eftware istransterredin g firs} 1@#31"6?%&!9’1 L thﬂextemeldmtut@hedecwmd by

encryption of Sa'trﬂ;Wéoﬁﬁpr&&%sormaco%?éénﬁ@%h'a%e&&@&lﬂ&ﬂﬁﬁ( )Tandra%o&*\tﬁ?ég
algorithm (gl), and the decrypted software part then bel n%{h rocesse

in the external @#) bothpl which beinggstared \"é‘?@f@@'@ﬁ unt, this seeand key (i) beipg different
sessi on the opPOFoinahéll nfsek‘éyl (m dniipisyad fin thaGexEQBH of ﬁﬁtdne@pwdmrsaid pat of it

ol ai m 11, whi ch RIS ROCBReD i P 1 ARG}, B rycbarpied. e gt her

prepared accor di ibging @ravessedid the external chihard therresudtdransfetrédiin: a second trapsferor t o

The 25 " sof t e EusBR oPRoshd oh g RRARR AL o e Bllon kg fof e flker °

t he 25 sof t war accordance
al gorithm (gi1) i tiizatiercin theycasaputer. scranbl ed accordl ng to said third
al gorithm (g3 and said third key (k3), the third key (k3) being

based on a nunber randomly sel ected for the respective transfer session

and preferably pridvidewthey aceuding o 11, which ms authorized44ization pessifile oh e

sof tware which i W&Wﬁdlmﬁgwgaﬁmw th the first algorithm 30
(gl), and which |shscrarrbl ed agc dthatg to said third algorithm (g3) and

transferred to aracteriz
~ prior to said first transfer session to the connected external unit, that part of the

25 - software which is encrypted in accordance with the first aigorithm (g1) is caused to be
scrambied according to said third algorithm (g3) and said third key (k3), the third key
{k3) being based on a number randomly selected for the respective transfer session
and preferably provided by the external unit, and

-~ said part of the software which is éncrypted in accordance with the first algorithm

30 (g1). and which is scrambled according to said third algorithm (g3) and transferred to
the extemal unit in said first transfer session, is caused to be descrambled in the
external unit in accordance with a fourth aigorithm (g4) and a fourth key (k4), said
fourth key (k4) being based on said randomly selected number for said third key (k3),
and said fourth algorithm (g4) being the inverse algorithm of said third aigorithm (g3).



the extermal unit in said first transfer sessi on, is caused to be

descra (Il“ external unit in accordance with a fourth

al gori m’mﬂlm‘“!m‘mu‘ th key (k4), said fourth key (k4) being
based on said ran8lonfy el ected nunber for said third key (k3), and
said fourth %88‘9' thm (g4) being the inverse al gorithm of sf;;u d thi rd

al gorithm (g3J- WO 97/ 03398
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A nmet hod according to claim 12 aracteri zedinthat the
met hod further clfgpﬁ@%‘g"dacmfdhgtﬂ%aé@ﬂzx/\herel n said result produced in the

gxternal dunit Onchgﬁzbat?laﬁﬁbd hiad Ihﬁfhg&feltﬁdﬂefunr;]ercompriﬁeﬂmre whi gh i's
ecrypted in accor ce Wt n a ri thm i or
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ed nu ective
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- a step wherein s(gsplarldasﬁmt kejyr(kB)| sald filtmkeyh(k5)cbeirgy based omatnumbet faaddmlyi s of

econd al gor i hm (e RiTEIcE e ebsholie fiilet Basior MaiBRAF NS Mo] B ©

fifth algorithm (g&;teraaldmlt,rmdsf erred in said second transfer

on to th . .
2ccor dance i th s & Hewnetel Gt Rath biRobSdiF e Baftd Bat Bn b beBTH ek ot f e,
(k6) being 10 sdﬂwaeajwmm isalecryptad dvadoprdspbewith saish aeropd aigoritheige), find which
(‘;feys é.kg) L ?{‘ﬁ Z ?ngr I%b%“%te&%coordlﬁb WL Hﬁ"ﬂ £lg§ﬁthmﬁg§%gg Iglg?é QN@J ?r?sﬁnj% GQdohl "M
precedi ng claim transtes sessipnito theccamputter, is causeddo pg dﬁmm@%‘ lm the P@!‘Plaerdn
second al gori this {&pbrdafice wit's! sikihl digdrittin? Kgs) and a%ﬁ&h I?a‘?(( dséi@¥|§th(ﬂé} (kdj Bing" ©

determ ned in accordance with an unsymetric, %2 crypto
arrangenment (publ i MWI“‘&’FWWW@’W@@W“&&Q@ AR MY pt o
system fshe fal?mhﬂnqgs)(bbﬂah tes Rléreé Bighrithmi of @aiti iieth kilgomAmi(gs). (publ i ¢ key)
and the second key (k2) being the secret key (private key) of the
crypto arrangenent. 15. A method according to any preceding claim
25 ¢ h ar a c tié TA methoe according foadnyprecdingrclaimf the software to be

encrypt ed 10 QCORRIANES 1o 12 oIy S ikt 800 DAL (412 pAFREFISE Y

being fully decisive Tor the respec e SO
conput er, and pr endsedong ke}@rﬂs‘r,ll@) ang determined m)a@ordascer with aroursymmetric, duaj key

conmand or exgLUbipR dridhGemst GubiickdyY divatt ¥ RFyptdraiStein). stich as RSA crypto system,
the first key (k1) preferably being the known key (public key) and the second key (k2)
being the secret key (private key) of the crypto arrangement.

15. A method according to any preceding claim,

25 characterized in thatsaid part of the software to be encrypted in accordance
with said first algorithm (g1) is selected by being fully decisive for the use of the
respective software by a computer, and preferably comprising one or more instructions in
a command or execution file, such as in a .COM or .EXE file.

30 16. A device for the preparation of software, particularly software intended for free
distribution, to be utilized in a computer only with a corresponding authorization, the
device comprising:
~ crypto means effecting the encryption of at least a part of said software in accordance

with a first algorithm and a first key, and

35 - an extemnal unit adapted to be connected to said computer, the external unit at least

comprising a processor of its own and a computer readable storage medium for



30 16. devi ce for the preparation of software, particularly software

i ntend U,’WJ'H“""# ,,fl stribution, to be utilized in a conputer only with
a corr ation, the devi ce conpri si ng: - crypto
means effecti ng fhet en*cryptlon of at least a part of said software in

accor dance wth a first algorithmand a first key, and 35 - an
external uni tVAIAPP® to be connected to said conputer, thePEVNOPHOATY, N ¢
at | east conprising a processor of i1 own and a conputer readable
storage nediumfor WD 97/ 03398 o .

PCT/ NO96/ 00171 storing a second algorithm and a key, and being disposed to execute dggryption of

storing a second atr@@m%fwmdﬂﬁonw&iﬁdnhemn&%%lﬁ deCorkaigotitm and key,
decryption of ncr&pti %d n_accordance wth

o P bona hl qofarRieHe [ 4735 o5 e davice el coatphess' nGSR BTk (o, 1o

devi ce further cpmvrdessard s;eﬁm algorithm¥ge) anti @ second kdﬂkzyiﬂteudaddomemﬁmbyed in
al gorithm (g2)_an be, e sai d

nded
decryption in %C@ﬁ'? %qpﬁc#éa@éygﬁhﬂeamp Pﬂ?‘t‘@g@é" @W being
bei n% di ff eldmfeten’;] frowntivdfirsf keys(k1)lea3p1dyfba)oy<saﬂlcwmin?an§wmb fetepaﬁdh oT8RNS
in the execution of the tion o art t 0
accordance with teﬁmtlopﬁsﬁ'f’(%& ﬁﬁﬁ"ﬁﬂ inzgco 'tﬁt%%@g%i'%@? 'ng to
claim16, 10 char acter i in that saldcryptomaan5|s
adapted to execu S of said part of the software in
accordance with bﬁe ?d&gc{egﬁg@ﬂ%{tﬁ%‘a{rﬂi? on the . source code itself of
t he respecti vao seftawmae tleefieredi i ni shatsa«plcmm eneand isaidapted & exeouta sgid
other way is tra '
enos aetho " “UAERRERb 0 HAn Y B LARLS REBUAIR I St AR P b e
execut abl e progr eyrce rodaitselijobthe resmctl\@mawaletbefareﬁpegommredmd linked, or in any
conmuni cation w tothe?%glg]seﬁ‘érﬁfdﬂ%d Mr{executable pﬁé’q id Sal gﬁﬁﬁh hiding & the .

claim116 or 17, ypto means is
adapt ed to i nser te@gtimesfisets dhe add't'%‘d?rﬁlel qﬂ%"@[ﬂﬂ/‘lﬁi‘"ﬂ exerutable Wm of g0 object

code to an exq§utcadd ﬁltWFé%Fé&'& thR coffimiuinitEitich WitiTsdid extdfaPiricessi ng produci ng

an executable program call sequences, or simlar instructions, whi ch
in the execution of the executable programin said conputer provide for a
junp to ~a casr esﬂeﬂcﬁ agordivig tg cjaim N6 ok 97sai d added obj ect code which

the conputer the I'P Ir Ia't: e rized ti% eﬁ'l%?gglé é@pt% rﬁé’éﬂﬁé‘é&a%ﬂéd% I&Qﬂ%ﬁ*g éa?dt he

connect ed external unit.
compiling and/or linking of the source code to an executable program, or during a similar

20 processing producing an executable program, call séquences. or similar instructions,
which in the execution of the executable program in said computer provide for a jump t6
a corresponding entry point to said added object code which the computer then utilizes
to establish a communication channel to the connected external unit.

25 19. A device according to claim 18, _
characterized in thatsaid crypto means is adapted to enter into said part of
the software which is encrypted in accordance with the first algorithm (g1), a third key
(k3) intended to be employed in a third algorithm (g3) for scrambling of said part of the
software prior to its transfer to said external unit.

20. A device for making authorized utilization of software possible, particularly freely
distributed software, prepared by means of a device according to claim 16, the device
comprising a computer adapted to serve as a host computer for an external unit which at
least comprises a processor of its own and a computer readable storage medium, and

35 being intended to be connected to the host computer for the communication therewith,
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A device according to claim 21, and belng adapted to make authorized utilization

possible of software prepared by means of a device according to claim 19,
characterized in thatthe external unit comprises descrambling means to
descramble in accordance with a fourth algorithm {g4) and a fourth key (k4) said part of

25 the software being encrypted in accordance with the first algorithm (g1), and which, prior
to the first transfer session, is scrambied by the host computer according to said third
algorithm (g3) and transferred to the external unit in said first transfer session, said third
key (k3) used by the host computer in this scrambling being based on a number
randomiy selected for the respective transfer session and preferably provided by a

30 number generator in the external unit, and said fourth key (k4) used by the descrambler
means in the external unit being based on the same randomly selected number as that
for said third key (k3), said fourth algorithm (g4) being the inverse algorithm of said third
algorithm (g3).
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the inverse 15 algorithmof said fifth algorithm(g5). 24. A device
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- 25 stored in such a way in said memory that they cannot be read by other means than the
processor of the separate article and never become available outside the separate
article.

25. A device according to claim 24,

30 characterized in that said separate article takes the form of a small
substrate plate, such as a plastic card, having the size of a usual credit card, or Smart
Card, the adapter means then comprising a card reader station for said substrate plate
which optionally may be incorporated with the host computer or a peripheral unit
connected thereto.
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27. A device acccalﬂs,rsglchasdieeﬂ’wemstandardc har acteri zedinthat
sai dseparate article takes the formof an electronic 10 blind plug, or
the like, said adapter neans then conprising an input-output term nal of

t he host conput e7. A device according to claim 24,

characterized in thatsaid separate article takes the form of an electronic
10 blind plug, or the like, said adapter means then comprising an input-output terminal of
the host computer. '



