HYBRID USER INTERFACE HAVING BASE PRESENTATION
INFORMATION WITH VARIABLY PROMINENT SUPPLEMENTAL
INFORMATION TECHNICAL FIELD [0001] The subject invention relates
generally to industrial control systems, and more particularly to various
automated interfaces that interact with industrial control systems based in
part on detected factors such as a user's role, identity, location, and so
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computers utilized for controlling industrial processes, manufacturing
equipmeNtTEhySHEES é%ﬁ?%%’eﬁl‘é%%%&iﬁ%ﬁ%ﬂw
networked systems. At the core of the industrial control system, is a logic
processor such as a Programmable Logic Controller (PLC) or PC-based
controller. Programmable Logicw ance, are programmed
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user-designed logic programs or user programs. The user programs are
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e?gﬁ ple, are also common. Associated with the user program are a
p ura]ity of memory elements or variables that provide dynamics to PLC
operations and programs. Differences in PLCs are typically dependent on
the number of Input/Output (I/O) tﬁg&f&ﬂ{ ss, amount of memory,
number and type of instructions, and speed of the PLC central processing
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HMI/automation control systems are generally limited in their ability to
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Where such mechanisms do exist, they tend to be either overly intrusive _
(@GBS BENGCHEUERMS &is FEHEAENMISISY Y BBpBRTgrally exccuted by the PLC in

a sequential manner although instruction jumping, looping and interrupt routines, for

example, are also common. Associated with the user program are a plurality of memory
elements or variables that provide dynamics to PLC operations and programs,
Differences in PLCs are typically dependent on the number of Input/Output (I/O) they can
process, amount of memory, number and type of instructions, and speed of the PLC
central processing unit (CPU).

[0603] One area that has grown in recent years is the need for humans to interact
with industrial control systems in the course of business operations. This includes
employment of human machine interfaces (HMI) to facilitate operations with such
systems, where the HMI can be provided as a graphical user interface in one form.
Traditional HMV/automation control systems are generally limited in their ability to make
users aware of situations that require their attention or of information that may be of
interest to them relative to their current tasks. Where such mechanisms do exist, they

tend to be either overly intrusive (e.g., interrupting the user’s current activity by “popping



up" an alarm display on top of whatever they were currently looking at) or
not informative enough (e.g., indicating that something requires the user's
attention but not providing information about what). Often times, the user

must navigate to another display (e.g., a "detail screen”, "alarm summary"

upO®r el SarRRH I detRmine dhgitRIuiR9f e dnfRrMatioNOLIENENAD or not
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situation; (2) the user must know that such information exist
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to provide a basic ynderstanding of some aspects described herein. This
SRS KoP S iinehid BUaroiasr Hor e FbREBRHETaHERS be e: (1)
whiayfbtiticabelenyeris ovatodislnediaitbaiscoperahthe huakiousuaapestsake that
escribed herein. It le purpose is to present some cancepts.in a u )
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dispdusitialaviomation system, comprising: at least one base presentation
component to display one or more elements of an industrial control

environment; and one or more display items that are dynamically
superimposed on the base presentatigaeemponent to provide industrial
control information to a user. [0006a] An_alternate aspect of the present

109k ntion proSidLoy e MsEFIbSgerEratdicd s IReman P rffolarterTake s basic
undampiiding ogenerating-onedesdnNbee hasenpresertationstor ia givel extensive

ov 35S ool syplem sonieyt elerinng one of mpre users cureent
various aspects described herein. Its sole purpose is to present some concepts in a
simplified form as a prelude to the more detailed description that is presented later.

0006} One aspect of the present invention provides an industrial automation
system, comprising: at least one base presentation component to display one or more
elements of an industrial control environment; and one or more display items that are
dynamically superimposed on the base presentation component to provide industrial
control information to a user.

[6006a] An alternate aspect of the present invention provides a method to generate
an industrial control interface, comprising: generating one or more base presentations for
a given imdustrial control system context; determining one or more users current context;
and automatically adjusting display information to the users based upon the control

system context and the one or more users current context.
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and automatically adjusting display information to the users based upon
the control system context and the one or more users current context.
[00071 A further aspect of the present invention provides a computer
readable medium having a data structure stored thereon for an industrial
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and means for automatically adjusting data items on the base
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[00101 Fig. 2 is a schematic block diagram illustrating a context
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BRIEF DESCRIPTION OF THE DRAWINGS

[0049] Fig. 1 is a schematic block diagram illustrating a graphical user interface
system.
{0010] Fig. 2 is a schematic block diagram illustrating a context component for a

graphical user interface system.
(0011} Fig. 3 is a diagram illustrating an example base presentation and overiay.

[6012] Fig. 4 is a diagram illustrating an alternative base presentation example

and overiay.

[00E3] Fig. 5 is a diagram illustrating an example system for presenting

information to a user based in part on context and location.

[6014] Fig. 6 is a flow diagram illustrating an interface process for presenting
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[0014] Fig. 6 is a flow diagram illustrating an interface process for
presenting 3 information to a user in view of context and/or location.
[0015] Fig. 7 is a diagram illustrating an alternative system for presenting
industrial control information to a user. [0016] Fig. 8 is a diagram
illustrating an example security component for identifying users and/or
attributes. [0017] Fig. 9 is an alternative processing system for presenting
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Systems and methods are provi a e various interface
apP¥itsttions th&ignoie edirdenmyl boiranumunedieassito vstas florpresenting

indlugtial GoRiel imysigMoINoRg.&sPect, an industrial automation system

is provided. The system includes a base presentation component to
dik}it8l one or Figr8 klaHieamobistating tias vonplesesHUiEoprmenent for

Vatiaus,dispiaysiigrrs.canibedynamically superimposed on the base
presentation component to provide industrial control information to a user

IN%Nother aspgdgt Bitise MHausling BiassssiAYslradaT Rigwaimgndustrial control
conpengihiopiRyided to identify a physical or a virtual location for a user

in an industrial control environment. This can include a context

component to determine at least one attribute for the user in view of the

physical or virtual location. AEEsenNEDIQESORPONeN then provides
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processor, a processor, an object, an executable,’a thread of execution, a

prograrRizicanpmputt ey pRy idean disiltiab ration] inbthvemiapplieaten In another
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components may reside within a process and/or thre 0]
physical or a virtual focation for a user in an industrial control environment. This can
include a context component to determine at least one attribute for the user in view of the
physical or virtual location. A presentation component then provides information to the
user based in part on the physical or virtual location and the determined attribute.
[6019] It is noted that as used in this application, terms such as “component,”
“display,” “interface, ” and the like are intended to refer to a computer-related entity,
either hardware, a combination of hardware and software, software, or software in
execution as applied to an automation system for industrial control. For example, a
component may be, but is not limited to being, a process running on a processor, a
processor, an object, an executable, a thread of execution, a program and a computer. By
way of illustration, both an application running on a server and the server can be
components. One or more components may reside within a process and/or thread of
execution and a component may be localized on one computer and/or distributed between

two or more computers, industrial controllers, and/or modules communicating therewith,

[0020] Referring initially to Fig. 1, a graphical user interface system 100 is



execution and a component may be localized on one computer and/or
distributed between two or more computers, industrial controllers, and/or
modules communicating therewith. [0020] Referring initially to Fig. 1, a
graphical user interface system 100 is 4 depicted for an industrial
automation environment. It is contemplated that interface system 100 can
form at least part of a human machine interface (HMI), but is not limited
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facilitate viewing and Interaction wi atare to automation contro
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environment. Interface system 100 includes a display component 110,
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component 110.can render a display to and/or receive data from a diS[?Iay
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information or data_concerning automation devices can be presented
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trackball, and/or depression of keys on a keyboard or pad with respect
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touching a graphical object. Other input devices’aré also contemplated
iﬁ@%ﬁ’i{j”b&?‘ﬁé?ﬂem 120 can receive input from a user, where user input can

correspond to object identification, selection and/or interaction therewith. Various
identification mechanisms can be employed. For example, user input can be based on
positioning and/or clicking of a mouse, stylus, or trackball, and/or depression of keys on a
keyboard or keypad with respect to displayed information. Furthermore, the display
device may be by a touch screen device such that identification can be made based on
touching a graphical object. Other input devices are also contemplated including but not
limited to gesture detection mechanisms (e.g., pointing, gazing...) and voice recognition.
[0623] In addition to object or information selection, input can correspond to
entry or modification of data. Such input can affect the display and/or automation
devices. For instance, a user could alter the display format, color or the like.
Additionally or alternatively, a user could modify automation device parameters. By way

of example and not limitation, a conveyor motor speed could be increased, decreased or



limited to gesture detection mechanisms (e.g., pointing, gazing...) and
voice recognition. [0023] In addition to object or information selection,
input can correspond to entry or modification of data. Such input can
affect the display and/or automation devices. For instance, a user could
alter the display format, color or the like. Additionally or alternatively, a
user could modify automation device parameters. By way of example and
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cBRifSient 110 is also communicatively coupled to base presentation
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can provide information of interest and can correspond to an icon, a
thberhisdity.a dialog box, a tool tip, and a widget, among other things. The
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color, brightness, and so forth as well as be animated for example fading
irpah@iohe bemressnistiearrbeuigifledeetbrspnnemidbe hase pypeergption. The item
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overview of information or essential content. Thumbnails as well as other
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PrassRies @Rt paul D SEtaRbus sizes, color, brightness, and so forth as well as be
animated for example fading in and out. Icons items can be utilized to communicate the
type of information being presented. Thumbnails can be employed to present an
overview of information or essential content. Thumbnails as well as other items can be a
miniature but legible representation of information being presented and can be static or
dynamically updating. Effects such as fade in and out can be used to add or remove
superimposed information without overly distracting a user’s attention. In addition, items
can gradually become larger/smaller, brighter/dimmer, more/less opaque or change color
or position to attract more or less of a user’s attention, thereby indicating increasing or
decreasing importance of the information provided thereby. The positions of the items
can also be used to convey one or more of locations of equipment relative to a user’s
current location or view, the position or index of a current task within a sequence of tasks,
the ability to navigate forward or back to a previously visited presentation or view and the

like. The user can also execute some measure of control over the use/meaning of these



dynamically updating. Effects such as fade in and out can be used to add
or remove superimposed information without overly distracting a user's
attention. In addition, items can gradually become larger/smaller,
brighter/dimmer, more/less opaque or change color or position to attract
more or less of a user's attention, thereby indicating increasing or
decreasing importance of the information provided thereby. The positions
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equipment relative to a user's current location or view, the position or
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systems, devices and associated equipment. Device context data can include but is not
Iimited to logical/physical locations and operating status (e.g., on/off, healthy/faulty...).
Returning to FIG. 1, the context component 150 can provide the datermined,

detected or otherwise acquired context data to display component 110. Display
component can then utifize such data in determining which base presentations and or

items to display as well as their format and position.

IOGZS] By way of .example‘, as a user navigates through interface system 100
{(physically or virtually}, the system 100 can determine and track their identity, their roles
and responsibilities, their areas or regions of interest/responsibility and their activities,
Similarly, the system can maintain information about devices/equipment that make up the
automation control system, information such as logical/physical locations, operating
status and the types of information that are of interest to different persons/roles. The



systems, devices and associated equipment. Device context data can
include but is not limited to logical/physical locations and operating status
(e.g., on/of healthy/faulty...). Returning to FIG. 1, the context component
150 can provide the determined, detected or otherwise acquired context
data to display component 110. Display component can then utilize such
data in determining which base presentations and or items to display as

Welias HeHfPERARLROSINININ QR RE B Wak ALEXREIRIG 88 Lo ifbrmation
navigates through interface system 100 (physically or thually;, the
f

SHREERT Gts Rk HERSRATING SRAgaRIORERCIR AYE e Hoe gng Agtivitics, among
respangipdities, their areas or regions of interest/responsibility and their
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and a first pump as well as a mixer, motor, a second value and a secon
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presentation 310 does not occupy they entire display rather it is centered
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related or situation specific information. Items 320 and 321 are graphs of
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rggglgrrc?iggw tllgg Eggssep;?r%gér?tzgt}gn 310. Ttems 320, 321, 322, and 325 are superimposed on
the display and are positioned along the periphery of the base presentation in accordance
with an aspect of the invention. This positioning is beneficial at least because it does not
obscure information provided by the base presentation 310. By contrast, items 323 and
324 are superimposed entirely over base presentation 310, but are small enough not to
cover any objects provided thereby.
[0030] A user can interact with any of the display objects which may cause the
display to change. For instance, if a user selects or otherwise identifies item 325 the
display 400 of FIG. 4 could result. As illustrated by FIG. 4, the interface system updates
the base presentation 410 to show the selected information and automatically
superimposes new, situation-specific information that is related to the updated display

400. In particular, items 410, 420 and 430 are displayed. Item 410 provides information

regarding a shift production report and item 420 identifies that help is available for



associated pump and item 324 provides an indication that help information
is available upon selection of the item, for instance. Item 325 is shrunken
representation of details regarding the base presentation 310. Items 320,
321, 322, and 325 are superimposed on the display and are positioned
along the periphery of the base presentation in accordance with an
aspect of the invention. This positioning is beneficial at least because it

dQQPIWE&R%%iMPﬁP@J{iﬁﬂp%p\ﬂgﬁ%?@/ e Q@&ﬁk@ﬁe‘%@ﬂ@p@ﬂwe@i}ﬂus base

contrast, items 323 and 324 are superimposed entirely over base =~
presuRtation Jloidlie ate ThasarengriHstotheovarigny isjories prtlierr 410 by

therehind A0RhAddsetcaniferact with any of the display objects which
rriﬁé?(ﬁuse the_display to change. For instance, if a user selects or
0

se idenBfEETHRMA IR dish &y U0 o tam 20t g nstaiedder
illgatratedibypritntnghetimesasc.sysiaauupdaies: ihebasereseHalional

410 to show the selected jnformation and aytomatically superimposes

nBYC ARG ASEEHE!infO¥IESH it RTBftas At iREnGhaatstgighrgmponent
4602 thapay donttuiéenasoliih 430raad AR ansidisnRyeYoitems4dem 500,

ides jnf ti egardi ift producti t item 420 .
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eliidfle systefmBODnwitustsiatforaadraiicdats/ rasktiiogeintdrenatjorhere N is
of | Qne.orm ers in an industrial, autemation environment.
O el
configaredticaodteinanipnndtiongiegeataim§User(s ol ube(sy StEnaBoB s the system
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equipment(s). The information retrieval component 502 can'be furt

coifigurtanacaratiameabrosenitldion orepfefeniteniiptheriporaatidhcan be
SQ&%&Q;Q@, RIRRSRIEHRIb G 4P RHRY 499/%%%@%&{1{‘29{ SUSHR. THSHRe L pects,

at 504 as User 1 through User N, where N is an integer equal to or
grEdes f98rcanescctipRyscsltpheHorn mens.(Bugh sehimayic midkasication
With ARE/RL Davigaie HFeUeRaYSifLe Wias g S e (R o0 sppasEat a

system
plurality of identification schemes can be utilized with system 500 and all such alterations

Fig, 3. The.user can return tq the previous b se1|ar§sentati%gld§19]£)¥ser(s)
|g.q5, an ’

and modifications are intended to fall within the scope of the detailed description and
appended claims.

[0033] Utilizing the user identification, information retrieval component 502 can
determine and/or track the context of each user 504. This information can be retrieved
from one or more database or other storage/retrieval means that can include a user/role
context data component 510 and/or a user/role historical data component 512. The
context of each user can be, for example, the role, position, responsibilities, authorized
programs, areas or regions of interest, activities, etc. as it relates to the particular user.
[6034] The information retrieval component 502 can further be configured to
access historical data 506 from a device equipment context component 514 and/or a
device/equipment historical component 516 that include data relating to device(s) and/or

equipment. For example, information regarding the devices and/or equipment that are



500, the information retrieval component 502 obtains, receives, requests,
and so forth information regarding each user 504. A means for identifying
each user 504 can be employed, such as a unique user name and/or
password, for example. In other aspects, system 500 can use alternative
identifications means, such as biometric authentication that utilizes
physical characteristic unique to individuals. It is to be appreciated that a
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such alterations and modifications are intended to fall within the scope of
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track the context of each user 504. This information can be retrieved from
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useERensomiex e canmeRt @l hang/RERUsRIfPIRiaiplcRl Hafdecause of
component 512l[1.§The context of each user can be, for exarg%e, the role,

pHSHBTR ARSI iRtES USRS Y VAR gRathus s s g mistsm 500. The
inkekeaia@ativiiesy #itmgoiidiel 3RS igihRepatififfared 36 fup B3 Th€orical data
inggrmation retrieval component 502 can further be configured to access
historical data 506 from a device equipment context component 514

afydfla devicBhednipmetibhistokical eanpporent @lethatdtelwdefiiatad to

relatin to.%‘evi S) and/q uipment, Fqr example, information . .
e TR R A R B ssocira wit
asyeiemathof. controk systedeces lactimiel vk dlityrofghfDaviatidon shdfdsone or more

intai ored. le maintained information include
A B B O O it con e
irformratiohioh atatre iofantetest. td odifferepicuseigianddetausernnoleds fgroperating
e ; auto [ trol t \Vi ir
T e B O S SR IR AURE cach
dipareiviioetidach opereang honwiindebsnadepiatesasd with system
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update the historical data 506. 100351 formation retrieval
copbeient 02 b alkbbsantessigdiadniyrinasiercrslitingda lathadicitdes 518

regfding e daViIER(® ANHOLRAVRMENLESSRABIS MBS between the two sets of

information (historical 506 and real time 518) and identify or infer information that may
be relevant to users’ current locations and activities. For example, if there is an alarm on
a device and/or piece of equipment, based on the user context, the user may be presented
information relating to such alarm condition. If the user context and/or historical
information indicate that the user 502 is not interested in the particular device and/or
equipment, the information retrieval component 504 will not present such information to
the user. This determination can be made based on the user role, context, historical, and
other information obtained as well as the device/equipment context, historical, current,
and other information. If a determination is made that one or more user 504 would be
interested in such information, the information is presented to the one or more user
interested in the data, as shown at 510.

[6037] By way of example and not limitation, if an operator is working in the

bottling area of a brewery, system 500 can automatically present that operator with
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system 500. One or more device, labeled Device | through Device N,

and/or one or more equipment, labeled Equipment | through Equipment

N, where N is an integer can be monitored for status information. For

example, real time data can include the operating status of the
device/equipment (e.g., off, on, run, ...), the current stage or process of

each device/equipment (e.g., operating, line of code being implemented,
hd0R36% The riRrmalion (GHieal.eampenpil SRR L0 MAKE Buipment located
determmation whether a User would be Interested in information
refetingie inpahiidutbe apevite/sdedpivbnbiandadyabie avrsaaenapRIMES is
a@ﬂ’r@ﬁéi? lé@&ﬁﬁlg %W{é&eafg\éo tﬁ@‘s@&&ﬂ@ﬂ‘&@ﬂ %Peégfﬁtﬁ{dp @Lé%tﬁqgfonnation

real time 518) and identify or infer information that may be relevant to
uskqdt derrerinloefsisare B deuiser andiea pgpiemenh doeatsdin Hiaraicarit

aglevicriand(re pigcaieayipmant Based-onithe Usereeniexh teIisein the
may be presented information relating to such alarm condition. If the user

coHte shash i Brrsan sirdihdnBrTtRb i e eriglestyss aprquipment,
injerastesinthenarticdlar deviceand s eavipmentutheniormalion at
retrieval component 504 will not present such information to the user.

THHEstRaia s haRAnE M A PSHLREABA TRINISRIRN SPBBIREE RFe Prosented
histerieadicand other information obtained as well as the device/equipment
context, historical, current, and other informatian. If a determinatjon. i
Tt ol iRl SOHROORIBE LR R kB on,
thefoniertaticiise e savied, thitharpasooMbrplider ofntepksiatibin the
catay a5 shonn 2210, 00371, By way of example and natimiatien. .28
op&rator ISaSTRING ih the “BStiRG BrE30Fa Dréwery, System 5 can
asiproaticdl i présent tnatobpsratoplithit&Obpfibrmoadior Abositaheooerpestmay
operaionahsiats,afihe devices andior sauipmentioeaisd dn i, areals
which the operator is focated. %Illmlfér]ily,yifwa maintenance engineer Is
cdesentiydvherking forthraggiectbreaskh bk d ystdnas00i Hamguestant thdepseriate that
wWith | ion _ahq mal f devi
o e e el a F oD R B e o
ot \Eitdralaly ima Wit thegaamw dvidreg Vartnet sHrilbistregdaighitse be required to

p{ﬁﬁ?&ﬁ%ﬂt‘giﬁ@elﬂ%{ﬂ%@% goQubgifigren; devices and equipment,

specifically, those relatéd to the electrical systems in that area of the
fdefiy] at The method 600 can identify the information of interest to one or more

user without prompting or requesting such interest information from the user(s). The
inference can be based on identity, role, location, and/or on text in a production facility by
matching the user’s location, context, and/or role with the location and/or status of
device/equipment/system being monitored.

[0040] The process 600 begins at 602, where one or more users are identified.

The identification of the user can be performed utilizing a plurality of identification
techniques and the disclosed aspects are not limited to any one known technique. Based
on the user identification, user information is retrieved, at 604, and can include contextual
information and/or historical information. At 606, real-time data regarding the devices
and/or equipment is obtained.

[0041] The method continues, at 608, where a determination is made whether a

user interest matches the device and/or equipment information obtained. For example,
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substantially the same time as the operator and maintenance engineer are
presented information. 100381 Fig. 6 illustrates a methodology 600 for
presenting user(s) with information of interest. While, for purposes of
simplicity of explanation, the methodology is shown and described as a
series of acts, it is to be understood and appreciated that the
methodology is not limited by the order of acts, as some acts may occur

iR, dliff t ' £ C that sho
B R R O OB can
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oreover, not all illustrated acts may be required to implement a
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iRfpERale hefrinteIas!9e0R el PIKE wHSEH) WINALRIBBLNGMod that more than
requesting such interest information from the user(s). The inference can
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determination or inference is that the user would most like y?)e Interested

ifehderifervsaleseribasdssieneandatedivdontinues, at 608,

[0042] Turning to Fig. 7, an alternative system 700 is provided for manipulating
or processing user interface applications. The system 700 includes a presentation
component 710 that produces and manages interaction with an element provided on a
base display. The format of the element including the data to be supplied therewith can
be influenced by settings 720 and context component 730. Additionally, connection
component 740 is provided to set up connections to one or more sources 750 to supply
data to the element. The system 700 can also include an update component 760. The
update component 760 can monitor one or more sources and detect changes to particular
data being utilized by the presentation component 710 for an element. Hence, the update
component 760 can be communicatively coupled to the presentation component 710 and
connection component 740. The update component 760 can receive, retrieve, or
otherwise obtain the location and identity of data of interest from the presentation
component 710 and can then monitor the particular source 750. If a change is detected,

the update component 760 can inform the presentation component 710. Subsequently,
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where the information is presented to the user(s). It should be understood
that more than one user can receive substantially the identical information
or different information at substantially the same time. If the
determination, at 608, is that the user is most likely not interested in the
information ("NO"), the method 600 continue at 606 where real-time data
is monitored for information that might of interest to one or more users. It

ISHO R MLRISER0R: 1Y LRISAGHRRNRG FECHINE SURTSABhAMONHIRES Hdated
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system can be configured to automatically poll and/or report .
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also include an update component 760. The update component 760 can
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update component 760 can be communicatively coupled to the
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identity of data of interest from the presentation component 710 and can

tHER RO BE e drhe Gref edinkeomponerbi3tanahesdbesteavitharticular
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Subsequently, 12 the update compgonent 760 can provide the presentation
SEAIPE TRADAES Tt ’dﬁﬁéfé’@' The credentials specify the type, class and/or

category of information that a user can obtain, or alternatively is prohibited from
receiving.

[6044] Fig. 9 illustrates an alternative system 900 for processing the interfaces
described herein. Similar to Fig. 7, the system 900 can include a presentation component
910. The presentation component 910 can generate and control interaction with one or
more elements added to a base presentation. Settings 920 and context component 930
can be utilized to influence the format as well as the data provided by an element,
Connection component 940 is communicatively coupled to the presentation component
910 and one or more sources 950 and is operable to establish a connection between the
presentation component 910 and one or more data sources 950. An update component
960 monitors one or more data sources via the connection component 940 to enable

detection of data changes and facilitate notification of the presentation component
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data or the presentation component can retrieve the data itself via the
connection component 740. It should also be appreciated that this type of
polling methodology can be executed by a source for example utilizing a
serve-let, thereby eliminating the need for the update component 760 in
certain instances. [0043] Fig. 8 depicts a security component 810 that can
be employed with the interfaces described herein. The security

CaipRen €AY BAEh Cahd g apRHibertiGaton sg&mmﬁg@%.&rhe security
ponen

credential component 830. The authentication com 820
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unique to individuals. For example, biometric authentication can include
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crediaritalmypacify 2he type vty andiophiett gonpoidnfombsticguiritaisername

Ud B&Q&&Eﬂi%l@r@iﬁ%&?}iX%'%’eﬁr&%?ﬁé%ﬁgdfﬁ? %uE%C&%i&%]; OB RIGorRnt to

illustrates an alternative system 900 for processing the interfaces
dEséliftschiospeiric Sientidiceditng. 7, the system 900 can include a

Pigggtation compppants 3. TGRILSBRHBRGRIRPREM R A G raphical User

generate and control interaction with one or more elements added to a

biderfseedEHRiorinSEenyEotg Hrdpes Aeae Cumis dhroproyBbng dpdpgrial control
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Connection component 940 is communicatively coupled to the
pFESSHELLRIRCSIRH GHEMRT DRDIBR G BHEGPIEIBX Jatbdscsbisadispays, formats,

opgiRk B iesiRRISH ArsRNIeLaR e WG RR A RESEERELINR ERABIPARENEor

910 and one or more data sources 950. An update component 960

TSRS Shh SRREEIRS HcAR YRR IRSIHRY Sothat B RO FHETERP R OMEP

epaiiEer although other type applications can be utilized. The GUI can include a display
having one or more display objects (not shown) including such aspects as configurable
icons, buttons, sliders, input boxes, selection options, menus, tabs and so forth having
multiple configurable dimensions, shapes, colors, text, data and sounds to facilitate
operations with the interfaces. In addition, the GUI can also include a plurality of other
inputs or controls for adjusting and configuring one or more aspects. This can include
receiving user commands from a mouse, keyboard, speech input, web site, remote web
service and/or other device such as a camera or video input to affect or modify operations
of the GUL
[0046] It is also noted that the term PLC as used herein can include functionality
that can be shared across multiple components, systems, and or networks. One or more

PLCs can communicate and cooperate with various network devices across a network.
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detection of data changes and facilitate notification of the presentation
component 13 thereof, inter alia. The system 900 also includes a security
component 970. The security component 970 is communicatively coupled
to presentation component 910 and facilitates control of data presented
by elements. Accordingly, a mechanism is provided to ensure that at least
some data is presented only to authorized or identified users. By way of

eXHRIRIG: IS CUFIRALRMP ARG NS canBIovideRecIN & slRntidls faputer,
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an engine, editor tool or web browser although other type applications
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buttons, sliders, input boxes, selection options, menus, tabs and so forth
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also jinclude a plurality of other ig@uts or controls for adjusting an
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service and/or other device such as a camera or video input tg affect or

rﬁ%‘&ﬁﬂ?dé VaEMpects described herein are intended to embrace all such alterations,
modifications and variations that fall within the spirit and scope of the appended claims.
Furthermore, to the extent that the term “includes” is used in either the detailed
description or the claims, such term is intended to be inclusive in a manner similar to the
term “comprising” as “comprising” is interpreted when employed as a transitional word

in a claim.
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of the GUI. [0046] It is also noted that the term PLC as used herein can
include functionality that can be shared across multiple components,
systems, and or networks. One or more PLCs can communicate and
cooperate with various network devices across a network. 14 This can
include substantially any type of control, communications module,
computer, 1/0 device, Human Machine Interface (HMI)) that communicate
via the network which includes copiralpgdtomation, and/or public
networks. The PLC can also communicate to and control various other
d&AaLs sliemeddsnput/Output modules including Analog, Digital,
Programmed/Intelligent 1/0 modules, other programmable controllers,
communijcatigns modules, and the like. The network (not shown) can
intlude AUAREUHERL BHQUIIR SXStHD- RSt tranets, and automation

networkst$eigh @s bepitdsandtibifermptiacmProtsshihR)rehvay kements of an
incl din.galDeviceiNet.and Contro)Net. Other networks include Ethernet,
D‘ﬁ#ﬁﬁﬂ REHBLE RS8R Modbus, Profibus, wireless networks,

serial pretocolsioandigdafontémbrttaddidaiynthe cuivaiceyices! cantiadiude
various ossibliies (hardware andior sgftware components), These

irfclude compon@nfls such' a8 switchesd Wity Virual TogE rea’ detiork

(VLAN) capability, LANs, WANs, proxies, gateways, routers, firewalls, :
vigtual pri rk (; Vi servers, ;clients, computers
g S Al O g g v
hissibéan destribud aewetinoluddseseipgscatsnp kuypspatis. thdglisplay items.
course, not possible to describe every conceivable combination of

components or methodologies for purposes of describing these aspects,

bt one BivovdiranpEritimstheatt fritiereevpniviagiaatisnkye surtieaent that renders
COREHIANIRNG: PR TIAHANS AEHRRSHIRIBoRECGIREY: R ABBREST a monitor,

described herein are intended to embrace all such alterations,
niddiationg Babilsdetrsnantatwah Rieisethe spirit and scope of the
appended claims. Furthermore, to the extent that the term "includes” is
used in either the detailed description or the claims, such term is intended

tdbe indiiEDEFRLARHMS Sihiialbfodinelsbeitsmeainpissrigted gvith alphanumeric
" cAmEYISINGrrip e raRtadon I QN AEHQYES A transitional word in a

claim.
5. The system of claim 4, the data is static or updated dynamically to provide

information in real-time as changes or events occur.

6. The system of claims 1 to 5, further comprising an interaction component that
receives input concerning one or more display objects and information associated to the

display objects.
7. The system of claim 6, the interaction component receives input from a user or

system, where user input corresponds to object identification, selection or interaction with

the interaction component.
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15 CLAIMS What is claimed is: 1. An industrial automation system,
comprising: at least one base presentation component to display one or
more elements of an industrial control environment; and one or more
display items that are dynamically superimposed on the base
presentation component to provide industrial control information to a user.
2. The system of claim 1, further comprising a human machine interface

g. (HMh\tofagilitate vigwing apdinterastiononiifibiageprasentaiiondentification
component or the display items. 3. The system of claims 1 or 2, further

comEH R RERAG Efnponent that renders a display to or receives data
from a display component including at least one of a monitor, a computer,

a mgpile device, and a web browser. 4. The system of claims 1 to 3, the
9. iR FETREA LEb AT B R ChLiatares G s, o
tradkitilationsbauticokeiged data.Bspehe isydisprpiciaiiraation. dataish screen

static or ated dynamicall provide_information.in.real-ti .

e s e B R SRS S T I R ot o
gesoomirisinigacointenantiorn eomponamgtiabrecrivesiiput concerning one

or more display objects and information associated to the display objects.

7. The system of claim 6, the interaction component receives input from a
10.useffbe sysitem ofvklaigsiseionPut eshesspunEETe DBt iRentiicitiorenerate a
wa ]@q%g@;ﬁgt&rgg@g&w@h the interaction component. 16 8. The system

of clai

aims 6 or 7, further comprising at least one identification component
for at least one user. 9. The system of claim 8, the identification

11 compRuentinglusies amouse, aistykus, Badsapkballiaikeyhoaseenkeypattes,
with respect to displayed information, a touch screen device such that

TeCRIEPRIAICAHBYFEAN BEAEE ISSRRECEh TRIEHAL SGr &b BB £V ITonment

including one or more objects representing, devices or information pertaining to devices.
12.  The system of claims 1 to 11, the display items provide information of interest
and correspond to an icon, a thumbnail, a dialog box, a tool tip, or an object display.

13.  The system of claim 12, the display items are transparent. translucent, or opagque

and are of various sizes, color, brightness, or animated including fading in or fading out.
14.  The system of claims 12 or 13, the icon is wtilized to communicate a type of
information being presented, where the thumbnail is employed to present an overview of

‘information or essential content.

15.  The system of claim 14, the thumbnail is a miniature but Jegible representation of

information being presented and is statically or dynamically updated.

17



gesture detection component, or a voice recognition component. 10. The
system of claims 6 to 9, further comprising a component to generate a
warning, an alarm, or a schedule. 11. The system of claims 1 to 10, the
base presentation component generates, receives, retrieves or obtains a
graphical representation of a production environment including one or
more objects representing, devices or information pertaining to devices.

126 The systeateaf slaimm! 10id 1sthe gishlayiesis evidsiiarmalianabe data

interest and correspond to an icon, a thumbnail, a dialog box, a tool tip, or
atiSbjdelgiigd 13lerrs oy snaliesfaalans ugfscarifupmnentisakys, opaque

traRpRgteBE canshicanbs AispRaE WS 1 ARG R HAHQUT §188S:; CAlhtion, thereby
br‘i.g:fntness, or animatea including fading in or, fading out. 14. The system
0

EIGRHOs D SPEERL (e RilPRa TN Es mhismiexrd mippragpn.

information being presented, where the thumbnail is employed to present

an-overview of information or.essential caontent. 15. The system of clajm .
1¥7the theBRIS 2 R L ST R TR A A BIo TR AR e fems to
beingpresentaechbend s staticad§ audynemieddlyvapo ated: s Zuktent hecation or
SRS slaims {04 fpriher coampusing,a component ig adiust e,
data items to be viewed asa\arger or smaller |sp‘T ys, ngh?er or dimmer ™
divpigpts paaueordisghdys, prdwaskyinisitalgrrdisplaysitoratiract more or

less of a user's attention, thereby indicating increasing or decreasing
importance of displayed information. 17. The system of claim 16, further
cbbaprisirlty axijlestingouisiadris f thabatadomsie sselveycorrewpenons tofenable

locations At eaUPRRRIEIRIVELD 2 ﬁﬁ?éﬁ%ﬁﬁqﬁélmgg gpe%m\(ﬁ%aw hat change

position or index of a current task within a sequence of tasks, or-an ability
tdromigateTornEs Rt asROmSElesiisnsly visited presentation or view.
18. The system of claims | to 17, further comprising a selection
component to enable a user to view and interact with data in fuller detail

indluding 5r&steti daintide dfahgahersampesioes senva LiemrisRiden
sglegtiane hYsdMeiSusieNrokClaimsoh IR fWheySOmPEisiRA A GRS X s

component to determine a user's identity, role, location (logical or

PPRTOLE IUGIRERe YA Augpmation devices.

20.  The system of claim 19, the context component is associated with a device
component that detects or determines context data pertaining to automation devices

including control systems, devices and associated equipment.
21.  The system of claim 20, further comprising a component to create mappings or

linkages between at least two sets of information and identify information germane to a

user’s current location or activity.
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Cala

previous interactions with automation devices. 20. The system of claim 19,
the context component is associated with a device component that
detects or determines context data pertaining to automation devices
including control systems, devices and associated equipment. 21. The
system of claim 20, further comprising a component to create mappings or

ligkagesDpeeablaRkiig SRS RIMA SR IEHHDS! c%r mation

germane to a user's current location or activity. 18 22, A method to

generat8 SIS OE SIFe PR PrESENeH AR EIR § EHEACRINAY Y foprol system
nQERRase presentations for a given industrial control system context;
determining one or more users current context; and automatically

adjustingrEPENAR PSR T AEFS CUBRRLEREEH 8 the control system
CONteXt aid:Hie QNG 4 1EHY URIBCHITON SGas 1R TROARIpE:Dfhe control

claim 22, further comprising automatically suPerlm posing data on the
bEEECH SOBHTH ATSES £1% REROSRSETS YRRt S80IRE- data appears inside

or within proximity to the base presentation. 25. The method of claims 22

St DB BRI 1 bR AP P BTEEFALY PP S n o o

. mistltadegfreleim@ndhe superimposed data includes historical data,

machine data, warning data, attention data, help data, or production data.

27. A computer readable medium having a data structure stored thereon

f@dan iMhestrithebofrdhintéfate, omyisiag: iasidstod atitlfie ohtaispecify the base
an industrial control environment context; a second data field to specify a
lE%ersec%n%‘é’ﬁ'; and a third data field to control display interface operations

based in part on the industrial control environment context and the user

co8 t ex_t.thé g?&}gcef g &Iter r%} (ég E!‘f, ﬂ%%'%%%ﬁi%‘fﬁ‘g%ﬁowﬁﬁg b selection
comprising a field to contro
component to select a superimposed data item associated with the base presentation.

26.  The method of claim 25, the superimposed data includes historical data, machine
data, warning data, atfention data, help data, or production data.

27. A computer readable medium having a data structure stored thereon for an
industrial control interface, comprising:
a first data field to specify an industrial control environment context;

a second data field to specify a user context; and
a third data field to control dispiay interface operations based in part on the

industrial controf environment context and the user context.

28.  The computer readable medium of claim 27, further comprising a field to control

-2 size or an opagueness of the display interface operations.
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a size or an opaqueness of the display interface operations. 19 29. The
computer readable medium of claims 27 or 28, the third data field includes

an indication of a user's identity, role, location (logical or physical), current
activity, or previous interactions with automation devices. 30. An industrial
controller interface, comprising: means for generating a base presentation

of a factory; means for determining a user context within the factory;

mians foheontrpliingreadiblehicalwserfictafacky for 1petiactony danadileansudes an

for. & atically adjusting data items on the.base presentation in view. of
R s R o
BASERRESENIONT IO iNPORIVAIIONsWITH VARIABLY PROMINENT
SUPPLEMENTAL INFORMATION ABSTRACT Systems and methods

are provided that enable various interface applications that more
effftienti e oidisiisleteiia iufes fmpristgstrial control system. In

one aspechanindnsial AVRRAN SYSEILBRIYARd. The system
includes a base presentation component to display ohe or more elements
of an indi@PRfUckivmiBvRE B HAsEPROIPA BIb i dhtdyotemis can be
dynamiGaliv,SUBEEERROBRE 2R:HPRiPASRPIRREHIALIRS SRPRANSNLIQ

provide industrial control information to a user. In another aspect of the
industridM AR ALAYREgUally sdistmrsintoismsrntie bsuasanatasmifjicw of
athehisiealisduvbtyahiegqation for a user in an industrial control

environment. This can include a context component to determine at least

one attribute for the user in view of the physical or virtual location. A
presentation component then provides information to the user based in

part on the physical or virtual location and the determined attribute. Figure
121
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