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BLOCKCHAIN-BASED WORKFLOW NODE CERTIFICATION METHOD AND
DEVICE

Technical Field

The present disclosure relates to the field of workflow information security, and more
particularly, to a blockchain-based workflow node certification method and device.
Background

In a current software system, there are two ways to implement specific transaction processes.
One way is to directly implement specific functions with code after collecting demands and write
the code into the software system. The other way is to write the code into the software system in
a process modeling manner. Users can flexibly modify the transaction process as needed.

However, in the prior art, no excellent security determination mechanism has been
established for the security of specific data of workflow nodes, and there are risks such as data
tampering and data leakage.
Summary of the Invention

In order to solve the above technical problem, the present disclosure provides a blockchain-
based workflow node certification method and device. The method and the device are configured
to solve the technical problems of data tampering and data leakage caused by the lack of a
scheme for certifying specific data of workflow nodes in the prior art.

According to a first aspect of the present disclosure, a blockchain-based workflow node
certification method is provided, including:

step S101: establishing, by a certification party, a general workflow template using a JSON
language, the general workflow template comprising a plurality of workflow nodes each having
an audit attribute for indicating whether the workflow node needs to be certified;

step S102: establishing, by the certification party, a general data template using the JSON
language based on the general workflow template, the general data template defining data

needing to be collected and transmitted in a workflow execution process;
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step S103: instantiating the general data template and the general workflow template; and

step S104: acquiring a current workflow node in the instantiated general workflow template,
determining, based on the audit attribute, whether the current workflow node needs to be
certified, if yes, certifying, by a centralized certification party, data needing to be received or sent
by the current workflow node defined in the general workflow template and a data template
defined in an instantiating process, and depositing certification, by a blockchain, for the data
needing to be received by the current workflow node and the data template received in the
instantiating process, the certification and certification deposition for the data template referring
to the certification and certification deposition for specific data in the data template.

Further, the general data template has uuid, name, version, languageType, contentType,
required, validation, and content fields, the uuid field is configured to define a unique identifier
of the general data template, the name field is configured to define a name of the general data
template, the version field is configured to define a version of the general data template, the
languageType field defines a language type implementing the general data template, the
contentType field defines a data type, the required field defines whether the data is required, the
validation field is configured for logical validation, and may contain a validation script or link to
external services to determine whether a data format is correct, and the content field may be
nested with other data templates.

Further, step S104 includes:

step S1041: acquiring a current workflow node in the instantiated general workflow template,
determining, based on the audit attribute, whether the current workflow node needs to be
certified, if yes, proceeding to step S1042, and if no, proceeding to step S1044;

step S1042: acquiring the instantiated current workflow node, acquiring data needing to be
received or sent, which is defined in the general workflow template by the current workflow
node, and a data template defined in an instantiating process, and sending the data and the data
template to the certification party for certification audit;

step S1043: after passing the certification audit, performing, by the certification party, Hash
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calculation on the data and the data template to obtain a Hash value, and sending the Hash value
to the blockchain for certification deposition;

step S1044: determining whether the current workflow node is an end node, if yes, ending the
method, and if no, proceeding to step S1045; and

step S1045: setting the current workflow node as a next workflow node, and proceeding to
step S1042.

Further, after the blockchain completes the certification deposition and synchronization, the
certification party obtains an ID of the certification deposition operation, and associates the ID
with original data.

According to a second aspect of the present disclosure, a blockchain-based workflow node
certification device is provided, including:

a general workflow template module, configured to establish, by a certification party, a
general workflow template using a JSON language, the general workflow template comprising a
plurality of workflow nodes each having an audit attribute for indicating whether the workflow
node needs to be certified;

a general data template module, configured to establish, by the certification party, a general
data template using the JSON language based on the general workflow template, the general data
template defining data needing to be collected and transmitted in a workflow execution process;

an instantiating module, configured to instantiate the general data template and the general
workflow template; and

a certification and deposition module, configured to acquire a current workflow node in the
instantiated general workflow template, determine, based on the audit attribute, whether the
current workflow node needs to be certified, if yes, certify, by a centralized certification party,
data needing to be received or sent by the current workflow node defined in the general workflow
template and a data template defined in an instantiating process, and deposit certification, by a
blockchain, for the data needing to be received by the current workflow node and the data

template received in the instantiating process, the certification and certification deposition for the
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data template referring to the certification and certification deposition for specific data in the data
template.

Further, the general data template has uuid, name, version, languageType, contentType,
required, validation, and content fields, the uuid field is configured to define a unique identifier
of the general data template, the name field is configured to define a name of the general data
template, the version field is configured to define a version of the general data template, the
languageType field defines a language type implementing the general data template, the
contentType field defines a data type, the required field defines whether the data is required, the
validation field is configured for logical validation, and may contain a validation script or link to
external services to determine whether a data format is correct, and the content field may be
nested with other data templates.

Further, the certification and certification deposition module includes:

a first determination sub-module, configured to acquire a current workflow node in the
instantiated general workflow template, and determine, based on the audit attribute, whether the
current workflow node needs to be certified;

a certification sub-module, configured to acquire the instantiated current workflow node,
acquire data needing to be received or sent, which is defined in the general workflow template by
the current workflow node, and a data template defined in an instantiating process, and send the
data and the data template to the certification party for certification audit;

a deposition sub-module, configured to perform, by the certification party, Hash calculation
on the data and the data template after passing the certification audit to obtain a Hash value, and
send the Hash value to the blockchain for certification deposition;

a second determination sub-module, configured to determine whether the current workflow
node is an end node; and

a setting sub-module, configured to set the current workflow node as a next workflow node.

Further, an association sub-module is also included, which is configured to obtain, by the

certification party, an ID of the certification deposition operation after the blockchain completes
4



10

15

20

25

WO 2021/073516 PCT/CN2020/120771

the certification deposition and synchronization, and associate the ID with original data.

According to a third aspect of the present disclosure, a blockchain-based workflow node
certification system is provided, including:

a processor, configured to execute a plurality of instructions; and

a memory, configured to store the plurality of instructions.

The plurality of instructions are configured to be stored by the memory and loaded by the
processor to perform the blockchain-based workflow node certification method as described
previously.

According to a fourth aspect of the present disclosure, a computer-readable storage medium
is provided. The storage medium stores a plurality of instructions therein that are configured to
be loaded by a processor and perform the blockchain-based workflow node certification method
as described previously.

According to the above solution of the present disclosure, users can create and modify
transaction processes as needed to meet the needs of changeable transaction. By combining
central certification with blockchain certification deposition and certifying workflow node data
needing to be certified, the security of workflow node process implementation and the privacy of
specific data are ensured.

The above description is only an overview of the technical solution of the present disclosure.
In order to understand the technical means of the present disclosure more clearly and implement
it in accordance with the content of the specification, preferred embodiments of the present
disclosure will be described in detail below with the accompanying drawings.

Brief Description of the Drawings

The drawings constituting a part of the present disclosure are used to provide a further
understanding of the present disclosure. The present disclosure provides the following drawings
for illustration. In the drawings:

FIG. 1 is a flowchart of a blockchain-based workflow node certification method according to

the present disclosure;
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FIG. 2 is a structural diagram of a general workflow template according to the present
disclosure;

FIG. 3 is a structural diagram of a general data template according to the present disclosure;
and

FIG. 4 is a block diagram of components of a blockchain-based workflow node certification
device according to the present disclosure.
Detailed Description

FIG. 1 is a flowchart of one example implementation of a blockchain-based workflow node
certification method according to the present disclosure. As shown in FIG. 1, the method
includes the following steps:

step S101: establishing, by a certification party, a general workflow template using a JSON
language, the general workflow template comprising a plurality of workflow nodes each having
an audit attribute for indicating whether the workflow node needs to be certified;

step S102: establishing, by the certification party, a general data template using the JSON
language based on the general workflow template, the general data template defining data
needing to be collected and transmitted in a workflow execution process;

step S103, instantiating the general data template and the general workflow template; and

step S104, acquiring a current workflow node in the instantiated general workflow template,
determining, based on the audit attribute, whether the current workflow node needs to be
certified, if yes, a centralized certification party certifying data needing to be received or sent by
the current workflow node defined in the general workflow template and a data template defined
in an instantiating process, and a blockchain depositing the certification for the data needing to be
received by the current workflow node and the data template received in the instantiating
process.

The certification and certification deposition for the data template refers to the certification
and certification deposition for specific data in the data template.

Step S101 of establishing, by a certification party using a JSON language, a general
6
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workflow template that includes a plurality of workflow nodes each having an audit attribute for
indicating whether the workflow node needs to be certified includes the following steps.

The certification party may be a third-party certification authority, the general workflow
template is configured to describe an actual transaction process, a user may determine various
nodes that need to be experienced in the transaction process according to transaction and
functions to be implemented by a software system, the general workflow template is then defined
by the various nodes, and different nodes are connected in series through a specified node to
form a complete transaction process. The software system may read and identify these nodes.

In the present embodiment, the general workflow template has a structure shown in FIG. 2,
and the general workflow template has three fields: process_id, process_name, and definitions.
The process_id field is configured to define a unique identifier of a transaction process
corresponding to the general workflow template, the process_name field is configured to define a
name of the transaction process, and the definitions field is configured to define various
workflow nodes needed in the transaction process. Specifically, the definitions field may define a
plurality of workflow nodes, and each workflow node has node_id, node_name, title, type, target,
render, and audit fields. The node_id field defines a unique identifier of a workflow node, the
node_name field defines a name of the workflow node, the title field defines a title of the
workflow node, the type field is configured to define a type of the workflow node, and the type
of the workflow node includes a start node, an intermediate task node, or an end node. The target
field is configured to define a next node ID after the workflow node is executed, and configured
to indicate an execution order of the workflow nodes, the render field defines the input and
output of the workflow node through the from and to attributes, and the audit field is configured
to define whether the node needs to be certified.

Other fields may be set in the general workflow template in combination with specific
transaction processes.

A complex transaction process may include a plurality of start nodes. For example, a user

may actively initiate the same transaction process and submit relevant information, or a server
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may passively initiate the same transaction process and acquire the relevant information from the
user.

Step S102 of establishing, by the certification party using the JSON language based on the
general workflow template, a general data template that defines data needing to be collected and
transmitted in a workflow execution process includes the following steps.

In the present embodiment, the general data template has a structure shown in FIG. 3, and the
general data template has uuid, name, version, languageType, contentType, required, validation,
and content fields. The uuid field is configured to define a unique identifier of the general data
template. The name field is configured to define a name of the general data template. The version
field is configured to define a version of the general data template. The languageType field
defines a language type implementing the general data template. The contentType field defines a
data type. The required field defines whether the data is required. The validation field is
configured for logical validation, and may contain a validation script or link to external services
to determine whether a data format is correct and determine whether data conforms to rules, for
example, whether the data is within a predetermined range. The content field may be nested with
other data templates.

Other fields may be set in the general data template in combination with specific data needed
by the general workflow template.

Step S103 of instantiating the general data template and the general workflow template
includes the following steps.

The general data template may be configured to define data needing to be collected and
transmitted in an execution process of the general workflow template. The general data template
and the general workflow template are combined to meet the needs of actual transaction
processes.

Required data is input according to the transaction process. Specifically, for the start node,
the input data is input by the user, and for other workflow nodes, the input data may be data in a

data template received by the workflow node.
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Step S104 of acquiring a current workflow node in the instantiated general workflow
template, determining, based on the audit attribute, whether the current workflow node needs to
be certtified, if yes, certifying, by a centralized certification party, data needing to be received or
sent by the current workflow node defined in the general workflow template and a data template
defined in an instantiating process, and depositing certification, by a blockchain, for the data
needing to be received by the current workflow node and the data template received in the
instantiating process in which the certification and certification deposition for the data template
refers to the certification and certification deposition for specific data in the data template
includes the following steps.

In step S1041, a current workflow node in the instantiated general workflow template is
acquired, it is determined, based on the audit attribute, whether the current workflow node needs
to be certified, if yes, the process proceeds to step S1042, and if no, the process proceeds to step
S1044.

step S1042: acquiring the instantiated current workflow node, acquiring data needing to be
received or sent, which is defined in the general workflow template by the current workflow
node, and a data template defined in an instantiating process, and sending the data and the data
template to the certification party for certification audit;

The certification party may be a third-party certification authority, and a certification audit
system of the third-party certification authority audits data and data in the data template.

step S1043: after passing the certification audit, performing, by the certification party, Hash
calculation on the data and the data template to obtain a Hash value, and sending the Hash value
to the blockchain for certification deposition;

The data template participating in the Hash calculation refers to the data in the data template.
The reason for not directly uploading original data is that the blockchain is a publicly accessible
network, and uploading the original data will cause data leakage. Therefore, the original data is
stored in a centralized system of the certification party, and the Hash value is stored on the

blockchain, which can ensure the traceability of data in the centralized system.
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After the blockchain completes the certification deposition and synchronization, the
certification party may obtain an ID of the certification deposition operation, and associate the ID
with original data.

In step S1044, it is determined whether the current workflow node is an end node, if yes, the
method 1s ended, and if no, the process proceeds to step S1045.

In step S1045, the current workflow node is set as a next workflow node, and the process
proceeds to step S1042.

The following example embodiments illustrate the blockchain-based workflow node
certification method of an identity card-based KYC (know-your-customer) certification
transaction process.

In step S201, a certification party defines a KYC general workflow template. In one example,

the KYC general workflow template is specifically defined as follows.
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The KYC general workflow template has four workflow nodes. The first workflow node is a
start node, which represents the start of a KYC transaction process. The start node does not carry

out any transaction description, but only informs the KYC transaction process to start from this

PCT/CN2020/120771

node. A target attribute of this node indicates information of a next process node.

The second workflow node is a data submission node, which is defined as a task node with a

11
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node name Submit, and configured to wait for a user to submit information, and describe, in the
to attribute of render, that it should submit a data template set with an ID value to a next node
when this node task is ended, that is, a data template with the same ID value, which is defined in
the KYC general data template. Only after the user submits data conforming what is defined in
the data template, the workflow node will be ended and a next workflow node will be started.

The third workflow node is a data audit node, which is also defined as a task node with a
node name Audit, and configured to wait for an audit service provider to audit the data submitted
by the user, and describe, in the from attribute of render of the workflow node, a data template
needing to be received from a previous node.

In the present embodiment, the to attribute of render is defined in the Submit node, a data
template with an ID 9435d866-7107-4b7¢-8243-180e8c3alccc needs to be transmitted, and
target is specified as a node with an id 893b9¢55-b915-482d-8723-8521¢c22e7d26, that is, the
Audit node.

Meanwhile, the from attribute of render of the Audit node defines a data template with an ID
9435d866-7107-4b7c-8243-180e8c3alccc, which needs to be received. Through the above mode,
the transmission of a data template between two workflow nodes has been defined. In an actual
process, what is transmitted is not the template itself, but data contained in the template, that is,
data information that is filled in by the user and generated through the workflow node.

The fourth workflow node is an end node, which indicates that the KYC transaction process
is ended here.

In step S202, the certification party establishes a KYC general data template. The KYC

general data template is specifically defined as follows.
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The KYC general data template defines four items of information that a user must fill in,
including a name, an identity card number, an identity card front photo, and an identity card back

photo. A regular expression verification on the identity card number has been added for the
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identity card number.
After the user fills in the above four items of information, the following data information is
obtained. After the data information is extracted, data required in the content field in the KYC

general data template is obtained.

=
uuid' CEBEVEY R -1ad0-4 L4 B~BYBI~N3I3FFITESAR"Y,
“data":={
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}
5 }
Where
uuid: unique ID of data, which is generated every time the user submits data.
data: corresponding specific user data containing uuid, specific information for this
embodiment being:
10 66286228-c455-4b82-957c-d1e8b1078f09 is associated with Name in the data template to

acquire the name of the user;
1dcabbf0-5€70-4fd4-87ba-e043e7a5c0ad is associated with IDCard in the data template to
acquire the identity card number of the user;
b9e77f0b-121e-4c8a-9bad-3112cf74e63e is associated with IDCard Photo Front in the data
15  template to acquire the identity card front photo of the user;
3653da78-0c3c-4d9e-94{f-d642f7706d3a is associated with IDCard Photo Back in the data
template to acquire the identity card back photo of the user.
Preferably, during the acquisition, the system should verify actual data according to the data
template defined in the KYC general data template to determine whether the submitted data
20 content is correct.
In step S203, the KYC general workflow template and the KYC general data template are
instantiated based on the KYC general workflow template and the data input by the user.

The KYC general workflow template and the KYC general data template are instantiated, and
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the instantiated KYC general workflow template and KYC general data template are combined.

In step S204, the determination shows that an audit attribute value in an Audit workflow node
is true, indicating that the workflow node needs to be certified. Data needing to be received,
which is defined by the Audit workflow node in the general workflow template, and a received
data template are acquired. In the present embodiment, what is transmitted is not the template
itself, but data contained in the template. The data and the data template are sent to the
certification party for certification audit. In the present embodiment, the certification party needs
to audit an identity card number, a name, an identity card front photo, and an identity card back
photo submitted by the user. After the certification audit is passed, the certification party
performs Hash calculation on the data and the data in the data template to obtain a Hash value,
and sends the Hash value to a blockchain for certification deposition. After the blockchain
completes the certification deposition and synchronization, the certification party may obtain an
ID of the certification deposition operation and associate the ID with original data.

FIG. 4 is a functional block diagram of one example of a blockchain-based workflow node
certification device according to the present disclosure. In the illustrated example, the device
includes:

a general workflow template module, configured to establish, by a certification party, a
general workflow template using a JSON language, the general workflow template comprising a
plurality of workflow nodes each having an audit attribute for indicating whether the workflow
node needs to be certified;

a general data template module, configured to establish, by the certification party, a general
data template using the JSON language based on the general workflow template, the general data
template defining data needing to be collected and transmitted in a workflow execution process;

an instantiating module, configured to instantiate the general data template and the general
workflow template; and

a certification and deposition module, configured to acquire a current workflow node in the

instantiated general workflow template, determine, based on the audit attribute, whether the
15
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current workflow node needs to be certified, if yes, certify, by a centralized certification party,
data needing to be received or sent by the current workflow node defined in the general workflow
template and a data template defined in an instantiating process, and deposit certification, by a
blockchain, for the data needing to be received by the current workflow node and the data
template received in the instantiating process, the certification and certification deposition for the
data template referring to the certification and certification deposition for specific data in the data
template.

Further, the general data template has uuid, name, version, languageType, contentType,
required, validation, and content fields, the uuid field is configured to define a unique identifier
of the general data template, the name field is configured to define a name of the general data
template, the version field is configured to define a version of the general data template, the
languageType field defines a language type implementing the general data template, the
contentType field defines a data type, the required field defines whether the data is required, the
validation field is configured for logical validation, and may contain a validation script or link to
external services to determine whether a data format is correct, and the content field may be
nested with other data templates.

Further, the certification and deposition module includes:

a first determination sub-module, configured to acquire a current workflow node in the
instantiated general workflow template, and determine, based on the audit attribute, whether the
current workflow node needs to be certified,;

a certification sub-module, configured to acquire the instantiated current workflow node,
acquire data needing to be received or sent, which is defined in the general workflow template by
the current workflow node, and a data template defined in an instantiating process, and send the
data and the data template to the certification party for certification audit;

a deposition sub-module, configured to perform, by the certification party, Hash calculation
on the data and the data template after passing the certification audit to obtain a Hash value, and

send the Hash value to the blockchain for certification deposition;
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a second determination sub-module, configured to determine whether the current workflow
node 1s an end node; and

a setting sub-module, configured to set the current workflow node as a next workflow node.

Further, an association sub-module is also included, which is configured to obtain, by the
certification party, an ID of the certification deposition operation after the blockchain completes
the certification deposition and synchronization, and associate the ID with original data.

An embodiment of the present disclosure further provides a blockchain-based workflow node
certification system is provided, including:

a processor, configured to execute a plurality of instructions; and

a memory, configured to store the plurality of instructions.

The plurality of instructions are configured to be stored by the memory and loaded by the
processor to perform the blockchain-based workflow node certification method as described
above.

An embodiment of the present disclosure further provides a computer-readable storage
medium. The storage medium stores a plurality of instructions therein that are configured to be
loaded by a processor and perform the blockchain-based workflow node certification method as
described above.

It should be noted that the embodiments in the present disclosure and the features in the
embodiments may be combined with each other without conflict.

In the several embodiments provided by the present disclosure, it should be understood that
the disclosed system, device, and method may be implemented in other ways. For example, the
device embodiments described above are merely illustrative. For example, the division of the
illustrated and described units is only a logical function division, and there may be other
divisions in actual implementation. For example, multiple units or components may be combined
or may be integrated into another system, or some features may be ignored or not executed. In
addition, the displayed or discussed mutual coupling or direct coupling or communication

connection may be indirect coupling or communication connection through some interfaces,
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devices, or units, and may be in electrical, mechanical or other forms.

The units described as separate components may or may not be physically separated, and the
components displayed as units may or may not be physical units, that is, may be located in one
place, or may be distributed on multiple network units. Some or all of the units may be selected
according to actual needs to achieve the objective of the solution of the present embodiment.

In addition, the functional units in each embodiment of the present disclosure may be
integrated into one processing unit, or each unit may exist alone physically, or two or more units
may be integrated into one unit. The above integrated unit may be implemented in the form of
hardware or in the form of hardware and a software functional unit.

The above integrated unit implemented in the form of the software functional unit may be
stored in a computer-readable storage medium. The above software functional unit is stored in a
storage medium and includes a plurality of instructions to make a computer device (which may
be a personal computer, a physical server, or a network cloud server, etc., required to be installed
with, e.g., Windows or Windows Server operating systems) to perform part of the steps of the
method in each embodiment of the present disclosure. The aforementioned storage medium
includes one or more of: a U disk, a mobile hard disk, a Read-Only Memory (ROM), a Random
Access Memory (RAM), a magnetic disk or an optical disk, and other media that may store
program code.

Various modifications and additions can be made without departing from the spirit and scope
of this disclosure. Features of each of the various embodiments described above may be
combined with features of other described embodiments as appropriate in order to provide a
multiplicity of feature combinations in associated new embodiments. Furthermore, while the
foregoing describes a number of separate embodiments, what has been described herein is merely
illustrative of the application of the principles of the present disclosure. Additionally, although
particular methods herein may be illustrated and/or described as being performed in a specific
order, the ordering is highly variable within ordinary skill to achieve aspects of the present

disclosure. Accordingly, this description is meant to be taken only by way of example, and not to
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otherwise limit the scope of this disclosure. Any simple alterations, equivalent changes, and
modifications made to the above embodiments based on the technical essence of the present

disclosure still fall within the scope of the technical solution of the present disclosure.
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