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) | TI ONAL | NF T1 ON I N VI DEO DATA Field of the Invention e present
i nvenuwmwmlwmo a techni que for the enbeddi ng of additional

i nfor deo data stream and in particular to a nmethod and a
system f or *&@ettroni cal | y enmbeddi ng Dendriptiont i on i n MPER vi deo data wi t hout
changing the I ength of the VLC (Variable Length Code) that constitutes the
MPEG vi d ST'EWAW MEIHOB3 Y EMBIEDBING USDEAON AL Wmm@mmm VIDEO
(trademalgF\ I's known as a technique for enbedding invisible and
i nsepar abl e data in still picture data) and noving picture data or audio
data. This technique is also called el ectrontc waternmarking and has
received attention as a technique that can be used to protect copyrights
for the Kightofithe Inventiont i nedi a appl i cations. Recently) since digital data
have cone to be wi dely enployed for noving pictures which have in turn been
wi del 'y Tl predet BpntasiCkeBitdiae atdvhnigae forfies emabgadingdiftadgitionA difomtativasn a
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gener al | ﬁ.{@ﬁ %588331’0 %% baseband andgt hen JPE%/ MPEG
conpression is perforned on the resultant data. Here it should be noted

t hat JPHeackgrouRdiArb represent the Joint Phot'ographi ¢ Codi ng Experts G oup,
and that MPEG is used to represent the Myving Picture Experts G oup. An

el ect r orTloe dw4 Riding teclmiqueqabdentprle of TBMS isi knlowni as huechnidme for embeddigg pi ct ur e
data or javidile 8l iRséparablesddtOmastillipictufe@ataC¥alibeihg piaae daa oPaids Hata.
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Pat ent Aeﬁm sediforthe high vale aldod pongenty of such gplicatiogs as moylesethopag of data o |t he
cited prhigingfor the samieel ®f sopying inrbrsplasinghas heea disussednHot embeddinged. Even for
t he enbeaiiditiopabinfdrimatiominea digitalamage, tgentrally the dinfopmaimdsietobediiPdE® 3/PEG,
gener al | yastbamddat thear IPEGTMIRBG:compredsivn ib parddrared oanke iehdnnt data.r Herelit ant dat a
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t he enbel8i ?‘Q&&éap@ﬁgetfﬁ%ﬁmﬁﬁ “é‘l‘t‘f’PP@ fockst N@am is
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| nvent i ofofle) wanld peyehanged by diserd y@mt@é@mémmedatﬁ @WW%@%MPEQZMC‘W ovi de
a met hoddandtrsaps,taemthusra aomtratipackef cad dit beorppled withor mati on directly in video
data. It is another object of the present invention to provide a nethod and
system for enbedding additional information in a packet of video data. It

is an admzfe%%ﬁaﬁ es‘fﬁce% A('f‘%r PCeaast isichMERl %Yétt% ‘@L@Vthgﬁerﬂul fehpg and
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It is stPphekebhyinms fineyd lcegthotﬂwm@ntswgem@f thapackel Sryenodifficolti Reorgsereivhod and
syst em f dapaeedsdtittinn @ pplicitivh dfvaHei 8262 Tt (Qun dbekev NdeDAH86-874)i it hanethaal har ge
buffer being required. It is a still additional object of thevpresent
invention to provide a nethod and a system for enbeddi ng a oni c
wat ermark in MPEG data, that can cope with a noving p| Mm few B
or P frames. Summary of the Invention To achi eve the a ,

enbed additional information in video data, first a vi deo fruam;f IS detected
in the video data, and data in a srrall dorraln are extracted fromthe



As for MPEG video data, an intra-nmacroblock of an |-franme or Qf4aM§ARr2003
. B-frame is detected in an MPEG stream and follow ng the detection of an
“intra-macroblock of the I-frane or of the P or B-frame, data for one
macrobl ock are extracted fromthe MPEG stream and buffered. An enbeddi ng

pat t er ndirsctigrenestdaielg idatatina MPEGR ﬂeﬁtaﬂiaﬁm@bh@fbkwmtﬂMtlomaﬂ%a@vatrhe | engt h
of VLG, ?c'a tibh $or' £ bt PHUMTBEHi P RleMol alsd hhSfk rsﬂﬁ@sﬂo?tc% Wi HabhE §a{Em Mor e
cpect 1| EEy e A B SRR A, LA 1, B bl e 148k anc o

pseudor Sm AuMD genera an e ern

whet her e bit length of t he DC fact or wll not be changed by enbeddl ng

t he obtai ned enbedded pattern is determ ned. Wen the bit Iength of the DC
fact or Roeblems tehe§elyediyshehvesmtiong pattern is enbedded in the buffered
macrobl ock. When the bit Iength will be changed, whether 1/2 of the

embeddi ngs,ARdreE) ofié bbjest @Iﬁtﬁﬁ‘é%ﬂt irﬁ'eﬂﬁin% toVidé. a théthp®asd §lsem for2 of the
enbeddegn.ﬂg cfu?é&dxtﬁm%ﬁﬁ?&ﬁﬁﬁohﬂu& fawg {ack. 2 ~ MAR 2003 To detect
0

addi tion rmation 1 n video da first, a videb frane is detected in
d d t f t he .d ted
Vi deo i RS andifs kel of dabes anvepﬁe CRAP Yife, e O A1 SR £ SEARIO B 1 e ech

smal | P‘Pqué“fﬁ'&%‘@Pé’daP efief vdso data. | ectroni ¢ watermark in an MPEG
stream flrst an intra-nmacroblock of an I-frame or of a P or B-franme is
det ect edt.is whedditioral phjectaof tirecpresendinikensfondm providezametbod afd sysmofor B-f rane i s
det ect eembetiling idditionabinferaratioh GrMPEGdatxwithwit ebhnpingithé kagiREhesVLEaM and
buf fered. An enbeddi ng pattern that is gener at ed usi ng a pseudorandom

oo el ﬁgﬂhe&% R gl i R
gener at %‘6 oY ecre I'S arrrggultegl nent, gaddltl onal

i nf or mat'l enbedded in the V|deo data or can be detected t herein

w t hout chan the size of a data stream |n addition, additional

i nf or maltii®sfi eno objesteftbelpreyent inventionse provide ammethod andhaystesn &5 not require
a hi gh- embeddinpadditionalintioramtioCin vd¢cddtawithont adirge bufferibging requited. buf fer i s
required, accordingly, any delay is small. Further) this nmethod can be
appl i edIti®a atild addiérial OBjeMIEERe prescpitverttionfie provilletaatbdait a ARteg Fbanat i on

Wi |1 beegp¥ffing M elbdtonit FhSAhAR itMPES SR hates] &Ipe willta ABVIE Picdiret NE

pr esent yed to enbed additional information in MPEG vi deo
dat a. Ahg{/ﬁsfggtfév?grdrengggé I ng/ detecting additional information in an MPEQ

st ream nai nl ses two conponents: an enbeddi ng apparatus, and a

det ect i ‘gqggi n¥eRtion 1heddi ng apparatus and the detection apparatus
enpl oy a common secret key M A detailed explanation will be given bel ow
for t hede achievatbp abeneusiierts, to embripdditignalipformetion ipividep datanfieshpaide¢Png net hod
wi | | be fremelindeteated inrthe vides datayandtdatarin aamall domhinvate extraefed frob) thehere are

f our enldewdcted gideaframennd bRffere®1 AdBitioasldnfBdnationtis elabedded énhe dbdffered s

macr obl gkl ddMaih wWithodt ¥RingingUhe Ieﬁ%mrbfﬁ)e%dotﬂitarb@ﬁé@lﬁ fraioheresftandBiB@? Vi deo

data. F@pmémasRitemed & BERRE, @Aa. t e DC factor for YO of the |um nance
factor of the macroblock is incremented by 1, the DC factor for Y1 is

decr enent t he fo Y ncha AP

t hat cormt ggr igltldeggq AR B}acr%é olgié%g glrﬂm‘d%r @gorﬁ-‘g d@dé%d%d nunber
tefPing e A iopyRt Rk larltrs of s Hunber =

i (0 or| aeng oraﬁzfrmriem Bgneqpgasehlock gre °’ft§a°t9 dornibg MEE@ stregspend j ) “Fur t her,

for fferede ADGuihgdding pattern is embastdedinl the bmgbmacrﬁblwhelwa@a@mm nis

~( I\/(| , | YheMpndih o VIE, ahd thedefultentenareohlocktib eethrued twathe MHAELE stozam. | Motehe

precedi Rgecifidalh] ODK factor fsektrictdd fand thedbufferddifadeosicad anda pestidophasds for YO) .

The enmbedfhbBgis ReRGRSS tdBrothde! an%eb&n%h Baifh PERLnMMnb BeF BE B1t flér@ﬂt stk he

| owcharc Ya’&to':'v&lll nt be &t %ke a%cea V{\ﬁ e@d?alh&f éggfé PRIACH deferdiiheli- f T ame
I L6 b, SbhEaT bS5 oted T
a data s{re "Ehy cro IP n%% of. 1

B 11 ame HSOHIRELaTOIgk o Wik Y gt LROIGes 200 dat a
for one cRbefdpE Brlernran brgrpkadded lser:tetmee%. H possilant/? 6f the senbeadedaiteek, t he
porti on iesvkstdedip the srcrdptockC factor for YOto the DC factor for Y3 is
stored. At steps 300 and 400, the bit lengths for DDSL (Vari able | ength
code) + DDD (dct do size |um nance) 2 ~r MAR 2003 before and after the
enbeddi ng process are cal cul ated. Wien the bit lengths are equal, i.e.,
when for Y =0) 1, 2, 3 the follow ng equation is established,
Len(D(i,j,¥)) __ (Len(D(i,j,Y) +=(Mi~),V)) . . . (1), PMi,j) is
enbedded in the macrobl ock. D(ij,Y) represents a difference in DC factors
when slice_num= i, macroblock num= j, and subblock _num=Y; (err)(k~Y)
represents. the |ncrease |n the fact or di fference between t he enbeddl ng
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2 4 MAR 2003 is permtted. Wen the result "ECCl is present” |2$1*0MARnZQ03
recording is not permtted. Wen the nethod of the present invention is
‘enpl oyed for the enbedding and the detection of ECCl, the systemthat
permts copying to be perfornmed only once can be provided. Fig. 5is a

f I onchar dét@&%ﬂ&oﬁ%ﬁﬂfﬂrﬁmﬁé@ﬁﬂﬁ&émw ikt Of ViREL R¥m@isSaesdcRMih Yideb laGta,

di st i bytd g, E 5 HERcr2dViaEh BhfBland bR e ©
recei ve a[ ﬁ a
r ecor di ﬁ%wa %? atzﬁn 1§t ar’t o bk oy #%L an flge ttésee
det ect e¥fpleHparkip %’tﬁ%@@%r irghy arhatramro lackpfea Tffa“iles‘)f fdr 9 Bd@mennen
ECCl i sispletestedt he intra-macrpblogfook andoframeor ofx P ahB drameds detgetsd &8 i s not
pr esent forane staewbiotR akGSitracted dronethd MPEG stréwem widiowdfedlet. asAmaoibeddisg ep 550
recor di pgtensthpeisigendmedd uding agdviriotaden minbehissdetyrt G ImEC fal:torme can be
embeddeghffdted ﬁﬁc%’ﬁ@? tt%‘aﬁla blerﬁotea%attm endtFEhRBnPRmRE ubaMoP BmBe for mat

can be %g% even i n a baseband ter
t he I\/PE@P %{)lav%engreaéen e"\ljsegtéoagg ol‘r?sl ﬁég{%%al og\domsu n for whi ch DA

conver sj as been perforpe he em d diregtly in
t he bas § agﬁagemg tﬁ@“t‘tﬁ’é‘“d&@&'?‘é’é‘?‘ @P%“‘ﬁ@%d g dherd ‘?%‘ff‘“? or ¢ %
det er i ofetecied thoreimwithous shangirg:the size of a data stream.oBxadditionprdditional i on pat h)
whi ch i mfermatiol canbe ¢rabedded by an inexpensive insathodethitatdesinstokquirech high-taganese
Pat ent pyppéss sadh DCP caldalation. OSiéOdnly ‘a smallbuéfet R gemired, dcberdinglg ahy on

Accor di ddlay R sifafl. FafBE) thit MeMBH cbe @ﬁbh%’&ﬁﬁé&@ﬁieﬂmmkﬁédﬁrkl ng. system
can be provided V\/nereby the size of data stream after additional

|nforrrat|on has been enbedded is the same as it was before the additional

i nf or de The nethod of the present i'nvention can be

appli e \gﬁlm&“\ glan MPER stream é&nd can also be perfornmed at a | ow
cost, vmthout a_ hi gh-cost process, such as_DCT cal cul ation, bei ng required.
Si nce of\pexplanation| Wil hergyen; for the prefered crabodiment wherein theanethodof hesnml |, 1n
addi t i opresenhinyention is einplaysd ¢0 embéd additionel infrmetionindMBEG videp dataseband i nage

f or whi systebPlotémbadding/detectingeadditioudl infoardatidh inaae MPEG? streammmiindyy | s enbedded

in the &asgpixencve Eﬁiﬂﬁbnehfse anRirbeddnK agpamtie afld 4 eatkdtiondppaaiuedThyen when

b coen; CILCAER el e S iR chply BABARax IR O ! e
pres | i ng i'qu
for an d actBB?alangéléan gclgem é"lt“gvmwh s E?ll%]{m%scrl ption of the

Dr aw ngs Fig. 1 is a diagram show ng exarrpl e enbeddi ng patterns used for

the preg vent | on Fig. 2 is a flowhart showi ng the enbeddi ng

processi %&J pRB%ent invention. Fig. 3 is a table showi ng exarrpl e ’

val ues Fisst, Widmrgethqd wéll be expdaineddi Indhis invenidam, ayisshownie B hgthefspar at us

accor di #rg four emthedgding patterns (RO Rl j BhandP3), which srecenibbeddechas macrbloikn (i 6t e

pr ocessifgixtls) uzits inaddP heninayoei fagorafi MPBG2 sydebelatanFen exdneplprto eabed POy ent i on

i s appl ihedDC @ictadifgt Yalbf ted@Minance’fadtolVbithe alddroblotkes mgeaeheticby 176K Igener ates

a pseudficn§an NisdReren{eiMed, uy)anef £1d tﬁé‘D@Yﬁ&@EB 38 YDahd @zrzrh:e{[ %gﬁ‘ﬁ @

hat

E 51

al | ocat

e a&&?t édi‘fesl%}ﬁ W&J@% o&coiégg éce ; ‘{’B ﬁéggﬁ | 818- 2)
is use 04 m fan en

conpar af'8 &t?ateﬁ tﬁ‘é"ﬂtﬁrtfof %@E atf or the
DC | umi ﬁaar‘i@él?a‘&ftl’@t’dw‘l PNS%E@?'. @albys%bea@m g pha differgace do B¥peddi ng
uni t 10bwningse dacters yaﬂlpmrweﬁlﬁatsulp -Blogk (Y fardY bynd W3 inpthe persedinBom nunber

gener at pracipbckiienY @)h dheenirdding pra@egingeyidmrivnbsddshrbedt wislcoefertimgitgt the wi | |
not be fbenigerin By Dut put controller 1010 returns the obtai ned macrobl ock

to the bit streamand outputs the resultant bit stream Wen the output
controller 1010 does not performre-enbeddi ng, the data received fromthe

I nput ¢ r fa@r ks 500
top 101 Oﬁﬁgt a% 10(’31 a?t V&a&@%{%ﬁ %io%ﬁ ? ??ﬁ%@%ﬁlo?g§ ot Em ?ssci:etécp%fj %9&

Dot ect %‘h Etet s fitg i Aot 4hsifgqer%$rﬂ@a PRI oui ng
manner . IB TRIRFES qleéecaeélbg@tggagnc%@amo”@sto Y) is defined as
a DCIum nance factor (i, j and Y being defined in the sanme manner as for
the e nbéddlien 80 gptarfat arg)madrdtdockRd/bufiyred)) Of shedwf st fasormmmanbieldcl, tige

val ue' opoeishetdehdigg Pt e DO dcidr forf Y0 tothe BT factod forQX (i stdgrpd. =ADSEEps JOO) -

DC(i ~, | hnd M0 Tﬂéblﬂeﬁgtmm DIDSQ%Vanabm%gth cgae) %DD gdlt dc %1z@qu'mmincle? ~~-
DC(i ~j, 0)) M, = )
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‘Then, when the enbedding is not performed, it is expected th
- fol l,owi ng expression will be established: ErEl ~DC(i,j)/N a% MA&ggpg

' be noted that N represents the nunber of (err)DC(i~j)s that are errpl oyed
for the calculation of E E.) Wien enbedding is perfornmed, the val ue

appr oachefere and pferithe empekiing pecesalareecaleul digds] WEEIO(hie bit] lpdgdths are eduak, iG., When

t he stanﬁsaarﬁrqfevoat,lzqat@fouﬁwﬁgl ati6n is &stablidhed,~DC(1 ~J) - < ~C(1d)>)zW and
when threshold T <z while z = Ei jCDC(i,j)/(Q*N) t he enbedding is "Yes,"
and when T >_z, the enbeddl ng i s "No." Enbodi nment The control of digital

vi deo rec and. repl ay. di scussed by enploying the data

hi di ng It"élzlﬁaﬂ?}aé 2}‘ ’b@ E@?@Zﬂt’sﬁé?ﬂ busi nesg a% t%e gubl I C

appl i ance busi ness) the |an enentation of a systemis sought that can
permt recording only one tinme for charge broadcasting via a satellite or a
cabl e (RMd,jP¥enbeddya intiCmaEsbNek. D(i)j,Y)Aeptesdnesna differencerin OC| factgrstwien

f r equengice ubpe 1,trﬂ£:r651961¢_ﬁﬁm&f j, @hd Etibblbékeﬁimi' |=9Y ! ad(k d9trepresentsaie ﬁfc%&% ed as
one et efoggffefr e BESRER th 'éﬁﬁeﬁﬁin ‘ﬁatt ‘msﬁ&) @presreﬁeé'

i e T

(1 0)
3 v&er %E ﬁeﬁ]h new
" ¢ é?gdt%&r)w% /580 BrEhangpd 1o 1
resul t “1EQEI-1{" begayse the bitdength will pos be chargedediawever, theswhblogk Baving eor di ng
2 4 m@@dmomlﬁmnqe off'43 yan nohbieshauged ¢ei 03 epcausdithe bihlengthrwilrhewhangedi n
vi deo dWhen equation §1)rignot(establisied sprograndentrol mogesao wiege00f r anme i n vi deo dat a;
(2) neans for extracting data for a snall domain from said detected video

frame aywhed fhe ebibeli@ink @n Act b féfoAned E&aﬁ&Wbﬁ Rhg fﬂiﬁ’&d ib@ﬁbré‘dﬁﬁ Afted ivd

i nf orvrqém ,in@ &3 Hﬁi&q‘zﬁ%ﬁ%&hﬁf;ﬁw \ %ﬁeﬂﬂ&d‘ of
The s 3%'51&5 “lgf@h}*h §?gﬂ£fs %her FREP 6355 racae gg glgﬁ ) Tie ta :
The systenta | | |
dat a. ~ ceither Fiar P'pican g e cibisf o @fhépﬁo@& oodr%l’e?b rarre
i s an ifelewingeandianos esteplished, - f | ane or of a P or B-frame. .t; 4. The
system according to claim 3, wherein said neans (3) for enbeddi ng said
additional information includes: (3a) neans for detecting a DC factor in
sai d bufdneDag, Wye=ILesd(D@),¥) + A'(M(]),Y)) or

Len(D(@,j,Y)) == Len(D(,j,Y) + A"M(1).Y)) ... (2),

P'M(i,j) or P"M(i,j) is embedded in the macroblock. A'(K,Y) and A"(K,Y) are increases in
the factor difference between the embedding pattern K at Y for P' x and P"x. When equation
(2) is not established, program control moves to step 700, whereat the macroblock
embedding is abandoned. At step 800 a check is performed to determine whether the
intra-macroblock of the I-frame or of the P or B-frame has been processed. When the
process has not been completed, program control returns to step 200.

Fig. 4 is a block diagram illustrating the arrangement of the embedding apparatus. An input
controller 100 receives data from a data bus, such as an ATA, and stores them in a line buffer
200. The line buffer 200 is used to store data received by the input controller 100. An
intra-macroblock detector 300 for an I-frame or for a P or B-frame detects an MPEG2 video
stream in data stored in the line buffer 200, and further detects an intra-macroblock for an
I-frame or for a P or B-frame. A CCI detector 400 is used only when the present invention is
mounted in a data hiding detection chip (DataHiding 7 detection chip), and detects the CCI
after the I-frame is detected by the intra-macroblock detector 300. The CCI detector 400
detects the CCI and issues an interrupt to a CPU. The above described blocks 100 to 400
function as the data hiding detection chip.

A macroblock buffer 500 is used to store data for one macroblock. A DC luminance factor
detector 600 detects a DC luminance factor (Y = 0,1,2,3) in a macroblock. A pseudorandom



(3b) neans for determ ning whether the bit length of said DC f tm??@ﬁe
unchanged even ~ ' when said additional information bas beep ;

, (3c) nmeans for, when said bit Iength will be unchanged, enbeddi ng said
additional information in said buffered small domain. 5. The system

accor di isgenvitietaiWheh, themesnki"BCEhisprasearids ¢3pined reconding iN g pemiittediddi t i onal
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system 1@&8# fl % claim s, V\/nerel n said additional information is an
enbeddi ng pattern obt ai ned usi ng a pseudorandom nunber. Claim 7 The system
accor di H§step 5&0 digiabyidemdate are reesiveddyean SR (et Kop BowheWhae Fisislaticae donmmi n
(16 x 1BGamsmititdsio. a Rrerdinglelivessidon step 520 06 ds dasectasiyprdiwhemythediClis onal
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4, the accuracy of the ECCI detection is not deteriorated by the occurrence of an error across

a communication path, which is a problem that afflicts the Token method dlsclosed in

Japanese Patent Application No. Hei 9-088493.

Advantages of the Invention

According to the present invention, an MPEG electronic watermarking system can be
provided whereby the size of a data stream after additional information has been embedded
is the same as it was before the additional information was embedded. The method of the
present invention can be applied for a packet in an MPEG2 stream, and can also be
performed at a low cost, without a high-cost process, such as DCT calculation, being
required. Since only a small buffer is required, any delay is accordingly small. In addition,
an electronic watermark can be detected even in a baseband image for which MPEG2 data
have been developed. Since the information is embedded in the baseband image, the
watermark can be directly detected even when MPEG2 compression has been performed for
the image data. The method of the present invention does not conflict with the conventional
marking technique for an AC factor, and can coexist with it.

Brief Description of the Drawings

Fig. 1 is a diagram showing example embedding pattems used for the present invention.

Fig. 2 is a flowchart showing the embedding processing for the present invention.

Fig. 3 is a table showing example values for Len(x).

Fig. 4 is a block diagram showing an embedding apparatus according to the present
invention.

Fig. 5 is a flowchart showing the processing for an example copying control system when the
present invention is applied for digital video.
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the data hiding detection chip.

* Detection Apparatus
The detection processing is performed in the following manner. When an I-frame is
detected, assuming that DC(i,j,Y) is defined as a DC luminance factor (i, j and Y being
defined in the same manner as for the embedding apparatus), that P(M(i,j),Y) is defined as
an embeddlng value of embedding pattern M(i,j) for Y, and that
ADC(,j) =DC(,j,0) - DCG,j,1), M(j) = 0
DC(,j;0) - DCG,j,2), M) = 1
DC(i,j,1) - DC(ij,0), MGi,j) =2
DC(G,j,2) - DC(G,j,0), MG, j) =3.
Then, when the embedding is not performed, it is expected that the following expression wﬂl
be established:
2, X;ADC(i,j)/N --> 0
(It should be noted that N represents the number of ADC(i,j)s that are employed for the
calculation of £ X.) When embedding is performed, the value approaches a specific positive
value A:
Zi%j ADC(ij)/N --=> A > 0.
When the standard deviation oof ADC(ij) is
o%= YiXj(ADC(,j) - < ADC(,j)>) /N, and
when threshold T < z while
z = ZiXjADC(,j)/(o*N),
the embedding is "Yes," and when T >z, the embedding is "No."

Embodiment

The control of digital video recording and replaying has been discussed by employing the
data hiding technique. Of demands from the film business and the public appliance
business, the implementation of a system is sought that can permit recording only one time
for charge broadcasting via a satellite or a cable (see DVD CPTWG DHSG CFP Ver 1.). A
system for controlling the frequencies for the copying of distributed digital data can be
proposed as one embodiment of the present invention. This system can be provided by
employing the following method.

When a recording device detects CCI = (1.0) (Copy Once) 1n digital data, an examination is
made to determine whether new CCI (extended CCI, hereinafter referred to as ECCI) is
present. When the result "ECCI is not present"” is obtained. ECCI is embedded and recording
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5. The system according to claim 4, wherein said means (3) for embedding said additional
information further includes:
(3d) means for, when said bit length will be changed, determining whether 1/2 of said
additional information can be embedded, and for, when embedding is feasible, embedding
said 1/2 of said additional information in said small domain.
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Claim 7
The system according to claim 6, wherein said small domain

is one macroblock domain (16 x 16 pixels).

Claim 8 (Amended)

gk A method for embedding additional information in video data
comprising the steps of:
(1) detecting a video frame in video data;
(2) extracting data for a small domain from said detected
video frame and buffering said data;
(3) embedding additional information in said buffered small
domain without changing the length of the video data stream;
and
(4) returning said small domain, in which said additional

information has been embedded, to said video data.

Claim 9 (Amended)

A method for embedding an electronic watermark in an MPEG

stream comprising the steps of:

(1) detecting an intra—macroblock of an I-frame or a P or B-frame
in an MPEG stream;

(2) extracting data for one macroblock from said MPEG stream

and buffering said data ;vhen said intra-macroblock of said

I-frame or said P oxr B~frame is detected;
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Claim 10 (deleted)

Claim 11
A method for detecting an electronic watermark in an MPEG
stream, comprising the steps of:

3. (1) detecting an intra—macroblock of an I-frame or a P or B-frame
in an MPEG steam;
(2) extracting data for one macroblock from said MPEG stream
and buffering said data when said intra-macroblock of said
I-frame or said P or B-frame is detected; and
(3) detecting a pattern that is embedded in a DC factor in

said macroblock that is buffered.

Claim 12

K A system for controlling the copying of digital data,
comprising:
(1) means for detecting CCI in input data;
(2) means for, when said CCI is detected, detecting ECCI in
said input data;
(3) means for, when said ECCI is detected, inhibiting the
copying of the digital data; and
(4) means for, when said ECCI is not detected, permitting
the embedding of said ECC’I in said digital data and the

copying of the resultant digital data.
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buffered small domain without changing the length of the
video (iata stream; and

) © (4) a function for returning said small domain, in which
said additional information has been embedded, to said video

data.

Claim 14

A storage medium for storing a program for detecting
additional information in video data, said program
comprising:

(1) a function for detecting a video frame in video data;

(2) a function for extracting data for a small domain from
said video frame that is detected, and for buffering said
data; and

(3) a function for detecting additional information in said

small domain that is buffered.



