110

_ :
_ 3 \ _
| uJsplwg € Joniuwg ¢ Joniwg T Joniwg
_
|
|
|
_ : : J N A \ J \ . :
| L | LvN 1¥N YN
_ : : :
|
S S S .
GH H o .
J
: JOAJDS |BJJUD T
m _ e Z0T
m ~
: 10T
1YN L¥N
u Aemajen| i ¢ Aemare)| |
_._r ._._ _.z .._
I _
02T

JOAJSS |euJa1XT




2/10

¢ Old

uJaniwg

N LT/0"0" 00T 0T
:}2Ugns Pamo||y
LT/0"8ZT 00T 0T

J SENIIE]

Z Jenwi3

-

T Joniwg

h

~

v

0ZZ ——

- —
ot ——

|
||||||||||||||||| 1
|
1

S e — LT/T°0°00T"0T

JOAJSS |edjua)
LT/ T1t8zTro0trt0l

A
Lol
Ll
1
Lol
Il
[l
Lol
Lol

.
Lol
Lol
Il
[
[l
Lol
Lo

-
Lol
Il
[
—
Lol
Il
_

L 4 |

4 u Aemalen

\

:12Uqgns pamoj|y

Z Aemajen ) [

| S _____________________.,

.‘__ L e ] e =]




310

320

330

340

350

360

370

3/10

/

Creating WireGuard and GRE interfaces at the central server

|

Generating a private key at the central server

|

Setting listening port at the central server

|

Generating configuration files for emitters and gateways
at the central server

l

Configuring routs at the central server

l

Registering peers

l

Configuring peers

FIG.3

300, 302
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Transmitting outgoing traffic packet from
the emitter to the central server

415

Receiving outgoing traffic packet from the emitter at
the central server

420

v

Redirecting packet from the central server to the gateway

425

430

Receiveing the packet at the gateway from the central server

Forwarding the packet from the gateway to the external server

FIG. 4A

~
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Receiving the incoming traffic packet at the
gateway from the external server

440

Forwarding the incoming traffic packet
from the gateway to the central server

445

450
\

Forwarding the incoming traffic packet from the
central server to the emitter

Receiving the incoming traffic packet from the gateway
at the emitter and performing analysis of the content of
the payload

FIG. 4B

300, 402
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transmitting, to the central server, a request for receiving a gateway

data from a given gateway of the at least one gateway, the request [

comprising an IP address of the given gateway at the WireGuard
level, a public key, a UDP address

3

transmitting, to the central server, an Address Resolution Protocol
(ARP) probe, the ARP probe being indicative of whether the given
emitter is ready to establish a p2p connection with the given gateway

k.

receiving the ARP probe from the emitter on the central server and
transmitting it to the WireGuard IP address of the gateway

b

receiving the ARP probe containing the REQUEST_ENABLE value in
the OPERATION field from the emitter on the gateway

'

Yes e — N
IS emitter added on the.WireGuard — 0

T ————_____ interface of the gateway?

sending the request for receiving the WireGuard IP address, the
public key and the UPD address from the gateway

r

adding the emitter as the peer on the WireGuard interface on the
gateway

h r

Transmitting the standard ARP response directly to the emitter

L

in response to receiving, from the central server, a response to the T

ARP probe, updating the gateway data in a neighbor table hosted on |~
the given emitter

FIG. 5
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r

Sending the ARP request from the emitter to the WireGuard
IP address of the gateway

720 l

. Yes T . T No
STOP W._,\-_—_—_-_'_'_‘__ ARP response received onthe
g TT——emitter?_— —‘

722 l

Yes _ ____-—--"—"_':__I__i_rhit of repeatea__""'--——--___ No
T __attempts reached_?________--—--

— .

Removing the gateway from the WireGuard interface of the
emitter and transmitting the ARP request to the central server

730

— L
Receiving the ARP packet from the emitter on the central

server and transmitting it to the WireGuard IP address of
the gateway

740

— r
Receiving the ARP request on the gateway, removing the emitter

with the corresponding IP address from the WireGuard interface
of the gateway and updating the entry in the neighbor table

750

T— ¥

Sending the standard ARP response from the gateway to the
emitter via the route through the central server

e A

Receiving the ARP response from the gateway on the
emitter and updating the entry in the neighbor table

FIG. 7
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