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FIG.3

Creating WireGuard and GRE interfaces at the central server

Generating a private key at the central server

Setting listening port at the central server

Generating configuration files for emitters and gateways 
at the central server 

Configuring routs at the central server

Registering peers

Configuring peers

300, 302

310

320

330

340

350

360

370
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FIG. 4A

Transmitting outgoing traffic packet from 
the emitter  to the central server 

Receiving outgoing traffic packet from the emitter at 
the central server

Redirecting packet from the central server to the gateway  

Receiveing the packet at the gateway from the central server

Forwarding the packet from the gateway to the external server 

300, 400

410

415

420

425

430
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FIG. 4B

Forwarding the incoming traffic packet from the 
central server to the emitter

Receiving the incoming traffic packet from the gateway 
at the emitter and performing analysis of the content of 
the payload

Forwarding the incoming traffic packet 
from the gateway to the central server

Receiving the incoming traffic packet at the 
gateway from the external server

435

300, 402

440

445

450
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transmitting, to the central server, a request for receiving a gateway 
data from a given gateway of the at least one gateway, the request 

comprising an IP address of the given gateway at the WireGuard 
level, a public key, a UDP address

transmitting, to the central server, an Address Resolution Protocol 
(ARP) probe, the ARP probe being indicative of whether the given 

emitter is ready to establish a p2p connection with the given gateway

receiving the ARP probe from the emitter on the central server and

transmitting it to the WireGuard IP address of the gateway 

receiving the ARP probe containing the REQUEST_ENABLE value in

the OPERATION field from the emitter on the gateway 

emitter added on the WireGuard

interface of the gateway? 

No Yes 

sending the request for receiving the WireGuard IP address, the

public key and the UPD address from the gateway 

adding the emitter as the peer on the WireGuard interface on the

gateway 

Transmitting the standard ARP response directly to the emitter

in response to receiving, from the central server, a response to the 
ARP probe, updating the gateway data in a neighbor table hosted on 

the given emitter
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Sending the ARP request from the emitter to the WireGuard 

IP address of the gateway 

STOP 
Yes No 

Yes No 

ARP response received on the 

emitter? 

Limit of repeated 

attempts reached? 

Removing the gateway from the WireGuard interface of the 

emitter and transmitting the ARP request to the central server 

Receiving the ARP packet from the emitter on the central 

server and transmitting it to the WireGuard IP address of 

the gateway 

Receiving the ARP request on the gateway, removing the emitter 

with the corresponding IP address from the WireGuard interface 

of the gateway and updating the entry in the neighbor table 

Sending the standard ARP response from the gateway to the 

emitter via the route through the central server 

Receiving the ARP response from the gateway on the 

emitter and updating the entry in the neighbor table 

8/10

FIG. 7

vvakhitov
Text Box
500, 700



A
n

al
ys

is
 m

o
d

u
le

 
In

fo
rm

ati
o

n
 

st
o

ra
ge

 m
o

d
u

le
 C
o

m
m

u
n

ic
ati

o
n

 

m
o

d
u

le
 

Lo
ca

l n
et

w
o

rk
 1

22
 

9/10

FI
G
. 8



B
u

s 
9

1
0

 

P
ro

ce
ss

o
r 

9
0

1
 

RA
M

9
0

2
 

D
at

a 
st

o
ra

ge
 

m
ea

n
s 

90
3

 

D
at

a 
co
m
m
un

ic
at
io
n

m
ea

n
s 

9
0

6
 

In
p

u
t/

o
u

tp
u

t 

m
ea

n
s 

90
5

 

In
p

u
t/

o
u

tp
u

t 

in
te

rf
ac

es
 9

0
4

 

10/10

FI
G
. 9




