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What is Claimed: 

1. A system for conducting a transaction, comprising: 

a storage device, the storage device having an integrated circuit 

comprising at least a first secure element, the first secure element having a processor, a 

digital memory, and a first near field communications (NFC) interface, the first secure 5 

element digital memory comprising a module embodying instructions readable by the 

first secure element processor for causing the first secure element to store a public key 

and a private key in encrypted states in the digital memory, generate a public key using 

the private key, and to perform sign and hash operations; 

a processing device having a user interface, a second NFC interface, and a 10 

communication interface configured for connection to a global communications network, 

the processing device having a digital memory and a processor, the processing device 

digital memory programmed with instructions readable by the processing device 

processor for causing the processing device to establish a connection over NFC with the 

first secure element NFC interface, to send information to the first secure element for 15 

processing by the first secure element, and for establishing a user interface operable for 

accessing a transaction network via the global communications network; 

wherein instructions readable by the storage device processor and the 

processing device processor, when read by the respective processors, are capable of 

causing the system to perform the steps of: 20 

(a) the processing device receiving initiation of a transaction via the 

user interface; 

(b) the processing device establishing the connection with the first 

secure element via NFC; 

(c) the processing device sending information to the first secure 25 

element for processing via the NFC link; 

(d) the first secure element retrieving the private key, performing hash 

operations using the private key to define a signature, checking a chain associated with 

the public key to confirm that the signature conforms to a public key signature that could 

only have been generated using the specific private key, signing the transaction, and 30 

sending signed transaction information to the processing device; 

(e) the processing device establishing a communication session over 

the global communications network with an exchange server of the transaction network 

and sending the signed transaction information to the exchange server to initiate the 

transaction, and 35 
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wherein the transaction comprises a cryptocurrency transaction 

corresponding to a currency value or token, the storage device comprises a 

cryptocurrency cold storage device, the first secure element digital memory comprises a 

cryptographic module, the first secure element also comprises a payment module 

configured to exchange payment information with a card reader for conducting a 5 

purchase transaction, wherein the first secure element is a single secure element and 

the payment module is isolated from the cryptographic module via hardware or software 

partitions on the first secure element to prevent a communication pathway between the 

cryptographic module and the payment module. 

2. The system of claim 1, wherein the user interface comprises a 10 

cryptocurrency virtual wallet. 

3. The system of claim 2, wherein cryptocurrency virtual wallet is 

configured to access the transaction network indirectly through direct access to a second 

layer cryptocurrency network. 

4. The system of either of claim 2 or claim 3, wherein the system is 15 

further configured to receive a cryptocurrency deposit, wherein the processing device is 

configured to display a cryptocurrency address associated with the cryptocurrency wallet 

in an encoded form for providing to a payor. 

5. The system of any one of claims 2 to 4, wherein the system is 

further configured to buy or swap cryptocurrency.   20 

6. The system of any one of the foregoing claims, wherein the 

processing device comprises a mobile device. 

7. The system of claim 6, wherein the mobile device comprises one of 

a smartphone, a tablet, or a laptop computer. 

8. The system of any of the foregoing claims, wherein the storage 25 

device comprises a card having standard dimensions of a transaction card in 

conformance with ISO / IEC 7810:2003 ID-1. 

9. The system of claim 8, wherein the card comprises metal, ceramic, 

glass, or a combination thereof. 

10. The system of claim 2, wherein the storage device comprises a card 30 

having standard dimensions of a transaction card in conformance with ISO / IEC 

7810:2003 ID-1, and the card has no magnetic stripe configured to interact with a card 

reader. 

11. The system of claim 2, wherein the card further comprises a 

magnetic stripe configured to interact with a card reader. 35 
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12. The system of any one of claims 1 to 7, wherein the storage device 

comprises a key fob comprising metal, ceramic, glass, or a combination thereof.  

13. The system of any one of the foregoing claims, wherein the storage 

device further comprises a biometric reader module connected to the processor and 

configured to restrict activity of the storage device based upon biometric information 5 

detected by the biometric reader. 

14. The system of any one of the foregoing claims, wherein the 

processing device further comprises a biometric reader module connected to the 

processing device processor and configured to restrict access to the storage device from 

the processing device based upon biometric information detected by the biometric 10 

reader.  

15. The system of any of the foregoing claims, wherein the connection 

between the processing device and the first secure element is a secure NFC 

communication link. 

16. A storage device, the device having an integrated circuit comprising 15 

at least a first secure element, the first secure element having a processor, a digital 

memory, and a near field communications (NFC) interface, the first secure element 

digital memory comprising a module embodying instructions readable by the first secure 

element processor for causing the first secure element to store a public key and a 

private key in encrypted states in the digital memory, generate a public key using the 20 

private key, and to perform sign and hash operations, and for causing the first secure 

element to, in response to receipt of high-level information from a mobile device linked 

via a communications link with the first secure element via the NFC interface, the high-

level information relating to a transaction, perform the steps of:  

retrieving the private key, performing hash operations using the private 25 

key to define a signature, checking a chain associated with the public key to confirm that 

the signature conforms to a public key signature that could only have been generated 

using the specific private key signing the transaction, and sending signed transaction 

information to the mobile device,  

wherein the storage device comprises a cryptocurrency cold storage 30 

device, the transaction corresponds to a currency value or token, and the module 

comprises a cryptographic module, the card further comprises a payment module, 

wherein the first secure element is a single secure element and the payment module is 

isolated from the cryptographic module via hardware or software partitions on the first 

secure element to prevent a communication pathway between the cryptographic module 35 

and the payment module. 
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17. The storage device of claim 16, wherein the storage device 

comprises a card having standard dimensions of a transaction card in conformance with 

ISO / IEC 7810:2003 ID-1. 

18. The storage device of claim 17, wherein the card comprises metal, 

ceramic, glass, or a combination thereof. 5 

19. The storage device of either claim 17 or claim 18, wherein the card 

further comprises a magnetic stripe configured to interact with a card reader. 

20. The storage device of claim 16, wherein the cold storage device 

comprises a key fob comprising metal, ceramic, glass, or a combination thereof. 

21. The storage device of any one of claims 16 to 20, wherein the 10 

storage device further comprises a biometric reader module connected to the processor 

and configured to restrict activity of the storage device based upon biometric information 

detected by the biometric reader. 

22. The storage device of any one of claims 16 to 21, wherein the 

communications link is a secure communications link. 15 

23. A processing device having a device user interface, a near field 

communications (NFC) interface, and a communications interface configured for 

connection to a global communications network, the processing device having a digital 

memory and a processor, the processing device digital memory programmed with 

instructions readable by the processing device processor for causing the processing 20 

device to establish a connection over NFC with a secure element of a storage device, to 

send information to the secure element for processing by the secure element, and for 

establishing a transaction application user interface operable for accessing a transaction 

network via the global communications network, the instructions readable by processing 

device processer further configured to cause the processing device to perform the steps 25 

of: 

(a) receiving initiation of a transaction via the device user interface; 

(b) establishing a communications link with the secure element via 

NFC; 

(c) sending high-level information to the secure element for processing 30 

via the NFC link; 

(d) receiving signed transaction information from the secure element; 

(e) establishing a communication session over the global 

communications network with an exchange server of the transaction network and 
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sending the signed transaction information to the exchange server to initiate a 

transaction,  

wherein the storage device comprises a cryptocurrency cold storage 

device, the transaction application user interface comprises a cryptocurrency wallet, the 

transaction network is a cryptocurrency network, and the transaction corresponds to a 5 

currency value or token, the secure element comprises a cryptographic module, the 

secure element also comprises a payment module configured to exchange payment 

information with a card reader for conducting a purchase transaction, wherein the first 

secure element is a single secure element and the payment module is isolated from the 

cryptographic module via hardware or software partitions on the first secure element to 10 

prevent a communication pathway between the cryptographic module and the payment 

module. 

24. The processing device of claim 23, wherein the processing device 

comprises a mobile device. 

25. The processing device of claim 24, wherein the mobile device 15 

comprises a smart phone. 

26. The processing device of any one of claims 23 to 25 or the storage 

device of any one of claims 16 to 22, further comprising a biometric reader module 

connected to the processor and configured to restrict access to the storage device from 

the processing device based upon biometric information detected by the biometric 20 

reader. 

27. The processing device of any one of claims 23 to 26 or the storage 

device of any one of claims 16 to 22, wherein the connection over NFC with the secure 

element is a secure communication. 

28. An authentication device, the device having an integrated circuit 25 

comprising at least a first secure element, the first secure element having a processor, a 

digital memory, and a near field communications (NFC) interface, the first secure 

element digital memory comprising a module embodying instructions readable by the 

first secure element processor for causing the first secure element to store an 

authentication code in the digital memory, and to transmit the authentication 30 

information to a mobile device in response to receipt of a communication from the 

mobile device linked via a communications link with the first secure element via the NFC 

interface, the information relating to a transaction, 

wherein the authentication device is a cryptocurrency authentication 

device, the module comprises a cryptographic module, and the transaction corresponds 35 

to a currency value or token, the first secure element also comprises a payment module 
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configured to exchange payment information with a card reader for conducting a 

purchase transaction, wherein the first secure element is a single secure element and 

the payment module is isolated from the cryptographic module via hardware or software 

partitions on the first secure element to prevent a communication pathway between the 

cryptographic module and the payment module. 5 

29. A system for conducting transactions, comprising: 

an authentication device, the authentication device having an integrated 

circuit comprising at least a first secure element, the first secure element having a 

processor, a digital memory, and a first near field communications (NFC) interface, the 

first secure element digital memory comprising a transaction module embodying 10 

instructions readable by the first secure element processor for causing the first secure 

element to store an authentication code in the digital memory; 

a processing device having a user interface, a second NFC interface, and a 

communication interface configured for connection to a global communications network, 

the processing device having a digital memory and a processor, the processing device 15 

digital memory programmed with instructions readable by the processing device 

processor for causing the processing device to establish a connection over NFC with the 

first secure element NFC interface, to send a communication to the first secure element, 

for establishing a transaction application user interface operable for accessing an online 

a transaction account via the global communications network; 20 

the online transaction account comprising a public key and a private key in 

encrypted states stored in the transaction account digital memory and instructions 

readable by a transaction account processor for storing and generate a public key using 

the private key, to perform sign and hash operations, and to transmit signed transaction 

information to a transaction exchange server of a transaction network; 25 

wherein instructions readable by the authentication device processor and 

the processing device processer, when read by the respective processors, are capable of 

causing the system to perform the steps of: 

(a) the processing device receiving initiation of a transaction via the 

user interface; 30 

(b) the processing device establishing the connection with the first 

secure element via NFC; 

(c) the processing device sending a communication to the first secure 

element via the NFC link; 
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(d) the first secure element sending the authentication code to the 

processing device; 

(e) the processing device establishing a communication session over 

the global communications network with the online transaction account and sending the 

authentication code to the online transaction account; and 5 

(f) the online transaction account retrieving the private key, 

performing hash operations with the private key to generate a signature, checking a 

chain associated with the public key to confirm that signature conforms to a public key 

signature that could only have been generated using the private key, signing the 

transaction, and sending signed transaction information to the transaction exchange 10 

server to initiate a transaction, 

wherein the system comprises a cryptocurrency transaction system, the 

authentication device comprises a cryptocurrency authentication device, the module 

comprises a cryptocurrency module, the transaction application user interface comprises 

a cryptocurrency wallet, the online transaction account comprises a cryptocurrency 15 

account, the transaction network is a cryptocurrency network, the exchange server is a 

cryptocurrency exchange server, the transaction comprises a cryptocurrency transaction 

operative to send a currency value or token to the exchange server, the first secure 

element comprises a cryptographic module, the first secure element also comprises a 

payment module configured to exchange payment information with a card reader for 20 

conducting a purchase transaction, wherein the first secure element is a single secure 

element and the payment module is isolated from the cryptographic module via 

hardware or software partitions on the first secure element to prevent a communication 

pathway between the cryptographic module and the payment module. 

 25 


