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(57) Abstract: Systems and methods for mitigating DNS amplification attacks are provided. In one example, a threat intelligence system
collects data about the requests received by a DNS server, and/or responses generated by the DNS server. The threat intelligence system
triggers a threat mitigation action upon detecting evidence (in one or more forms) of a DNS amplification attack. The threat mitigation
action may include filtering DNS responses generated by the DNS server. The filtering rule may indicate that a DNS response in which
the payload size is above a threshold payload size is to be dropped. In examples, the payload threshold size is dynamically set by the
threat intelligence system using a machine learning model to minimize the filtering of DNS responses for valid DNS queries, while
maximizing filtering of DNS responses for malicious DNS queries
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