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COMPUTER IMPLEMENTED METHODS, APPARATUSES AND SOFTWARE FOR RANDOM
NUMBER GENERATION BASED ON GENETIC INFORMATION

TECHNICAL FIELD

[1] The present disclosure relates to generating random numbers. In particular, the disclosure
provides methods, apparatuses and computer program products for random number generation based

on genetic information.

BACKGROUND

2] Random numbers are required in large volumes to serve a wide range of technical
applications ranging from gaming and gambling, statistical modelling through to cryptography such
as in the generation of cryptographic keys to provide security in the financial and communications
sectors, among others. There is significant demand for Random Number Generators to be made

available as sources of random numbers to be used in these applications.

[3] Each application generally requires the numbers provided by Random Number Generators to
be truly random, that is one that provides random numbers that are completely unpredictable in
foresight, no better than random chance. The random numbers generated may also need to conform

to a specific distribution and coverage (usually uniformly covering a specified number space).

[4] Generally, the use of Pseudo Random Number Generators may be insufficient for these

applications as they do not provide truly unpredictable outputs.

[5] In order to produce numbers that conform to these requirements, Random Number
Generators use a core source of ‘true’ randomness, usually a physical source of statistically random
and unpredictable noise (such as hardware noise, thermal noise, using quantum phenomena).
Signals from these noise sources may then be processed and additional entropy may be added, in

order to generate a random number that meets the requirements of a certain application.

[6] Generally these hardware Random Number Generators need to be carefully calibrated and
operated in a controlled environment, otherwise they could be subjected to external influence and
characteristic behaviours which could render their output less unpredictable and as such not truly
random. As such, the provision of random numbers using these Random Number Generators is not
straightforward and so their ability to meet the increasing demand for truly random numbers in a

rapidly expanding internet, with increasing applications, is unclear.
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[7] Further, after the random number is generated, these hardware Random Number Generators
do not track the core noise source. As a result the process of how the original data gave rise to the
random number is not auditable or validatable, and so the receiver of the random number may not be
able to verify that the number has been generated by a true noise source, which may erode trust in
the source of random numbers, and raises security concerns in the systems that rely on these

Random Number Generators as a source of randomness.

[8] It is in the above context that the present disclosure has been devised.

SUMMARY OF THE DISCLOSURE

[9] Viewed from one aspect, the present disclosure provides a computer-implemented method of
generating a random number based on genetic information from a biological data source containing
at least the genetic information sequenced from a biological organism, the method comprising, by a
computing apparatus: in response to receiving a request for a random number at the computing
device, obtaining a seed value from an entropy source accessible by the computing device;
initialising a pseudo random number generator using the seed to determine a pseudo random output;
retrieving, from a biological data source accessible by the computing device, a sequence of values
derived from genetic information for a biological organism; selecting positions in the sequence of
values derived from genetic information; reading the values in the selected positions in the sequence
of values derived from genetic information; encoding the values to pairs of bits using an encoding
scheme; and assembling the pairs of bits to provide a bit string as a random number; wherein at least
one of the selecting of the positions in the sequence of values derived from genetic information and

the selection of the encoding scheme is based on the pseudo random output.

[10] It has been found that, by processing sequences of values derived from genetic information,
such as nucleobases obtained by sequencing a deoxyribonucleic acid, DNA, sequence or a
ribonucleic acid, RNA, sequence obtained from a biological organism using a genetic sequencer, in
accordance with the methods described herein, unpredictable and truly random numbers can be
generated, exploiting the randomness seen in DNA and RNA sequences. In particular, the use of the
output of a pseudo Random Number Generator seeded with a seed value obtained in response to
receiving a request for a random number, which takes a value uncontrollable in advance, to select a
set of randomised positions in the sequence of values derived from genetic information, which itself
represents a physical source of inherently random and unpredictable values, combine to generate an

unpredictable and truly random number output.



WO 2024/013498 PCT/GB2023/051830

[11] The methods have been demonstrated to pass a large number of Random Number Test
Suites, including the NIST SP800-22 Test Suite, the Dieharder Test Suite, the TestUO1 Small Crush
Test Suite, the TestUO1 Alphabit Test Suite, and the TestUO1 Rabbit Test Suite. Given the volume
of genetic information available from genetic sequencers, with the advent of third generation
sequencing technologies enabling the rise in full genome sequencing that will deliver personalised
medicine, the methods described herein can provide as a byproduct a potentially limitless source of
true random numbers that are easy to produce and maintain, without requiring careful hardware

validation or a controlled environment to maintain statistical unpredictability.

[12]  Further, as the genetic information used to generate the random numbers is easily retained,
after the generation of each random number, the process of generating that random number can be
audited and verified by a process in which the random number can be recreated by processing the
genetic information in the same way to recreate the original random number. In this way, although
the random number that is produced by the methods described herein is unpredictable in advance,
after it has been generated it can be easily verified that it has indeed been generated by the method
described in this application. This can increase the security and integrity of the systems that rely on

the method for producing random numbers for cryptographic purposes.

[13]  Further still, as the genetic information used to generate the random numbers is generated at
speed by a genetic sequencer or by post processing to generate the reads, and can be retained in
volume in a biological data store, the methods described herein can be used to quickly generate truly

random numbers in large volumes of arbitrary sizes.

[14]  Further, although the genetic information produced from a biological organism may need to
be handled secretly (and indeed, keeping the genetic information secret at least in advance of the
generation of the random number can further enhance its unpredictability), it can be used both as a
source of physical randomness for use in producing truly random numbers, and for securely
verifying the generation of the random numbers afterwards, without needing to compromise the

secret nature of the genetic information.

[15] Thus, appropriately processed, genetic information can provide an effectively limitless
verifiable source of easily produced, reliably truly random numbers. Further, the use of genetic
information as a physical source of randomness provides a further valuable technical use of this
information, with the methods described herein allowing that value to be controlled and its use
technically exploited for cryptographic purposes, the sharing of which can further incentivise the

provision of biological organism samples for sequencing, accelerating the development and
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deployment of personalised medicines and other scientific and therapeutic benefits delivered by

capturing genetic information.

[16] In embodiments, the method may further comprise sending the random number responsive to

the received request.

[17] In embodiments, the method may further comprise hashing the random number with one or
more of: the original seed value used to seed the pseudo random number generator; a further seed
value obtained from the entropy source accessible by the computing device; an identifier of the
request for a random number at the computing device; a user-supplied source of entropy; a hash of
the request for a random number at the computing device; the method further comprising sending
the hash responsive to the received request. The hashing of the truly random numbers together with
some of the information used in the generation of that random number allows the generated hash to
also be truly random and unpredictable, while also hiding the original random number produced
from the genetic information. This can further help retain the secret nature of the genetic
information selected from to produce the random number, and it can also be useful in verifying the
random number after it has been produced, building further evidence that the random number has

been generated using the method.

[18] In embodiments, the entropy source accessible by the computing device may be the time of
the computing device measured using a system clock of the computing device. In embodiments, the
system clock may provide the time to a sub-microsecond resolution. In other embodiments, the
system clock may provide the time to a nanosecond resolution. The seeding of the pseudo Random
Number Generator with a time of a system clock of a computing apparatus, to such a high
resolution, allows the pseudo random output used for selecting values from the sequence of values
derived from genetic information to be unpredictable in advance of the request for a random number
being received. In this way, the unpredictable and random selection of values from the
unpredictable and random genetic information ensures that the generated random number is truly

random and unpredictable in advance of the number being generated.

[19] In embodiments, retrieving, from a biological data source accessible by the computing
device, a sequence of genetic information for the biological organism may comprise selecting the
sequence of genetic information at random from a plurality of available sequences of genetic
information retrieved from the biological data source. In this way, random selection from the

available sequences of genetic information at the time of generating the random number further
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enhances the unpredictability of the random number generated by selecting values from random

positions in the randomly selected sequence.

[20] In embodiments, after retrieving the sequence of genetic information from the biological data
source and using the sequence in generating a random number, the sequence of genetic information
may be not used again to generate another, different random number. By using each sequence only
once, and avoiding their re-use, the unpredictability of the random number generated by the method
1s further enhanced. This may be achieved by a simple flag being marked in a field in the biological
data source indicating that a particular sequence has already been used to generate a random
number, with the method including selecting the sequence only from among those that have not

already been used to generate a random number.

[21] In embodiments, the sequence of values derived from genetic information for a biological
organism may comprise sequenced bases of genetic information obtained from a sequencing device.
The read values may be bases read from selected base positions in the sequence of genetic
information, the encoding scheme coding bases to bit pairs. In this way, the output of, for example,
a third generation genetic sequencer, processed by a “base calling” method to sequence nucleobases
in the DNA or RNA in the sample from the biological organism, can be used to generate truly
random numbers. The sequences used for generating the random numbers may be retrieved from a
store, or they may be used as they are generated in real time by a genetic sequencer or output by a

subsequent “base calling” process.

[22]  As there are four identifiable nucleobases (adenine ("A"), cytosine ("C"), guanine ("G") and
thymine("T")), each nucleobase can be mapped to one of four different bit pairs using a suitable
encoding scheme (for example, A: 00, C: 01, G: 10, and T: 11), with 24 different encoding schemes
being possible due to the number of permutations of mapping the four nucleobases to the four bit
pairs. In embodiments, encoding the bases to pairs of bits using an encoding scheme may comprise
randomly selecting the encoding scheme from an available set of encoding schemes mapping bases
to pairs of bits. In embodiments, the random selection may be based on an output of the pseudo
random number generator. Randomly selecting the encoding scheme from a number of the available
encoding schemes, based on the pseudo random output, can provide an alternative, or a further
mechanism for rendering the random number generated to be unpredictable.

[23] In embodiments, the method may further comprise storing at least one of the following items
of information used to generate the random number, for later use in verifying the generation of the

random number: the original seed value used to seed the pseudo random number generator in the
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generation of the random number; the sequence of genetic information used to generate the random
number; an indication of the encoding scheme used to generate the random number; the random
number; optionally, any additional information hashed together with the random number; the storing
enabling later validation of the random number and the method used to generate the random
number. The information may be stored in a data store accessible to the computing apparatus used
to generate the random number, and also a user computing apparatus that receives the generated
random number and wishes to validate it. At least some of the above items of information may also
be sent to the receiver of the random number (or a random hash produced therefrom), to allow the
user computing apparatus to use some of that information to validate the random number as having

been generated by the truly random number generation process.

[24] In embodiments, the method may further comprise: receiving a request to validate the
generation of the random number, the request indicating at least the random number to be validated;
responsive to the request, retrieving the information used to generate the random number;
reinitialising the pseudo random number generator with the original seed value to generate a pseudo
random output; selecting, based on the pseudo random output, positions in the sequence of values
derived from genetic information used to generate the random number; reading the values in
selected positions in the sequence of values derived from genetic information used to generate the
random number; encoding the values to pairs of bits using an encoding scheme used to generate the
random number to generate a recreated random number; validating the random number based on the
recreated random number and the request to validate the generation of the random number. In this
way, the random number may be validated to have been generated using a method that provides
truly random numbers that are unpredictable at the time of their generation. This may be achieved
by using a stored seed for the pseudo Random Number Generator and the sequence of values
derived from genetic information used to generate the random number, and the random number may
be recreated. Alternatively, rather than re-seeding the pseudo Random Number Generator with the
original seed, the positions from which values were selected from the sequence of values derived
from genetic information may be stored and used to recreate the random number. The validation
process itself may be performed by the same computing system as generating the random number,
or any computing system having access to the information used to generate the random number, as

required, and the same pseudo Random Number Generator, if needed.

[25] In embodiments, the combination of the obtaining of a seed value from an entropy source

accessible by the computing device, in response to receiving a request for a random number, and the
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selecting of random positions from a new and previously unused sequence of values derived from
genetic information randomly selected from the biological data source ensures that the random
number cannot be known or predicted in advance of the request for a random number being

received.

[26] In embodiments, the sequence of values derived from genetic information may be kept secret
and not revealed to the requester of the random number or a requestor to validate the generation of
the random number. In this way, although the genetic information used to generate the random
number may be kept secret in order to maintain privacy, it can still be used to generate a truly

random number, and to validate the generation of the truly random number.

[27] In embodiments, the biological data source may comprise a store of biological data stored in
a memory of one or more servers, or wherein the biological data source comprises a stream of
biological data generated by a genetic sequencer as it is processing genetic information sequenced
from a biological organism. Thus the random numbers may be generated “live” in the sequencing
workflow, or by processing previously sequenced genetic information stored in a data store (e.g. a

server).

[28] Viewed from one aspect, the present disclosure provides a computing apparatus comprising;
one or more processors; and a memory storing instructions that, when executed by one or more of
the processors, configure the apparatus to: in response to receiving a request for a random number at
the computing apparatus, obtain a seed value from an entropy source accessible by the computing
apparatus; initialise a pseudo random number generator using the seed to determine a pseudo
random output; retrieve, from a biological data source accessible by the computing apparatus, a
sequence of values derived from genetic information for a biological organism; select positions in
the sequence of values derived from genetic information; read the values in the selected positions in
the sequence of values derived from genetic information; encode the values to pairs of bits using an
encoding scheme; and assemble the pairs of bits to provide a bit string as a random number; wherein
the computing apparatus is further configured by the instructions to select, based on the pseudo
random output, at least one of: the positions in the sequence of values derived from genetic
information; the encoding scheme.

[29] Viewed from one aspect, the present disclosure provides a non-transitory computer-readable
storage medium, the computer-readable storage medium including instructions that when executed
by one or more processors of a computing apparatus, cause one or more of the processors to: in

response to receiving a request for a random number at the computing device, obtain a seed value
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from an entropy source accessible by the computing device; initialise a pseudo random number
generator using the seed to determine a pseudo random output; retrieve, from a biological data
source accessible by the computing device, a sequence of values derived from genetic information
for a biological organism; select positions in the sequence of values derived from genetic
information; read the values in the selected positions in the sequence of values derived from genetic
information; encode the values to pairs of bits using an encoding scheme; and assemble the pairs of
bits to provide a bit string as a random number; wherein the instructions further configure one or
more of the processors to select, based on the pseudo random output, at least one of: the positions in

the sequence of values derived from genetic information; the encoding scheme.

[30] Viewed from one aspect, the present disclosure provides a computer-implemented method
for validating a random number generated by the methods described herein, comprising, by a
computing apparatus: receiving a request to validate the generation of the random number, the
request indicating at least the random number to be validated; responsive to the request, retrieving
the information used to generate the random number, including retrieving, from a biological data
source accessible by the computing device, a sequence of values derived from genetic information
for a biological organism; obtaining the selected positions in the sequence of values derived from
genetic information used to generate the random number; obtaining the encoding scheme used to
generate the random number; reading the values in selected positions in the sequence of values
derived from genetic information used to generate the random number; encoding the values to pairs
of bits using the encoding scheme used to generate the random number to generate a recreated
random number; using information based at least on the recreated random number to validate the

random number.

[31] In embodiments, retrieving the information used to generate the random number may
comprise at least one of: retrieving at least some of the information from a data store at a location
accessible by the computing apparatus, the information having been stored at the location responsive
to the generation of the random number; retrieving at least some of the information from the

received request to validate the generation of the random number.

[32] In embodiments, obtaining the selected positions in the sequence of values derived from
genetic information used to generate the random number may comprise: reinitialising the pseudo
random number generator with the original seed value to generate a pseudo random output; and
selecting, based on the pseudo random output, positions in the sequence of values derived from

genetic information used to generate the random number.
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[33] In embodiments, obtaining the encoding scheme used to generate the random number may
comprise: reinitialising the pseudo random number generator with the original seed value to
generate a pseudo random output; selecting, based on the pseudo random output, the encoding

scheme used to generate the random number.

[34] Viewed from one aspect, the present disclosure provides a computing apparatus comprising
for validating a random number generated by these method described herein, comprising: one or
more processors; and a memory storing instructions that, when executed by one or more of the
processors, configure the apparatus to: receive a request to validate the generation of the random
number, the request indicating at least the random number to be validated; responsive to the request,
retrieve the information used to generate the random number, including retrieving, from a biological
data source accessible by the computing device, a sequence of values derived from genetic
information for a biological organism; obtain the selected positions in the sequence of values
derived from genetic information used to generate the random number; obtain the encoding scheme
used to generate the random number; read the values in selected positions in the sequence of values
derived from genetic information used to generate the random number; encode the values to pairs of
bits using the encoding scheme used to generate the random number to generate a recreated random
number; and use information based at least on the recreated random number to validate the random

number.

[35] Viewed from one aspect, the present disclosure provides a non-transitory computer-readable
storage medium, the computer-readable storage medium including instructions for validating a
random number generated by the methods described herein, that when executed by one or more
processors of a computing apparatus, cause one or more of the processors to: receive a request to
validate the generation of the random number, the request indicating at least the random number to
be validated; responsive to the request, retrieve the information used to generate the random
number, including retrieving, from a biological data source accessible by the computing device, a
sequence of values derived from genetic information for a biological organism; obtain the selected
positions in the sequence of values derived from genetic information used to generate the random
number; obtain the encoding scheme used to generate the random number; read the values in
selected positions in the sequence of values derived from genetic information used to generate the
random number; encode the values to pairs of bits using the encoding scheme used to generate the
random number to generate a recreated random number; and use information based at least on the

recreated random number to validate the random number.
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[36] Many modifications and other embodiments of the inventions set out herein will come to
mind to a person skilled in the art to which these inventions pertain in light of the teachings
presented herein. Therefore, it will be understood that the disclosure herein is not to be limited to the
specific embodiments disclosed herein. Moreover, although the description provided herein provides
example embodiments in the context of certain combinations of elements, steps and/or functions

may be provided by alternative embodiments without departing from the scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[37] Certain embodiments of the invention will now be described by way of example only, with

reference to the accompanying figures, in which:

FIG. 1 shows an example system of apparatus including a genetic sequencer and an
embodiment of a computing apparatus for generating a random number based on genetic
information sequenced from a biological organism by the genetic sequencer in accordance with

aspects of the present disclosure;

FIG. 2 shows a graph plotting current data output by the genetic sequencer shown in FIG. 1
over time, illustrating an example sequence of values derived from genetic information for use in

generating random numbers in accordance with embodiments of the present disclosure;

FIG. 3 shows a data representative of a sequence of nucleobases called from processing of
the current data shown in FIG. 2 usable as a sequence of values derived from genetic information for

use in generating random numbers in accordance with embodiments of the present disclosure;

FIG. 4 shows a block diagram of the embodiment of the computing apparatus for use as a

Random Number Generator shown in FIG. 1;

FIG. 5 shows an embodiment of a method for generating random numbers in accordance
with aspects of the present invention, the method being implemented by the embodiment of the

computing apparatus shown in FIG. 4;

FIG. 6A shows example code for use in implementing an example method as shown in FIG.
5 for seeding and using a pseudo Random Number Generator to select and encode values from the
sequence of bases derived from genetic information shown in FIG. 3 to generating a random

number;

10
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FIG. 6B shows an output of the example code shown in FIG. 6A to produce sixteen random
selections of positions in the sequence of bases derived from genetic information shown in FIG. 3

and for selecting an encoding scheme from the available schemes shown in FIG. 8;

FIG. 7 shows the selection of bases from the data shown in FIG. 3 using the generated
random selections of positions shown in FIG. 6B for use in generating a random number in

accordance with aspects of the present disclosure;

FIG. 8 shows a table illustrating 16 of the available 24 encoding schemes for encoding

nucleobases to pairs of bits;

FIG. 9 shows a table illustrating the sixteen bases randomly selected in FIG. 7 encoded using
the encoding scheme selected as shown in FIG. 6B from the table shown in FIG. 8 into a random

number represented by a 32 bit string in accordance with aspects of the present disclosure;

FIG. 10 shows an example message sending the generated random number responsive to the

request for generating a random number in accordance with aspects of the present disclosure;

FIG. 11 A shows example code for use in generating a hash of a random number for use in
accordance with the random number generation method shown in FIG. 5 and the random number

validation method shown in FIG. 12;

FIG. 11B shows an example output of a hashed recreated random number generated in
accordance with the method shown in FIG. 12 and using the example code shown in FIG. 11A to

validate the originally generated hashed random number; and

FIG. 12 shows an embodiment of a method for validating random numbers in accordance

with aspects of the present disclosure.

DETAILED DESCRIPTION OF THE DRAWINGS

[38] Hereinafter, embodiments of the disclosure are described with reference to the
accompanying drawings. However, it should be appreciated that the disclosure is not limited to the
embodiments, and all changes and/or equivalents or replacements thereto also belong to the scope of
the disclosure. The same or similar reference denotations may be used to refer to the same or similar

elements throughout the specification and the drawings.

11
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2 < EENTS

[39] As used herein, the terms “have,” “may have,” “include,” or “may include” a feature (e.g., a
number, function, operation, or a component such as a part) indicate the existence of the feature and

do not exclude the existence of other features.

[40]  As used herein, the terms “A or B,” “at least one of A and/or B,” or “one or more of A
and/or B” may include all possible combinations of A and B. For example, “A or B,” “at least one of
A and B,” “at least one of A or B” may indicate all of (1) including at least one A, (2) including at

least one B, or (3) including at least one A and at least one B.

[41]  As used herein, the terms “first” and “second” may modify various components regardless of
importance and do not limit the components. These terms are only used to distinguish one
component from another. For example, a first user device and a second user device may indicate
different user devices from each other regardless of the order or importance of the devices. For
example, a first component may be denoted a second component, and vice versa without departing

from the scope of the disclosure.

[42] It will be understood that when an element (e.g., a first element) is referred to as being
(operatively or communicatively) “coupled with/to,” or “connected with/to” another element (e.g., a
second element), it can be coupled or connected with/to the other element directly or via a third
element. In contrast, it will be understood that when an element (e.g., a first element) is referred to
as being “directly coupled with/to” or “directly connected with/to” another element (e.g., a second
element), no other element (e.g., a third element) intervenes between the element and the other

element.

[43]  As used herein, the terms “configured (or set) to” may be interchangeably used with the

2 2«

terms “suitable for,” “having the capacity to,” “designed to,” “adapted to,” “made to,” or “capable
of” depending on circumstances. The term “configured (or set) to” does not essentially mean
“specifically designed in hardware to.” Rather, the term “configured to” may mean that a device can

perform an operation together with another device or parts.

[44] For example, the term “processor configured (or set) to perform A, B, and C” may mean a
generic-purpose processor (e.g., a CPU or application processor) that may perform the operations by
executing one or more software programs stored in a memory device or a dedicated processor (e.g.,
an embedded processor) for performing the operations.

[45] The terms as used herein are provided merely to describe some embodiments thereof, but not
to limit the scope of other embodiments of the disclosure. It is to be understood that the singular

@, 9 <

forms “a,” “'an,” and “the” include plural references unless the context clearly dictates otherwise.

12
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All terms including technical and scientific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which the embodiments of the disclosure belong. It
will be further understood that terms, such as those defined in commonly used dictionaries, should
be interpreted as having a meaning that is consistent with their meaning in the context of the
relevant art and will not be interpreted in an idealized or overly formal sense unless expressly so
defined herein. In some cases, the terms defined herein may be interpreted to exclude embodiments

of the disclosure.

[46] FIG. 1 shows an example system 100 of connected apparatus for generating random

numbers based on genetic information in accordance with aspects of the present disclosure.

[47] The system 100 comprises a genetic sequencer 102 for extracting genetic information from a
sample tube 108 containing polynucleotide strands from biological organism 104, in this case a
human subject. That is, the sample tube 108 may contain a sample of the DNA or RNA of the

biological organism 104 suitably prepared for sequencing by the genetic sequencer 102.

[48] The genetic sequencer 102 provides output data including a genetic information contained in
the sample tube 108 to a base calling computing apparatus 118 which is used to process the genetic
information by ‘base calling’ to generate one or more sequenced bases. As can be seen in Fig. 1,
alternatively or in addition, the genetic sequencer 102 provides output data including a genetic
information contained in the sample tube 108 to a Random Number Generator computing apparatus
106 which may instead be used to process the genetic information by ‘base calling’ to generate one
or more sequenced bases. As will be explained herein, the Random Number Generator computing
apparatus 106 is used for generating a random number using a sequence of values derived from the

genetic information.

[49] In the embodiment, the example genetic sequencer 102 shown represents a third generation
nanopore sequencer such as those available from Oxford Nanopore Technologies
(https://nanoporetech.com/). However, the genetic information used in the Random Number
Generator computing apparatus 106 for generating random numbers can come from any suitable
source and is not limited to this sequencing technology and can use genetic information provided by
second generation sequencers, and sequences of values derived from genetic information, such as

sequences of bases from biological organisms, provided in any suitable form.

[50] In the genetic sequencer 102 a transmembrane pore 110 (e.g. a nanopore) is used as an
electrical biosensor for sensing genetic information in the form of the polynucleotides in a sequence

in strands of DNA or RNA from the biological sample contained in the sample tube 108. Such

13
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transmembrane pores 110 can be used to identify small molecules or folded proteins and to monitor
chemical or enzymatic reactions at approximately the single molecule level by means of sending the
ion flow across the transmembrane pore 110, for example, as the strand of DNA/RNA passes
through the pore. Interaction of an analyte with the transmembrane pore 110 can give rise to a
characteristic change in ion flow (for example, a characteristic current profile) as the analyte
translocates through the nanopore. That is, the 1on flow (for example, electron flow/current) through
a transmembrane pore 110 may be measured under a potential difference applied across the

transmembrane pore 110.

[S1] A graph plotting an example of the raw data output 200 by the genetic sequencer 102 over
time 1s shown in the top of FIG. 2, with a detail 202 of part of the data shown underneath. As can be
seen, the plot shows the raw data output 200 in the form of ion flow/current signal information, the

form of which is characteristic of the analyte passing through the transmembrane pore 110.

[52] For example, as a polynucleotide strand such as DNA passes through the transmembrane
pore 110, the nucleobases of the DNA (i.e. adenine (A), cytosine (C) , guanine (G), and thymine
(T)) that pass through the transmembrane pore 110 produce a resultant characteristic current profile
depending on which combination of 4-5 nucleobases as part of the DNA strand is passing through
the sequencer at any given moment. As can be seen in the raw data output 200 in FIG. 2, this
produces a current signal that falls to different levels that change as each base leaves the pore and a
new base enters at the top. Interpretation of the changes in the current can be decoded to infer the
sequence of nucleobases on the DNA strand through a process of “base calling”. The results of the
base calling, giving a prediction of the called bases 204 for the different segments of the raw data, as
shown overlaid above the detail 202 of a section of the raw data output 200 shown in the bottom

pane of Fig. 2.

[S3]  As can be seen, signal information produced by a genetic sequencer (a nanopore sequencer
or otherwise) is typically very noisy due to, for example, electrical and environmental interference.
In addition, the signal, as measured by the current passing through the pore, reflects the presence in
the pore of 4-5 nucleotides which are part of the DNA strand. Accordingly, the task of base calling
to determine a polynucleotide sequence (i.e. determining a “read”) from the signal information in
the raw data output 200 is a computationally intensive task to complete, often requiring processing
by artificial neural networks to analyse the raw data output 200. Thus, in order to determine the

nucleobases in the raw data, the raw data output 200 needs to be processed by based calling using an
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often computationally intensive process, such as a deep neural network, to provide predictions of the

nucleobases giving rise to the raw data.

[54] Thus the raw data output 200 by the genetic sequencer 102 may be passed to a suitable
computing apparatus for base calling, such as the base calling computing apparatus 118 (or the
Random Number Generator computing apparatus 106 if this is also configured to perform base
calling) to determine the sequence of nucleobases of the DNA/RNA molecules in the sample tube
108, and the resulting genetic sequence of bases may be stored in a server 114 accessible via the
Internet 112, or otherwise passed directly to the Random Number Generator computing apparatus

106 for subsequent use in the generation of random numbers.

[S5] Once the DNA/RNA reads have been created through base calling, base calling computing
apparatus 118 (or the Random Number Generator computing apparatus 106 if this is also configured
to perform base calling) may store the read sequence of nucleobases in a suitable standard

data structure, such as FASTS5 or other format such as that shown in the example of FIG. 3.

[S6] Asshown in FIG. 3, the base called data 300 for a read includes a header 302 indicating an
identifier (in the example, this is “@5d08ebdf-4b02-45bf-ac72-8e5716ca468d”) and a run identifier
(in this example “runid=3b55a2b916b3c56c641a45f4898b156692a08534”) as well as further
information concerning the sample, the read size, start time, etc. The base called reads are then
stored in a payload showing the sequence of nucleobases 304 arranged in the example as pairs of
adjacent sequenced bases, 16 pairs to a row, until the last, Nth, base pair is reached at the end of the

read.

[57] The base called data 300, representing the sequences of base values derived from genetic
information, may be sent by the base calling computing apparatus 118 via the internet 112 to a
server 114 which may store the base called data 300 for later retrieval, for example by the Random
Number Generator computing apparatus 106. The base called data for all of the reads from the

sample tube 108 may be sent by the base calling computing apparatus 118 to the server 114.

[58] Alternatively, or in addition, the base calling computing apparatus 118 (or the Random
Number Generator computing apparatus 106 if this is also configured to perform base calling) may
pass the raw data output 200 by the genetic sequencer 102 on via the internet 112 to a server 114
which may store the raw data output 200 by the genetic sequencer 102 for later base calling
processing by one or more other computing apparatuses. In this case, the base calling computing

apparatus 118 or the Random Number Generator computing apparatus 106 may perform the base
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calling process at a later time. The base calling computing apparatus 118 may itself act as a server

or the one or more servers 114.

[S9] At any time after the base calling computing apparatus 118 (or the Random Number
Generator computing apparatus 106 if this is also configured to perform base calling) has received
and processed the raw data output 200 from the genetic sequencer 102 and stored the raw data
output 200 and/or the base called data 300 in server 114, the Random Number Generator computing
apparatus 106 may receive a request for a random number. Alternatively, where the Random
Number Generator computing apparatus 106 is configured to receive and process the raw data
output 200 from the genetic sequencer 102, a request for a random number may be received by the
Random Number Generator computing apparatus 106 contemporaneously with the reading out of
the genetic sequencer 102 to the Random Number Generator computing apparatus 106, or the

handling and base call processing of the raw data output 200 thereby.

[60] Reference will now be made to FIG. 4 and FIG. 5 to describe how, responsive to the request
for a random number, the Random Number Generator computing apparatus 106 generates a random

number based on genetic information using the method 500.

[61] FIG. 4 shows a block diagram of the embodiment of the computing apparatus for use as a

Random Number Generator computing apparatus 106 shown in FIG. 1.

[62] The Random Number Generator computing apparatus 106, comprises memory 402, one or
more processors 404 and an input/output module 408. A bus system (not shown) may be provided
which supports communication between the at least one processor 404, memory 402 and

input/output module 408.

[63] The processor 404 executes instructions that can be loaded into memory 402. The processor
404 can include any suitable number(s) and type(s) of processors or other devices in any suitable
arrangement. Example types of processor include microprocessors, microcontrollers, digital signal

processors, field programmable gate arrays and application specific integrated circuits.

[64] The memory 402 may be provided by any structure(s) capable of storing and facilitating
retrieval of information (such as data, program code, and/or other suitable information on a
temporary or permanent basis). The memory 402 can represent a random access memory or any
other suitable volatile or non-volatile storage device(s). The memory 402 may also contain one or
more components or devices supporting longer-term storage of data, such as a read only memory,
hard drive, flash memory, or optical disc, which may store software code for loading into the

memory 402 at runtime. In use, the processor 404 and memory 402 provide a runtime environment

16



WO 2024/013498 PCT/GB2023/051830

406 in which instructions or code loaded into the memory 402 can be executed by the processor 404

to generate instances of software modules in the runtime environment 406.

[65] The Random Number Generator computing apparatus 106 also comprises input/output
module 408 providing a communications interface for receiving data via the internet 112, from one
or more servers 114, user computing apparatus 116 and base calling computing apparatus 118, and,

where a data connection to a genetic sequencer is provided, one or more of a genetic sequencer 102.

[66] Although shown in FIG. 1 as a standalone computing apparatus, the Random Number
Generator computing apparatus 106 may be configured as a networked server (which may be part of
the one or more servers 114) or as a virtual machine implemented in a cloud computing service, any
of which may be suitable for carrying out the random number generating and validations methods

described herein.

[67] With reference to FIG. 5, an embodiment of a method 500 for generating random numbers in
accordance with aspects of the present invention will now be described, the method being
implemented by the embodiment of the Random Number Generator computing apparatus 106
shown in FIG. 4. Reference will also be made throughout to FIG. 6A, FIG. 6B, FIG. 7, FIG. 8, FIG.
9 and FIG. 10 which provide examples illustrating the implementation of certain steps of the method

500 in Python code.

[68] To implement the method 500, the memory 402 of the Random Number Generator
computing apparatus 106 comprises instructions which, when executed by the one or more
processors 404, cause one or more of the processors 404 to instantiate a sequence data selector 410,
an entropy source 412, a pseudo random number generator 414, a sequence data encoder 416 and a
random number assembler 418. Together, the sequence data selector 410, an entropy source 412, a
pseudo random number generator 414, a sequence data encoder 416 and a random number
assembler 418 may carry out the method 500 shown in FIG. 5 for generating random numbers based
on genetic information from a biological data source containing at least the genetic information
sequenced from a biological organism. Although the above functional elements for implementing
the method 500 shown as modularised software, this is simply to facilitate understanding, and the
specific implementation of the method 500 in the memory 402 of the Random Number Generator
computing apparatus 106 may be achieved in any suitable way. Further, although the descriptions
of the method 500 and method 1200 below describe the actions performed in the methods as steps,

this 1s not intended to be in any way limiting, and it should be understood that the steps may be
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performed in an order different to that described below, or some of the steps may be performed in

parallel.

[69] In the method 500, in step 502, in response to receiving a request for a random number at the
computing device, a seed value is obtained from an entropy source accessible by the computing
device. The request for a random number may be received from a user computing apparatus 116
which, although presented as a standalone computing apparatus in FIG. 1, may be configured as a
networked server or as a virtual machine implemented in a cloud computing service. The user
computing apparatus 116 may request the provision of a truly random number for example for use in
generating a cryptographic key for use in a cryptographic security protocol. The request for a
random number may be received at the input/output module 408 via the internet 112, and it may be
sent to the Random Number Generator computing apparatus 106 directly by the user computing
apparatus 116, or it may be routed to the Random Number Generator computing apparatus 106 by a
Random Number Generator service broker server, managing the providing random number

generation as a service to plural user computing apparatus 116 on the internet 112.

[70] The entropy source may be the entropy source 412 which may provide a seed value from an
entropy source provided locally to Random Number Generator computing apparatus 106, or it may
access an entropy source remote from the Random Number Generator computing apparatus 106, for
example via the input/output module 408. In embodiments, the entropy source 412 accessible by the
computing device may be the time of the computing device measured using a system clock of the
computing device. The system clock may provide the time to a sub-microsecond resolution, or to an

even higher resolution, such as to a nanosecond resolution.

[71] The obtaining of the seed value is shown in FIG. 6A which shows example code for use in
implementing an example method as shown in FIG. 5 for seeding and using a pseudo Random
Number Generator to select and encode values from the sequence of bases derived from genetic
information shown in FIG. 3 to generating a random number. In particular, the following Python
code imports the time library and captures the values of the systems performance counter
responsive to the receipt of the request for a random number in nanoseconds as an integer value

suitable for use as a seed.

import time

time_ns = time.perf_counter_ns()
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[72] The results of this step can be seen in an example shown in FIG. 6B, which shows that, in

this instance, the seed was generated from the system time as an entropy source as follows:

Seed (performance counter) = 32888750

[73] Then, in step 504, the method 500 proceeds by initialising a pseudo random number
generator using the seed to determine a pseudo random output. Here, the pseudo Random Number
Generator 414, once initialised with the seed value, can be used to generate a series of random
numbers. It should be noted that, when the same pseudo Random Number Generator is initialised
with the same seed, it will always generate the same series of random numbers. In the example
Python code shown in FIG. 6A, the random library is imported, and the pseudo random number
generator 414 is initialised using the seed value generated from the system time as the entropy

source 412 as follows:

import random

random.seed(time_ns)

[74]  As shown in Figure 4, the sequence data selector 410 may receive the request for a random
number and then operate the entropy source 412 and the pseudo random number generator 414 to
obtain the seed value and use it to initialise the pseudo random number generator 414.

Alternatively, the entropy source 412 may be accessible or operatable directly by the pseudo random
number generator 414 to obtain the seed value (and it may not be accessible or operatable by the

sequence data selector 410 or sequence data encoder 410).

[75] In step 506, the method 500 proceeds by retrieving, from a biological data source accessible
by the computing device, which may be for example the server 114, a sequence of values derived
from genetic information for a biological organism. The sequence data selectors 410 may access the

biological data source to obtain the sequence of values derived from genetic information.

[76] In the example described in detail herein, the sequence of values derived from genetic

information for a biological organism used for generating the random number in the method 500
comprise sequenced bases of genetic information obtained from a genetic sequencer, such as the
base called data 300 shown in FIG. 3. In this way, the output of, for example, a third generation
genetic sequencer, processed by a “base calling” method to sequence nucleobases in the DNA or

RNA in the sample from the biological organism, can be used to generate truly random numbers.
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The sequences used for generating the random numbers may be retrieved from a store, or they may
be used as they are generated in real time by a genetic sequencer or output by a subsequent “base

calling” process.

[77]  Alternatively, or in addition, the sequence of values derived from genetic information for a
biological organism used for generating the random number in the method 500 may comprise a raw
data output from a genetic sequencer, such as the raw data output 200 shown in Figure 2. For this
purpose, the raw data output 200 received from the genetic sequencer, in the form of periodically
sampled current levels (for example sampled when the current flow passes below a threshold level,
corresponding to an analyte passing through the transmembrane pore 110) can itself provide such a
sequence of values derived from genetic information for use in generating random numbers. In

other approaches, the raw data output 200 of noisy varying current levels may be used.

[78] In the illustrative example described herein, in relation to the FIG. 6A to FIG. 11B operate
on the base called data 300 shown in FIG. 3 as it has been base called in the Random Number
Generator computing apparatus 106 to generate a random number. In embodiments however, the
retrieving of a sequence of values derived from genetic information for use in generating a random
number may comprise selecting the sequence of values derived from genetic information at random
from a plurality of available sequences of values derived from genetic information retrievable from
the biological data source. That is, the selection of the base called data 300, may be a random
selection from among a large number of different sequences of values derived from genetic
information available to the Random Number Generator computing apparatus 106 either in the data
stream obtained from the genetic sequencer 102, or from the base calling processing, or from a
biological data source datastore on server 114. The available different sequences of values derived
from genetic information may be from different reads of the same polynucleotide sequence, or from
different polynucleotide sequences from the same or different biological organisms. The random
selection of a sequence of values derived from genetic information from an abundance of available
genetic information further facilitates the generation of truly random numbers. The random
selection of the sequence of values derived from genetic information may be based on a pseudo
random output of the pseudo random number generator 414.

[79] In embodiments, after retrieving the sequence of genetic information from the biological data
source and using the sequence in generating a random number, the sequence of genetic information
may be not used again to generate another, different random number. That is, in an example, once

the base called data 300 has been used to generate a random number, it may not be used again. By

20



WO 2024/013498 PCT/GB2023/051830

using each sequence only once, and avoiding their re-use, the unpredictability of the random number
generated by the method is further enhanced. This may be achieved by a simple flag being marked
in a field in the biological data source indicating that a particular sequence has already been used to
generate a random number, with the method including selecting the sequence only from among

those that have not already been used to generate a random number.

[80] In step 508, the method 500 proceeds by the sequence data selector 410 selecting positions in
the sequence of values derived from genetic information. In examples, where the selection of the
encoding scheme is based on the pseudo random output, and/or wherein the selection of the
sequence of values derived from genetic information is based on the pseudo random output, the
selection of the positions in the sequence of values derived from genetic information need not be
random. That is, consecutive values in the sequence of values derived from genetic information
starting at a predefined position may be selected. For example, if 16base values are needed to
generate a 32 bit random number, the first bases 0-15 may be selected from the base called data 300
if the base called data 300 has itself been randomly selected, and/or if the encoding scheme is to be

randomly selected. Alternatively a fixed pattern of positions may be used.

[81] Alternatively, to further enhance the unpredictability of the random number generation, the
selection  of the positions in the sequence of values derived from genetic information may be
based on the pseudo random output. This may occur where the selection of the encoding scheme
may or may not also be random and based on the pseudo random output, and/or wherein the
selection of the sequence of values derived from genetic information may or may not also be

random and based on the pseudo random output.

[82] In examples, the selection of the positions may follow a predefined pattern, or a randomly
selected one of a set of possible predefined patterns, and the predefined pattern may start at a
randomly selected position in the sequence of values derived from genetic information based on a
pseudo random output from pseudo random number generator 414.

[83] In other examples, and as will be seen in relation to FIG. 7, the selection of positions may be
individually randomised, with each position selection being based on a different pseudo random
output from the pseudo random number generator 414.

[84] In the example shown in relation to FIG. 6A, FIG. 6B and FIG. 7, to generate a 32 bit truly
random number, sixteen random positions are randomly selected by a series of sixteen different
pseudo random outputs from the initialised pseudo random number generator 414 within a range of

0 to a maximum base number (which may, for example, be up to the length of the sequence data, or
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be selected from a smaller number of bases, for example 128 bases), each random position

representing a selection of a single base value in the base called data 300.

[85]  Asshown in FIG. 6A, after the pseudo random number generator 414 is initialised with the
seed value, sixteen pseudo random outputs numbering between 0 and the length of the sequence

are generated from the pseudo random number generator 414 using the following code:

int(random.uniform(@, max_base_number))

[86] The function random.uniform returns a random number which is guaranteed to be from a
uniform distribution within a specified range. As can be seen in FIG. 6B, the sixteen example base
positions randomly selected by the pseudo random number generator 414 initialised with the seed

value 32888750 and set to select up to a max_base number of 127 are as follows:

Base selection 1 = 18
Base selection 2 = 41
Base selection 3 = 3
Base selection 4 = 25
Base selection 5 = 32
Base selection 6 = 30
Base selection 7 = 48
Base selection 8 = 103
Base selection 9 = 13
Base selection 106 = 89
Base selection 11 = 4
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Base selection 12 = 99
Base selection 13 = 33
Base selection 14 = 32
Base selection 15 = 55
Base selection 16 = 45

[87] It should be noted that these sixteen values will always be output by the pseudo random

number generator 414 following initialisation with the seed value 32888750.

[88] Instep 510, the method SO0 proceeds with reading the base values in the selected positions

in the sequence of genetic information. That is, however the positions are selected, the values in the
sequence of values derived from genetic information are read. In the example shown in FIG. 7, the
following sixteen bases 1-16 are read from the base called data 300 using the sixteen base positions

randomly selected by the pseudo random number generator 414 as shown in FIG. 6B:

702a: Base 1 (read from random base selection position 18) = C

702b: Base 2 (read from random base selection position 41) = C

702c¢: Base 3 (read from random base selection position 3) = A

702d: Base 4 (read from random base selection position 25) = G

702e: Base 5 (read from random base selection position 32) = A

702f: Base 6 (read from random baseselection position 30) = T

702g: Base 7 (read from random base selection position 48) = T

702h: Base 8 (read from random base selection position 103) = C

7021: Base 9 (read from random base selection position 13) = T

702;: Base 10 (read from random base selection position 89) = A
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702k: Base 11 (read from random base selection position 4) = T
7021: Base 12 (read from random base selection position 99) = A
702m: Base 13 (read from random base selection position 33) = T
702n: Base 14 (read from random base selection position 32) = A
7020: Base 15 (read from random base selection position 55) = T

702p: Base 16 (read from random base selection position 45) = G

[89] This is shown in FIG. 9 which shows the summary table for the generation of the random

number in the example, in which the sixteen base reads 902 are as follows:

HEENEDUDEEDEEREE

[cllclallsTallrivlclirallrifallrlalr]s]

[90] In step 512, the method 500 proceeds by encoding the read values to pairs of bits using an
encoding scheme. In the Random Number Generator computing apparatus 106, the read values from
the genetic information are passed to sequence data encoder 416 to be encoded using an encoding
scheme. In embodiments, the selection of the encoding scheme may be based on a pseudo random
output from the pseudo random number generator 414. A single, randomly selected encoding
scheme may be used to encode all of the selected bases in the read, or a different encoding scheme

may be randomly selected to encode each base, or groups of bases, in the read.

[91] The selection of the encoding scheme may be controlled by the sequence data encoder 416,
by operation of the pseudo random number generator 414. The sequence data encoder 416 may
simply use the pseudo random number generator 414 as it has been used previously for the
generation of random numbers for the selection of the positions in the sequence of values derived
from genetic information, or it may re-seed the pseudo random number generator 414 with a
different seed value obtained from the entropy source 412. The random selection of the encoding
scheme may not be needed where the selection of the positions to be read in the sequence of values
derived from genetic information is based on pseudo random outputs of the pseudo random number

generator 414, or where the selection of the sequence of values derived from genetic information is
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random. However, selecting the encoding scheme based on a pseudo random output of the pseudo
random number generator 414 may further enhance the unpredictability of the generated truly

random number.

[92] Inthe example, as there are four values of nucleobases (A, C, G, T) that need to be encoded,
these can be mapped to four 2-bit values, with a number of different encoding schemes being

available based on the permutations of the four bases and four pairs of bits.

[93] FIG. 8 shows a table illustrating only the first 16 of the available 24 encoding schemes for
encoding nucleobases to pairs of bits, these are numbered 0-23.

[94] In the example shown in FIG. 6A, a further pseudo random output is obtained from the
pseudo random number generator 414 (continuing with its previous configuration, without first re-
seeding it) to provide a random number between 0-23 which 1s used to select the encoding scheme
to be used to generate the random number. The following code is used to generate the encoder

selection random number:

int(random.uniform(e, 24))

[95] As can be seen in FIG. 6B, in the example, the pseudo random number generator 414
generated the coding scheme selection number as = 11. As can be seen from the table in FIG. 8,
and the summary table in FIG. 9, the randomly selected encoding scheme 11 904 maps bases to

pairs of bits as follows:

| A: 11 | C: o1 | G: 10 I T: 00

[96] Thus in the example, in step 512, the encoding of each of the sixteen bases 1-16 using the

encoding scheme 11 provides the following mapping of encoded bases 906:

Lellclallsflallr i jlcffrifalr aflrifalT]c]
[e1][e1][11][1e][12][ee][ee][e1][ee][11] e ][ 11][ee][11][ee] 1]

[97] Once the read values are encoded, in step 514, the method 500 proceeds to assemble the
encoded pairs of bits to provide a bit string as a random number. As shown in FIG. 9, in the

example, the assembled 32-bit random bit string 908 is 01011110110000010011001100110010.

[98] The size of the random bit string can be adapted arbitrarily by simply selecting a larger

number of values from the sequence of values derived from genetic information and encoding them
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as above. Generally, the larger the number of values to be selected, the selection should be taken
from a larger sequence of values derived from genetic information. In the example shown above, 16
bases are used to generate a 32-bit truly random number. A selection of 32 bases can be used  to

generate a 64-bit truly random number.

[99] In embodiments, the sequence of values derived from genetic information may be kept secret
and not revealed to the requester of the random number or a requestor to validate the generation of
the random number. In this way, although the genetic information used to generate the random
number may be kept secret in order to maintain privacy, it can still be used to generate a truly

random number, and to validate the generation of the truly random number.

[100] In embodiments, once a sequence of values derived from genetic information has been used
to generate a random number, it may not be used again. This can retain the unpredictability of the
random numbers generated. That s, if the same sequence of values derived from genetic
information was used repeatedly to generate random numbers, the result may become less
unpredictable. This may be achieved by a simple flag being marked in a field in the biological data
source indicating that a particular sequence has already been used to generate a random number,
with the method including selecting the sequence only from among those that have not already been

used to generate a random number.

[101] Thus, in accordance with the method 500, the combination of the obtaining of a seed value
from an entropy source accessible by the Random Number Generator computing apparatus 106, in
response to receiving a request for a random number, and the selecting of random positions from a
new and previously unused sequence of values derived from genetic information randomly selected
from the biological data source may ensure that the random number cannot be known or predicted in

advance of the request for a random number being received.

[102] In embodiments, the method may further comprise sending the random number responsive to
the received request. The random number may be sent towards the user computing apparatus 116
via the internet 112.

[103] In the example, a message structure such as that shown in FIG. 10 is used. This includes the
identifier (in the example, “@5d08ebdf-4b02-45bf-ac72-8e5716ca468d”) extracted from the header
302 of the base called data 300 that provided the sequence of values derived from genetic
information from which the random number was generated, the original seed value used to seed the

pseudo random number generator 414, the positions in the base called data 300 randomly selected
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by the pseudo random number generator 414, the encoding scheme randomly selected by the pseudo

random number generator 414, and the random number itself.

[104] The message includes at least the random number encoded using the encoding scheme, or a
random number output based on the random number. For example, the method may further include
hashing the random number with further data. Such further data may include one or more of: the
original seed value used to seed the pseudo random number generator 414; a further seed value
obtained from the entropy source accessible by the computing device (to add further entropy to the
output); an identifier of the request for a random number at the computing device; a hash of the
request for a random number at the computing device; the method further comprising sending the
hash responsive to the received request.

[105] An example of Python code for use in generating a hash of the generated random number is

shown in FIG. 11A. Here the Python hashlib library is imported and the hashed random number
output is defined using the SHA256 hashing algorithm as follows:

import hashlib

m = hashlib.sha256()

[106] The hash is then updated by first hashing the random number encoded using the encoding
scheme, and then by hashing it together with the seed value used to seed the pseudo random number
generator 414, or with the request identifier for the random number, or some other user-specified

source of entropy, using the following code:

m.update("00110010000111110111111110011100".encode('utf-8"'))

m.update("32888750" .encode('utf-8"))

[107] In this way, the 32-bit random number encoded using the encoding scheme is hashed
together with the seed value, and optionally a user-supplied entropy source, to produce a 256-bit
random number output, which is similarly truly random and unpredictable as an output. In the
example, as a hexadecimal digest of the 256-bit random number output by the SHA256 algorithm is
shown in FIG. 11B as
“2809d5d03d1{f393ef3851182d9e4fe93017¢6242327d3682ee48888bdaca7c9”.
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[108] The message by the Random Number Generator computing apparatus 106 sent to the user

may include the original random number or the hashed random number output or both.

[109] The hashing of the truly random numbers together with some of the information used in the
generation of that random number allows the generated hash to also be truly random and
unpredictable, while also hiding the original random number produced from the genetic information.
This can further help retain the secret nature of the genetic information selected from to produce the
random number, and it can also be useful in verifying the random number after it has been produced,

building further evidence that the random number has been generated using the method.

[110] After the random number is generated, to allow its verification, in embodiments, the method
may further comprise storing at least one of the following items of information used to generate the
random number, for later use in verifying the generation of the random number: the original seed
value used to seed the pseudo random number generator 414 in the generation of the random
number; the sequence of genetic information used to generate the random number; an indication of
the encoding scheme used to generate the random number; the random number; optionally, any

additional information hashed together with the random number; the hashed random number output.

[111] The data may be stored using a data format similar to that shown in FIG. 10, and it may be
stored locally to the Random Number Generator computing apparatus 106, and/or remotely at other
computing apparatus or one or more servers such as server 114 which may be configured to provide
a verification service for verifying the generated random numbers. The information may be stored in
a data store accessible to the computing apparatus used to generate the random number, and also a
user computing apparatus that receives the generated random number and wishes to validate it. At
least some of the above items of information may also be sent to the receiver of the random number
(or a random hash produced therefrom), to allow the user computing apparatus to use some of that
information to validate the random number as having been generated by the truly random number
generation process. At least some of the above items of information may also or instead be sent to a
third party auditor computing apparatus 120 (see Fig. 1) to allow the third party computing
apparatus to audit the generated the random number by validating that it has been generated by the

above-described process.

[112] Thus only information needs to be stored that is sufficient to enable later validation of the
random number. This verification may include performing at least some of the steps of the method
500 in order to recreate the random number to verify that it corresponds to the random number

originally generated using the method 500.
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[113] Reference will now be made to FIG. 12 which shows an embodiment of a method 1200 for
validating random numbers in accordance with aspects of the present disclosure. The method 1200
may be performed by Random Number Generator computing apparatus 106, server 114, auditor
computing apparatus 120, or any other suitable computing apparatus having access to the
appropriate information needed to verify that the number was generated in accordance with the
method 500 using a sequence of values derived from genetic information. For simplicity, in the
following description, the method 500 will be described as if it were being carried out by Random
Number Generator computing apparatus 106. As such, the method 1200 may be implemented in

runtime environment 406 by instructions stored in memory 402.

[114] In step 1202, method 1200 receives a request to validate the generation of the random
number, the request indicating at least the random number to be validated. The request may be
received by the Random Number Generator computing apparatus 106 from the user computing
apparatus 116 that requested the random number at any time after the random number has been
generated, or from a third party auditor computing apparatus 120 attempting to validate the
generated random number (for example, on behalf of user computing apparatuses). The indication
of the random number to be validated received with the request is the minimum information that is
sufficient to allow verification, provided sufficient information allowing an audit of how the number
was generated 1s accessible to the computing apparatus performing the verification, for example, so

as to permit at least some of the steps to be performed to recreate the random number.

[115] In step 1204, method 1200 responsive to the request, the information used to generate the
random number is retrieved. Retrieving the information used to generate the random number may
comprise retrieving at least some of the information from a data store at a location accessible by the
computing apparatus performing the validation (whether that is the Random Number Generator
computing apparatus 106, auditor computing apparatus 120, or any other computer apparatus
performing the validation), the information having been stored at the location responsive to the
generation of the random number. Retrieving the information used to generate the random number
may also comprise retrieving at least some of the information from the received request to validate
the generation of the random number. Thus the validating computing apparatus may retrieve the
information sufficient to perform the validation from the validation request (which may include
some useful information) and from a data store in which the information was originally stored

responsive to the generation of the random number. This may include retrieving, from a biological
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data source accessible by the computing device, the sequence of values derived from genetic

information for a biological organism from which the original random number was generated.

[116] In step 1206, method 1200 obtains the selected positions in the sequence of values derived
from genetic information used to generate the random number. If the selected positions 702a-702h
are available to the computing apparatus performing the validation (whether that is the Random
Number Generator computing apparatus 106, auditor computing apparatus 120, or any other
computer apparatus performing the validation), from the data store, or from the validation request,
then the values can simply be read out of the retrieved sequence of values derived from genetic
information. On the other hand, the selected positions 702a-702p may be re-created by use of the
pseudo random number generator 414. That is, obtaining the selected positions in the sequence of
values derived from genetic information used to generate the random number may include
reinitialising the pseudo random number generator 414 with the original seed value to generate a
pseudo random output, and then, selecting, based on the pseudo random output, positions in the

sequence of values derived from genetic information used to generate the random number.

[117] In step 1208, method 1200 obtains the encoding scheme used to generate the random
number. Similarly, if the selected encoding scheme 904 is available to the computing apparatus
performing the validation (whether that is the Random Number Generator computing apparatus 106,
auditor computing apparatus 120, or any other computer apparatus performing the validation), from
the data store, or from the validation request, then that can simply be used to encode the values read
out of the sequence of values derived from genetic information. On the other hand, the selected
encoding scheme 904 may be re-created by use of the pseudo random number generator 414. That
1s, obtaining the selected encoding scheme 904 used to generate the random number may include
reinitialising the pseudo random number generator 414 with the original seed value to generate a
pseudo random output, and then, selecting, based on the pseudo random output, the encoding
scheme from among the available encoding schemes.

[118] In step 1210, method 1200 reads the values in selected positions (in the example, 702a-702p)
in the sequence of values derived from genetic information used to generate the random number.

[119] In step 1212, method 1200 encodes the values to pairs of bits using the encoding scheme
used to generate the random number (in the example, the selected encoding scheme 904) to generate
a recreated random number. If the original random number was generated correctly using the

method 500, then the recreated random number should match the original random number.
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[120] Thus, in step 1214, method 1200 the original random number is validated using information
based at least on the recreated random number. This may be achieved by comparing the original
and recreated random numbers, and it may include re-sending the requestor of the validation a
recreated message including the recreated random number (or an appropriate hash thereof) so that
the requestor can validate the recreated random number/re-sent message by checking it for

correspondence against the original random number/originally sent message data.

[121] Thus Random Number Generator computing apparatus 106 or alone or in combination with
one or more other such computing devices may be arranged as a server to provide verifiable truly
random numbers as a service to any user computing apparatus 116 or server requesting a random

number over the internet 112.

[122] It has been found that, by processing sequences of values derived from genetic information,
such as nucleobases obtained by sequencing a deoxyribonucleic acid, DNA, sequence or a
ribonucleic acid, RNA, sequence obtained from a biological organism using a genetic sequencer, in
accordance with the methods described herein, unpredictable and truly random numbers can be
generated, exploiting the randomness seen in DNA and RNA sequences. In particular, the use of the
output of pseudo Random Number Generator seeded with a seed value obtained in response to
receiving a request for a random number, which takes a value uncontrollable in advance, to select a
set of randomised positions in the sequence of values derived from genetic information, which itself
represents a physical source of inherently random and unpredictable values, combine to generate an

unpredictable and truly random number output.

[123] The seeding of the pseudo Random Number Generator with a time of a system clock of a
computing apparatus, to high resolution, allows the pseudo random output used for selecting values
from the sequence of values derived from genetic information to be unpredictable in advance of the
request for a random number being received. In this way, the unpredictable and random selection of
values from the unpredictable and random genetic information ensures that the generated random

number is truly random and unpredictable in advance of the number being generated.

[124] The methods have been demonstrated to pass a large number of Random Number Test
Suites, including the NIST SP800-22 Test Suite, the Dieharder Test Suite, the TestUO1 Small Crush
Test Suite, the TestUO1 Alphabit Test Suite, and the TestUO1 Rabbit Test Suite. Given the volume
of genetic information available from genetic sequencers, with the advent of third generation
sequencing technologies enabling the rise in full genome sequencing that will deliver personalised

medicine, the methods described herein can provide as a byproduct a potentially limitless source of
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true random numbers that are easy to produce and maintain, without requiring careful hardware

validation or a controlled environment to maintain statistical unpredictability.

[125] Further, as the genetic information used to generate the random numbers is easily retained,
after the generation of each random number, the process of generating that random number can be
audited and verified by a process in which the random number can be recreated by processing the
genetic information in the same way to recreate the original random number. In this way, although
the random number that is produced by the methods described herein is unpredictable in advance,
after it has been generated it can be easily verified that has indeed been generated by a truly random
number generation method. This can increase the security and integrity of the systems that rely on

the method for producing random numbers for cryptographic purposes.

[126] Further still, as the genetic information used to generate the random numbers is generated at
speed by a genetic sequencer or by post processing to generate the reads, and can be retained in
volume in a biological data store, the methods described herein can be used to quickly generate truly

random numbers in large volumes of arbitrary sizes.

[127] Further, although the genetic information produced from a biological organism may need to
be handled secretly (and indeed, keeping the genetic information secret at least in advance of the
generation of the random number can further enhance its unpredictability), it can be used both as a
source of physical randomness for use in producing truly random numbers, and for securely
verifying the generation of the random numbers afterwards, without needing to compromise the

secret nature of the genetic information.

[128] Thus, appropriately processed, genetic information can provide an effectively limitless
verifiable source of easily produced, reliably truly random numbers. Further, the use of genetic
information as a physical source of randomness provides a further valuable technical use of this
information, with the methods described herein allowing that value to be controlled and its use
technically exploited for cryptographic purposes, the sharing of which can further incentivise the
provision of biological organism samples for sequencing, accelerating the development and
deployment of personalised medicines and other scientific and therapeutic benefits delivered by
capturing genetic information.

[129] Features, integers, characteristics or groups described in conjunction with a particular aspect,
embodiment or example of the invention are to be understood to be applicable to any other aspect,
embodiment or example described herein unless incompatible therewith. All of the features

disclosed in this specification (including any accompanying claims, abstract and drawings), and/or
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all of the steps of any method or process so disclosed, may be combined in any combination, except
combinations where at least some of such features and/or steps are mutually exclusive. The
invention is not restricted to the details of any foregoing embodiments. The invention extends to any
novel one, or any novel combination, of the features disclosed in this specification (including any
accompanying claims, abstract and drawings), or to any novel one, or any novel combination, of the
steps of any method or process so disclosed. In particular, any dependent claims may be combined

with any of the independent claims and any of the other dependent claims.

[130] In the preceding detailed description, many of the processing tasks described have concerned
the conversion of signal information representative of a polynucleotide sequence into a base
sequence. However, the skilled person would appreciate that the methods and apparatuses described
herein are applicable to other types of signal information. For example, signal information may
relate to other native molecules such as proteins or secondary modifications. As another example,
signal information may relate to modified or synthetic molecules such as oligonucleotide tags,

analogs of nucleic acids, or expandomers including expandable nucleoside triphosphate.

[131] Each feature disclosed in this specification (including any accompanying claims, abstract
and drawings), may be replaced by alternative features serving the same, equivalent or similar
purpose, unless expressly stated otherwise. Thus, unless expressly stated otherwise, each feature
disclosed is one example only of a generic series of equivalent or similar features. The invention is
not restricted to the details of any foregoing embodiments. The invention extends to any novel one,
or any novel combination, of the features disclosed in this specification (including any
accompanying claims, abstract and drawings), or to any novel one, or any novel combination, of the
steps of any method or process so disclosed. The claims should not be construed to cover merely the

foregoing embodiments, but also any embodiments which fall within the scope of the claims.
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CLAIMS

1. A computer-implemented method of generating a random number based on genetic information
from a biological data source containing at least the genetic information sequenced from a biological
organism, the method comprising, by a computing apparatus:

in response to receiving a request for a random number at the computing device, obtaining a
seed value from an entropy source accessible by the computing device;

initialising a pseudo random number generator using the seed to determine a pseudo random
output,

retrieving, from a biological data source accessible by the computing device, a sequence of
values derived from genetic information for a biological organism;

selecting a set of randomised individual positions in the sequence of values derived from
genetic information, the set of randomised individual positions based on the pseudo random output;

reading the values in the selected positions in the sequence of values derived from genetic
information;

encoding the values to pairs of bits using an encoding scheme; and

assembling the pairs of bits to provide a bit string as a random number, wherein the random

number can be validated from the seed.

2. The computer-implemented method of claim 1, further comprising selecting the encoding scheme

based on the pseudo random output.

3. The computer-implemented method of claim 1 or claim 2, further comprising sending the random

number responsive to the received request.

4. The computer-implemented method of claim 1, claim 2 or claim 3, further comprising hashing the
random number with one or more of’
the original seed value used to seed the pseudo random number generator;
a further seed value obtained from the entropy source accessible by the computing device;
an identifier of the request for a random number at the computing device;
a user-supplied source of entropy;

a hash of the request for a random number at the computing device;
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the method further comprising sending the hash responsive to the received request.

5. The computer-implemented method of any of claim 1 to claim 4, wherein the entropy source
accessible by the computing device is the time of the computing device measured using a system

clock of the computing device, optionally to a sub-microsecond resolution.

6. The computer-implemented method of any of claim 1 to claim 5, wherein retrieving, from a
biological data source accessible by the computing device, a sequence of genetic information for the
biological organism comprises selecting the sequence of genetic information at random from a

plurality of available sequences of genetic information retrieved from the biological data source.

7. The computer-implemented method of any of claim 1 to claim 6, wherein after retrieving the
sequence of genetic information from the biological data source and using the sequence in
generating a random number, the sequence of genetic information is not used again to generate

another, different random number.

8. The computer-implemented method of claim 1, wherein the sequence of values derived from
genetic information for a biological organism comprises sequenced bases of genetic information
obtained from a sequencing device, and wherein the read values are bases read from selected base

positions in the sequence of genetic information, the encoding scheme coding bases to bit pairs.

9. The computer-implemented method of claim 7, wherein encoding the bases to pairs of bits using
an encoding scheme comprises randomly selecting the encoding scheme from an available set of
encoding schemes mapping bases to pairs of bits, the random selection optionally being based on an

output of the pseudo random number generator.

10. The computer-implemented method of any of claim 1 to claim 9, further comprising storing:

the original seed value used to seed the pseudo random number generator in the generation
of the random number;

the sequence of genetic information used to generate the random number;

an indication of the encoding scheme used to generate the random number;

the random number;

optionally, any additional information hashed together with the random number;

the storing enabling later validation of the random number and the method used to generate

the random number.
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11. The computer-implemented method of any of claim 1 to claim 10, further comprising:

receiving a request to validate the generation of the random number, the request indicating at
least the random number to be validated;

responsive to the request, retrieving the information used to generate the random number;

reinitialising the pseudo random number generator with the original seed value to generate a
pseudo random output;

selecting, based on the pseudo random output, positions in the sequence of values derived
from genetic information used to generate the random number;

reading the values in selected positions in the sequence of values derived from genetic
information used to generate the random number;

encoding the values to pairs of bits using an encoding scheme used to generate the random
number to generate a recreated random number;

validating the random number based on the recreated random number and the request to

validate the generation of the random number.

12. The computer-implemented method of any of claim 1 to claim 1, wherein the combination of the
obtaining of a seed value from an entropy source accessible by the computing device, in response to
receiving a request for a random number, and the selecting of random positions from a new and
previously unused sequence of values derived from genetic information randomly selected from the
biological data source ensures that the random number cannot be known or predicted in advance of

the request for a random number being received.

13. The computer-implemented method of any of claim 1 to claim 12, wherein the sequence of
values derived from genetic information is kept secret and not revealed to the requester of the

random number or a requestor to validate the generation of the random number.

14. The computer-implemented method of any of claim 1 to claim 13, wherein the biological data
source comprises a store of biological data stored in a memory of one or more servers, or wherein
the biological data source comprises a stream of biological data generated by a genetic sequencer as

it is processing genetic information sequenced from a biological organism.

15. A computing apparatus comprising;

one or more processors, and
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a memory storing instructions that, when executed by one or more of the processors,
configure the apparatus to:

in response to receiving a request for a random number at the computing apparatus, obtain a
seed value from an entropy source accessible by the computing apparatus;

initialise a pseudo random number generator using the seed to determine a pseudo random
output,

retrieve, from a biological data source accessible by the computing apparatus, a sequence of
values derived from genetic information for a biological organism;

select a set of randomised individual positions in the sequence of values derived from
genetic information, the set of randomised individual positions based on the pseudo random output;

read the values in the selected positions in the sequence of values derived from genetic
information;

encode the values to pairs of bits using an encoding scheme; and

assemble the pairs of bits to provide a bit string as a random number, wherein the random

number can be validated from the seed.

16. A non-transitory computer-readable storage medium, the computer-readable storage medium
including instructions that when executed by one or more processors of a computing apparatus,
cause one or more of the processors to:

in response to receiving a request for a random number at the computing device, obtain a
seed value from an entropy source accessible by the computing device;

initialise a pseudo random number generator using the seed to determine a pseudo random
output;

retrieve, from a biological data source accessible by the computing device, a sequence of
values derived from genetic information for a biological organism;

select a set of randomised individual positions in the sequence of values derived from
genetic information, the set of randomised individual positions based on the pseudo random output;

read the values in the selected positions in the sequence of values derived from genetic
information;

encode the values to pairs of bits using an encoding scheme; and

assemble the pairs of bits to provide a bit string as a random number, wherein the random

number can be validated from the seed.
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17. A computer-implemented method for validating a random number generated by the method of
any of claim 1 to claim 14, comprising, by a computing apparatus:

receiving a request to validate the generation of the random number, the request indicating at
least the random number to be validated;

responsive to the request, retrieving the information used to generate the random number,
including retrieving, from a biological data source accessible by the computing device, a sequence
of values derived from genetic information for a biological organism,;

obtaining the selected set of randomised individual positions in the sequence of values
derived from genetic information used to generate the random number;

obtaining the encoding scheme used to generate the random number;

reading the values in selected positions in the sequence of values derived from genetic
information used to generate the random number;

encoding the values to pairs of bits using the encoding scheme used to generate the random
number to generate a recreated random number; and

using information based at least on the recreated random number to validate the random

number.

18. A computer-implemented method of claim 17, wherein retrieving the information used to
generate the random number comprises at least one of’

retrieving at least some of the information from a data store at a location accessible by the
computing apparatus, the information having been stored at the location responsive to the generation
of the random number;

retrieving at least some of the information from the received request to validate the

generation of the random number.

19. The computer-implemented method of claim 17 or claim 18, wherein obtaining the selected
positions in the sequence of values derived from genetic information used to generate the random
number comprises:

reinitialising the pseudo random number generator with the original seed value to generate a
pseudo random output; and

selecting, based on the pseudo random output, a set of randomised individual positions in the

sequence of values derived from genetic information used to generate the random number.
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20. The computer-implemented method of any of claim 17 to claim 19, wherein obtaining the
encoding scheme used to generate the random number comprises:

reinitialising the pseudo random number generator with the original seed value to generate a
pseudo random output;

selecting, based on the pseudo random output, the encoding scheme used to generate the

random number.
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