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| DENTI FI ER  RECEI VED ONLI NE FI ELD OF THE | NVENTI ON The present | nvention
relates to a nethod and systemfor verifying a person identifier received
in an onlwaes/didduni cati on, and specifically for the pRE€PHSEIPRS r ecogni zi ng
legitimate online commercial transactions. BACKGROUND OF THE | NVENTI ON
Many online services require collection of identifying information (person

identifiers) about t FIGAJAON GRASPERSONIRENGAFIERal |y i ncl udes itens

such as a credit card nunber %&CEI%)%@NE n account, a nane and address
for shipping merchandi se, a phone nunber~tor contacting the user etc. For
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3D SeqiifadeTodescribed in PCT Application W01/82246. 1

Because of this limitation online credit card fraud is inflated in no proportion to the real
world, and online comumerce is not as common and accessible as it could be.

Several methods have been proposed to overcome this limitation. Some of them involved
requiring users to identify themselves offline prior to conducting a transaction. One such system
is the SET project launched by Visa, MasterCard and other pariies. It was based on banks issuing
digital certificates to their cardholders offline, installing these certificates on buyers’ computers

- and verifying them during a transaction. In practice, the distribution of certificates to millions of
prospective buyers proved to be too complicated and costly, and SET failed.

Visa has recently launched a similar initiative called ‘3-Domain Secure’ or ‘3D Secure’
(marketed in the USA as ‘Verified by Visa®), which is similar to SET, but allows issuing banks
fo authenticate their cardholders online with a password. This password is usually assigned
online after some proof of identification is given (e.g. a secret code printed on the credit card
statements sent to the cardholder’s home). This system significantly simplifies the registration of
buyers, but still requires a huge effort. 3D Secure is described in PCT Application W001/82246.
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31 March 2006 WD 03/ 034633 PCT/ US02/ 32825 Anot her net hod of pr |
fraud is based on pattern recognition and artificial intelli ﬁﬁgﬂ%gggpg
products, l|ike "Falcon Fraud Manager for Merchants" (formerly eFal con)
from HNC wohiemass (aspects of which are described i n UBcpuseits25819226, and
in "Fal con Fraud WManager for Merchants Wite Paper"” avail able on request
fromHNC), and Internet Fraud Screen from Cybersource, try to detect

_par anet er s Axpdier miethod ofpreventing frautis basedhermpatierrrecognition aibartfiditler s may
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addr esslytivoendiesy typsclegitipete ttapsattis douhrejsstedi@lid tytpgz of ¢reor i kwwwras o send

periodic bills assoc Wi the ¢ i t.car nber OVI ed by the
bayer - P e DS ieul ¥ s il e SE et PP SRBP I 00 Thi <
met hochnlifie Hrarf¥hdtiof, thik Hﬂ’mﬁhg ﬂl@leﬁbdlﬂene@é:&%ﬁ& einﬁly@esb mser@dﬁlg"m}ﬁs figdusual |y
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el | akhephan shodi s and PP gﬂmh YOmpigery, about a user may verify the

user Identity by presen m w t h guestions regarding that information
in an onl LAmeﬂlelrpqpuhnmthbd 1sﬁb¢Aéd¢easﬁJeaﬁcatmn§cwmecﬂANSbom¢d hySrgddt ent

6263447 E a credit reau sk i nf i on about
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Appl | Gahéah sé@ﬁeﬁé&é—@ill@ altE&SdoidagiSvigtheppdit &ad h@fibed prosidet bﬂthé&ahj‘mdm n an
online auction environnent. Authentif Inc. from Chicago, Illinois offers
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phone nu ine a ves a secret code. A phone call 1s then nade
to theoapd:rd‘wdaddmﬁsebqtﬂahcnlummwmhoul d provide the secret code in that

phone call , Thi s S.t access . t he one ne identified
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V02 A S SRR e e gepsaR A o <
to be. PCT Application W001/41013 describes an application of such a method in an onlme :
auction environment. '
Authentify, Inc. from Chicago, Illinois offers a method for verifying a phone number
provided online. According to this method, described in PCT Application W001/44940, a user
provides his phone number online and receives a secret code. A phone call is then made to the
phone number, and the user should provide the secret code in that phone call. This verifies the
user has access to the phone line identified by that phone number. This method is limited in that
it requires making a phone call. It is further limited in that it can only verify phone numbers.
PayPal, Inc, from Palo Alto, California uses another method of authenticating Internet
users. This method, described in PCT Application W002/05224, is based on submitting a credit
card transaction in which the merchant’s name field includes a secret code. The user should type

this code online upon seeing the charge on his bill (either by viewing it online or in paper). By
) _



this code online upon seeing the charge on his bill (either b3y NatdH 2006
online or in paper). By 2 31 March 2006 WD 03/ 034633 PCT/ US02/ 32825 doi ng
so PayPal verifies that the user has access to the bill, and not only the
credit ca¥Q%Y®¥eB|s. This nethod is limted in that uBeFYSBEEESto actively
check their credit card accounts for the secret code, and then manually

provide.it lyne. .4t ds.further limted,in that the aut.henti.catjon
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assign them network addresses. They can therefore verify a User's

i dent i dbpigeaple ssbaunividen®iieryyi ven his network address. This nethod is linited
in that vergfyi | Ll ] . I i t he
person s KatiefeBof B SO Ay (bt LGN LEEERREIL BT | TP oy
wher e WaOR/0B&Brant ¥60a1/51609! FhidNAEthod i bssell ph edopeidatiGewith actwbrkaweeder ), and t he

total nunber of Ps 1s,Large, There s an apparent .need for met hod t hat
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whet hehis YeernétiSeaicediroideny iatd tha sotal moinbet ofifAPs &) lafgkl and a second person
identifier (P12) satisf ane Person nditioon, (b). a sender af P11l and a
sender of P1¥° éﬁ@?ﬁ}elﬁ%e%étﬁﬁa’gﬁtﬁﬁé af(ﬁ?%af:?‘ﬁfﬂ? Yy (tlnga Eﬁ‘i"aé’gti fies the
sendemneRbn RAdmificd BcdivedDnlind BT 8RAk ¥ad WikouIRLRBEg 8bthe ubd phideBsidate step of
sending a Verification Report, based on thée results of the estimating,

t hat icA@EYRGEeasoRAbleflsplopppntireiiemenies its sender. Preferably, the
Verification Request also includes at | east one of (a) P12; (b) a first
sendempurad \o¥ TAS: I’iﬁ?ﬁfﬁ aNC) a second sender indicator relating to
Pl 2; grﬁn?é; ven#?gfﬁl on In orrﬂrir[gtplﬁon for P12. Preferably, the estimating
further i nAbewddisg to(thy presentiinmeptian, therastpranded queathod: of verifyingadirst pemson Per son
ldentifigk- er Indi cator. Dat abase:. and (h). recei vi at | east one

+ espolieates s s BhiviaR s REioR MiateRYmr G5k s Bhstin~ quer v

descr identifger Pdndlegiafiting hethbr VEehickesd Comdaion®hclufRpdia) PRRGd a Ricehdpeaddny, t he

estimating further includes estimting whether the response to_the query
identifier (P12) satisfy a Same Person Condition, (b? a sender of PI1 and a sender of PI2 satisfy a

Same Sender Condition, and (c) P12 identifies the sender of PI2; are true.

Preferably, the method also includes the step of sending a Verification Report, based on
the results of the estimating, that indicates whether P11 identifies iis sender.

Preferably, the Verification Request also includes at least one of: (2) PI2; (b) a first
sendér indicator relating to P11; () a second sender indicator relating to PI2; and (d) verification

- Information for P12.

Preferably, the estimating further includes: (a) sending at least one query to at least one
Person Identifier-Sender Indicator Database; and (b) receiving at least one response to the query.

Preferably, the query is a conditional query describing at least one of the Verification
Conditions.

Preferably, the estimating further includes estimating whether the response to the query
-sé,tisﬁes at least one of the Verification Conditions other than the Verification Condition that was
described in the query. ' ' '



satisfies at |east one of the Verification Conditions other tnpmiash 2006
Verification Condition that was described in the query. 3 31 March 2006 WO
03/ 034633 PCT/ US02/ 32825 Preferably, the Sane Person Condition is satisfied
if Pl1 aOP¥B4Hdve a Same Person Relation that incluBeBUHRSI8Est one of
the relations: (a) the two person identifiers include identical portions;

(b) the t identjfiers cl.ud nt | cal except
for spell Y\ﬂﬁ"? 5f1%ee%ﬁbeeé§rsm(lgfn %plﬁf%fﬁ%‘{‘% 8&’?%%"68 Fé?ns i ncl udes
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(f) ad&f&@e&so [0 ond SRS ﬁvo%gsfaﬁ Lcﬁﬁﬁ?erﬁnaﬁ&é%ﬂ abt}eRktidnl o5 séBRd oftBS Ry Same

Person Relatifon wth one o e two person identifiers wth another person
i dent pénserldentéiemhé@tlwt@anversmetndsrmﬁeﬂendmdeommmwﬂmlosemqnwﬁbqrﬁée) two person

|dent|f|ers ,:1~) £ea of t t erson _identifiers pective
sane. Pl S8 Rers Rl et s i Yooty ) eBE B auif e s APEIRIF P e Sare
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rel ation between the tife the first message was sent and the time the
seconBehensuijlea third persan idetitifiera r el atlon between a reliable network address

Of e Sentefrapfl uk Aanl Kol FERAAAC: 5 F Sl BTk cBEtRNI Al o5 of the

sender of sage: SEC talned th the first
eSS agessagetontaiipoPTl heecy Mnecsandea Rtahdom t]nalt in€ludes eola@ht ms«sfamelaaom

derivatives of the sa secret; a first. .s e sent to the
sendePetrenafistmessaee spda spgand la??aag& ebeswéergfgnpﬁth %leﬁﬁ@[ Sﬁealﬁmswe second
Nessage AhfndhShiedal h¥@sye0fb) b Rata me&ﬂleﬁme@ﬁwﬁ&tfﬂwss@ge% ednt hheressages
having a respective Same Sender Relation wth a third nmessage. Preferably,

t he r@hathesecopdmestage whsssenie(q) allaiondetnseka tedidble setwork asdisaeoidlie tender

rel at f ( ) menber shi p
R R R S s R,
rel i afisesctret sumtained dhalthe fise snebyigd dnd asacond eEogd BomaihedIn;the eehndusssapk t he

reliabl networ k _addr esses WO re ted o zati.on use of the
reli aBf ge Vﬁ@(%ﬁ*ﬂé@&? écggeééb)aﬁrﬁtﬁecr Waﬁfel? Fpefile seﬁw? Qle%ff%ﬁmieﬁe (f) use
of t hgdaeblalk&rd@bMRnkd indEleE5R efesiise %%eﬁ@aﬁ%eédﬁﬂ?ééﬂ&% se%%tvaneq Provi der
Poi nt of Presence; and (g) association of the reliable network addresses

wi t h erloefthemessagashnviag 2 fespestiveoyame Senddr@elaipy withe thiskimessagse of the reliabl e
network a er wth a
networ k EaR5Sn B8 18l kRAAINLERR ol Bls AOUF R3SIBIET

i dentidéntiey of the rellable network addresses; (b) membershlp in the same sub-network of the

s

feliable network addresses; (¢) use of the reliable network addresses by the same organization;
(d) use of the reliable network addresses by two related organizations; (€) use of the reliable
network addresses by the same Internet Service Provider; (f) use of the reliable network
addresses by the same Intemnet Sexvice Provider Point of Presence; and (g) association of the
reliable network addresses with close geographical locations.

Preferably, at lease one of the reliable network addresses is one of: An IP address, an IP
address together with a UDP port number, a TCP session handle, and a physical interface
identifier.

Preferably, at least one of the secrets is one of: A secret kept by a device, a secret HTTP
cookie, a secret HT TP secure cookie, an SMTP header, an HTTP header, a2 hardware identifier, a

secret kept in a software component installed on the device, a secret assigned to a person for



Preferably, at |east one of the secrets is one of. A secret k M‘i%c% 06
device, a secret HITP cookie, a secret HITP secure cookie, S eage
an HTTP header, a hardware identifier, a secret kept in a softvvare

conponentW A¥34¢3Bed on the device, a secret assigned tRCEHUSBBEN for 4 31
March 2006 WO 03/ 034633 PCT/ US02/ 32525 online use, a usernarre and password,
a secret. URL, a network address, an | P address, a UDP nblﬁP and a
TCP sedipg Hsehipigiiameprépassudya seprebURL, anshiuqrl addserssap IPé F%Sfay s sender if
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ef f ect}E@IwwsengOatseﬂv&aﬁat faeisefs m&mmaaeﬁa(ua) GYRIR mdsm&utbd witigi ¢; (b) an
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indicator relating to P12; (e verification Information of Pl12; (f) a

score descPrefirahly, theeestimatingds ¢ffacted mbiag atfeast enecbf theameibadssp)rule-tesee Per son

Cond f PI1
and t PTG T8 pnal BB RREAHBLER) R UGRLERAN, i plolthudiis SERAET °
descri bi ngPtelfeeaty, mltea%riﬁchtwntmmt E]bﬁxdem eabtfone of: t(i)a ;mmnderesmmmaﬂz a and (] )
a score describin babi L it d t d (N
Pr of oNEBIYE RIMBSS UL DUCF AT YL FRE OB SRR} ©] Vst OB ORI F | o5 1t he
se ndelmotfg Blsdoré escitin@the pRobability 428 P11OME PPS satil¥s a/Said PBiseH Sonditfon; &) a

pr obabi I'i that PI'1 and P12 satisfy a Same Person_ Condition;

pr obaptdré da,scmhm the peobaliliiy dizat 8 sender @fﬁ’dl enskthe ganderrof BE2 satisfy 8 Semaf v )a Sane
Perso g?r% %&ﬁo%n (Ibzg ggore%e@ér%ﬂ%qﬁé ﬂr%lyabhhg{hap l;i? 1&6%%%8' v{]&é ?eﬁld%r P%SE&QFr of P12

(d) d me Sender
Condi b a)snoresdebaﬂﬁcgthépl)obﬂ:elhty&mPﬁlhajrenuﬁesathe sedered $1lof the sender of Pl 1;

f liabjljt d f the. f Pl2: d
el i abi 11 corelsrbise e SForaese ae B arobRul L Prdemes te bt €T R Fhg: ()
popul Biskd ¥n Aflcdt drie oﬁfme pa@mé{e?sr (aPH pﬂfbaﬁﬁ% that O] addeeiQmel aFanePeftbe t 0 change

a person_identifier; fiwtl me e between sending of PIl_and sending

of P1Eonditien; (h)p protebilisl é@ﬁegdqﬁ@ Ié macrl thenendgnolZie sty 4 Wawdersoad by Pl 2.
Condition; (c) a probability that PI2 identifies the sender of PI2; (d) difficulty in gaining access

to a secret upon which the Same Sender Condition is based; () reliability of an address of the
sender of PI1; (f) reliability of an address of the sender of PI2; (g) accuracy and reliability of
external data sources used in the step of estimating; (h) popularity of PI1; (i} popularity of PI2;
(j) tendency of people to change a person identifier; (k) time elapsed between sending of P11 and
sending of PI2; and (1) time elapsed since charging an account identified by PI2.

Preferably, the estimating also includes: (2) sending at least one query to at least one

* Person Identifier Directory; and (b) receiving at least one response to the query.

Preferably, the method also includes the step of generating a hash of a part of at least one

of the following information elements: () PI1; (b) PI2; (c) a first sender indicator relating to PIi;

and (d) a second sender indicator relating to PI2.
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Preferably, the estimating also includes: (a) sending at |east3ONa@HERHOBO
at |least one Person ldentifier Directory; and (b) receiving at |east one
response to the query. Preferably, the nmethod al so includes the step of
gener at i NGO &3A%aeA of a part of at | east one of the foPCIBWMAGRNf or mati on
elements: (a) PI1l; (b) PI2; (c) a first sender indicator relating to PI1;

and (d) a second, sender, indicator rel ati to, P12, § 3 rch. 2006 WO
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the stgp of obtaining at |east one sender indicator fromthe sender of

Pl1l. Preferably, the nethod also includes the step of combining results of
the esti nathrefgrablyt the method plse inshuden the depsef chpesing Weieh pesionddentifierom ¢ yi ng a
per son i tief ] . r i one of. a full nane, a
first Q}{éfg}@& ogijér’ﬁgéfidlld gﬂtﬁfgleﬁé?%eya?g@n%ea%?ofﬁ%% itials, atitle, an

addr ess, a Pegfablyythe scthbd tiso inaludésttie step sftabeadtingatdeastsme sendetaipdicatorent

nunber, a_zip cod a phone nunber, an email address, a financial account
nunberf,ronéth@rsé%ﬂe’foﬁ%{lld nunber, a bank account number, a governnent-issued

identifier praepiS] @b meSABH hisé hcRHERRE steof ddmbingig 1Ssult 6£ME estitaftbewitha
nati onal | D nunbér, a passport nunber, personal characteristics, a height,

a wei ghsults af ¢desaieone othee mathp@of Yerilying 4 preton idatiller hair col or. Preferably, PH
is sent viag.gne of ' ﬁarﬁlﬁ T dat a

net wor k an% a rrllj) 1113%%51; gﬁﬁ%#&g?ﬁﬁaﬁglc%@ %gﬁ%o t rzei\i)ﬁ|g§kiéi%Igﬁi%é’:ié\nventi on,

t her e ramepiame iditidlson Si§es treaddesasprebwitryga stéia) a atyRestsetaidresy, e apagowitvi ng a

Verification Request .including Pl1l: and a.Verification Estinptor for
esti nmﬂﬁvarswmﬁg ShaRputiter i sty e RSP A TS 2 o

esti Mafyhiber, Wi @kowmt nSERAST golbrniibhtaRdledideRITe a sOtialecdirBahingdtiey, aa Sane
Sender Condition, and for estimating whether P12 identifies the sender of

Pl 2. Priwpidy gsnse nunker, g pstiend I mnben ipasspars numhespsrseral chasctdistich qg a
verif ih%%h{, Q%efé%e(%.rgtcndéﬂaasc%glplexion, a race, and a hair color.

Preferably, PI1 is sent via one of: an Internet, a private daia network, a CATV data
network and a mobile data network.

According to the present invention, there is provided a system comprising: (2} a Receiver
for receiving a Verification Request including PI1; and (b) a Verification Estimator for
estimating whether PI1 and a PI2 satisfy a Same Person Condition, for estimating whether a
‘sender of PI1 and a sender of P12 satisfy a Same Sender Condition, and for estimating whether
P12 identifies the sender of PI2.

_ Preferably, the system also comprises a reporter for sending a Verification Report, based
on output of the Verification Estimator, indicating whether PI1 identifies the sender of PI1.

Preferably, the system also includes a Person Identifier Directory Query Module for
sending a query to a Person Ideniifier Directory and receiving a response to the query, the
response then used by the Verification Estimator.

Preferably, the system also includes at least one Person Identifier Directory.



on output of the Verification Estimator, indicating whether P41 ipaYcdH 2086
the sender of PI1. Preferably, the systemal so includes a Person
Identifier Directory Query Mddule for sending a query to a Person

| dentifieYOB3%BBory and receiving a response to the gtfeVyS28HaS response
then used by the Verification Estimator. Preferably, the system al so

i ncl udes at ne Person ldentifier D rectory. 3.1 0

031 034633 BETFORN /RS SssE APpRES b b G IR BF BRI P aRes Ol o,

| dent | Mbéule foe Behdinglanflesyad axrledseodnelPasen (QeatiHer-Shnddy lndichior Daabade mgl a query to
at | east .,qne Person Identifier-Sender |ndicatar t abase and receiving a
r esporfSEYIeS § FPQHRIOfNe qUE: PegsBRe TR @f&@f&%ﬁh@r@gmﬁ%m i on

Esti mat or. pRerBhEyaRs Wsteh MsoSHiREhALALore Pl RRn@fier BARE HAG0PEr SON

I dentifier-Sender |Indicator Database. Preferably, the system al so incl udes
a Hashat#nes-at or for generating a hash of at least one of. (a) PlI; (b)

Pl 2; (c) aptl é imgi. i PLI: ond sender
i ndi cat or r'P fé%f%r? i}il?[f;tﬁ?sgﬁ . Iut%%vc# % ?%hzé)é%%mtﬁ%geér%?%%gqth%% 0tt%}["l%gészyst em
accor dinngf:t(s) Rlheb) Pi2n(o) a frst sender belicatos caldtal /P11 panddd pasveshdsendetit er .

Li kewi,se, the jnvention contenplates a conputer program being readable by
a conﬂﬁ‘ﬁ%artorfr 6‘5@82’&% ng the method of the invention. The invention further
cont enpl at @Syidl a8 BB uARrQAGRR LR sYREM hdcotdMiith leinRHResMby B Asupbkigr am of
instructions executable by the nmachine for executing the nmethod of the

i nventpregiammerboqpppegst Likgvisea the dnvpation conlgaletes g sempiien progiam BEngr art. One
advan I t : J ui re any

ot vaiaale by b Bl Trah i RN R R R, The MM HpiEEL 12

i nst alcb:tinplates b egrlihe-seadable, mendre tanpihlyenjedynpa progtam of Amstrtrbtéms advant age i s

that the s em and, met hod does not usuall.Ly rely on cooperation of one
speci F?‘?P“@ﬁ%hyy}hﬁ%?%ﬂ%&?ﬂfxﬁwg’éﬁ %H‘e%}fogé’gﬁief‘ Vélr"t.“:’%not her advantage is that

it is rel athymkontidhhbd ©vdrhl s@unehetd vesithk PRoSHE DREhBRRaFEE B the 8stent t Usual |y
relies on secrets kept _at the user's device to verify his identifying

i nf or #ed metod deas@nt usaplly ragireany aqtiye putelnatios|fiom be usalplons sPEWAISE t i es.
BRI EF I : invent i d
hgﬁ%.&&%%edﬂ%%@%%ﬁ Iﬂast&brr@&E. Arﬁt%?g%{ag%g%ﬁg éﬁébgﬁ%ggsggﬁm on an

to see how it nmay Be carrié n practice, ment will
now bendimsitod Bed nobysuslbyrelgfon noopetation of ong specHivpndtyda bgrify wiptdson r ef er ence to

gy SOt At R ST T et T S
i nf or FrakhAAR rélled BF Bdcket it £ Mid uskraSdevda to RBRPHIS ideh®ryiny ifbinatioh ivilictof a person

identifier. Fig. 3_describes the conponent's of the systemin accordance
wit h arepebeasily ggessible to unauthorized parties.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the invention and to see how it may be carried out in practice, a
preferred embodiment will now be described, by way of non-limiting example only, with
reference to the accompanying drawings, in which:

Fig. 1 describes the environment in which the system operates.

Fig. 2 describes the relations between information elements and entities that enable the
verification of a person identifier.

Fig,. 3 describes the components of the system in accordance with a preferred
embodiment of the present invention.

Fig. 4 describes a typical verification process in accordance with a preferred embodiment

of the present invention.



enbodi ment of the present invention. Fig. 4 describes a typi c@-] I\Qarch 2006
verification process in accordance with a preferred enbodi nent
present invention. 7 31 March 2006 WD 03/ 034633 PCT/ US02/ 32825 DETAI LED

DESCRI PTIVCOFGE | NVENTI ON The i nventors have devel oPeHU2#82hod f or
verifying a person identifier received in an online conmunication,

achi ev. t o WASY person identifier received in an
onl i neﬁ@$ﬁ%ﬁ#%é@@q@g@m The foll owi ng acronyns are used
i n the documemiventodMave dodeleifedssmatBed for Geiiﬂdﬁgla Sakon ie@niGATYeeivedabhe

Tel evision CPU - Central Processi ng Uni t - Domai n Nane System FPS -
Fr aud $WHBFORPEHcatgn. ariigved ﬁ#wghtmmmaﬁw&er perepnddentifienrecgivedin @huent | y

Vi si t egiiMeBshdh&nicdddM- - Hypertext Markup Language HITP - Hypertext
Transfer Protocol HITPS - HTTP Secure I MC - Instant Messaging Client |IMC

- Instant Messaging Service [ISN - Initial Sequence Nunber |SP - Internet
Ser vi celopary, pidberonfydC - Medi a Access Control M ME - Ml ti-purpose |nternet

811 proconfomneiEabonbEt Al HERRERT . L0 OB Therson
| denti fi er ARISA\AddresPV2rifikiod Basiceon | nformation PISIDB - Pl-SI Dat abase
POP - Pol mCAOIfV P &gﬁg If'glgvision

CPU - Central Processing Unit

DNS - Domain Name System

FPS - Fraud Prediction Service

FTP — File Transfer Protocol

FVW - Frequently Visited Website

HTML - Hypertext Markup Language

HTTP - Hypertext Transfer Protocol

HTTPS - HTTP Secure

IMC - Instant Messaging Client

IMC - Instant Messaging Service

ISN - Initial Sequence Number

ISP - Internet Service Provider

MAC - Media Access Control

MIME - Multi-purpose Internet Mail Extensions

NAPT - Network Address Port Translation

OBPS - Online Bill Presentment System

OSP ~ Online Service Provider

PI -- Person Identifier

PI2VI - PI2 Verification Information

PISIDB - PI-SI Database

POP - Point of Presence

PTC - PI2 is True Condition

RFC — Request for Commments

SI - Sender Indicator

SMTP - Simple Mail Transfer Protocol




PTC - PI2 is True Condition RFC - Request for Comments S| - PBeMiaich 2006
I ndi cator SMIP - Sinple Miil Transfer Protocol 8 31 March 2006 WO 03/ 034633
PCT/ US02132825 SPC - Same Person Condition SPR - Sane Person Rel ation
SSC - San¥O&UR4E? Condition SSN - Social Security NunBeFUSOZE82S gjngle
Sign-On service SSR - Sane Sender Relation TCP - Transm ssion Control

Protocol Tk ;SJH%Q r wer Security UDP - User Datagram Protocol URL
- Uni f orm Resour ce o%gaat%orn!sﬂ%g\BES - Wb Based Emai |l Service Environnment

Fig. | desdifRoeSamdRersn\Refatiocnent in which the system operates. A User 10 is
using a User Device 12. Nornmally, many ot her

connected t hg | ntern

users are ﬁ%‘“@%%@flggfqr‘gl%@nternet 20. User 10 is a person using User
Device 10 tIsNsefudiadPetufigQ@in@r essages over Internet 20. In the context of
the present_invention, the termperson may also refer to a device capable

of gener at™Ry HeEeaigEONS%endi ng and/ or processing i ncom ng messages.

Exanpl es Ofssk%ecﬁend%iﬁia fpvice 12 are a PCwth a nodem and browser, an
interactive TV termna ang a cellular phone with a mcro-browser. An

Onl i ne Ser Vi(de Trawswistion Coatr¢l®@sfpedls al so connected to the Internet 20 and

serving Us 1 PI% can be any entity that requires verification of
user inf oﬁlriﬁgt &5%1%? o] é’&&%ﬁ%’i‘% an el ectronic commerce service such as an

onl i ne mer &P UsedDatagratit Bro®colsi te, an online bank, an online credit card
i ssuer, or p nt service provider. Verification System 30 is the system
carrying o BREUESIRSAHPSon and is accessible to OSP 14. It may

al so be comnged efel BalclEnldatRiagt 20. As used herein, the term"Internet"”

also refers to any other data network over which a User and OSP nay

conmmuni cate. Information Relations Infornation El enents and Entities
Environment

Fig. 1 describes the environment in which the system operates. A User 10 is connected to
the Internet 20 using a User Device 12. Normally, many other users are also connected to
Internet 20. User 10 is a person using User Device 10 to send and receive messages over Internet
20. In the context of the present invention, the term person may also refer to a device capable of
generating messages for sending and/or processing incoming messages. Examples of types of
User Device 12 are a PC with a modem and browser, an interactive TV terminal and a cellular
phone with a micro-browser. An Online Service Provider 14 (OSP) is also connected to the
Internet 20 and serving User 10. OSP 14 can be any entity that requires verification of user
infonﬁation, for example an electronic commerce service such as an online merchant, an
auctions site, an online bank, an online credit card issuer, or a payment service provider,

Verification System 30 is the system carrying out the present invention and is accessible
to OSP 14. It may also be connected to the Internet 20. As used herein, the term “Internet” also

refers to any other data network over which a User and OSP may communicate.
Information Relations

Information Elements and Entfities

Fig. 2 describes the relations between information elements and entities that enable the
verification of a person identifier, in accordance with the present invention.

P11 100 is a Person Identifier sent by Sender of PI1 104, and received by OSP 14. A
Person Identifier (PI) is an information element or a set of information elements describing some

persons more than others. For example, a name (first, middle, last, initials, titles etc.), an address

9.



Fig. 2 describes the relations between information elenents angd RiHricH 2006
that enable the wverification of a person identifier, in accordance wth
the present invention. PI1 100 is a Person ldentifier sent by Sender of PII
104, and WR&¥PHEH by OSP 14. A Person ldentifier (Pl)PEEUSNH3IBAT or mati on
el ement or a set of information elenments describing sonme persons nore than

ot hers, For anpl e me (first, mddl.e, Last, ipitial tLtles. etc.),
o adceautho T8 W Rue sORER gyt s w0 oo 4 bl B d BBl o o
city, &bo@ehumlhd(@&dt catPRMHIE BinkHebRAT nwdbicpete 9 depoRtidmpnt-igsupdidaaifistinber, a
financjal . account nunb_erzéi'%redit card .nunber, bank accouni nunber etc.), a
gover rifiefil spuElyaumbgr Atiyarisdicense yabesy naieral 1y pympRIASEPOT BRIREFICS: 4 | cense
nUber nerahiicoRtadter st Q&é’fﬁﬁ% e ighB SERRE, Lo PRI, rédeChain cofor cRY! HARAY
characteristic (height,” weight,” gender, _conﬁl exion, racé, hair color etc.),
and arspmbinstivn therepbrA Phendiwther ke @iy infarmation elementdhat ayppsdcistedrwitita ln el enent
that i SO6t At W Pl rough a PI Directory, as described bel ow
OSP 1Afﬁrv9n%§tf1%gi 1(I)e%\glloe ’i#@eﬁ%dlbﬁf?@' Pl Verification is the process of

esti mat i ng Q@Petdheishes to Wirify BITt100.PI Oerifiedtion is the protkss BY estimatingRihetiieat

identifies (i.e. descrjbe its sender, an false Pl .is . a Pl at does

not i dent Fyeperit %c'géﬁ'ﬁgﬂ?sﬁ-ﬁdl%@eﬂ‘é@“%eeqd?%gbqaﬂeﬁ o 13“6?1%?1?3}1&@%4 suspect s

t hat %dg,ggqmmgnﬁg;}gsgme@ fraudster attenpting to inpersonate a person
PH 100,

identified bg or if OSP 14 suspects P11 100 contains unintentional
errors. FoPlkiOfphdyopquirerverntestion if 6¥Pyl dtshepepts thet Bil| 100 yapsent byaiaudsterdi scussed

bel ow. ﬁﬁ k I i I I | QU510 a

per sor?ﬁgﬁk eggghﬁ%r{oﬁ%tlégﬁj{e %@?F‘%@fg%f}fé%‘%qﬁ%ﬁ%g Sﬁ%%ﬁ@@@/‘grl i°cation if
it wasmintenvioghd errérs. ol eingplinityesessond, oally theqpokdibibtyd fietdis dispussadsiw.r egi strati on
to an onli.ne banking.service, online application for.a,credit card etc.

P 210 FX0SIaR i 1HE PospPE GRERtRALeBRisdr OfotBios Bt ISR AT e been recel ved
by CSP 14 gp exEME)l%,f'@ltl N80 i bdqDife F@Fi¢AtER P S A8YidedhdndldddtekBornar mal |y
received before PI1 100, but ‘can also be received after PH 100. For
exanploglinepuechagpronsss, Frpistratinadn an erlirepaekie serviep, anling applisatign fechersdt pr ocess,
sof t eitcnstal | ation, registration for an online service etc. Sender of
P11 1 i's User 10, and Sender of P12 106 may or may not be User 10, as
descri bed BRI10Wis dnothsoRksentdby&ender hEPIad 061dt mpy kave bsenatcebeddy O§PRH0100 or P12

L2 Ty 85 IS0 e Bl SR B S0 SRSl Bl 8 o

provi deeRisaftepplidp. details to an online service in order to register the

child to the service. In another exanple, a systemadmnistrator at a
conmpany nelorsreuplad’ 2 h@2 may have been received during an online purchase process,

software installation, registration for an online service ete.

Sender of PI1 104 is User 10, and Sender of P12 106 may or may not be User 10, as
described below.

In some cases, the actual process of sending PI1 100 or P12 102 may be done not by
Sender of PI1 104 and Sender of PI2 106 directly, but rather by an authorized agent thereof. For
.example, a parent may provide his child’s details to an online service in order to register the

- child to the service. In another example, a system aduuinistrator at a company may provide the

details of a new employee to the company’s email server in order to allow the employee fo
receive email. In such cases, we consider the sender o be the person whose Pl is provided and
not the person technically sending the PI, as long as the latter is indeed anthorized to provide that
PL

Verification Conditions

The present invention verifies PI1 100 by checking that:
10



details of a new enployee to the conpany's email server in orggrmach 2006
the enployee to receive email. |In such cases, we consider the sender to be
t he person whose Pl is provided and not the person technically sending the
Pl, as | qpgoapsdshe latter is indeed authorized to provP@RUIOHABZS p|
Verification Conditions The present invention verifies PH 100 by checking

that: 10 31,March 6 CT/ US02 00 a 12 102

i dentify thé' same Iﬁg?@%%g(@g%%n%?%neE%?l%?etréogﬁé?as%ﬁoﬁ&ﬁ&g%engg?f of PH
104 is the gane pedeaddt ofBI1S€N fiahe eineferdol AESHnGat PReldgbameCirndert i on - SSC) .
3. P12 102 identif}j es__Senggr of P12 106 (P12 is True Condition - PTC).
When t hese condi ti¢ﬂ¥§1t‘€nv (i cation Conditions') are satisfied, PH 100 is
shown to identifyprs e Raim-PSERNOFR RIdPBs TRRICHAGegnPTC).es Sender of
P12 106, who is the sane person as Sender of Pl1 104. Therefore, P11 100
i dentifies ¥sdéesotonpitonndVerifiraton Gangdiiionghare sgisfied, PHUE0 isgopaftyi ng t he
Verifi ks itl . Iaf f 1 t  f ster

or ovi ci g B aesBR 5 P10 Suth g REC et drp o B is i e bEBUES T

hi s owas fetdsosf P11 di@h Théncfore, PTIHO0 bntifiescSenderiof Biridd twidcismedne BI1dl 00her ef or e be
defined in a way that presents maximal difficulties to fraudsters and

mini mal™&ifficulties to ordi nary people, as described in detail below The
strengt h of gaisKend thé vatififos 0psitide Bhdusd Btef moe diffisult thek fof ORalislei ty that it
is true. It therefore depends on the difficulty for a fraudster to

succes Prayidisg angthespepsanitaersve identifient thenfor wmeane providing hisawnmpsisont was

sati sfied. : 41 fd D1 / (fication
;aqui r S TV ERREo Ul bl el 3D aothol HEE FEP U prkBhe ' B2 106,
Thi s i suaxinel SdfierliGanafrudSersding muimg SEDenltiSSE drdinappécpld, exdesdribad message

cont ai gi ng, P11 100 and a nessage containing P12 102 have a Sane Sender

Rel at i ﬁa’?g@ﬁ)’ In this context, we define a nessage as information sent

over a CONMYRY k@hstROf AWeHifidioECyRtiRin IBLHEE 8s (B piobability thaeX &zl Bg whet her
two nessages have an SSR. |ntegral Messag e nethod i.s based on the two

e - On
messag&sTeieie depepdy en e disqulty faradreaudster fpsraessfulinsatisy dhat Yetificaie? assumed) to
have ope, 58008 e ‘%‘53’1% oLeghigtegmessage is a message that

Same Sender Condition

Definition

A successful verification requires that Sender of PI1 104 be the same person as Sender of
P12 106. This is the Same Sender Condition (SSC). SSC is satisfied if a message containing PI1
100 and a message containing PI2 102 have a Same Sender Relation (SSR). In this context, we
define a message as information sent over a communication medium. Several methods exist for
examining whether two messages have an SSR.

Integral Message - One method is based on the two messages being part of one integral
message that is known (or assumed) to have one sender. An integral message is a message that
cannot be changed in transit (or that it is relatively difficult to change in transit). For example, in
a packet switched network, a fraudster would need access to network appliances on the route of a
packet in order to change it in transit, which is usually difficult. Therefore, all information in one
packet is considered to be from the same sender. Another example of an integral message is

- information that is signed using a cryptographic method for maintaining message mtegtity (e.g.
HMAC algorithm described in RFC 2104, or RSA signature described in patent 4405829).

11



cannot be changed in transit (or that it is relatively diffic@1tMarchh2008
in transit). For exanple, in a packet switched network, a fraudster woul d
need access to network appliances on the route of a packet in order to
change i tW9PPHSAsit, which is usually difficult. TherBfH¥yN2/5%e]

information in one packet is considered to be fromthe sane sender.

Anot her ex L e of .an. | nt.e | sﬁgge LS, : ' ' L, gned usi ng
a cryptograp |Sc°arFéfhﬁ(§g&%(E)hr&rrtr%Sn al ni ngde%eﬁg%gﬁi‘ggﬂ@%%?ﬁf%)gﬁs%mc

al gor i dependsles theidiféiculiyrin Riefigiag 04 integralRAsape gnizdngite descri bed i n patent
4405829). 11 31 March, 2006 WO 03/ 034633 ,PCT/ US02/ 32825 In this case, the
strength o#@%@‘@@&’{l\ﬁﬁ‘@ﬂnﬁ@?@ fhe Relatiqobetween TPANQICICTIEES Sl ot | y

dependgiaef td &eh 6f thé tfdthbsdaded AGHING iBBrhRBnleRhRE Bt AEBSRIE td detdrin@RSi t .
Anot her method is exam nation of the relation between two i nformati on

el enerwhstherthe o messages averesseriiom e samresendss isrsledgydanderdndicalofc B A or mat i on

el ene t e ' g]lp%f ; S were sent
fromt Ig&g%ﬁg&?gﬁ%gtrhgﬁigegsggﬁegd@a@g ?1 & rswﬂﬁ [ aatI ;(#régs('il %ﬁ\[ﬁ@r H%%aélgll% can be
r ecei \nedsdge (& desteibskiyethé megragawagraccivedf frethevhsigphgsicah temedtionpgsdaye) or

outside th sage . 9. descrihe. h e nes S celved: from what
physi d&pe E&@nﬁ@mﬁ F%%?d T&Eh‘gﬁ%agetc?w %W) { Aﬁn"’é‘ile%rasgf’f\fﬂ‘g gt élgreﬁheg%%gxg sage

cont aigisfge BintaidilPPizsiongEBsmed 412. and an Sl related to the nessage
containing P12 102, is naned 512. Sane Secret - In one exanpl e of

e?am' natioﬁalaq}S@F@é;mﬁnﬁ%@Bhgé?xama@m@ﬁ§$wg@eﬁﬁgﬁ@re?qnélﬁ?E_ qegfkearr? tsc;n?er
if ea r :an s faen a

S n%mgtgg%ﬁlg%%%egselﬁﬁ%nﬁ%gﬁesa%uB%?%fger?{ Iesgageul(]:f?a tigﬁnjgtﬁﬁ?o f?%udsters).
:jn t hinst @dﬁ,eac?etshible% ﬁlegublid(hlﬁi espml]ab'l ppetafandstss)oli thiheass,ethteils@mrtbft (S or I
erivatives of it,.as described below .. and the .strenqgth.o R nostly
Gopendtd Beeetb bF TSP HOLHARTHE® i a8 fespiReelofnd iR sehetf o)

eaves ¢<HNR Mbstly depyendbiihb Giffeie kbgditing fRes @O kicSet U ibg @avedroppiag Si ng i t
etc). It .s.houlg g%ennot ed, that itgi s_%l_so possi bl e@f%;?? a der%ative of the
sane $EeHBing agnsede thersendsha deyice; heguengit®®ages or in both, instead of the
bl 1 (i AL A L e e o i e &
pr esente ofithd wadneskageher is bothanstirdod thesedrtt itself, ab Emges the desivatizeismobr pur pose,

he s GOREEMAT e RYRLC Gt i B “eisfmege it eReBOBLER, <™ ©

COMU BieSedt indRad 6F tBd seeRObdItRe ithi st af ad@dr PaipoSAMERds Opjuage- a
fraudster eavesdroppi to the first comuunication would not be able to

cr eat Bumbes iEEP (esiriped gﬂ%‘ﬁhhb@wﬁgr OB Len e SHECRECHRS PGB bR key. In this
ex aﬁpée%{iﬂg it RSB 2 Rfinielioh ] SrlEbAORs HBMCheRRGatARopHRE YR | ON keY {0

verif erivative. For sinplicity purposes, ‘the term derivative of a
secr efrandsneaybsiooppalede thedirst kemmegicaioniwoald ot be ¢ foaidate theldersgtive | n anot her

ex arrpi:)eec’auste% dOcs Torthve th%ac\r/lgryp ton c%q. In ;hzs? exta%pie%glin%p@%teﬂgﬁoﬁ of this method

would need the encryption key to verify the derivative.

For simplicity purposes, the term ‘derivative of a secret’ can also refer to the secret itself.

Reliable Address — In another example, two messages have an SSR if a reliable network
address of the sender is provided for each message, and the two addresses are more likely to be
used by the same sender than two random addresses. An address is considered reliable if a

 fraudster cannot easily fabricate it. In this case, the SIs are the two reliable sender addresses, and

the strength of the SSR mostly depends on the reliability of the addresses, and on the correlation
between senders and addresses.

Assigned Secret — In another example, two messages are considered to be from the same
sender if a secret was sent to the sender of the first message, and it (or a derivative of it) is

received in the second message. Use of this method usually depends on achieving a ‘Reliable
12



address of the sender is provided for each nessage, and the t\@ MisHcps2006
are nore likely to be used by the sanme sender than two random addresses.
An address is considered reliable if a fraudster cannot easily fabricate
it. In thVQW%E3 the SIs are the two reliable sender BHPY3ZWS and the
strength of the SSR nostly depends on the reliability of the addresses, and

on t he Aatdids€| @ink-0B surb B8 Rech® RARARSH ﬁi&geﬂggig&fcgﬂ%émé?%ie %\ﬁ&wﬁ%?ﬂeet - n

anot her exanple, two nessages are considere m'the sane sender if
a secr &ALy e semprgmised). brthisensconcthés the sestet srmbwdlyesendardf the figor a

deri valie¥®gQfind thk olisr %figﬁl%isgc%j[ ot E{%rf‘@gms%%%gl%%nﬁ%g?%ﬁﬁ% Use of .1his method

usual | y depends on achieving a / 034633
PCT/ Useipengirgi the/tfR depends on dhentiffieulyin@ainhiglacdebeto SRcseaibt. Shes fkedi@ id he real

sender t sgge. (ot herw se the secref may be conprom sed). In this
case, (S:)ér%lf(tatosaiill eﬁdg;%%%%sdééﬁr%ggy @%Gn(?ela? sop dhea g’tty%‘%lth? wiclrgss,and theppssihiliis,  and
t he ot bfsav&drdpping b8 nfee@E&ito @iat &lRIFdsyat i ve appearing in the second nessage.

The stren%&g of, .the SSR depends on the difficulty in gaining access to the
secret. Sintehopibedioted dhat fhe twa miepsages ampnostepessasly redeived by fibismmd ¢nfital so
dependporQiahie, ih Blei <8hhé & the possibilit of

eavesdr oppi nﬂ on rrp‘ssag%ésd?tgk?th%tet‘g%%%sgg ?C%%%ﬁfeéa%gsﬁ?ﬁtg&ypﬁwtthe t wo
mes s agl@dwadifiorst entdies Jda o sntitiecmist ecopayatd i erdeameyeant thitthe schefs n@xampl e, in

the " Sajm ' h nessages ntaj ni ng the same secret may be
sent to féﬁv\kﬁéﬁ]‘? 8@?‘%@%@8@# ceﬂ‘(ﬁé?‘é‘rﬂcleﬁ"@eﬁﬁgl toghsosserndieatityn or der
t 0 verdnflyhd deedndichéty se@patsit Wath @R secrbiQf re@fvegpl €, one entity will send the
secret it recegisﬁpg]&&or a derivative of it) to the second entity and the

second ent Qe B tojpesigeehirom thesame sqndenmayecheiseeuer tione.cSthe rel ating to
. i & th t Kk
nes s agRswdrk adbrés8 8f §§§E?m'r§f BiGbe; E{ﬁ%salglgrgr%geg emgy g% astﬁ%%{ogaéig?rgﬁ é’gefﬁ et wor

address_of a user may change; di fferent
user s differenfitifeg) Brmuch cavessthe sttength e theSARakpénde os the ein@tpassed bétheerSSR depends

on th is RRASSA twe sendi .0f the two, nmessages (shorter tines

| eadi %gﬁdt%eost i ongg?egga&F%@F%§f@e? @g%totsﬁgr}gglf ’E?Fago’éfg’ 19@%% efargbknow at what
time esafl tokndvnet wies ingeschid Sheshdiba M&@nﬂ(%hiéﬁ%shﬁlyaa%m%gﬁg‘ the time
it Waiirr{e el ve&h‘@dPl 1 100 and P12 102 may have nore t'han one related to

each Sfhemre bach SII  may be used in conbination with each S12 for
exam ni ng pheibasd bP R.1In iti.on ch pair of
&0b \Mﬁgw&@ﬁmﬂ%ﬁ@ S%ﬁ%te?\g?/ ('eac#i of ﬁllg a?p& eg?h ﬁgl |

SIl and 812 may be related i1 n nore than and SI 2
may h&@E be heed iseorebisuion etith ench SI2 farexamitingwhethbeiht &l RedAdehs 8% an' €l at i on, as

descr kg : I t he existence af each additional relation between
an SIT an Qgﬁa@, 5 %_Lb%hé}f 5 ! lvaé'ﬁ Sﬁ'ila&%‘pfeﬁ?? IpoTe ihan ae R g GR E¥EMRIRe 1 SSR.
The efHaond S12 eaghave iivdBans Sebrddyrelitibd &l tRe ‘Reliable Address® relation, as

described below. Usually, the existence of each additional relation between an SI1 and an SI2 of

a given PI1 100 and PI2 102 strengthens their SSR. The exact strength indicated by multiple

relations depends on the level of correlation between them.

In general, if an SI is more common (i.e. contained in messages of more persons) SSR is

weaket, as it increases the probability that messages from different persons will be considered to

be from the same person,

A secret used as an SI should be somehow kept between uses. The secret is normally kept
in User Device 12 or memorized by User 10.

Following are examples of implementations of these methods:

IP Address
Internet Protocol (IP; see RFC 791) datagrams (or packets) contain the TP address of the

sender (‘source address’) in the ‘Source Address’ field of each datagram. A source address can
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rel ations depends on the level of correlation between them | 3{orcH 2006
an Sl is nore common (i.e. contained in nessages of nore persons) SSR IS
weaker, as it increases the probability that nmessages fromdifferent
persons WPMRER onsi dered to be fromthe same personPCHUHREI used as an
Sl shoul d be sonehow kept between uses. The secret is normally kept in

User Doyl g 12 08 pIRIBT Y 750, Y ph el . FOL ANk Bl 1AL 1O

i mpl e fons o ese e ess ernet Prot ocola (I'P; see
RFC 79tjsotihd’ agitaiphing o inpastieites Evarthéugh thet samdet Rasafdlli cemwl] of thistfeld Ender
('source address') In.the '~ Source Address' field qgf each datagram A source
Sl 668 BhPeea R Pl b oS B wairad serpes et Sy RSB B oc o

secr etp BagkalSehitl thePsudSdélolbé spedifed (1.¢. \phdketsiviHos@sdufcR @k Qrwak BotdisigRder the
address” of a rg’ersgn he's attenpting to i npersonate. Even though the sender
has f i theis sendeny makipg ihdighicuitdorc fraudsterde fansmsisupfepagkets Siacegotale| i abl e

Addr ess; I r ] 3 SPLIES| 0 » | P packets,
whi ch%f§ We(){/&éﬁlé%%%@rgtﬁ%ﬂ %gﬁ%%%fséﬁc%c!dgsg%%%ﬁ%%bm%geﬁg%ﬁlrec%dgg ?j'r ess was not
assi gned The telighiility s aoliPraddressdsiariBeliablediddidse’wat. bé significdntlpindsased byo transmit

such pagkets. Sin n al I, . netywor i enent such reasure a source
el e AT  Spelt PP baite A SRR RIS AR s SREMTEAHBITD £ of “an 1 P
addr ea8gras afd reBbing Bhck tH 9808 Jor aCRAvAe ST NI A bnwitoinaeregsiesd by
perform&ﬂ%tg secret handshake'. A  secret handshake' is the process of

é

sendi dgti fessdrop ompm meghagh akio apriher ases; Therriorpdbi Prosat shevsthtt thegr o

derivat] Tl | Ik dn S sl fids Gl eavesdr op
on & Aok el WARAL bl QR B obtalabd el ook T h et e
mes s agdthitimt vdeietwistsentdg dheatsenals wedithe Baaldrésadvibely thmeesd gies ssohebtheied i n an

I nt egr.al .nessage 1 t.h that secret) was sent by the user who used the IP
addreEE"eftoWW?%We@w%h’éQ&sFret was sent, at the time it was received by that

user. The BAd@oAEHRoPS refutib e b@ivt@ntwo g YRR sds\WesobiRted tha®s agsagaoci ated with
two nessages _depends on the method by which IP addresseagge assi gned and

used Hependicontbe methrd by which & addisess astassigned getined &blbe aFFoBs B tBhed to

Inter ﬂﬁéme?ﬁ@‘éﬁ&r@ssgg Y hgfg'héd to%@@e?ﬁc%vi@&r@,%ro Abd dod P Sstithficéner s’ )
that assigh themto thelt users. Such assignnentS are usually tenporary and
t hei r (‘ovnerst) thetassigathem tb thedrasers.Saskesssignmentsiane yisually texsporagnad theid used by t he

T e SR AR effes RS are S Gl Bl AR bl BollBFE " "
di f f eyRRf whiléRthel BResSR RIsaTIRE € S MBMited | TherekE, \(he Saiaddbssusgiservat once, as
is the case with nulti-user conputers, and with copputers connected to the

| nt er fidferepkysarg ah@diffgrspidimes. The same address may also serve several Users at once, as 1s the

' case with multi-user computers, and with computers connected to the Internet using Network
Address Port Translation (NAPT; see RFC 2663). An estimate of the number of users using the
same address may be beneficial for analyzing the strength of the relation.

If the two IP addresses are identical and reliable, it is usually considered a strong relation.
The exact strength of the relation (measured as the probability the two messages were sent by the
same sender) depends on the time passed between sending of the two messages (shorter times
leading to stronger relations), the period that IP address is assigned for (longer periods leading to
stronger relations), the number of users simultaneously using that IP address etc. It is sometimes
possible to achieve a good estimate of the period an IP address is normally assigned for by
checking the owner of that IP address, as can be found by performing a reverse Domain Name
System lookup (also called inverse DNS query; see RFC 1034 and RFC 1035) or a ‘whois’
lookup (see RFC 954 and RIPE of Amsterdam, The Netherlands document ripe-238). For

~example, an IP owned by a company is usually assigned for longer periods to its users

(employees), than one owned by an Internet Service Provider (ISP) serving home users. .
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Address Port Transl ation (NAPT, see RFC 2663). An estimate of 34hRlidieR2008f
users using the sane address may be beneficial for analyzing the strength
of the relation. If the two I P addresses are identical and reliable, it is
usual |y cvosiéesad a strong relation. The exact strenRfiTWUWH3BHe rel ation
(measured as the probability the two nessages were sent by the sane

sender) depends on_ the tine. passed.hetween, sendi f the ssages
(shorter tfAnedber relation begree s Efél‘sq?aéq\ﬁg’[“i%ﬁisflfm qﬂ)é‘%baéﬂega\;%éﬁa | P addr ess
|s asgig @ﬁﬂﬁ%ﬁd a(djﬂéfgﬁlip REkis9Ubis hRRdbd sy the santel dnGfgRsr ckmhpitjnBa)willt he nunber

of users si aneously using that 1P address etc, It is sonetjnes

possi mbenally usecthe sames ISP yden connedting indifferentipscasions, gad amepoYss & Ws normal |y
assigned, for b%’ checkinqgrkt he owner of that |IP address, as can be found by
per f oM g G RPBFDS BEWETh Name  System | ookup (al so cal | ed inverse DNS
query; seeTRIrGok0Rb MAdde¥sE ed) the sanae ISRy the samedivku of ProseacPOPY54 and

Rl PE of Ansterdam The Netherl ands .dogcunent .ri pe-238 E le, an IP

owned obthe &S SR Ehgsme ereguzatiop, by ea Fﬂ% fﬁ%}‘zaf‘8%sg8’ibeg"eﬂ)ﬂn58§{hféﬁﬁ s users

(enpl QUSRA are bR WNQER thYsaR strdbehietwoIR hddresseRhandod'e havelaBPdf ser vi ng

hone users. 14 31 March 2006 WO 03/ 034633 PCT/ USQ2/ 322%5 n@ﬁg%fgﬁr relation
he

bet weéiess Rlatiei Bsasdresses thehare gumseriocetieclasedspepitically, R4t user is
assigned a diff. 1t . : kel 155 e dNaGmiiolk e RisaRseRt i ty. For
exanpl frnéosggléllg‘%v&ﬁ&l?}’ﬁ %8?%& %ﬁéggaﬁegsgﬁe&l SP wh%n c%nnecti ng in

di f f ememiallp assimedsone anthosropsepitvgblocks | i kely to use the sane conpany's

networ k. Therefore, two | P addresses us by the P, 1 he sane
Poi nt of ﬁ'@'@'&ﬁ%@?(ﬂﬁ@)ﬂso& astswgef% ,ev?fil&ﬂﬁ:é% ane" e%r%g%ﬁ}llg?laatql@%?ﬁtby t wo
rel at eakQrioRoZaliiQnll bellodaed 9isB gedaRaphivel I6ctiBns(ely: thaEXVEORa asee nor e
| ikely to iIndicate the sanme sender than_ two IPIq%gdressesiéf t ci[g&‘n't have

any ofisesihlenee and ithet jomesate nebwerk e aics aEWeTkh OBE BUIYFER AP SRS

(speci.ficall ' i-anhf g AP ' Shaiifda@ant -bits are
i dentff 5‘?3%013 S%A%eggrea&flgﬁgd?g ation, glgd@rr%si Stlficglgée&li%gigggr esses are normally
assi gmechnblogienincoor Natizeatoofram dufoSpls Insl Bevesse NS lonksmsend whois’ l0akupsl so be

assuned that even if_t user connects thr a ditf ntity, the two
ent i ti(%é‘”{?a‘“-‘lS pbaye) gapalsp ggpi%asé?%ﬂg‘ﬁgaé%mgﬁgltcig&“ﬁ%g)é@iag Eﬁ?gfg‘. the | SP POP
a user  UsRsmAllyNAERHGTEtEA [P Addesaiint baisiersl Ihgetmabead! addgssesSome
products are specifically suited for associating a geﬁ%f%h%vggl | ocati on
wi th aninfieatingdhesse seulehceses tirgeBeiahE Werlsin SMEE s HAYISh Inc. or

N OB Ot LALAER el ot AR S OkibRRGARKhs WG o | COKLDS

_ (des_cfnloﬁee ove) ca p 1'n associating a geographical location with
an | Pegdhle aselatiatin whichyP adiressdsate identioalisvamers difficald treompeosnisethen @nsi ders a

| ar ger f I P,addyesses as indicating the sanme sender causes the SSR
to be%@gﬁaﬁf‘eﬁ%’éhﬂe T BEEMPYy fraudster with nore options for sending

a message j BuldMidd behdwd 1B thaSRiiwaisipningrineddrgss 1ok ubdr sonld esistin For
detecting the relation between IP addresses by assigning related IP addresses to the same user.

For example, an ISP can identify a user using a username and password (often done using the
Password Authentication Protocol or Challenge-Handshake Authentication Protocol described in
RFC 1334) and then assign him an IP address, which is numerically close to the IP addresses
assigned to him in the past. In another example, an organization’s Dynamic Host Configuration
Protocol (DHCP; see RFC 2131) server can identify a personal computer using its Ethernet
Media Access Control address (MAC; as described in [EEE 802.11 standard), assign it an IP
address and then update the organization’s DNS server such that reverse DNS lookups on IP

“addresses assigned to that computer would ﬁeld related results (dynamic DNS updates are
described in RFC 2136). '
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exanple, a relation in which | P addresses are identical is nmoRg Mdichcrbbs
to conprom se than one in which IP addresses have the sane owner. It
shoul d al so be noted that the entity assigning an address to a user could
assi st i MWOR¥BEBEi ng the rel ati on between | P addr essesPERUH3IBI ng rel at ed
| P addresses to the sane user. For exanple, an ISP can identify a user

usi ng use a ssword (often done using the Password

Aut hen {l%ggfllfg%r F%?%ff@ﬁeror Chal | enge- Handshake Aut henti cati on Protocol
descri bed iln cads¥hek8 Sebbrabpigsicdl @omamsicgionihienfans 4P usddo esayve whisades, S
nurreric?lllé close to the IP addresses assigned to himin th ast. In

anot heMIanesrAse ,O%Weéﬁ@%?ﬁnégtafﬁ?f@al&/‘ﬁ%eéo sapg mt?rgﬁ g feher ot ocol

( DHCP; infeeBed3E Conddctdd to2RMFRint g@d’gragé RAltddain ﬁlem%ﬁmg% pISRIRYABHaddSi NG it

Et hernet Media Access Control address (MAC, as described in | EEE 802. 11

st andaidentificpennibg sddtas ap S1 pdicalingrac Belishled\ddness’ . [tishieldbe prtedshgidhii Har i on' s DNS
server : : Fl\]:? I gﬁgﬁ t hat
conputtgr&%\%\%d% %ﬂ%}c{e@éﬂne Ao %dggéé#%gs @E%%ﬁ%ﬂgh@§§%%%§%§tare %@%cri bed in
RFC 2€pagel5 31 March 2006 WO 03/ 034633 PCT/ US02/ 32825 Physical Interface
Identifier In cases where several physical comunication interfaces are

used t ei.ve ssages, and nessages fromthe sane sender are nornmally
recei \}g{aﬁgﬁﬂl&‘é"bggne interface (e.g. if each interface is connected to a

di fferent gheUsamtpaim PiotRol (WP SeeRHOMBBK )5, of@n i FoiCdmmiRicatid
identifier can he used as an Sl 1ndi catl,ngtha "Reliable Address!. It should

be notlBdetorts sughaas dhe Internet. {IDP defagamscopfan thePE ged npmbened theserdey iy messages
but i i t Nunb Th
u 9%@%&&9%@%@1&3@%@%@% Iﬁzgs%%ﬂpl fflbe B80S Alcbiit Nutber - The

User Datagram Protocol ee ‘ ten used for conmunicating
over |becawse ilvisrugeally motirizizl fon e fiawdster tadiscowDEhemrtagmibasusedhy apersanis’sUDP port

nunber_ .of the sender . the .S e Port' field of ,each .datagr A UDP
Sour & RBPynETe Tscuaty oty el sowrcemopt e Bied T et iRy o1
trivi ahe Paburde dddedssiof e sdnee dltagrey Bécatide@hddednidpwTiierpotsRebbyis & ther son he's
attenpting to irrpuelrsonate. Normal |y, the UDP source port nunber is used in
conbi $8REBRT apeHeulen]E afgessour ce address of the same datagram because the
meani ng of the port nunber is in the context of a particular |IP address.
TCP Sag9 Suisibinpdh@e The Transm ssion Control Protocol (TCP, see RFC 793) is
al so often used for conmunicating over |IP networks such as the Internet.

TCP i npl enehs GransmssionsGongabRroeel(E€P; see BEFE ISk plse oftermgged fs| i abl e Addr ess'
met h Ogémmhﬁicating over IP networks such as the Internet.

TCP implements the ‘Assigned Secret’, ‘Same Secret’ and ‘Reliable Address’ methods. It

includes a secret handshake mechanism, in which each host stores a secret in the Initial Sequence
Number (ISN) it sends to the other host during connection establishment, and then every TCP
segment sent from the other host on that connection includes a derivative of the ISN in its
Acknowledgement Number (ACKNUM) field. Therefore, (2) all segments of a TCP session are
considered to be from the same sender (they include a derivative of the same secret in an integral
message), (b) the IP address of the sender is considered reliable (as it is verified with a secret
handshake), and (c) all outgoing TCP segments are assumed to reach the sender of the incoming
TCP segments (because the IP address used to send them is reliable).

It should be noted that different operating systems (and different versions of each) use
different mechanisms for generating the ISN. Some of these mechanisms are stronger than others
(i.e. the generated ISN is less predictable, and therefore a better secret). This affects the strength
of the SSR. ' | | '
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i ncludes a secret handshake mechani sm in which each host stoeshMaEte2oD6
inthe Initial Sequence Nunmber (ISN) it sends to the other host during
connection establishment, and then every TCP segnent sent fromthe other
host on tWa®R%¥Hdection includes a derivative of the |BRI/P§2p3835

Acknow edgenent Nunmber (ACKNUM field. Therefore, (a) all segnents of a TCP
session ar nsi.dered t. f e ) I.hel ude a

derivati ve%o?éfﬁeesslg%lﬁégeslﬁé%?cgfy%ﬁ@g]ﬁ%‘liglr?fl }g‘@ %ﬁ%eﬂgcguéié%%"%dg?ﬁt he | P address
of t helestaten IP| soueeFlRgteahd debtiratibre TCR gort. tThisshaudie bl ovechnehbdt wéithoeer et

handshake), and (c) all oing TCP se nts are ass d to reach the
senderrséggr?ﬁéo’in Frissrgral %%%S'é@ﬁ%‘}%%m{eﬂ& cases Waerg B nﬁﬂé"é‘guﬁ&?@% to send
t hem isgmp @ AaRk@le.g. NA P Aitrde fsepdh@ehdrb e sthint 5REQITP bRRBf@bATTPSyst ens (and

different versions of each) use different nechanisns for generating the
| SN.  Sessisndpndlese Teerpforehrernonding tr emetsrasmyera TR pesyemismore likelgto 164k gener at ed

st engPly HSpERRS S Fonhe kERhBRE GG Biekts b B W o
dosti nati oL F. - sor e TCP port . and dest | nat anTCPpork. Thi.e handi 6
al | ows oneB’??(S%cPlS\HFiPﬁ%gWée'g'l%’pﬁﬁwgn@fg’gﬁ fﬁﬁﬁ@ggﬂgﬁ g‘ﬁ &F@ﬁ)&@’si ons
CONCUlap8Bkdid/messibeS BSMAS eV sndeslifith BhETUB SdsSiok! i, thén arSHTTEP Fiaxyddr ess (e.g.
NAPT), "different users may have the sane source 1P but different TCP

sessi dandiesrenves frommseverrbisars to engd8HR sserolnsuphbeaseigachypgionse reopved 8 sj on i s
nore t . ' [ r ; nding in
ol lon Bt GA0Ren A ORTRRG AR F A BRIl o BT e D o ng
TCP ( ¢o gend Hy mespdnsestonbrgivenf TP dessiindn tHe;sakig dfder & seeiRbsCheBq@ptsnay  aggr egat e
messages from several senders into one TCP session (e.g. when an HTTP proxy
handl %5 regue t fromseveral users to one HTTP server). In such cases each
respo LEVPIILTTIBE"n  the session nust be matched with the rel evant
request. FBficrfxaigohenunidatibilfibtosels vieth ab Trahemutillape Setitp €M; sdeRAGESponses on

a given TCP session in the sa rder it receives the_requests. Encryption
Sapod Iy Pt (GBIGK's SRR E defiy fgr

Pr ot 0¥t implemens the SpRpmeRsst GPFocEsy
Secur i T3 j n@a,ﬁ?c ragd o hod. In this
cont e%té;/gréeh-r%?%%%lﬁg%%gaég%i hedéréafgde’gmg?%eggea}ggs %f i %tgg%rtgﬁaﬁlggg nmessage with

a secraiied) Ehaypiookeys argweonsidsrsditpds feamcthy pamazisemlarh t he sane (or  rel at ed)
encryption keys are considered to be fromthe sane sender. HITP Cooki e The
HTTP %ﬁoaﬁ%chani sm (described in US patent 5774670 and in RFC 2109)
al l ows™"a host receiving an HITP request to cause the sender to send a
speci fi c i THediTER Coskiemeshanim (ddseribed in US patent 5774670 and in RFC 2109) allows

a host receiving an HTTP request to cause the sender to send a specific information element (the
cookie) on each subsequent request that meets certain conditions. A cookie can therefore be used
as a mechanism for implementing the ‘Same Secret’ and ‘Assigned Secret’ methods.
Specifically, when assigning a cookie containing a secret (“secret cookie’) in an HTTP response,
all subsequent HTTP requests containing the same secret cookie are considered to be from the
‘same sender as the one that the secret cookie was sent to.

Some cookies (known as ‘secure cookies’) will only be transmitted if the communication
channel over which the HTTP request is sent is secure, such as an HT TP Secure (HTTPS; see
RFC 2818) connection. Secure cookies offer better security compared to regular cookies,
because they are never transmitted in the clear, and are thus less vulnerable to eavesdropping. In
addition, when using a secure communication channel the client will usually authenticate the
identity of the server using a server certificate (for an explanation of certificates see RFC 2459),

and so it will gain a very high confidence that the cookie is sent to the legitimate server.
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cooki e) on each subsequent request that neets certain conditi @isMarcboRR08
can therefore be used as a nechanismfor inplenenting the " Same Secret'

and " Assigned Secret' methods. Specifically, when assigni ns% a cookie
cont ai ni PYBPet ('secret cookie') in an HITP respo‘?%"s‘"él,I 2/338ES subsequent
HTTP requests containing the same secret cookie are considered to be from
t he ?'ame sendsr as tahe one that the secret cookie was sent to. Sone

g 2e

cooki e’(’ﬂﬁ’gv‘\lm” g% ure cooki es') will only be transmtted if the

comuni cat Usérnangdsand passwords arabitatustden #HE TiRemeiqoiestrici Resetriceitsinsecur e, such
as an HTTP Secure (HJTPS; see RFC 281 connect | Secure cookies offer
bet t eFer¥iey ?f_ﬁ?}ynﬁyob?g%ea by Jeetor BRBLIS Orlitre B4 08 Dot Gy ST er

t r ansBehdn@sdeRIIE0D) RAmetRADS MqBesiiig fnd REGnY WeHRMIPIR fa@weakessh oppi ng. In
addition, when using a secure conmuni cati on channel the client will usually

aut he T TPzessionna us¢raame sndypassvordan slsp bepollsatpdgsing apegnliae foparWrd asit e (for an

expl a j £ i i L a very high
cont | a8ty PG5 bbb AR TARL R REEURYS) PN fradhnriolilal (Fr824E 5 VELY 11O
2006 WB(IB9Y) I4masRET(EEI ARPERS stiseesdsoecoatach Rahsniondifot sdlectnges and

passwords are often ysed on the Internet to restrict access to certain
ser vi CEEUAMER AUC PARRWERS- chosen by the user or assigned to himonline. HTTP

Basi ¢ Aut hgnidrhahd £ paRGRRT RN 6608 GmARERafich of thEShaedSeketr gguest i ng and
sendi ng user nanes ané) passwords in an ~HTTP session. A usernane and

pas s wohssiznethSesres omefhodsobnesifically, wnyimrysaga inshidingdhs Bmeusypane 9 a  Hypert ext
Mar ku : X red) (FTP; see
RFC o8ty RO IR ARl (g i 3 i ek 1Pk uscihanft R Bl e R e

f or c@ind@ctdhngen byslerusenesmessate patsining d iserdeniesad passeoriscqpaidemd tdbecan serve

as an in’g{lerrentat'?rgsstgf tt{le " Sanme Secret' &gvd " Assi,gned Secret' nethods.
Speci frpe. qweéﬁ@fie QU PHEFTETA GG PSSR ST AsY P'and password is
consi der edi kulEbelHo@i@thdd & BaiyRass Aaise of dseinhifed HhE PARNVRIIA Chupigssior d wer e
assigned (and not chosen by the user), a message containing a usernane and

passwBeIFxpBPIE dhisicawimen feran el ME proiserie offeithe wen@storauseiR@end t he user name
and pﬁ&%ﬁé’ GBS REE Ak can#%vh&mewe? ud@dged that in many cases the

use of usernanmes and passwords 1s autonat ed. or exanple, it is comon for
an HTML browser to offer the user to store usemanes and passwords and
pr ovi Seftwdre ienft omati cal |y when they are requested. Software Client Sone

SOl ver e SRRy RIS A0 R LB PRy | 1T
al | ovsonirenieihg féth 9. bilireServize @ruvitier. Thiz unti@e idefyfidr Bowsheonlok stdieecl i ent i n
ord e.r pr%\?idg'rtg \i/c{egt?fy%ergmvr\fle; Qf t%e El?ernts i?lr:)?c!lejr %oel()jrm?ﬁé iiliimc%th a personalized service.

Such an identifier should be secret (to prevent impersonation), and therefore these clients can

implement the ‘Same Secret’ and ‘Assigned Secret” methods.

An example of such a popular software client is an Instant Messaging Client (IMC), such

as ICQ, AOL Instant Messenger, MSN Messenger, and Yahoo! Messenger, which can be found

at www.icq.com, www.aol.com/aim, messenger.msn.com and messenger.yahoo.com

respectively. These IMCs report the unique identifier (which may be a username and password

:chosen by the user, a large random number assigned to the client etc.) whenever the user

connects to the Instant Messaging Service (IMS).

Hardware Identifier
Hardware identifiers can be used as unique identifiers for software clients, for example
when the software client requires the unique identifier to be associated with the device running it.

Examples of hardware identifiers are a serial number of an Intel Pentium III processor (in
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Such an identifier should be secret (to prevent |rrpersonat| on
therefore these clients can inplenent the "Sane Secret' and B&SWC%ZOOS
Secret' methods. An exanple of such a popular software client is an |nstant
Messagi ngVeP¥B#e33 (| MC), such as I CQ ACQL Instant MessRERfES023BN Messenger,
and Yahoo! NEssenger whi ch can be found at ww.icqg.com www aol.comaim

The. aRequBRI R St AbaR D03 CRTanER ol el BEPER M cen by 1 he

user, a@drgﬁr ge random nunber assigned to the client etc.) vvhenever t he user

connects to the I nstant Messaging Service (I1MS). Hardware Ident|f| er
Har dwar e i SRang hardwearaideniifiepranayhegenpsted withent upordseftware aad ysed T4 of t war e

¢l ! et Bnichiing KRBl sUBR IR, SRR BrEhbAIACTAMMLY Ghich o

i dent i assocl at he device running (t. Exanpleés of

har dwsene with eviry Ethemst meleta serial nunmber of an Intel Pentium Il processor
(in 18 31 March 2006 WD 03/ 034633 PCT/ US02/ 32825 accordance with Intel's
patené. aggljoééati on W00/ 51036), and a globally uni que Ethernet MAC

addr e®€ hardware identifiers may be reported w thout use of software

and used fmlformrﬁﬂs@.ﬁ&rﬂ,dcmgrst(bm‘ ﬁaﬁ‘(ﬂ@@ﬁ)&ian alye bhodd faumhleasnting tht her net
MAC address, whi IS no g,t wi th every. Et herne ket. Secret URL

| |
Uni f or#PRSSHEY Ifﬁé‘g?‘iﬁlr Q%U REXADPIeR JSeE Browaing gu I for
i mpl efE@&%s’T@l‘l\Pﬂj'iages %Fﬁcﬁ@&URLS hﬂ&ﬁkto’%ﬁl%.‘c HTRAL 2864, Bhagef B&BRAGE, THOTr exanpl e,

a user browsing a site receives HTM. pagés that include URLs |inking

to ot hest pnewﬁmgpl@geHTMlnwe%can plaonalsesret in eppleo gURéﬁ é@ﬁ@ﬁﬂéﬁmse HTML
pages,ca Any HTTP
r equeé’tj ﬁ%@k egl%ug&'%gusecsr%‘gﬁ%% Isltésa)ﬁggel’l{%er e %etﬁé ge ij I’ om t %lesarre

sendedsneaﬁatﬁ:l’ibﬁ{TMD®agdesbﬁteo.HTNL page was sent to. Secret URLs may al so be
used in the proc ss of optaining an Sl s descrjbed,.in.detail .bel ow. Enail
Headers Ereffet §51@>é§‘%§%@89 Bt PrRcaS? g o S er o) (SMTP;
see Rbfow21l) contain a nunber of Sls Most of these SIs are itens
automatically provided by the user's email software, such as the sender's

nanme and emai |l address (in the SMIP "From" header or the SMIP "MAlL
FROM EmgébHeadess . the sender's organization (in the SMIP "Organi zation: "

Email messages based on the Simple Mail Transfer Protocol (SMTP; see RFC 821)
contain a number of SIs. Most of these SIs ate items automatically provided by the user’s email
software, such as the sender’s name and email address (in the SMTP “From:” header or the
SMTP “MAIL FROM:” command), the sender’s organization (in the SMTP “Organization:”
header), the sender’s device identifier (in the SMTP “HELO” command or the SMTP
“Received:” header), the time and time zone on the sender’s device (in the “Date:” header
described in RFC 822), and the user’s personal signature in the message’s body (for simplicity
purposes, the signature is also regarded as an ‘Email header’). These SIs are generated once at
the user’s device (by the user or by the device), and then sent with all email messages. They
therefore implement the ‘Same Secret’ method.

Many users manage their email accounts on a web based email service (WBES). WBES
sites offer email services o users accessible over a Web interface (HTML over HI'TP). Hotmail,
owned by Microsoft (www.hotmail.com), and Yahoo Mail from Yahoo (mail.yahoo.com) are
examples of two popular WBESs. In these cases, the SIs are stored on the server and not on the
user’s device.

It should be noted that most of these SIs are not strong secrets, as they are not very

difficult to predict, and are exposed to all recipients of emails from the user.
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header), the sender's device identifier (in the SMIP "HELO' c rwm% r
SMIP "Received:" header), the tinme and tinme zone on the sendgr' S g\ei%(?abs
(in the "Date:" header described in RFC 822), and the user's personal

si gnat ur V@ 43B3 nessage' s body (for sinplicity purpoSEUSIEE82Si gnature is
al so regarded as an Email header'). These Sls are generated once at the

user's devic by the user or by t evi d_then,sen ith all email
messages. %&%Wﬁfg‘eisﬁsﬁ‘%mgﬁfﬂéwé é?r{%o%g%};sg{,.an%é}og%lda\g Many users
rranag%dpﬂgcc&a@%ﬂy, AAeBIEindBaR b¥eR. based emai | service (WBES). WBES
sites offer email services to users accessihle over a Wb interface (HTM.

over HTTP) ﬁﬂ%‘_trrﬂquldifbm'dn?ﬁﬁa%;@ﬁ%@ﬁfsIP\/@@WGW@FRBW%W‘? and Yahoo Mai l
from Y000 {Eﬁbh'be%o%@:?ﬁle%%@g dBYi mﬁmaﬁ%eﬁ& a&msm?#g%ﬁed/ﬁ@%swm these

cases, the S are store n the server and not on user's device. It
shoul ¢Reeivedt behdeh Thiswomecii is hrgly BT PAusedinboth SMIRanddtrdDsandas they are

not ver difficuylt to i,C and @are expose I iplents of emails
from ?l}%efggg} d} b e %ﬁgﬂ%%gdr%. 9‘6%’3%%0%7&9 Lg@%%%glg urt her nor e,
many  adpotibEbyShouRF'e ebhil @@ Yand abedhedndd@ibts fafm the @sei) die, reliabilitp bititd d be
handl ed accordingly, as described in detail below Another SI found in

emui | a@ﬁﬁ%%é@@ﬁ‘dﬁ@%ﬁ’é"h@@@ﬁ“@thelﬂsﬁ Y- obt ai ned in the comunication
bet ween the user's device and his email server and usually reported in the
SMIP rmrimecgiyed: " header. This connection is usually in TCP (used in both
SMIP and HITP), and_ therefore the |IP address is a "Reljable Address'.
However, s$imdler tolemail megwageseHE TP seqyestinoripin g aigeher ellphat mplaneatthe opmj |

Serverg %%cﬂamne%haﬁ]de}%gaeﬁléggﬁté,g/eygngggytsﬁﬁ%fmé%5amﬁﬁrg;s§ft&ﬁ'ah@ﬁ&4rbt y of the

addr ess depends on t e user‘s e server. HITP Headers
Si mi | glient sre provided ireths HEB “UsttAgeneGheaddrsthe typesofifiles, enendiegs avfl Sl s t hat

i npl epent the ° Sane t, method., For_ e l.e, the.type, and version of

t he O%Ss%m@@awi&ﬁf iepl et progioed 1 0é BaE; Suolts AP

" User gAgam 5»"an5|egg£%f,g_[,atn§@gt3ymegt files, encodings and |anguages accepted
by the HTTP client are provided in the HITP "Accept:.", "Accept- Encoding:"

and " Accepthel'HAGH Mgbidation daslel dnclurled ir ther B TR standpad. idsfinasmpamber ofc| uded in t he
HTTP f ! DES: ; ﬁEd[E? ‘ %S[gh r
i mpl e}?}%ﬁ%}?%{j@ﬁ%@‘ arre“%lgcre ﬁﬁ%ﬂr’% Sa%g&g{ﬁggﬁé;?csrsgta %Eeﬁo s.Jdg'The contents
of t hEkeconeatef thes eadeoy arahdiynally stoeed in the ibee’s dedce §.e dEVTR diefit) cache HTTP
client), cache, d sent.to the HITR,server w,th sone.requests. For
ex-arrp’l“@, se%ﬁ%ﬁlell-gglﬁ? Hﬁeﬁ‘_é'lﬂg 5°n?eerﬁ_ﬂ|‘é3§ttgsF OBFX@PI%i %rm% OISRy er may
provi ged ORE M TTPIR el in8Nprodidd kd dach BIMIP tclidkR § ldafePent AimbAemp Loihé <Last-

Modified:” header. The ‘If-Modified-Since® headers included in subsequent requests for the same

URL will then contain the client-specific time stamps sent by the server. In a similar example,
the HTTP server may provide to each HTTP client a different entity tag in the ‘ETag’ header,
and the clients will provide the entity tags in subsequent requests using the ‘If-None-Match’

header.

Message Timestamps

For various reasons, messages from the same sender are not distributed evenly in time
(e.g. users do not send messages when they are asleep or not connected to a network).
Furthermore, many senders’ activity is periodical (e.g. every afternoon or every weekend).
Therefore, messages sent at related times (e.g. within a short time frame, at similar hours of
different days, at the same day of different weeks) are more likely to have been sent from the

. same gender.
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Modi fied:' header. The "|f-Modified-Since headers included inqs UEm0
requests for the same URL will then contain the cli ent-speci?ﬂc@ﬁﬂ 6
stanps sent by the server. In a simlar exanple, the HITP server may
provi de twp @l TTP client a different entity tag in ROWUSIEREY header,
and the clients will provide the entity tags in subsequent requests using
the "1f--None-Match' header. Message Ti nestanps For various reasons,
nmessageobidming t he same sender are not distributed evenly in tine (e.g.

users do not send nmessa al &d@%h SRBin @ spédtic Sionnected to a
net wor k) . P’PH%SFWISBG r?\;e&g%n[g Fs acti Vi téxjés Sl|Ser| odical (e.g. every

af t er noon pére@ajﬁ]?ly dopleikeare jent ol eith FIFIR, reqregs taig dAmaigs ed tines
(e.g. within a

tt d t
the sanbs @ayrdefw&gﬂﬂ%n@rr o oBiy oA e b L R S o SO RS V2L B e
sane %q@ rcgagpgmﬁgdm bn@ORE WP PB4 B34RARIPETRVHIBOH:B 282858 Obt ai ning I n

sone Cca a specl al process 1s requl red in order to.0 bgi)ﬂ qvhﬁQeCIflC SI.

For exmeptian is mokad% aggselt gEhMeBAA SRl ROS Ppe §eéaﬁee%rpg1d§r REM S dormai ns
and U@ ggttog%n ﬁ ESE Bdnby ﬁﬁ@@ﬁlﬁﬂrgﬁﬂ@rqogsm Device 12 it nust

be ca uest to specific domgj nr@‘d hJEzL Path Thi s
I s especi akinge ongwmoslelmmmaﬂyssdnﬁerentﬁor@hmlnaﬁ%éJS?f KEd“¥%" a result

of a nessage sent to onl i NOSTIVS dRsedithre cooki e
to be n@b‘-teaﬁ? ﬁ’é&o%%“’?tgglﬂﬁg rﬁ%}‘egﬁ@w Iﬁél%ydgg?villée pr O\f})lr%% SbeSPB) Si nce

OGPA g &esmwﬁeéthmm@spﬁimem (edpsieibrineanepbcomg #iththevi ce 12 wi | |

not sen e coo le with HTTP requests_to OSPA.  User. poul d

therefrde‘anbmtbé[bge?dlltcwseﬂeﬂﬁﬂo ft qc-]\’FISPﬂ t, T FQDpPO ?%tg?cﬂ%@gﬂé%&fn B s domai n

(e.g. si-obta J&ii%\f@déhltﬁaédblﬂe'EhWEhMGSPBéause t he

cooki @?‘Bﬂeﬁé %ﬁ%nbeiﬁ%oﬁgﬁipné%%?&é% ving this request d%ﬁ?ee Obt ai ner 42,
i

descr idaadinD 8l Obaindid2liendtmecdsasityamiolisddy Br—eQ%%ﬁ‘ ngaqdonly, s within

OSPB's domgj ner 42 Lyl | ed by OSPB - OSPB
need &Qﬁ%ﬁwoé‘la%%a}tﬁ%f%t %oﬁp%g%%@%ﬁéﬁﬁé’? b%%lgtﬁitﬁs to a hostname or IP
address of L%hal%ﬁ@'ﬁ[‘ﬁéul&ﬁotHd%w%ﬂayddﬁmn@aﬂmrmwuwwrmﬂta cgefefh and path
are require reveal a cookie of _ OSPB, .whil

2 d h
such iOSRE, while ShOteing: 42 daes bave SP‘%h ip{oragoR £6-& PERRPSY it gjog)gn%{aéﬁé tﬂhat Oggopg\r/ gt es

with CSPB) . acymwnpcaasﬁhe aseﬁeuexmtbeemlend an
- HTTP rehY tL{}(chge?at%%%nom host ngarrsg (e.g. si-obtai nglr nél ng to Sl
Cot ai nerTRquishiolacveliStnoGhiieimane @2, vicbiansaens® ToRg s QT2 Sond an

TP e li)?asuger t4f(2) M%Ea%ses the O "Mevi@Sto send an HTTP request to OSPB’s domam as
described above.
If the cookie to be obtained is a secure cookie, the same procedure will be invoked,
| except that the user’s device should be caused to send a secure request, for example by
specifying the ‘hitps’ protocol identifier in the request URL. Furthermore, to allow the client to
authenticate the identity of the server handling the request, a server certificate identifying the
hostname under OSPB’s domain will be issued to SI Obtainer 42, and this certificate will be
. presented to the client.
In another example, a username and password need to be obtained from a user or his
" device. In this case, a request to enter the username and password is sent to the user’s device.
This could be an authentication request of HITP Basic Authentication or an online form for
entering the username and password. This should cause a user to enter his username and
password, or invoke an aufomatic mechanism that will provide these details. In order to invoke
such an automatic mechanism, it may be necessary to cause the user’s device to send an HTTP

request to a specific URL and path, ina similar manner as with the case of obtaining a cookie.
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descri bed above. If the cookie to be obtained is a secure coolgiepmdrie 2008
procedure will be invoked, except that the user's device should be caused
to send a secure request, for exanple by specifying the https' protocol

i denti fi ewoisosaése request URL. Furthernore, to all ow t PET/BREHES t o

aut henticate the identity of the server handling the request, a server

certificate identifying the hostnane under. OSPB' ' |l kede 1ssued to
Sl Obt ai nein appthepggimpl %SRC&I@WP?%’F&E%W#‘D Btm”ptﬁ%@e%’e%gwﬁ'ﬁér% ient. In
anot hey. . exaipl &y 1 WOSIRNE coRtuRaHRI R iRemertsalchice gbtimougken HIdH a user or
hi s evice. In"this case, a request to enter the}%&gﬁe% assword is
sent  tppodyhserveseriNeswatleiddeess Trapslation QUM e RER 2601 19 gﬁ%st of HTTP
Basi ¢ _Aut henti cat,i on or..an ' f cSneW 00y 18389, user nane and
passwﬁﬁé’r.5 ‘?Fﬁiugg &hfﬁ‘?%Dngglﬁgse&gh%s@ed%ﬁ%ﬁ?@h?hi s usemane and password, or

i nvoke an awimemRt benphs BBniadbiiiedtbywisbftwase olintiprovidedto thewssi $ 4Vien order to

i nvoke such an automatjc nechani s It be r SSALYoriife &RAHES, t he
user' Sigpespiiware gnamgpnihe yser e"’rc%&{’?g?kly P%qﬁghseg%%ﬁ% e {on%lﬁ% path, in a

simi| HniPane B34 BE 0 ME BsePh doEeAe 8] HUTR conkiss] seftwark idtifier.ch 2006 WO
03/ 03463 )(JSOZI 32825 I n anot her examl e, ad:sltﬁeci rocess I's required

to obthardwardidentificrsdzipned ysepramep and paggwogds gend-pgra HieCessary i f

conmuni cat i,ons from ' | : : it TRo spidoxy server or
Net wor k Ad&P@gg}quE}?ybgf %ﬁgﬁjo(n%}l\ﬁ%sfeégm%éc&g% 3) . r%E‘tnhod.s Ofsg‘f o%t ai ni ng an

| P ad ‘iij’aﬁﬁ:ﬁlaﬂféd@dst. Ohe setipdntadhicving tis i hyesiog tHedtl TR @Tretignmachaihn

W001/ 13289. | n _another_e l e, . Sls are obtaj k e client
provi ditpthepmethed iida e%ﬁrﬁ%r%.a wegioh’f‘ét S&%%\%ﬂé%ﬁiﬁlﬁ?lﬁ%@%twﬂ?g& s devi ce
nor mal L GRSE wRhdow 1h el BTMINGdae odtt tothe 8@’y Hede, suchthatiyodidsent | y
accessﬂ%ﬁogagotropgﬁdl %n tr?e user's d%l\'/gi ce %e.,g. TP, c00

i t
i dent ithe ensired rbqueshiva pider toavitieveitay web abjes LdicHts ﬁ%@@giﬁﬁ%ﬁmﬁéem c.)
Foqui Rt g el POl g 3R e B ucst . ne.

r equi vice a _particular request. e met hod
of achiceatbg néthdape. bem)yayisiuse tb eeatel R PPp-RR WindsEt WishnhBsSHEIFNERION Afbt her

thod is to enped a |ink b .obj | IR feahifa K

heb. meRELRAOb RSt TSP P Defe EE R (RHER, o o

GeVT CGpqudClhr bhipld fhrohlghh dropfiBidy phitbool aglerstedd by eirjsssftwaraclientderbst o retrieve
abj

t he web ect. ient 'side scripting |angugge_such as__JavaScyipt (for an

expl anaviking tbé safaraesadicnighrogglea mm&gt@gg‘@@l THE eéf’]‘fl%a\{lgltl of

devel r netscaw may be used to create a pop-up w ndow with no user

i nter S & 40 )her method is to request a software client installed
at User DevVihe eeqhest xposiap thetH enusidgue areSSR with presious mgpsagssdiopt 1€ #4i%ough a

propri et agy. BIo 9890 SRl 5,205 R biftleRonP RER A1 Gofbd fiftbd, a@lells to
prevent fraudsters from sending requests and take over sessions of other users. This is normally
done using the ‘Assigned Secret’ method and a secret URL.

If, for some reason, OSPA already causes users® devices to send a request for a service
external to OSPA, such as an electronic wallet, a single sign-on service, a transaction
authentication service, or an online advertising network, such service can be used in conjunction
with any of the methods described above to cause the user’s device to send any required request
with minimal or no changes to OSPA. The benefit from using such an external service for this
purpose is even greater when several online service providers cause users’ devices to send a
request to the same external service. Examples for electronic wallets and single sign-on services
are Microsoft Passport, AOL Quick Checkout and Yahoo Wallet. An example of a transaction
authentication service is 3D Secure’. An example of an online advertising networlk is 24/7 Real

Media from New York, NY.

22



I nvoking the software client through a M ME type associ at ed Wi31hhﬂér 20H0&N
expl anation of M ME types see RFC 2046). The request exposing the SI nust
have an SSR with previ ous nessages fromthe sane wuser. This is required so
paral | el WVRYHEE3 fromdifferent users will not be nm xBEM/UH3WRI| as to
prevent fraudsters from sendi ng requests and take over sessions of other
users.Ségigs.i.s normal |y done using the "Assigned Secret' method and a
secr etSBMHE ¢ or sonme reason, OSPA al ready causes users' devices to send
ar eﬁues_t ABBSR callilyd bebaseddnar dhaih of SSKSHANessage A las an SSR iveétbimessuge Byal | et ’ a
single sign-on service, a transaction authentication service r an online
adver?ﬁl‘%‘i‘lﬁﬁaﬁ’?@t%IaR,SSBO’EW%ﬁFa\gP@ethE%ﬁ‘eﬁég%g%‘imﬁssﬂ r AR VBﬁ“S%ch any of

t he : qHﬂg@éﬁgQS%gw%M%ge%ﬂ%msmﬁ[s device to send any required
request with mnimal or no changes to OSPA. "The benefit from using such an
ext ernal siatvially theo$SR bitweenpuasgrge & dnd megsape Breambeef adileren éxpa then thn| i ne
servi roviders. c us ' V] t r samne

oxt or AR BES b BeSaf s AR HaSleR c. BRGS0 b Bl on s BHEH of ikl °0

ser Vi gRssag@B Fobbtangig bh IMEMyaedd a vikdue @entiRerGh e TKButssinavh¥kmhoo Wal | et . An

exanple of a tr tion ut tication . seryice is ,3D Secure.. An exanple
of  anCOHESE t%&@’ffﬁ‘é?%ﬂ#ﬁa%@%ﬁﬁﬁﬁ JFpay hagejthe s %ﬁ’aﬁdﬁ’iﬁﬁﬁﬁsm}’fmr k, NY. y
31 W%aé@ﬁ@veﬂ@e@f@{r g%gg@sfafagﬁm%agmemagg@ Willgntak (®SAmean al so be

based on a chain o nmessage A has an R with nessage B, and

mes s ageiq® idensifien IssRther exampies tha ko S5Re aie hasad em o (e Seaet’ rldioRJEth@ al so have
an SS ' I L& S me sender).
Nat ur cﬁ%?fk?%gd %é%r‘ibt%%% %ﬁ%@%@%ﬁkﬁgn%&@n&%@dg&ﬁ%gl:?et)%ﬁg?ﬁa di fferent
type thampld e SSTSR abiBimeSaaresitagecit aoklicrirss HYEP @quest,dvidiaahotbaris al so be
based, on,a di fferent rel at 1z ssage B. For exanple, an I MC may send
a uniBﬁ%d?lﬂ%ﬁgfairélﬁtefiﬂéd%@ﬁ@%&%ﬁ%ﬁgaﬁ%g * connecting to an | M5 (Message
B), and MessredintheTRY¥spBadB dsbit] SRAESH RlaRde g sssafes Fbatthddame Megsage B
(verified by the TCP "secret handshake'), while Message C will contain the

sane changeyurer tidedior example, the IR adsress an bukeingd neer upgsshanges SEREMSA8 based on a

" Same C A | | t £ et h

cont sl ook el AN Tp oIBELE ol i nBlled ERE Bho BP P IBR 0 16 &
* Saneofighavets' weak SRR porae GSBIat alhdik bueh icases wthell TPssagay wers ffromythé hser mapbaher i s

based on havjn related |P Address ('Reliable Address.'.). SSR chaining is
espectsf F‘E/g'\tlills"’é‘%ﬁ% elgyegn [hig tup P’ﬁffag‘%' 1&&%%[8‘8% SeFY%?r?rPngrg e i%er | 1: hgn lg e
over fikelBro r&eeive SR I sEaged. DR bBnifis @ Feq@iy HsREDWEbsHS @IV W ekeiglngnges over

time, as
HTTP requests from a large number of different users, each request containing an IP address and

a secret cookie. Another example is an IMS, which receives a login message from users every
time they connect to the Intefnet, wherein each login message contains an IP address and a
unique identifier. Another example is an online service provider receiving emails from a large
number of users, wherein each email contains an IP address and several secrets in email headets,
as described above.

An SSR based on SSR chaining provides frandsters with more possibilities for attacks
(any of the links can be attacked) and is thus relatively weaker.

In one example of SSR chaining Message D is received in a HTTP request D from IP
address D, and Message E is sent when an IMC connects to an IMS in TCP from IP address E. A
reverse DNS query shows IP address D and IP address E were assigned to the same company.

The SSR chain in this case is as follows: (a) Message D was contained in HTTP request
D (same HTTP request in one TCP session); (b) HTTP request D was sent from IP address D
(the IP address appearing in the TCP session); (c) IP address D and IP address E were assigned
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descri bed above, such that the source |IP addresses of two rres§a|qqpar§ﬁ@ogs
the sanme user mght only have a weak SSR, or no SSR at all. I'n such cases,
ot her nmessages sent fromthe user nay be wused to find an SSR chain between
the two RRgeAGESs Some online service providers are nmoR@/USOMEBEY to receive
such nessages. One exanple is a frequently visited website (FVYW, receiving
HTTP requests froma | arge nunber of different useis ﬁ\gigoﬁﬁﬁueﬁ

cont atgthagnarcotipaadR dishledidress); ged (R Meswek F &vas gabiahe mple is an | M5,

whi ch ¢ gsgﬁ‘@%ﬁﬁécﬁ%igﬁpq%ﬁg%ﬁmﬁ@S every time they connect to the

| nt er A& eog| nessage co 'tai_n_s an | P address and a uni que
i dentifi erMeé&aglb@ﬁdmmgdEaﬂeshmnom'rde'radéoQematéﬂoﬁrt@/ﬁaﬂ’éﬁeqd@%ei ving emails

froma large nunber of rs, .wherein ' IRst AfokRPaddr ess
and severa @@@P@XémplﬁOég‘gﬁlcﬁ%%&?ageg\gﬁpecggﬁ SRR ARo%R based on

SSR ¢ Q&‘:%:EHLS o }ﬁﬁ?\ﬂegés% o §AUESH & Sidvist A, srartenadssitbik stidag of messegt Acks  (any
of the S b

I'nks can attacked) and is thus r t. we . one exanpl e
of SSkomthias missagel aEkaReciEt qogﬂ!e,eﬂ@é repekyed o 4 FW&‘?@%&%@E%“F‘S%TP addr ess
D, an age _E is RResHI TP @eqabstBVS in TCP from I P
addregl?l\@?‘ﬁ&gm?lé’@&%%g qug??/&ssh%@s&lgP address D and .| E;rg. dres% E were

i I

assi gned t ghd §8R slaiEinahispaajs.as THewsIR) Message A vas pendaipedda 3P | ows: (a)
Me D tained i TP [ TCP
Sess onfpame B ThreRer Sy tediCHse e BRI 17 5%“4%%&?%%%%@%?% addr ess
appearg | ' ; ; {cPHATE B addI T maurles 30t wer e
ag g I g rg%lg &Zéiﬁjgigﬁ%%égﬁ% %3%4%05?%?\%?%%%@3 ?‘%%{53 F.SEC,P F me conpany
(" Rel iosipinate ss 2 el WIY SOVb ARl e : P
addr ese, £x & 18 HBANILESS ARAR AR e debret BRIFERasRSRIEN), ande3bagesD and

us ‘consi dere

Nla*ssadféquﬁst r B to originate fromthe same sender. |In another
exanplewss coSaRet helTTR gquéd € {segre T Thsregesskinwae TCR se5#PR) r equest A from I P

address A _HTTP request B sent.from. 3arhd $¥Bdeg] 0se to the
sendi ng of M?é@g%léémg\ﬁes%ﬁiﬁﬁ@uwg%g%g éﬁgﬁﬁoggﬂrhgt cooki e, and recei ved
at an FVW Iﬂ'gﬁg%fé‘y%@&lof@SRQﬁﬂhmg,Mwsagetm rdeeiecinrHE Rfseqrssidade C and t he

sane secret cookie as HTTP request B. The SSR, chai.n j hi ase 1S as
f ol | owsspotisa)o Mesweay® a ACOREESeerel FoRkiH Bas ?ﬁ%‘@ﬁdﬁﬁ‘”}e@&ﬁgﬁde& (Eg%’% "HTTP request

| ONg e TR sap Gf howe Pdadiess A (the | P
addr eggesgigﬁzilrs irec%m:d mgﬁ'gTél_%éﬁ)esf G%?&%pﬁe?@ﬁe e (

ng 1 n session); (c) HITP request A and HITP request
B bot hediftkied kd@iceret HOTPS BRAdd iheglomaing fdoma cansig it togendthe 16hd 44°4% ne

e o SRS e IR SR i mmessama 1
HTTP re@ifstal fick 8oy iy gfphid amend)(bpthe sdbr ssesiookip sent with the scoret
. HTTPS URL is the same cookie assigned in response to HTTPS request F (‘Assigned Secret’);
(c) the secret HTTPS URL is the same secret URL sent to the sender of HTTP request G
(‘Assigned Secret’); and (d) Message G was contained in HTTP request G (same HTTP request
in one TCP session).

Message F and Message G are thus considered to originate from the same sender.

In another example of SSR chaining, Message H is received in HTTP request H from IP
address H. Email message I was sent from IP address H at a time close to the sending of HTTP
request H. Email message J was sent from IP address J, and has the same sender name, sender
device identifier, time zone and personal signature as email message L. HTTP request K is sent
from IP address J, at a time close to the sending of email message J and contains a secret cookie.
HTTP request L contains message L as well as the same secret cookie as HTTP request K.

The SSR chain in this case is as follows: (a) Message H was contained in HTTP request
H (same HTTP request in one TCP session); (b) HTTP request H was sent from IP address H

(the IP address appearing in the TCP session); (¢) HTTP request H and email message I both
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Message A and Message C are thus considered to originate from3th aé‘%ﬁe
sender. | n another exanple of SSR chaining, Message F is recelved in %ngs
request F. In response to Message F a secure secret cookie was assigned
limted tWOOHS4@dain "f.com'. Message Gis received PCI/#IIR2822qUest G In
response to Message G the user's device is redi rect ed to a secret HITPS

URL in the " causi n it to se ret, ie. The SSR
Chai n deigals fon Jaddress D aid S sHas t 7 Shyul it ae @% S P e
r equeshessdpe { ahd¥nSGr Béssdde I ha@the R¥heTTY RS ﬂ&éﬂféﬂ'aﬁoﬁ?@@ﬁﬁ: Sedré); (HETIBCUr €

secret cookie sent wWith the secret HITPS URL is the sane cookie assigned

in regmgté{wwﬂm@smq&b@th onglpatA@@de@édls@éra@@ wyte setal a $ipdaiEB et HTTPS
URL i 5. %J‘ﬁbl% AeSPET SEAHTYPRERY 48 e o5n i@}ﬁﬁtﬂ;ﬁ’mﬁ@a&w@ﬁe (: Assi gned

Secr et sage was contaln request G (sane

r equestSamerSeant); N3 Besiagn]). wadas g 1EH§ﬂ"H rdbapss&g(m Bre ltelqwtmonsi dered
to ori i%&,e fromthe sane sender. |In another exanple of SSR chai ning,
MessadBC K-t $°¥®Be&i ved in HTTP request H fromIP address H Email nessage |

was sent f neRabEHaMd Mol ate tBustdoRBdéDS drikDate MO sHntGe®fer HTTP 1 equest
H Email nessage J was sent from|P address J, and has the sanme sender

name, sender device identifier, tinme zone and personal signature as emil
messaé@n!e Perspnondifiphst K i s sent from IP address J, at atine close to
the sending of email nessage J and contains a secret cookie. HITP request
L contppispgioaessage L as well as the same secret cookie as HITP request K
The SSR chain in this case is as fol s%e H was contained in

Mes
HTTP requeétsucqelss@élafﬁ’éﬁwweﬂ@wélﬁPllrﬂoﬁr@édi(l’@?ﬂ@é@%_ fiyrie sampgpersarBhisequest H
essi on
(o) e SEBEbuforESlafRg thorl SHC iR AAFI AT 1B oo 4 38 555, 52655
PCT/ Uﬂél%vhaﬁmmmegimasmngth Owhi¢iRichoioiines the lstrength wﬁe}l&-ﬁl?gbn'an@tané simlar tinme
"Rel i abI Addr e sa l,.and .emai | ssa have the
garre §F1%c ﬁ?@?@fﬁa‘%}@(ﬁ(lﬁﬁwgﬁ 11”%%@ ‘gﬁgtm? e lggy S Iﬁ?%? %%%gotm?feand emai |
rressagasdnsyspﬂa 1sqx/éaﬁemastlﬁcrtzs&@rﬁdr?caeﬁmﬁﬁcmmt s6nsSwillthe dbnslefadd | ar ti e
(' Reliabl e Address'); (f) HITP request L and HTTP reguest K contain the

same Sedrseme purareForcxgnple, P82 4%may be EFST(‘bélngﬁa’Ef‘é [CARHREIBEn e ned in
Vessabs o0as o BT Shicy hEAMGRS 4 e B ot P A T e ey same
Per s onorSatarkidtte rdnnﬁfgfchermﬂne pcrsonﬁevsmﬂ:neglsﬂlﬂl 1106 sy féteadlyibon differpnt ced t hat Pl 1
100 ar%jm er %ha%%%e one r(]Jtrr|1 val\{lch pﬁ 1%3 was r%£t§8 r:'fhls aﬂows a fraudster some flexibility in
that he can use any card that matches the last 4 digits of PI2 102. As P12 102 becomes less
- specific (e.g. contains less digits), it is easier to find a matching card, making the attack easier
and the SPR weaker.
When estimating how specific PI1 100 or P12 102 is, it may be beneficial to use a
database describing the popularity of various person identifiers in the relevant population. For
example, if PI2 102 contains a name, a description of the popularity of various names helps in
estimating how specific PI2 102 is.
Persons may sometimes change some of their PIs (e.g. the street address of a person may
change; the credit card number of a person may change). In such cases the strength of the SPR
- depends on the time passed between sending of the two PIs and on the tendency of people to
change such Pls.
One method of estimating whether PI1 100 and P12 102 identify the same person, is
- examining them for literal similarity by checking if they contain an identical portion. For
example, PI1 100 and PI2 102 can be completely identical (e.g. the same full name), In another

25



is the Sane Person Condition (SPC). SPCis satisfied if PI1 1 1.
have a Sane Person Relation (SPR). The SPR strength (which dgt)leﬁnn?r?ﬁsz@ﬁg
strength of the SPC) varies and depends on several factors. In general, if
Pl1 100 2@ 033963302 are | ess specific (i.e. relate to PEWESI2B2Eons) SPR i s
weaker, as it creates nore cases in which different persons wll be

i g t £ty T ook 3R BE 90 150 PR B detf Rl 1 %

t hose whild PR 108.cofthing thie $astdigits &lthat heBban dn Ribfhet B2mmpie PIicAsoteineal t o

identify the erson n though. Pl1 100 may a |y i.f ferent
card Oﬁ%ﬁﬁé?ﬂiﬁgﬁz-E%@%E@ﬁ&ﬁ%ﬂ%#%éﬁlﬁf}l R%[{Dnc"&%;ltaieo&m?ﬁpgmgﬁ ows a

fr audstgdr a@RBrelstaBXhidally LikMfiéae. t hat he can use any card that matches the
last 4 digits of P12 102" As P12 102 becones |ess specific ﬁe.a. cont ai ns
| ess di gi t bysomircases, msas pastplexproqendingis ragtised 1 dind arcationdriwegn PHE08t t ack

easi er AT t) ' eyt i 0 or P12 102
is, ifmdngf;qggﬁﬁteﬁgﬁ%ﬁ%ﬁ%vg useRéP&(%%}g%lg’sr}gidescr?ﬁ?!}%‘?lﬁ@%ﬁ)%ﬁl arity of
var i oidenfienl partion dithteasdnells speling éffaraices(aigt ‘FoupSeand Sh’ anddd2ndekeatpl e, if P12

102 contai.ns a n description,of, t.he rity of vari,ous nanes hel ps
in eg‘.f?l}?ﬁ’(ef m@{ﬁgb@pﬂ ‘E‘?n'ﬁ%fni ey 50%@’3%?1@? V&‘X%WEX‘T%&G e@ﬁagnge sone
of t hghloeBbB @ Baileont’HAd HemBRE ‘EﬂﬁlH@ﬁ?m%’)ﬂnré@cﬁtﬁémxaifﬁ%lean&DgﬁdPnhe credit
card nunber of a person nmay change). In such cases the strength of the SPR

depend@? emtaimeumdrivellyriess shons spmbern (semambrss bat diffs oplidy Bhedast iy ity he

t ende I I i j et her

pi 1 1050800 BEFR 7% S Py AT PARHMEAE 1oty RRCHR) HRCall st B o

| i t er eandeminnbers {sjnch pharis eakpaniesiofien freign conseaitive pliong dembdrs tol thpgamei on.  For
exanple, PI1.100.and Pl n | et.el y identical 0. sanme full
nane) 9“#%%&%@e%a§féiﬁiéﬁ€ﬂfg@2%%§%’ﬁp bﬁ%&ﬁ%%g} cgliarrpl e, P12
102 cpphmbias, Whith 26 ndrdlddely t6 ideRlify tAORme PeBon RhRF2Awo eatideinnpgogaghictli t card
nunmber, while PIl 100 contains the last 4 digits of that nunber). In

anot hpFremRieipiss apprson B oosphifel ladrasslito negrbydogslipns (&e- 88hbEDs hquse. ener al |
SPR | §10§et1{ﬁHQﬁEt dafis H&%roh&%& l?t%.zlthaﬂ% fa!r Ra@at%s.'ﬂx%m%l@?oﬁéﬁ@h batamdibid ateS | arger
and nore statistically sfgnificant. Tn sone caseS, nore conpl ex processing
i s r ecpfisecativd Imud monbersrveithat tho sariestieeton tWb ketithd@longitelicRoordingtes thatare | ndi cat e

t hey hav n SPR__For ex e, .Pl | 100 and P12 102 may have an identi cal
portig’Hng}qta}?‘?cfoégE%ﬂ%?B}e cglg%lclu{a%"sdifferences (e.g. “Forty-Second St.' and
“42nd street'). I n another exanple PI1 100 may contain an abbreviation of
Pl 210&sing PIDuRcrv@éssa (e.g. the email jhdoe2002@mil.comt and the nanme

“John Henry Doe'). In an r ex le PIL1.100 a Pl 2
Ig some ca)ses, use o?‘a %} B%ectory?snr%quelred to detect the %gll

A PI Directory is a database containing records each associating two or more Pls,
wherein there is at least one person that is identified by every PI in the same record. In this
context, a database is any system or a combination of systems that can answer queries about the
content of the records.

For example, each record in a white pages directory pertains to one person identified by a
specific name, address and phone number.

Another example is a database of a credit card issuing bank in which each record pertains
to one person identified by a name, credit card number, and billing address (the address to which
the credit card bill is sent).

Another example is a geographical directory associating addresses with geographical
parameters (e.g. latitude and longitude), or celiular phoﬁe numbers with the cutrent geographical

locations of the cellular phones.
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102 contain nunerically close phone nunbers (i.e. nunbers thagdfdreh 2008
by the last few digits such as 555-1280 and 555-1281), which are nore
likely to identify the same person than any two random nunbers (since
phone coRpani/®s3eften assign consecutive phone nunber sPTHUOKEETA e
custoner). In another exanple, PI1 100 and P12 102 contai n geographically

cl ose geographical paraneters, which are re |. | ' t he sane
per son t haAngafsr QX\?;‘J@PIPm%?t%ﬁﬁ@ﬁﬁa{m%%ﬁéﬁ%#e@&gﬁ%gﬂgl&%ggfs/on is nore

li kel %h% &éo%%‘iﬁ%tb%?ad&?e@é%énﬁﬂ%&&% chfbdautdnaiealyndiantéddyoalyang a cl ose by
car e,

I nt erné I's workplace etc.) than to far | qcgations.. I%xs%rrpl es of such
par ameimilsneasages, acths aksinss fieldn Giere, TRAMEGQ uiyally contaip hedsiRiel et or two

| ati tude/l,ongitude,coordi nat hata,: Qsal6s hbald ®c batifpdasret ri cal

cal cul%5t eBﬁEigmtfési%%P%%%P{é@taggﬁe%éﬁlﬂﬁ@é%ﬁéﬁe%g{ggg ?Ja?e of a I%, Directory is

r equi NRGrduda Betedcbuth® rSRRnradBitioDiof @ninesus of Saudulpat reerdelodBr i hg records

each associ ating two or nore Pls, ..wherein = person

that is i déef ?Qge%tg}‘leé\?@y Ve iss ?pﬁcﬁﬁ’egu%haar‘srém% ‘E%Sr dhéﬁﬁg?lk‘fq%%ggﬁ?gxt . a

dat abgse .l Etndaé3¥ntﬁ¥§&lﬁ'ﬂogﬂaﬁty%%€ﬂaﬂﬁiaméﬁm0feﬁﬁy%1mWS} ach weord Enewlea queri es
the

about the content of records. For exanple,.each_r.ecord.i Jhi te
pages Rilimctogropuldatescaibn thempmberd opaction) of Beqpls Baving 355 ian n%%ee%llafrhle@m}rggne,
address and phone nunber. Another exanple is a database of a credit card -
i ssui ff"™¥8hk in which each record pertains to one person identifjed by a
name, cr ediSbme®I Dirsdiods assoaint M dfithargme dvpe dutsqme ffermines F?YCFWP%*\ t he

credit card hill is sent),. Another exa ' | N tory
oS soci et TP e QeSS HRRP R SR ALY W aur sRpERARs BRIt naRe 1 1Y
| ongi t&iﬂ@&mfpgﬁ%&%{iﬂg.ar phone nunmbers with the current geographi cal

| ocations of t

e cellular phones. 26 31 Mar 006_WVO 03/ 33
PCT/ US02/ 33528 PhRiretienicsasaxhgyebes c@ﬁeiﬁfg?lcé{;ﬁéc'gﬁl?’w&s&%gﬁégi ng each emi |
address wict h. t f; B8 bR anirh abdeadisemso usdrs emdi | directory
can béaal?tﬁa%&’ﬁ%é{é%éﬁ%?’%%%g%@%ﬁ‘g| yZi ng érrai Ie rressa%ghs, as the, address
fi el dsadifes@ma PIDiradyGCrestsdiaisboiating wackicade with the appe ang addrest L Wadifibr ' s nane
as well as his email ress. .ln.thi. Bk sSaGfmeshmul d be
verifif@d[“taﬁmil?fé’xﬁ"?ﬂﬁltggﬁary‘géltsgge%8E|Src rclgedtc%gger‘%{/&gant adé i[(j't?}iaon of &rfoneous or
f r audul &1 cafERPIRS with tHeR8crelico@siised ih chadghgrthaPbrelit cadt ori es may be | ess
specific, such as one describing,the correl ation tbefhn I}na??ﬂﬁé t&?d
countries (itsheuldbpnptaditha bypsspustingian infarmadion flementodih 2 LR PESY T Each
record,in such. LD [ & S B Soveendhy tisliasd ®icrebtedct | on) of
peopl ethﬁté@%gﬁgﬁglgﬁe%&ﬁﬁﬁg%% Ii)ihﬁggé%rl@éi n. cg?mt ry.. .
assigning ID numbers to each citizen (e.g. identified by his full name, birth date and names o

~ parents), each such ID number becomes a PL _

When using a PI Directory, PI1 100 and P12 102 have an SPR if a record associates a PI
that has an SPR with PI1 100 with another PI that has an SPR with PI2 102.

Access to PI Directories can be done in two methods: in the first method, some {(but not
all) PIs are given as a query for locating a relevant record (a record containing Pls that have an
SPR with the Pls in the query) or records, and if found, the record or records are retrieved and
sent in response. To minimize data transfer or preserve information confidentiality, it is also
possible to limit the number of records sent in the response (e.g. only the most recent record), or
the Pls sent from each record (e.g. not sending PIs that already appear in the query).

For example, if PI1 100 is a phone number, and P12 102 is a full name and address, a

* query containing P12 102 is sent to a white pages directory to find a record containing a PI that
has an SPR with PI2 102 (e.g. the same name and address with spelling differences), and the
response contains all the phone numbers associated with that name and address. The retrieved

numbers are then checked for an SPR with PI1 100, as described above. In another white pages
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Sonme PI Directories associate Pls of the sane type but from dgkf RIReh 2006
times. For exanple, each record in a change-of-address database contains
addresses of the sane person (or famly) at different periods in tine.
Sone Pl [Woexe@Bses nay have been created specifical | yPEIVSORBSB2Zur pose of
online identification. For exanple, in the case described bel ow where

codes are sent to .user's mail dresses .P ] | eat ed
associesRlg rydﬁ)ﬁlgf‘%etnﬁmbﬁ@nﬁg’r%esgﬂﬁe 3‘3’3%45%9?{5&\3\/%@& %aéjlrlﬁg aﬁ(’% 0. In another

exanplagdregs&e(gg’@ydﬁﬂ{n@éﬁama@&@Ehd)ﬁﬁbo&bpye uses a Pl Directory associating
each credit card nunber with the secret code useéjﬁl n charg%?glgqthat credit

card. It shdhbe seopns mehed at leashtwoRls 48 SHER &t 1 MYDaA™T YiF STRUELT “®ment with a
Pl 10 8 ek Hefe@%t Q%é]id ebxﬁslfkgﬁldic%@ @ﬁb@g?@p&&&l@ﬁﬁﬁ@@ﬁ {He& Ms Blists fer exanpl e,

when a gover nne abase Is create assigning | D nunbers t ach citizen
(e.g. hbdeminy tichcpeisynduxésdf Bédexmapte, if Bil rl0H cansates aevediheasdbimee ﬂB‘g nts), each

T,

h | 949] b PL i - Ply D -], d P12 102
have AR ST IET0R ook Bagtidy BE AV e RiEi e BEE A sorfdinima OlROC 02 0L
gnot hepo fﬂd i) @?Zﬁ Qg@th@ @eﬁﬁﬁeﬁiihes{?ﬂ&m%ﬁ&ademms?he&m% rei@bnd@isllstsnm es can be

one in two methods: in the fir .. SO 0 s are given
as a qhighya csknumbenihys g SBRrV@'TheP\liﬁ@ﬁ-@é&“&cézﬁmﬁk’w&ﬂﬁ&ﬁ Sbfafﬁ s t ha'?
have i Wi P gis‘ Filbnguth b Robli@s 9 hitlca (P03 is eBlling aferunds t he

record or recor are tetrieved and” sent in response. To minimze data
t r ans fierovaer pitbsaeditcard o ideonfialdyBIHER: j al ity, it is also possible to

limt the nunber of records t, | st recent
record), o&j CAuRE> ﬁyscog’@’r??g?rf %ﬁ?ee ¢ krillnetrtﬁeb?% isg’%?g{ags?blég:tog gxea%}wntgﬂeglﬁgﬁ? hat
al r eaghhyainaRwb Blst 4 tHeIREOhse dosuribed avhythe sudlfa lRddkd eXiStsiand & sprioeledeunber ,

and P12 102 is a full nane and address, a query containing P12 102 is sent
to a whhirdPlfoguthe meREPly to find a record containing a Pl that has an

SPR wi th Pﬂ[fsogngﬁcés(etgﬁge regﬂgﬁse%a@ﬂ% s AR BroR il esichiytbu: BRsthdriinglied

di fferences), sponse contains al] the phone punbers, associ ated
Wit h tioat anotheeaction] Fad eragmie, a biedine nerchentsubmittingadransaghian foR BioceSi@E ked for an

SPRwith,PLT 1 as. descri b ] B BRA8Gess27 31 March
2006 W@?ﬁ%& ESS%FE%G%@‘;M%%%Q{H@%&@%ﬁ%«%ﬁ@n?}? a pho{ralses nunber and
the r @apeNBEA VS Bikeak T8 tiifleasaasoakatia damaction aathdrizatidul igliwees 2 §¥fer al |y known

as a ‘reverse phone |l ookup'). In the second nethod, at least two Pls are
gi venmgicha query, and the response describes whether a relevant record

exists, |l 6ALLAG, What 1% cRAIH0D 6 IPTDied e hpas: Brschmd st (or - now

many such persons exis or exanple, if P11 100 contains a credit card
nunbe resubinflaneter actiog. Foo exauinis OSF dderyaessive an guail fromdUsse H) aspgtofian avs

servi %Sﬁ%ep%(r:crhias%epgoc%lsjs? s GRA B4 iR 8 Riafidrlbetween the name and the email

address of User 10, and is therefore equivalent to a response from an email directory.

It should be noted that access to a PI Directory could be done over any available
platform. For example, a person may manually make a voice phone call to an issuing bank in
order to verify a match between a credit card number and a cardholder’s name.

| Tt should be noted that use of a PI Directory could weaken the SPR between PI1 100 and
PI2 102, especially when using a PI Directory that doesn’t describe a one-to-one relation. Such
directories increase the number of cases in which different persons will be identified as the same
person. Specifically, when a PI of one type (e.g. an SSN) is replaced with a directory-associated
PI of another type (e.g. the address of the person having that SSN), the identified group grows to
all persons having a PI of the first type that is directory-associated with the second PI (e.g. all
people living in the same address as that person), and they can not be told apart.
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100 and P12 102, and the response is a Yes/No answer descri bi Nicher
record exists in which a card nunber has an SPR with P11 1003?i . e. 008
identical to P11 100) and an address has an SPR with P12 102. Finding such
a record WQUHIHEP3| ndi cates that P12 102 is the billingPGHeR0¥aw2of the
owner of the credit card account identified by PI1 100. O course, any

conbi nati on .the two hods., i sQ, possi bl.e.. F I e query
may i ncl udé}{i ' P?,Caﬁﬁfggi’%%sea Eos%éﬂ%eemg@ls@nrd?‘%ga ﬁ\%@‘iuﬂgfr(ﬁegglgﬁlaggl?ecor d

exi st sdenfifidll By PIS 002, b PLILBS: babdthi ThdseRlurfbes i i¢ isastimatingobe sirength o one
cases, the response to the query is not provided explicitly but is rather
i npl i &k SBR, andeasitieA@PoVsct i on. For exanple, an online merchant submitting a

transacti of dy@bxdAE 985 | s 2 RBNaliSRGh#IRuABG(SSS), hitf 190 M8l isQntredaiagkdt he
transaction w || be "authorized onI@% iT the addr'ess passes an AVS check. In
as

this omwbsr A ceditcadddsutrstdatshasadstusethasa R Avertpat dseneiatinglpredit easd BnbetsS  mat ch.
In sone - there | .Cl . 1 f4y@ response
is reé‘%ﬁh\%@%g@eﬁ %rggtﬁfytcgﬂgfl%gﬁ%%tﬁgiry Oggﬁ ‘:é%%ﬁ. Eor%@ﬁ%%%g&y% rlray receive
an enmgrd nfiunber) iWdiestinkhacgrdaidissméd Brone perkan Fhis woollaseallyimtiets stiPhg s emai |
cont ai nﬁ an associ ati on between the name and the email address of User 10,
and i SPRherefore equi valent to a response froman enmail directory. It

shoul d be RGh&HetRRhpPROESSE? fs@naddPbss BF ibsphRf¥nGalbite bad BON@0 avefilany
avai l able platform™ For exanple, a person may nanual I%/ make a voi ce phone

cal | nemad whitanages disgatery showsithaicone peysendyi thet ngmedivestst et addesss-a credit card
nunbe r ' a Pl

Di rec%?@ge(r:’gtuaﬁ% S%gglkgﬁ{ %eﬁgg%é%r Béﬁ@@g&h&@%&gﬁg&b@@ﬁ%@% nlg{sageci al Iy when
usi ngstéonglas Dithepeoioys ¢dsat doesn't describe a one-to-one relation. Such
directories ingcrease t n er, of cases.| dlich diff t persons wll be
i dentifi ed&8° ‘ﬁéxg%ﬂlﬁjﬁ%éb%gﬁ,ﬁf%B@E?»FF‘igilﬁ&m%‘éoHn@'ﬁ%@?m&ﬁ’&' type (e.qg.
an SSHechising SPheAfcDaladilylil d¥feflint QRLREYsIRHSE tirgd RenbePbf MisopsiRivlant t ype (e. g.

t he address of the person having that SSN), the identified group grows to

al | pesressinghan gariniry, whifma sgfall b hese thetyngme ontideitieat epupig1bisndicaeci at ed with
t he S%‘gg)ﬂgeﬂts %ﬁt‘%’éa?%'%oé‘ga@ﬁ%@prli‘lﬁ'&g%gﬁ‘n t he sane address as that person),

and they can rot apart. rch 2006 WO 03/ 034633
PCT/ US02/ 32 8&iGldAldelbeBioted dliabthy acaracy istrebiabilitg efla PDir¢otmty tight alsa affechunber (or

fractjon) of 0 at are., identified by P12 102, by, P1 0 or by both.
Theseltf ﬁ%ﬂ@ﬁs&mlﬁ? hth Hosg@fl} SR ﬂgtg@tﬂ Engtnesr Tectoﬁé "S%ﬁ?f)as descri bed
abovepirkdior) Fufdsy Bk sidertd WhekQtihtixd tRogpml  Security Nunber (SSN), and

Pl 2102 is a credit card nunber. Acredit card issuer's database is used as

a Pl Directory associating credit card nunbers
SPR Chaining

An SPR can also be based on a chain of SPRs. If PI A has an SPR with PIB, and PIB
has an SPR with PI C, then PI A and PI C also have an SPR (since all three Pls are shown to
identify the same person). Each of the SPRs can be of a different type and may be based on a PI

Directory.

For example, PI2 102 is a name, and PT1 100 is a credit card number. A white pages
directory is used to find an address (or addresses) associated with that name. Next, the AVS
service is used to verify that the address (or one of the addresses) is the billing address for the
credit card number in P12 102. This shows an SPR between the PI1 100 and PI2 102 that goes
through a third PI (an address).

The use of SPR chaining or multiple PI Directories could further weaken the SPR
(compared to the use of one PI Directory described above). In the last example, the relevant
group is enlarged to any person having the same name as someone having the same address as

any of the addresses associated with that card.
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with SSNs. The Pl Directory can show that only one person exi s -I'ICPI ?GBB
that SSN and credit card nunber, indicating the card was issued 10 oné
person. This would usually indicate a strong SPR In another exanple, P12
102 is arWadHP¢sd of an apartnent building, and Pl 1 108CT/ES0Z3%8ed | nane. A
white pages directory shows that one person by that name |ives at that

address. However, jt al so shao t hat, sever al her. persons Jjve at that

addr ess. Sﬁwvf%m?ﬁelpéﬁfﬂ?%’flﬁﬁ}e Sﬁ{mﬁ%ﬁ' ena‘é“qgr‘s%ﬁqh% _?I@Yj@a@é‘g%. n

anot hefnR%aiPhSperfohdddifiers Sre@ohdidedd. PeHERamABAhEM o800 Scoptabaunt ry. APl

Directory describi n% name popularity in different countries shows a |arge
e

nurberpogion|9é the B ohmlee tvrach containg a pertion af the BLhebdoe”. Hiowereresizesdld  nunber
have thak f ggﬁiﬁgﬁgﬁ&&ay&bls%&%ﬁai%tﬁl{ &Ef%rgum b%f;hgﬁlg R patt Bndostin, but not

as strong a previ ous cases. e noted that the
accur atwyseeond poie) thedbiid nd ewidefit SPRRetvBien &ohad002° nand hobdbso af fect the strength

of the SPR, The possibility o 1 SSi ng, outdated or eryron records in
Che P D LR eI § GFOH R iR Srntita (Re PGP b i EEDr

Chai niygg ifancaiR ﬁ&g(@%%éhtlﬁﬁmﬁﬁféﬁﬂ_m&cﬁ)rﬁ&ad FISIIB, SPRsicribell bBlowf has an SPR
wth Pl B, and Igl as an SPRwith PI C, then PI A and PI C ﬁll}a]g have an

SPR ( gilditenahPls mayibesummiied by @SB ibimonder to ngrarty fewn thrsumberef prried ) MeEach of
the SPRs %p%fgé%ggo@ fub %e?’@tadcﬁ'é(sggaa?!ﬂg F%ﬁs@ﬁo@ﬁﬁf’h@ﬁmﬁe. RlstealPof ec'; ory.

For exanple, I'§7a nane, an I's™a credit card nunber. A
whi t e nplpgsn AV @etyowih alkthe sdeitesses agsociated with durass i @ whiciphgesdisssiorassoci at ed

with that nane. xt,..the AVS ser.vice.i§ use o,.verify. t he address
Cor " ofgBe et R Biadn e tibuBs nde s AROEE Fith e Safitied Sadss,f at ARS S o0

nunbels hikieRd ferlf) the stpplRd SMBNS istBsoSRRdbalweesard.he |'11 100 and P12 102 that
goes through a third PI (an address). The use of SPR chaining or multiple

Pl Directories could further weaken the SPR (conpared to the use of one PI
Di r ec®8} ¥ Taae Eendifignapove). In the | ast exanple, the relevant group is

enl arged t g B0¥ssARERealiViciidreh DRt PRTE2 RABY A% SANRYPELI®E Tigs fsiie sane
address as any of the addresses associated wth that card. 29 31 March

2006 YD i931@3%adiRiorGTUISOR Botsbiity thet il isrtrwe (lermedPI Yerifigetipmbevehe  SPR

strength when using SPR ™) | i t{ag : per son
et Tt AR e sFieR SRS P TR P P QLRGPP IBT PO
porti ﬁﬂe@:Iditsh&sc@latib‘lkﬂtpmﬁﬁda'recmhéidﬂiecbsme@dl@&chanmmﬂsieﬂm: of the Pl " bobdoe'.
However, since the

Existing Verification Methods

PI2 102 may be verified using any of the existing methods for verification of a person

identifier. For example, PI2 102 is considered true if it contains information not usually
accessible to fraudsters (e.g. a valid credit card number or bank account nuruber) or if such
information was provided with PI2 102 (such as a PIN matching the bank account number, or a

correct response to the Equifax questionnaire described above).

Successful Offline Action

Another method of verifying PI2 102 is by performing a successful offline action based
on P12 102. '

For example, if PI2 102 is a credit card number received during an online purchase,
submitting a charge on the card for the purchased product and receiving no dispute, verifies PI2
102.

It should be noted that since disputes are not normally reported immediately, a significant
period of time must pass after the charge before P12 102 can be considered true (usually a few
months).
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i dentical portions |n each pair of Pls are conpletely differenmt '
the first pair, and doe in the second pair) there is no evrB emdrgBrRQODB
bet ween j ohn2002' and " bobdoe'. In cases where a response to a Pl Directory
query coYQlHE4@3| ar ge nunber of Pls that are used i PEWONEB2uery (e. g.
sent to another Pl Di rectory or a PISIDB, as described below), additional

Pl b d.b P pynb f
PLS 1Y D pobRl! Seab SR ontd Sk % FARESH AU Ebguapoer o
suppl in@kasticns End¥nkfRindiPe2 m%rﬂm@@emmﬁnverme mgoraﬂ cAMS chekeg ot h al |t he

addresses associated with the nane in a | es direct one query
i s madalid aftey epquely timp Bespsed (&2 Bx sedingased] Ff?%‘*aqéf’ﬁhrg and an

AVS L 'ﬁ@g@ﬂ@%ﬁ foilambﬁﬁnﬁﬂ%&emem%ﬁﬁeslﬂeta@aﬁﬁu@w vvr th the

fion A Successful verification requires that P12 102
|dent irdigedt he Sender of P12 106 Th| s |s the PI2 is True Condition (PTC).

The probab t hat P1 fi varies
and depend Ie%ﬁngr %Xf(ﬁ 3?“0 pec {)oé \{ﬁu 3 sgﬁgé’&l}gg ?#%ar verifying
t hat Bﬂaﬁmk(hadﬂe:ss arldrthereddivkr uiﬁqwsts@mmbhﬁlthetopde anline At wnrqee s&mm catler ed.
Several such nethods exi st; I%x# nﬁréVerr ficat h@’ér"%ﬁ; gs 02 may be
ver i f idsatifiesithysarandds usedas B2 b FeRbRECnHgR: o ) 36:10 2 person

i dent i fLer aPﬁgfrec@dﬁHﬁl)ﬁamP jegch]c@ae it%eﬁ@ﬂﬁ’m@% Rehekd zﬂ%aé denith. £ONt ai ns

i nformation not usually accessible to fraudsters Fé?gf a valid credit card
nunbe commubigationae which thervaddie sybngitted idenifigh theiserder fﬁﬁtth orfy8rikesRHE ded wit h

P12 1 uch rrect
respogéye & PH Y[‘:‘Eﬂﬁ%? n%%% ﬁ%ﬁ%%?crngﬁzﬂ%%@%gy%gagovgEhtgu?:%%s%fﬁﬁl Ofline
Act i ORI Predibie) Useif hepibteddd sl drfoghien gecRindiD2rvices bgn iperedse theistrength efitbises st ul
of fline action based on P12 1 For | e P12 .10 red|t card
nurbefethod cThpaer fam proyida thesady ‘?Pimf) ‘I‘f’ié{zgg %ﬂ%ﬁrf?rﬁa ‘5%}6%%?%111 %n the card
for the.piisdmasedom %&Q%éda@l@?neﬂﬁ%ﬁ&}ﬂoﬁ}ﬁle&lﬁutﬁlmmﬂﬁ verifies PI2 102. It
shoul d be noted that since disputes are not _normal |y reported i nmedi ately,

a signifi clrasimiermasderod cade gan lmgnt in g pBonsfopld fo & ypecifin phape nBBPYr & P12 102 can
be consi der.ed. tEu 3/ 034633
e/ U o aoish i Fuist Rk Todas Brob ity bR Mkt Mtcrtlr MR SOS HRE°)

keepi pigoremamkeroThdiodp Ui&ﬁﬁ: prévided saetthopionea ith wicddomgmBicatidOR img dgr di ngl y.

Alternatively, the account can . be checked to be
communication session (e.g. using a modem).

Alternatively, the code is presented online in response to a communication containing a
phone number (P12 102). A user then provides the code in a phone call o (or known to be from)
that number, as described in the Authentify system mentioned above. This will verify PI2 102 as

long as the sender of the code is certain that the code was not also received by unauthorized

persons.

Usage Patterns atypical to fraud
Another method for verifying PI2 102 is by analyzing whether the conditions in which it

was received are atypical of fraud.

One such method is analyzing timestamps of when PI1 100 and P12 102 were sent. Since
online identity fraud attacks usually occur during a short period of time (e.g. the period between
stealing a credit card and it being blocked), one can assume that if PI2 102 was sent a
considerable period of time before or after P11 100 was sent, and assuming the SPC and SSC are
true, then PI2 102 is true (thereby verifying PI1 100 as well). Otherwise, it would indicate that a
fraudster impersonated the same person twice over a long period of time, which is atypical (i.e.

could indicate that he knew the identity of his victim in advance or that he waited a considerable
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valid after enough tine has passed (e.g. by sending a credit ?W‘arc“ 2006
aut hori zation transaction). Since accounts are normally bl ocked follow ng
unaut hori zed use, this ensures that no dispute was raised. |In another
exanpl e qfoygiBidicati on by an of fline action, a uni quePEEENEE28Tode i s sent
to a miling address, and the receiver is requested to submt the code
online. The unique secr et code identifies the user %%d i@f lfﬁe?&o s P12102
i n t heepydtainte Hetween bbtaining Theanfyametipnaah BT ARt 19RerRel s rapd ey SETEO
Directqory gssoci.atin ks ibhdeBamglghRelgraut att@E osent to. A
corrrruﬁigﬁ%‘ts‘l%ﬁrﬁﬁﬁ%Wﬁggﬁgp%%ggfk@eg%ﬁ?wgé@%entifi@gs t he sender and
theref,gsgici@ri fies P12 102. This usually indicates the sender is a
resident at the addre assqci ated wi th.ct ' : Directory. Use
of regi stei%@o%ﬁmefé?‘ﬁ%%@1§‘é‘3‘aﬁ8re%u?lfyel’r%\§i g%?eggonﬁi&ﬁ\g?éjg?e the strength

of -t high 5L B naFD RHSVE of @Mt 9] laniblaga Saddtcobat gcdneres! guoher g, type
it inaform, or the code nay be contained i gdakl e nedi a

i el oriBERLE S

and pretsbife dredit tasdethitsavquld have ng reasqp tp ZeEsiE AR e PHEBAETEAR be sent in a
phone call to.a specifj ceRRILE frseainlionddting wdavich t he code
i s prm%rﬁ%%ﬁrega%ﬁﬁ%{dggﬂ%g%%g?g‘gozg& havi ng access to that phone
nunbere.gI&t@ngmmmm)bmhnrwndiMmmer the phone in a voice conmuni cation or
in a data _conmunicati sion.{e. j+ : sofifibeit Batdevel y, the
code is pr @S@ﬁ’ﬂ@ﬂmﬁﬁp‘%"ﬁﬁz f@slﬁ8@3@%@3%%@“@%5%%%%'?@8%6c0m aining a phone
n“”beracﬁﬁwgﬂ))f lefitiHERMusdi Sndfavisesinfemontdevicimanyondal | to (or
known to Be’from “that nunber, as?ﬂcliescribe inlth éy%%%ﬂ&itﬁay Syst em
ment i qmegbseshsigaificTtiosling activilpd is dejingshas theyse g aStPS?'@l%gs CRE Sender of the
code 8, EEL AR k6 3 103 vROho RIS AL RE Rigkedidy Dbt zed

; 0

perso ﬂgfffﬁgoﬁgt erns atypi ca fraud Another nethod for verifying P12
102 i bl sofviky@idiig astvetatedreniat ecavunids shonmdo sendapd BReIVE ISt ecei ved are

atypi cal of fraud. e such net hod | V& | HaspsuHf when PI1 100

and Prpeangpfulgiesagss .m‘§ﬁ?’f "égm%%?flﬁ%s?}:h egtzl 1tzograg?gltl'u%lﬁglttacks usual |y occur

during a Shu: ;ARhdrosbif, PI2Te? (swofsiddrietrypartien dhetsleviseused by Seader 14 cr edi t
t

card and i eing blocked), one can assume that if PRl 102 sent a
consi déiaiobenopeppearto Savetheprclepned émtfP‘S’lﬁ‘FStaé‘flo s v%s seﬁ}té’gﬁlgnd assumi ng

the SRC.and SSC - ; Rludstdi9%nii $o dl6dnahdid dwwicebfrormenddf yi ng P11 100
10 fudst il
as wel 115 ¢ fe e@{sog‘:en?}{mv\ou%gﬁ%ndlucate that a ,fregﬁdst nated the

r J.npers
same pafsanidiaentsbelforacdmoniingdrauddn erdes topamplige W%E%F&'br?%é%ﬁaﬁ?%sz e.
coul d indjcat hat he.knew the id ' -0f 2 hi L€ hd<PRiten aBsednCce or that
he wai¢kegking Wg%?f&é? dayjea! e@fﬁjﬁ? %ﬁg’g%éﬁﬂé&@ggﬁ}h \é’gﬁ%éefg@l BF?C'?'/ US02/ 32825

obtaining an SI (and especially methods for obtaining a cookie or a username and a password),

wherein a failure to obtain any SI is indicative of a clean device.

Tt should be noted that implementation of the present invention changes the benefits
malevolent users can gain from sending a PI2 102 in conditions which are considered atypical of
fraud. Specifically, by doing so they may increase the likelihood that a fraudulent transaction i
accepted based on incorrect verification of PI1 100.

It can be expected that as fraudsters become awate of the present invention, they will
attempt to imitate such conditions, thus making them no longer ‘atypical to fraud’. Therefore, the
number of fraudsters aware of the present invention at the time at which PI2 102 was sent should

be considered when estimating whether PI2 102 was received in conditions atypical to fraud.

Trustable Authorized Agent
In another method, PI2 102 is considered true if it was provided by an authorized agent of

Sender of PI2 106 (as described above), and the authorized agent is known to be trustable. For

example, a System administrator at a large company can be trusted to provide real details when
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period of tinme between obtaining the information and using it 34ovRRERE20DEEE
fraud etc). Therefore, a "considerable tinme' would be a period of tine
significantly longer than a typical fraud attack on one victim In another
met hod, MIQIBM33s considered true if it was provi ded REI/ESOYEBI[ ce t hat
fraudsters don't have incentive to defraud. For exanple, a fraudster that
gai ned access to anot her erson's credit card detall have no reason
to redPRTENLERCY P eq)?mhﬁgo%%a[np! ﬁ@@%ﬁw%ﬁ@%%n%%gﬁlg\éﬁg téri%gi stered on
that carshisthReEa] RHBm fepRidtiohs 2 Fi2gel wathoalcompinyetailstiveraludag i ng ser vi ce
(e.g. during regi stration) can be considered true. In another nethod, P12
102 i segigraipnl cepsifiergdfitues | s associated with significant online

activity typical of legitimte users. Since fraudsters inpersonate a victim
only ;Ipcu,fS{v@ud pur poses, “significant online activity' is defined as the
use of a stolen identity beyond that needed for fraud Pbua\&gig% For
exanpl e, i AnPhed0Rrmse iptoowst thepresentimgniicgrarsivly Byeily B2 {hled  enmi |
servi ce, he associ at ed,enaj. QWhkh receive
nuner §8%: %&%i‘snvﬁflﬁ? tr%;% Sﬁ@%l% %bgﬁ%gﬁgg@l?%%i“ﬁﬂmt e&f}gzl?gj,j' P;whfebr% P12 102 can
be conghgeidakify Hetame PeryciasPIR) Serder 0ERIA 06 adiS2nded 2f PK sborid baithe 8208 r ue when
the device used by Sender of P12 106 does not appear to have been cl eaned
fr om @sBRR.@8d BRShOHIAES Wi que i nformation el ements. This may be used to
verify Pl 2302 ofibdely bloaisdls V&ifiati i WhainutheTan 10078 veriaypan 102, oiichuch

i nformation el errentg efore commtting fraud, in order to conplicate future
f r aud in turestvieghed by F3 andBeewki ng whet her the device is clean can be done by
usi ng the nmethods descri bed above for obtaining an SI (and especially

met ho&s for obtaining a cookie or a usernane and a password), wherein a
fai | uPdS¥® obt ai n any Sl is indicative of a clean device. It should be

not ed t hat Figrp desoxnds aliel compotientsd Vierifieation Sysiered@.i on changes the benefits

I | ent in f endi Pl ' bl ] i ch
Conel der ccRARYST G40 TR et R By Hge AR RE A o 2 C e

the |igketiidooskifdidin Regbftdldul ent transaction is accepted based on
incorrect verification of PIl 100, It can be ex ecé}gq( hﬁat. as fraudsters
become awaMNerifitationBstinaerdérs repraapibledpr estmaipeherner e VEFHPAUPR i nitate such
condi t ons. I Q. é@%a{bgg‘ger “atypical to fraud'. Therefore, the
nunberd(’g?ﬁlfnrls;%ﬁs é;?é;&éé\%ageg%{g? the present invention at the tinme at which
P12 102 wa¥esifieitios Syutind 30 ney eptivsilicinelddavidDitsstorsn@uery Ylodne A arcddin 102 was

received. in conditions atypi.cal t apd.. T WZedufoent In
ot hari B pierben A TRonksy Jeliier MHRGE e eaBalagdudoct
aut horjZ gfna@enDiedtoricasader of P12 106 (as described above), and the
~authorized agent is known_to be trustable. For __exa e system
‘admi ni st r affbe Phiregtara Ryery Madgiem 3@9?1135)2&)E‘F‘?}glf‘@éﬁlaﬁs‘%&l&)#@%eal details
when 32tidatol 5 ﬁlh:hgc%ﬂl% the SPC, as described in detail above.
Verification System 30 may optionally include a PI-SI Database (PISIDB) Query Module

50, used for querying at least one PISIDB 52.

Verification System 30 may optionally include one or more PISIDBs 52. A PISIDB 52 is
a database, containing PI-SI records. Each PI-SIrecord contains a PI and SI that may be used as
PI2 102 and SI2 in estimating the Verification Conditions. Each such SI is an indication of the
sender of the PI in the same record. Each record may optionally include additional such Ss.
Each record may optionally include P12 Verification Information (PI2VI). PI2V1 is information
relevant for determining whether PI2 is true. For example, PI2VI may contain results of a
standard online verification process, the time in which P12 was sent (or received), results ofa

verification of PI2 using the present invention efc. PI2VI may be omitted, for example, when
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WO 03/ 034633 PCT/ US02/ 32825 registering a new enpl oyee on the3qopRaeh 2006
emai | server. Assuming that only a system adm nistrator can perform
registrations, a P12 102 sent to a conpany enmil server durin

regi stratWom/ B4 be considered true. Recursive Anot hePCTYYHIRE jve is to
use the present invention recursively to verify PI2 102. In this case,

P12103d[BRWe i | | 4 ok 1 ' ot her P
(P13) PIYDBU I 0B 1 Corifh bk refcgﬂatg‘ﬁ%{ﬁggﬁnﬁeeagggf el E‘Elﬂef%’%g#ﬁée?”ﬁ?? P12 106

and S#sdwyendéic.P13 shoul d be the same person, and P13 should be true. This
effectivel r gat erifigatlo hai n re Pl1 100,.is,verified by PI2
102, whi chﬁortﬁ]ﬁﬁ ’Wséﬁv%?ql# ﬁ%%ﬁ%@aélr%atéoﬁgq@g%ﬁ% g]talgﬂgﬁeg. 3 descri bes
t he casspasinios SBland/elsisfraightforeard Jyistentasés PIREB Veny Ba fest log8lepinsi bl e for
recei v'g};; a X}%rifi,cation echL]lest 60, ,and Regorter 34 for sending a

Ver i f PESEFEH ésmatlwo“iﬁﬁﬁ hat@zsprigifd Eeapdrbis ge Iogeed belieenBiosi bl e for
est i Malykdigetist B&imiteRee Yoihby 4r6 8 1R RamORdbi drQiiferBhitinks MR beidRei@RCr | bed i n

detail above. Verification System 30 may optionally include a Pl Directory
Quer ysubsiued emptydipesett-br  sending a query to at |east one Pl Directory 56.

Verificati ' v Lbael ude . . i rectories
56, The. PR MR s21Ek bR K i it R Eorlipl PO G, (27

Ver i f mealier (M2 1@ ahdrike & adbess fromied thg ntinberSRErectived (X2) Abettleri n det ai |
oSS S ISR oA SO ) U ) D oo

Ver i fegdibddqRa S Siitation PidHR ebskiddehto HIRGEMRR o OAS BMmniRIcB4d EIABs 52. A

PISIDB 52 is  a database, containing Pl-SI records. Each Pl-Sl| "record
cont aandghegtinmg ingydchghe paven andwgdiots wesetgoeed (PIRYDoAnether espmpleds st i mati ng t he

Veri f | LI : ’Eactg | 1.ndi ' sender of
t he a?a{%%éeﬁ) %g&s){édn%& Ilrl\éggtﬁjlrw : a((:"}#gr%e}g g!rng&ﬁnsa%ﬁ'a(%e{@g %g(% {I@f |1 @ féﬁglge%ddi tional
such +ghen.a ustraegistered tr thie semyice) puniquaidentifien(SI2)desigiba 10Ake nfdrsaMiCaturihgf or mat i on

(PI2VI)... PI2VI .i.s i nfaqrmatign vant for determ ning whether P12 is
true.re%é a“@%a?ﬂﬁﬂ’é’,t’nﬁog\rﬁglmo%@ﬁe\éﬁn results of a standard online

veri fi cat iQAfigHtas §Fstem B thal bffonkly Whihéd s Bl MaSraR@Bd, s& fof BGeiated) . results
of a wverification of P12 using the present invention etc. P12Vl may be

oni t thaghes pHPls andoferdnfoypation slements v dessribeidn detail below.
~ Verification Systern 30 may optionally include an SI Obtainer 42, used for obtaining SIs
as described in detail above.

Verification System 30 can be physically located at any location, including at OSP 14 or
at an independent operator. The components of Verification System 30 can be distributed
_between several different locations. For example, if PISIDB 52 is owned by an online service
provider that requires it to stay at its premises, then all components of Verification System 30
can be located anywhere, except for PISIDB 52, which will remain at that online service
provider, and PISIDB Query Module 50 will communicate with it over a data network.

When two components of Verification System 30 are located on the same device or on
geographically close devices, they may communicate over an internal data bus or over a Local
Area Network, respectively. When they are located further apart they may communicate over
any applicable Wide Area Network, such as the Internet, a private data network, a CATV data
network and a mobile data network. Alternatively, the two components may be two software
components running on the same Central Processing Unit (CPU), or two parts of one software
component, in which case they communicate using internal elements of the CPU. Preferably any
communication over public networks is done using secure authenticated communication

channels such as the Trausport Layer Security (TLS; see RFC 2246) protocol. The same
' ' 34



WO 03/ 034633 PCT/ US02/ 32825 PISIDB 52 is known to contain onl 31rReEAS28060
verified Pls, when Pl is considered true due to its content etc. Normally,
PISIDB 52 woul d be a standard rel ati onal database, thus naking the

associ at iYOA¥P4GBF s and PIs straightforward. In other cl"é?é‘és“ﬁzg?sDB 52 may be
atext log file, in which case the association could be that associ ated
SIs and Pls are | e L subseaguent delim e.g. they
are oftputhiof e sBRIARRT, Lalfte, GHRERURHE WX EnAELITRRIE 2 0 et

enpt y (4.4, MBer Bdvive) 2ARd €8AMY).e of a PISIDB 52 is a database in which each -

record cont ai ns credit card. nunmber (Pl2102).and the |P ad from
whi ch t hat tiﬁfﬁgﬁéﬁ“% WP@%@P@%@E@I‘SE?S“ O@Hﬁgmcg{j%a%ne:l gucg agata Sse in
whi ch £Ga6RmuRRATH HeRREATURS Devia e ad USINDIFoRdafpEsif(J3P2AUG2eives Bilei ved in a
communi cation, a unique cookie sent to the_ sender .of that coagém cation

(Sl 2) 100 andIt ning 4 pAn-SepurppuBpctiondo Hegrbesige 1aadad BHds escet, d (Pl2vl).
Anot h 11S..: i whi Ggerd

cont a R B B o By e o the
ser vi afpersnateUstrd 0i Aaeturd doanec(iGi @)UsasBévirecl® wanld teadandhes attack MC dur i ng
registratjopn, and. the time of registration (PI2VI). Verification System 30
may optaSEREPY yooredi “a Hash Generator 40, used for generating hashes of
Pls and other information elenents, as described in detail bel ow.

Veri f pgakdson System 30 may optionally include an SI Cbtainer 42, used for

obtaining Sls _as,_descrjbed in detail above. Verification System 30 can be
physi cal | Fig-dudse@ibens typirpl vegBcatiop rocsss & %a?rﬁancgm@rfy%reﬁﬁgﬁm}fﬁé
indepgggg scaPRy@kigh. The conponents of Verification System 30 can be

I'bu

di str etween several different |ocations. For exanple, if PISIDB 52
is owned bis @SP bhivishes toaenly P8l 108y thatittreqeiveplat sends Veréfication Request §0 i ¢ s

DI e 883 ivek B kg SORGRBA'sD (Sly YRS L SRR O PYSHEM @bon phEIGOOCa o

anywh W T remain“at that onli1ne service
provi gerit mayehtichsbylBnalieSTy atdisHHIZ 1 @Dandiok Bl camrdion RI2VAL Temay tlko ¢antaver a dat a

net wor k.  VWhen two .components of_ Verification, Syst 0 are | gcated on the
sarre-%@%@rgﬁowﬁoﬁg’g’ﬁ%ﬁ%ﬁFVW@B%%m@ 1“?%%55%&;}’?&63%%. cate over
an i njernab Iﬂﬁ:{;@ﬁb ey, a0¥RER kRRA). Area Network, respectively. Wen they
are | ocat ec} furthef apart they may communi cate over _any applicable Wde

Area Net woVezt, VeriGibatinn Bstimatonieestimates whytheneagheofdhn Yerificationy Gondgioaipy dat a

net woy kK and Kl e-dat . i i he. nponents nay be
R TG PO e R S T (e L L L P TS
or twWafpakiic MmapRPls 060, Wil 102, SN nidaadiomdtimenBI20A. If ab eeqinesly conmuni cat e

usi ng, i_.nternal el enents_aqf e . CPU. Prefergbl n L cation over

publ | BfoxEaisSlcgents %Véﬂﬁg‘?’hg’ng‘é@ﬁp gs%?t?k%tb‘ia\é&ﬁe@% ﬂ@%&&’g{ i on channel s
such @éndgﬂgﬁsar{rr@g?_port Layer Security (TLS; see RFC 2246) protocol. The sane

If some information elements are missing, Verification Estimator 36 can use PISIDB
Query Module 50 to check the Verification Conditions that are relevant fo the missing
information elements. It can do so by retrieving such information elements, by making queries as
to whether information elements that satisfy the relevant Verification Conditions exist (‘a
conditional query®), or by a combination of both. Specifically, Verification Estimator 36 can
instruct PISIDB Query Module 50 to query for a PI-SI record satisfying some of the Verification
Conditions, and then retrieve from such record {or records) the elements required for checking
the remaining Verification Conditions.

Verification Estimator 36 can then proceed to checking the Verification Conditions, by
examining (a) the information elements provided in Verification Request 60; (b) the information

elements retrieved by PISIDB Query Module 50; and (c) the results of conditional queries. It
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applicable to entities communicating with Verification System3 (r

User Device 12 and OSP 14). It is also al nost always benefici al to use a
secure coYoN¢&E8i on channel such as HTTPS for comunt@@S0y#Rsket ween User
Device 12 and OSP 14. For exanple, if OSP 14 recei ves PI 1 100 and SI|

usi ng a non- se n |o o Us vice secret, a
fraud§1i.‘°él? lﬂ%gﬁag '3‘8 gﬁfgfcﬁenggjt"?fl m%gja'fl%{]e assom atfgd Sl by

eav es ¢s:RRinAI%ues 1§l cdndiBred 3@.11ﬁdllﬁﬁtoteﬁtlmaﬁﬂg®ﬂﬁﬂﬁﬁﬂle rdlsant chiditidh is dwer e
connection to User Device 12 woul d_render th| hag&, ﬁ’ﬁ i"ﬁﬁ atBIy nor e

di fficul t.Fopeseagle, PIRDE QW%E@@P?Q%%"“&"W@WGE LotO49emBied8es in
accor Qﬁﬁtgﬁ‘e ? %@Pﬁw iR e m%am@lﬁea Q5@ fen VeNBMkibON. As OSP 14
W shes to veri 100 hat it received, it sends a Verifjcation Request

60 t oEsiReae mm tot SK2dn ﬂfe.rgtacvedmecggds@ér&ttamd@gt@ &gt Seygdyr of PRE10Jnds § cati on
Reque Pl1 100 a th [ d/or P12
102 aﬁﬁ‘?cg’fo QE%W’&}FSW%FSMIF] {I}mg%é%ﬁ%b ain %rﬁwdaﬁre? Hgﬁthe or mati on,
whi ch  getdrdas shdh SYe s S1¢ atdicarn thyt Steler SPIL 104 4rel Seadds ofEI2gO6 arePhe used to
narrow Pl Directory qu rles as descri Verification

Est i nﬁ%néf'rpf’s?@n@@l%t@ @ta%fﬁc aﬁﬁ]@tgﬁr@%&lg r%ﬁevéﬁe& ]fdlcons is true

(step;Ridies tlﬁssaf;ﬁ?&rsblpfsq’ll fPoﬁlI ghPihht TAPPMS thel tBiriSvddSedssdimbicae HOMEPIDY
exam nation of th information el enents PH 100, PI2102, SI1, S12 _and

soret ilo@wasiepi¥ed. I fnogher example, PEIDBIQienrMedulo) elpehspksiorthe clane gh| e,
Vert L eahidon whih e iR SR SARGH: 0 Sa¥ild. Wiidl rOfovit) itbiofitiof T €0t 1Y

S are m ssing érl cation | mator 36 can use
Pl SI DBom@ kacordodul e 50 to check the Verl fication Conditions that are

| t toth 1 SSI ' tl t t
Cuch. | nf or P e SHo RS o 1oy Bk kgt o8 DR EUBR I8 18 o ot Fon

el emeptss, Tlehﬂ‘fe faifhargd of IIIJ&?IG aldaNSithe YQhk blovrkd B8y bRt in avoskiexitith (' a
conditional query'), or by a combination of both. Specifically,

Ver i fcmmelobwrﬁémsmmofm mwethodsidessripesiaboys. Qmﬂ@lwp%@‘ﬁlném%m% o query for
a Pl jg% tq’é’uc N AR t?&f@ecﬂm ng‘?}%%ﬁé i3 GéHidnORa sgﬂd‘ﬂbﬁllugm and then

retri recor recor e élenent required for checking
the r ﬁ-ﬂ&wﬁg ag 1dw!ﬂﬂiﬂcfat1@r&teqmt josomie pioprictary Yetodol. Véhdnoeceiding FA162 036 can t hen

proceed to checki E)F r ation ndi tio ex a) the
i nf or R disectly &phy ser H%E‘P %ﬂm\?@}' PF tﬂﬁ{%é%é‘g ltheé%{nsg%‘?@?é]
i nf or gRYJNGH protected, since a fraudster could easily fabricate such data and defraud the system.

Examples of data protection methods are the HMAC algorithm, or RSA signature. When using .

such methods, Verification System 30 should request the owner of the data (i.e. the party that

protected it) to verify its authenticity. Alternatively, the owner of the data may provide the
required details of the data protection methods (e.g. the relevant cryptographic keys) to
| Verification System 30, so it could verify the authenticity of the data.
Last, Reporter 34 sends a Verification Report 62 to OSP 14 (step 206), indicating
. whether PI1 100 Is true, as estimated by Verification Estimator 36,

Verification Report 62 may provide a positive response if all Verification Conditions
were satisfied. It may provide a negative response if not all Verification Conditions were
satisfied. It may provide a score describing the probability that PI1 100 is true. Methods of

. deciding what response to send, and how to calculate the score are described below.

Verification Report 62 may also include further information from the verification
process, such as the information elements used in the process (e.g. P12 102, 512, PIZVI), SPR
strength, SSR strength or P12 Verification Level.
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elenents retrieved by PISIDB Query Mdule 50; and (c) the res§l1t[g|gg§h %]00
conditional queries. It 35 31 March 2006 WD 03/034633 PCT/ US02/ 3 S d

be noted that in the context of the present invention, exam nation of the
resul t ofW@3/5688i ti onal query is considered equival emCT{EERBISAt i ng
whet her the relevant condition is true. For exanple, PISIDB Query Mdule 52

retrieves ecord in ich P12 102 identifkes on as P11 100
and Provi RAOGEesefoflts Gt 55nad shaiihyish ERaiite REARERERC D 3,

Esti nRb@le &?aﬁte@sdﬁ&s tdh 8dch SliRet of PUNEOOL &t fod @vRGubsesds.g iBPId 1682 inaichefl cat e t hat
Sender of PI1 104 and Sender of PI2106 are the sanme person. |n another

exanpindy orRloSipEIQuer y Modul e 50 retrieves a record in which S12 and S|
i ndi cate {}HQ&@&Q&%{ m® bdHehetkid ry%?ﬂgﬁjBﬁmEﬁi%lelﬁﬁssﬂc@eidh@Ie,wﬁE per son,
er

and t hen I cation Estimator 36 checks that P12 102 in the retrieved
- 1 ecor$ER isesetdioh TR sddrése sisnktitypay BOW may rijeive pousssagp Gomder H) inglpding ¢ he

tri d i ndi cat t hat 1 I K} : | e,
P o1 o et GIATRY P b BATP Rl 2P g e BRI BB B R ISR, 70
al :c tIBQlﬁyeds'b,f% @Bﬁér@i;\bctﬁiﬂiiﬂPIS‘IlgBSIZ ﬁf@eaﬁ@ltaiﬂsﬂ“i/ﬁﬂicgﬁldnﬂinquest 6@;7vas mt myl any o
I nformati on romthat record., In cases,, .ana/ or, | SSOCl at e
P12VIa Yerdicriign Renertdsdy Sew‘g‘vh%éhlwcoég%“%‘géﬁﬂ Lan é%{iﬁ?a_‘q‘ﬂ‘éﬁﬁp%f Zeer 10
and the, cfﬁﬂeEEﬁ sgﬁt%im gﬁﬁ},%@ B s Bichi R uBdfORthdut cxlicElR receivingbe

obt ai ned usrn ny o e nmet hods descri bed above. In another exanple, the
nane anther quersefran EIHBBtQUoyy Modidd 30kare client installed on User Device 12,
whi ch may send them upon receiving an identification request in sone
propri.etar .otpcol. When receiving P12 102 or PI2VI directly from User
Devi c]%eﬁlfr%ﬁgrg{"fnrggﬁegny other non-trusted source) the data shoul d be
sonehow pITht eedifedtioniend achieved hyths tpesent dwvedtiopdsndt wbgokiise, madsodt Buch data and

defraud .t he syste npl es, of, data ot ectd.on t.h . HVAC

al gorl?oﬁﬂhlf%&a fﬁé%%ﬂ&ﬁﬁ{a‘zwm%ﬁ%mﬁs?ﬁg‘r’f %E%ﬁ?lﬁé?%&’s? ,%g%é(rﬁlge%f%}a ‘i on System

30 shgl gl yapliuestsudth @il RkieOindidigendab@mbnby factoishe party that protected it)

to verify its authenticity. Alternatively, the owner of the dahl%.rray
gl SRR

provi de t ISP Hetiould decidrdtsaerificagipn leel reppirsments Sstting spehived 5 {he

rel evant cr i # jf i i Pued] ifbo coul d verify
t he é%teﬁg%ﬁu%/%?lﬁq?ﬁ%‘eﬁélﬁeeﬁ%éﬁ‘gs )Esagrg?ad&é%@? %Aeb?m%?ff’ Is%}eeﬁ{clllili'is a Verification Report
62 t qIGER Pbéiti(at)ePuchlEjuiremends mausually satfreachedaneg withdies associatedaisks@dest i mat ed

by Verifjcation Estinmator 36 erificati,on.Repor i a positive
r)e/s pd%?’é"eét?' Oé?ﬁmr\?z? P} PIE D ﬁagsgt‘]legﬂ% Shlwgeﬁéog@}( Is%fl ggxwﬁdﬁfnéggg r 08 ide a
“egattiel}éﬁsigﬁrﬁéaeﬁla Sequfre B Bighé! veril¥eKibh ieoattharif aupitigl dndnekpavsive itemat highi ed. 1t

may provide a score describing the probability that PI1 100 is true.
Met hquefitdé.g. ahefveierngodidt response to send, and how to cal cul ate the score

are descr iS%ﬁg tﬁ%%ré)s\%t invention refies on the three Verification Conditions, the verification
level of PI1 100 depends on the SSR strength, the SPR strength and the verification level of P12
102. When these are higher, PI1 100 verification level is higher.

In estimating PI1 100 verification level, all possible fraud scenarios should be considered,

and the difficulties they present to the fraudster. Since most fraud attacks rely on compromising
at least one of these relations, the probability of PI1 100 being considered true when it is false
depends on the probability that these relations be compromised.

The accuracy and reliability of external data sources used in the verification process may
also affect PI1 100 verification level. PI Directories 56, PISIDBs 52, DNS, and ‘whois' are all
examples of such data sources.

Several methods exist for estimating PI1 100 verification level and setting verification

level requirements.
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Verification Report 62 may also include further information fnq eh 2006
verification process, such as the information elenents used In the process
(e.g. PI2 102, S12, PI2VlI), SPR strength, SSR strength or P12 Verification
Level . 36y@dsddgseh 2006 WO 03/ 034633 PCT/ US02/ 32825 |HCTRISE2AWE i s a set of
Pls (e.g. a nane and an address), Verification Report 62 may provide

separate results for each subset of PI1 100, or for Sf)a’ea@%%%ﬁts (e.g. if
P12 102 ne®ehaethodinlyingnie-brsed Jogicpy dofine PRICHSAES BEAEEPIE Yy be benefici al
to query | SI DB .52 rmul ti ' r &PhBitive tepobodyimcdsessed on | P
addre‘é"ée‘%q%nﬁ?r&?‘?nﬁ‘li}?’%%sy %rlgg)/é(lfogggfr\e/d;ﬁg’r%s.sa e T rom User ég l)gﬁ:?l udi ng

hi's NakBre(BIP21 1602} aaind nesiberp(d) a bdeuaddoldsis 0(3’@1323 from YsepPeuge 2 sent
Verification Request 60. S, C rel : A iohd! SIDB 52 is
cr eat eepkif i eﬁowrgﬁql pith éP?‘B?l@Ii?eﬁq@ ata %gﬁ%%?’g)rfﬁg%edl . fI)‘iffffﬁi%/er iOf'éeg}aaqtt i on Report
62 is LoSci 6 P11S10D QtHRE cdr@ Veeter ) dnd 46) P EG2 Waspirgvidedtaf on Report
62 mé%ﬁgcflc}égz%g%négéﬁtﬁ?fﬁtgﬁl%{ ernatively, PISIDB 52 can send such an update

Wi t hoidastesapbritis before PE®0vi ng  anot her query from Pl SI DB Query Mdul e 50.
P11 Verificatjion_ Level The I 54 1625ih O Rk ies36dN B wedalnetwdiks. foesent

i nvention Othgtme;ﬁosfiglfﬂs(mgiaugoﬁﬁﬁés&olgﬁlhg%c o(;%geisbl e for, a fa;ﬁg 531 100 to be
consi dediile, taderal iibwlork 0fn @edivers {fptuts allofe relvard peaneEEdr-ediopiddl? “he

probability of such |l ures_ varigs ends, QF h@rdrPIB1000SP 14
shoul avag esitie, m@féf)%fiﬁ?ﬁ’ Et&ﬁ“g%'r?? Egggﬁ%ga g%e ne ntésgﬁhﬂ%%? ?‘lﬂn such

requi Lement Sald ms%s%em?uéiﬁ% Q6R QB0 i@ réduirasia Gaifial shashay ahiokdapus 288 wel | as

the probabi ity of rejecting a true Pl1 100 {( Fals I tl.xas' ). Such
requi peovided souie wishtp p}ypegteg reSPPISS @B the Y IF 'F‘Ftstlﬁgﬁ 55%%‘1’(:%ogt\é§d ri sks and

benefits. For.exanpl : Is Fgehant considering shipping a costly
item é?SPPWHP&e’l %R?r t?%ﬁ?g{bﬁtsél?gl\?i sion) should require ag{;%q%er is
verificati aaothevebthédiansing probibistingnaysisi Indhip siediod g1l relep DB of i t
(e.g. a software product). Sin t he. ' 1l 900 &ShIs€BI1A00Y. he t hree
Veri f i%ﬁﬂiﬂ%awp‘fqtBﬁ@PO?ﬁ@Wgﬁ}efgogsé@% %%%%Seég of PI1 100 depends on the
SSR' Styh N0l 4 REndRiRaBhb B cadhtiohe(c\geBayes CEeprom), te/pbabilitpebPll 102 when
t hese are higher, P11 100 verificatjon level is higﬁ&é’s Othe g@&ﬁﬁ%ti ng Pl1
100 vel0Dbeing filsran byediculasd, This gropah 1y PR LODPATRG f B PIShoN FePTRRtlE i der ed,
and the difficul ties:they. B i béhsideRd Uitk grobal§litydeatows thif r aud
attacﬁgewal?ugwg%?ﬁ%}eoﬁr%ﬁﬁnﬁg%g{mfeast one of thgse rel ations, the

pr obabilekiiayd.of PH 100 being considered true when it is false depends on

the probability that these relations be conprom sed. The accuracy and

reliabili tag of external data sources used in the verification process nay
, PI-SI Correlation

When using a secret as an SI, its strength should be examined in view of the fact that a

fraudster is normally aware of the identity of his victim. This causes secrets that are correlatcd

with a PT of the person identified by PI1 100 to be weaker.
For example, a username, an email address or a name in a ‘From:’ SMTP header are all
|  likely to contain the name of the sender or some derivative of it (e.g. likely usernames for John
Smith are johnsmith, john_smith, jsmith, johns etc.). Therefore, they are not considered strong
secrets, since a fraudster can more easily guess them if he knows the victim’s name.
In another example, a fraudster aware of his victim’s home address connects to an ISP
POP close to that address, and is assigned an IP address from that POP. This increases the
likelihood that the present invention will find this IP address to be related to an IP address that
the victim used in the past for supplying PI2 102. This reduces the strength of an IP address as a
but not as a ‘Reliable Address’ (e.g. the victim may have a designated IP address, which

secret,
his ISP will not assign to other users, so the fraudster can pot use that specific IP address even if

- he knows it).
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also affect PI'1 100 verification level. PI Directories 56, Pl3HOGmareR 2006
and “whois' are all exanpl es of such data sources. Several methods exi st
for estimating PI1 100 verification |l evel and setting verification |evel
requi r emek@ 83/03463331 March 2006 WO 03/ 034633 PCT/ US02/ XFPE502/8382 net hod i s
usi ng rul e- based Iogic to define which cases are accepted and which

i t ed. iti
eport oAt cottaton g RIS I Bl ghPre bl bR ek BeRO R HH 1 DOV LT Ve
coOoKi gaefsoRd ausasdadfm@paédﬁ@hamfams 2he decdet 0@ as aofildf thal wsenIBmoi ated with

a nane_ (Pl2102) at a PISIDB 52, the nane is identical to the
car dhiisserelationds srong seerrids Wike PI 1 100 at the card issuer, and (e) P12

102 was prigyLddiat smhéﬁﬁfay Gre Ak BRI EhiPlohc A Qnd ARG @by BRieOd | S Usi ng
automat ed | earning technol ogi es such as neural net wor ks. Far exanple, a

neur afrometwopkierda thersdwel’y Ebay. 'ﬂmpe@rsptmrlmwﬂvever@eépwuﬂaw&%vé}es (e.g. how

P12 102 vas rified £ generate an
ot | ngeLen i g apS OB D efeq S et SR solenSERIR fomhs e 00
t echneng@itee srefasieliikebBtodmpersonaterthe foivhasethar awandvine fravdsienttie saeret is praer ded

coupled with the expected response, and the system adjusts itself so that
corre¥dds ?@%B%ﬁﬁ%a&éaﬁﬂ ~be generated for inputs in the future. Another

met hod i s 4§ @1aPMARRDIIchd inby AR pifonBs crbdit éhd o HilohREk fedh the plentnt
information is exam ned as evi dence to support each of the possible

hypotdvegpster.(true PH 100 or false PII 100). Using standard condi ti onal

probabi | it I igry of PI1 100
bei ng fal g%shﬁlgﬁ%gé&%& u@fa gc)ne%g%ﬁéoulg E‘E(gfe?&ﬁ m C%%ﬁ e oS grl":g 4 to a

t hr estoo| éven e BRMOD ﬂges riohﬂenmfxﬂﬂmamaparmm Tk eouia‘l bdpperaif thepisar cmmo | s
considered false if th

obabi it s _abo resh
Cor r ei°5%5F W%EWrﬁé?%$§ %Q?F’é!trea:i%a/t&%?'@: B°'¥ Bﬁ?del??’gig Id%’ "he exam ned
in vigwnele, éﬁrﬁeﬂtﬁé&ﬁtﬁé’[ﬁﬁm ®s chipMelsh Rigisted 1@ ok yerawmereﬁe progideddent i ty of

his vi ctlm his causes secrets that are correlated with a Pl of the
per sdns fagdlmame G2 B§2)Rnd regeiped asepist okt chifbscaibs FENECOPUR M nane, an

? EE' lnrgg}%gr t? %ﬁ%tﬂér oﬁlufl}eaégﬁlde seﬁd.lﬁé gfeg?ﬁ'.\ll ﬁ}@: (gﬂe@? rTh? s€erét lCJ)leé ils kBlahed,0 coONtain

e sender or’'sone kel y usernanes for
John an®Pi2 1024ds etjevbdad foimd tp edarchdil WQ (tl}esmnb lt‘a,mllymans) én ﬁnS)caSGT peenef ore, they

are not n er ro se since a f. re easily guess
t hem t]:@ugﬁg’lli L@ﬁéﬁg’ Le! & "&%’ ?ﬂl%%h@h%fenﬁ SHOOER AR & ﬁ&éﬁ@?&rﬁ pgrs‘irﬁgaﬁ%st er awar e

- of N 51Vl He Rhrile BNMRIANAE 858 b§ PEIPRCHER the s@fle fallly name allowed for a correct

verification of PI1 100. -

Miscellaneous

Hushing

In cases where OSP 14 does not control all components of Verification System 30, it may
be required that OSP 14 not reveal significant identifying information of User 10 to Verification
System 30. In such cases, PI1 100 (or part of it) may be hashed before being sent to Verification
System 30 in Verification Request 60, In this context, we define hashing as a method of mapping
one information-set (the source) to another (the hash) in such a way that (a) the same source
information always generates the same hash, and (b) it is difficult to deduce the source
information from the hash. One popular hashing method is the MD5 message digest algorithm

© (MD5; see REC 1321).
When receiving a hashed PI1 100, Verification System 30 should hash PI2 102 (ora PI

from a PI Directory) in the same manner that PI1 100 was hashed, before it can compare them.
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POP close to that address, and is assigned an | P address from34hgtarRRP2006
This increases the |ikelihood that the present invention will find this IP
address to be related to an I P address that the victimused in the past
for supplWPAY#B3 102. This reduces the strength of anPGEUNHMBESs as a
secret, but not as a "Reliable Address' (e.g. the victimmy have a

desi gpat ed | es | ' | t ' eUSers, so
the f 16{138gieesfgngg'g&ﬁ%ﬁonu%%%t%%g?é?%t%setlé?s%lﬁc@LH:?’ ggdl rog?gﬁ %@eﬂﬁ%ﬁ&%eb eknovvs it).
38 31 iddatiehtcD 60A\end3h@3%6 BHRATL BShi¢ B2 58 gindlrinftmeation fomghabashn t hat
affects, the str th . of, a secret is between the persons likely to
irrper%?thaé‘o%cwgiggmﬁhﬁ”iﬂgseﬁvﬁlsons havi ng access to the secret used as an

Sl of t hat jtysdild beNbeJa, thid PastiaC Buigfikisdns O cdnspatiton® e teirenet ebmplsx weaker . For
exanple, a student may steal a credit card from.nhis tg&cher,, and use it to

buy opfocersing tammat he denevithes hashpd Phesinge fyptimilan nogridgnyical Miprmaionyput er may have
been | he: . A3 plgifassi gned

F ot hELe Lt e b ot &

| i kel ynly@ait ofRIl 960 andeP R 62 tre hadhed (etch ey therlash digits 6F 2nhone mymbepheriSecret is

k d sh t t ed h. | .S mi hi | d
5 par iy 38 resiataed bedre e e G Mg St Bk PR B ', O i g
be nofl)%geﬁtbﬁélli@mt%ﬂ’erénﬁ ,rlggl gt i on c;)u! g a![_s](c) rteﬁul t in correctl ¥ veri fy: gg a
Pl 1 , even en oes not-_ident]f ane persao IS cou
happen i f ¥REIBE? ivenemalée ¥efication %Wﬁ@eﬁ@y&i’éf@%@?‘{tﬁﬁ@%}ﬁe reason
they arg ﬁ%u %ﬁi'fltdoft bégd &%’edtt@?eﬁﬂ&ﬁof Fysteﬁ?ﬁo. e X RARAEs, 11 iRRfeonUsed the

famly s Cco rto reg?rs er to an online service where he provided his
f ani | ynap berkashddlial #@Apma nehnnee beforedwting sswdn te resperist to PISIIH Quety Yodglet he sane
corrpugg_r to register to another online service, sending his full nane (PI1
100) . "*he secret cookie is obtained, and PI2 102 is retrieved and found to
mat ch Pl {0Qy blkéBe Same:ditaaiPlly100aEe revdalet b the oamer, of @¥HDB 52hough Pl 1 100

and P12 102 were sent by different senders gnd identify different. persons,
the (assumingYerificaonSysisTeFigenives ﬂ\}aa]éast]%dgdﬂﬂys ﬁéﬁgﬁgﬁﬁﬁ%ﬂ%ﬂﬂ%‘néﬁﬁ%“ famly
name f ik S {of PISAIE £ f PIRIHE 99 will hdvh PG&h PRSEOUS Hashi ng
In ca@ég%m@roe&%é%e%%ﬁggg%aﬂ%e?y(?oPr%tgr(ﬁ al'l conponems of Verification

Syst erec@s béforemampomgteapiort 1¢hat OSP 14 not reveal significant

I denti fyi I nf.Qr mat i.on User 10 to.Verificati Y . I'n such
cases, PH 8’(9“‘@319 ngfgp?hzaﬁj t]ilet 5)0“‘%%8&“9%%!%%%?%& r%lgé%eﬂ;snbagr i'r%]éﬁ%ﬂé ﬁ‘tg to
Ver i f 4sgibie@8 detect the source information from the hash. For example, since there are less than ten
© billion valid phone numbers in North America, one may be able to deduce a phone number from
its hash by going through the hashes of all the possible phone numbers. In such cases it may be

beneficial to reduce the hash size so there will be many possible source information instances for

each hash (e.g. if there are ten billion phone numbers and a hash size of 3 decimal digits is used,
each hash value can be the hash of any one of ten million phone numbers on average). However,
this increases the likelihood that two different information instances will be considered identical

| ‘when they are not. Therefore, hash sizes should be set so they produce the best balance between
information confidentiality and the acceptable level of false verifications.

It should also be noted that similar procedures could be used for SI1 and SI2, or any other

information element.

Verification with Multiple PIs

Better verification of PI1 100 may be achieved by checking the Verification Conditions
with additional PIs (other than P12 102). Normally, this involves finding a relation between SI1
and additional SIs (other than SI2) associated with the additional Pls.
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System 30 in Verification Request 60. In this context, we defBAepzaeh PO08S
a nethod of mapping one information-set (the source) to another (the hash)
in such a way that (a) the sane source information always generates the
same hastWORHEB4EGE) it is difficult to deduce the sour cRCT/YS4¥E8Hat i on from
the hash One popul ar hashing nethod is the MD5 nessage digest al gorithm

see ) is o System 30
shoul d hasﬁngxégéé }ﬁ?%% %ﬁﬁ?rsﬁr]%gﬁbﬂﬁgﬂﬁggfg&y B ggiggqn%mrgnner t hat
Pl1l 16fs mdétaﬂfbﬁ:(h silnélfrdP eddréss aa Bl aodiiaras smduasﬁlﬂsghaﬁgedmumn@ws WO

03/ 034633 / 25 Since the. sane jnformation al ways generates the
same H¥SR ‘F—‘iflin %@é Dzéﬁ @PCWP%@*@&B@%PBIW&C Sﬁé’ﬁ?af“(?ﬁl to P12 102, and
since it i Bactliof ftoGHitiod:PPH by Beveltien Qi Gith¥amicRhRl ORiol dfferé eniticke hash,

i nformation confldentlallty |sl]5)reserved It shou d be not ed, that partlal

conpaendsrsbepiricwsfam hesane HETDR agen frem Adlent BIREPESC2- pr ocessi ng can not be
done with A n@l?xkb‘f‘g allbwi g'V'%ﬁﬁcah\Qﬁ)Sﬁtéﬁ}ﬁ@ﬁcc inhgc;}.h drCie PISIDBIsAAL i ON

el enent s ér ma remain s ar a ing. Such conparisons can
sti | | inomagms dsipbdtability ofdmting p aelevant PIFSI teomﬁbt}amby preasoptharenbeasfied (e. g.

only the one n or if they are processed before
bei ng® Wﬁ%{q%‘ﬁ{cfuém&ység\%mﬁyﬁﬁ SU\%?F%TE’E “definite spelling method, to
prevent s pedrotighcd hid @bﬁﬁﬁeaansmblfauaisﬂl@ae@&eitﬁat eully @lstlabt dfaccvedblé i cat i on
System 30, it may also be required that P12 102 frq 52 will not be

| Sl
r eveaP@EDB%)ﬁv’élsiﬂfsP“dﬁ'tf?c@Hls W@R{S@B ?*PT%EWGE@&%"M%‘H@E Oyt %n may be
hasheg, g&&@%ﬁfmo LPHS xﬁ&&ﬁ%&%chb&n%ﬁﬁaeﬁﬁ%@%ﬁ%io Pl SI DB Query

Modul e t may a e re urre at PI'l 100 not be revealed to the
owner spetifiPloSeDB 52 (assum ng Veri f| cation System 30 receives it unhashed).

i a quer Disma kS e 4 SRl o SR bt B OSETC] 1 1

bef or g4 grGamElsd@ PISIBBE 5D(el. kndkd thhtusel 00t GSP maredmmmem tb bt he source

information set is relatively small % g SS|bIeto detect the
sour c@ngW®ﬂ%§Heﬁﬁch%ﬁ$b oR & kuoviiag w ﬁ%ﬁglpé‘“’e it dUHRE ICUPY | ess t han
ten d biet SithL Biofreri ca, one may be able to
deducgeih.‘glhllp gﬁ(\éﬁlﬁ% O{Bﬁ%? ﬁn’has rmgy agm ng through the hashes of all the

possi bl e ﬁfmm@mplmhieVmﬁcatmn:ﬂyetmGdeStto tmate dbtain ssareral qoekias fremg Userduce t he

hash size so.there e.sou stances for
each ﬁﬁ‘gﬁa e1t&1ayrnf>t¥f‘w@;sé)eg§f”%tvéwpogna]nrﬁ:glﬁ %H%rﬁ@e?nbu "\égm‘“ ani Egée ash size of 3
deci ngokiiviuldseduiirelSREDevi@ACo b@ﬂh d&ﬂéretﬁ reqaast rach h@ddi@@ker Deviany2 one of ten

milli on hone nunbers on aver a
g conneciion to the Internet, it wou d herefore be more effective to first obtain cookies that

=

are more likely to produce positive verification results.

Queries to PISIDBs 52 can be used in deciding which Sls to obtain. For example, if '
Verification System 30 has access to several PISIDBs 52, in which the Sls are cookies, and the

~ cookies of different PISIDBs 52 are limited to different domains, then it may be beneficial to

first query each PISIDB 52 for a P12 102 that matches PI1 100, and then obtain only cookies of
PISIDBs 52 that provided a positive response. This way the interaction with User Device 12 may
be reduced significantly.

Verification Report 62 may express the fact that more than one PI was used in the
verification process. For example, it may be expressed in the score describing PI1 100
verification level, by providing separate responses for each PI used, or by providing a list of the

PIs (and SIs) used.
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this increases the likelihood that two different information i ﬁ@}ﬁ ?@0%'

be considered identical when they are not. Therefore, hash SI zes s

set so they produce the best bal ance between information confidentiality

and the ¥@e34EPe | evel of false verifications. It shSIVEEIA$8Z be not ed

that simlar procedures could be used for SI|I and S12, or any ot her

i nformati.on e ication with Multiple Pls Better verification of

Pl 110?%9"‘6%’”5@’%\/@%%@%%%“ ng the Verification Conditions wth

addi t i onal Whils tHeGhdidd df iarprddda iv@Rjion ﬂﬂwi&alahyherhd:ﬁm té otierlmetisods bfidi ng a

rel ation between SIl  _and additional S| t her t 12 sSocj ated wth

t he adefifyingAarrspl Klentifsr. 3qmayalsoroopssye Wﬁﬁé'g??‘ ﬂfﬁgg‘z% ® For

ex a”p'o%emﬁﬁu%gtﬁeg%saﬁ GRBAIRATal Be W IWAS tﬁ@&ﬁﬂfgroﬁﬁ! fndgedctivanber as in

Pl1 100 was provi froma simlar IP address as SI1 and it was

succeswflel bagedonpeirr regogrition, genetisga sqorﬁerenresenmg:féﬁ piphatility ghat BE 1801 100

conpatr t i_ndi Res al Pls may

have E)Sg]éur? gueclhtc0 bﬂ?tﬁonri Mor&gg%?&lt%%ﬁlg S@ﬁﬁgﬂfﬂf er en a{ll tlg%dmcg%g may be

retri @ugd’ Theorani.he sane PI SI DB 52 or from di fferent Pl SI DBs 52.

Further nore, allow ng Verification System 30 access to nore than one PI Sl DB
?ﬁ, the probability of finding a relevant PI-SI record, thereby

|ncre tﬁfg ESnumber of cases Verification System 30 may be successfully

used. Per f DS H66R aad sheB6O DGGIIed QDGR agiRE b GiMgleOBP Tetoverelbdiait ionl y a

subset of accessible PISIDBs 52, a subset of records in_each PlISIDB 52, or

a subgese gpsomible @mwaﬁw&e wnlsr ofeniiag sravice provigers wilbpse sagh Jegyice.

consi VeliAtatiol) Sy4iR 96 hotl GHRREreRRgE A N a

speci ?lﬁécﬁ%i?gerer ¥ma§él§ Eset toyuse ancjﬁlat what eor Eiler m;ly be based

on r equartcffS!ss bt tmthmsewb? 0fﬂ14 nazmlhngmerfsatmm RensisDéts Peorsekiffed rfbokihg t hat

users one. 14 .ar re likel. 0.b regi stered at a specific PISIDB

52), %ﬂﬂrq?’r?%gﬂ a%mg n%?agg?) 8@%@%&?@1 during previous simlar

verification processes, or on any other suitable factor. For exanple, if

Ver i f dggllcablo ERyfsbenand® i ntends to try to obtain several cookies from User

Device 12 may not  al ways be effective to obfainh themin parallel,
because obWhllkh g gresent fpventyy ﬁaéﬁﬁ\g'ﬁ?‘ﬁsqséﬂl?f’tﬁéd@g‘% ﬂE%I%‘ gt Wﬁg’ ®send a

diff eép@fgcla&éaw%é;sons%ﬁﬁted D@6 b thal s Slay Q@yasﬁ}ee)&@nde@fwbnyteﬁvmwne@@ to the
Internet. It would therefore be nore effective to first obtain cookies that

ar e ‘niwoangssige$ from sherawe sendeipis be determieaditp pe omdke seaggendsr. Queries to
PI SI DBs 52 can be used in deciding which SIs to obtain. For exanple, if

Examples

Several options for operation of the present invention were described above. To assist in
understanding the various options, following are provided a few comprehensive examples of the

present invention:

Online Merchant Cooperation
Merchant A is an online merchant. He receives from a user, over an HTTPS connection,
j an order to purchase a product. This order contains payment details, which include a credit card
“number and the name on the card,

Merchant A then creates a 24-bit hash of the payment details, and sends it in a
Verification Request 60 to Receiver 32 of Verification System 30. Merchant A also provides the
user with an embedded image in an HTML page that points to SI Obtainer 42 of Verification
System 30. PXSIDB Query Module 50 creates a query including this hash and sends it to
Merchants B, C and D. Each of the merchants’ PISIDB 52 is checked to contain a record with
.payment details from a previous purchase that would match the given hash. Merchant B and
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Verification System 30 has access to several PISIDBs 52, in q’gatraﬁ HE6
are cookies, and the cookies of different PISIDBs 52 are |[imte

different domains, then it nay be beneficial to first query each PISIDB 52
for a Pliyd®iusidadst matches PI'1 100, and then obtai n orRGIEOYREBs of

PI SIDBs 52 that provided a positive response. This way the interaction with

User Device 12 nmay be reduced significant Ver| icat] 8 62 may
expr eserdhagt G @egont Inathe REIRBQaRY Maduleph0 %L%g’@ ? Fesord @ r&%‘&g‘gﬁ i on

roce r.e é\@:&ﬁ@ﬁaheﬂe&dres f8h PI 1 100
Der s 1 fadeednt G teisgbls FNePRuPphREaRMec doiee -

verif I'ng separate responses for each Pl used, or by
Pr ovi giyfheRd] infiler ©F dolisin oPMerchani€. Sl s) used. 41 31 March 2006 WO 03/ 034633

PCT/ US02/ 32525  Conbi ni W I h id He Nddulehe present
mvenEh@WepﬁéW%gn‘Eﬁ"g?Q %%'E ?OOM%OE%%#BX}E}M &ﬁ%l vgrﬁl ying a person

| dent &'E)él ﬁin PedRSPaIdakecdokieho Biecchant€l hods For exanple, the
resul Féls&d?ah%e u of the present on ¢

feghai th th
results of MarChara@ckeﬁnoedﬁf@ﬁ%H Qusaelo ﬁ‘&%é@m@ tﬁ%‘frgglra ggg@m t o]?r‘:’1 ©
gener gﬁﬁhgﬁa scor:; r%ﬁ%eeﬁgd}{daf&c%tﬁr@@@&bﬂﬂ% sﬁdbﬁisﬁﬂb;lché]r@@l 10s true. Such

conbi (?1%6"3‘65 one using conditional probability cal cul ations,
such gpnilBayss' Theorem Mul tiple OSPs The system and net hod descri bed

above assuned_a sipgle P 14%]'\‘3,8%&&48%%@1&fhaﬂtﬁepdfﬁfeﬁtde%ﬁ@ﬂaab' eto

assurme a | P@féﬁ‘aﬁ gr]l‘ls‘?S roviders wi [l use such a service.

The ngin aﬂgli{feﬁafﬁ‘@&sénas ﬁféﬁhmAcmmﬁ@mmmpoﬂéa iconteiaing 6 HOSHERIBIROY: shoul d
make sur’e Ver cation Report 62 is se@t to the sender of the matching

Verificati M@rcﬁsqweé@likﬁ)m%‘fl%h‘ép@ﬁq fRYeH¥t he art will appreciate that
maki ng thi s_étﬁ{geggﬁ%%e%ﬁ ﬁ%y\@&g impBRkiteRbl e Environments Wile the
ion

present in |nIy I scusses aspects related to the Internet, it wll
be apprecopspadidan quinsmashakilled in the art that it may be eaS|Iy '

extended tg a e“‘”@&ﬁﬂ@q‘%@%@fmMﬁe@:ﬁz?@zg@grofvrd@m&ﬂa@mﬁ@m sender can be

det er mi nedPHol'8ds 3 718 ender Sever al opt| ons for
operation ef {(hgs PEeEEEHd hmmn@memeomscardp@wda@wemh@ ssist in
under st andi ng the various options, fal I owing are provided a few

corrprehensiPﬁDBﬁaﬂﬁJWEPh@'ftctWéanSﬁ‘?P@%éﬂ #%%yenti on: Online Merchant

Cooper at | Oghi;@[r Ctﬁ@%ul‘tb‘aﬁcﬁl_tﬁ@ofqﬁe {-RadiBH E4HARtted folowing etceipsof RIBMZA user, over
an HTTPS c

SPR was based on PI1 100 and PI2 102 being identical.
SSR was based on (2) PI1 100 was contained in the HTTPS request; (b} a secret URL
was sent fo the sender of the HTTPS request; (c) a secret cookie was received with the secret

URL; and (d) the same secret cookie was assigned by Merchant C to the user who provided P12

102. _
PTC was based on Merchant C charging the credit card account in P12 102, and receiving

no dispute for 10 months.

Hashing was used to prevent exposure of PI1 100 to entities that don’t already have that

information. |
A hash of PI1 100 was sent to several owners of PISIDBs 52 in order to determine which

cookies to obtain.
Rule-based logic was used to determine whether to provide a positive or negattve

Verification Report 62.

Messenger-Fraud Service
An online merchant receives from a user, over an HTTPS connection, an order to

purchase a product. This order contains payment details, which include a credit card number and
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an order to purchase a product. This order contains paynent det '
I nclude a credit card nunber and the name on the card. I\/lerchaﬁtﬁla‘X'at':\nF;'h\rlgmlgé3
creates a 24-bit hash of the paynent details, and sends it in a

Veri fi catwom/Beggsiest 60 to Receiver 32 of Verificati onP@ye0#m80. Merchant
A al so provides the wuser with an enbedded i mage in an HTIVL page t hat

points to SI Qbtainer 42 of Verlf cat t 39 @E ngj(f y Modul e 50
creatﬂ@b&@ﬁ@ﬂsﬂsﬁﬁq@ﬂéﬁeﬁ%‘f@glm@ fet ‘big‘;@%ﬁéﬂ/f 01%*3 CarG AR, . C and D.
Each %E}l[ﬁ EE]EE i&etaaf'a&h@Bﬁ@f&@uﬁh@fdﬁﬁ&emwsmt}ﬁmm@)neacord with

rom

paynmen previ ous purchase that would match the given hash.
I\/ercha’nmﬁcatiamﬂeqni@st:@tmﬁ@ﬂdmﬁbﬁlﬂt&@?@@ﬁ@’&% PCT/ US02/ 32825 Merchant C

respond topl el iR SHELY (IR 2 Elﬁﬂenmyeé&d%ﬁﬁ%msachra@cord S

bt ai ner e coo e of ‘Mercha C, and it redirects
t he Uﬁzﬁéthér@hﬁﬁ@h@@&dr@ﬂd@haﬁﬁes thé cdBd, andlnﬂlahﬂethat@dmm@ﬁem atlopatiopoyee™® of Mer chant

C. The user's device se ant C, and
PI S| DRagyEaud %@F@Fsé’w‘g’ff {H‘g @% %lcnugontﬁgtglé‘gg k?ﬂ%n%ggtﬁg cookie to
Mer chalis, Qanskﬁfoﬁ@ﬁ%xtsQﬂEe?ﬁﬁ%d&dn@id&lh‘ﬁghaﬁkm@rﬁmmdﬁhﬂmaﬂwmt a record
mat chi ng both the hash and the_cookie exi st%B n}ﬁ @c{; rd account

i n t hrtnsaaioo ischigletsks aetforeds thy VerbigageyReqyest /8 it ‘“sce’gﬁ‘bﬂ gfll on

Esti r’rgggr gﬁ uses rul e-based logic to decide that the paynment details are
true 8porter 34 sends Merchant A a Verification Regort 62 cont ai ni ng

a positi vevérﬁﬁpﬁnmsteml\ﬂ)rseﬂIBmtquﬁydhougle’s HISID@rQiﬂmdMOﬂ foMS:t 0 t he

user. Inthlsex le t I ons P 14 is an
onli n@ch‘é%ﬁl%?ﬁ? a F‘i’%ﬁg&[it?%d g@%ﬂ‘?ﬁ@h?s&eﬁnﬁfogg qg ﬁﬁgpfnp:@ree ogst he card
provi deghihe 1&4?1&15% MineAMS dRbcks Qat @ vak ebivided avheh theindpe registerect théhenane on t he
card provided to rchant C. PISIDB 52 |ds I\/E{Sﬂ.jg chfl a.%ﬁ on

dat abBd8 (anpyavpssigaed e upigugidenticn. adyespendsie, &é“ﬁ’a’t@% Conduct e

foll Oﬁ%g?mééﬁﬁhgﬁmg tx?ﬂxéhﬂlg% gi,ll,\g/aigeg)ased on PI1 100 and PI 2102 bei ng

I dent pase 100 was contained in the HTTPS request;
(b) a secrmitdRlory Qasy dMadbletsd ch&wkswhﬂhﬂl(a)@fpetsweb)l—ﬂlqucéﬁﬁ%@@e (c) a secret

cooki e cel the secret secret cookie

was a%v%ﬁ%bﬁ af\’fgﬁeisnwa’h‘tfhe@“f'%aw %esrﬁvlevﬁ %%@@%@5%@%2 PTC was based

on Mepghantnorhadal Afnlinoyusaght AVarsevikecount in Pl 2102, and recei ving
Verification Estimator 36 then provides a neural network with information about the

popularity of the name, the number of people living at the billing address, the time at which the
" name was provided to the IMS, the FPS’s preliminary estimate of the probability that the
transaction is fraudulent etc.
| The neural network then provides a fraction between 0 and 1 representing an updated

estimate of the probability that the transaction is fraudulent (i.e. that the credit card number does
not belong to the user who provided it), based on information sets it received in its training
phase.’

Reporter 34 sends a Verification Report 62 including the fraction to the merchant.

The merchant decides the risk is acceptable and provides the product to the user.

In this example the following options were implemented:

OSP 14 is an online merchant.

PI1 100 is the credit card number provided to the merchant. A billing address is provided
to assist in the use of the white pages directory and AVS.

PI2 102 is the full name provided in registration to an IMS.

PISIDB 52 is an IMS database of the registered users, associating the unique identifiers

~ of their IMCs with their names. :
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no dispute for 10 nonths. Hashing was used to prevent exposur 81ofidtch 4006
to entities that don't already have that information. A hash of P11 100
was sent to several owners of PISIDBs 52 in order to determ ne which

cooki es tWO8HP43A. Rul e- based | ogi ¢ was used to deter PPGREUSRHESBHer to

provi de a positive or negative Verification Report 62. Messenger-Fraud
Service A ine merchant receives over an HITPS connecti on,
an order ?%ﬁ%ﬁ?]%eﬁggeé%glppieﬁ%%’ggwﬁﬁ?g@? ery%glﬁ{?%i ns paynent details, which
i ncl ude a gFREGhd basdd ¢h tikidIHD BirecttrdesA0ndksdviatiagthz dafe ih G/ lBiag 3Rlress _
PCT/ USQ2/ 32825 the billjn ddress .(the ,address, register at .the,credit
card (Wuisargsshpng psasos g.%?g’éh%@rdé‘ﬁ%?n t fi 3 &ﬁﬁ%&“ﬁlﬁ%?‘gaﬁfﬁ%&%gt ails
and t g R pffing dBredS@fectoly RMskiBR tmagﬁ_shm(vggcu on) ina Verification

Request 60 to a fraud prediction service S). The FPS estimates whet her
transact i o¥SR wasbap a) ’h t O yraseseatping infhel BTAPP seqmosir(bhibe IRpddisser t he

billi .C fJ: -y | ocati on
wher eﬁg%ﬁéjﬁf?ﬁasu%g%l%%ﬁg@hﬁ%l %?%%}rl)raggﬁqg%l%ﬁﬁ @%éo%@fe%s% ra’“’@‘? glﬂgg? i fication
Syst em tBOIMStdcUBE R gintmdseage catiifiad the emigedddntifisr; arvbdd) the smighdidentidist hods

consi der high-risk. The FPS%%%,%%: the current transaction is high-risk,
and f HRIRP th) dheyyger Yhogrpy! st 60 to Receiver 32 of Verification
Syst em 30. pieiyhd hae@f o2 PYS banp 136kived AGpnFcAMBI Ind fibObEe PIS100L S| DB Query
Modul e 50 to an IM5, including the | P address. The II\/.[? flnd? % at an I MC
has recenth peurdggewrk wanised toanalyre the datampipstimats thenrehabilibtBaith The I MS
checkﬁt%(gat name was provi ded when the user registered to the IM (and was
assighed the unique identifier), and responds to PISIDB Query Mdul e 50

W th the Tiemeuahektwdirk alsb nembinedthe whultshé Veriieation Sysenn 30 wish thePPSiy r ect ory
Query dul e 54 checks whether (a) a person by that nane lives at the
speci PERYIBY ISR address, by checking a white pages directory; and (b) the
billing address matches the credit card nunber, by using an AVS servi ce.
Ver i f 4gadyinidis BeekdenPérgFaudGetvien provides a neural network with information
about the popularity of the name, the nunber of o&le Ilijvi ne% att t he
billing addvezampleissimilago the massepgere dsmﬁ%ewgﬂ%ﬁé 18d 8596 AP VB, t he
FPS' sy ol inig Rah¥nStdolBletvie anti B REQRAM shipdiiéa bRAR Wik redist@Bgacti on i s

fraudulent etc. o )
The IMC does, however, report a unique secret identifier when connecting.

In this case the FPS maintains a PISIDB 52 of all previous successful fransactions

including the card number and IP address from which the transaction was conducted.

The IMS records are not used as a PISIDB 52 as in the previous example, but rather to
associate two IP addresses at different times as belonging to the same user. Specifically, the IMS
finds that the IMC that logged in at the IP address (TPA) reported for the current transaction had
previously logged in at another IP address (IPB). '

_ PISIDB Query Module 50 would then retrieve from PISIDB 52 the card number
 associated with IPB, and Verification Estimator 36 would compare it with the card number
reported by the merchant.

If they match, Reporter 34 sends a Verification Report 62 containing a positive response
to the merchant, who decides to provide the product to the user.

In this example the following options were implemented:

OSP 14 is an online merchant.

PI1 100 is a card number.

PI2 102 is a card number. _

PISIDB 52 is the FPS database of past transactions and associated IP addresses.
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The neural network then provides a fraction between 0 and 1 rgqriRiRBhH 2008n
updated estinmate of the probability that the transaction is fraudul ent
(i.e. that the credit card nunber does not belong to the user who provided
it), basé¥OBH3#Fornation sets it received in its trai P2 HEBse. Reporter
34 sends a Verification Report 62 including the fraction to the merchant.

The mer chagby el Aesitle-l Shol 9156 SPLARLE AFhBLAN IeRsdkligyPr oduct To the

user. In ow'ng options re 1nplenmented: OSP 14 is an
onl i ne nersHra®hs babid onlf0 10GandRE2 b0t identidalnunber provi ded to the

merchant. A billing address.is provided .t i st i e s the white
pages di r etYoWEF b&?ﬁﬁ%@ﬂﬁ@é Y@%"PW%HI“PEWSWHI g@f@%?ﬁ(ﬁm?%gi stration
to angh NG PRI istdedtical MRLIB ABRSE @ He6pih BBbsaEEsearns the SHIC

assoclating the unique identifiers of their | with their napes. 44 31

Mar ¢ hto2BOBAWEL )0k 0Bie Secrtide e repeggbin thedy|C Joginmessage identity) "4 ®Ecr i bi ng

when P12.102 was,.recej . |l Db B6habsigs. One
assoc’ldﬁ?%f%@r Hedn%ﬁgrwﬁﬁi%ﬁgﬁsﬁ%%i @Zﬁl gg%?@ééésmf %{ﬁlﬁ pgges%, and one
associnaéshgds idastidal folthe P adddssarfa pravidus trasactivedicfudingRIZAbber (the credit

card issuer's hilljng addr directory, a | bl e through the AVS). SSR
was based %lfpf"%bbaﬁﬂ’ OmRHC aﬁ?%ﬁfs%ldnontcﬁg?ﬁ#rTPS request; (b) the IP

address  fRQabisB@1dsTNAR USRS idemmbise WEER: te@ovide a pbtivkRr acgitiess from t he
| ogin message sent fromthe IMC to the IMS;, (c) the |ogin nessage

cont aVenfitatioreRepettfde i dentifier; and (d) the unique identifier was
assigned to the user who provided PlI2102. PTC was based on P12 102 being

recei yed LNk ng time before PI1 100. A neural network was
used @gzﬁ'ﬁ%’ f@%*‘f%’%ﬂgﬁ’?ég’ﬁd estimate the probabili ;t(a/ that PI1 100 is true.
(des

The neur al Asxeosnoseks atcess thebrebiail actontfe frogusutly, SVBES vites (desastbed 80Vt em 30 wi th
exanprarreEyinen Seopst (R el Rox PR HS AR A kAP LR o above.
eX C e Phnanyt dFakeir d3ers) IMBhbSnoas) ey gaisfaaatcrom antnitané pass B addwees oS uppl i ed
any Pl when registering to jt. L The, dges, h ver .. report ni que
secr ethesedah oihes usprsgy W&%?@Hﬁ@ @é‘?e&%"ﬁ% PW%%&@G a Pl SI DB
52 of  Ald AN Y Fe SRl or il ANRGMihOERail, as described in detail above.
A WBES can use this information to create a PISIDB 52 for use by Verification System
30, In many cases, the company owning 2 WBES has relations with many online merchants for
other purposes (e.g. the Passport service by Microsoft, or Yahoo Shopping by Yahoo), which can
be expanded for this purpose.
In this example, an online merchant receives from a user, over an HTTPS connection, an
order to purchase a product. This order contains shipping details for sending the item. The
shipping details contain a name and address. The merchant then sends the shipping details and
the IP of the user (from the HT'TPS connection) in a Verification Request 60 to Receiver 32 of
Verification System 30 operated by a WBES.
PISIDB Query Module 50 checks whether a user by that name has logged in to the
WBES and whether an email from a user by that name was received. It finds a record of an email
from that name received 18 months before the purchase order was sent from the user to the
online merchant.
Verification Estimator 36 finds the IP address from the email and the IP address in
Verification Request 60 to be identical. The PI Directory Query Module 54 finds that a person by
" that name lives at the specified shipping address, by checking a white pages directory. Since the
. email was senta significant time before the purchase order, the shipping address is congidered
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including the card nunber and I P address from which the transgqt W30
conducted. The I MS records are not used as a PISIDB 52 as in ?ﬁewﬁgv. ou[g6
exanple, but rather to associate two |IP addresses at different tinmes as
bel ongi ngV® B¥/#B3 sane user. Specifically, the 1-M5 fiB{GUOHELIY he | MC t hat
| ogged in at the IP address (I PA) reported for the current transaction had

previ qusl 0 anot her ddr PR fHi8hYcdpdul e 50
woul d&f’ﬁ%@%s 5@’? Sf? Fﬁeéﬁe@gs%nzg ?l%mg%c?(}g gzithlﬂ@!slsocr ate El\v{rlé)t h | PB,
and Vekifah&alidnas Idehtn e omos Gran@tdrdwaadpersend siolwi gdods tuehamed nunber

reported by the nerchant. If they match, Reporter 34 sends a Verification
Repor # ddggssk ont ai ni ng a positive response to the nerchant, who decides to

provi de g Bt l0 Ve RAReph 61 Binti g apbcRivoicip pbigk komé g opt i ons ver e

i npl enent e is an online merchant. PlI1 100 is a card nunber. P12
102 | memhamwhodesides to privBieis: BodicktottheusePS dat abase of past transactions

and associ dlIP [ WO 03/034633 PCT/ US02/ 32825
Pl 2Vl is n@tﬁ%?ﬁq@ Ffﬁswﬁoég?n%(%e%%%g@' i ncl udes only successful
transact i onpspP 14 SRR owks hasiadt.on Pl 1 100 and P12 102 being identical. SSR
was based on _(a) Pl] 100 S ained int HTTPS re b).the IP
address  fil é)r‘f’QWé‘SPFPﬂﬁSaé %i‘gﬁﬂf@n}ed@ﬁtpf eﬁﬁ%“ﬁé”‘ioﬁggﬁe %%b% %romthe

| ogi n JERssRAARe PIBNYE 5% RtehdiSr %Céﬁngtaﬂ theRrleMeisid{ng)in TRGhigpihguRiraec et

identrtier reported in the | 0gin message is identical to the
identifi erPIEé@bwtae?dllnﬁn%t previous | ogin rressage (d) the IP address from

the previ 4 revi ous
transact | TSP A HEF BES HghRe bRl LB klin'Bfnd SuBE AR R i O Yo
basedwinIPiddi@zks. Rul e- based | ogi ¢ was used to det erm ne whether to provide
a positive hegative fi c ion Report 62. Web-based entail service
(VBES) As Iﬂggtm@é%e %Wéﬁg‘éﬂ Waéﬁﬂ:ﬂvggccount s frequently, VBES sites
(descri be@@gy@wgﬁla&m@q@mwﬂmsr ted websites (descrr bed above) and
they are aware of the currént |IP addresses of many )pég users.

Fur t her norSSR wardyaseskon (@afTh 1 Dhwerqeakingd inthe BT Pe ﬁ?quﬁﬁdb "}dﬁmﬁ%ldr esses of
L hes eofn dati s 4580 Re BRI RAbACON il Rl (@M ERSES, they

name o users, as provi during regrstratron or in an
i ncontdihguﬁﬁmttbeeﬁﬁlldmﬁge.bed in detail above.

PTC was based on PI2 102 being received 18 months before PI1 100.

Rule-based logic was used to determine whether to provide a positive or negative

Verification Report 62.

Single sign-on service

A single sign-on service (SSO) allows users to login, or authenticate themselves to
multiple online services using a single username and password. The SSO service maintains a
PISIDB 52, in which each record contains a username and password as an S, and the user’s PIs
provided during registration to the service (such as his full name, address, phone number and
credit card details). In some cases, the username may also serve as a PI (e.g. if the username is
derived from the user’s name such as ‘john_doe’). ‘

Examples of SSOs include Microsoft NET Passport (www.passport.com) AOL

' ScreenName (my.screenname.aol.com) and the Liberty Alliance (www.projectliberty.org).
In this example, an online merchant receives from a user, over an HTTPS connection, an

order to purchase a product. This order contains payment details, which include a credit card

number.
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A VBES can use this information to create a PISIDB 52 for useahy

Verification System 30. In many cases, the conpany owni ng a (%gé@aﬁ%*s‘ 2006

relations with many online nmerchants for other purposes (e.g. the Passport

servi ce WOMBS#E3oft, or Yahoo Shoppi ng by Yahoo), whiRdT/GSa2i328%%e expanded

for this purpose. In this exanple, an online nerchant receives froma user,

over an HTTPS connection, an order,_to rchase a.praogduc h'fs or der
Sheby

cont ai ns sHrgiperelpntredizicrsdhs wer tg @p aPHJon ayaep@Ren o) Wet ai | s

cont ai Soadtolleb@Re ERPHGsciife ahd pRéW@Idet ai | s
and Fﬁg%F%%g?bt er%%gf;%fﬁircgﬁﬁt%gg@%TPs c::onnecti on) ei n g Vfﬁgfi ation

Reque Hith® et wasRecmisigly agthemicateyy PR Query Modyls 58 rtigyep Ber A¥HBRY a WBES.

Pl SI ry Module 50.c NeRngs sdiogged in to
t he D%%?ﬁ Wc'@ﬁfegrmglntﬁgﬁr%ﬁaw?rg%#]wgassﬁcgggﬁ%tﬁiéﬁg%éﬁn%m vas received. It

f i nds n@né @EOFTeVIAsd 18 thecSSM. The fullmamnttht timestany andahesedelfBmthetSeerebef ore t he
purchase order was sent fromthe user to the online nerchant. Verification
Est i nRéraraiben seutio thafgerrsnh gdr ess fromthe emai| and the | P address in

Veri ficatipn ReaelheP@ndthdGediflend hder, HOR1 BbmPhiidt Shystddueinya Modul e 54
finds that a Eerson by that name |ives at the specified shipping address,

by ch¥etificationRodviest0paBecsivar 3%ait\srificationfyee 3B emmi| was sent a

significa ' - ModilS5450 bRk WleRedhess i S

consi der e%@cﬁo%&%@ﬁ%ﬁ%@%@%@%&% USC@?32825 tehe real shipping
addr eggnémhatcivg thesardhodeteshiengsotiaed prithdhat credisard nimpber atthe cxaititatd f ur t her
indicate the transaction Ls |legiti e S t. fraudst uld not send
st ol eﬁsﬁééééwhaée-i Opusg qﬂm%@gﬁ&:ﬁ{g@%@p{@?@faggﬁ%gp Ig)%@géri\?fi cation
Reporg-gggcﬁggq(ﬁgm%eﬁ,rmgbﬁ&y@e51qg,ponse to the nerchant, who decides to
provid the product to the user. In _this exanple the follow ng options were

i npl ement d both osRitiops prs satisfioh Reperterdf sondne VemneptigpBepast 64 COBRINI&fy addr ess.
A full , ' ; et 1Rl usegueries to the

A i %?%%@%%%F@%ﬂ%%&ﬁe@ﬁs. ding in the shipping
address. IRiEs &Bidnplesthafollowingoatiens wekSnpBndteds t he WBES dat abase of past

| ogi ns and éﬂﬁ‘fm ng enmai | ﬁ* associating nanes wth I P addresses. PI2VI is
the time af SRUPHCERE™has received. SPR was based on a white pages

di rect ory.p1 100 is a credit card number.

P12 102 is a full name.

PISIDB 52 is the SSO database of registered users, associating usernames and passwords
with users’ Pls.

PI2V1 is the time at which the full name was provided to the SSO.

SPR was based on a credit card issuer’s database.

SSR was based on (a) PI1 100 was contained in the HTTPS request; (b) a secret URL
was sent to the sender of the HTTPS request; () a username and password were received with
the same secret URL; (d) PI2 102 was received with the same username and password.

PTC was based on PI2 102 being received a significantly long time before P11 100.

Rule-based logic was used to determine whether to provide a positive or negative

Verification Report 62.

Corporate Email Verification

A corporate email system allows users to access their mailboxes using a username and
password. The system maintains a PISIDB 52, in which each record contains a username and

password as an SL The username also serves as a PI by combining it with the corporation’s
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SSR was based on (a) PI1 100 was contained in the HITPS requegy; Ma%htZWOEBP
addr ess fromthe HTTPS session is identical to the I P address fromth

emai | nessa (c) P12 102 is contained in the emai|l message. PTC vvas
based on ¥ f@@@bel ng received 18 nonths before Pl 1 HJ/USOEERBE based | ogi c
was used to deterrnine whether to provide a positive or negative

Veri f t. { 62
( S50y S e Biele o e Gl B R PR AR RIS 0, PRV 0 e

serwﬁ@ﬁqﬂgqbﬂgm@mwgl e usernane and passvvord The SSO service maintains a

PISIDB 52, in which each record contains a userna (g)ass*gord as an Sl,
and t he udBihisexpmple, & onlipgBarchyy FosGVPEITR 2 PSRRI R 42 & *®such as

hi's f ke ) 3RRasBEBfoRSS. THEGAE DHARE paydlesh detdiMllicitiaclddaiptadit &xd I n some

cases, the usernane nmay al so serve as a PI (e g. if the usernane is
der i viathtfer, dim cardsoldemrams andareesaibaddeess.” | ohn_doe’ ). Exanpl es of SSOs i ncl ude

M crosoft ET PaSSROL kie. Th

(my. screen arI‘rlilaer assoéﬁ %ﬂp@&ﬁﬁgg ?y%nle%tﬁgse %&%fr%f?ctel | beerty org).

| Nt hinSrckatdhieh Sendadh @il d&ﬁtamhig(danBSdnﬁlt&”é)s rferchantawithsaseprebVBE tan HTTPS
connection, an ord, urc se a pro Thi s arder contains, paynment
det aiths emmﬁﬁf@FFS? oV 8%'%3’ B st o speregthe ﬁﬁ‘ﬁ@éfi‘e usgEDroRags s FreRBRE 2 03/ 034633
PCT/ ;{%@%&3%«3 Jd%ﬁorﬂ@%ﬁzﬁ@%‘steﬁﬁ@%ﬁ&&@ thé By §RNusérGeai RSEUEOURBY hent i cat i on
using a Secret U SO uses SI ot ai ner 42 of Verlfl&gtlon System 30

to cdhe metcharielong with gheseeirasentst easkiepBis proves. that e wHrrEPE W8s successful Iy
aut henti cat ieves fromPISIDB 52 the full
name Iglgg:&itd% Is as%{;c%?sttgﬂ% e\lrlamgclﬂ]ess }ég)r({v‘f&eﬁ

0 username an assword and the timestanp of when
that full Themhmshansmdsdeﬁedenret :Bﬂeot‘s&@ﬁcaﬁm Sirstete 30 arerificaiontReqwsst anp and

the s cret fro ret RL e then s c The mer chant
t hen gl 'f‘far eﬁltlhiFPo dﬁ’énaf]}?l’ eﬁ’ﬁ'ﬁ\g %(ﬁ%fsgﬁc{ ﬁ%"restarrp in a
Ver i flh&éédng%aRﬁﬂu&%ét[ﬁ&ﬁ% /RAGRH eth 1RPsebifre ket booked i on Syst em 30.
Verification Estimator 36 uses Pl Directory. @eryé{?@dul Slé‘gé } o check

Cadn !

whet her t Peerification Entimetondf finde shat the cmall agrspsa dysingilyy 5@ t h t hat
R e S L OO H
time theéaﬁdlﬁaldeﬁemnm nhaasmaid didentory). Vetification BstthatorGaslewrmingsthe empibd, Reporter
34 sean Séssawto gil:n(l:stéb eocrg)rpRo? 1%£t(e g6 %y %R I gl whdls’Snformation associated with the
email domain, querying business databases, contacting the corporation offline etc.). As a
corporate email address, it is assumed to have been created by a trustable authorized agent of the
user (é. g. the email server’s system administrator), and is therefore a reliable indication of the
user’s real name. PI Directory Query Module 54 then finds that the cardholder’s name maiches
the credit card number, by querying a database of the credit card’s issuer.
Reporter 34 sends a Verification Report 62 containing a positive response to the
merchant, who decides to provide the product to the user.
In this example the following options were implemented:
OSP 14 is an online merchant.
PI1 100 is a credit card number. The cardholder’s name was provided to allow
Verificator Estimator 36 to check the SPC even in cases where the user’s name is not apparent
from the email address (e.g. jdoe{@mail.com’ may be any one of John Doe, Jane Doe, Jeff Doe
etc.). An email address was provided to allow the merchant to send an email to the user, thereby
enabling the verification process.
PI2 102 is the email address assigned to the user at the corporate email server.

PISIDB 52 is the corporate email server’s usetname-password database.
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positive response to the nerchant, who decides to provide the rw
the user. In this exanple the follow ng options were inpl emen?g : %3%6
is an online nmerchant. PI1 100 is a credit card nunber. P12 102 is a full
name. Pl SY®E$/EH3Fs t he SSO dat abase of regi stered userRCT/EYP8ISat i ng
usernanes and passwords w th users' Pls. PI2VI is the tinme at which the

full . .t e i ,
dat abase.  SER s L 4ERRn of ek d ol Ardpos e fHE oERE SR PSR R | S00EC
(b) a ®egexa¢. URL was sent to the sender of the HTTPS request; (c) a

d ived. with, th , t URL; . (d) Pl2102
wos. 1 ecel vOURATE RAFHan LR el S R TEnRALP S5 SR AoeTr e er SRS oh P 2102
bei ng \fviﬂﬁ@inV?ﬁQnﬁiﬁiirgﬁb%%ﬁd*ﬂa%)émjdm%ﬁsinﬁﬁe Batching td chediQfdrd nutibkeinligsed | ogi c

was used to deternine ether to provide a positive or negative
Ver i f iceiticevd irupiordatabase. Corporate Entail Verification A corporate email

system al | L. TR i d

Sresuor . | ThR S k2 b (AR Gl ShTp AIPTOIR BN s
user nawekiamds septisshvosenden sf the HITPS Téymesis(e)varsernains endpaswesd asreacdeivedy

conbi ni it.wWth e cor tion's.48 .31 rch 2006 0 34633

oo/ LS 3 oty L FHAMEE e Rluot i Sl e S0 seanteie o

" j ol i nselaaRETRaaottd; (¢ tbosfurdaret vavkle Jnd sdoedt URERert AReived iithd saing exanpl e,

an online merchant_receives froma user, over an HITPS connection, an
or der HIFBSupissts &) B2 P2 sgereceived withyhe ssmeuspmaa andypssvesd waet the patl whi ch

i ncl “@&vﬁéﬁs&&%&dﬁﬂﬁﬂaﬁg%ﬁwth@ﬁse?ardho' der nane and an enmil| address.

The nerc assigns t provi ding the payment details a secure secret
cooki e. ThETCmms bisadon P22 deing seceivedefiei b trostaltla pwthorized ngeRTAiRIS: dsenk to t he

merchant w,th.a secret URL.to, the enpgail address pr.avided the user. To
Rocese 1 herulRseR e uliea srinuihlie SiRber BERYERR RV fF¥atiea o't he

cor ponatifictidRRepsysél.em By clicking the link, the user sends the secret URL
to the nerchant along with the secure secret cookie. This proves that the

user providin h aynent details has access to the email address he
provi g’é‘g}’/"g‘l’f@?%’f’ﬁ‘i’f’é}zﬂ’ t hen sends to Receiver 32 of Verification System 30
a Verifi catyiie@ ka8 Me same method is used as the corporate email verification method

described above, except that the email server is public (e.g. a WBES) and therefore PI2 102 (the

chosen email address) is not provided by a trustable authorized agent. Instead, PTC is checked
.by accessing a database describing the time at which PI2 102 was provided to the email server.
Such a database could be provided by the operator of the email server, or derived from
indications that the email address was deliverable at some time in the past (assuming abandoned
* email addresses are not recycled and assigned to other users). Such indications include an email
message being sent to the email address or finding that the email address is included in direct
‘marketing databases,
In this example the following options were implemented:
- OSP 14 is an online merchant.

PI1 100 is a credit card number. The cardholder’s name was provided fo allow
Verificator Estimator 36 to check the SPC even in case where the user’s name is not apparent
from the email address. An email address was provided to allow the merchant to send an email to
the user, thereby enabling the verification process.

PI2 102 is the email address chosen by the user at the pﬁ:;blic email server.

PISIDB 52 is the public email server’s username-password database.
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60 containing the credit card nunber, the cardhol der name, th i
address and a flag indicating that the secret URL was recei vg(]q\?\ﬁrﬁht%gos
secure secret cookie. Verification Estimator 36 finds that the email

addr ess iVO&YH#PSAr to the cardhol der's nane (alternatRCIU2/32845 Dj r ect ory
Query Module 54 may find the email address to be associated with the

car dhol der' in. ennil | € r 14f i ! i 6
determ nesP@hﬁezi)i"’re@nea|1r1ra“3%§';}1(()f1 reéd%e %)dhbagéoglpy%ast%%efla Sféiﬂcgor ajj?%%% %rgg. by
checkitiegpursidase @deri nf or mat i on associated with the emmil donmain, querying

busi ness d bases, .contactjng. the .cor,paratio ffline etc.).. a
corporate i“fasﬁ?fa‘il@% ,ee}n@ﬂ@gdrgﬁggm O‘@%ﬁ?@b@é@ﬁﬂé@&i ré’ﬁgoﬁ'ﬁéa trustabl e
aut horgidafinad kil Afredidts), aktb@BE cdréholder’t AfnERBiching He\6RJdit $ar8 Y18#BENin the

adm nistrator), and is therefore a reliable indication of the user’'s real
nane. cpditpprdésspesisydatahesey Modul e 54 then finds that the cardhol der's name
mat ches t ' Q}'ﬂééﬁﬁ ' QU cuteBesrr edi t
card's issgglswa%g%éc}?%{a?ggu@ﬁ&gg@ eri ﬂgg?{%r%%%?mgz Ccont%r_?{li ng a
posi t icuekie wagmenide thezendee of the HEWRS tequestidc)daserdase ol passwordigere eseivedbduct to

the user,. In.this ampl e e foll.owi ng opt.i ons e i | nted: GOSP 14
is an Xmeieﬁ’émﬁgyﬁhgﬁfig&ﬁtl Uﬁ%’f‘%&@&?@%&?‘éﬂfﬁ%w r‘I“ﬁ?ecar dhol der"' s
name \yasnddicnl fedwbl; &) iiRWecukedebiet €akie andEsdeicfBRD wesbretdivallie dl¢ siheé SPC even
in cases where the user's nane is not apparent fromthe emaj!| address

(e. g. HTTgSaw@varti ORIA0%ups weelvadyvitiibe spme peppammand pasgwerdnken theyser poe

etc.) el® @ﬁ% : provided to allow the nerchant to send an enail
to théegf}gaér, tthee e é%ﬁéﬁa I?rhg the verification process. P12 102 is the
emai | addr BEG wasbisghedPEd 02 heingisecivat a signéficotiplonatime befaic PIE&00er . Pl SI DB
52 is the rpor ate.enail rver's usernane-passwor.d database. 49 31 March
2006 WD 03&’3%%%%@%%??%%%%? ?%‘?tf’?rgo ?rﬁ’gl 88%’8?1&"30 TOPEE Yemmi | addr ess,
i ndi c¥iifchtibhREpdrfs2. emai | server is of a trustable corporate. SPR was
based on the emnil address being simlar to cardhol der's name (or
associated, wth it in an email directory), and the cardhol der's nane

mat ¢ hissgerdyide Apkaiicadalt d nunber inthe credit card issuer's database. SSR
was based PR ddiht cBld isshEis YRS FeRdRs MRDalth béshSuited I hRiHeRAESd buybd) a secure
secret cookie was sent to the sender of the HITPS request; (c) a usernane
and pégigen@nlireraseditaed wandactipy In paymenidchemeas offered by ghedis card erepizaiRps was sent
fromthe il s h neger. , . g%{gﬁ td; (e) the
secur gbs gg?gi{omc@g%&gd’%er?g? r %{% gﬁfec%ieer %Jalr%e\ggaf cgéés I naﬁ(ﬂg) @g%ﬁ{@ IE-#TPS

r equessbponkible fiilBe dAlie wathettizatonudthenisth t he sane usernane and password when
the emai |

The present invention can be used as an authentication method in such payment schemes,
for example, by utilizing the issuer’s online bill presentment system (OBPS; a system that allows
the issuer’s customers to view their account status online). When users visit the OBPS, they are
required to provide some proof of identity (such as their credit card number, expiration date and
a code printed on the monthly statement). If identification is successful a secure secret cookie is
issued to the user, and associated with his account identifier (i.e. credit card number) in a

PISIDB 52.

In the “3D Secure’ case, an online merchant receives from a user over an HTTPS
éonnection, an order to purchase a product. This order contains a credif card number. He causes
the user to send an HTTPS request to SI Obtainer 42 of Verification System 30 (integrated into
the issuer’s ‘3D Secure’ server, and using its domain), by opening a pop-up window. The
merchant also sends the credit card number in a Verification Request 60 to Receiver 32 of |
Verification System 30. The Verification Request 60 and HTTPS request both contain the same

secret to allow Verification System 30 to associate them, as described above.
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server's system adm ni strator registered the user. PTC was baggqdyeircR120062
being received froma trustable authorized agent of the user. Rule-based

| ogic was used to determ ne whether to provide a positive or negative
VerificatWom/¥43drt 62. Public Email Verifacaflon In tBiTEUSXEH e, the sane
met hod is used as the corporate email verification nmethod described above,
except thatg; Is i £, ( refore P12 102
(the chos§r]#cgﬁnlgi é%%?@éé?ﬁFg%%#ﬁlﬁérsgt\(/)itgee%sug@séﬁg%gféggﬁéecn%ut hori zed

agent .cohmsti@n the SR sesrettvobikcadueddy thrisesss O5Pa idapaded §ifthddempintusally t he ti me

at whi,ch, P 102 was pr.ovid t enni erver. .Such,a database could
e pr dWIIAD Sy epB ARt et Rrt RS S0P dicg i yE g

i ndi caloh@astoiRAOBED 8orBAR) TheidslitiesinRscod ik iMeedd £kedtlby PINIBBIQueE; i N t he past
(assum nc%‘lébandor_led emai | addresses are not_recycled and assigned to other
user s Modgle:3) tp peirievethesssociated cirdit card namben fromBldlAR 82 psriigatian fistimator he e |
addre Walel! : j O Falc I ighect marketing
dat ab Lo DB v e e e B R O e o 19
i s an onl i Henatey, Bhporter 3Pendsi0Perifpationdtapdittt2 containing pipesitiverhsponsgrtalthe] der' s
name was prtovildﬁdic[?o alrl ow, Veroi fi ga{hor eEsti mator 36 to check the SPC even
in caéléer%ﬁ%rg? w4 i prgv a%pf gu‘ﬁ? 35%5[rent fromthe email address. An
emai | addr Bsthis\eRgmple theifolesviioptiohowert igpleméegdant to send an enmil to the
user, thereby enabling the verification process. Pl 2102 is the email -

addr ess ch@§ér114b%ﬁnt‘%‘i’én%@éff3haé$' the public email server. PISIDB 52 is the
public emyy S M SEIRYES tﬂ@% . 50 31 March 2006 WO

03/ 034633 II)DﬂCIZ'Il?%ESS\O&%%%%g%? PI-Z\??@?\Q?#S’ I'n ?%g%?on that the enmmil account
was cr eat ebl2d 02 isgh¢ ériedibenrd yunhlsn grovidadinyedisirabion tathe PBPEhase order. SPR was

acsaci ot ect S R B HOERS ORE AR Tl By il PSS et 8 o e

mat chipigbdrhie credit card nunber in the credit card issuer's database. SSR

was based on (a) PI1 100 was contained in the H[TPS reguest; (b) a secure
secr et co@@é‘s\ﬁﬁge’@gﬁﬂyF%‘t»taﬁgfsé%ﬁé%ils I@PWPE%CMYE %@gtﬁ,’c" )" a usernane

and passwogik Wal BastEGEPY 860 arldprh 162 G ihert@dlver ;. (d) a secret URL was sent
fromthe enmail server to the sender of the usernane and password; (e) the

secure sec¥¥Rt wavipisécor(phiPld d 69 wes ¢oRteingd irethe EJEPS eeluest to the merphant; @raPS
,[ ﬁgu 5§etgfret ﬁﬁl}, Wb 2sen]t 902 th\é\%ésndgreocf%a\( ﬁ% T% E'erc]lu sq:];(%c)stlasréc‘:"ur(l‘,I Seete? 880 'eav'\?ads sBftsswor d when
with the secret URL; and (d) the same secret cookie was assigned by the OBPS when the user
- provided P12 102.
PTC was based on the authentication process performed when the user registered to the

OBPS (e.g. he provided a code from the monthly statement).

Rule-based logic was used to determine whether to provide a positive or negative
Verification Report 62. '
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regi stered on the public email server. PTC was based on P12 102 bei nﬁ
received a significantly long tine before PI1 100. Rul e- based?Mgrehw06
used to determ ne whether to provide a positive or negative Verification
Report 62. Issuer Side Authentication The credit card issuer is often
viewed as the party best suited to authenticate a buyer during an online
credit c LiHs?msaction. I n paynent schenes offered by credit card

organi zatronhs (e.g. SET from Visa and MasterCard, and " 3D secure' from

Vi sa descri{:)ceyg ab%E)‘ the issuer is responsible for the online

aut hent i cat’ oft Bethodef yeatyingra drsl messon identiGen samprisinghe used as an

aut hentication nethod in such paynent schenes, for exanple, by utilizing
the issuer's onla ndegslving @ edffaationtReyetst nuRNptheafirsy ptantidentifln ave
the issuer's custonmers to view their account status. online). \Wen users
visit the OBPS, bt Hestinaating W%f%nﬁ@aﬁﬁ’rp@bﬁ@iﬁéﬁgﬁdﬁj@?: of identity-(such
as their credit card nunber, expiration date and a code printed on the

ronthl y statement). il thefipkrsdH daAthr PG R8B6 pBr AL RGRG Lallrp 80K ©

is issued to the user, and assocl ate I'S acc

credit card nunber) ins%mgg,?}%@eéggﬂmﬁﬁt he " 3D Secure' case, an online

mer chant receives froma uUs TPS connection, an order to

purchase a product. .This order @_{oentjﬂ.a{ ns a ¢redit card nunber. He causes
the user to send an HTRPENAELQEER first Rersep idenifier apd & sandariaf sald ercopgst em

30 (integrated into the issuer's "3D Secure' server, and using its

donai n), by opening a p8Eohjdeptiieswatisivea SamecBender-Condisemaand he credit
card nunber in a Verification Request 60 to Receiver 32 of Verification
System 30. The Veri fii. cagidsecond pesiorsidentifieridamfiascsuid senbder &f Lt setond he
sane secret to allow Verification System 30 to associate them as

descri bed above. 51 3lpéMsontidéitfier WO 03/ 034633 PCT/ US02/ 32825 Since the
user is sending an HTTPS request to the issuer's donain over a secure
connection, the sgeufgesecret cookie issued by the issuer's OBPS is exposed
(if the domain used by the 3D Secure server is different than that of the

OBPS, t he sUsffe i b conpect. to the OBPS dommi.n). The
Cdonti 11671 g Tetid BRCARY 1 Rufif3cluiiy 8 SIFCotsshding 5 Varbioanon Sepos
retrieve th | redi.t .card nunber from Pl SIDB 52. Verification
ottt or - JRORRANS e 168 st RRrsprt Hanthrdienisspatbaoaden b fiset patsome
Verification Reﬁ,uest ég, Lf match, Reporter 34 sends a Verification Report
62 cont ai ni ig® gid VerificatinthBeber being basadoa nesultshaf stict esinating.pr ovi de
‘the produgt to the user. In this exanple the follow ng options were
i npl enent &d:The method of claim 1, wherein said Verification Request further includes at Jeast
one Information elemnent chosen from the group consisting of:
a. Said second person identifier;
b_. A first sender indicator refating to the sender of the first person identifier;
- €. Asecond sender indicator relating to the sender of said second pérson
| identifier; and
d. Verification Information for said second person identifier.
4. The method of claim 1, wherein said estimating further includes:
a, Sending at least one query to at least one Person ldentifief-Sender Indicator

. Database; and
~ b. Recaiving at least one response fo sald at least one query.
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OSP 14 is an online nerchant. PIl 100 is the credit card nunber provided to
the merchant. P12 102 is the credit card nunber provided in rgqigaréehi Z0060
the OBPS. PISIDB 52 is the issuer's OBPS dat abase associ ati ng users'
cookies with their credit card nunbers. PI2VI is not explicitly sent, as
PISIDB 52 is known to contain only verified records. . SPR was based on PI|

100 and P12, 1%ebﬁem6dlﬂwm@Wheﬁé$Ra%sPéﬁ§GfQﬁd(ﬁiﬁétvj\?aniqu.né’ﬁ?fﬁ gontai ned

in the HTTPS request to the nmerchant; (b) secret 0 the
sender of tha I w th the
Secret URL: o sieloBeP8éscrbing & 1326 i SRS Vel RSl {aHEBREPS "hen
berformed whons reotiod of Baim S\idfthy %ﬁﬁhe%ﬂﬂ%g’b@?@%r“ﬁﬁ%f 3 sofmeting Esner
fromthe nont ’a mant based | ogi c was used to determ ne whet her
o bt ovi de. o UYL 1A B respeiteedo Salf ot Ipash anh ey setistise SLisastonmPEARI000
CLAIMS 1. A tﬁ]q%% of verlfyl ng a first person identifier conprising: a.
Recei ving a ifficaggh Canditionsaiher ihensaichgt lerst one VerifieatomCondifion thatrwasnd

b. Estimating whether Verification Conditions including: |I. the first
per son i dent idasgribed in said ot teast paesuery.dentifier satisfy a Sanme Person
Condition, ii. a sender of the first person identifier and a sender of said

second pefsdihd mietidd ofcclainnt | whirein &{ﬁ%&‘iﬁéfﬂ’@rs&?%hﬂgﬁﬁ is §Eﬂsﬁéd if Rt

second person identifier identifies said sender of sai econd person

identifier, efsd identifer aﬂ&esé’iﬁkgegn@f:eféoﬁ' xﬂéﬁ%ﬁé(r‘f{awﬁ]séﬁ]%'r %Bp er%%ﬁt"% P

of sending a Verification Report Indfcatlng et her

identifier i { &.ﬂg first erson entifier ai

Verificati on pll(')é %I&!%s'eléﬂle asedp%%ﬁgrnes% cgndyvo W%Qqqﬁﬁ?ﬁﬁl %tEd'IfSFFE"?he

met hod of cl said Verification Request further includes at

| east one i @Pn%‘?'fghbﬁ' B‘ﬁ nt chosen fromthe group consisting of a. Said

second person i de§t1 fier, b. Afirst sender indicator relating to the
sender of the & rSRKkHBORAseR idantifiees include identical portions:

b. Said two person identifiers include portions that are identical except for
spelling differences;
G A first of said two person Identifiers includes an abbreviation of a second of
said two person identifiers;
d. Said two persen identifiers include numerically close phone numbers;
e. Said two person identifiers include geographically close geographical
parameters; |
f. A directory record associates a person identifier that has a Same Person
Relation with a first of said two person identiflers with another person
.idenﬁﬁer that has a Same Person Relation with a second of said two person
identiflers; and
'g. Each of said two person identifiers has a respective Same Person Relation

with a third person identifier,
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c. A second sender indicator relating to the sender of said second person
identifier; and d. Verification Information for said second pg8M9darch 2006
identifier. 4. The nethod of claim 1, wherein said estimating further

I ncludes: a. Sending at |east one query to at |east one Person

I dentifier-Sender Indicator Database; and b. Receiving at |east one

response t-@, SPhenaithb¢aptiamd, ahersin sl Sambs et Bhndition RediBhdef £f

claim4 wherein at | east one of said at | east one query Iis a conditional

query descri byBeSsae é@rﬁaﬁﬁimeﬁmﬁﬁéﬂoé{%&r{tﬂgﬁ%ﬂg@%rﬁ@%ﬁé&é&&@ﬂn mﬁ%?%

nmet hod of claimb5 wherein said estimatin i

whet her sai . ' t _ane. LsflLes at
oast one. of Saegt BEEor REQHRERRATR SAMBT o dor R Sian B iuR0es BERSLAES
Verification rdition that s descrihbed in said at |east ope query. 7.
The et hod o S BRBNPEWaEHH P TesFa0S ana F-erchon BMALS SRIaCis HPTLRELIoND
the first persopn.identifier and said second person identifier have a Sane
Person Rel at (%9RSISHRE Ofncl udes at |east one relation between two person
identifiers selected fromthe group consisting of. a. Said two person
identifiers i nciﬂud-@emb@fﬁhipzeﬂsan%ﬁtstﬂmsabemmid\seomm? amssiadeiin afdommon

I ncl ude portions that are identical except for spelling differences; c. A
first of said twointegmbmesdegs; fiers i ncludes an abbreviation of a second
of said two person identifiers; d. Said two person Identifiers include

nunerical ly cl ageAneRARNBLINEES a tinfe sSJ ﬂsiﬁ@s?ﬁ%é%rsis%ﬁ%h&iaeﬁrﬁeiiﬁﬂ ude

geogr aphi cal | y dose geographical paraneters; ectory recor

associ ates a persg&&%&%w&ggn as a Sanme Person Relation with a
|

first of said two person Idet rers’with another person identifier that
and g, Ench of Sahdeeiph BaMker a Felktic neneokaldierSt A sender SaRR Pistson
Relation wit h_ a I%'nre]ziségg an %nre.ia e tniet’cvifoerrk' ad%df'egslof'vaarsggdép gfesaid second
message;
d. Afirst secret contained in said first message and a ser.:.ond. secret contéined
- In sald second message being derivatives of a commeon secret:
 e. Afirst secret that was sentfo a sender of said first message and a second
secret contained in said second message being derivatives of a common
secret; and
f, Each of sald messages having a respective Same Sender Relation with a
third message.
| 9 The method of claim 8, wherein said relation between said reliéble network:
-address of said sendesr of said first message and said reliabfe network address of
sald sender of said second message includes at least one relation selected from
the group consisting of:
a. ldentity of said reliable network address of said sender of said first message

and said reliable network address of said sender of said second message;
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8. The method of claim1l1l, wherein said Sane Sender Condition is satisfied
If a nessage containing the first person identifier and a neS8$ddarch 2006
containing said second person identifier have a Same Sender Rel ation that
i ncludes at |east one relation, between a first nessage and a second
nmessage, selected fromthe group consisting of a. Menbership of said first

message and sai @, SMeMBErsHRS 74 Lohitndh SAHIHRAY oﬂkfaf%areﬁ#engsﬁe%?étﬁvorz@aa@esseco g

rel ation between a tinme said first nessage was sent and a tinme sal

nmessage was sent t cP@ISY‘ﬁ'%@ .
sender of said flgssﬁ&s‘%reﬁ&s%adf%g’ a reﬁag%ﬁ}e‘a%gt ’é}ﬁbiéﬁﬁéﬁ‘é@ﬂg%@@sgé’ﬁgéﬁ of
said second ness I contained in said first nessage and
a second secret C%%ﬁgeﬂgﬁé{jﬁegér@ @g%ﬁ%’ nmessage bei ng derivatives of a

t A f t hat t .t d f d f t
ressage and a sbola SRR GHlABls AeAB A s o0 sSlLHIaras sagdakinesage
derivatives of a common secret and f. Each of said nessages having a
respective Sane Séhdaaidealiableoetworiaddressiof saidiandes of saidBesondmessage

claim8, wherein said relation between said reliable network- address of

sai d sender of saby acammonesgageationy sai d reliabl e network address of
sai d sender of said second nessage includes at | east one relation selected

from the group.cgeicfishitiretibbla ndtiomn aadfeeé ofS4id sreﬁhbaef %xﬂ%{ﬂﬁéss”é&g ess
a

of said sender of said first message and said reliable net ddress of

sai d sender of sah@4s8rOBHaBE mgﬁ

common sub-network of sai garel Iab rg%ﬁgr% é%%gfégggg& salgggé@@ng%rgsgggsai d
first nessage and rk address of said sender of said
second nessage; Cbiﬁégf%% Sdl ég'?'g%ﬁ%e net wor k address of said sender of
said first nessa e work a res of sai d sender of

sai d second rre?sggﬁe °E§a’ @?H‘B g?’@%rﬁdgﬁ 1 sepdenpf said drstenessqce

net wor k address of said sender of said flrst nessage and said reliable
networ k address cAndsaid relishie nebyork siddresscefimnidreenderof said second message

by a commeon Internet Service Provider:

. Use of said reliable network address of sajid Sender of said first message
and said reliable network address of said sender of said second message
by a common Internet Service Provider Point of Presence; and

gd. Association of said reliable network address of said sender of said first
message and said reliable network address of said sender of said second
message with close geographical locations.

10.The method of claim 8, whereln at least one of said reliable network addresses is a

- reliable network address selected from the group consisting of; An IP address, an
IP address together with a UDP port number, a TCP session handle, and a
physical interface identifier.

11.The method of claim 8, wherein at least one of said first and second secrels is a
secret selected from the group consisting of: A secret kept by a device, a secret

“HTTP cookis, a secrst HTTP secure cookie, an SMTP header, an HTTP header, a
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by two rel ated organi zations; a. Use of said reliable network address of
sai d sender of said first nessage and said reliable netwrk 3qddviesehd®006
sai d sender of said second nessage by a conmon Internet Service Provider;
f. Use of said reliable network address of said sender of said first
nmessage and said reliable network address of said sender of said second
nessage by ahauiwee idertiifiena s@gevkapt ifPacofielre Rohiponeht MckAlRBH a d8¥ice; a
Associ ation of said reliable network address of said sender of said first

nessage and sgéclef a3digidcetog beRida RREEhRFSuSE, Sasdinagoshd ﬁé?s?@t?rﬂ. 5%%9&9:

nmessage Wi th cl ose geographical |ocations. 19. The nethod alm

wherein at |eg i | S e

net wor k addresg‘_’sglﬁ%}:‘?&erd r%ﬁ%%k?éﬂ g%‘?ﬁ%ﬁ@?ﬁ ﬁ%ﬁgﬁ ﬁﬁ)&rﬁ' ?@ 3J$I$e§§£§8n

| P address t r wwth a UDP port nunber, a TCP session handle, and a

physical intertace identifier. 71 .The nethod of claim8, wherein at |east
secret selected fromthe group

one of sai d,first and. seqond secgrets is a [ |
consi st i ngqgfﬂfe ‘Re?m gtte&ﬂ'@bf' 1 W&e@@%p@é‘;‘,‘:"&d@ﬁ% identifter is serpidered §xcr et
HTTP secure ¢qQokie, an SMIP header, an HTTP header, a 56 31 March 2006
har dwar e i ded€®Hfesaldsender of srigRecpnd pessan Wentifierifpbieast onemsscrridpersona
device, a secret assigned-to a person for online use, a usernane and

password, a ddeniifier fon isteusyeaid seitbrebpersan iddhtifidd condition boPig ssletted
nunber, and a TCP session handle. 12. The nethod of claim 1, wherein said

second per soifromithe groupreconsistingef.dered to identify said sender of said
second person identifier if at |east one second person identifier

cond 10n |\ @CeskRus ARl ASB\E G WA LIRS AR 7

fromthe group consisting of. secon

usi ng an existi ngv%’ﬁc%gnfo@ra pveg,g(:_;r# Idgg’%ﬁ on of a person ldentifi eré)f?l._i ﬁgl d

second person identitier was perform ng a successful
action based on said second person identifier; ¢ Said second person
i dentifier was ™ eé%ﬁ O P&?%%E@Ph igrwas yerifiad by peHerBing:a suecessiyl @ffline
second person identjfier was verified by successfully charging a credit
card: action based on said second person identifier:
¢. Said second persoﬁ identifier was verified by successfully charging an
"account
d. Said second person identifier was verified by successfully charging a credit
card; |
- & Said second person identifier was verified by recelving online a code sent to
a mailing address;
f. Said second person identifier was verified by receiving online a code sent in
a phone call; |
g. Said second person identifier was verified by receiving, during a phone call,
a code sent online;
h. Said second person identifier was received in conditions atypical of fraud;
. Said second person identifier was sent a considerable period of time befbre

the first person Identifier was sent;

- 67



e. Said second person identifier was verified by receiving online a code
sent to a mailing address; fi Said second person identifier BdsMarchf2@06
by receiving online a code sent in a phone call; g. Said second person
identifier was verified by receiving, during a phone call, a code sent
online; h. Said second person identifier was received in conditions

atypical of frayd; ghig s%%gd%é&}ﬁid%ﬁﬁﬁé}fw%&ﬁaﬁgé E&ﬁsi&@%b%géﬁ@qjgf)@bﬁﬁegﬁ' e

period of tine before first person Identifier was sen

2006 J. Said seconﬂeqﬁ,gis é}sbg?d}eriﬁ%ﬁvgggﬁgent a consi derabl e period of

time after the first person i sent; |G Said second person
identifier was ge to a service that.fraudsters |lack. _incenti t
defraud: L. Sai & cORBRECRRR BERATHERTSErSS Soridd auschion Hirk TRudsfereratiant
online activity typical of legitimte users; m Said second person
identifier was prdUreflyede defiaidst abl e aut hori zed agent of said sender of
said second person identifier, and n. Said second person identifier was
verified using IheSaidiskednd petsoni identifierisagsnciated with significantoniinetestivitn
said estimating is effected using at |east one estimating nethod sel ected

fromthe group corgpistlofdegitimate uktse- based | ogic; b. An automated | earning
technol ogy; c¢. A neural network; and d. Probabilistic analysis. 14.The

met hod of clai nyR %&é&éﬁ&ﬁé&o%(%éiﬂf@%%%ﬁ%@ﬂtbﬁ é‘ﬁ-hé'%ﬁéb éI:Athbﬁﬁé& aB8ft

information el ement selected fromthe group consisting of a, A positive
Sender | ndi cat or CAPaN Sepdes O ST ssbondBeraERRFRAT A, T T e & A
doscri by ng a. prith S FEPIERSEPR TS WS aones dea thearettnd SN Lecond
person ide ,?é.i.lfhieenrleﬁ%tdi osirfc ai% 1S %eerel?ﬁ ;Sa%”es‘%ﬁﬂgﬂég icsme;ffected using at least one
esfimating method se!ect;d from the group consisting of;
a. | Rule-based logic;
" b. An automated learning technology;
-~ ¢. A neural nefwork; and
d. Probabilistic analysis.
14.The method of claim 2 wherein said Verification Report includes at least one
| information element selected from the group consisting of:
a A positive response;
b. A negative response;
y G, Said second person identifler:
d. A sender indicator relating to said second person identifier;
e. Verification Information of said second person identifier;

f. A score describing a probabillty that the first person identifier and said

second person identifier satisfy a Same Person Condition;
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58 31 March 2006 g. A score describing a probability that said sender of
the first person identifier and said sender of said second p8rsiarch 2006

identifier satisfy a Same Sender Condition; h, A score describing a
probability that said second person identifier identifies said sender of

sai d second person identifier, and i. A score describing a probability that
Che first : . : Cei e ¢ :
dent i 1er 15, Ori/s Seete de¥er RS protEpIRy iut RS of e flat bRl 38ner

probability that the, fi. i yfier ldentifies said sender,of the
first person identd |%ér'a%tsen8§§é€&gﬂs§$gﬁq B%’?P“&gg&ﬂfﬁréﬁ%&a MecPERFART om
t he group consi st?&ﬂo{{.: a. A probability that the first person identifier
and said second p I$%entifier satisfy a Same Person Condition; b. A

probability that said sender of the first person identifier and said sender
of said secondhpdtsenreidasatibingsr probablitythat saidsserond perenmiieniiter, identiftes
probability that said second person identifier identifies said sender of
said second perseaid semidrfaf egid skcobidffdrson identifiegaindi ng access to a secret
upon which said Sane Sender Condition is based; e. Reliability of an

address of sai di. s@nsieore destising i srobabilisMat #RVirst b&isonfidertfler ffdrtinky sﬂgl an

address of said sender of said second person identifier ¢g. Accuracy an

reliability of exig ﬁﬁé%ﬁ‘ﬁg ; in said step of estimating; h.
Popul arity of the filﬁ?%toperson |cﬁﬁfi#ﬁgﬁ?ﬂl. Popul arity of said second

55 Narch 2Du8 e haihed of EARCEY nBerl ARl erar gR R ng B aBbabfiBiiat fis At
Since char o RGEn 1HCRTIR fdariBRe AGERTISIA Shfte St BRECPIAGAHIErinbARed PBISL and
m Time el apsed since chargi nlg a crgdi t card identifi eq by said second
person iden aﬁt gpe parameter selected from the group consisting of:
a. A probability that the first person identifier and said second person identifier
satisfy a Same Person Condition;
b. A probability that said sender of the first person identifier and said sender of
said second person identifier satisfy a Same Person Condition;
- 6. A probability that said second person identifier identifies said sender of said
second person identifier;
| d. Difficully in gaining access to a secret upon which said Same Sender
Condition is based;
©. Reliability of an address of said sender of the first person identifier;
f. Reliability of an address of said sender of said second person identifier
g. Accuracy and reliability of external data sources used in said step of
| estimating;
h. Popularity of the first person identifier:

i. Popularily of said second person identifier:

j. Tendency of people to chahge a person identifier;
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16. The method of claim1l, wherein said estimating further includes: a.
Sendi ng at | east one query to at |east one Person ldentifier Qnrmgtrghm()@@d
b. Receiving at |east one response to said at |east one query. 17. The

met hod of claim1, further including the step of generating at |east one
hash of at | east part of at |east one information elenment selected from
t he group conskstﬁﬂ@ﬁ efapsed betwedn sendipg of the firdepéisbhddentifier St denarensk
person identifier; c. Afirst sender indicator relating to the first person

identifier; and d.sald secomdipesadddeptifighcator relating to said second person
identifier. 18.The nethod of claim 17 further incl udi ng the step of

deternining a si.zefiffe Slapsedbinck ¥hs L?:ﬁé‘ﬁn%éﬂ @ﬁ&f‘bfé?ormﬁgz ﬁgrscn

consi deration selected fromthe group ~ consi s i ng

confidentiality; tﬁ'rerﬁéh cceptable |l evel of false verifications. 19. The
met hod of claim1l ere| 'man entity receivi ng the first person identifier
from said send fi son |dent fier is different than an
entity receivi n§1 %ﬁ%@“ﬁ%?@%@%@ﬁﬁ it eardideniied by sid gecord PsEsan
second person iden 'ﬁﬁlfl er. 60 31 March 2006 20. The method of claiml,
wherein said step! “@?fl mating is repeated with at | east one person
identifier other than said second person identifier. 21. The nmethod of claim
1, furt her 18.dbeuneihgdiafelaioet wiierefrogsid egtimaiing furthardncluddsnt i fier froma
plurality of person identifiers to use as said second person identifier in

said step of esii Senhding atd8astBne qmiry osladleast 868 PersdrniideRtfief lﬁéétQN“%the
step of obtaining at |east one sender indicator fromsaid sender of

first person i qjanRei;emng éﬁeaglmﬁ,&rﬁggt&ﬁls%ﬁ %alﬂ%stBHétc{E&WI ncl udi ng the

step of conbining resul s of sai resul of at | east one

3/}2?%. ﬁé?”?’éﬁ%t iR .df'#%ﬁgﬁs‘ th%ﬁgecf Haseinling fﬁeeﬁs%%eghg@
at 1oast onciRREVARRRER L okl afC iupheuar pigimrts ?°“%808%€m§'£réua5“8f” a

full nane, aflrinrre a mddle nane, a |last nanme, nane initials, a
title, an country, a state, a city, a street address, an
apart nent nunber code, a phone nunber, an email address, a

financi al accoﬁntmmﬁfﬁgpersanddemﬁﬁemar d

b. Said second person identifier;
C. Afirst sender indicator relating to the first person identifier; and
d. A second sender Indicator relating to said second person identifier.

- 18.The method of claim 17 further including the step of determining a size of said at
least one hash, based on gt least one consideration selected from the group
consisting of: |

a. Information confidentiality; and
b. An acceptable level of false verifications.
1 Q.The method of claim 1 wherein an entity receiving the first person identifier from
_ said sender of the first person Identifier is different than an entity receiving said

- . second person identifier from said sender of said second person idehtiﬁer.
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nunber, a bank account nunber, a governnment issued identifier, a social
security nunber, a driver's license nunber, a national |D nugheparah 2006
passport nunber, personal characteristics, a height, a weight, a gender, a
conplexion, a race, and a hair color. 25.The nmethod of claim1, wherein
the first person identifier is sent via a network selected fromthe group
conpri si ng: ) r I aet ALyt : a
200THE Eﬁeﬂ%@ﬁf B9 Whae?%]n s%[c? ?)tjr%E of f%?"ﬁra?é@tﬁe rep%%rtéd ﬂﬁﬁ%?fé%st

d
CATV data network and a nobilé d net w temtor veriftying a
first person | A pri.Si nN@.. .. A Recei ver for receiving a
Verification ﬁ%ﬁ%@?hﬁ‘ﬂ%&ﬁ% Hﬁ%’ﬁ@a? S?lgtseﬁgﬁgé’ﬁrsqrhlgﬂ‘f'ﬁ?rer; and 61 31
Mar ch 2006 4. Veri ficatipon Estjnator for, estimating whether the first
person i delﬁ'rﬁ'&%m%'f‘ﬁd °€°@E‘E8n§-‘%@ﬂ’§?ﬁ#—"§‘%m@ steprof chopsing ‘&ﬁ@’aﬁﬁﬁp@r son
Condition, faor estimating whether a sender of the first person identifier
and a sender identdfigr froseadieralityrt pessonigentifiers o dseiax said ssaprd Beisebr
Condi tion, and for estimating whether said second person identifier
i dentifies sddentiieniresaidistampfiestimating. person identifier. 27. The system of
claim 26, further conprising a Reporter for sending a Verification Report
| ndi cat i ng22/®idwethdieoildlairi 1 pRIFBENIHCRING fHeastep OF bbtdihiRg £ 4kt dnBdehdef
the first person identifier, said Verification Report being based on

out put  of saiimiyﬁbifrbﬁﬁééi&@enﬁéféf’mtgg{r?} %ﬁ?@%ﬁﬁﬁﬁf emof claim26, further

including a Person ldentifier Drec ‘e for sending a query

to a Perso Lol er Dir.ec B~ r n t al ery,
said res po%ss‘gﬁl’ t% %%&Sgeoé %@ﬁsg%%{u?gﬁ %ﬁ%ﬁpﬁﬁgﬁ'&%@@mﬂ% °§§§f&ém of
claim 28, further,including, at, |.east. one said Persopn |ldentifier L reciory.
S0° The syt EntiBRtng St roathes or atiaact cia el Gea o pEvariRg: peron Jentiey

| ndi cat or D%gabase eréil\/bdul e for sending a query to at |east one Person
| dent i fi erd4.$8RdRethed @f glaimr 1, whegsiast Ieant onegerson identifier splsated framdhed
query, said response then used by said Verification Estimtor. 31. The
syst em of cl groupdsansislingrofthe ficst person idenfifesrsndosaid secandPperan identifier

I dentifier-Sender |1ndicator Database. 32, The system of claim 26, further
i ncl udi ng a irehideSat teast ohefinfonpation aldméentdield?ad fronPiiR %@&b cnstingAsh a
part of at |east one information el enent selected fromthe

full name, a first name, a middle name, a last name, name initials, a title, an

address, a couniry, a state, a city, a street address, an apariment number, a zip
code, a phone number, an email address, a financial account number, a credit card
number, a bank account number, a government-issued identifier, a social security
number, a driver's license number, 2 national ID humber, a passport number,

personal characteristics, a height, a weight, a gender, a complexion, a race, and a

hair coler.
25.The method of claim 1, wherein the first person identifier is sent via a network
 selected from the group comprising: a Wide Area Network, an Internet, a private
 data network, a CATV data network and a mobile data network.
. 26.A system for verifying a first person identifier comprising:
a. A Receiver for receiving a Verification Request including the first person

identifier; and
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group conprising: a. The first person identifier; 62 31 March 2006 b. Said
second person identifier; c. Afirst sender indicator relatin81tiaroch 2006t
person.identifier; and d. A second sender indicator relating to said second
person identifiier. 33. A nethod of verifying a first person identifier
sent by a first Sep‘dﬁr e conBri sing: ~a. Receiving a Verification Request
i ncl udi ng the fiPst Beflcationdestimatoetor estimating mheihertheifirstparsen idemiifiec668 S
a nessage sent to an enmmil address; «c¢. Estimating whether. |I. The first

person identifier #RPCoBH Persan dentiteresdishos Safne PeSOEComifien ToF88ithating:
Ii. The first sender and said first user satisfy a Sane Sender Condition,

and iii. said emai Whathtresseriddeof tHe first persendaentfes andPbshdd ot Rdidisss
regi stered said emai|l address. 34. The ng?hod of claim 33, V\he(rbgi@%] sal (Pnd

emai | address is rpgisanddentiien o H%ah@%lério‘e"ﬁ;ﬁo:{'[dﬂioﬂ‘]ahgjéfl%tfn&%riqa?: Pgt

Service. 35. The nethod of claim 33, whereint step O

user can access a yy Ll.=addr e conprises: A..Sending a
secret to said enmail agggﬁrgs&‘%&gﬁg(&g%@%bt}ﬁ%dgﬁn lﬁ%%ﬁ??'ﬁ%@%ﬁ'@%@@? t
fromsaid first u . net hod of claim 33, wherein said enail
address i s consi dgﬁrﬁoﬁgﬁnﬁgﬁq‘ify said second user if at |east one

condition i u sai qQndi tion chosen fromthe group consisting of: a.
Sai d eni | bZz?g{ee *%Qﬁ&faé@t% fusiher qamprising & Reporteriforseradijemt \brificatidn
second user; b. S ig_ emai | address was registered In conditions atypical of
fraud, 63 31 Mﬂ wobng whether therfirst pedsbreidentifier Idegiifisscsad sanaensi el e
period of tinme before the first person identifier was sent; d. Said enall

address was Refsonddentifierasaid Verifieatidn Reportifihdbaddd'Bn et r sAf viifickion

person identifier was sent
Estimator.

28.The system of claim 286, further including & Person Identifier Directory Query
Module for sending a query to a Person Identifier Directory and receiving a
response to sald query, said response then used by said Verification Estimator.
28.The system of claim 28, further including at least one said Person Identifier
Ditectory.
30. The system of claimn 26, further including a Person Identifier-Sender Indicator

Database Query Module for sending a query to at least one Person Idenfifier-

Sender Indicator Database and receiving & response 1o said query, said response

then used by said Verification Estimator.

' 31.The system of claim 30, further including at least one said Person ldentifier-Sender

Indicator Database.

32, The system of claim 28, further includinig a Hash Generator for generating at least

one hash of at least a part of at least one information element selected from the

group comprising:

" a. The first person identifier;
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e. An email nessage was sent to said email address a considerable period of
time before the first person identifier was sent f. Said enai B1akarefs2006

included in a marketing dat abase; g. Said enmail address was sent to a
service that fraudsters lack incentive to defraud; and h. Said email

address is assocjated with significant online activity typical of
legitimate user Sb. Said seconc? pgrscn identifier;

C. Afirst sender indicator refating to the first person identifier: and
d. A second sender indicator relating fo said second person identifier.
33.A method of verifying a first person identifier sent Ey a first sender, comprising:
4. Receiving a Verification Request including the first person identifier;
b. Verifying a first user can access message sent to an email address;
¢. Estimating whether:
I The first person identifier and said emall address satisfy a Same
Person Condition;
ii. The first sender and said first user satisfy a Same Sender Condition;
and
ii. said email address identifies a second user, said second user
registered said email address.
34.Th§ method of claim 33, wherein said email address is replaced by a unique
identifier in an Instant Messaging Service.
35.The method of claim 33, wherein the step of verifying a first user can access a
message sent to an emall address comprises:
a. Sending a secretto -said email address; and

| b. Recsiving a derivative of said secret from said first user.

_36.The method of claim 33, wherein said eémall address is considered to identify said
:second user if at least one condition is true, said condition chosen from the group
consisting of:

a. Said emall address was created by a trustable authorized agent of said
- _second user;

b. Said email address was registered in condltions atypical of fraud;
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31 March 2006

. Said emall address was registered a considerable petiod of fime before the

first person identifier was sent;

. Said email address was deliverable a considerable period of time before the

first person identifier was sent;

. An email message was sent fo said email address a considerable period of
time before the first person identifier was sent;

Said email address is included in a marketing database;

. Said email address was sent fo a service that fraudsters lack incentive to

defraud; and
. Said email address is associated with significant online activify typical of

legitimate users.



