WO 03/ 079708 PCT/ US03/ 07345 DETECTI NG A H DDEN NODE | N A W RELESS LOCAL
AREA NETWORK BACKGROUND 5 1. Field of the Invention [0001] The present

i nventi orwgenerahsy relates to wirel ess | ocal area networ PET/USDS/@7345
particularly, the present invention relates to detecting a hidden node in a
wirel ess | ocal DETECTINGW HIDDENNODIS INiIOWIREIESS NO®SLAREAATt [ 0002]
Computers have traditionally conmunicated with each other through w red

| ocal area networks ("LANs"). Howe WETWORK t he i ncreased demand for nobile
conput ers such as | aptops, personal digital assistants, and the |ike,
wireless |local area networks ("W.ANs") have devel oped as a way for
conputers to communicate with i s Ba<IKGROEMNDhr ough transm ssi ons over a

Wi rel ess di umusi ng, radi o.signals, infrared signals, and the |ike.
[0003] 1 nnﬁ'r de&{e?)d %&Bﬁﬁ’t‘@nﬁl‘?ﬂ eroperability of W.ANs with each other and

w th w redioobf\N$he

internati o%al.ﬂg?anglg%ﬂt%r% nﬁ%%\él\r%raﬁ@ggfégﬁlo W%eﬁi%l% %QQ%%%%%&SMA%%M d was
desi gned tprrpewdadntthepssent wivehtiomhel6s toaletecting @ hiddee nade mr WiEkEssdo&iwi r ed
LAN, while %\é&v&oﬁg data to be transported over a wreless nmedium [0004]
Al t hough v provide users with increased nobility over wired LANs, the
qual ity of communications over a W.AN can vary for reasons that are not

present in wired LANs. For exanple, stations in a WLAN can conmuni cate
wi th otther?25 sPgsqrphen phthe Felapg hrough an access point ("AP'). Mre

particul ar i ! . LSSl n i thi.n which the
Pt on ool o002EEboRiR 00 1 fBnlf GoftubhiBISTLAR B0, LRRC e Ve,

st ati ons |localtazeh mdttvbika (fIANS't)r Fosvavess indth thaitgecasahdaeinddbr soBial s
transmtted by the station. After .dete tin? signals transmtted by the
station, t terﬁé“%%??é?ptgﬁsai’?’@ﬂ%al%t ststangs, achtredike; Wirglges lecadaigas unt i |
the wirel eggwiRAI(UWILIANSS ﬁ@vefc{e_‘}@lofné@g 4 Waf FARLRpREOY% ctoﬁﬁ’nlﬁﬁﬂatté Qz?t‘tll However,
because a station can have a limted transm ssion range, other stations

| ocat et outash @éhesthropghstransemssivins oivera wiralges medipinasingradio signals, infrared

signals, and the like.

o

[0003] In order to promote interoperability of WLANs with each other and with wired
LANSs, the IEEE 802.11 standard was developed as an international standard for
WLANSs. Generally, the IEEE 802.11 standard was designed to present users with the

20  same interface as an IEEE 802 wired LAN, while allowing data to be transported over
a wireless medium.
[0004] Although WLANS provide users with increased mobility over wired LANS,
the quality of communications over a WLAN can vary for reasons that are not present
in wired LANs. For example, stations in a WLAN can communicate with other

25 stations in the WLAN through an access point (“AP”). More particularly, each station
can have a transmission range within which the station can transmit signals to an AP
within the WLAN.
[0005] Other stations located within this transmission range can detect signals
transmitted by the station. After detecting signals transmitted by the station, these

30 other stations can wait to send their own signals until the wireless medium is free
from traffic generated by the station. However, because a station can have a limited
transmission range, other stations located outside of this transmission range, typically

called “hidden nodes,” can exist in a WLAN. These “hidden nodes” can send signals



cal l ed "hi dden nodes,"” can exist in a W.AN. These "hi dden nodes" can send
signals 1 WO 03/079708 PCT/ US03/ 07345 across the WLAN that can col lide
wi th si gmab3setws by the station. This type of collisionPamiEosgr3is omt he
presence of "hidden nodes"” is typically called the "hidden node problem?™
[ 00061 Theawods|the WirANfthatess agjiide méthusignatsgsefit ipnthe biatidii dhisnypeasfe pr obl ent'

can 5 create.unacceptabl e, perfornmance. and reljabilit rohl ens .in a W.AN
For instan® %ISIO%%ﬂﬁﬁggg’atagp’quﬁqceiog ﬁ%ﬁ@‘?? Jelftwc%ﬁ%gﬁllleaéli‘gﬁ“ be

resent accggddigebies’t he | EEE 802.11 standard. However, resending the
nmessage can del aégt he receipt of the nessage at its destination. In
addi tion, HA06] Theeollisine sEmgesagesreatiing fremadid i hiddevanodelpaoidwinticmi n t he

W.AN. Such I d i.dt h t f f her .i o nessages
et ney ot e St Rec R BRRNite &B0 TR Rt e A il SRS 1y
probl ens i gachhgesioRthat BMMNRYted 130DIIISIBE Cfﬂf PSRNt hHMRHihE @ tHegEREeS tO

detecting a hidden node in a wireless |oca is area network having a first

station, aS®etbsiandardtHeweveirngsendingthe mespage san delay theacesiptmbitha v

enbodi nent i t]0 : ~.where the sage is
ent as.a Berags pfettesilafibn R SR AECH AR 308G YITESLOE JBIEREE 2
send the besdsdadh ih thet WEAN Ot delak iand barkive dheoastnsion daanfleervth@cei ve the
nmessage fromthe  access point. |n response tq receiving the nessage, the

second!%t SPPHASEHFIEIFEL koS dhe MlAN baghrsretingperfamaneeand ishability wher e

the acknow,eaRaEALWN ARG sent as a control frame. The first station can
nmoni tor for the acknow edgenent sent fromthe second station to the access
poi nt. [00081 In another exenplary enbodi nment, the access point can send a

nessage to the second station, V\hmgessage can be sent as a data
frame. The second station can 25 he nmessage fromthe access

poi nt. I n [DEOPOTEEpiesont AFChNSIEIiRa0 WBREANEa hidden n&RGARyBLILI19 CaN send
an acknow edgenent to the access point, where the acknow edgenent can be

sent a¥ a FeHRPWBIOTK haweg 2 firet stetipwta sseend wationamdiu ascesstrioint. eesage sent
£ om e SBara0%hgbiin 6 LGB AP AR Re MBBRHAS! o 1
t he sent as a data frame. After receiving the message, the access point can send the
message to the second station. The second station can receive the message from the
access point. In response to receiving the message, the second station can send an
20 acknowledgement to the access point, where the acknowledgement can be sent as a
control frame. The first station can monitor for the acknowledgement sent from the
second station to the access point.
[0008] In another exemplary embodiment, the access point can send a message to the
second station, where the message can be sent as a data frame. The second station can
25 receive the message from the access point. In response to receiving the message, the
second station can send an acknowledgement to the access point, where the
acknowledgement can be sent as a control frame. The first station can detect the
message sent from the access point to the second station. Furthermore, the first
station can monitor for the acknowledgement sent from the second station to the

30 access point.



30 access point. 2 WO 03/079708 PCT/ US03/ 07345 DESCRI PTI ON OF THE DRAW NG
FI GURES [ 0009] The present invention can be best understood by reference to
t he fol | owbrg/o7ddes ai | ed description taken in conjunction WCTHUSOS1@7345
acconpanying drawing figures, in which [ike parts nay be referred to by

i ke nuneral s: 5 [ 0O010PESCRIPTIGN OFSTHE R AWING ¥IG@IRESeven | ayer nodel ;

[ 0011] Fi ows an, exenpl ary.extended seryice.set in_a_wreless |ocal
area net 389@]( a PARFOR lr’f’%ng’? ca P&be§ ‘ﬁ“géré??ogﬁé(ﬁﬁﬁeéﬂnﬁefqt@ﬁ/f AgPam

i 11 ustrat igginaideRiDtish aes iPlondlRtibARNAH He ﬁcco\“}ﬁﬁdnégriwqg ﬁlﬁrm%'s,QH 4 shows
an exenpl ary enbodi nent of the hidden node proble [ 0014 1g.” 5 shows an
exenpl ary vduelubkeparts may bereferradiabydie fuoBtdd: Fig. 6 shows an exenpl ary |
fl ow di_agr f..a pr,ocess that, can.be used to .detect a hidden node; [0016
Fig. 75shdw@$lgxg7ﬂﬂwa?ra§‘eﬁglﬁ'aléfy{}§gfevc?3ﬁa3ﬁén1°r‘il§fuded inaframe; and 15
[0017] Fi qooBi]ShevissidivseneiBhplyy SeaurRAGervle skt RIPwREERABER 3reaDETAI LED
DESCRI PTI ON [ 001 JIV In order to provide a nore thorough understanding of the
present | MEERKANWLANS:; f ol | owi ng description sets forth nunerous specific

ke 1t ST Rah o A A R AL AN el BERRR R 0

i ntended a¥LAN;i mtation on the scope of the present invention, but is
intended to praovide a better description of the exenplary enbodi nents.
[ 0019]1°W tlﬂof%fFége%%WS&nﬁxaﬁplfW %mg%é&m%‘l frthe bidderBdePPRIgRE nodel i s
shown, whi r t mrarielcy| twor ki ng system
di vi ded i 4?@1@%?%%?@%@??\%&? %q%gﬁe respgcét;alcd\}%%gﬁncti onalities. In
parti cul arf0013]&igevshowsapexsmplacgy fiow didgyan ofih praoger thatlddd beasedkwpondi ng to
| ayer 1, d fFa I'rzillE1 | a 8 104 corresponding to layer 2, network |ayer 106
correspondf213 ﬁt‘[lhl 8’98%5 %, transport layer 108 corresponding to |ayer 4,
session | 3_!!916] IHS. TeHoWRRRREHPEr) ReddayBht dan RIASEM@EH 1Tk ¥Rl 112

[

correspon nlq7 to
15 [0017] Fig. 8 shows an exemplary sequence of frame exchanges.

DETAILED DESCRIPTION

[0018] In order to provide a more thorough understanding of the present invention,
the following description sets forth numerous specific details, such as specific

20  configurations, parameters, examples, and the like. It should be recognized, however,
that such description is not intended as a limitation on the scope of the present
invention, but is intended to provide a better description of the exemplary
embodiments.
[0019] With reference to Fig. 1, an exemplary OSI seven layer model is shown, which

25  represents an abstract model of a networking system divided into layers according to
their respective functionalities. In particular, the seven layers include physical layer
102 corresponding to layer 1, data link layer 104 corresponding to layer 2, network
layer 106 corresponding to layer 3, transport layer 108 corresponding to layer 4,
session layer 110 corresponding to layer 5, presentation layer 112 corresponding to

30 layer 6, and application layer 114 corresponding to layer 7. Each layer in the OSI
model only interacts directly with the layer immediately above or below it, and
different computers 100 and 116 can communicate directly with each other only at the

physical layer 102. However, different computers 100 and 116 can effectively



30 layer 6, and application |layer 114 corresponding to |layer 7. Each |ayer
in the OSI nodel only interacts directly with the |ayer imedi ately above
or bel ow wD,03amdo8 di f f erent conputers 100 and 116 can comPeAiusat/er3ds rectly
with each other only at the physical |ayer 102. However, different
conput er s co@@mumidate a6theaame ﬂiyecuﬂilwgtgnmon\m@@rtd)s? HEEXRGPlel F0BE07 345

icate at th | tocal.s. F le, i
exenpl ary OB ERPoN G B Q0 &t SO At iaiiieb: 116 at
appl i cat i Odfghlaé/tﬁfn 13{4 10% LRRORGAEN D Framb 'ﬁ%ﬁ?aﬁﬂlfé k/éﬁﬁwo%mhgm%f 114 of

conput er 0 through each | ayer below it until the ffanme reaches physical
| ayer 102. Oﬂibroﬁlrgb@@clslau@nbeﬂm@ﬁ umélﬁmaﬁrmma@ms pbqu}@ycaloz axlerfreme of

conmputer 1 hr.o si cal 102
it the FAABEEARAIRLES AR G THEDE CORIR TIR ored8g rpEh0 1 The
| EEE 802. ldachiaptatsaefphysivaligfee 362 hﬁlﬂ&he ﬁama ré@hmﬂpﬁcéndﬁhé% 114 opper at es
at the data |ink Iayer 104, which corresponds to layer 2 of the OSI seven

10 |ayer risgEterddédescribed above. Because | EEE 802. 11 operates at |ayer 2

The same ot o R Dl et B PR e SR ST Ty er o

and above mratdmeatuﬂnmdma dnlofayet 1E, ndicdvaokregmindatd Myér nosiHe OST B&redat a at
layers 2 and bel ow. Accordingly, |ayer and above can operate

i denti &al | y‘?rﬁn‘?‘%gaiségﬁr‘%’ &?‘?éeégeE%N iﬁgEtsl% Il peeragis 2t lpyenSoihaQS]

Fur t her TOr Ryerk BOE SO, RERBERE TR esvhfo eﬁa&eac% 4 éaifeepro{og&ér d| ess Of

whet her a wi red” LAN or V\gAN i S used. g 11 Wt t?erence
exenpl ary usrd MMWlW@bANSOEuﬁhmm flayrenss3 amimhlca‘cb@mmwage bf) t he

205, and 2860 ath el AP ER et A e LR I peSeseBobbera 20

stations 20 abdvstal dpefute niicalid ig HEIPEEY02WiRéd CAN etaﬁ tﬂémisﬁ 902cpﬁnect to
the WLAN, _which_can be nobile, portable, stationary, and the |ike, and can

be ref & r eWLAN-aEugthsmor pggss Ranehpem sentedrwitlethaspme ittedadearsgardosslof For

i nstance, @& tah\gﬂ?(ggﬁhpmﬁéﬁsuggéop conputer, a personal digital

assi stant, an I'on,” a station 204 can support station
servi ces s[oozn]awltauemambe eeFiigo2), andg anip enette@idd@Brvides se 200y whitdl fomas y of 25
data, and t l.i ke
AN accordmg to the IEEE 802.11 standard, is depicted having basic service sets
(“BSS”) 206, 208, and 210. Each BSS can include an access point (“AP”) 202 and

20  stations 204. A station 204 is a component that can be used to connect to the WLAN,

which can be mobile, portable, stationary, and the like, and can be referred to as the
network adapter or network interface card. For instance, a station 204 can be a laptop
computer, a personal digital assistant, and the like. In addition, a station 204 can
support station services such as authentication, deauthentication, privacy, delivery of
25  data, and the like.
[0022] Each station 204 can communicate directly with an AP 202 through an air
link, such as by sending a radio or infrared signal between WLAN transmitters and
receivers. Each AP 202 can support station services, as described above, and can
additionally support distribution services, such as association, disassociation,
30  distribution, integration, and the like. Accordingly, an AP 202 can communicate
with stations 204 within its BSS 206, 208, and 210, and with other APs 202 through
medium 212, called a distribution system, which forms the backbone of the WLAN.

This distribution system 212 can include both wireless and wired connections.



[ 00221 Each station 204 can conmmunicate directly with an AP 202 through an
air link, such as by sending a radio or infrared signal between WAN
transm t two93amdos r ecei vers. Each AP 202 can support st at iPeA/GSes/0i3ees, as
descri bed above, and can additionally support distribution services, such
as associ g0bz3], Withsefesamee &t Figs,2 & 3juaderitheituroent IERE 802.41 ismndara,mich he |ike.

Accor di ngl AP 2 ca n| ca e ati thi nits BSS
206, 208, o2t i) fe GRRTGR R asf@%afﬁaﬁfﬂh’gﬂ‘ RB267 ihp 650 Cal | od
di stribut i1RosY¥atpaMor WBHLIRLOS, &rbﬁo b%%@@ﬁl%llﬁfwﬁﬂﬁfe%ﬁ‘é' to FigBSa

distribution system 212 can i nclude both wrél'ess and w red conhections. 4
WO 03/ 0797@810@(20,11%9135@178%&1(3(@@23%% $tht10r52(éir@rm&uthmﬂéa’g:dto 2ndand 3, under

t he current E 2..11 ar a t th 04 nu be .aut henti cat ed
{0 and e cperRrET AR5 09 s T ook FiBodnan BB ise S Atz as 206,
208, or 2lhmieePirdinBepes, sucﬁasﬁﬁlfn@rtyp@@qla&@aﬂm)w&au@nzmwlb@ﬂe21914 begi ns
in State 1 (300), where station 204 1's unauthenticated to and 5

unassoci at@gheptieate amm@aP262, andrihslike.e 1 (300) stati on 204 can only use a

l[imted r h I wstatlon
204 to | oc pg‘ﬁa%gtfatlau? g%nlh\égsgfu Hytat)dlﬁlaerlllag\%egz%gem a}édfl§ % %h?? S% | f
station 20An$ecteastuvd SiutaR(3Rntwiat eiatic0804 8 adtheAlicatéilo atnhen statl on 204
can be elevated to State 2 re station 204 is authenticated to and

02), whe

10 unaé“sodF‘&?@GlaWdtW@H’éA@g%Zzﬂ Stﬁteé%t(é%) stafiam 204 capyuseiad it uEtist use a
limted nueh, station
204 to assocl at et%\n E an Smé&%tﬁtﬁﬁ aﬁgﬁ%%ﬁtox?ggéglﬁﬁwﬁs&gﬁ %{;ng4 t hen
successf ul202, asktheilikees or reassociates 308 with AP 202, then station 204
can be ele 0..St 304 ere . station 204 i t.he ted to 15
and assommﬁéﬁdﬁﬂa 0 Ebzgglfng}“ﬁ’e %3530‘(1%*8%?”%?58?1@‘[95%9% @dﬁf’é any frame
types to GOBRMRHGRICH MnttR AR addo Snde mn@? Wwhét 5@flsn 204¢ dhilchfca . | f

station 204 receives a disassociation fication 310, then station 204
can be!% r aandliassaginiefl wish &P2Q2. In State B (3 natateon 304 can asé myﬁ@ne typenitor ecei ves

Stare 1. urhsp e hinTohP e e Bl 28 B 4B, BRalfnrife” T O 1O

aut hent i cakedvdsa dbdsésvifivh ndBSicabh H0Ntheh SAEOH SHY cardbt tr&RRionsd Yo Hidte
associated with one AP 202 at any tine
2. Furthermore, if station 204 then receives deauthentication notification 3 12, then

station 204 can be transitioned to State 1. Under the IEEE 802.11 standard, a station

20 204 can be authenticated to different APs 202 simultaneously, but can only be
associated with one AP 202 at any time.
[0026] With reference again to Fig. 2, once a station 204 is authenticated to and
associated with an AP 202, the station 204 can communicate with another station 204
in the WLAN. In particular, a station 204 can send a message having a source

25 address, a basic service set identification address (“BSSID”), and a destination
address, to its associated AP 202. The AP 202 can then distribute the message to the
station 204 specified as the destination address in the message. This destination
address can specify a station 204 in the same BSS 206, 208, or 210, or in another BSS
206, 208, or 210 that is linked to the AP 202 through distribution system 212.

30 [0027] Although Fig. 2 depicts an extended service set 200 having three BSSs 206,
208, and 210, each of which include three stations 204, it should be recognized that an
extended service set 200 can include any number of BSSs 206, 208, and 210, which

can include any number of stations 204.



[0026] Wth reference again to Fig. 2, once a station 204 is authenticated
to and associated wwth an AP 202, the station 204 can comrunicate with
anot her sweatwsom7294 in the WLAN. In particular, a statiorCI0Bogers4send a
nmessage having a source 25 address, a basic service set identification
addr ess (" BRABD" s ngted earltbssWILAANY eam pravide esss with indreasad smbilitygd AP 202.

The AP 202 . I St Byt e nessage to the . statio 4 _specified as
the desti nac§1?1§%ﬁ%§3? g’sniedilf@?’ig’uh@&qé@@% #ﬁ?%ﬁlﬂﬁﬁ P6H aqggg%g‘?gl can
specify a shotfopreaddid that atd ot yReRNBRIVIZIOL AROBFoExadible, a@WedcRibad e BSS
206, 208, or. 210 that is linkéd to the AP 202 through distribution system

212. 30 [ oG%thregard fohigh2 Fstefions 284 spe cemppnisaiesritieathspstatians 264 threagh havi ng

t hree BSSs . h i.ch_include three stations 204, it
shoul d ge raég\%gznqzz?%oﬁeﬁ:{a&gtléu%&yéggcgln%%knggﬁvﬁa% éa‘éee?' TSR TP W&@H’any
nunber of B&Ssh 2fifon 2@%an anadsmit Gignwlite in APDV2iviglitdie: WHANUDIESeR Stations

204. 5 WO 03/.079708 PCT/ US03/ 07345 [0028] As noted earlier, WANs can
provi de us&REORT 1M Witkip 8 W E AN M) haveitigrant tragppissionannges, dapeeding pnkhe but

the qual i tﬁh&ﬁct@ﬂéﬁ&% B{ %ﬁltsde@féés 38 "as @fa%(ﬁ@%or‘é?%% feg%hﬁnecﬁlgﬂn(feﬁ} hat are

not present in wre . For “exanpl'e, as descri ove W CF’egard to
Fig. 2, stasidasstaion 204dcarbavemdiffetent whnsmisdidrerangt diaharaptdpdsddysough 5 an
AP 202. l\/brt?.ga%gjtcul arly, each station 204 can have a transm ssion range
wi t hi n P wh@H%¢%ti on 204 can transnit signals to an AP 202 within the

WLAN.  Di f f 020y Wisdnad dt@ith 0Arabistolts B stml¥ M e R \endisfatishesa ddhajas i ssi on
ranges, deiendl ng on the characteristics of the devices used as stations

204. For e avithin theriememissipaviegs ofithestation 2Merinemit2iog tlcasigiedy Ehase

di fferent J: SSI [ than a l.aptop used as 10 station 204. [0029]
When a st alol{h%ﬂa%%&t@gr%ﬁnﬁgt%aatﬁ% ?rﬁﬂ%?l%?‘iﬁ 'ﬂ,&ﬂgf@'ﬁ}’va tt?lé‘?ndsrﬁﬂf P¥As 204 can
be | ocat edignalt himil thbeifelean szt BrirdedRge taffid S8oditad Wah tROFadshangm tting
the signal.. These other stations 204 can detect the transmtted signal and

can wai't t §158&ndlaFRIFE apdpscribpd pkave. barense asiionqapihevsa igdiedm i s free from
LAt A RARALAth UhhE dl oL ARSIl SulsBic VeI ean AR an B9, HERFY | DO

above, because a statfdn can transSm ssion T er
stations | odliedetiddian aodies, Dfanteniss it 4 WISAN S These “hidiga notiyicankénd sigald ed

"hi dden nogcercs)és"thec %Eﬁitﬁéi clalrll cglli\c/i%evl\ilt'h s-{gr}l% sese:lthli)}gi tc}ilgr;ta?igg.e %Illisct%e gfend signals

collision arising from the presence of “hidden nodes” is typically called the “hidden

20 node problem.”
[0030] More particularly, Fig. 4 depicts an exemplary elhbodiment of the “hidden
node problem.” With reference to Fig. 4, stations 204a and 204b are both
authenticated to and associated with AP 202. Furthermore, station 204a has a
transmission range 400 and station 204b has a transmission range 402. Because

25 station 204a is not located within the transmission range 402 for station 204b and
because station 204b is not located within the transmission range 400 for station 204a,
stations 204a and 204b can both send messages to AP 202 during the same time
period without being aware that the other station has sent a message to AP 202.
Specifically, station 204a can send message 404, which can be detected by stations

30 204 (Fig. 2) within transmission range 400. Because station 204b is located outside of
transmission range 400, station 204b cannot detect message 404. During the same
time period, station 204b can send message 406 to AP 202, without being aware that

message 404 is also being sent over the WLAN. Message 406 can be detected by



across the WLAN that can collide wth signals sent by the station. This
type of collision arising fromthe presence of "hidden nodes" is typically
cal | ed t hwo'odioddesr 20 node problem ™ [0030] More parti culPamluse3/Figs 4
depicts an exenplary enbodi nent of the "hidden node problem”™ Wth

ref erence statidhis.044Figs2 awitbingradSrbsssmndaR@M02a Bechee statian 2hénisiloated t o and

associ ated wi.th AP 202. .Furtherpore,. s ion 204a has a transm ssion range
400 and St 2P °§gﬁfp§“ﬁ%§é°rhraf‘8%ﬁ§%3§§98?8‘5%??&8%‘%%?“ Béeé%ﬁ%éogsg?éla%l? on 204a
i's not | oca040knti208b Brel thFichll PSRRI MIdRABBIAO DrbAE afd A HRBake4iyaNnd
because station 204b is not 1ocated wthin the transm ssion range 400 for

station 20#g locatadaaitdrsoagh other’s 2@agmissian bamgh. send nessages to AP 202
during the tine riod wthout,.bei awar e t hat e qther station has
sent a %Esg@ggfpotﬁlﬁﬁrefg@exe%% pRag ?Eg?ce?fl?eoweﬁsﬁgﬁs itdgllrfmged'ﬁg essage 404,
whi ch can fsnsdditerioctlr by2 ﬂﬁﬁﬁéf DBS$ade tidetibll Anesdhoed 40Riand YOBBSNEAREON T ange
400. Because station 204b is located outside of transm ssion range 400,

station 204EAR 3holhigspllisionpas dntersupialae dabiyerymf bottemessaaes. t T ypicablar thed,
tati 20408:C i { i t hat
rosage 404 S0 pEERRaPRSHARG AT pileidses h MISHEORTIBINE (1P o

by 6 WO 03/0d@&H0sdepidblisn3/ 07345 stations 204 (Fig. 2) within transm ssion

range 402. e station 204a is | qcated oytside of transm ssion range
402, sthti @5%%%56 E‘itﬁﬁ%’? Og@ﬁ%gt?gesn"@%@%% apghe Shiddsrpede probigmagan 204b ar e

LY Sensh AR bRRARRARERA! 1Al AR AR PRI bR

| ocat ed out si de of each ot her's transm ss
exenpl ary eathoukspagetthat hemterswtetdnsagdtisid darabairedB aacedingtatiefEEEed t o AP

202 during a [ eriod, messages 404 and 406 can callide at AP
202, “Thi o 80P SR LR P Be FiRran o Bilai Benermadding “rypi cal 1y,
the colligkoagoht itRRS@MERDNO M SddiAbA, REcH feSdht Ricde@B cBREQRuhid Abitdnmanner is
called the "hidden node problem"™ 10 [0032] The collision of nmessages

resul t thg padifidthdn the WHAN. nded delays laadbansyvidthmonsureptinnaesoaffeetither
Phat 1 o 1 s ARst S bt At Rhe NI, bl Healhg PO ubia A CistebBS ece
802. 11 st amdaleths itdweWEAN.r esendi ng t he nessage can del ay the recei pt of
the [0033] Accordingly, identifying hidden nodes in a WLLAN can be useful in
determining the characteristics of a WLAN, such as the potential for performance and
20  reliability problems in the WLAN. With reference to Figs. 5 and 6, an exemplary
embodiment of a process that can be used to identify hidden nodes for a station in a
WLAN is depicted. More particularly, station 204a can obtain a list of medium
access control (“MAC”) addresses for stations 204b in a WLAN by any convenient
method. For instance, station 204a can discover stations 204b and their associated
25 MAC addresses by detecting signals transmitted over the WLAN for a period of time,
and from various locations. In another example, a list of MAC addresses can be
imported to station 204a. For instance, a list of stations 204b associated with AP 202
can be imported to station 204a.
[0034] In the present embodiment, after station 204a obtains MAC addresses for
30 stations 204b, then station 204a can determine which stations 204b are hidden nodes
to station 204a. More particularly, station 204a can determine if station 204b is a
hidden node during sequence of frame exchanges across the WLAN. In step 600,

station 204a can send a message 500. With reference to Fig. 7, message 500 can



nmessage at its destination. In addition, each resent message can consune
addi tional 15 bandwi dth in the WAN. Such del ays and bandw dth consunption
can af f ecwooBioea708 nessages being sent across the WAN, thecelsosozasing
performance and reliability problenms in the WAN. [0033] Accordingly,

i dent i fyi nipchidgdereadeyJO8, having AMeNknation dklress #04ila basic sdptier et ni ng t he

h i i f 3. »s h th t ial for.performance and 20
el abi 11t eBf Befions Freitke G Ad et 2% satotst matendas o an
exenpl ary Sp@aEédIBNheadr P)ORRORES etim@tcaﬁaevéo@dééﬁﬁ&i&ﬁddﬁé’sgbbi ¥ethth dden nodes

for a station in a WANis depicted. Mre particularly, station 204a can
obtai n a | Ftation204ksdiBHhD 706 ssistoddh20d land 4 MaGty addidssed8est thatatish@04ans 204b

in a WAN [ met.hod. For in e, statjion 2Q4a can

di scoveﬁrA\ sfﬁgg ?B%‘%&%Q@ﬁ&% AT ERNPe ?@r}%ﬂ@paaﬁer@s@%eéwﬁ% det ecti ng
signal s trarssat 560| tharein stdpesOM AN H0arcan sORT intidkAbwlel flnent AElCkPPsOXV ar i ous

| ocati ons. | n another exangl e, a list of MAC addresses can be ‘7nported to
station 20#eStatmEy2Q4s Ihyier 606 statien 20¢2 sanarr@rs ALBIH0 2 slosemst ed wi th fAP 202
can be inp S ks 4 [ . ese odi nent, after
station 20%%5% F%?ﬁéﬁ%@gaé?aeg%egsng?%ﬂggQ‘sctlgﬁ 9%%3%%%85%{ H'4tati on 204a
can det er nspeeifwidipehiod bitime)the2 Sdtiom? @adagdesend atesge 500, Sdnd b Sid ad@ha. More
parti cul arhé, ta(%do 5204 can determne if station 204b is a hidden node
during'$eq By Of‘;} Pr%égxchanges across the WLAAN. In step 600, station

204a_can SEJ'(')QG AUES3RE50 8 bredfht Ekéhﬁjlég%gﬁ%g}%@nﬁiﬁg efeﬁgog?%géaf caP0 can 7 VO

03/ 079708 PCT/US03/07345 include a'h .Stl nati on
addr ess 70%ndangsazgecd084o stiation 2e4b as rdessaged 0dabased oft IRSHEsENItion@dress Sour ce

her i nf tion 7 i fi header 700 in
ressage s0c ol Headd B M riedihed alp MR et fld Yotk Bfeset0ab, o
BSSI D 706 feetive ehebfdg2B884 fidROAR 290UNE Rospelle %fecgigglé%ﬁ%ssﬁéé S042HHeA™ ¢8ga- S

[0035] In step 602, AP 202 can receive nessage . In Tesponse to

recei vithg 6lfestatiga 286pcanssad AGK 8bet 48202 AACK)30G sentdemu station 204b,
ecknon Q0GR oLl O e RS el 412022 52
502 from ARs26Rribed Biovepothensatids @04 Pripi Dcthatfard iodBted iheRs Simphi@mbn204a can
resend Mes 08 ootk ALK S8, 2921 "
[0037] Next, in step 614, station 204a can monitor for ACK 506. If station 204a can
20  detect ACK 506, then station 204a is within transmission range 402 (Fig. 4) of station
204b. If station 204a cannot detect ACK 506, then station 204a is not within
transmission range 402 (Fig. 4) of station 204b. Furthermore, if station 204a is within
transmission range 402 (Fig. 4) of ACK 506, then station 204b is not a hidden node of
station 204a. Alternatively, if station 204a is not within transmission range 402 (Fig.
25 4) of ACK 506, then station 204b is a hidden node of station 204a. -
[0038] In step 614, it should be recognized that station 204a can fail to detect ACK
506 for various reasons. For instance, if AP 202 fails to send message 504 to station
204b, then station 204b would not send ACK 506. In this case, there would be no
ACK 506 for station 204a to detect, and station 204a’s failure to detect ACK 506
30 could be attributed to transmission problems between AP 202 and station 204b.
Accordingly, in some applications, if station 204a does not detect ACK 506, station

204a can send another message 500 and monitor for another ACK 506. By

repetitively sending messages 500 and monitoring for ACKs 506, station 204a can



10 from step 600 of Fig. 6. [0036] According to the present exenplary
enbodi ment, in step 608, AP 202 can send nessage 500 to station 204b as
nmessage 590,03l0zwetl on the destination address 704 set forCh/uses/bmsazler 700
of message 500. Next, in step 610, station 204b can receive nessage 504
from AP Zomord wnfldsmbrmMemﬁnaf whethei stgiomeXda dea bidden hodeofl statioh@p44.516 %(2)4b
station 20 end ACK 5 P 202.. A sent fromstation

can be tra §tH? &rg@}vgggniz%gx%@g@ﬁ "E}tﬂﬁ‘%ﬁgatgf’? 8AUM $4afir ange 402
(Fig. 4). ddemsifetat fesbrAIawes n%mﬁdﬁﬁdeo'ﬁteﬁﬁﬁg ? sta%lmbb@ﬁ d@dse | ocated

in this transm ssion range can detect ACK 50 in ste 614,
stati on 20@ reeghveanyiAGK 5 6rfr0ACB¢a6@6204bf, thenatation ZQweamdmemm&b et ect ACK

506, then transm i on range 402 4) of station
20ab. 17 sTalA s A iddin Bbd <l e RS B it cnmeniiast PO ot
wthin tranpemts@l}ogbnt ﬁ%&t%i@&hﬂlcréﬁkesof station 204b. Furthernore, if
station 204a is wthin transm ssion ranég: 402 (Fig. 4) of ACK 506, then

stati on 20W939kAfist deferpiinigs ivhethse stefion 2¢ lS@ﬂﬂl(BhnaaodﬁbfﬁammAal y, if

station 204 t AR geq 40 Ei 4 CK 506,
then stati é%ldigzcgﬁucgﬂ\%et}’gétgﬁée% nog8 %}b% esio 8’( Stf"g‘ﬁ??szj%ﬁﬁ’ﬂf}g‘teé‘ﬁ 614, it
shoul d be descmgm abede.t Ahouphahé pfbsé’tﬁ4ﬁ1b©dﬂnénﬁdéschﬁeﬁ&itﬁﬁing/h@l§t op06 for
various re For jinstance, If AP 202 fails to send nessage 504 to

stati o a‘i‘ﬁ@%e% 5 SeHPnS b gV EANb it shewd bacrcoppized fiat £ ingle a; 84

t here woul s@%ﬁ]E a' s
failure to]‘;iltltlogfe g(?:ktﬁes,és\g%gggﬁt%%ﬁg 5%%13{% ttri %Jl?ggs é&ﬁ% thﬁélﬁ%(zihﬁ%ah/?n% obl e

bet ween Aﬁhgemg&rMAﬂaidresalQ@hiﬂdenmm{mmioyl 20|4m sone appl |dcat| ?ES |f
station 20 C st at.i on can send_ anot her
nmessage 50@63@ eﬁeinc?glr%’ﬁAg(a}?leeﬁ@@%%ry pB?FeS§ E‘Earnt‘?e\}EF Yt endi ng
nessages 51@9ntﬁ§}(lndﬂéﬁhb@éslfBﬂaEt@ﬁoﬁ\%WﬁQ@\I iSah dt&{‘ I%f’ea;t) Aep 079708
PCT/ US03/ 07345 nore confidently determ ne vvhet er I on 2 4b I's a hidden

node of> stt4asAn belngatel tvithin trenssmissioneanae 804 eSABAP2 AGKhEOg ftatoom 204at i on

204b, the LAt t that sta 204D, a hi dden
node. Al tgcra%z;bt%l ve la%%?ltﬁgﬁt?%hﬁ @%“QEBSé%COgﬂl%?& #hég%} %‘#{é %&6506 from
station ZQﬂhssdcfwem witlaAP@0220 46me appliatiensyi Weed ARL20D sehdld MBs2Q4M00, S a

hi dden node wj th re confidence as the nunber of nmessages 500
I which can gr?gnate from any station 204 (Fig. 2) or from any AP 202 in the WLAN,

to station 204b, station 204a can detect this message 800. In response to receiving
20 message 800, station 204b can send ACK 802 to AP 202. This ACK 802 can be
detected by stations 204 or APs 202 (Fig. 2) within transmission range 806 of station
204b.
[0041] After detecting message 800, station 204a can monitor for ACK 802, which
can be sent from station 204b to AP 202. If station 204a can detect ACK 802, then
25 station 204a is within transmission range 806 of station 204b. If station 204a cannot
detect ACK 802, then station 204a is not within transmission range 806 of station
204b, as shown in Fig. 8. Furthermore, if station 204a is within transmission range
806 of ACK 802, then station 204b is not a hidden node of station 204a.
Alternatively, if station 204a is not within transmission range 806 of ACK 802, then
30  station 204b is‘a hidden node of station 204a.
[0042] One advantage of the present embodiment includes allowing station 204a to
passively monitor the WLAN for messages sent by an AP and to passively monitor

for ACKs sent to the AP from a receiving station. By passively monitoring the



repetitively sent fromstation 204a increases. [0039] After determ ning
whet her station 204b is a hidden node of station 204a, station 204a can
repeat thwoaboveosiescri bed process for other stations 204RCrrusosiersits st
descri bed above. Although the present enbodi ment describes obtaining a |ist
of 10 MAC WddXXss dss fuannes} siaticmr&()@@ébobﬂauﬂn%ﬂdblnoﬁ kbahdidden heddsasagni zed

t hat i VA d tajned jn order_to deternine if a
spgci ? i (S:I gﬁ}ifé%ﬁv%ﬁgcqrﬁg@ﬁ%ﬁ% an ‘é“ ﬁﬁb}“éergﬂ&@géﬂ&@%@cloéf%thﬁlv%éﬁf node of a
station 20pahdrRBADLtaMbd Podae8h &Ci@el&ﬁl itsr QtipQhdiss n?i‘h‘%”wtﬁa{ Process

that can be used to identify den” no or "a statiron 1n a AN i s
depi ct ed. dwing thasune tltnarple;wd sAﬁhough th&Ex@ﬁpllarmmbddﬂnéme desedbed athuve

transm ssi on fan 804 AP 2 Al t hough, station 204 e associ at ed
with AP 209°98° r@}gga%ﬂ @yr%ﬁ%ﬁﬁg Q%ec?ﬁ‘&gedsﬁ]aﬁthw %@Qﬁ’&iﬁmg% eRSsoci at ed
with AP 202mite mmn@pmﬁarcb%ﬁmméh ﬁ%vzgataﬁ&@@bsa&weﬁﬁﬁéﬁﬁo §QO, which

can originate fromany station 204 (Fig. 2) or fromany AP 202 in the WAN,

to stati onWighN aceqrding dmthegaevieusty d@ﬂceb@d exeimplary $8tgdin®G0 and passivshonse t o
recei ving ti 04b can, s 802 to AP 202 This ACK
802 can beglgrc’i@ﬁ?g@“gg%g%&?% t zfese ‘7&5 0 B’fn{(Ag\%n é})e

transm ssuomuordange 806 of station 204b. [0041] After det ectl ng nessage
800, Statlpﬁlg gn noni tor for ACK 802, which can be sent from station
204b t & AP09B3] If!ffac phibiesremplary presesges daseribediebgpa statisa R04@eansheat | on 204a

is wthin t,reas b8kt AtRY fikst @ 4 n 204a cannot
det ect ACK 802, %ﬁgn st at ?gﬁ/ %gglglhé{%notf&gttﬁge Q‘?Péé\%ﬁ‘liagésaingnn 21 88 806 of
station 2@41mutasagbusml digital @sw&nt fand thedlikeo rTa additios t stdtion20204an b& Wi t hin
transm ssi onej? ) e 806..0 t hen station 204b .is not a hi dden node

of station™? SE ?3&41%\%11‘)@\%? fpol;by aryadministratguas nadmipisiiptiys taok Aatsni ssi on
range 806 gt 1ACH0892=s BOGIRY oFtabhARiCEAAN fanewlgden node of station

204a. [0042 One advant age o? t he present enbodi nent includes all ow ng
st ati otf 204844loFuphesmpieethy mesaages deschibedbunefvith readldg dlse ‘Geditenpdan AP and

0 et vl BE e ihe b BE Bulh RS S Ga h  Lo ©
manner, st&i2. binst2fifhad. Coreakiradularly) 10 hatBtd88e FRR e MirddeEr0ges1i n the
standard, data frames can have lengths of at least 29 bytes. In contrast, the ACKs are
sent as control frames. In accordance with the current IEEE 802.11 standard, control
20  frames can have lengths of at most 20 bytes. For instance, a standard IEEE 802.11
ACK has a length of 14 bytes. It should be noted that these size limitations for data
frames and control frames may change if the IEEE 802.11 standard is revised.
[0045] In addition to being smaller in size than data frames, control frames are solely
generated at the data link layer 104 (Fig. 1) and below. For example, when a message
25 isreceived, an ACK is automatically generated at and sent out from data link layer
104 (Fig. 1) at AP 202. As such, the received message does not need to be processed
above data link layer 104 (Fig. 1) in order for the ACK frame to be generated and
sent.
[0046] As described above, the messages and ACKs described above can be detected
30 by stations and APs within the transmission range of the station or AP sending the
messages or ACKs. Furthermore, the information detected can include header

information, such as the source address, destination address, BSSID, and the like.
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WLAN wi t hout consum ng bandwidth or interfering with traffic over the W.AN
Furthernore, station 204a can passively nonitor nultiple stations in the
WLAN  durwogsiigosane time period. Al though the exenpl ary Pemtisds/omBm s
descri bed above 5 are described separately, it should be recognized that

t hese exenprenrginglyh tids nfornmtion aan be uswnhitheekenfplarh embodinntedasatbedan al | ow

a station to actively. nonitor the WAN accordjng to the previously
descri bed 0¥ ? &P eéﬁggﬁ?hgmﬁhﬁﬂﬁmB%@§#WE?9L“%%ﬁ??@?1?Fh?ﬁﬂ@ﬂﬂ-according to
the presenfooanPAths®H the PrsbitGnddiBon RFEbdeh MWRscritel hAf: re%;%ﬁ{ %%%ﬁlu I n each of

t he exenplaré@frocesses described above, station 204a mobi | e,
portabl e, emeedimenisycxanmdest arel 4pplicatidhsy it vl be ppearerd tathosnsidDehindhaatie a

| aptop . co ter, a S nalmgf ital assjistant,. qﬁ the .like. Ln addition,
stat on 2obRt tious i oRfiERORy d debfls AATb AT bufiPd debifrine fm e

adm ni st r ain®@entdsh. an adm ni strative tool, and the |like, to assess the
quality of communications in the W.AN. 15 [0044] Furthernore, the nessages
descri bed above with regard to the "hidden node problen and exenplary
enbodi nents are sent as data franes according to the | EEE 802.11 standard.
More particularly, in accordance with the current |EEE 802.11 standard,
data franes can have lengths of at |east 29 bytes. In contrast, the ACKs
are sent as control frames. In accordance with the current |EEE 802. 11
standard, control 20 franmes can have |lengths of at npst 20 bytes. For

i nstance, a standard | EEE 802.11 ACK has a length of 14 bytes. It should
be noted that these size |imtations for data franmes and control franes
may change if the | EEE 802.11 standard is revised. [0045] In addition to
being smaller in size than data frames, control frames are solely
generated at the data link layer 104 (Fig. 1) and bel ow. For exanple, when
a nessage 25 is received, an ACK is automatically generated at and sent
out fromdata |ink layer 104 (Fig. 1) at AP 202. As such, the received
message does not need to be processed above data link |layer 104 (Fig. 1)
in order for the ACK frame to be generated and sent. [0046] As descri bed
above, the nessages and ACKs described above can be detected 30 by
stations and APs within the transm ssion range of the station or AP sendi ng
the nmessages or ACKs. Furthernore, the information detected can include
header information, such as the source address, destination address,
BSSI D, and the I|ike.

11



10 WD 03/079708 PCT/ US03/ 07345 Accordingly, this information can be used
in the exenplary enbodi nents descri bed above to gather infornmation about

st ati ons wbaw/oza7e8 hi dden nodes in the system [0047] Altheaghusosier3ps esent

i nvention has been described with respect to certain enbodi nents,

exanpl es, and applications, it will ©C&AdSarent to those skilled in the art
5 that various nodifications and changes may be nmade wi t hout departing from
t he inveng’yoaa. 11 WO 03/079708 PCT/US03/07345 CLAIMS W claim 1. A

met hod of det ec]tnll'ng a hidden node in a wireless | ocal area network having a
s first station and a second station both associated with an access point,

the nmethod conpri si ng: sending a nessage fromthe first station, wherein
the nessagé i s dcnethad ofdeipgtimerakidedsn nadsdep Wiredess hesaharss ngwork havieg access

e messagl (s paiden fasahwssa ess.
ocai vi hg DR g e PERREARCH B B BREFH I, OB st Rt edieE, *canai n

an acknow eslggtisging: from t he second station to the access point in response
to receiving the nessage at the second station, wherein the acknow edgenent
is sent as a coRfdHe 3 mgsrage e the fipgh sfationi ng at the first station for the

acknow edgenent sent M &R ' t he access point. 2. The
nmet hod of claim1, fﬁh%%gﬁlcgnggfggﬁgaengé %P%‘lgrﬁaﬁbe’that the second station

i s a hi dden nodesceivirigtbe friessige at theiaocess poinhe first station fails to detect

t he 20 acknow edﬁ%ﬁmsn . 3. The nmethod of claim1, further conprising
det er ni*hi ng t hat“ & 88{?&%&&9{9 acqess Rt 9 thHE arfRd BHeLof the first

station if the fdceSingSthahieddhod HoBFInS abORs pSRKAAW SLGRIB B on;
sending an acknowledgement from the second station to the access point in
response to receiving the message at the second station,
wherein the acknowledgement is sent as a control frame; and
15 monitoring at the first station for the acknowledgement sent from the second

station to the access point.

2. The method of claim 1, further comprising determining that the second station
1s a hidden node of the first station if the first station fails to detect the

20  acknowledgement.

3. The method of claim 1, further comprising determining that the second station
is not a hidden node of the first station if the first station detects the
acknowledgement.
25
4. The method of claim 1, further comprising:
sending an acknowledgement from the access point to the first station in
response to receiving the message at the access point,
wherein the acknowledgement is sent from the access point to the first
30  station as a control frame;

receiving the acknowledgement sent from the access point at the first station.

12



25 4. The nethod of claim1, further conprising: sending an acknow edgenent
fromthe access point to the first station in response to receiving the
nessage awotlhe7€ogess poi nt, wherein the acknow edgenent PETAs03/01f3rHmM t he
access point to the first 30 station as a control frame; receiving the
acknow edgénent Themetliadorficldim lafoties cpoprising tesehiding itteshessagatfran the 12 WO

03/ 079708 03,073 net hod of cl ai further conprising
resendi ng Fcls-[ %régggé%g ?lr%ﬁﬁsail LB ity SECVE Appga v e‘%&? #"@‘iﬂ the 2458 fails to
receive anpmkfm%@g,gggxg@{mﬁf cunggq@ie@?Qﬁ@@Ofiﬂ%_nt for the nessage within a
specified period of tine. he nmethod of claim 1, wherein the nessage

i ncl udes a header havi ng a destination address set to the second station,

aBSSIDse to sour ce to the first
station 7IS Theﬂgpﬂe%@;o%s?sf @‘1%5‘ Wilere\?%g?é’il‘?‘?s?g?én‘gl&&?af & 1ﬁlﬁﬂlgtahe cont r ol
frame are destinatididadiitebssesitwatchirl afich, BESWIDket @YES adcBssHdifSindpdel . 8.
The nethod of claiml1l, wherein the data frane and the control frane are

sent at as‘?}g?f‘aacﬁr‘?ﬁ%SFtd?é]Fe@ﬂSt%ﬁl@Sl nmodel according to the | EEE 802.11
standard. 15 9. The nethod of claim1l1, wherein the data frane is at |east
29 bytes in length, wherein the control frame is at nost 20 bytes in

| ength, and. wh@hehrtlidieofatkndyieeghitisidaiasidde Myt ©8 chitrdl Ehgidure 3ht 10. The
met hod of cI im.Jl, erein th flrst station js a diagnostic tool. 11. The
met hod 'bf EIF Jefriyed BWéWW lpyer & aaP{ r9del s an adninistrative tool .

12. The method of claim1, further conprising: 25 repetitively sending
nmessages fromthe first statl on, wherein the nessages are sent as a data
frames; and nDniTh@meﬁg)daIfClahm ltwﬂlstelmﬂlatdatarﬁaflmambﬂhaomitﬁd@mr&mrss@ﬁnt from

tsgﬁt Sggoggntta %z}%a } ﬁlg}%ézor}) an mo&el%gclzo%lhg to EiLE%Etng 1?%lt(arr]1 o edgerrent S are

15 9. The method of claim 1,
wherein the data frame is at least 29 bytes in length,
wherein the control frame is at most 20 bytes in length, and

wherein the acknowledgement is 14 bytes in length.
20 10.  The method of claim 1, wherein the first station is a diagnostic tool.
11. The method of claim 1, wherein the first station is an administrative tool.

12. The method of claim 1, further comprising:
25 repetitively sending messages from the first station,
wherein the messages are sent as a data frames; and
monitoring at the first station for acknowledgements sént from the second
station to the access point,
wherein the acknowledgements are sent as control frames.
30
13. The method of claim 12, further comprising determining that the second
station is not a hidden node of the first station if the first station detects at least one

acknowledgement sent from the second station to the access point.
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30 13. The nmethod of claim 12, further conprising determ ning that the
second station is not a hidden node of the first station if the first
station dwDasin®9768 | east one acknow edgenent sent from t RETASO®OI4St at i on
to the access point. 13 WD 03/079708 PCT/ US03/07345 14. The net hod of
claim 12, 14t h&he pethodicficlkgmda; Swrthienéangprisiag ddtéreninimg dind thesdeadidon is a

hi dden node_of th rst st he.first station fails to detect at

ot St
| east one Sﬁgté%lg\ﬁlehé%élﬁ’é’ﬁ? Ogﬁ{ﬁg{}?tlrséﬁﬁoflHgthgéﬁgﬁéﬁt@§?‘ﬂ%ﬂ%{e’@c*t %geaéﬁ%%ess
poi nt. 5 lisknbwiedicB@entakndRéR thd 8o HhddeR iROG& ebd bt r el ess | ocal area

network having a first station and a second station both associated with
an access point, the nethod conprising: sending a nessage fromthe first

station_to,the ge station thr h t.he access,point, 10 erein the

message’ i sléentiarg&gg%lg‘f get?c(r%&?ré‘?mg%g o8 1 B Wit S%ld%?ft?ée%‘i‘ PSS for an
acknow edgisestatiemd 4 s626hd RetisiEEAR dssoslafid with liPadde® REREHES Pk . Wherein
t he acknow edgenent is sent by the second station in response to receiving

t he messag®™MR&#i§ he access point, is wherein the acknow edgenent is sent

as a control fr . .al further conpri.sing
det er m ni ng thatge%tangagrgg%ég% ﬁ@#gﬁ?gﬁ{ ?tgh(gﬂﬁ%gg%coﬁgaéﬁ%l? ﬁ]tr?r}gghft?‘?st station
if the firastcestminton fails to detect the acknow edgenent. 20 17. The

met hod of claim 15, further conprising determ_ ning that the second station
i s not "4 hi dden nodeVBFrelHES frepsdge & et e dta figmef andst st ation detects the

acknowl edgenent moﬁﬁoﬂ% atm@ﬁfﬁétﬁtf[?%eﬁ$ af hald¥widige ht %ﬁf fEATHE L&RE:

receiving an acknow edgenent at Irst station e access point,
wher ei n t heatzokiodh axdgespmmt, i s sent by the access point in response to
receiving the nessage,fromthe first stat.ion, ..
9 gwheremn’ghe a&mowledtgement 1s serit by the second station in response
to receiving the message from the access point,

15 wherein the acknowledgement is sent as a control frame.

16.  The method of claim 15, further comprising determining that the second
station is a hidden node of the first station if the first station fails to detect the
acknowledgement.

20
17.  The method of claim 15, further comprising determining that the second
station is not a hidden node of the first station if the first station detects the

acknowledgement.

25 18.  The method of claim 15, further comprising:
receiving an acknowledgement at the first station from the access point,
wherein the acknowledgement is sent by the access point in response
to receiving the message from the first station,
wherein the acknowledgement is sent as a control frame.
30
19. The method of claim 15, further comprising resending the message from the
first station if the first station fails to receive an acknowledgement from the access

point for the message within a specified period of time.
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wherein the acknow edgenent is sent as a control frame. 30 19. The net hod
of claim 15, further conprising resending the nessage fromthe first
station iwotlhe®79708 st station fails to receive an acknow eagansas/of3ndm t he
access point for the message within a specified period of tinme. 14 WO

03/ 079708 BT/ USbenG:HeAbof c2im IPheheeeimte ndssadedhciudés, a daderdianirdghe message

i ncl udes a header. havin estination a s set_to the second station,
a BSSID sef es&lgaﬁma dé%séggtatﬁégﬁe,co‘écﬁﬁa%on@ sghitgrthe accees P, kA f j r st
station. Ssdikee ddiRedIBEIOALOfirsEliatidn. 15, wherein the data frame and the
control frame are sent and received below a network |ayer in an OSI nodel.
22. The nmethod of claim 15, wherein the data frame and the control frame

are sen a i nk er. .of ;an. QS del accprding to the | EEE 802. 11
standar%l. % 23%%«%6%”0&#523{1&15&@?%% f’d\%ﬁéfaé’il?\a‘%‘ﬁ © gaiftzply P 8et | east
29 bytes i and eogivbd belshver ®itRoiklgyE bk OSTIdGE is at nost 20 bytes in

| ength, and wherein the acknow edgenent is 14 bytes in length. 15 24. The
nmet hod of claim 15, wherein the first station is a diagnostic tool. 25. The

met hod of ai rei b ' j i s _an,adm ni.strative tool.
20 26. Theg%fet hmgﬁégqemélﬁa&r%ﬁi@ﬁ%f Ig% ]%}er}t%%?%%aﬁen@dqtpgﬁ%qtﬁl ?ﬁ?gieyar% &Hi ng
nessages f atonddthEnk layst ofdra®Sbnodel wbesraing tb i INEFSHREY #dasent as a data
frames; and nonitoring at the first station for acknow edgenents sent from
the secbnd station to the access point, 25 wherein the acknow edgenents
are sent asg3contrh@hcfHoRdBS1aik 45, The nethod of claim 26, further conprising
determning that the second station is not a hidden node of the first
station if the whersin thedefadiangeis etlesst0 Hybmsh laeh, acknow edgenent sent

fromthe s econdw%%rae}r{ e cg)r?trcgl an?eci% %\? rsnogtoiorgy"tes in length, and

wherein the acknowledgement is 14 bytes in length.

15

24.  The method of claim 15, wherein the first station is a diagnostic tool.

25. The method of claim 15, wherein the first station is an administrative tool.

20 26.  The method of claim 15, further comprising:
repetitively sending messages from the first station,
wherein the messages are sent as a data frames; and
monitoring at the first station for acknowledgements sent from the second
station to the access point,

25 wherein the acknowledgements are sent as control frames.

27. The method of claim 26, further comprising determining that the second
station is not a hidden node of the first station if the first station detects at least one
acknowledgement sent from the second station to the access point.

30
28.  The method of claim 26, further comprising determining that the second
station is a hidden node of the first station if the first station fails to detect at least one

acknowledgement sent from the second station to the access point.
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30 28. The nmethod of claim 26, further conprising determning that the
second station is a hidden node of the first station if the first station
fails to wetaor97eg | east one acknow edgenent sent from t RETASO®OTI4St at i on
to the access point. 15 WO 03/079708 PCT/ US03/07345 29. A nethod of

det ect i ng 2P.hi ddencthodief detedingiarhéddeasiolie oad warckas letedndtavikitgpving £ i r st

station, second statian, and an access int, the method conprising:

sendi ng aaﬂrég(%;[ﬁt@%"ﬁr%?ﬂ"%ﬁéau&@c F?‘th_pf’_g’?’ttﬁgn?g@&rf‘d’%’cnigon, wherein the
message is sentseading LAbRabd AHRIthPadc8RYorhing il \RcimEgads from the access
poi nt at the second station; sending an acknow edgenent from the second

station to the acceswhgsimtheimessagespentas a data Sewievi ng t he nessage at the
second station, i.p. the acknow edgenent. j ent a .control frame;
det ectisflg the rr%%@gé%tgeemes%ggﬁio% e&%@é%@‘ﬁ%‘?‘r‘iﬁe ?ftco’?‘i%ta st station; and
10 moni toring adentiiig dnidckhowledddn@it fom thb Secdtll BAVLE AIRBRBLesS Bt fnf OM t he
second station to the access point. 30. The nethod of claim?29, further

conpr i si ngreERADES i Tereiyingrthe meprage aidbpsecosd statiom i s a hi dden node of the
first station if thewﬁéfe%th@%ﬁ&{o%eég%ﬂeﬁtiE?elﬂ%ts %%)mtr&_efra}ge,acknovm edgenent .
, turther =conp g de

31. The nethod of clarm resrn ermning that the second
station is not detbituhdehe meskagofent Rend the atcess poihpat thd fitshetafidd; ahd St at i on
detects the acknow edgeggegé.%t $2t0_32 The met hod of claim 29, further

compri & ng:  sendPRECIRER flipn for therackagwied gamer sews fompthsseennd st at i on

through thg,; RGeeRSaReisPoint1€rei n the nessage is sent as a data frame; and
25 nmonitoring at the first station for an acknow edgenent sent fromthe
second station to the access point, wherein the acknow edgenent is sent by

the seco nd3OS.t at TR methot 57 RS 39, further comprising determining that the second
station is a hidden node of the first station if the first station fails to detect the

15 acknowledgement.

31.  The method of claim 29, further comprising determining that the second
station is not a hidden node of the first station if the first station detects the
acknowledgement.
20
32.  The method of claim 29, further comprising:
sending a message from the first station to the second station through the
access point,
wherein the message is sent as a data frame; and
25 monitoring at the first station for an acknowledgement sent from the second
station to the access point,
wherein the acknowledgement is sent by the second station in response
to receiving the message from the access point,
wherein the acknowledgement is sent as a control frame.
" 30
33. The method of claim 29, wherein the data frame and the control frame are sent

and received below a network layer in an OSI model.
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to receiving the nessage fromthe access point, wherein the acknow edgenent
is sent as a control frame. 30 33. The nethod of claim 29, wherein the
data franwoan@747be control franme are sent and received b@Cawsas/osuswor k

| ayer in an OSI nodel. 16 WO 03/079708 PCT/ US03/07345 34. The nethod of

cl ai m 29, ¥her eThe tiethod atf aldim29ewherdint the detaftaned ankirth¢reomiod figmptare &t a dat a
link |ayer of_ an. nodel ording to the | EEE 802.11 standard. 35. The
met hod of qﬂa&}aﬁq %&J%GMW%IB Oééllflgé(?rg]ei §E§t80}2€1§§fan§grgbyt es in

| ength, wherein the control frame is at nost 20 bytes in length, and

wherein the acknow edgenent is 14 bytes in length. 36. The nethod of claim
29, wher ei 3.t heTh¢ msthodtoficlabm 295 a di agnostic tool. 10 37. The nethod of

claim?29, whereipn the.fi,rst. stati i n admnistrative tool. 38. A
systemtor det e%’?‘?rr?ﬂltgeﬂﬁﬁmmﬁgfgﬁﬁig%@%éﬁ% ocal area network
conprising: 15 @hédefrSthe Sbmttd] Fhntds bt ©UESD By86s in 341p¢h, andeSsage, nonitor for
an acknow edgenent sent from a second station to an access point; an
access poi nt cowheigiyibd aelgrowledgement wd4dytasds tegeti rom the first station,
send a nmessage received fromthe first station to a second station; a
second station configured to: receive a nessage sent fromthe access point,
send an ackfiow Thgeethod of olaif@opwh&ash the ikt stafioh @sPdagdstiOtdogcei ving 25 a

nmessage fromthe access point; wherein the acknow edgenent is sent as a
control® franme; and wherein the nessage is sent as a data frane.

37. The method of claim 29, wherein the first station is an administrative tool.

38. A system for detecting a hidden node in a wireless local area network
comprising:
15 a first station configured to:
send a message,
monitor for an acknowledgement sent from a second station to an
access point;
an access point configured to:
20 receive a message from the first station,
send a message received from the first station to a second station;
a second station configured to:
receive a message sent from the access point,
send an acknowledgement to the access point in response to receiving
25 amessage from the access point;
wherein the acknowledgement is sent as a control frame; and

wherein the message is sent as a data frame.
39. The system of claim 38, wherein the first station is further configured to

30  determine that the second station is a hidden node of the first station if the first station

fails to detect the acknowledgement.
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39. The systemof claim 38, wherein the first station is further configured
to 30 determne that the second station is a hidden node of the first
station iwotohe®79708 st station fails to detect the acknow @dgarsent734i7 WO
03/ 079708 PCT/ US03/ 07345 40. The system of claim 38, wherein the first

st ation i s4d.urt hbe systani bfjclried 38,ovhedein éhenfinsestatiat istfinthes eonfiglrat @t i on i s not
a hidden node of the . first station if the first station, detects the
acknow edg ne %‘aﬁﬁ{e dssit/ag’toﬁrlr‘f Bt aé}lg‘?%%’gf’ o\ﬁf@rfgﬁ‘i‘ﬁtﬂtﬁg‘ lé@@e@? point is
further cogﬁﬁm&&tgme%mvaedmw edgenent to the first station in
response to receiving a nessage fromthe first station, and wherein the

first station is further configured to receive an acknow edgenent sent
fromt hg_ aglrcess Héjgy gﬂ42. 3%’he system of claim4l, wherein the first
s 0

1
station is Turther g&)eﬁf) PeY resend a nessage if the first station

fails to recei vehamrirak @@dﬁsﬁﬁ&ﬁmrﬁﬁm@aﬂﬁg}ﬁed RCLAE an RMdWIdREmEhGoTeSSage
within a specified period of tinme. 15 43. The system of claim 38, wherein

t he nessag@eifigt|striiog larespemrse to Fregiving amessase fipattho irddutiensindet to t he
d station, 0t ' d dd t
T the first i YReE DI ek Y AGCERFR AR o8 R ar BN Gkt T o

and the cosent 6bnifthaneceas poisent 20 and recei ved bel ow a network |layer in an
OSlI nodel . 45. The system of claim 38, wherein the data franme and the
control®frame are sent at a data link layer of an OSI nodel according to

the | EEE 842. 1176L QRAM Of cldith 4P -wikhén BSHSUAorbik Airfle? BontELEN the data

. 4
frame is at |east %bytes |nf3’engt , erelnt%ue contro rame i s at nost
20 byt es itesénslrgmbssagend thanfiest sthtiort fads ticlencivie el gekmemiedgemedt forh élse i n | engt h.

30 47. The_s Ssstemtg.f tgllﬁai m 38, .éﬁgrei n. eEie fl as& .Station is a diagnostic
tool . 48. FHRESRPLSH OF MESHSH "IHM GRS RHQOL PR station is an
admnistrative tool. 18
15 43, The system of claim 38, wherein the message includes a header having a
destination address set to the second station, a BSSID set to the access point, and a

source address set to the first station.

44, The method of claim 38, wherein the data frame and the control frame are sent

20 and received below a network layer in an OSI model.

45.  The system of claim 38, wherein the data frame and the control frame are sent

at a data link layer of an OSI model according to the IEEE 802.11 standard.
25 46. The system of claim 38,
wherein the data frame is at least 29 bytes in length,
wherein the control frame is at most 20 bytes in length, and
wherein the acknowledgement is 14 bytes in length.

30 47.  The system of claim 38, wherein the first station is a diagnostic tool.

48. The system of claim 38, wherein the first station is an administrative tool.
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WO 03/ 079708 PCT/ US03/ 07345 49. The system of claim 38, wherein the first
station is further configured to: repetitively send nessages, wherein the
nessages WO3HMTS as a data franes; and nonitor for acknowcadigesents sent
fromthe second station to the access 5 point, wherein the

acknow edginent Bhessysteseof clam 28)wirerdin flredirstsstatiof is Tilrthemeoifoghrat tocl ai m 49,
wherein the first sta}ion is further configured to determ ne that the
second stati on FREHBENSRIMESHPESHde of the first station if the first io

station detects at I@g%iangnégggtggy\é@gggrgggtda@%mésrgﬁathe second station
to the access point. 51. The nethod of claim49, wherein the first station

is further confinguitesdor eckndeledgeaienss s¢ndfronhihesecmddtatioattp dhe aceesa hi dden
node of the.first station if the first station is fails to detect at | east
one ackhoW®¥genent sent fromthe second station to the access point. 52.

A conputer readabl e wReelthe adiohdddzemeniiaty @nt SOeRbPrages.ecting a hidden
node in a wreless local area network having a first station and a second

station® 20 both associated with an access point, the conputer readable

ctation tonthe LoBRReass Spif P npabantr At el FRARG ch bR | 1 0

nmessage i sdg@fiinathadthdatcntirstitien ismd adoddutmede oOthe frevstativniif teifing at t he
first station for an acknow edgemagt sent 25 fromthe second station to

the acdbssstimdetecindieashonarckaewicdasradnssmtiton tessendsfationdo tscond st ati on

in respons&cegsgmhﬂ_cei ving the nessage fromthe access point, wherein the
acknow edgenent is sent as a control franme. 30 53. The conputer readable
medi um of claim52, further conprising conmputer code for determning that

t he second_station i i dden _.node of the first.s ion i.f th first
ot oot et Ihmelof of e ApnSiieBuns i b3 (i Ehidheblubater Usos: 07345
determine that the second station is a hidden node of the first station if the first station
15 fails to detect at least one acknowledgement sent from the second station to the access

point.

52. A computer readable medium comprising computer code for detecting a
hidden node in a wireless local area network having a first station and a second station
20 both associated with an access point, the computer readable medium comprising:
computer code for sending a message from the first station to the second
station through the access point,
wherein the message is sent as a data frame; and
computer code for monitoring at the first station for an acknowledgement sent
25 from the second station to the access point,
wherein the acknowledgement is sent by the second station in response
to receiving the message from the access point,

wherein the acknowledgement is sent as a control frame.
30 53.  The computer readable medium of claim 52, further comprising computer

code for determining that the second station is a hidden node of the first station if the

first station fails to detect the acknowledgement.
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54. The conputer readabl e nmedium of claim52, further conprising conputer
code for determning that the second station is not a hidden node of the
first stawoma/ord08the first station detects the acknow edgemarsn3/os455. The
conmput er readabl e nedi um of claim52, further conprising conputer code for
resendi ng fhe nEbsagepiternraddbée miedism oftcddinoy?, iffrtiteneomprising soaputen fails to

peci 1 ed PURIBHIStIE R o SEon e Toasal bRCRennss & Telranror Bl ai m 52
wher ei n t hgeTR§SBMRnIdRELHIBS adknoWeRGEHeMAVi Ng a destination address set to
the second station, a BSSID set to the access point, and a source address

set to the first station. 57. The conputer readable nmedi um of claimb52,

wherein thg_data, frame and th iS. CO al are sent and received

bel ow 5 netor k (P aPPHANGatabls mpuERet i o, B0 S RRthe BRERHET redt um o
claim52, vt fesddden it andsseErodi thelflisr stalvmtif Me firkiaRioArRilsSwORbcepte @ dat a
link |ayer of an OSI nobdel according to the IEEE 802.11 standard. 20 59.

The conput & ackaewkdicemapidiamtilst acepsgipeim for thomesssign within o spesiffedpssods at

| east 29 b%ft?rﬁ in length, wherein the control frame is at nost 20 bytes in
| ength, an Wher ei n the acknowl edgenent is 14 bytes in length. 25 60. The
conput er readabl e nmedi um of claim52, wherein the first stationis a

di agnostic_tool. 61. The conputer readabl e nedi um of claim52, wherein the
first dtatPdn i sharempyerigadidemedivmes CE%» 32, gherepp thedpessegcdclpdesdanl e

medi um of | : L ShNG SR C r itively
sendi ng negésagslgﬂs rgo%qaéshlgg‘??rfﬁapéss‘% 361 the SRR Statlord g%‘%@ B Ms03s 07345

wher ei n t heccrgmagesnda sousendddasss actdatle firsost@sn. and conput er code for
nmonitoring at the first station for acknow edgenents sent

57.  The computer readable medium of claim 52, wherein the data frame and the

15 control frame are sent and received below a network layer in an OSI model.

58.  The computer readable medium of claim 52, wherein the data frame and the
control frame are sent at a data link layer of an OSI model according to the IEEE
802.11 standard.
20
59. The computer readable medium of claim 52,
wherein the data frame is at least 29 bytes in length,
wherein the control frame is at most 20 bytes in length, and
wherein the acknowledgement is 14 bytes in length.
25
60. The computer readable medium of claim 52, wherein the first station is a

diagnostic tool.

61. The computer readable medium of claim 52, wherein the first station is an

30  administrative tool.

62.  The computer readable medium of claim 52, further comprising:

computer code for repetitively sending messages from the first station,

20



fromthe second station to the access point, wherein the acknow edgenents
are sent as control franes. 5 63. The conputer readable nediumof claim
62, furtheoosomons sing conputer code for determ ning thatcCriesosesend
station is not a hidden node of the first station if the first station
detects at |east onewhekauntheaveroagstresent asfa data fhmesendnd station to the

access point. 10 64. The t hod. of. claim.62, furfher co i Si hg conput er
code foP det er nCHTRY ?%je?{%f %ngmﬁﬁfé?n%{sfgﬁh‘?%}oéa g"?B’&Bt%éFntt he first
station if flohethtiséddnd Stafibh @tHelcb&s boint,det ect at | east one acknow edgenent

sent fromthe second station to the access point. 15 21
wherein the acknowledgements are sent as control frames.

63.  The computer readable medium of claim 62, further comprising computer
code for determining that the second station is not a hidden node of the first station if
the first station detects at least one acknowledgement sent from the second station to
the access point.

10
64.  The method of claim 62, further comprising computer code for determining
that the second station is a hidden node of the first station if the first station fails to

detect at least one acknowledgement sent from the second station to the access point.

15
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