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102 A first blockchain node generates and sends a security group creation
message, wherein the security group creation message comprises security
group information structures respectively corresponding to various target
blockchain nedes of a multicast security group to be added, each of the
security group information structures comprises a public key of a
corresponding target blockchain node and ciphertext security group
information which is obtained by encrypting plaintext security group
information by means of the public key, the plaintext security group
information comprises a security group session key, and the security group
session key is used for encrypted transmission of multicast messages in
said multicast security group

104 Upon receipt of the security group creation message, a second blockchain
node searches the security group creation message for a security group
information structure carrying its own public key, and decrypts ciphertext
security group information in the found security group information structure
by means of a private key of the found security group information structure,
s0 as to abtain the security group session key

(57) Abstract: One or more embodiments of the description provide a method and an apparatus for realizing secure multicast in
a blockchain network. Said method comprises: a first blockchain node generating and sending a security group creation message,
wherein the security group creation message comprises security group information structures respectively corresponding to various
target blockchain nodes of a multicast security group to be added, each of the security group information structures comprises a public
key of a corresponding target blockchain node and ciphertext security group information which is obtained by encrypting plaintext
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security group information by means of the public key, the plaintext security group information comprises a security group session
key, and the security group session key is used for encrypted transmission of multicast messages in said multicast security group; and
upon receipt of the security group creation message, a second blockchain node searching the security group creation message for a
security group information structure carrying its own public key, and decrypting ciphertext security group information in the found
security group information structure by means of its own private key of the found security group information structure, so as to obtain
the security group session key.
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