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ARRANGEMENT FOR ENCRYPTED EXCHANGE OF PERSONAL MEDICAL AND
FINANCIAL DATA

The present specification provides an arrangement for the se-
cret and secure communication by providing a multitude of
transmitting and receiving encryption devices that are set up

in a particular manner.

Advances in DNA microarray and polymerase chain reaction
(PCR) technologies now allow researchers to measure gene ex-
pression for thousands of genes at once. However, there is a
need for better methods and systems for collecting genomic
information, providing access to the information, making use
of the information collected, and corelating the information
with other participant-related information, such as medical

information.

The EP 0167565B1 discloses a cryptographic transmission sys-
tem with a synchronization feature that detects when a syn-
chronization of an encrypted communication is required and
that provides the synchronization in a first transmission di-

rection and in a second transmission direction.

The EP 3155754 Bl discloses a system for providing encryption
on a plurality of devices. The system can automatically and
securely synchronize a user's file encryption/decryption keys
across a plurality of devices, authenticating the user on
each device before receiving and processing information from
the server necessary to recreate the user's file encryp-

tion/decryption keys.

The EP 1583380 Bl discloses a system for a call encryption in

a terrestrial trunked radio network with a synchronization
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feature. A transmit unit (201) transmits a new encryption
synchronization message when the elapsed time exceeds the

time threshold.

The application provides an arrangement for encrypted ex-
change of personal medical and financial data. Such data 1is
often personal data and benefits from an enhanced protection

by the lawmakers.

No sensitive information can leak out by copying the availa-
ble information from one single participant, also referred to
as communication party or communication partner. The efforts
according to the abovementioned publications focus on improv-
ing the encryption algorithm, while the system of the present
specification seeks to set up the transmitting and receiving
encryption devices in such a particular manner that the sen-
sitive personal data is better protected by a distributed and

timely staggered way of exchanging communications.

The arrangement according to the present specification com-
prises at least one mass enrolment center computing device
which is operable to store health related data and identity
information data of a multitude of subjects. There can be a
large number of more than thousand subjects or an even much
larger number, such as ten thousand, hundred thousand, or
more. While the health-related data comprises health state
data according to its type and genetic information data ac-
cording to its type, both not being critical, the identity
information data is highly critical with respect to confiden-

tiality.

In addition to the health state data according to its type

and genetic information data according to its type, there is
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actual health state data and genetic information data of sub-
jects, but the arrangement according to the application does
not store this critical actual data of subjects, thereby
providing a further security level. The actual health state
data and genetic information data of subjects is exchanged
only after personal and financial data have been exchanged

over the arrangement according to the application.

A subscriber computing device is operable to receive the
health-related data and identity information data via a digi-
tal communication interface, which enables an encrypted way
of handling the communication over a web platform server de-
vice that provides an encrypted communication channel between
the subscriber and the mass enrolment center computing de-

vice.

A payment provider server device receives a payment infor-
mation from the mass enrolment center computing device and/or
from the subscriber computing device and provides a payment
signal to the web platform server device that the payment has

been received.

The communication channel which is established by the web
platform server device comprises a temporary link site with a
temporary link site identifier in the form of an IP address
that can be assigned from a pool of available IP addresses,
and a computer memory link location which can comprise a dig-

ital memory storage area.

The link site identifier is forwarded to the mass enrolment
center computing device and to the subscriber computing de-
vice, and a communication interface is provided which allows

the encrypted interchange of pre-determined and not freely
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generated messages that are related to the health data type
and/or to the genetic data type between the mass enrolment

center computing device and the subscriber computing device.

The communication interface uses the computer memory link lo-
cation for releasing the health-related data to the subscrib-

er computing device.

The web platform server device, upon reception of a payment
signal from the payment provider server device, automatically
initiates a transmission of the identity information data of
at least one subject from the mass enrollment center compu-
ting device to the subscriber computing device, upon which an
operator of the subscriber computing device can contact the
respective subjects for receiving the detailed real data, in

contrast to the type data.

The structure of this arrangement enables a safe, secret and
encrypted exchange of medical related data, and it is set up

in a particular and secure manner.

The communication interface can provide an automatic verifi-
cation of a matching of health-related data with a predeter-
mined message of the subscriber computing device, upon which
the subscriber computing device is triggered to send a pay-
ment information to the payment provider server device. This
enhances the speed of a handling of a large multitude of sub-
ject data before the data expires, for example by a progress

of the specific diseases or a passing of the subjects.

The web platform server device stores a first identifier, for
example in the form of an IP address of the mass enrolment

center computing device, and a second identifier of the sub-
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scriber computing device, wherein the communication interface
is maintained between the first identifier or IP address and
the second identifier first identifier or IP address. This

increases the security of the arrangement.

In a further variant, the web platform server device deletes
the temporary link site and the computer memory link location
after transmission of the identity information data of the
least one subject from the mass enrollment center computing
device to the subscriber computing device, thereby increasing

the security of the arrangement.

A computer-readable digital storage area which can include

multiple physical carriers or a cloud storage are comprising
instructions which, when executed by a computer system in an
arrangement of computer devices, provides the aforementioned

steps of operating the arrangement of the application.

The following parties to the transactions of the health in-
formation exchange system are involved in the collection of

personal health data.

"Subjects" may in particular refer to humans, but, in a wider
sense, also to other forms of life, such as animals or
plants. The subjects can provide information in the form of
untested or unconfirmed genetic information, available raw
genetic data, previously tested results or reports, available
specimens or the potential to provide one, results from par-
ticipating in basic research or clinical trials and affiliat-
ed consented information, among others. In the case of other
life forms, the subjects can be represented or their respec-
tive information can be entered by a human user, which may

then also be referred to as the subject.
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“Subscribers” are parties or individuals who wish to link up
with a subject. Subscribers often pursue drug discovery and
research, development of new treatment modalities, epidemiol-
ogy, clinical trials, basic research, networking to form a
support group, and, in a broader sense, they can build a
global genetic bank for mankind and generations to come for

the benefit of science.

A “mass enrolment center” is defined as an organization, par-
ty group or association that has access to multiple subjects
who can be enrolled into a personal data collection process
This includes clinics, laboratories, universities, research

organization/s etc.

"Third party verifiers" are people who are qualified to veri-
fy clinical, genomic or any other personal health data infor-
mation. These include genetic counsellors, clinicians etc.

Thereby, a quality of information can be verified, or a "com-
modity" being sold on the site. This also provides confirma-
tions to the subscribers regarding the credibility of infor-
mation. Both “subjects” and “subscribers” may use this veri-

fication service.

The subjects may use it to add credibility to their infor-
mation while posting it. “Subscribers” may trigger a verifi-
cation after linking to the subjects and on the anonymous in-
formation exchange platform prior to the actual transaction
and this exchange is available on the anonymous information
exchange platform. This can be provided as an optional fea-

ture for both parties of the information transaction.
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As an added service, “genetic counselling services” can be
provided through a link, which is a service for which sub-

jects may pay third party counsellors through the portal.

The health information exchange system according to the spec-

ification provides a platform for sharing of genetic infor-

W ”

mation or data between “subjects” who “own” this information
in the form of raw data, results, reports or specimens or
participating in basic research or clinical trials and “sub-
scribers” who need this information. The health information
exchange system can meet “1ink” and “match” requirements of
subscribers and subjects to allow this exchange effortlessly,
while safeguarding privacy and records of both parties. A

payment gate way enables this link.

The health information exchange system according to the spec-
ification provides an online portal to link "subjects" who
have information with "subscribers” who need this information
and, in the process, can build a worldwide network and cata-
logue of genetic data in conjunction with available and con-

sented clinical information.

The information exchange system provides, among others, a so-
lution for the technical problem of establishing an anonymous
information exchange between a subject, which provides medi-
cal information about itself, and a subscriber, which is in-

terested to retrieve the medical information.

In further embodiments, the information exchange system also
provides a solution for the technical problem of automatical-
ly exchanging medical information between the subject and the
subscriber and obtaining consent for retrieving the infor-

mation, for example by using a proxy server, a robot or a
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program running in the background. Thereby, it is not re-
quired that the parties to the communication are permanently
online and the information can be exchanged for a great num-

ber of subjects and/or subscribers.

Furthermore, the information exchange system provides a tech-
nical solution for managing the payment flow in exchange for
using the services of the information exchange system and for

providing and retrieving the information.

In each of the abovementioned cases, the information exchange
system of the present specification provides a solution to
the technical problem at hand, as opposed to merely imple-
menting a different solution in which for the technical prob-
lem, such as establishing a two-way anonymous connection for
the interchange of medical information, does not occur, or in

other words, is circumvented.

The information exchange system is adapted to handle a large

amount of individual health related information. To this end,
the information exchange system provides a mechanism for the

automated handling of the information retrieval. The handling
of the information retrieval can comprise, among others, the

automated obtaining of consent, requesting data that matches

to a requirement profile of a client, a filtering and evalua-
tion of obtained data, and determining, whether further in-

formation needs to be retrieved.

Purpose/potential applications/value chain: evaluation of a
health product/service to be sold with respect to: commercial
value, potential improvement. Statistical evaluation with the

aim of obtaining knowledge/information relating to treatment



10

15

20

25

30

036 RJT 016 PCT 9

efficiency, population statistics, course of disease, epide-

miology and so forth.

A mechanism to obtain consent, such as a consent button, pro-
vides legal validity of the data, protection against fraud
and allows the disclosure of more than the displayed infor-

mation.

According to one embodiment, the information system provides
an online portal to build a worldwide catalogue of previously
conducted genetic tests conducted and through this database
readily accessible genetic data. Furthermore, the information
system provides a payment gateway for procurement of genetic
information or data by "subscribers" who need this infor-
mation from "subjects" who "own" this information in the form

of raw data, results, reports or specimens.

The information system can provide a linking and matching be-
tween the requirements of subscribers and subjects to allow
an efficient health information exchange, while maintaining

privacy and records of both parties.

According to one embodiment, the information system does not
allow posting or sharing of real time data. The information
system provides personal data production, such as defined for
example in the "Personal Data Protection Act Guidelines".
Furthermore, the information system provides a mechanism
through which a consent to exchange data can be obtained and
administrated, such that a posted health information posted
is posted through explicit consents of all participants. The
information system can facilitate data sharing between two
independent parties and provide a listing and collating of

available global genomic information.



10

15

20

25

30

036 RJT 016 PCT 10

Moreover, the information system can also enable the subject
and the subscriber to mutually and independently assess
the value of that information exchange while using this plat-

form only to enable the link and transaction.

Specifically, the health information system can provide a
nodal information hub for health information and an adaptable
tool for future prognostic diagnostic and preventive medical
decisions. In particular, the exchanged health information
can comprise genomic data, which is a resource for analysis
and data mining, and can lead to development of new technolo-
gies and strategies to improve health care. This includes di-
agnostics, disease specific treatments, drug discovery, and
preventive approaches. Data may be shared for individual com-
parisons, clinical outcomes, clinical trials, research, drug

discovery, gene therapy, among others.

Among others, the health information can include results of
diagnostic genetic tests, for example tests for single gene
disorders, such as sickle cell disease cystic fibrosis, or
tests for multifactorial disorders, such as Alzheimer's dis-
ease, breast ovarian cancer, colon cancer and hypothyroidism.
Furthermore, the health information can also include, among
others, the results of carrier tests, genetic Traits, predic-
tive/presymptomatic genetic tests, clinical exome tests,
whole exome tests, prenatal genetic tests, non-invasive Pre-
natal tests, prenatal fetal sexing, a preimplantation Genetic
Diagnosis, newborn screening tests, pharmacogenetics, a sam-

pling of blood tissue (biopsy) and other research data.

According to an exemplary embodiment, the information system

allows "subjects" who have some form of genetic information
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regarding themselves to make this information available to
"subscribers" who wish to link with them to access the Infor-
mation for Research or other applications. The information
system can provide a link that creates a global platform for
Genomic and provide a database of classified genetic infor-
mation. In particular, the information system can provide a
generic classification system to allow easy access of the
available information such as "single gene" or "whole genome

sequence".

In a further embodiment, the information system can provide a
"genomic stock exchange" or a marketing of other health re-
lated information. Thereby, the potential of the web for ena-
bling concepts for amassing buyers and sellers can be ex-—
ploited. For example, by using a previously created classifi-
cation code "genetic code" for various genetic disorders that
people are buying or selling through our site, the infor-
mation system can provide a portfolio of genetic stocks. For
example, the information system can provide a genomic infor-
mation exchange by means of which a trading of these "genetic

shares" is offered.

To this end, a value is assigned to each genetic stock. By
way of example, a value of each genetic stock can be based on
a volume of links created per month for that stock code
and/or on a value of the transactions on that genetic stock
for every month. In summary, the value of a genetic stock can
be determined by the buyer and the seller based on volume and
amount of buy and sell transactions of genetic information

through use of the information system.

According to one business model, every buy or sell transac-

tion of the information system benefits subjects and sub-
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scribers by crediting to their accounts a suitable fee from
each buy and sell through the information system. Further-
more, the subjects may receive a gene credit amount into

their account.

The information system according to the present specification
can provide various advantages over existing tools. For exam-
ple, the information system can provide a sharing of data

with researchers and people who need the data to advance sci-
ence. The information system can provide a more comprehensive

database of health information, such as genomic information.

Thereby, the information system can complement existing tools
such as whole genome sequencing tools. By providing a finan-
cial incentive for the subjects to provide their individual
health information, a comprehensive information can be pro-

vided worldwide and at a low price.

According to one specific embodiment, the information system
provides a free subject enrolment. By enrolling the subject
agrees to terms and conditions, which are provided through a
graphical user interface of the information system. Similar-
ly, the subscribers which want to obtain individual health
information need to agree to terms and conditions, which are
displayed via a graphical user interface of the information
system. For example, the subscribers may be obliged to re-
frain from tracing back the individual information, such as
by profiling and matching an information flow through inter-

net search engines using the obtained data.

After enrolment, the information system allocates to a sub-
ject a unique tag, for example in the form of a bar code, the

subject is identified by the tag instead of a user name or
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any traceable information. Associating the information with a
tag instead of aggregating the data can provide several ad-
vantages such as being able to trace a change of the data

over time and avoiding data duplication and overlap.

According to one embodiment, the medical information exchange
system can provide a three pronged “financial model”. Main
features of these three aspects of the financial model are

summarized below.

According to a first aspect of the financial model, a revenue
is obtained through Registration and Transactions. Firstly,
subjects, subscribers, mass enrolment centers and third party
verifiers build a network through a web portal or web plat-
form and also add to the base registration fees.

Secondly, subjects and mass enrolment centers are able to
build a value for and also monetize their own data in the
form of clinical or genetic information through a portal pro-
vided by the health information exchange system. This is
achieved through the exchange transaction and payment gateway
as subscribers pay for this information. The company which
operates the web platform, may also impose small fees which
shall be declared transparently. Furthermore, the health in-
formation exchange system can make use of the concept of so
called "gene credits", according to which credits shall be

passed back to each subject based on transactions conducted.

Thirdly, the health information system can furthermore obtain
advertising revenues from interested parties which could be
pharmaceutical parties, research groups and potentially oth-
ers when the population of the portal has reached critical

mass. Fourthly, services, such counselling and verification
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can add additional revenue to the subjects with a fee allo-

cated to the health information provider.

According to a second aspect of the financial model, a reve-
nue can be obtained through building value: according to this
concept, subjects 12 are made “stakeholders” or “sharehold-

”

ers” in the company. To this effect, the health information
system can provide a percentwise owner ship, such as 20%, of
the company to be owned by “subjects” once a critical mass

has been reached, which may be determined by hits, turnover
or other performance indicators, which may be determined au-

tomatically and/or with the help of user provided evaluation

input.

A progressive recruitment of more and more subjects who be-
lieve that “we own our own data and should drive science” is
the value proposition in itself whereby the site builds its
own value. This can be monetized through “third party inves-
tors”, “listing the company”, “sponsors” and this value is

passed back to subjects who have registered on the site.

According to a third aspect of the financial model, a revenue
can be obtained through genomic stock exchange. As sufficient
volume of information becomes available via the portal and
transaction activity commences between the subscribers and
subjects, the health information provider can invite inter-
ested players to engage in genomic stock trading of wvarious
commodities as detailed elsewhere in this summary. By way of
example, this invitation may be provided automatically in the
form of messages or in the form of user specific information

displayed by the health information provider.
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In the following a features workflow is outlined that pro-

vides features in addition to the above listed features.

The health information exchange system can provide an enrol-
ment of regular and premium subjects. Furthermore, it can
provide a global registration. According to this concept of
the health information exchange system anybody, whether
healthy or diseased can potentially benefit by enrolling on
to this site. In order to enable this mass enrolment, the
health information exchange system can provide, among others,
the two following concepts. Firstly, the health information
exchange system can provide a consent proxy for a mass enrol-
ment center. This center could be a clinic, a laboratory, a
university, A hospital, an NGO, a third-party service provid-

er, just to name a few examples.

Furthermore, the health information system can target a mass
market through the use of social media, by providing apps,
for example for android and IPhone, thereby helping to re-
cruit mass numbers though mobile applications. This is espe-
cially significant as the health information does not only
recruit diseased people but also healthy individuals who be-

come stakeholders or shareholders in the company.

The financial model or payment gateway for transactions of
the health information can be characterized, among others by
the following features: it allows a one-to-one mapping of
communication partners, an anonymous exchange of information,
an information exchange on web site using fixed messages, a
negotiation on web site, a third-party verification of the
information supplied. Furthermore, the health information ex-
change system can provide a use of e wallets for direct pay-

ments. The web platform 28 can provide a transparency of
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transaction by declaring service provider fees using VISA

Paypal or other payment providers as well its own fees there-
by ensuring payments to subjects. Furthermore, the web plat-
form 28 can provide an automatic pricing while allowing one-

time negotiation on site.

According to one embodiment, the financial method features
provided by the health information exchange system with re-
spect to a stakeholder/shareholder concept can be character-
ized as follows. The health information exchange system can
provide a “democratization” of data and an ownership of data
by the “subjects” themselves, who thereby have the right to
enforce their own choice and can benefit not only financially
but also in kind. The “subjects” can own the site collective-

ly and can be the engines for its growth.

According to one embodiment, all subjects can be considered
as “stakeholders”. To further incentivise the growth of the
site and to build a financial model around, the users of the

site can comprise in particular two categories of subjects

Subjects who enrol for free can benefit in two ways i) By
earning fees through sale of available information and items
and ii) Earning gene credits (for example 1 % of each sale)
which potentially translate to monies which can allow pur-

chase of a genetic test and/or cash back.

Subjects who enrol for a small proposed fee, such as for ex-
ample 3 USD can benefit by becoming stakeholders or even pre-

mium stakeholders or shareholders in the company.

Premium stakeholders can benefit in three ways. Firstly, they

can benefit by earning fees through sale of available infor-
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mation and items. Secondly, they can benefit by earning gene
credits, for example 1 % of each sale, which potentially
translate to monies which can allow a purchase of a genetic
test or cash back. Thirdly, premium stakeholders can also
benefit by becoming shareholders in the company, as explained

below.

Optionally, a predetermined percentage, such as up to 20% of
the company equity can be reserved for subjects who subscribe
for a fee. This activity shall be activated once the company
has reached a pre-determined threshold of premium subjects,
such 1 million subjects, enrolled or a pre-determined minimum
net revenue target is achieved by the company. Premium sub-

jects are premium stakeholders/shareholders.

This status can be reviewed annually. The predetermined per-
centage of the company equity value is translated to a mone-
tary value, such as USD or other currencies, and offered as
free tests to subjects and mass enrolment centers in equal
proportion and in order of registration by timeline. Option-
ally, the benefit can be monetized, but preferentially, the

health information exchange system provides free tests.

According to a further aspect of the financial model, the
funds generated through this Portal can provide an engine for
its own growth. Among others, a source of funds can be pro-
vided by the following means. One source of funds can be ob-
tained through direct transaction between subjects and sub-
scribers, the company earns fees, for example 5 % of transac-
tion value. A further source of funds can be obtained by way

of registration fees of subscribers, for example USD 5, and

registration fees of premium subjects, for example USD 3.
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A further source of funds can be provided by levying percent-
age fees for counselling or third party verification. For ex-
ample, the company or health provider can raise a fee of
about 3 %. A further source of funds can be provided by ad-
vertising fees through Market place. The advertising may be
provided by the health information exchange system itself or
it may also be provided by an advertisement provider, which
exchanges information with the health information exchange

system.

Moreover, a concept which provides a registration of subjects
who are willing to be part of a global "story" and a popula-
tion of the website with sufficient numbers can in itself be
a value proposition. Furthermore, a model which provides,
among others, the development of a global platform of genetic
data, information exchange, a direct link and of a payment
gateway i1s in its own automated mechanics can create value
for itself and attract investors in this concept. A suitable
valuation could generate funds which shall be used for the

following activities.

As a first activity, the web platform can provide free or
highly subsidized genetic tests, for example, whole genome
sequencing or whole exome sequencing with basic informatics
and interpretation. Thereby, the site can be populated even
further with information that “subscribers” need. The larger
the valuation, the larger the data base, the larger the valu-
ation of the company gets. This can provide a self-sustaining
cycle. The larger the projections, the bigger the chance to
double or triple the valuation based on the value created.
This effect can lead to exponential growth over a certain

time.
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As a further activity, the health information exchange system
can provide marketing and activities to populate the site
globally. Through wvarious social media as well as other di-
rect marketing techniques, which are provided by the health
information exchange system, potential subjects and subscrib-
ers can be reached, which populate the portal and spread
awareness among various interested parties, such as physi-
cians, researchers, pharmaceutical companies, subscribers and
Subjects) of the availability and utility of the clinical and

genomic information on the portal.

The size of the health information exchange system can be
tailored to the needs of the subjects/subscribers. For exam-
ple, it can be provided for one mass enrolment only or for
multiple mass enrolment centers. In this sense the health in-
formation exchange system can be decentralized. Furthermore,
it can provide an anonymous one-to-one exchange between sub-
jects and subscribers and it can provide a system to distrib-

ute financial rewards to the participants.

The health information exchange system can provide a reward
mechanism in exchange for the obtained information. Further-
more, it can provide a communication gateway without allowing

direct communication between the communication partners.

The health information exchange system can provide a one-to-
one information exchange or a reward for the access to the
subject's information. Furthermore, it can provide a mecha-
nism by which the person requesting a subject's information
is not able to negotiate the reward with the information
providing subject. Furthermore, the health information system
can provide a rating system which provides individual ratings

for the information provided by a subject. The health infor-
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mation exchange system can provide an automated mechanism for
remuneration such as by way of direct payment or assigning
gene credits.

The health information exchange system of the current speci-
fication can provide an automated mechanism to exchange in-
formation anonymously between a subject and a subscriber,
such as the information exchange system of the present speci-
fication. By making the communication anonymous, the subjects
and the subscribers are in general not able to communicate
with each other directly and are more inclined to pay for the

communication facilities provided by the platform.

In contrast to a database with only aggregated or anonymous
data, the information exchange system of the present specifi-
cation allows a one-to-one mapping of a medical information
to a subject, which can avoid data duplication and the fol-
low-up of information, as well as an individual payment for
the provided information which may also be negotiated indi-
vidually, without personal data unintentionally being re-
leased to one or more of the parties being involved in the

transaction process.

The subject matter of the present specification is now ex-
plained in further detail with respect to the following Fig-

ures in which

Figure 1 shows a first embodiment of a medical information
exchange system,

Figure 2 shows a second embodiment of a medical information
exchange system,

Figure 3 shows a third embodiment of a medical information

exchange system,
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Figure 4 shows a registration process of a subject in the
medical information system,

Figure 5 shows a method of connecting an individual subject
with a third party,

Figure 6 shows a method of linking a subscriber to a poten-
tial subject based on his query search and data in-
dicators shows

Figure 7 shows a method of connection between subjects and
mass enrolment centers (MEC) and further on the ex-
change between subscriber and MEC,

Figure 8 illustrates a method of handling a bulk communica-
tion request between a subscriber and an adminis-
trator,

Figure 9 illustrates a configuration and a method for estab-
lishing a safe communication between to parties of
the health data exchange system, and

Figure 10 shows a communication between computer devices of

communication partners shown in Figs. 1 to 3.

In the following description, details are provided to de-
scribe the embodiments of the present specification. It shall
be apparent to one skilled in the art, however, that the em-
bodiments may be practised without such details. Although the
above description contains much specificity, these should not
be construed as limiting the scope of the embodiments but
merely providing illustration of the foreseeable embodiments.
Especially the above stated advantages of the embodiments
should not be construed as limiting the scope of the embodi-
ments but merely to explain possible achievements if the de-
scribed embodiments are put into practise. Thus, the scope of
the embodiments should be determined by the claims and their

equivalents, rather than by the examples given.
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The following Figures 1 to 8 explain a communication between
individuals or communication partners which play a role in

the transmission of medically relevant information. The Fig-
ures 9 and 10 illustrate the operation of the communication

arrangement used in the health information exchange.

In a general sense, the present specification provides an ar-
rangement for the secret and secure communication by provid-
ing a number of transmitting and receiving encryption devices

that are set up in a particular manner.

The Figs. 1 to 3 show three embodiments of an anonymous medi-
cal condition information and monetary exchange system, which
are also referred to as "medical information exchange sys-
tems", 100, 100', 100'"'. The features of these embodiments

can also be combined with each other.

In Figs. 1 to 3, communication arrows are shown between the
various communication parties, such as subject, subscriber,
administrator, third party, payment platform, and web plat-
form. The communication arrows refer to the communication or,
in other words, the exchange of data messages between comput-
ers or devices of the communication parties. For simplicity,
the communication between the computers is illustrated in a
further Fig. 10. When the specification below refers to a
communication between communication parties, this refers to a

communication between computers of the communication parties.

Specifically, in the following, a communication of the sub-
ject 12 with the payment platform 18 refers to a communica-
tion between the computer 11 of the subject 12 and the server
17 of the payment platform, a communication between the sub-

ject 12 and the third party 27 refers to a communication be-
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tween the computer 11 of the subject 12 and the computer 26
of the third party, a communication between the third party
27 and the web platform 28 refers to a communication between
the computer 26 of the third party and the server 13 of the
web platform, a communication between the subject 12 and the
payment platform 18 refers to a communication between the
computer 11 of the subject and the server 17 of the payment
platform, and a communication between the subscriber 16 and
the payment platform refers to a communication between the
computer 15 of the subscriber and the server 17 of the pay-

ment platform.

Furthermore, a communication between the subject 12 and the
mass enrolment center 14 shown in Fig. 2 refers to a communi-
cation between the computer 11 of the subject and the comput-
er 5 of the mass enrolment center 14, a communication between
the mass enrolment center 14 and the payment platform refers
to a communication between the server 13 of the mass enrol-

ment center 14 and the server 17 of the payment platform 18.

Furthermore, a communication between the administrator 124
shown in Fig. 3 and the mass enrolment center 14 refers to a
communication between the server 13 of the web platform 28
and the computer 5 of the mass enrolment center, a communica-
tion between the administrator 124 and the payment platform
18 refers to a communication between the server 13 of the web
platform 28 and the server 17 of the payment platform 18, and
a communication between the administrator 124 and the sub-
scriber 16 refers to a communication between the server 13 of

the web platform 28 and the computer 15 of the subscriber 16.

The communication between the devices takes place via a com-

munication channel. A communication channel comprises the
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software infrastructure provided to enable the communication.
For example, a communication channel for the communication
between communication parties can be provided by the web
platform 28. In a broader sense, a communication channel can
also refer to the physical infrastructure provided for the

communication, such as the hardware.

By way of example, the payment platform 18 can be provided by
an internet service such as paypal or other credit or debit
card payment services. The payment platform 18 can provide
various modes of payment. In particular, the payment platform
can provide gene credits 119, which are symbolized by a "$"
sign in Fig. 1, and which are explained in more detail fur-

ther below.

In the following, the user devices of the below mentioned
communication partners, such as the user devices of the sub-
ject, the subscriber, the mass enrolment center and of the
third party are also referred to as "computing devices". The
server of the payment platform and of the web platform are

also referred to as "server devices".

Fig. 1 shows a medical information exchange system 100. The
medical information exchange system 100 comprises a first us-
er device 11 of a subject 12, a second user device 15 of a
subscriber 16, a third user device 26 of a third party 27, a
first server device 17 of a payment platform 18 and a second
server device 13 of a web platform 28, which provides ser-

vices for the users 12, 16, 27 of the web platform 28.

The web platform 28 has an administrator, which is not shown

in Figs. 1 and 2, but which is shown in Fig. 3. The functions
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provided by the administrator can also be provided by an ad-

ministrator program with preconfigured settings.

In the example of Fig. 1, the subject 12 and the subscriber
16 are represented by individuals which operate the respec-
tive user devices 11 and 15. The third party 27 provides the
functions of verification and counselling that allows a large
number of subjects 12 to get their health data verified or

get counselling for a specific health situation.

In further embodiments, the subject 12 and/or the subscriber
16 comprise an autonomous program running on a user device
11, 15 or on the server 13 which performs its task according

to predefined settings.

The respective server computers 17, 13 of the web platform 28
and of the payment platform 18 of Fig. 1 comprise computer
memory on which programs and data are provided for handling
tasks of the users 16, 12, 65 and of the payment platform 18,
and of the web platform 28 respectively.

The server computer 13 of the web platform 28 comprise, among
others, a database 19 for storing, among others, health data
provided by the subject 12 and identification data of the
subject 12, third party 27 and of the subscriber 16. Further-
more, the database 19 may also contain the amount and type of
data previously requested by the subscriber 16 for various
purposes, for example for automatically providing an offer to
the subscriber 16. Similarly, the server 17 of the payment
platform 18 comprises a database 20 for storing payment in-

formation.
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In the following, an operation of the health information sys-
tem 100 is explained by one of many possible usage scenarios.
During operation, the subscriber 16 requests a pre-defined
health information from the subject 12 by sending a request
message 8 to the subject 12. The predefined health infor-
mation can be selected from a graphical user interface (GUI)
which is provided by the web platform 28. For example, the
GUI can be generated dynamically using a GUI description lan-
guage and based on user profile and other data stored in the
database 19. By way of example, the GUI can be provided
through a web application frame work such as Ruby on Rails or

TurboGears, among others.

For example, in one embodiment the GUI includes an anonymous
information exchange program with pre-defined selectable in-
formation which is presented to the subscriber once the sub-

scriber has paid a contact fee to the payment platform 18.

During the course of communication, if the subscriber 16
wants the data provided by subject 12 to be verified, the
subject 12 sends a verification request 9 to the third party

27.

In general, the communication between subscriber 16 and sub-
ject 12 can involve more steps than the abovementioned commu-
nication steps, for example steps for obtaining a consent of
the subject or for successively determining whether the pro-
vided information of the subject 12 is relevant for the sub-

scriber 16.

Furthermore, the communication between subscriber 16 and the
subject 12 can be handled automatically with message queues.

The message queues may be implemented by an application which
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runs on the server 13. The three parties 12, 16, 27 are pre-
vented from viewing personal identification information which
allows them to communicate outside the server 13 until the

final payment is made to the payment platform 18.

Once the payment is approved by payment platform 18, the
identification information is visible to the respective par-
ties, after which they can communicate outside the server 13

for exchange of information.

In an embodiment which comprises a health provider, and which
is also explained further below with respect to Fig. 2, a
health provider forwards an information request message to
the subject 12. If the subject 12 decides to release health
related information and sends back a response message to the
health data provider, which forwards the response message to

the subscriber 16.

In general, the communication between subscriber 16 and a
subject 12 can involve more steps than the abovementioned
communication steps, for example steps for obtaining a con-
sent of the subject or for successively determining whether
the provided information of the subject 12 is relevant for

the subscriber 16.

Furthermore, the communication between subscriber 16 and sub-
ject 12 can be handled automatically with message queues. The
message queues may be implemented by an application which
runs on the server 13 of web platform 28 or they may also be
implemented using functionality provided by social media
platforms. By using message queues, the messages can be ex-
changed when the respective party to the automated communica-

tion is responsive.
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The server 13 is of the web platform 28 is used as a messag-
ing platform to exchange messages between the subscriber 16
and the subject 12. In other words, the web platform 28 as an
intermediate for a data exchange between the subscriber 16
and the subject 12. Thereby, the web platform 28 has control
over the type of information which is exchanged between the
two parties 12, 16. According to one embodiment, the web
platform 28 does not provide personal identification data
that would allow the subscriber 16 or the subject 12 to iden-
tify the respective other party 12, 16. Furthermore, the web
platform 28 allows only the exchange of pre-defined infor-
mation between the two parties 12, 16. As a consequence, the
two parties 12, 16 are prevented from exchanging identifica-
tion information with each other which would allow them to
contact each other without using the health data provider 14
and without making any payment to the health data provider
14.

The subject 12 makes payment for using the web platform serv-
er 13 to offer the subject's 12 health information to sub-
scribers 16 by way of sending a payment message to the pay-
ment platform 18, which acknowledges the payment by sending
an acknowledgement message. The payment platform 18 then in-
forms the web platform 28 by sending a notification message

to the health data provider 14.

As a further option, the subject 12 can make the payment for
the use of the web platform 28 as a deposit which is reim-
bursed partially or in full when data of a predefined amount

and quality is delivered to a subscriber.
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In a simple embodiment, a monetary value of the data provided
by the subjects 12 is estimated based on the content of a da-
ta input interface which is filled out by the subject. For
example, an evaluation can be based on stored standard value
estimates for providing information pertaining to certain
types of genetic defects. Furthermore, the value of the pro-
vided information can be dynamically estimated based on the
monitored demand for that type of information. Moreover, the
web platform 28 can provide mechanisms to estimate a value of
the data of the subjects 12 based on input data provided by a
third party, such as experts or specifically trained evalua-

tion personnel.

Figure 2 shows a further embodiment of the health information
exchange platform system 100'. The same or similar parts are

indicated by the same or similar reference numerals.

In addition to the features shown in Fig. 1, the embodiment
of Fig. 2 comprises a mass enrolment center 14 that acts as
an intermediary between subject 12 and subscriber 16, which
uses the same server 13 and database 19 as shown in the pre-
vious Fig. 1. By way of example, the mass enrolment center
can be provided by a health data provider, such as a hospi-
tal. The mass enrolment center 14 has a computer or computer
system 5, which carries out the exchange of data messages

shown in the Figures.

The subject 12 has an option to associate with the mass en-
rolment center 14 by accepting a consent handing over connec-
tion and exchange process through server 13 to the mass en-
rolment center 14. During operation, the subscriber 16 re-

quests a pre-defined health information from the mass enrol-
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ment center 14 by sending a request message 8 to the mass en-

rolment center 14.

By way of example, the predefined health information can be
selected from a graphical user interface (GUI) which is pro-
vided by the mass enrolment center 14. For example, the GUI
can be generated dynamically using a GUI description language
and based on user profile and other data stored in the data-

base 19.

The mass enrolment center 14 then selects from among the as-
sociated subjects 12 according to the profile sent by sub-
scriber 16. According to one mode of operation, the mass en-
rolment center 14 does not provide personal identification
data that would allow the subscriber 16 or the subject 12 to

identify the respective other party 12, 16.

The subscriber 16 pays for the link through the payment plat-
form 18, after which the link process takes place on server
13. For example, in one embodiment the GUI includes an anony-
mous information exchange program with pre-defined selectable
information which is presented to the subscriber once the

subscriber has paid a contact fee to the payment platform 18.

In general, the communication between the subscriber 16 and
the mass enrolment center 14 can involve more steps than the
abovementioned communication steps, for example steps for ob-

taining a consent of the mass enrolment center 14.

Once the final payment is made through payment platform 18,
the contact information is displayed to the subscriber 16 of
the mass enrolment center 14 and vice versa, after which they

can communicate outside the server 13 for exchange of infor-
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mation. The transfer of money between the mass enrolment cen-
ter 14 and subject 12 also takes place outside server 13 as

consented.

According to a further embodiment, the web platform 28 pro-
vides a query server which is used as a proxy for the sub-
scriber 16 for managing health data queries. The query server
retrieves data from the database 19, which comprises profile
information about the type and amount of information the sub-

scribers are interested to obtain and about past queries.

During operation, the query provider receives a requirement
profile from the subscriber 16 and uses the requirement pro-
file to generate an automated data exchange between the query
provider and subjects 12 or between the query provider and
the database 19 of the server 13, which contains health in-
formation of subjects 12 that matches with the requirement
profile. A data transfer message 7 between the respective
subjects and the mass enrolment center 14 is indicated in
Fig. 2, which can comprise among others an information re-
quest, the corresponding released information and consent da-

ta.

Fig. 3 shows a health information exchange platform arrange-
ment 100'' providing bulk communication requests to subscrib-
ers 16, which allow the subscribers 16 to get into contact
with multiple subjects 12. The same or similar parts are in-
dicated by the same reference numerals. Additionally, the

concept of an administrator 124 has been introduced.

In the health information exchange system 100'' of Fig. 3, an
administrator 124 is used as a proxy for the subscriber 16

for managing health data queries. The administrator 124 uses
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the web platform 28 for carrying out his tasks. As mentioned
before the tasks of the administrator 124 can also be provid-
ed by a program running on the server 13 with preconfigured

settings.

During operation, the administrator 124 receives a require-
ment profile from the subscriber 16 and uses the requirement
profile to generate a search for subjects 12 or, alternative-
ly, between the administrator 124 and the database 19 of the
server 13, which contains health information of subjects 12

that matches with the requirement profile.

The administrator 124 provides a list of subjects 12 to the
subscriber 16 after a connection fee payable through the pay-
ment gateway 18. Once the payment is verified the further ex-
change process between the subject 12 and subscriber 16 will

take place as per the process of Figure 5.

For simplicity, the administrator 124 of the web platform 28
is only shown in Fig. 3 for highlighting the functionality
provided by the administrator 124 in the context of the em-
bodiment of Fig. 3. An administrator 124 is not shown in
Figs. 1 and 2 although an administrator 124 is also present

in the other embodiments.

In the following, a finance model using gene credits is ex-
plained. The account of subject 12 is auto-credited with gene
credits 119, through the following mechanisms.

- Registration of subjects 12 on website server 13.

- Transaction between subject 12 and subscriber 16 on server

A percentage of transaction value is auto-allocated as gene

credits 119 to the account of subject 12.
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- Transaction between the mass enrolment center 14 and sub-
scriber 16 on platform 18. A percentage of the transaction
value is auto-allocated as gene credits 119 to subject ac-
count.

- A percentage of the company's profits is transferred to the
account of subject 12 as gene credits 119, wherein "the com-
pany" is the company that operates or owns the web platform.
These gene credits 119 amount to a dollar value shall be ex-
changed and used to provide a free or discounted list of ge-

nomic tests 120.

The gene credits 119 translate to cash which shall be pushed
back to the subject 12. The gene credits 119 translate at a

later date to ownership of the company and shares in the com-

pany.

In the following, a finance model based on free tests is ex-
plained. This finance model is developed to have a self-
sustaining construct, pay for free tests and build a database
of whole genome sequence at a global level. It also provides
cash benefits to Subjects in addition to potential free

tests.

Gene credits 119 are used to provide a default list of ge-
nomic tests default list of genomic tests 120 to subject 12
for free or at a subsidized rate. The list of available tests
is determined by the administrator 124. The list of tests in-
cludes but is not limited to whole genome sequencing. The
company that operates the web platform 28 preferentially pro-
vides this default list of tests free to subjects 12. Howev-
er, the subject 12 may also purchase gene credits to purchase

the listed test 120.
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Preferentially, the operator of the web platform 28 procures
the test from its subsidiary company and or its affiliates
although it may also be provided by the web platform 28. The
subsidiary company shall organize testing and logistics. The
free test information and data shall be posted on subject ac-
count 12. This shall be pre consented at the time of regis-

tration as a precondition to provide free test.

According to one embodiment the web platform 28 provides free
tests including but not limited to whole genome sequencing
(WGS) of an individual. WGS, full genome sequencing, com-—
plete genome sequencing, or entire genome sequencing) is the
process of determining the complete DNA sequence of an organ-
ism's genome at a single time. This entails sequencing all of
an organism's chromosomal DNA as well as DNA contained in the
mitochondria and, for plants, in the chloroplast. In prac-
tice, genome sequences that are nearly complete are also

called whole genome sequences.

Sequencing generates a lot of data. This data shall be avail-
able for research and for science through server 13. With
improvements in artificial intelligence and informatics this
data i1if reanalysed at a later date in time can provide new
medical and health information to the Subject. The company
shall provide this service of data reanalysis of free tests

for a fee at a subsequent period in time.

In the following, a further finance model is explained, which
is based on a genomic stock exchange. This is a concept based
on the fact that the administrator 24 is able to create ex-
change categories on server 13 and ascribe a fixed monetary

value to each.
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The platform 13 allows for a link between subject 12 and sub-
scriber 16 to perform sale and purchase activity. Therefore,
there is a volume of transaction and number of transactions
linked to each GSC. This allows for development of a new
platform called genomic stock exchange. This new platform can
be realized on the web platform 28, the payment platform 18

or a separate provider not shown in Figs. 1 - 3.

The web platform 28 allows for Trade of genetic stock ex-
change (GSC) shares as commodities. A trade transaction on
platform 28 generates a revenue. A percentage of this revenue
shall be passed back to the account of subject 12 as gene
credits 120. Gene credits are used to provide free test and

cash benefits to subjects.

Figs. 4 to 8 show processes carried out by the medical infor-
mation exchange system 100, 100', 100''. In particular, Figs.
4 to 8 illustrate the processes of registration of a subject,
carrying out a communication between a subject and a third

party, carrying out a communication between a subscriber and

a subject,

Fig. 4 shows a workflow for a registration process. First,
the subject 12 reviews and sees the website hosted on server

13 on his user devices 11.

In a step 30, the subject 12 chooses to register on the serv-
er 13. In a step 31, all the information on the server 13 is
auto populated and, in a step 32, the subject 12 chooses from
default options predefined on the server 13 to populate the
password encoded secure account of subject 12 which is hosted
on server 13 in a step 33. There is automation to allow ease

of registration.
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While registering, the subject 12 provides personal demo-—
graphic information including age and gender apart from other
information which may be useful for the subscriber 16 in a
step 34. To simplify registration, the subject 12 inputs de-
mographic data in step 34. Then subject 12 signs on which ex-
change categories he is willing to share, and then creates an
account using e-mail verification, including agreeing to con-
sent. In case of payment he pays at the time of creating an
account. The account is created first, and the health and ge-
netic information can then be updated at the same time or

later by the subject after the simple registration.

The subject 12 then provides health information which is in-
formation related to health and disease in a step 35. The
subject 12 may be healthy, apparently healthy, or diseased.
Subjects with any kind of available health information are
invited to register on the website platform hosted on server

13.

The subject 12 then proceeds to provide available genetic in-
formation which he has readily available and is willing to
share on the platform 13 and with subscribers 16 in a step
36. The subject 12 then selects from default options which
exchanges category he is willing to sell in a step 37. The
predefined options may comprise for example willing to ex-
change specific genetic data, register for research trials or
share a specimen. For every exchange category that the sub-
ject 12 is willing to opt for, the account is credited with

gene credits in a step 38.

The subject 12 then provides details about the genetic data

which is stored internally on the server 13 and which is
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linked to a rate fixed by the administrator 24 of the web
platform 28 in a step 39.

All Exchange categories and data category are linked to de-
fault recommended rates fixed by the administrator 24. Only
the administrator 24 is authorized to create new exchange

categories.

There is an option for mass enrolment center 14 to negotiate
a rate with the administrator 24. The difference in rates 1is
based on geographical and finance concerns of the subject 12
or mass enrolment center 14. As a further option, if data
with Subject 12 does not fall into the provided exchange cat-
egories, the subject 12 may contact administrator 24 to cre-

ate a new category in an optional step 40.

To increase the data on the subject’s account 12 which is
used for profiling and search by subscriber 16 or mass enrol-
ment center 14 or administrator 24, free text description of
health state is permitted, though limited by number of char-
acters used. In another unique work flow feature, the website
on server platform 13 allows the subject 12 to opt for which
of the data shall be made visible to subscriber 16 in a step
41. Once registration of the users 16, 12 or 14 is complete
on server 13, an email verification is sent to verify these

users in a step 43.

The server 17 allows for two kinds of subjects to create an
account: standard subjects 12 and premium subjects 12'. A
premium subject 12' pays fees to the web platform 28 wvia the
server 13 of the web platform 28 while registering using pay-
ment platform 18. A premium subject 12’ gets Free gene cred-

its while registering. No real time data is posted on the
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server 13. Only information about the availability and will-

ingness to share is posted on server 13.

An automated consent is obtained during registration from all
the users 16, 12 and 14 agreeing to terms and conditions in a

step 42.

Fig. 5 shows a work flow of connection between an individual
subject 12 and a third party 27. More specifically, Fig. 5
shows a method of connecting an individual subject with a
third party, such as a medical examiner, for the process of

verification of reports, raw data, result or test.

In a first step 51, the subject 12 registers on the website
28 using the subject registration form, entering his personal

data as well as health information.

After the registration, in a step 52, the subject adds the
billable categories/data for the exchange process. For the
subject 12 to get the data verified, a consent is generated

at step 53 before the start of the verification process.

In a decision step 54 it is decided whether a consent has
been obtained. If the consent is obtained in the decision
step 54, a third party is selected in a step 55 for the veri-
fication process from a list of all the available third par-
ties 27. The subject 12 selects the third party 27 through a
filtered list of third parties based on country, state and
city. The he can select any suitable third party 27 and pro-

ceed to get counselling or verification.
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If it is decided in step 54 that a consent could not be ob-
tained, the process loops back to step 53 to generate a new

consent request.

In a further step 56, a payment request for a fixed amount is
generated. Once the payment is successfully verified in a
step 57, the subject 12 receives the contact information of
the third party to send in the data to be verified in a step
58.

A verification request is displayed on the third party portal
in a step 59. The actual handoff of data occurs through e-
mail or physically outside the web platform 28, or, in other
words, outside the web application provided by the web plat-
form 28.

Once verification is complete in step 60, the third party as-
signs the status of "verified" or "failed" to the particular

billable category on the subject side in step 61.

Figure 6 shows a work flow of connection between an individu-
al subject 12 and a subscriber 16. Specifically, Fig. 6 ex-
plains the method of linking a subscriber 12 to a subject 12
matching the requirements of the subscriber 12 and based on

the query search and data indicators of the subject 12.

In a first step 72, a set of query items is selected. In step
73 a request is sent to the potential subjects 12. Once the
request is accepted in step 74, a link is established between
the potential subjects and the subscriber in step 76, respec-
tively. Otherwise, the request is deleted from both ends in

step 75.
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The Subscriber pays a fixed amount for link setup in step 77,
after which consent is generated in step 78. In a decision
step 79, it is decided whether a signed consent has been ob-

tained from the subject.

If it is decided in step 79 that a signed consent has been
obtained, the subscriber has an option to choose from availa-
ble reports (billable categories) in step 80. If it is decid-
ed, in a decision step 81, that a verification is required,
step 82 is followed wherein the subject gets their data veri-
fied by the third party by branching to step 53 of Fig. 5 and
completing step 53.

Once the data to be exchanged between the parties is agreed
upon, an automated anonymous information exchange negotiation
feature is available in step 83 for them to finalize upon the
price. During an amount negotiation the subject 12 either
agrees to a recommended rate or disagrees. If the subject 12
does not agree, the subject is the first person allowed to
start a negotiation. He is allowed to choose a value within a
fixed percentage up or down from the recommended rate, such
as plus or minus 10%. The subscriber 16 either agrees or rec-
ommends a different rate, again ranging 10% up or down from
the recommended rate. The subjects 12 then accepts or de-

clines. Only this much of negotiation is allowed.

Payment is requested in step 84 and is made by the subscriber
16 through a secure payment gateway in step 85, after which
contact information of the subject 12 is provided to the sub-
scriber and the contact information of the subscriber 16 is
provided to the subject 12 in step 86. The actual exchange of
data happens via mail or physical hand-off outside the web

platform 28.
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Figure 7 shows the establishment of a connection between sub-
jects 12 and mass enrolment centers (MEC) 14 and furthermore
an information exchange between subscriber 16 and MEC 14. The
establishment of the connection, which comprises steps 87 -
93 of Fig. 7, is described by a first workflow below and the
information exchange, which comprises steps 94 - 102 of Fig.

7, is explained by a second workflow below.

Fig. 7 shows a work flow of connection between subjects 12
and mass enrolment centers (MEC) 14 or a health data provid-

er.

The MEC will register on the website through the MEC regis-
tration form in step 87. On registration, the MEC 14 will be
provided with a unique identification code (UID) in step 88.
This UID will be used to link the subjects 12 with the MEC
14.

While registering, in step 89 the subject 12 will enter the
UID associated with MEC and will be provided with an option
that gives consent to the MEC for handling all their exchange
processes and receiving payments on their behalf and that the
provider of the web platform 28 will not be liable for dis-

tribution of money between the MEC and subjects in step 90.

A two-tier security is inbuilt. At the first level, the iden-
tities of the subjects 12 remain hidden and can be identified
by the administrator only through the unigque identification
code (UID). At a second level, a security password is provid-
ed to the administrator 124, who can then identify personal
information, which is accessible by the username and password

of the user. This access is provided to the administrator 124
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in order to enable the administrator to access transaction
data such as payment transfers or gene credit cashbacks. As a
further security feature, an automatic logoff timer is pro-

vided for the administrator account.

Among others, the health information system 100, 100', 100'"

provides the following security features:

The health information system provides an SSL-protected con-
nection between the communication partners and between a com-
munication partner and the web site. Thereby connections to

other sites and the server linked to the website provided by

the web platform 28 can be secured.

To that end, the web server 13 provides an implementation of
SSL certificate to make the website respond to https (hyper-
text transfer protocol - secured) queries, for example by
purchasing and implementing a third party SSL certificate for
the website from a reputed certification authority. Further-
more, a testing of the strength of the certificate is carried
out from the service provider’s end as well as the develop-
er’s end. The SSL communication is an example of an encrypted

communication channel.

Moreover, the health information system 100, 100', 100'' pro-
vides an anti-forgery token implementation. This implementa-

tion includes among others the following features: prevention
of cross site request forgery attacks, and thereby preventing
forms used for login ID and passwords, throughout the website
from being forged onto another dummy website, not displaying

passwords in clear text. Including the anti-forgery token in-

to the framework of the website.



10

15

20

25

30

036 RJT 016 PCT 43

Furthermore, the health information system 100, 100', 100''
provides an advanced encryption standard, preferentially a
128 bit AES, to encrypt the data throughout the website. By
using this encryption, the transferred data can be encrypted
on the redirected websites as well. In particular, the AES
128 bit encryption can be implemented and tested through the

SSL certificate implementation.

Moreover, the health information system 100, 100', 100'' pro-
vides an exclusive end-to-end communication between the sub-
scriber 16 and the subject 12 will be exclusive. In particu-
lar, the anonymous information exchange between subscriber 16

and subject 12 can make use of the AES 256 bit encryption.

A further security feature provided by the web site is pay-
ment gateway security. In particular, a payment gateway secu-
rity can be implemented by reputed service providers and it
can be implemented on PCI DSS standards (payment card indus-

try data security standard).

Furthermore, the health information system 100, 100', 100"
can provide periodic assessment of security, which may be
carried out in an automated, partially automated or manual

way.

According to one scheduling of the security monitoring, the
security monitoring of the website takes place every month
and the assessment will comprises the following elements.

- Vulnerability assessment — Determining if there are any web
related vulnerabilities on the website.

- Penetration testing - Assessment of the risk caused to the

website due the vulnerabilities.
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- Patching - Implementing corrective measures for the vulner-
abilities

- Testing of the following parameters and their corrective
measures, wherein test reports for these tests can be submit-
ted with the assessment monthly:

- Storage of an unknown code in the website framework - cross
site scripting (XSS)

- Unauthorized log in to the website through a dummy website
— Cross Site Request Forgery (CSRF)

- Strength of the SSL certificate and encryption - Heartbleed
vulnerability assessment.

- Login through arbitrary SQL query on the website - SQL in-
jection.

- Denial of service attacks.

- Testing for server errors which can give access to website

database.

If it is decided in step 91 that the consent is signed, the
subject 12 will only be receiving notifications on the ex-
change processes happening but will have no control on han-
dling the exchange process. The registration is completed in
step 93, when it is detected in decision step 91 that a
signed consent has been obtained. Otherwise, a message is
sent to the subject for which no consent has been obtained to

register as an individual subject in step 92.

On the other hand, the MEC will be signing a consent in step
87, saying that they are appointed on behalf of the subjects
12 and will be receiving payments for the entire exchange
process. Furthermore, the consent includes a statement that
the provider of the web platform 28 will not be liable for

distribution of money between the MEC and subjects 12.
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Furthermore, Fig. 7 shows a work flow of connection between

MEC and Subscribers.

The MEC has a general profile of the type of subjects 12 as-
sociated with them according to which the subscriber 16 can
send a connection request to the MEC in step 94. Once the MEC
accepts the subscriber request, it sorts through the associ-
ated subjects in step 95 according to the subscriber require-

ments and creates a connection.

The subscriber 16 pays a fixed amount, which depends on the
number of subjects 12, for the link to the web platform 28 in
step 96 and then a consent is generated in step 97. After it
is decided that the consent is successfully signed between
the MEC 14 and the subscriber 16 in step 98, an automated
anonymous information exchange feature will be provided for
amount negotiation between the MEC 14 and the subscriber 16

in step 99.

Once the amount is finalized and payment requested in step
100, the subscriber 16 makes the payment in step 101 and both
MEC 14 and the subscriber 16 will be able to view each oth-
er’s contact information in step 102. At a later stage, the
exchange of actual data will be done on a mail or by a physi-

cal handoff outside the web platform 28.

Fig. 8 shows a work flow of connection between subscriber and
admin. More specifically Fig. 8 illustrates a bulk communica-

tion request between the subscriber 16 and administrator 124.

The subscribers 16 have an option to provide search and con-

nection control to the administrator 124 of the website as
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query provider. The administrator account is preferentially

handled by one of the members from the web platform 28.

In step 103, a bulk communication message is generated. A
subscriber 16 chooses the administrator of the health infor-
mation exchange system as the query provider in step 103.
Next, a consent is generated in step 104. On deciding that
the consent has been signed and accepting the consent in step
105, the administrator 124 takes control for subject search
and sending out requests on behalf of them in step 107. The
subscriber 13 for that period of time can only view the pro-

cess on the portal.

If it is decided that the consent has not been signed in step
105, the control is returned to the subscriber 13 and the
process loops back to step 51 of Fig. 5. The administrator
124 selects the subjects according to the filters or query
items provided by the subscriber in step 108 and sends out

connection requests to them in step 1009.

Once it is decided that a response is received from the sub-
jects 12 and the request is accepted in step 110, the admin-
istrator request a link payment in step 113 and sends the
list of subjects 12 to the subscriber 16 after the link pay-
ment in step 112. If the request is not accepted in step 110,
the request is deleted, and the process ends in step 111.
Similarly, if no payment is generated in step 113, the con-
trol is returned to the administrator 124 in step 114, and

the administrator decides about further steps to be taken.

The control is handed over in step 115 to the subscriber 16
for further process of signing the consent, selecting from

the exchange categories and for making the exchange payment,
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similar to the individual subject-subscriber connection, as

described above with reference to Fig. 5.

Fig. 9 illustrates a method of providing secure information
exchange in a health information exchange system 100, 100',

100'' according to the present specification.

According to this method, the web platform 28 creates a link
site with a unique identifier when a communication between
two parties is required, for example a communication between
a subscriber 16 wanting to obtain health or genetic infor-

mation from subjects 12 and a mass enrolment center 14.

The link site is created as a temporary link site, which im-
plies that after an expiry condition is fulfilled the link
site is no longer available or is no longer available for the
intended communication for which the link site was created.
The temporary link site is thereby made unavailable, which is
also referred to as "deleting" the link site. For example, a
provided link can point to some static information or to an
error message page after deletion of the link site. By
providing the link site as a temporary link site, the securi-

ty can be increased.

By way of example, an information about the subject 12 can be

provided in the following data structure

subject {

identity information;
subject identifier code;
health data type;
genetic data type;

b
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in which "health data type" and "genetic data type" provide
generic information about the type of health data or genetic
data being provided by the subject, but not the genetic data
and/or the health data itself. This “health data type" and
"genetic data type” data is stored on the database 19 of the
server 13. The identity information is personal data of a
subject and it is - unless sent out automatically to a commu-
nication partner for concluding a transaction - only accessi-
ble to the administrator 124. The other parties, such as the
third party 27, the subscriber 16 or the payment system 18
only know the identifier, here referred to as "subject iden-

tifier code".

By way of example, the data structure or part of it can be
passed over the net as part of a response to an information
request, for example using JSON or an XML query. By only
storing and transmitting generic data it can be prevented
that any party to the communication gains direct access to
the detailed identity information. As a security measure, the
actual genetic data and health data is not stored on the
server 13 but is only retrieved from the subject 12 and
stored on the server 13 once the subject 12 has made a pay-

ment, or after the subject 12 has made the payment.

According to one example of releasing the identity infor-
mation data, the web platform server 13 automatically initi-
ates a transmission of identity information data of a subject
12 after the server 13 of the web platform 28 has received a
corresponding payment signal from the server 17 of the pay-
ment platform 18 or, in other words, upon reception of the

payment signal.
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The parties to the communication, for example a subscriber 16
and a mass enrolment center 14, can only exchange information
via predefined messages. This is illustrated in Fig. 9 with
GUI input masks 121, 122 having GUI input elements. Alterna-
tively, the same or similar functionality can also be provid-
ed by a command line interface or another standardized ex-
change of messages. The last two options facilitate automated
communication, for example at the end of the mass enrolment
center 14, where a party to the communication can be repre-

sented by a program, a batch script or the like.

The GUI, the command line interface, and the standardized
message exchange provide examples of communication interfac-
es. Preferentially, the messages that are exchanged using the
communication interface are encrypted by one of the abovemen-

tioned methods, such as SSL, AES encryption and so forth.

A communication between the two parties is established via a
communication infrastructure 123, which includes the soft-
ware, hardware and data-structures required to establish and

maintain the communication.

During runtime the GUI elements of the input masks 121, 122
are filled with the predefined options available from the da-
tabase 19. By way of example Fig. 9 shows a combo-box with
pre-defined elements, an option field with pre-defined op-
tions and a button for loading a query generator, which a
party to the communication can use to generate a gquery using
predefined elements from the database 19 according to prede-
fined rules, which may be stored in the code, the database,

in configuration files or elsewhere.
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At the beginning of a communication request, a subject 12
checks the identity of the website provided by the web plat-
form 28 and selects a health provider or a mass enrolment

center 14 for submitting his or her data.

After that, a program of the web platform 28 and/or the ad-
ministrator 124 of the web platform 28 invites the subject 12
to pay a fee. The subject 12 provides payment by interchang-
ing communication signals with the payment gateway 18. This

process in shown in Fig. 9 by a double arrow.

After receiving the payment from the subject 12, the web
platform 28 creates a link site 125 with a unique identifier
126, such as a dedicated IP address 126, and permits communi-
cation over the link site with a communication partner, such
as a subscriber. In particular, the link site 125 can be cre-
ated on the server 13 using an available pool of IP addresses
which has been obtained by the provider of the web platform
28 and which is indicated in Fig. 9 by the placeholders

"yyy.xxxx".

Furthermore, the web platform 28 stores the respective IP ad-
dresses 127, 128 of the communication partners, which allows
to re-establish the communication when it is interrupted and
to include the IP addresses into a protocol. The protocol can
be used, among others, to trace back a communication partner

after the communication is terminated.

After a termination condition is satisfied, the web platform
28 terminates the link site 125, after which the link site
125 is no longer available under the earlier provided IP-

address or, as an alternative possibility, the link site 125
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is available but it does not display a communication dialog

or interface as before but some other information.

Among others, the method shown in Fig. 9 can reduce a delay
of providing the health information. This can be advantageous
for example if patients die between the diagnosis and the
matching between subject 12 and subscriber 16, a large amount
of data can be covered, a corruption of the data can be made

less likely and a data protection can be improved.

By way of example, a matching of data between the provided
data of the subject 12 and the required data of the subscrib-
er 16 can be carried out as follows. The required data of the
subscriber 16 is transmitted from the computing device of the
subscriber to the web platform 28 in the form of a pre-
determined message. The server 13 of the web platform 28 de-
termines whether the provided data of a subject 12 or of mul-
tiple subjects 12 falls within the scope defined by the pre-
determined message of the subscriber 16. When this is the
case, the server 13 triggers a further action, such as send-
ing a payment request message to the computing device 15 of
the subscriber 16. When the server 13 receives a message that
the payment has been made, it performs further steps to ena-
ble the computing device 15 of the subscriber 16 to establish
a communication with the computing device 11 of the subject
16 and to retrieve the required data. Thereby, an automatic
verification of a matching of health-related data is provid-
ed. Herein, a computing device 11 of a subject 16 can also be
represented by a proxy device, such as a computing device 5

of a mass enrolment center 14.

The abovementioned method of establishing a communication be-

tween communication partners of Fig. 9 further provides that
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the administrator 124 is not able to see the connection or
communication channel between the subject 12 and the sub-
scriber 16, which increases the degree of protection of per-

sonal data.

According to a second level of security, an operator or ad-
ministrator of the web platform 28 is prevented from seeing
the detailed information exchanged between the matching sub-

ject 12 and subscriber 16.

In the same way that the mass enrolment center 14 can provide
a payment to the payment platform 18 and thereby trigger an
action of the web platform 28, other communication partners,
such as the subscriber 16 or even the web platform 28 can al-
so provide a payment to the payment platform 18. This is sym-
bolized by double arrows in Fig. 9. For example, the provi-
sion of the link site can be made when the mass enrolment
center 14 and/or the subscriber 16 have provided a payment to

the payment platform 18.

Fig. 10 shows the exchange of data, especially data pertain-
ing health related and payment related information between
the computing devices of the various communication parties.
In principle, a data change can take place between any two
computing devices of the respective communication parties,

which is illustrated by the arrows of Fig. 10.

In order to achieve this, the arrangement for the secret and
secure communication provides a number of transmitting and

receiving encryption devices that are set up in a particular
manner, as described above with reference to Figs. 1, 2, and

3.
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The web platform 28 with the second server device 13 and with
the database 19, the first user device 11, the second user
device 15, the third user device 26, the payment platform 18
with the first server device 17 and with the payment platform
database 20, and the MEC user device 5, form an arrangement
for exchanging encrypted information over the a communica-

tions network, such as the Internet.

The arrows between the aforementioned devices represent com-
munication links that transmit data and signals from one de-
vice to another device. A signal can also take the form of a
data message. In particular, the signal can be an electric
signal, or a signal in the form of an electromagnetic wave

which carries the data.

In other words, the participants to the exchange of personal
medical and financial data do not communicate directly with
each other, but they communicate by providing inputs to the
aforementioned devices or by reading outputs from these de-

vices.

Some of these communications are automatic, such as the emis-
sion of a payment signal before establishment of a matching
or the transmission of personal identity information upon

matching.

Some of these communications can only be provided upon estab-
lishment of a link site that has been created by the web

platform.

Some of the communications are based on a number of predeter-
mined messages, such as the negotiation between the first us-

er device 11 and the second user device 15.
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None of the communications provides individually generated
messages, and all communications can only take place between

the pre-determined communication partners.

The subject matter of the present specification also compris-
es the following feature combinations, which can also be com-
bined with other features of the present specification. For
the sake of simplicity only, the following feature combina-

tions are organized as an itemized list with dependencies.

When the items refer to communication parties, such as sub-
scriber, third party subject etc. this can also refer to the

device of the communication party.

Item 1. A computer-implemented method for establishing a
communication link for the automated exchange of health-
related information between one or more subjects and a sub-
scriber or between a mass enrolment center and a subscriber
via a web platform, the method comprising

- receiving data relating to a health data type and/or a
genetic data type of subjects,

- selecting a second communication partner, such as an
information source a subject or an MEC by a first communica-
tion partner, subscriber on the basis of the received health
data type and/or a genetic data type,

- receiving a payment from at least one of the first
communication partner and the second communication partner,

- creating a temporary link site with a temporary site
identifier, such as an IP address that can be assigned from a
pool of available IP addresses,

- forwarding the link site identifier to the first com-

munication partner and to the second communication partner,
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- storing a first identifier, IP address, of the first
communication partner and a second identifier, IP address, of
the second communication partner,

- providing a communication interface which allows the
interchange of pre-determined messages, related to health da-
ta and/or genetic data, between the first communication part-
ner and the second communication partner,

- checking a termination condition and, when the termi-
nation condition is satisfied, terminating the link inter-
face. Terminating means at least: no longer providing or
disabling the communication interface under the link site

identifier.

Item 2. Method according to item 1, comprising:

releasing a personal identity of the second communica-
tion partner only after a payment has been received from at
least the first communication partner or the second communi-

cation partner.

Automatic triggering of payment and commodity exchange after
selecting predefined messages, hitting accept button, no in-

dividual free-text messages allowed.

Item 3. A computer-implemented method for the automated ex-
change of health-related information between one or more sub-
jects and a subscriber via an information provider, the meth-
od comprising, at a site of the subscriber,

- identifying, selecting, predefined query items, for
retrieving health related data from the one or more subjects,
e.g. predefined text messages,

- sending an information request message to an infor-

mation provider, e.g. mass enrolment center, the request mes-
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sage comprising a consent query and the predefined query
items,
at a site of the information provider, e.g. mass enrolment
center,

- receiving the request message,

- determining whether consent is granted to send, anony-
mized, individual health data,
if it is decided that consent is granted:
- sending a - preferentially encrypted - data message to the
subscriber, the data message comprising the individual health
data, wherein a payment request to the subscriber is automat-
ically triggered by a predefined event and the sending of the
data message to the subscriber is conditional on a payment
provided by the subscriber in response to the payment re-

quest.

Item 4. The method according to item 3, wherein the step of
deciding whether consent is granted comprises exchanging con-

sent information with a user device of subject.

Item 5. The method according to items 3 or 4, wherein the
step of deciding whether consent is granted comprises query-
ing a database of the health data provider for consent relat-

ed data.

Item 6. The method according to one of the items 3 to 5,
wherein the predefined event that triggers the payment re-
quest comprises the selection of predefined messages, and the

activation of an accept button.

In the following, a subscriber site can also be provided by a

simple message receiving program on a user device to which
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message can be sent using a destination address and does not

need to be a web site.

Item 7. The method according to one of items 3 to 6, fur-
ther comprising

at a payment site

- sending a payment request to the subscriber site,

- receiving payment data from the subscriber site,

- confirming the payment,

if the payment is confirmed

- send a payment acknowledgment message to the information
provider,

at the information provider

- receiving the payment acknowledgment message and, upon re-
ceipt of the payment acknowledgment message,

sending, transmitting, the data message to the subscriber.

Successive identification of information relevant to the sub-
scriber. A successive refining can be provided by a program
providing a set of predefined questions or choices that allow

to narrow down the scope of the information.

Item 8. The method according to one of the preceding items
3 to 7, further comprising

- retrieving predefined criteria for successively refining a
type of information to be queried from a subject,

- displaying the predefined criteria to the subscriber
through elements of a graphical user interface, wherein the
predefined event comprises a matching of the predefined cri-

teria with a requirement provided by the subscriber.

(alternative: the query message can also be sent to the in-

formation provider directly and payment provider will only be
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notified once the consent is obtained. Furthermore: payment
can be made in advance, in which case there would be a re-
quest message whether payment has been made/subscription is

currently active.

Item 9. A system for the automated exchange of health-
related information between one or more subjects and a sub-
scriber via an information provider, the system comprising:

a subscriber user device which is operative

- to identify, selecting, predefined query items, for
retrieving health related data from the one or more subjects,
e.g. predefined text messages,

- to send an information request message to an infor-
mation provider, e.g. a mass enrolment center or a web plat-
form, the request message comprising a consent query and the
predefined query items,

a data provider server device which is operative

- to receive the request message,

- to determining whether consent is granted to send,

anonymized, individual health data,
and, 1f it is decided that consent is granted:
- to send an, encrypted, data message to the subscriber, the
data message comprising the individual health data, wherein a
payment request to the subscriber is automatically triggered
by a predefined event and the sending of the data message to
the subscriber is conditional on a payment provided by the

subscriber in response to the payment request.

Item 10. A computer-readable storage medium, which can in-
clude multiple physical carriers or cloud storage, comprising
instructions which, when executed by a system for the auto-

mated exchange of health-related information between one or
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more subjects and a subscriber via an information provider,
cause respective computers of the computer system
at a site of the subscriber
- to identify, selecting, predefined query items, for re-
trieving health related data from the one or more subjects,
e.g. predefined text messages,
- to send an information request message to an information
provider, e.g. mass enrolment center, the request message
comprising a consent query and the predefined query items,
at a site of the information provider, e.g. mass enrolment
center

- to receive the request message,

- to determine whether consent is granted to send, anon-
ymized, individual health data, and,
if it is decided that consent is granted:
- to send an, encrypted, data message to the subscriber, the
data message comprising the individual health data, wherein a
payment request to the subscriber is automatically triggered
by a predefined event and the sending of the data message to
the subscriber is conditional on a payment provided by the

subscriber in response to the payment request.

The transaction involving: consent proxy for mass enrolment
center, which enables communication with several selected in-
formation exchange channels at the same time. There is a one-
to-one relationship between subjects and subscribers. Sub-
jects or individuals could be identified at subscriber site

or at information provider site.

Item 11. A computer-implemented method for the exchange of
health-related information between one or more subjects and a
subscriber via an information provider, the method comprising

at a subscriber site
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- identifying health information criteria,

- identifying a set of subject identifiers based on the
health information criteria,

- sending an information request message for obtaining medi-
cal information from the one or more subjects corresponding
to the subject identifiers, e.g. bulk information exchange,
at a proxy server site

- receiving the information request message,

- obtaining consent information for individual health data of
the one or more subjects identified by the information re-
quest message,

e.g. by matching the provided information in a database
against stored consent criteria of the individuals, which is
faster than obtaining the consent from each individual, which
may not be online,

after a pre-defined information release event

- retrieving health information from the one or more sub-
jects,

- sending a health information message to the subscriber, the
health information message comprising health data that match-
es to the consent data, e.g. the health information message
may comprise only information for a subset of the individuals
or only limited information and the message may indicate this

explicitly.

Item 12. The method of item 11, comprising

- verifying payment data for the information request
message,

if the payment verification is positive triggering the

predefined information release event.
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Item 13. The method of item 11 or item 12, wherein the re-
trieval of health information from the one or more subjects
comprises

- initiating separate information exchange services with the
one or more subjects, at the health information providing for
the exchange of health information, the information exchange
services comprising

- providing pre-defined selectable data,

- presenting the pre-defined selectable data to the one or

more subjects.

Payment can be obtained at the moment of transaction or pay-
ment can be provided in advance. Data can be provided as
anonymized individual data sets or in the form of aggregated
data. If the information is too different between individuals
and therefore cannot be aggregated, it is provided as anony-
mized individual data sets. The subscriber must agree to re-
frain from attempting to trace back the anonymized infor-
mation. Resources can be provided a dedicated hardware, or it
can be provided by cloud computing, which can involve sharing
across the web or across different servers or across other
resources. The identified group of individuals can be stored
for later use to enable follow up information, e.g. how long

does the hip prothesis last.

Item 14. A system for the automated exchange of health-
related information between one or more subjects and a sub-
scriber via an information provider, the system comprising:
a subscriber user device which is operative
- to identify health information criteria,
- identifying a set of subject identifiers based on the

health information criteria,
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- to send an information request message for obtaining medi-
cal information from the one or more subjects corresponding
to the subject identifiers, e.g. bulk information exchange,

a proxy server device which is operative

- to receive the information request message,

- to obtain consent information for individual health
data of the one or more subjects identified by the infor-
mation request message,

e.g. by matching the provided information in a database
against stored consent criteria of the individuals, which is
faster than obtaining the consent from each individual, which
may not be online,

after a pre-defined information release event

- to retrieve health information from the one or more sub-
jects,

- to send a health information message to the subscriber, the
health information message comprising health data that match-
es to the consent data, e.g. the health information message
may comprise only information for a subset of the individuals
or only limited information and the message may indicate this

explicitly.

Item 15. A computer-readable storage medium, which can in-
clude multiple physical carriers/cloud storage, comprising
instructions which, when executed by a system for the auto-
mated exchange of health-related information between one or
more subjects and a subscriber via an information provider,
cause respective computers of the computer system

at a subscriber site

- to identify health information criteria,

- to identify a set of subject identifiers based on the

health information criteria,
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- to send an information request message for obtaining medi-
cal information from the one or more subjects corresponding

to the subject identifiers, e.g. bulk information exchange,

at a proxy server site

- to receive the information request message,

- to obtain consent information for individual health
data of the one or more subjects identified by the infor-
mation request message,

e.g. by matching the provided information in a database
against stored consent criteria of the individuals, which is
faster than obtaining the consent from each individual, which
may not be online,

after a pre-defined information release event

- to retrieve health information from the one or more
subjects,

- to send a health information message to the subscriber, the
health information message comprising health data that match-
es to the consent data, e.g. the health information message

may comprise only information for a subset of the individuals
or only limited information and the message may indicate this

explicitly.

A robot for doing "the information exchange" for the sub-

scriber.

Item 16. A method for the exchange of health-related infor-
mation between one or more subjects and a subscriber via an
information provider, the method comprising

- initiating an information exchange with a subject, querying
repeatedly until a subject is available/requesting a time
when the subject is available,

- exchanging consent data with the subject,

repeating the steps of
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- sending a pre-defined information request to the subject,

- waiting for a pre-defined response message, which includes
no free-text, to the information request,

if the pre-defined response message is received

- storing the content of the pre-defined response message for

later use.

Item 17. A system for the automated exchange of health-
related information between one or more subjects and a sub-
scriber via an information provider, the system comprising:
a proxy server device, the proxy server device being op-
erative
- to initiate an information exchange with a subject, query-
ing repeatedly until a subject is available or requesting a
time when the subject is available,
- to exchange consent data with the subject,
to repeat the steps of
- sending a pre-defined information request to the subject,
- waiting for a pre-defined response message, no free-text,
to the information request,
and, 1f the pre-defined response message is received
- to store the content of the pre-defined response message

for later use.

Item 18. A computer-readable storage medium, which can in-
clude multiple physical carriers/cloud storage, comprising
instructions which, when executed by a system for the auto-
mated exchange of health-related information between one or
more subjects and a subscriber via an information provider,
cause respective computers of the computer system

- to initiate an information exchange with a subject, query-
ing repeatedly until a subject is available/requesting a time

when the subject is available,
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- to exchange consent data with the subject,

to repeat the steps of

- sending a pre-defined information request to the subject,
- waiting for a pre-defined response message, no free-text,
to the information request,

and, 1f the pre-defined response message is received

- to store the content of the pre-defined response message

for later use.
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Reference

5 MEC computer

7 data transfer message

8 request message

9 request message

10 Medical information exchange system
11 first user device

12 subject

13 first server device

14 mass enrolment center / health data provider
15 second user device

16 subscriber

17 second server device

18 payment platform

19 health provider database

20 payment platform database
21 information request message
22 response message

23 query server

24 query provider

25 database

26 third party device

27 third party

28 web platform

30 - 43 method steps of Fig. 4
51 - 61 method steps of Fig. 5
72 — 86 method steps of Fig. 6
87 — 102 method steps of Fig. 7

103 - 115 method steps of Fig. 8

100,
119
120

100", 100'"' health information exchange
gene credits

gene tests

system
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121 GUI input mask

122 GUI input mask

123 communication infrastructure

124 admin

125 1link site

126 IP address link site

127 1IP address first communication partner

128 IP address second communication partner
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CLAIMS

An arrangement for encrypted exchange of personal medi-
cal and financial data, the arrangement comprising

- a mass enrolment center computing device, operable to
store health related data and identity information data
of a multitude of subjects,

- a subscriber computing device, operable to receive the
health-related data and identity information data via a
communication interface,

- web platform server device, operable to provide an en-
crypted communication channel between the subscriber and
the mass enrolment center computing device,

- a payment provider server device, operable to receive
a payment information from the mass enrolment center
computing device and/or from the subscriber computing
device, and to provide a payment signal to the web plat-
form server device,

wherein the providing of the communication channel by
the web platform server device comprises:

- creating a temporary link site with a temporary link
site identifier and a computer memory link location,

- forwarding the link site identifier to the mass enrol-
ment center computing device and to the subscriber com-
puting device,

- providing a communication interface which allows the
encrypted interchange of pre-determined messages between
the mass enrolment center computing device and the sub-
scriber computing device, using the computer memory link
location for releasing the health-related data to the
subscriber computing device,

wherein the web platform server device, upon reception

of a payment signal from the payment provider server de-
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vice, automatically initiates a transmission of the
identity information data of at least one subject from
the mass enrollment center computing device to the sub-

scriber computing device.

Arrangement according to claim 1, characterized in that
the communication interface provides an automatic veri-
fication of a matching of health-related data with a
predetermined message of the subscriber computing de-
vice, upon which the subscriber computing device is
triggered to send a payment information to the a payment

provider server device.

Arrangement according to claims 1 or 2, characterized in
that the web platform server device stores a first iden-
tifier of the mass enrolment center computing device and
a second identifier of the subscriber computing device,
wherein the communication interface is maintained be-
tween the first identifier and the second identifier

first identifier.

Arrangement according to one of claims 1 to 3, charac-
terized in that the web platform server device deletes
the temporary link site and the computer memory link lo-
cation after transmission of the identity information
data of the least one subject from the mass enrollment
center computing device to the subscriber computing de-

vice.

A method for encrypted exchange of personal medical and

financial data, the method comprising
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- storing health related data and identity information
data of a multitude of subjects at a mass enrolment cen-
ter computing device,

- receiving the health-related data and identity infor-
mation data via a communication interface at a subscrib-
er computing device,

- providing an encrypted communication channel between
the subscriber and the mass enrolment center computing
device by a web platform server device,

- receiving a payment information at a payment provider
server device, and providing a payment signal to the web
platform server device,

wherein the providing of the communication channel by
the web platform server device comprises:

- creating a temporary link site with a temporary link
site identifier and a computer memory link location,

- forwarding the link site identifier to the mass enrol-
ment center computing device and to the subscriber com-
puting device,

- providing a communication interface which allows the
encrypted interchange of pre-determined messages between
the mass enrolment center computing device and the sub-
scriber computing device, using the computer memory link
location for releasing the health-related data to the
subscriber computing device,

upon reception of a payment signal, automatically initi-
ating a transmission of the identity information data of

at least one subject to the subscriber computing device.

Method according to claim 5, characterized in providing
an automatic verification of a matching of health-

related data with a predetermined message of the sub-
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scriber computing device, and sending a payment infor-

mation to the payment provider server device.

Method according to claims 5 or 6, characterized in
storing a first identifier of the mass enrolment center
computing device and a second identifier of the sub-
scriber computing device, wherein the communication is
maintained between the first identifier and the second

identifier first identifier.

Method according to one of claims 5 to 7, characterized
in that the temporary link site and the computer memory
link location is deleted after transmission of the iden-
tity information data of the least one subject from the
mass enrollment center computing device to the subscrib-

er computing device.

A computer-readable digital storage area comprising in-
structions which, when executed by a computer system in
an arrangement of computer devices, provides the steps

of a method according to one of the claims 5 to 8.



