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SYSTEM AND METHOD FOR PROCESSI NG ENCODED MESSAGES
CROSS- REFERENCE TO RELATED APPLI CATI ON Thi s

wapphkiotss7 on clains the benefit of United StatBST/CA2004/001491
Provi sional Application Ser. No. 60/494,380, filed on
August 12, 2003, the entire disclosure of which is
| RERTINVIA RS MEFIEHGDtlyoquI@d)é@@%{N“@E@W@EDﬁM@s@Aﬂm
docurment relates generally to the fiel
comuni cations, and in particul ar tovvard pr ocessi ng

= R ges. BACKGROUND
crGSSMEIERRALED ALEA A S LERR0eS. !

si JRRtagpBSatiof BRAMP tHeWeneMlof M RHifed StReLRTRIVNY AFSlbation Ser.
ensure the integrity and confidentiality of

No. pQ{fo4. 3%, ifided orerBgust d 3R008  the gntireshscpsyrepfeyhielyisgncorporated
herefn%%’r%fe%}fce an e-mai |l systemfor exanple, the sender of
message coul d either sign the nmessage,
TECHNIGAL KB ressage or both sign and encrypt the
nmessage. These actions_may be perforned, using

h .
st aRalogemert refates cenqyaily foghs feldel cATBIMATIvRT pjand 1n partioular
t PGP (t
towd SRk M ts it i ool (D (BT (1)
BACKGROUNDsAROY e e-mai | nessages are relatively large.

Fo iréexan‘ﬁ?%gmfsllggésg/ge %?«E}gﬂg{ (% ae?ﬂ?}ﬁ,teglgﬁzﬁigégmgr{cr}?pr}mn TBhbth are
comiHoh sb@ 85 dnsutd¥he itb&fyaHg OB dehti R @)‘f%ﬁ@ﬂhz&lon being transferred
difficulties, espeC|aPly|nt econ%]ext of

from esgmdec ¢o @anstpreat né&al ag evingib systens Hom sxampler @le@gsdqu ianee-mail

vice. A resou constr ai;ned
s CANO G BB SR B LY AR S HDeLg Syt the
mes¥a8! @h@s@ﬁﬂtﬁén@ n{aﬁf Bd d}%i\fdi?ﬁle&l hﬁnﬁ%ﬁ&ﬁ&@ndﬂ@s heSsure Mul‘upurpose
transferred to e device. There |st

Intergeh daal Eﬁ@éaons) KS/MME)e Paetty &joedtPrivas¥ag éPGrBe”ﬂ )i RpenPGP and

%ﬁl OF THE I NVENTION I n accordance
man?n ﬁhe?? he't A6 ngs discl osed herein, systens and

melh geiferdl) fcifendi dna‘sﬁdge@ aeaelatvelg 1a&geoﬂadexm3ﬁe; GALIME can
wi thin_a comrunications_ syst emqu (é)lrver within the
increagerhefizeAliaB Fsal Breatep PH o iledd Qfrien (F mAse & $oRks Hlpfion. This

size taﬁg@&aﬁ%%fe tgﬁ'l\fﬁ&ﬁtlékse eiafty ﬁri"“c cogRdt bf Qﬂecsource constrained

respect n encod e message. Ihe
dev1d@\s|ucle aperficdless motdlef doanmuncatmashgﬂsep r2o w:smcng:onstramed device

ncti on, base et rthelndlctloni .
mﬁl}qo%l QicRerieneh é{j frichity aﬁﬂqg Py Msees Siergin oty fyportion of the
mesé”e@%thla? bedh TBERFAER BNREANER TRES 10BSIcFScldE@eRPhbed for a more
/or may Indicate whether a partial nessage of the

efﬁoemltmeesagebam@mgcdpprdaehsender i s being sent.

DISCLOSURE OF THE INVENTION

In accordance with the teachings disclosed herein, systems and methods are

provided for processing encoded messages within a communications system. A server
within the communications system provides one or more indications to a computing
device as to certain conditions existing with respect to an encoded message. The device
performs a different message processing function based upon whether the indication is

provided. The indications may include indicating whether a message exceeds a message
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As anot her exanple of a nethod and system an encoded
message is provided by a sender to a server. The
W@ 00301538ECcei ves t he encoded nessage and gener BEEEA2004/001491
nmessage status indication about the recei ved encoded
message. The nmessage status indication is for use by a
t Fe[e)] EntPRehSEARILf the
s B R e R P L i
senderas beige sattat us |nd|cat|on and at | east a portion/chunk

of ,t he encoded V|ded to.the device, .
St A eamDle P T A e o spegicddie TR pLug by e
sendéit Bt #1Serk @i TRE s@Rert fécgﬁleﬁﬂlep&{cfo@édﬂrﬂ:@sagﬁ add dRMEREs & message
secure nessage-rel ated operation (e.g., digital
status ingration abaré Hiefreesivedomeodedumyssage. | Theanessage Batus uication is for
e gvi d 0 \
use 0 R0 B DR S A Mo et

upontth€ eﬁ&ﬁi@@@%ssa'ébe Thy ﬁ@ﬁ@geaﬂﬂumﬁh@dw amdyattieast a portlon/chunk of
i mpl emented in many different ma such as a

the egpw&m%ﬁ%&e 3re PrQVi tthe deyies- n§ X frrdhior Rieiad %ﬂﬂdyaf&’él may

use 0 fieSEEY ks LARAREANEIIT ERNE L B8 el B SOA sl related

operzitl’oam(&rg tdlgxﬂaltdxgrmmh varifieationg etcyyaungil anoughsoft the messagsrhas been
nput er-rea e, nmedi um can al so be used th i S .

provida it d5Tio ah APACHHEIEEETR SheF etk T ARetiog upon

then&% ssor-inpl enented instructions disclosed herein.

Il be appreciated, the invention is chable of
ot 1ﬁhas systensdarfdf methnds mmdndumpiﬂnsent@mu thany &iflgeansways, such as a

s .are capabl e of |cat| n._vari
data g Wi RiE Hng soRRko tioRl PR B YERh P nogyeg psee
statub 'iﬁéﬁ‘(?k&l'oﬁ NThé\@&@rsthindDéan, 1n§1'ﬁ@e ﬁécﬂi‘étli&lsda@em%ad@ s@hbmitiedhrough a
of the preferred enbodi nents set forth below are to be
carrieryayel ecross thel nafwerkat Computerneadable madiumogan also be used that is
strictive. BRIEF SCRL-P
cnshB°SF UG o TR, PR D DY Mt

insﬁﬁﬁi&bdﬁ;cmédelh@aﬁ communi cati on device may be used.
F| 2 is a block diagramof a further ex

Wilk abe ofppsgrattedn thic| WEFHHGNNLA tGaprde o Rt aal g different
emb&l;'E]HHJ s{gf al%dTR? LR %@Tgﬁig'a?@g tp%BledcﬁVﬂﬁ&ﬁcatf dndin Yarious respects, all

es” an exanpl e systemfor transferring _
withﬁﬁs aqgetsng Hi@in Wtk epeit c«n(bl&da bwertiar. y pAcc@rdlagﬂd' plos sirdvipgs and

PR T AL R T O MR S

in nath@ dgbﬁ%tﬁ%ﬂ?p' cting conponents used i n handl i ng
encoded nessages. Figs. 5a and 5Sb are flow diagrans

BRIEFDESCRIPEIONBF AHB DRAYINGS i o f or processing
encoded nessages.

Fig. 1 is an overview of an example communication system in which a wireless

communication device may be used.
Fig. 2 is a block diagram of a further example communication system including

multiple networks and multiple mobile communication devices.
Fig. 3 illustrates an example system for transferring messages that were encoded by

encryption and possibly signing using S/MIME or similar techniques.
Fig. 3a shows a general encoded message format.

Fig. 4 is a block diagram depicting components used in handling encoded messages.
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Fig. 6 is a block diagram depicting conponents used in
handling partially received nessages. Figs. 7a and 7b
w@e@sH0k3wr di agram depi cting an operati onal scePer/iCa2an01491

processing partially received nessages. Fig. 8 is a

bl ock di agram showi ng an exanpl e conmuni cati on system

Fi Bigs. %54 snd@sh hRCiow Idageam @éfi@ﬁﬁlgaéﬂ Sﬁﬁé’r}ﬂidn\é? SENBAP S processing

comuni cation system Fig. 10 is a bl ock diagram of
encodgibnpisegesl t er nat i ve comuni cation system Fig. is a

bl gck di agram of nl e I | Vi ce, - .

PR AR e AR BB s U5 G hen Bl pliely roceived
mess@esan exanpl e conmuni cation systemin which a wireless

communi cation device_may be used. One skilled in the i

ar¥igsi 74 anghfp @rg How dipgam; ¢eprciingeap preraiipnal aggagg for processing

el : ogi es, but the systemshown in Fig. 1
pamﬂg{%g&géeﬁnrgtﬁ%tggasfe the operation of the encoded nessage

prBiges & aiglosly iagnm shod/imeirhedmpdesaninbeidation dylsem.

present a plié]_gti on. Th?re may al sq be many nessage

 sehider & 2placl Siepiseth s altPHRNIYG SXATRIE ARRATPIF AP SYSTTR 5
Em OFigl L Hstgiadd &'iﬁgtﬁﬂf&%@ﬁ’lepme%fmatﬁr@@oﬁﬁﬁﬂﬁcﬁ% BaRsmt he

prevalent Internet e-mail environnment efe
sekRigr 11 is 4 soclodiagramesfainl examplednotilegleviceshows an e- mai |
sender 10, the Internet 20, a nessage server system
40, a wireless gateway 85, wireless infrastructure 90,
BEST MO $OR CANRYENEAS USNEHE INVENTIONMUNI cat i on
evice . e-mar I sender system 10 may, for i
exBigpllds abeovethere of @l exemale ¢@PMpRigetigmesiege ity wgich a wireless |
Provider) on whigch u -
comBUREHiT dd@ a0 SpRa ke BINC B B SRRy R A et hgre may
be hiirirédsl sFciffer@htedpsiogies but (HeAMtenbstdweoinigt BHelpo déhenstrate the
Internet 20, or connected to the Internet 20 throu,%h a
operatigngef Almp epeqsisr i BMaISREH PERSENEe SYHe)s dad ymetheds described m the

. ol i . . 1wl Iy t

pesEPEAIER' 05 Tl MEISE BELLLE s IR REHI! i ot

shownnsit Biad 1hie fooilheititbd puspa@ewiodly, ané ahoves pedhlpy ihaNpost prevalent
other than the Internet,.although e-mail, transfers are

Interpghfriaill PrEEBRI PEREFCEHIY (YRRt ngpletsedonnect ed
ar F&g JETBRE Sn F3ml %wgie& 10 Fh8 - Interntd 0B 3538 e SBFNVE ystln 40, a

may “be 1 npl enented, for exanple, on a network conputer
wirelabd lghtewhin e85t iwisahesk | infréstmctoe 90y at wivelessangwoputl@p and a mobile

wi t hin aE L SP ar ASP systemor the like, and acts as
commppicatondevige®ace for e-mail exchange over the

| NAGT d1fail Hdnded s/ ematn ﬁial;},efdf%%aﬁgiag Be TUEARMS 1 SNISH Maternet
require a nmessage server system 40, a nobil e device

ServibeOProwide)gen adidhon usercef thiengystanel 10okasi 31 geoounidilpgpted within a
compeafnr}rl?llaéssﬂl}l/ lconrfl%cr:t%g ltcg g lotc):gl a2 géjtlxv%hce&m, Qn@ Qonnected to the Internet

20, or connected to the Internet 20 through a large ASP (application service provider) such

as America Online (AOL). Those skilled in the art will appreciate that the systems shown
in Fig. 1 may instead be connected to a wide area network (WAN) other than the Internet,
although e-mail transfers are commonly accomplished through Internet-connected
arrangements as shown in Fig. 1.

The message server 40 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,

and acts as the main interface for e-mail exchange over the Internet 20. Although other
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account on a nessage server. Perhaps the two nost
common nessage servers are M crosoft Exchange(tm and
wQeas1Bem no(tn). These products are often uspAI/CA2004/001491
conjunction with Internet mail routers that route and
deliver mail. These internedi ate conponents are not
mess_ﬁﬁiﬁ?’@yét@mg'rﬁi-ghﬂ-notaféqﬁiﬁﬁbi iRt sef o @Gtk 40, aYmabil®Uevice 100
in the secure message processing described bel ow. i
configured fgereseiving sndspaspiblysseadingrmaih veill piogmplly be resepigted with an
y [.U e-nmail s L Ngaan elving: th S
sccolf R o miSinst ek, 2BLRRHRT Gyl SR ot Hfespil Sorvers are
Micrpsofd efsicheskedit alb IetisoMambisoar dabe |pré@cealaenddien, used in
to-do lists, task lists, e-mail and docunmentation. The _,
conjygctign @dth fniprmghjnagouists that Fade and wghrcrgmaiby olhege igfermediate
‘ : rn : d :
compgBis 26 HEE Inoh? i T 1 B B0l b B WG M secure
messhgkplogessatovdeskrifedrbel oz aMengpga sgiverssunls s samer 40 pleslly extend

the user gs they rqam hetween cquntrie r net s. A
beyop gust ol SeHEEER TER B, S BEATES SR dorsee
engiﬂ({&l_%rg)%it %§§e bicABRHASH®Rse fodRAE ﬁ%ﬂ datPlikeodl bR, fot&ﬂgﬁg‘,géésk lists,

( ron1a.base station in the wrel ess networ
e-mailant ldecwrpérithigordevi ce 100. The particul ar network 105

be. || i rel k. - whi.ch
roLeeileis g ute B8 Had R G e iR Tl Sep s fntemmet
20 afteWieRss AStwiRMOS5] Thiei Wireldss iafrEMARASE 90 tefiininedBES @6t likely

Is sent by the e-mail sender 10, |ocated sonewhere on .
netwotkefor decatingta gigen war snddesslsghenser as ey radm ypefwgenycouptries or

the o e it i Sj il i) .
neop5, LGRS RETABPEbES BRI 1B RO Bnmission,
typichy af ﬂ&ddi(ﬂfﬁie?uéﬁ&y €RB), divn( Hbhe)starivalyinphe wireless aetiviorle105 to the

the format of the nmail nessage. These techni ques are
mobilg devigs [10Rnokhe Rastiewhssretepik| myay beprtyplly any,@ireless network

[ . and i s
o SR SERE A p s RTINS 1, v
meAs alypwigirshist scanppat ¢-nwilsnessagd Eifis spatl Uy theressaleender 10,

access schene erein the nobil e _device 100 st
locatp gerBSheTR AR b b sﬂgé Qe &ng@@aajﬂayqu &n the clear and
uses ”ﬁ%&ﬁgﬁals HiMple [Wafl NEriRRE! @réle¥dicSRAD), SRpEssY Sﬁe%ﬁ(@rs and

provide for automatic routing of such nméssages whic _
Multgrepesd dnesst §akExtgnsiors EINIE) body: peais| to ddfine s format of the mail

jated with th ile device 1 h f d
mmessig o G RE T PHIAES Pl A P e seaaah® n he Hpseee 19
arrived G 818 $88sd R RrvPE S0 AL iSHEMANYEGOUM 2 AFEPeat@e. WMdsh known

a host system such as a hone conputer or office )
messegimgsysemafsipnorbesoealisdt ‘oull hmessase aesessaschemiel wherein the mobile

.10 re redirect fromth S
oo PP, S 8 O B T RRERBE Y i, s 055 o
mobil@eHife 0d.i Some ehadhs proeiurtfoohhtbmgtit heutingrofatet mgssages which
nessages_to the nobile device 100, the nessage

15,
are agdeessed| using & srenificatwigll ofdices srositted avilhhs mnbilR dedise %0- Ina
pref%rﬁeﬂfe%\{odﬁrﬁ?ﬁt%s%eﬁ g ﬁ%&%@ﬁaﬁgésﬁgfé nidd6a b h&HESSd to a message

ructure I nc
server account associated with a host system such as a home computer or office computer

which belongs to the user of a mobile device 100 are redirected from the message server
40 to the mobile device 100 as they are received.
Regardless of the specific mechanism controlling the forwarding of messages to

the mobile device 100, the message 15, or possibly a translated or reformatted version
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of connections to wirel ess network 105. These

connections could be Integrated Services Digital
woRido133371 SDN), Frane Relay or Tl connecti onsPUBECAY04/001491

the TCP/I P protocol used throughout the Internet. As

used herein, the term"w reless network™ is intended

therdo®, ib Béilt W&letﬁ&assscgafe%&%st Th¥ RAfel&E iMPishaEtero 90 MeREes a series
bei ng (1) data-centric wreless networks,

(2)
of cw@@méﬂtwmiewne@mkslOﬁetT\héﬁ*Gk@Imﬁ@thns)coulﬂiab& Friegmated Services

o BN 3940 R SRS AL gl

throWghisoi ﬂ%dhdb@lamd% ﬁ@ﬁ\l\ﬁﬁr&ﬁ tﬁectdnﬂe“whenessahawr@ﬂt” is intended to
limted (1) Code Division Miltiple Access (CDWVR)
inclidetiUise KELToTEm DRSO R SPES SOt BFNKE) A 6rniti e il Artvorks,

@ P g iy AT bl MR & phF BN born

voict hhd dlagecanmmuhinati¢i3 @ven &fenankes physie] Baseastaehs. Combined dual-
Dat a- r at es obal Ev Iutlon d.Uni versa
modROHs Y BT ORGSR Gt PO mﬁ;‘?@tf@n&msﬁﬂwg%%ﬁ}l@eie Access

f A I
(CD@S@??%‘@%{I% (%H?COQ#W §pe@§aﬁn\d@@§l§1eé %g t%%?_@l@)ﬁh@ S stem for Mobile

ComNatniations ESMD lapd thef Galed: Packsit RadiveBrrvice (GBR&) netwmdek end (3)

foe] P ELRR GER LY Rb e BRgRa Tae i by o] dotution

(EDGEP %nﬁUUhl\%fsaP)Mﬂﬂhee T%I%Hmiﬁiuﬁ@hh&{s syg&mm (uMfrgyi "gbme older
tiple networks and nultiple | e gonmuni cati on

exangeles o' datTisentsigs nefivods implgde Ahe sM@bﬁ@t antRadiq WNafwaik gpd the
Dt P2 KBS, NS Byl TSI 50 DAl FRLARA Rotue

Pers@hdl @o@ﬁﬁuﬁbitidnéﬂyswns\(BCS) A& orksHike TR, sralTBMA bystens.
additional wireless network 110 and mul tipl.e nobile

coftfurh iatiterkgdipeaas of gofurther ereays @@@Ww Fystem including

J r
LRSI o, S R BRI 20, BN 2
substapsiaiyg eimpilaces thenBigs { styater, dnd indltbiexds et systdye B0, a redirection

herei n nmay  be applie net rks h V|n
PIogEIR fidy & MObilS sl isg iceglle ¢ha Ve rH BENgte BERVark, Ry router 75,

an aﬂ&tMﬂQ%ﬁEl@&dh&@oﬂﬁlWhﬁ@ﬁﬂt?pl@ il Joﬁﬁhﬁlﬁ@itioﬁrﬂevmes 100. As

system nenti oned briefly above. The central
descsiped @hvoB) m/\/lcblhjungtmncwithﬁgxel,al?xgo r2pmpaﬁtsentef8ml @@rﬂﬁw of a sample

other LAN, b ma st ead home offi.ce copputer
et GOREOBY e IPTYAE CHEret WREPES P Noes SgRE il methods
deschiBbd Her@HCAaY 96 p%IWdttB inBtwidiRs RAshg MykY iffedéhtitdpdlfides, the network
nessage server 4 runni ng on some conputer within the

of Figi.  ésvadeful 6 undrastiding sy atemptiq eraailrediscoiion syderangntioned briefly
b interface for the host systemto exchange e-mail wth
e Internet 20. the systemof Fig. 2, the redirection

Pr qhE 2ehtd ReEBIsesn Bedill eglicaly & a dadpardté efficeforanhdr AN, but
server 40 to a nobile comuni cati on devi ce 100.

may Anstepskhste horae pEgecempiish oo etheupsivate sRtswhWRere el messages

are Qéing exchanged. Within the host system 30 is the message server 40, running on
some computer within the firewall of the host system, that acts as the main interface for
the host system to exchange e-mail with the Internet 20. In the system of Fig. 2, the
redirection program 45 enables redirection of data items from the server 40 to a mobile
communication device 100. Although the redirection program 45 is shown to reside on

the same machine as the message server 40 for ease of presentation, there is no
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AddR9S49q §68ed Whingh @P%Ieii S4Bk Rbbigdtish aﬁleﬁg
6 N 09

the sane machi ne as the nessage server 40 for ease of
presentation, there is norequirenent that it nust
WO e@s0es36T t he nmessage server. The redirecti onP@ET/CgR@AN01491

45 and the nmessage server 40 are designed to :
co-operate and interact to allow the pushing of

requiréth &t ARt itQfudt QediBPON BreFRsbLHR SR Thdreliffbdion program 45 and the
installation, the redirection program 45 takes )

messeghispiyen tlakreadesignsd - o pd-ppieratei and dwemget 4 ellow the pushing of

iforp {30 bRle oBiishs JRE” ) b PR gl b Elob et s ke

confilleffid] @nd @bicbLEld GBS CEdrpérbRin@imbtich fodi specific @Ber and redirects it
software 45 may_be found_ in the conmonly assigned

out thyieugle thegtoaperatertinewall te mobde govices G Agbaremletaaled dpscription of

e AL 800 VSO Eo M BCARLL R S o
6,219)694 (theHs9il PgteAt Sheatided Syt and MefodrfesBishiryin forsmtien From
s 0855 TS plh e BB e P peronie
ﬁ’r(aﬁ ¢,nioh01, and

No. "6, 701, 378), S? 545,963, S/N 09/528, 495 (whic
Unitérh Statess Batentadpplidations S{T8t9sARR68nwinch has 468¢d1 64 )UnitgdNbtates

ru SN AT A ORI e p A8 R R, Ui

Stated Ga8RY No 668 A6a5, eSiNI 0/545 62, Bh@® SAN09ATH1 756 Ainihddh I issued as
reference. This push technique may use a wreless

United Biates RatcshNodb 463, 46 pH of sihésh ain dershiy igqorpasnted into the present

t echnj que.to del {ver I i I [ to I ): .
apptf 5L S oty HEE o el TR, s, 5w Re Ry faly encoding
compressgiind éRryptivhudehm@ehto el draxidieviraaitidd@o asseileadeRite, thus

wWth the host system 30. As shown in Ficﬁﬁz there ma

effeqiiaclysgiyendingethterwaty gaewall fo inchide: 5ash mofilsr dayiGeokPO; gesociated
. ' vice 100. One nethod for |oading
Wlthitt%e%({rgpng‘%slkegl}lg@nto the nobile device 100 is through a
POAL shiesn gnEiteed, there msy gmanyl eérnsiverpathsefos ettiip irformation to
nmethod tends to be useful for bulk information updates .
the r%?hllérﬂeﬁ@ﬁf189-n9@eé@etmﬂe EOF AP PGB ROTLOHB bR @Ohligg%ce 100 1s

thl'OLth(ri])l(e)d et @es?%%&e‘&%)t u§¥$ b Q18130 2169 5C OBy kR fhodRedsttB ibB useful for

system 30. The other main nmethod for data exchange

bulkiisfoouation upslateis rofigs ipadomnadedt disitialization ok 8 noebikaleivicerl 00 heth the

i nformati on. As sh dn Fig. 2 IS, may be .
host 53RBp0) Qb GPORY LG vl e eEnid) ThTP e Paimppethod for date
exchbgOM %e@th%ra%dﬁﬁﬁ%wﬁlaewﬁ&wa&ts 16 ABRRE thOhf®Makidna As shown in
wi T el ess gatewa 5 and a wireless infrastructure 90,

Fig. 3sthisanast bangomiptished tniougle & Mawsisss ¥PNarouter b @5 Shropsh 2 traditional

router 75 iscrelatively new ingthe wr iR
tnterfl it on O3 15 £ il el o8 ol PSS iRl o, s
descHbé®abdwe. t IThe u@cépt SFes ivfiteleswi VEIN @S ated WY feldliviely Bew in the
nobi | e devi ce 100. The Ppossi bility of usi i
I-

| ! ) ng.a wrel ess
wirelgsindusitesndzimigs thah pyW N semerjorbeand by sﬁtﬁlgtﬁhéd dpertly through
. L erpet . . .
o L A A0, N gL A0 15 8 B B it
VPN®luved 78 has dhlysredentlyiseeh aedilabld ddd quubd/ belessenehghtht Bew Internet
addresses . to 8[?)(%}6§ate an | P.address _to ever

ile
Protege (IR VErsionyg, arrives into [P-based wireless networks. thti!s, new protocol
will provide enough IP addresses to dedicate an IP address to every mobile device 100 and
thus make it possible to push information to a mobile device 100 at any time. A principal

advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN
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thus make it possible to push information to a nobile
device 100 at any tine. A principal advantage of using
wao bios/owi3BEl ess VPN router 75 is that it coul d PET/an2004/001491

of f-the-shel f VPNconmponent, thus it would not require
a separate wireless gateway 85 and w rel ess

coml!)c.‘ﬁ1feﬁt‘3‘SthﬁéJ G Wo%lcp QlOE Gedifird! 8 CsbpardteV/ R FRE NBkdw 4N 8‘$/Ozlvﬂdd w1reless
preferably be a Transm ssion Control Protocol” (TCP)/IP

infrastructiye rO0Dkt beymagd. Prio (VAR Icongoiyi woudd preferablynbe @ Transmission

Cond5hol 5B 320 B Lo (S PRI LB e

messdfed dirdctl§ td HeShioile d8ideS100NEIfADSHel6RVPIN 508 Met amrable then a
mechani sm avai | abl e and has been descri bed above. In

link Phdo & brernetc2( sdhe eqst sAMZIPS: copeftion; lgechanise deipbsFgd has
Saage 15 leaving the e-mail sender 10 arrives
been ({eg%wgdrressage server 40 and is redirected by the
reth theciutGRatly eglir@endb sjzsnerﬁ hef Fii2,ea demposedldfhailAnessage 15
this redirectjon takes @fe t he nessage i s .
leaving. tb‘?]\?épféibé%}ldeééol AV Satlclic gessese SERYEr sy aad iyregirected by the
f 066,y RAd BlEs LBREHSD '?alk%@ lace th
redugﬁ% % appl i g,gpﬁ.l ge[%o?‘?g?eﬁa?(y msssagse 15. 1n lace the
messagy |5 irssagelopdt anindicated a0801dnd awissibly p:tepmemyb@ﬁlpaﬂfselon and

no.l ess secure t an_ i e read,on a de
cneriHRS T RRGA SEEHIGL DSHER (PO PLFeEp I this way
mes§£§§s§1?éh?gsre§€f ehanoedbReiNgQM GOI"@e 7.6 Wsk 86duk®thall i DBERMefPread on
d the nobil e device 100 pref erabyxause

this rressa(?
a deﬂmamdqﬁammsm a$ §0evithin dheh Brewgdlal ABfmesspges seekanged between

eisto in ' f oR: 0
the FRMSHRAG ol R b S P T i e
repaél@GRigeshnsquad Cidhﬁﬁﬁer gbial §f mhd Omsr drRplope NEfSdg@eih the addressing
reach the appropriate destination, and also allows the

inforntatigniof theprging messpee exenbthasendes’s e the resgsier s gddress. This
allovﬁsg gelrpﬁgﬁi&e%@%sg th %S%ﬁﬁee V\B&t ﬁ eé{? destﬂgﬂgﬁ‘séldc Elggnahg@fs the “from”

ecei ved ‘nmessag
ﬁelda;a et ths rﬁdb@lldglbeﬂ DdeskrpddesorUghy dteader’ s emma:llmldress from the
ser's desktop system 35 rather than the nobj Ie devi ce

mobilpoleviget K00 HlBFaNtE eRed JREFRED S tPBEATAAY 1RO cpgessage
ongl‘ﬁ%ﬁ %H e fa¥ert sodersptge @ggblln% 5¢ ‘ﬁbﬂﬁaﬂ-% m&ﬁ]lesde@%rl@@t Ion
path o adva

ers nany tages or enabling one-tine data
ex Wlﬁngaeﬁereticeltmc]g ® theqm;t 50Ford drivdls 65 sbmildcadlty to thieenchile device
per sonal assi stants (.PDAs

100, AP PR PO IERG S5 B 1 e W O e hanee of
largd B hﬂeﬁlsls't_)n#oﬂ thoke rsﬁﬂl%@' inl MHeOAHTRIFT RAsOMBIN ADFIAE I%Esﬂ‘cEﬂ’LB/D(PDAs) and

. When exchanged for the first tine this data
synchsnm@tlbm, the niast gemimen glatanexichgnged wiviksy thimlima isufessepgbnformation

‘%}llj‘%nrém (iaz ggowegl\r%é(g z}nggtgﬁoqeté hgs g%de R Lc%tatr t%ﬁc(lf to be large

in anﬂmﬁy $Alklyah datudk ah®Yeq@lirs® a D@ g6l Hestwiath t@tgeenoaaaa pamehe mobile
i ncl'udi ng setting up a private securlt key 210 such
devige 1@hwhem IWEafbbe pred gpibeirpads Pris weriad ligkymay plso be used for other

t e r AR or PGP
A pERL S Bl 4081 0, b b S o
specﬂicﬁ;ﬁr@fa@élt@y, thedwnifiede &Cert)pdthet dver atekstktip CeRFicatedR evmbaticn Lists
(CRLs) 60. The private key is preferably exchanged so that the desktop 35 and mobile
device 100 share one personality and one method for accessing all mail. The Cert and

CRLs are normally exchanged over such a link because they represent a large amount of
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devi ce 100 share one personality and one nethod for
accessing all mail. The Cert and CRLs are normally
wez@sanggetd over such a |ink because they repreBENCA2004/001491
| arge anount ofthe data that is required by the device
for SSM Mg, PGP and other public key security nethods.
the dﬁ%at ﬁﬁu e it EPF aHedeiRs FRFIMING GRSP RAd ikl gmsn@ Rely security
hods déscribed herein are in no way dependent upon
rndhpd% | oadi ng of |nfornat|on froma host conputer or a

co te 5ina system.30 t
o SRR EhRe ol WSt PRt 8 BBl dpscribed herein
are ih rﬁd)wtde?&cﬁzﬁfl Bp@s pELldadingnét mifbenafiBy ffcaﬁld h(bsitdbmputer or a
transm ssi on of encoded nessages, particularly th

compest3Saveioswiiteanid (fseush aprit drangepisel Seb I?redeﬁdrnég of typically
I

bulk)zqgfotrfngp% 6{151'{ %E r@éﬂt ?%(frl gélt{Bg Orﬁ%a z%c:}gtraﬁte l@rIaJ % %’- \/ole(e)l}coded

messegds, panniaulhrlymlﬁsagm hafle:)beem(emphﬁed ami/avsagﬂe&lbdreremnire additional

transferring such nes es t b le d . .
inforpagign ﬁ%éga%é%n&agp 6@3% dodces 10l et t\é'él%%h &ﬁéﬁ%ﬂsm like
S/MINRY P B GBS %ﬁsa%@é’ %Iaéfxafrbbﬁ’é CBvan B tERL el N\ RIcWRh dssages

arrangenents, e-transfer and processing of secure
to a mebile devies thay dssevricksagesmby belpreeisbéds dascifibed heaein.

' t ed. he, S/ NEVI
b Folhbio, OO Ph T Sl ekl Beb bR, e
trans?er%g ok GRlessOSYREMITE eQRlail RRsABSSRUENFPRS 8dtibedin fRAkdYdetail.

L signed S/ | E operations, the sender takes a digest
of Eemaik wa@eesag@esatgh ysing dhef Sé‘éBﬂEmdn@GP Hechgisyge imay include

e B S S T 900 SRS T st

S/MIVEB lbpefatibhie tHeadeaakesh &@edt%ffahﬁé’ss@ge@mﬁcélgnihbe giggstaing the
di gest i s appended to the outgoing nessa OSSI bl y

sendei’ HRGVHP KAyt He drg@f»tt is @psonfiall’ ariherkentid CR6S o B Is?r afﬁferably non-
[ n

e BGEERIGEELS, 24 G bR Wil BgRlen e sgna

digest @Weﬁdédﬁﬂoshﬁblgg&hﬁ \Mdshagtehposdib@eaibn@mih mhheﬁeltt of thessender and
nessage, retrieve the sender's C ke and veri

possIDRE MDY GHEFH Gtk B e H GRS SR REosad Shigbo teke

SR B b L P e,

retriaverthé penpler’p @ublic kbf ankievemrﬁﬁ ﬁmgagmaturncnn the (appmded dlgdst sIf the

NG N C XA K J——

the BB RULnOBRrIBPProBES Iﬁﬂ@ﬁfe@sﬁg&\’istﬂbt %ﬁ&zg)t%dfthﬁrﬁh drA@uire does not
actual person as indicated onthe 'Fro field of the

prevmﬁsa@agm frd'mesemeg &thoﬁhs tegsngkf iyt dhes espre thafdhe message

v S5 A DO, 8 o s

of thehiiakageer t s reqU| red to verify that the or|g| naI Cert
is authentic. Wile verifying the signature on
Si ahedema@@ alspveribie diey Sert gndy @%mesﬂ@gewwewppam%eé to the

messa%g.I s | %1&QtteaJhgm 130@‘1e 't)tertcetigﬁé]\&flt%r hiGbs §Pb@G: Certs required to

verify that the original Cert is authentic. While verifying the signature on a signed

message, the receiver of the message will also typically obtain a Cert chain for the signing
Cert and verify that each Cert in the chain was signed by the next Cert in the chain, until a
Cert is found that was signed by a root Cert from a trusted source, perhaps from a large
Public Key Server (PKS) associated with a Certificate Authority (CA) such as Verisign or
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Cert and verify that each Cert in the chain was signed
by the next Cert in the chain, until a Cert is found
WO b@s/0¥#337 si gned by a root Cert from a trustedPGDUALZE@AF/001491
perhaps froma large Public Key Server (PKS)
associated with a Certificate Authority (CA) such as
Entroée FbrSé:@inp?é, B Yiimiheit @xaRles in IR BreR'0@1PuBBRE key cry(g{t]ography.
conpani es in the area of public key cryptography., ce
Oncessish areaddterCiy found, 4 signetureacan bw a(tsltjﬁ@c}/ each tyeted.esingd befh the

and ,truste si nce bot he der and receiver trust
send?rﬁéldgscfﬁ‘(’:eé%b‘ft ﬁéwl‘r%eo?ﬂhéemoﬁ %1%{3[ encrypted S/ M ME

MERSEhE B pAES /AINVIF SnesAge BPerbiidhe, 8§ 08&kiaR de¥or Koy is generated and

generated and used to encrypt. the body of the nessqgg, .
usedtg spempl yhanbedy of e essiges tTanigmbyy with @esymmeirig oihsy likglriple

S I i . 1 . g i e ! .
DES: AR EF kel B HUER ALY ROE0 HhEL R ARSIy it
publillggrentiyptibh lizoRfn liké RiSte Ifehs agesags inatiiresssd@th tmore than one

nore than one, recei.ver, tgg sane. ses

.on key i .
receifie FYpERP BREPIG EHAS SEBVPISI RBPEGhS GUBHS KX & sesh roppiger. The
encr}?eﬂ&f WREEDe BBy ARG ALY all BScrifell BRI key8 M ¥R t8%hvery receiver.

ssion Keys,”is sent to every receiver. Each recei'ver
Eaclt feeeivérothan decaids Stsovwn sessiondeeyk pyssibhp bssedon b geesateth Recipient

enerate eci pi.ent Info s r f the receiver hat
info REGTHEY S BEHEVE: (b e SAgu il oole, GELRks e delipt the
sessiof kBY WnkeYs PRVAE kbd.S Gtick MBS BedsRin: kédPiglebRPtedeR 5¢ @en used to
key is decrypted it is then used to decrypt the )
decrym sbagestagd podith dhe/SIMIME Rewipighiehnfo pHiadiment aihasespecify the

.can al so speci f he ticular,en t che. .
prf s BRSSO b B0k G BB R O TR fbon s
nornia$ly pPdceR fid thePleadee df ihe YhEMEERdSagRf the S/ M ME

nmessage. Those skilled in the art will appreciate that

t h&besecistllestin thesart wilherpreciats that thess operpiions relaimig)an igpstrative

. 1. . . .
A B
and/érhedening.t Hotvel éry thetingtant iisventiom &s inay wastestricted dhdrbter dinoryption
Encrypti on and signin aéﬁ nerely two exanpl es of thﬁ.
and pigpimgcHre Rl WP SpErRies 8hhe: WPt SReediRe SperploRs g, yhich the

syste:ﬁgst%:agﬁetg’éscc{és%g%gm%fe% tha ¥a§§lie@ppl ied. Referring now

enc message transfer will be described
i nREfertite nowetoaki. 3fFempodsd inhdssepertadnsfer avillebeadpdcabed in further

system for transferrin SS, s that were encoded b
cetall) 21 8 N o ST YRR G LRGSR el o crS Yncoded
by eﬁdrﬁ})tﬁcﬁf arddSoRibGUSHind g SMINGE br Sinflfar &EAIGIRCT €ates a

mail message and decides to encrypt and sign_the

mebsHige 3, TsemBHit sygiemHilscreathea syaik massege {5 aad depides tosencrypt

a. session ke nd _encrypts..the S o I the ..
and Jigh| e REy Sor TEAERCT 6L Wkt SPOTT o itk SATEs Sneeriph ey and
encri S tle HERRSDETIRN tHe Pt ci Iy Bl eatBr¥@pichKBtriévudt fréh @ithgr local
on the Internet 20, for exanple, if

blic k _

storage st  §rhlith i ey SSaysas ( PKE) Hapt W@%&%@ﬂl@gﬁ%» ifers eeaaple, if
b d.. alt bl b

pus e BP0 BRP S, P Rneh

em i nc es a
public key cryptography tends to be common, particularly when a system includes a large

number of possible correspondents. In a system such as shown in Fig. 3, there may be
millions of e-mail systems such as 10 that may from time to time wish to exchange
messages with any other e-mail systems. Public key cryptography provides for efficient

key distribution among such large numbers of correspondents. For each recipient, the
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nunber of possible correspondents. In a system such as
shown in Fig. 3, there may be mllions of e-mail
weyasens3such as 10 that may fromtinme to ti meP@i/€h2d08/001491
exchange nessages with any other e-mail systens.
Publ i c key cryptography provides for efficient key
sessifh e 110 WnkADH1ITRB EhsWa Mt A7 B2kl TD@drSth@de intended recipients, and
correspondénts. For each recipient, thesession key is
attachert fty ﬁﬁedr,ne@gg@ tpoeforabty Along wHl thef Becipiantdefo sactinpePnoe the

enccyie bR iG] ST P DBe ORI LSRR Yesson v
is taleRCiNdthiPBiges i RTEALE uting ahél b@rist’s Privhleekaye In"@s Sagewhere the

i ncl udi ng the encrypted session ke%ﬁ s taken and
messegg és gigned firsisa sigaseal thei messeere vorkibe takeprwifhaué the gnerypted

. a -Wher i i i i .
e GEBARIES, 6 TRRSNSE ol SR bt Sy s
a sesskmskonatkdgach Idssondiegesdyld ddeofigthed ehicrghted tusingseaghedcipient’s

caonponent s, woul d be encrypted using a sessjon key.and,
publ@al%?f 1%@&%10dwyw@ptwsad&yaﬁa§?%y BrRAYp! ?éf&hﬁé?}hﬁfyc@é‘?ﬁ if the
send%lefs' 21enb '513,&&981' Lhige é—giavﬂm%?ith ke MbYPIRi iéﬁ%%lt%ﬁggh some

r anot her key associate h each recipient i
alters®e deptd araigemento securely exchange e-mail with one or
nore. reci pients throygh sone ternate crypt
ar TisRERISd i STBRODEEEE AN0 SHnda Sreudhgernggs and Cen
inforMaiBntI08, L858t thEYifes2i28 sBAGr GOriunhinh B RidoRMURD Tystedm. As
sent to t he message server 40 running on a computer
deschet ebnveAthedmessaizb setveibh aayt precers dbagessageaad placeniiyinto the
rocess the message and pl it LAto 3 i
oo 58 B e ARG g B0 QBrkehome, o
mobBe Miice A00EHSy F6d1RBEhe de-MaNI frém dBY intessde@Oseier 405 asdirection
the e-mail fromthe nmessage server 40, or _redjrection
softvease thiv(pas Big. 2smay Retget thy newynessagsandiheginiBe refitestgfp process to
and begin t : ' e d
forn R el Sl PR 9 Bal REBpRp] Rt CRAPACHR, TRMce 100
AlteHiaiivelg, #30e-nit arceagt \uad yattathireres mrdyl posidpde send directly to a
attachnment s may passibly be sent directly to a nobile

mobgle et 109 nHer 2l Bringdign meéﬁﬁgﬁoseé_w%@e Any of the
transtét’ fﬁ@&baé}’&ﬁse&@scm& Hovk NachubRRSERE (e HHERLSI® Ehgough a wireless

escri above, 1 ncluding ovér the Internet
gatetvhy atid) infeasimiciatee85/9¢ atdway onnwré mirckess matvarks 1 8509 through the

Interpil 245 it VBB PTch DS S R VOP RSB Gty T s oGt shown
in Fltéspg?ngztﬁé used 1o f0rWir the e-ntt mSEAYE ahd afthdhmedds 158y dBEce 100.

to forward the e-nmail nessage and attachments to
Othex tiansfer end¢@@nis@shibet ercacrsfently feoianps iyt hepomgr available in the

gl b S0 b RS R A B g bR it
t OFgy. moiubteateieecsipt d0Be chiift masshbd s kial @sbiledeiipd 1@, Before

the entire nmessage_on each nobile device 100. Before
the mRssageissaye t0 ¢ webile deyiee hfhithe sigagiureon grrryptim sections of the

Si_gnat ur CLyDL | i
s RO 20 R PR YOS i o
devip®100,043Sdsebed @ éaghimUnite® States Patent Applications S/N 60/297,681,
filed on June 12, 2001, and S/N 60/365,535, filed on March 20, 2002, both assigned to the

assignee of the present application and incorporated in their entirety herein by reference.

These earlier applications disclose several schemes for rearranging secure messages and

limiting the amount of information sent to a mobile device. For example, in accordance

10
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device 100, as described in detail in United States

Pat ent Applications S/ N 60/297,681, filed on June 12,
wQedt/1satd S/ N 60/ 365,535, filed on March 20, POD2A2004/001491

bot h assigned to the assignee of the present

application and incorporated in their entirety herein

withR¥hdredsedeftrited ihRRS Ab&RY dgpBtatRdBB) the Ridsepe BhaeksPsiem determines
several schenes for rearrangl ng secure nmessages and

the apprepriptegeesien ket fmteadh mobilodawies anfl sads only Bahensiynied session
key gﬁ%ﬁ' fife: mggsraﬁg )&ﬁnmeemofoffe A '%.da’f‘l‘fee\ﬁ‘b{)\;%%ﬁ@gﬁﬁ&s also discloses
escribed 1 A the above appli€ations, the nessage
techiiqliesefor Systigsideiterciiclies] infemali@r dpt hakebs eS8 itk a nkabyle device
.. for each nobil e device and sendi og{y t hat encrypted .
with qcaepRtadednd, fighed: Messaes sugkast Wheth BenBeiseee HaVqIcstemerifies
e FERASHRBRLE S8 088 8, Pl ens e hoALS UL Mgl nats
verifiatibn.t TherefondyidlthodgyFige 3 whews emtire nessages avitinall snogymed session

ey R G Fei bt A PG le Gl D e enep eperypted
mes@BY ipp&eldhts (RAMgheO o o€ rédjufth ttRdt chkigh AeldaBes be forwarded to the

verification. Therefore, although Fig. 3 shows entire
mobite dedgre500. wEndrypied sessionykeyetpr otws resipiedy endigignature information,

signature-rel ated attac nts,. at _eac ile deyjce

for S5 8 e CuBHC SRR ORI L ot Bhaf D olBle 8 106
t eC WAL G@SadOisNi si@l] sikh th@t X BndigiaturoRsd agls dgnature-related
forwarded to _the nobile device 100. Encrypted session

infogeajion fipgluding of s (dklpi e atlsriaand atheyreheined Gertsovendd ingh be part of

e D
e SR EnghBe o T SERIELA YRR BEFSILAL o
mobHedbvitda00 Spenssh@nrbsage, the dpadieite sh@mpted sessioal latydsl found and
information jncluding X's CRLs, X s, Cert ang ther . .
decrytad. nEgwexst: § thpmessage tvap gsped aftes peing engryete dﬁ?ﬂ @P Siggafure 1s
[ : ; e
pref R AT LB Pl s b i ] KRR dnd LGRS s those
skillepjir ¢her artitngl] eppregipte dessemskaynddeeyptios dooumehlanavolves the further
decr ypt ed. wever, if tf&e message was i.gned after
Seou By PRSTHAD,Qf LG LRAST RO RSP BiAee PRIy SPABRH fogpe user

of a hiif usdcAangh.t he correct session key is then found and
decrypted. As those skilled in the art w ]|

appiselssaited @digi befokegn deodopnicssage sanmbal disilaxed| todhe user, it
e further,securjty operation.of enterin r
st 55 0 (O bt lB R Ao Br g MDAl Syithe seps
mayTodiiteea BRI thRe RDcorfflefe Shiy BRdd@arstdpe that keh O §efdrmed without
encoded nessage can be displayed to the user

t t
any fgtiogtor hepu doatie 4sqr 568 S Besformed| hefira ghedissy Wﬂf%@e@ rﬁrgtsﬁe receipt

TR e

storddiedsfaodofiestt Whilebiota meyioBC Upon coipietipnbf fhessdaodisgrstapa ihe user

. be perforned before the user is_infornmed of the

is infergisnghaloihe (pRESHRES BAERECN TR Y8 BE AITShSPATPH cr%e% may then be

retri@RASARY ¥urfidh | ARACHEHE BRRSAIEr M BEBRed sttt RGuifed for
context object 1n a nmenory.” Upon conpletion of these

dispthg oo dirtigr pteepssing. he user is informed that the nessage

E:%igt.) %%nshcr)\%g %I z%/e(?lgr'al -glr?ceo e& %e%gag% %}rr?a{%,t ant iselfstefuﬁl){ iﬁuhstergting the
concept of temporary message storage. The encoded message 350 includes a header
portion 352, an encoded body portion 354, one or more encoded message attachments 356,

one or more encrypted session keys 358, and signature and signature-related information

11
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retrieved and further decoded if necessary when the
decoded nessage is required for display or further
w@e@sessBng. Fig. 3a shows a general encoded neCHad2004/001491
format, and is useful in illustrating the concept of
tenporary nessage storage. The encoded nessage 350
360 siRG! AR Aartteea®d. AGhbL A3 IessR BARANBAWRAHYFiPOY td1SBs to a
354, one or nore encoded nessage attachnents 35 one
signegl amb pecrEpied yRaseaies 8eddsd me@ssge{a sgcludn @neiygiedt messagasd signed

mess& ?gﬁclflr% gnda%g?eﬁ rﬁésgé%r%%cgooft s% l’éﬁ ocﬁa m%%%%egm d

r eTmseSSIﬁMbdans tlgnad @it appetift ﬂﬁt rme;fhag&,r d;ﬁmi@;d eﬁz typically
. . ressages _incl ude encrypted nessages, nessages,
includpe .agxg Binzainirgigae Uk 98 ades, Fésamomér %ea@kesfe@oas well as

poss{gﬁz fl%?ﬁ%e v eﬁahgﬁ qn(ggétﬁsg ge Etepﬁ'r\;?ﬁ s1 #@F&Sfdeg g&l%'ﬁfe identifiers

wheradebegsasy, agd ithef ]mkmaAcwml meshgacontdhn hprriiﬂl'}oimbludasja 'he&¥age body

addr esses,_.as wel | ossi bl y ssa t
or dplgdperey 94 ¥ aersi ¥ neneh G %ﬁ%ﬂl g%éhé’mé"h may be
encrifH&N b fhé A8 §8nY %Cﬁﬁéﬁ ¥ey. arlfﬂa sB&idd k& w%EtuQ@d 1t 1s typically
ssage content normally includes a message bod y

encryfaed fpoeachoimte3i8dd apdpisot sidlincladed inr theomessbgt a@s shown at 358.

attachnents 356,. which be .encr ted b the nder
DepqigigPbangbe B R RE e e HegOur G i Tjegeae to
a re&emr GatH ¥s aNGEMRS 8sviEON 0@ FEiRs NBRNHe dnés@é?gepﬂnﬁf/\tmcﬂﬁ&é only the
i ncluded in the nessage as shown at 358. Dependi ng
Spemfpo«rncr)rpéeqosasslpn WKeair fornbleat agripientais plbsessipmckeifsi sk the agpssage is
send t he r.e |Ie
siondf F AP RSB AR ARS8 5D, B BBl e e

messap€ iss§igeddf Before l&bl}yphsﬂ, ﬁ:&&ﬁli@ﬂokﬁ?’aﬁa@t of BAUIMEdbp bmﬁple, the
or all session keys. If the message is signed, a
Sl@%ﬁ&%@ Be ﬁli*FdYI%tP‘énat ure-related i nformation 360 are

' n‘f‘hé’“}?}gn t\@ﬂg&/ﬁ ﬁnhP Si@gfc‘)r 1ﬁu§1lag9§g>u%/ﬁ{v%£n yo ?md it is to be

encr accor dl variant o
unde&ﬁmrb thu thén preselgnmtvelmt&)nl B qjmloal:ﬂe terencyduslenhessapes having other
illustrative

f or mat shovvnln Fi a,is for po
forma) y Tk CPRARPIC B0 TR APeT B ole HPCTHE SRt Aad (ohniques
deschﬁ‘ (?ﬂ&lleﬁln aleSay ﬁ)@l@%l@ apl sqgﬂe‘a snaRGsttaMes&9pRa J}aﬂﬁéﬂlgrypted and

for mat For exanpl e, as déscri bed above,
othelpvvm;mdwcgrnsgpaganmohnmttaecmVaqluame b@dleh@ﬁS@mlbf 1a¢lede the

porSRE R B coarRTOL e SeebHB o HELbRydle Tetisy i, essaee

comporeRsah¥ P sh¥Rs 524 8iffeRdnt tRder TBALSRAM inYFigN%d. UD@pélﬂ@ng upon the
portions related to encryption and/or signing

mema@hsplnqmﬁ usdde apaicssagemay mebiladewen mddivionels Qﬁailffalﬁpbmessage
il %lffer%nt order than shown in Fig. 3a. Depending
sec BBSO?{CtH’é’ He%age scheme used, a nessage may incl ude

f elwg" 4 BRldirdted B aituaién thefe%r&ﬁﬁed@&‘é@@&s arCpiovitedan a mobile
onents 4 illustrates a S|tuat|on wher e
dewn& Ay :n@@@argg% sPelajpcd Widin a yiglegpspisctor System 406, With

reference to FIG. 4, an encoded message 404 from a sender 402 is provided to the wireless
connector system 406. The server 408 within the wireless connector system 406 analyzes
the encoded message 404 with respect to its size. If it is above some predetermined
threshold, then the server 408 notifies the mobile device 410 of this fact by providing
message size related information 414. The server may process the encoded message 412

before sending it to the mobile device such that the encoded message 412 is below the
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device 410 by a server 408 contained within a wrel ess

connector system 406. Wth reference to FIG 4, an
wepwsdesdinessage 404 froma sender 402 is provPAEGAL@®4/001491

the wirel ess connector system 406. The server 408

within the wireless connector system 406 analyzes the

thresﬁdilﬁ%%d HEDIRAR (HAdrsWoll ih 4t RS ms 4121 4n8 434 Z8ay Be seht seplrately
above sone predeterm ned threshold, then the server

to the @&bﬂigtdetflce§1@ I9e pATkaRed tagethies e Mprepvst, dakd e #Ad2 1agy be further

oG53 RSBSOS, 8 i TR bR T mobit

deviceef1@i ng it to the nobile device such that the encoded
nmessage 412 is bel ow thet hreshol d sjze. It should be
unéie A8 PPETALienaA FCeHA SXaTeNg, curEnimgbile deviggimplenaggtions have a
RAY; c
R
is ovpr AT KBS eebnbie titere seassage willGhos tmhp]tetm rdabiethmﬁslagaedavme So if
decoded and_then sent to th bile de e .410
the mgseagstis sigapd: §‘4"é‘rﬂ£|°?181°é§28ﬁ‘ﬁ11 e ﬂreeWPbllﬁbﬁ?W d@?ﬁ vt in this
I
31tuaj%1 b s%g\ﬁ‘%r?{rdgg:éﬁo?ﬁd’e ﬁlﬁoarrbllgllgléé%eed\}(::ég‘éﬁ tRNfdsH ﬁle@%\*%@ AEnIS irfcating
that the siseagpzeiis toovlerge 30r WBificatiemby He raalmier @vmsamdgmtmmlly indicates

not | et I reach t
o thiygicb 88y Bl Hscmessn s L g BT PY KiseoBiEey Rgeause of
this ﬁ%*aéésﬁlgg e Gor rwﬁwﬁg (NG rmésghgfeh g1l eldnbwaﬁ%lﬁnaw@em$ t@d mobile
I ndication to the no EVICE in the rst nessage
devigsheamnot metifyathe rsggntahlm on Hbelrrég‘zélag and sotthe uﬁ%tr‘gkll nefr waste time,

contiifeth BRI e oL IR GerPES (BpRE S PR Py BB LERR ALY o

al neRdY AR (Ve bpérbeshab Ycdnbfo,S€ theatessrcis lﬂ@cebngfto bhicsmpletely
processing, the user receiving the msssa w || @%
sent q ggrm visat the HErVRb B SR Tel T Bave. e AbaChyag: fdpta; (Hethere is an
tyr. v t
attacfi B3 1 € 10 Rot i o URMOEIE 020 HSAREE, Aht Inddflee signature
covefsfhl‘i!hé @nesbagettex’t and alllrof tha a‘ttacﬁmdm; iIf a sfinsd n&ssgparcontains a 2 MB
this erati onal . scena if t nessage.i s . toa big.
Excdl Bogaiberiater 8 Yoo Pis i YeHBRT Bn Jeavise: (i aihtion. the
servérHdes tesleﬂg fh%'gﬁx\égdsthlagt cﬁé RhERRbiIgatA{ I f there is an
attac Is not sent to the nobile device. In
S/ MsldE,lldtHﬂ:elOIlmisthalgthlsss jushione typ@cnf@rpsratlh@al rsoersiaigentidkat one or
and all of the at 1If,a SI ness .
mord) BRI Eepst o bR o, Dbt By Yo ER TR 3 hape thegesired
effed?laBhibPed? EF fEixlamipRY aﬁ%p&ﬂ&ﬁoﬁ’é\ébé‘rﬁno'cohm furthbit Hehidenllowing the
the server does not send the spreadsheet data to the
serverdbiviegfithei signature fastbe M@Brb@hqmdgé NESHREE 19 moSblgs Thggerver sends

e er at L en
an oG e S04 R TR R Bl HEhe TR g R sovr
or ti@ndibddel ishevee ldnlgetod §&iifye dn efht e@bbite e gi¢e,d but-tie 51gnature was
exanpl e, an operational scenario_ could further | ncl u

succegsfig vﬂgﬂﬁqdé)yst@p\ﬁéfvef o The ruserycannibien ug g pe ap dpdieion i tfat the
messilig dil C%ﬂ?ﬁ@ntfc eItfqrf(f ﬁﬁgsﬁ%é $s h@%toB! (}9% hae Vé@%&a{ﬁﬁB? E:gﬂ 43 188 for the

_ I on s§sage I ndicating t
mobHé gevdtetoeperfasmb Séitl Anghidrfanegefayiohdlacamrivepuld include offloading all

or a portion of the decryption work of an encrypted message to the server. If the server

has the user’s private keys, then the server can decrypt any encrypted messages for it and
send the plain text to the mobile device. The message in this example would still be

protected using the shared Triple DES key between the server and the mobile device.
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or the nessage is too long to verify on the nobile
devi ce, but the signature was successfully verified by
wWo b@s9e39er. The user can then use this as an PCT/CA2004/001491

i ndication that the nessage is authentic. If the
nmessage is not too big, then verification can be |eft
f opigh. NSy ARDSY exABMIf liffemeprbodsting Fhitl 4 sdriirt 4dra aidbile device
operational scenario could include offloading all or a

can pyfarionpet at messdeer yWithowfareck of an Sen stayipindirafies ddepk 500

server, f r
1nd1cétgs ghaet‘ X é)ﬁoc(eﬁs bié)glF @? tzlg ns\é gL :1]%%% e yﬁ{%ﬁsage eaf‘é?otneblock 504

exanﬁ@éssﬁfﬁaﬁelf e bize DTChS eRtsddecispative 4 @deete@miﬂ’eﬂ thdshdld. The
device.. The nessage in this exanple would still pe

messpgd fige tiagudesi thy sizseofswyr Bchmeys roed. kéfylt e ogkdhe pifasage is
r [ [

proviE L D SSTRD Bl 68E 508 a2 R e BASIRE KO sy

additivmal pestéroany prpeassing o€ theagessagil tll'rocg&mgefnn thi¢ brak¢lycormyes on

. start _jndi on block 500 i cates that at process
Fig. %Fed%tfd%é'ﬁ € CUFONJps; i{%@ 8 nessage. Deci si on
bl geicislif lﬁm@%téﬁﬂlﬂé Ql'iatttl'ibem%ésé e Oife { MoV BRAGRhSI, then
above a predeterm ned threshol d. e nessage Size
decisionchlocke §1¢ eargingewhdétherrthe memgh neesigreedp rIé Sermessage ismot signed,

th t h le d t
then BR oA 0G B Rl oS oD HEBHES e e
the nidslige! si@lanit 5§ TN aPpro6&s dided 5ab. t he nessage
Processing for this branch continues on Fig.
i ndfi thatmeessage daes nobsentainaal aitachErcreps goigrmingd @é{c@e@lsm block
s14, B PR PR R TS Bt O ome or

moré/ﬁiﬁtbﬂtﬁéntﬁ he deREBAGE ai decHignaeh 514 thétepraesss Mmkl 5ﬂ6nreltnoves the
gned, then processing continues at decision blo

attackmant(¥hwiorer ht imesshs isessalatpethiesmebiifhderics hér rRgess Block 515,
e; at OB 3

s ARSI R4 SRR BLAThLP Yo, i

applidsilerm méﬁ:aih)g'n ﬂﬁt:thSlomgnial meksagé dize twas togbigdes samsgnission to the

e oD 5 e R SIS g s

otheldﬁl% RdnS4ré %résliéed IhaR Rho&edsvild achroedd B18aPY%ES. tF}Scessmg
attachnent (s) before the nessage is sent to the nobil
contmie@s @eFigAbb py ndiested by cotiihdon megkead€8si ze i ndi cati on

| OB reRRoc PR S b, it R ehdl piqges block 530 the

mess@%é Ghd %P/r@ﬁéaﬂl@orﬁiaﬁﬁn \(@? , B8O niisBagdeOdizd Iriluibs Shfdfmb@on) the
e nobi e device as as if_ the nmessage has been

servarandy hang. prowided é@ﬂ@eraobttes@,@g@ alfi dherpds pe frdication that the mobile
informati g [ ed to t.he e
dovios BT VG eCuBfsOth BB nbhg, TP koot DO, phep proces
bloclt 984 @@ﬁﬂé‘s fhi héBdgen lHdW@rer Elﬂih&%rls 20 8ndiMition thefthe ﬁmbéle device
to th t he nobil e device receives at proces

cannp perkiysho mwagwﬂseaggowanawnmwé rat iDEpessTrRtach r§3éewl@erem the
t r 0ot I g

o fETEESRS] S RIS IO SR e sver

genereﬁiéﬁ gRédagdirfbatatione nobil e

At process block 538, the message is displayed to the mobile device’s user. The
entire message may be accessed for display to the user, or as described below, if only a
portion of the message was provided by the server, then as much of the message as

provided is made available for display to the user or for other use by the mobile device.
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devi ce cannot verify the nessage (as determ ned at
deci sion bl ock 532), then process block 534 verifies

wo b@soesdnge. However if there is an indi cati oPCT/HAR004/001491
t he nobil e device cannot verify the nessage, then
processi ng continues at process bl ock 536 wherein the

NOBiol € (I0RWhES aROMHERhRE RsOPThal P EerRé bhdoddd hidBsagh & provided
t he user based upon the servergenerated nessage

toa mnbldﬁ demticonl 0 y aptrwele@ES Qﬂnwt@d%ﬂuntah\@lrmméeqt@r System 606.

wio SRR & 18 UGB PP AT proyisd

the vie€dsidaBmkchst S¥tend 608 nTh{e gerRRrdo8 ahitiah ﬂﬁehemm% AGRICHBE system
provided by the server, then as nuch of the nessage as

606 mrabyrcside snsodetimessaas Hithioedatesming whethgr the entiee rag%sageolaas been
sent.;(ﬂé In?% htﬁén g@r@* 1b}§0§ FoVit thg eﬁ cheﬁ a’%ﬁzﬁ m@ssh%‘é g?ﬁ 1G4S mobile

: ToR wher e Fess than |re enco nmessage
deviéeS6 1Y slvhgl @dtht iafamatibn b4 dieatit clee &ikﬁdéxypa’tlsbm\zmagﬁoa‘ he encoded

contai ned within a W rel ess conn ctoragy tem 6

6, Wt
partiplgpgysagrc BirEnaton, 014 mayninglyde g dndication s@a@& &yice at the
data bERD BnSEE Gt 80% 118%6 RO HhebQgl Nt éﬂoﬁﬁi l?egﬁnderstood that data

confiect or system The server "608 with
itemw 12 ek 614 oy detsont spatiely ©08e awhily device I6é0 en pmdreged together.

mess e 604 deter e whet he e entlr S
Morfer, pat @R a2 maY o prihgrmecesic, iy MeoEhisr 605 GEas fRE e partia
mess%?é’ %%go&h@rﬁﬁaheﬂ@‘ﬁﬁﬁ)gﬁe £bBi1d Qeibes TR DI | e device 610
i nformati on 614 about the encoded partia

ne&“h@g@bllﬂd@w@n ¢d8edn handlp she partslagessped 6 it k ambgy of ways,

i ncl.ude an i,cation for
sucngaiagoaE s b 3P SeS e & whilde PREHAS fEHisiPrfERts. Upon
recel 8@ of ke SBSbEfrbR tHe sy &te0adtht hedbildaleaict bedsarbrdvide that
614 may be sent separately to the nobile devi ce

addigrp! mfomwagt@dh@ BefEt Hsran sgpipls e onegef: the masn veas tigghich the
mobgg rdte?m% r@ﬁb Bh3RER geco d&f%& gﬁgfa}f Ses %gnt fgh% Eﬁ'fbﬂé I?l@vwe 610

nmessage 1's hen
may @@itialie p6ﬁﬁlater”tﬁ diredork eoftheatt 0bje6tb® 16 avitththa dihformiteon contamed in
partial message 612 in a nunber of ways, such as
ﬂweﬁp@%ﬂévﬁﬁ@n§§“ﬂﬁéﬂ of the nessage as what is provided

?¥é§% ﬁﬁ@%ﬁfon‘iqg 3 §HB?1E{% OED | /'l\/ﬂﬂ/[ﬁ[fﬁ(%s%l e ¢ 1Hfﬁ§(§@gleheader

e server e device 610 can provid
s1gnérhm1foradadon iand adignianfres; ntetti afithe an¢ssagey sigachmients rceaﬁ'matﬁse and a

one of .the many_ways in mhl he_nobi
cont g REYEPEOR ek oHeURahoiaP Pt AgsBae Tpsfe PEtheret Hien the
mobﬁ@‘ﬂe@f%e QLR J1B¥e RBIcbi( (p¥rtRRPLE BE YHREHR' si Sl An®RhbNGY, Sheader
objects 616 wth the inforndti on contained in the

mfoemawdeahcbpmt oﬁthertezgsag deaecesselsviaithd partigily penudaied phject(s) 616
cont

n I E
for yse dﬂ?f Pfaﬁ(frtﬁ ﬁ)gtlp%%n ﬁtg ng%éq‘f’g%t §rtga¥sqreo)?ttﬂ9 friobﬂ Qi%@lgg '610. The
objebRH A8 Qe PoiaaBARAILSs iedhlinfor@aties as whet wacgotided ogtiee server
revocation list. If the nessqﬁg is cut_off in the

608.nrilhis| apprslach Hiffare fiom etherapprrachrsyhieh aal) flueweanexerrsignebecause
not a‘ﬂp*f Gl G ﬁ%on%%{)]ﬁ E%}Igjeyént 634 h%ﬁrb% TR rsBd ANt the handling of partial

messages is not limited to object-oriented environments, but include non-object oriented
environments as well. For example, data structures in a non-object oriented environment
may be partially populated with the information provided to the mobile device 616.

As an operational scenario example, a server receives a portion of a message.

When the server receives the first piece of an S/MIME or PGP message, the server
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information, and part of the text can be accessed via
the partially popul ated object(s) 616 for use in
wale@plogsdsng the i nconpl ete nmessage to the userPOf/CAR®4/001491
nobi | e device 610. The object(s) 616 are popul at ed
with as nuch information as what was provided by the
proc&BEVRmb@Bof hB! 'n%s@rag 3Condith §8hS of tRMeAt dT’he message is present
gpr oaches which w hrow an exception because_not
(i.e.,¢h¢ meksaghaesaivedr ivanprorthis ther eweding), |thers Hrsusegvasewill provide the
parti gﬂgﬁrs%ﬁotgght ha‘i)gB gxglgea c?r: ' ) Igﬁlslrrtpgs% Jtsssic‘gngg theﬁc' the server
indidafes k! €R rﬁélfite(d&vﬁ@ttheﬁ rth@ﬂm@lg@ (3t | FaSNfoR eHeSprasenyy&lahnotferverified
exanpl e, data structures in a non-object oriented
becapsgythe @rgmﬁtcom}et@@e@%aaeﬂws Inpt pBier At daF Sever- ¢ e mobile device
may oglrlc% tdef% QY 'd%?gyttﬂattnﬂﬁcﬂ%ﬁ't$ ?neqﬁgll ce 616. As an
erattona scenar o0’ exa server receives a
POALithé sefveR pfm&ﬂi&gmoreV\hﬁ lfhet hessage terthe eoshileedevideg the mobile
first piece of an S/ MBVI PGP nessage, .t he .
deviesoprdstesribedisplay 4%t RNt TR Ok kgb sy b displayed fnd if the
mess%gér@anq{o& BevESxd él ﬂfenttfﬂ@m%ﬁéé’&@cé BdiRaes aiat 1r{fbrn§at1’ontt$‘ ﬁle user.
ssage received is nore than the encoding), then 't
Becasss therappioath prooesseletht ipertpétite ragssagestbaige r@@l\t@ﬂgthﬁgmvbleand the

evjce for djspla I f the e 1S .signe thnthe.
mob{E drsice; e PR 16, donamn SR dy PRSP pih e’ Hla L diened
1ncoﬁlgfeté ﬁ@%ta%é i%&e&éi@e&itetﬁ@ Qé&eﬁﬁié%@ﬁeb ﬁoﬂ/ﬂh&'rﬁdﬂﬁﬁ: &Qfo@ lp‘éﬁ‘orms a
e signed conpl ete nessage has not arrived at th

verifinatiore nntilTEevabthieeenties, sigredrmessags isgaedivsd. ddt M%hﬂ nefed that

iSR0SI 0.8 000 ARG rrGBrl o g

modiTRMAidr Gerfl@NdGad YRt atiEsvd the dés@alea&ct For exanple, nore
of the text may be di sgl ayed and if the nessage can
n

no’v“ugsem and 7o @aemph@rfh BloPPingCicR SFTNeR WKk &g device
t t
o GOSETALAT, SRS RSI0ea BERMEE  UnueRaEened o pig. 7a, s

indidatien %ﬁfckeTOOallndlchﬁe then it Ipeodém/bloek do2 nibt sesee réagivee aamyssage.

addi ti onal processi such as when sj gned
Decisin dipsike {4 m&@wﬂ%h?re% BAtiakmgEsagn Bos hoepee nt.; fihere are many

Wayl§J ﬁ{ Iﬁfake(- ?ﬁg él%gif({lﬂﬁﬁbﬁ Sudf 4k © é?(%fnfnﬁﬁg‘ﬁo@ e rrhéés&g”é it Qébelved is

eentire 3i gne nessage 1S recei ved
encoded.s Haudmillstratome ih SAAIMEhits ﬁusdqrwﬁalcnmeocﬂlyg anghods are MIME

O R N T ST

lengf€ SaluRdfoBh§ 8€bncddindy: HathaGhcddingXe VHQ{ |o[fﬁ/ s6thédBdreNthis can be
processing that a server and a nobil e device can

detegeql siocerthepameoding deltsi youl lgovplqmgu‘d@d orrgsesgeoungdpryhindicators to say

er enc A, start dicati on bl ock 700
when ﬁlf' %%t g"m{sﬁgg tﬁ%n Sglggrswgllﬂgg% W02, the server
I eah¥ed R uHRSHaHA. thidas s efialbecdkist e ex diffsras 1mplementat10n
whet her a partial nmessage has been sent. There ar

env1mm,ent«say§0t exaraRle, the servatBpYIPRRKifR @, paguélhmﬁgsass‘/ to the mobile

dev1§3(n %lni: Pécqg ﬁ\g §e?\¢errﬁ?%ff?h%§7é{/édt Egﬁfﬁa‘i e§s§ %‘ﬁ? g@cﬂe Bause the

Ion encodi ng
servéietcoogitizaaratMt M- goigl tol @ud pabea Ipatter maﬁssml | In this 51tuat10n the
Ext ensi ons) and ASN. 1 ( Abstract Sg/dnalax Not t ion -
serverggoeives the entire message from the sender, and the moblle evice may Shot receive
from the server the entire message. The server can determine if only part of the message
will reach the device (e.g., if the message is too big), however, and can send that

indication. So the processing disclosed herein also applies to such a situation. For
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| ength, value formof encoding). If the encoding is

cut off sonewhere, this can be detected since the
wep@saiszgrtel ls you how long it is, or it usesP@ODGAALNPO1491

i ndicators to say when the data is finished, then the

server would know. It should be understood that many

exan¥ffé,| dkisRmSbIBst F04 Gtild @lsdi triufhetdt prosask SIEURE ALY HTthe size of the
envi ronnments. For exanple, the server ma rovi de a

mesq@aer: tqcawedvﬁrgmetbé sengex labapbhi predefernised Hueshpkeause the
t e C(I)l%lﬁl% € més%ﬁ Mgsdbeen ﬁtt alls eg{l(%?l?e%%? d&lilgioﬂ P%)Qg Zr%’ then

e serve recogni zes t gol ng

the nﬁHﬁlsa/geas pactssed anmeaagethe ReivBi & peodesablocin 706 beforcheirey provided
receives the entire nessage fromthe sender, and the
to thersibile dedoe sleraesys Rloek /88.e Prasessingrior Hus Brapglbpontiues on Fig. 7b

asmg?’%ﬂt E% %ﬁtﬁﬁ@ﬁonqé]ﬁcé%&er can determne if only part

e’ message w reach the device (e.g., if the
meRsagecri & niob thebingjye mizesapgy bas beendeniaas mdumehiaby deCISion block

702, g BESOT whe e E P B e SR BIOE L2 Fk Sammple, the
servdd! &9&? ez%ln‘é’ow}léjch@ﬁ #R AEaRshid ﬁgﬁécpC?§ %ebhﬁ%gz %€ rof signed as

the Size of the nessage received fromthe sender is
deteraioed ah decisibat blook ek, t thewe gitodedsing fconheuesoﬁtp peacess block 718.

has been sen term ne Cis | oc
Howgs e eTree TR uagty 16m Jho ceven g kG B dgfa 36 o the
mobﬁ@ﬂé’\ﬁée & inHcAE@RSHhabihe ekesd42e chaforbe vbefiewy provided to
the nobil e device at process bl ock 708. Processing for

t hiA¢ pracessdfoakoHiS; thedrtopmatiymyabopbthsgnesprsiedatckipssat 1t is a partial
mess%gcg élg g/%ﬁglgpbeenggaéhrg %Qm&'%‘@%%ed df E@l@ 'nfo%at%ﬁ %‘F‘ﬁ%hf partial

etermn ecl s1 on

messife is idﬁﬁﬂ) thlaenaﬁrevmlqeram qmc&sssblbble 7P Pir@dessiis sagimued on Fig.
process bl ock 712. For exanple, the server may exam ne
7b a%«métqa@fi bb’r?@n%%@@@lqﬂéery Qned If the nessage is not

Si gﬂﬁ{jre?&exgs%tt@ ?[%l F)Bd tl%tmgﬁfe' RVRR rP(!oéf\lie'§ af gé)cegsh)%bk 730 the data

processing coniihues at process b However i f
sent thyetheessage Ifsthsiegisenbt 4 tpartial miESS@eVBﬂICNId)Ii thewe |thiel endssage is

the dat a t to th il e.device an indicati. t hat .
proogtied puaiahEelormiAe e gkred F i ERcoptersily, BBt gEfheteig o paria
mesdaB€ 1f1(ﬁ£a@iroﬁa¥ﬂeﬁ "ht 2)? ks Eﬂ)%k nﬁvgsﬁﬁeméﬁlécﬁ'ev@& bidatdek tonk Sr more

a-partial nessag whet her’ the signature cannot be
notIfKEalSlDflS todhe us'Ehbssedrquon theet datenseahbly theeseryar.t i al rressage is

to th e device at .pr ocess
Pr o Uit IoBRL R gt s g, st BARE S pyobite device are
poplﬂa%ea 28 Watdp Rl s RJssiBeOwithVih & daaf o eidee bTyOthEISQrveF B,The partial
he nobil e device receives at process block 730 the

mes@ac as disptaydsytotthe useebaeed upon thnperulited abitcts)#hPracass lock 740.

d
s BT AR TR SR8 edon oo
742, Hayelyéts atefupthied at procéss pidcki 738 afe asalia displiybad indsrmation to the

‘then at - process bl ock 736, the nobil e device provides
user ghBrogessibrck 10t ilf ne srore AL thenesprge psyes R a@ﬁ%ﬁ% terppgned time,

then%%caesﬁl?é]&utmfesbgﬁ tS MleMfibssage completes as indicated by end block 744.

Those skilled in the art will also appreciate that encoded message processing
methods need not necessarily include all of the steps disclosed herein or may include further
steps and operations in addition thereto, depending upon the types of encoding applied by a

message sender, for example. Other variations of the methods described above will be
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At process block 738, one or nore objects operating on
the nobil e device are popul ated as conpletely as
w@omsioizea7 wi t h t he data provided by the serverPCTha2004/001491
partial nmessage is displayed to the user based upon
the popul ated object(s) at process block 740. As nore
appaﬁ‘ﬁlt 1@ 05LaSBGRIN! the Bt AWH 48 QudiParcR@niiB&ted € HE Vithéh % scope of the
determ ned at decision block 742, the objects are
inveniiptiat ed at process bl ock 738 and used in di spl ayi ng

rnmat | t roce
VBTt R ek AfeRenFac BREFRG UTPLaY st and are mot
mearit itérEimit the Bcdpe @F @aSintéhtiontdesdritef Geteinl. OF bl anips alfleough described
oml etes as indicated by end bl ock 744. Those skilled
pnmarmlytm theggontayf P a mobie a%wmcatl@ fovige, Biecmaedediaessagroprocessing
syste?r{1 %gﬁé&g&i I'HE;%:%H% aﬂtﬁ\% fedﬂ@ n@?ﬁ?&%é}{ I)Sg&e Qx?ct frﬁ:ﬁ% gr@ lalys Qsociated
with stiepihgamnd othpnviad iaocessing Gmdd(iiddl oresdages étrowhibdpfrstlistege decoding

h f j li )
operiiBiachire i s oL Stttk RbeBiRs SE . gotve much
smalfég%ﬁﬁé Q@ﬂ aBRRsMb |co BRPRYEBhSs tv&hﬂzﬁ‘ %@@caﬁ&l Mv%dfagter and much

e art a d as suc consi der ed hin the
mores poperfof prdvessorsy dirani emallewbhmdfherld &Ihﬂe patichle devices. The power

o R AT b e TR s
less 6te&dnch@dn id@él@dqﬁor JtRér 18eanBdBputad dysRu@Rvidesemhiipanlimited power

primarily in the context of a nobile conmunication
sourgheyi deoweven thec ssemsrerndagethnds cdessTibryl ey mayymgnetheless be
PR 11> h[o(gs de crlepegl above may reduce processor |oad and
DIPHIFKC As0ti ated with viewing or otherwise

aCSﬁBSﬂlﬂEeredi@ﬂ@%é dremhs agids scope whitlehsystenst arsd agehods disclosed
decodi ng operations have been perfornmed. Message

hereigeao diustaenat HiEs ohrdOt EH- Bd OjdeoaTRrdAiionaksss PbreysyRgms and
h I & :
mettfis PR HRESK (OmARP LA AXSH TR G Trlal B 7] blck diagram
showdn@ kh exarhisia delnelutlication pjzntctm.b IIIBF@@j them:, is Thewipewemputer system
consu ti on associ at.e processor .i nt en
802,gac g $0be FAPPHIs Ia$d1§ 8b@n H%do 4 Sepigiy frewa f ghg’e Fjreless
1nﬁabt?uéi’1§t§k8t1@f’wﬁéleg’st ﬁlé%‘&vofk@ 899 Tanf RTRUARI mSViTd @VBccWisi B and 818. The
unl'imted power sources. However, the
corper;asat EﬁN &061 1nvh1d¢odsmdsag€r sdywer &%b\aewrralysm@nmﬁﬁet exden 828, a

cu L ST S HL BT L AR b

822 H%ﬁg L) (%n%nhﬁlbé’tﬁ)hrl%ﬁl@&rbdﬂyﬁog§ mcbiléQUevice $ach &s Wrough physical
descri be additional uses of the systens and net hods

conmpmcm 324 fof an dnterfasee opl compediom¥af eed i2oivirpjess VBN rauger 832.
bl ock di Show
Opewglil gﬁ]thel Wstﬁl['ngm gagnwefrf g)e d%&r%%ﬁé%@élgﬁh %?fg@ﬁgé Sc?{ﬂe%essages
833,882 .an@ 8¥@\N 804, corporate LAN 806 behi nd a securit y
firewall 808, wireless i nfrastructure 810, wi gﬁ&o
neilie rcrampat@z ‘sapigmad (R Heayd foro Braeplacls @elepi9pe daskions pp palmtop
ver
com&ﬂlﬂr T ss C%ﬁ#\%ﬁfd\lﬁé‘sys gggschg WERSGHE §&iHY & cofdplier 3ystem
may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer system 802

may be a network-connected computer system that, like the computer system 822,
accesses the WAN 804 through a LAN or other network. Many modern mobile devices
are enabled for connection to a WAN through various infrastructure and gateway

arrangements, so that the computer system 802 may also be a mobile device.
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data store 817 including at least a plurality of
mai | boxes 819, a desktop conputer system 822 having a
weoeravonideati on [ink directly to a nobil e devi CRCHUIaR0a901491

t hrough physi cal connection 824 to an interface or

connector 826, and a wireless VPN router 832.

OpendlcbRdrt LAR 80656 ifubttBiveSedinlple RE LReMFdIDEEver-based

bel ow with reference to the nessages 833, 834 and 836.
messarglegosdﬁqgm that é@sﬂaevm gubledafor wmlee@(a@mm@mc@@m& | 3pe eprporate

LAN%I@%{? bg ﬁe Cﬁ?oﬁ\fhﬁ}ggt(f&'g reglﬁ’gf’# at 1 ?}g g&he ddse{t@ Etore 817 with

mailSeXREB8¢Y fHOmEacdd N WO ay bassitily |fbﬁﬁ'he@ ldatdSHtores (not shown) for other
Al ternatively, the conputer system 802 nay
data fiepso et sk seH te Gipereatedsiiamane bliﬁaflequSk%wt il 818, and the

8 t
BRI, ESTRASS N AR gl over
compmahisethablorg canmeanicatoms thetveecAhk chirporagd AN B0Gand one or more

Jnfrastructure an gatevvay a angenents, so that the
mobile, ApNieesr 8 Iy ande 8‘9 B (IS, fRt Sy BRVIER Dagge of more

comﬁtﬁ&@ % a\*/i@h bAMN gsg(gclétﬁmaﬂlﬂﬁ I\%Jh&@lt 4 @ileleRs BXRERIOL siterdt is operating.
server - based nessagi ng systemthat has been
The empbﬂawLAN 8046 iseine psefewedhembaoditticonst a h:m sysjcrpomawblchﬁm host
be referred to a i.n_that

SyStob 2t & R HOBAEh EP R VR S TROT FHOS cBaayt oberating

behlﬁ@alsz@ Po‘%ect&f' bﬁ@ leaBS o0 Sty fiteWollnG0s. d @ilteroasiBR den@hl host
shown) for other data itens, that may be sent to

systanescisiclude ¥SPorA o Bnd ethse\serics BrBidendTana] suiems. he!glrthough the
desk%;c%ln%?u erc%g ec%?% ?ﬁ% ?ﬁtgﬂg&c%gcﬁlé%%cg&e#a%ﬁ ﬁso% 1¥E’A\t'e& SHfsffe such

host §@ETHE) ivdAdldse Bﬁmhﬁﬁﬂl&aﬁdﬁh bﬂi&i‘ati‘cﬁlﬁ e yet eesita AR t8 @osardsapibed below.
or nore nobil e devices 816 and 818. In nore general

t eThe comore tLAN s§Wnimplgmpais Jhe Voirelpssr eoTRBHPTL FETEM A28 as an
asso%tte{i e‘?n E?léﬁo&zl’?rg‘?ﬂl%ioﬁgﬁ}éﬁl%lg}gpo ngébngt %@%ﬁ%g&%ﬁtﬂ?q Sdftware
progping faesofiechreaipdidatiomn br Dfofavdre sbmpyisne hyiltito weik efithtab geast one or

host systemis_a server conputer ru

Wi, t hi n
MOTe: BCHBLASE VRt WOF RVIERIRPS CORRRSIE Sé(f}é’fnag%@ 5o\ e geer-selected
1nf01ﬂ{a?itoﬁ°c(% efhaly r&kwle‘?ﬁ‘i%hnﬁ’t% ﬁ‘&ﬁuéﬁetcyr Iﬁblre%‘@éﬂe &Qﬁes g@@ﬁd 818,
possi bl’e central host systens’ include ISP,
via amklve mare witedess petwarkied 1 20amdngilidl ’Elyesweeﬂsss ONDnMQnQWStGHESZS may
deskt op conput er SY, stem 824 and inierfa

be aFSRAriG FORD B A TG REIng VSt 36 ‘{’W’%;}‘%?‘/&s nmaev ibgiead be

partig 15y r%rﬁ?éleHc&B@ﬂa&H' RS ofRY dRerdiibdidh $yRtehh@8@ponents. For
descri bed bel ow. The corporate LAN 806 inplenents the

exanmple,ethe swessegmeavar 82@/%@@@301@@ arsofiwgtsc PrEan, application, or

communi cat.i ons enah |
comieh 0TI W SRR gFRelo: PR S R ond g o some or
all oPits AunsBbAali@gy.e conponent built to work with at Ieast
one or nore nessage server. The wirel ess cgonnector

sy?h@ MeBREe Vel TUINg AT 4,esnnue bebinddhe HreoYAlERUBepets as the
main ﬂ]{)er%@g g&ochg g&%@%@oan d%@cﬁﬁée%egsﬁg& ieHairY fo8k4mple electronic

evl ces
mail, calendaring data, voice mail, electronic documents, and other PIM data with the

WAN 804, which will typically be the Internet. The particular intermediate operations and

computers are dependent upon the specific type of message delivery mechanisms and

networks via which messages are exchanged, and therefore have not been shown in Fig. 8.

The functionality of the message server 820 may extend beyond message sending and
|
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via one or nore wreless networks 812 and 814. The

W rel ess connector system 828 may be a separate
w@orsonsst of a nessagi ng system as shown i n PCTCA304/001491

or may instead be partially or entirely incorporated

into other communication system conmponents. For

recei@ k®ridih B &ubE T8A6Rs 26 IdYRimR2EhtiRYe istostiePl &af Bke calendars,
tware program application, or component

tOdolhﬁfﬂ taple Hetp, rﬂgmﬂendﬁp@r@@%at@@nmmbeéwbpwn 828,
poMesQa%% SEIQ’gI[S S ch as %QO%aﬁgnﬁ ﬂtalﬁf éhﬁl%H‘éPcE}%élgﬂ)%leé §6 in one

or niohﬁdiita mml sJucB QS ,SIaCfblSea@B utscrehawmmn adcetnitagethk gerveheThe data
goor ation to exchange msssageéc, ~ ncluding for
storeSlaripFlades wailbaxes 8 19naria nughes AE h@seaaﬁcgun%.l\é%ssw received

by t@%ﬁ%ﬁ%ﬁ%@'s@rv@? X Uecﬁﬁtsrde Flg ﬁ{l&?r a RLY 42baniM, txﬂaﬂﬁb‘% WANossibly

ch w I typi ca e the Internet.
anothardddress associatedrwitidh atez, apeurdtor arslbarn @18 asp uh@szgeam@pwnt are

GRS o e 0611 LioE o1 Teasoht LG i
ora ﬁf&&hﬁﬁgﬁ Bist, e c"oPFcE 33 ﬂfe%aﬁ@ﬁ%s% a@@ﬁlﬁﬂ?%rédﬁo 'ﬁhd}e than one

he funétionality of the mesSage Server 820
mallbwt éih%t yeonativietys sh@mewgd seryeaB awyi slomd Snglcvqowné such a

ures as dyna t abase storaqge for
mesgitf i a Pl Socte 1 Gt ERRT RhMhE 95 skl Bhhe message
servElQ HdTBIREAA gaﬁmterafr SRS GHERERr abexth. rebpEAEYeNABOX 1S, n typical
such as 820 normally maintain_a plurali tg of mail boxes

mesYENg ws@ﬁ@ GﬂCIh’é% ageassesshis ok Siek mraHbex 889 2nd dis qoakgnts using a

mes%%g% %{ %}%h%g %Hﬁbugl?gﬁ PleLgﬁ'é\i%K[ Ségilﬂo qﬁ;&ﬁﬁa §78é&ates ona

OXGS or a nu

PC, agchQisnhé deskﬁ@saﬁ@ﬁltéragﬁBMMmerﬁlbﬁemmgﬁN 8062 Alﬂhﬁﬁgh only
that identify a user, a user account

one (igsl Pm>|cyméw&ﬁrh%1steaa&2%sl§ DewHIm s B P 81&121@5 in"the art will

B 2 YA 18 B R A 0S8 o

systéms afidete ameshging mdnt Inpimallyeancpssemasmaitboa 8jlj9sﬂ1mdghtth© message
pi es of the sane nessglg e are

i,call
serve EA(b a0 RGO TR S GHE. HePBEREsTe HeY Er R e ploess to the

datal M6re MRTSRLC, $0K6L 8330tdrRY tl%stréﬁneb% {18 @@Akﬁ)pc&ﬁﬂplﬁér et 822.
a nessage in a data store accessible to all

Messages smdr}auhsng])eadpvmdomiﬂdt fr@m thbalatrestory 815 é0 \aelocalaéﬂﬂa store (not
st.ore. a nter or ot entifier in each

Sho‘?@cqnﬁpﬁﬂ??% PR séﬁ@m %ngi cal messaging systens,
eacinta Ghe ROFRIHE T ANSSW, the kvifehist ROAnRISR S/@nl 8IS operates in
contents using a rressaggl ng client such as M crosoft

conjauetionokitly thel roessaganestress 320hiTde Vﬁmleﬁmcpynf@wrsaﬁté@ &8 may reside

o SRt B SRR M P B g

on ﬁ&ﬁfe@dﬂt &B&pufer sksem. | Softiae 1181p1drﬂ6ﬁﬁﬁg shé Wiretbss nomrvetor system
art appr eclate that a LAN will typically cont

828 ﬁﬁmals(g) agpallynen bEdk ipmated pEdFhe BiFsteee Iserg%g?&mﬁle wireless
conf 288 SESREEIE LR B ACfesaora)BLEn &1Bopa
and $ntetaeind, alwrtegaghing oflinferrhativaytoemalhileedaliices 1628k sk such an
instgllgtigrl?,e the wireless connector system 828 is preferably configured to send
information that is stored in one or more data stores associated with the corporate LAN
806 to one or more mobile devices 816, 818, through the corporate firewall 808 and via

the WAN 804 and one of the wireless networks 812, 814. For example, a user that has an
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data store 817 and a mmil box 819 stored thereon by the
deskt op conputer system 822. Messages may al so be
walossloosded fromthe data store 817 to a | ocal PAECA2004/001491
store (not shown) on the desktop conputer system 822.
Wthin the corporate LAN 806, the w rel ess connector
acco@t @ AksdEAteANB R SXSS 19NnGRO H44A Gtor® B1 Miah dldvchavesisagisile device,
server 820. The w rel ess connector system 828 may

suchra@‘s&l@e b8 cteﬁ@l@ér@oc’@nmsege%gﬁsmﬂ@ &y filﬁéﬂ@ﬁé@&eawer 820 that

| 1dentgt§' ?Qcmn? br 6{]§§§ 31% sgcg']g{l %)11 %gﬁ%ﬁgdﬂg n?allbox 819 by the

comnpu r Sys war e |
messakd WSBZOO if& ase@rhas ¥ shebile R Bicapypchbhs Sldi;enmaiges aédeyVed foy the
entirely integrated with the nessage serve

messpgs erEE 800K ePTsE 19yihe dpgrEpal eﬂﬁévgg%@ag%% éf«‘t\?%tﬁd by the
w1re$ @ctef ?ﬁéﬁ@% st eﬂf] &l tHeOuse PO RS CIANE 81H. TRk type of

ow t pushi ng o I nformation to nobile devices
ﬁlncﬁdrﬁllt}Bﬂ@resbmsm:ﬁplwh”lmsﬂsagd scnidong, techmque. r dlheswireless connector

ctor. s 28 |.s .preferabl fi dto
syt RA f01 BRCEhSDIoS & OB T Tgite 1o WG SEHEEE et BB fuitbox
819 ﬁ%%&ﬁ't@%’%‘i’oﬁﬂetd%vfc@%lgog POl dsivAhb 89&yiest GIHRc&E ofBafion made
i | e devices 816, 818, t hrough the corporate

using thueemd:lﬂle @%e,maowaonmmampémllé\@wés of the

habh G S croBbese: Sedhohy PSR aye Rt B e b ynctuding

a me5dagt SerdrR20BY balekRnbey & MatéAbh herdansiiR, deviiel8 1858 Blifas access
As descri bed above, nessages received by t he nessa

e
to stoeadymesger phake narspager sereeru®) | Althoyghtthe rsystgms methods
st or 0 n
descflh BHEE B8 ESuRFPRAS00NE A0 TROGHL AR, Y aide i
descﬁplt@dh as p&élﬁbasréﬁsmamgmgemay wedfdmdt inetheebaitge SSees @atent and
820 and stored to the user's mail box

19 are .
Appligagipas alkﬂoypqy%t@@ e delBiEnEh 8bQY S o Tdus PR %@‘P&ﬂﬂeswf mwireless

frienl erf?:g HBI%SSII ati® Sher§ptiBPlebEnig ey tocgelﬁép all -Eﬁfo?matlon to a
t unct onal Ity repfesents a "push" nessa
mobie deivw:g thuesodifectively efteadmg rtied mpmrﬁrewa]d) 808y i ®2£Be mobile

) nstead enploy a "pull" technique, in which itens
da“@?&#édf 187 a mailbox 819 are sent to a nobile device

81@¢ BdFnliRSAGNS] WRrd Qrefsdvefal Haths For %ﬁé}ﬁiﬁgm‘gpﬁfcﬁiﬂaﬁﬂn with a
made using thé nobile device, or some conbi nation of

mobietbvite 8 ni 8dﬁefsom The carperatst LANiSG6e| @86 pessifie nformam transfer

00, 3 o T 850 AL SO R e o

conré60ét 826.8 Hfis kS nligShergses Fot Exapié ﬁcf Hils Siefgasativh pdates often
nmessage server 82 Al t hough the Sést ens. and_net hods

perforersdrat britialration of 4 mohide d%%@c B8y ggespgically syhen a user of a
n ¢
moot3g8 310 HEELDYBHTne g PRoRplE ol HIRFLAL G, S es e
compiabeRystandsZnpl Fentekamplel s odgsoriadde dbdxe, riMer date es commonly
above. This push technlque uses a rel ess friend

exchengaddviey Su‘&’oﬁﬁ?@ﬁ%‘h fon gxaBls 9 SETiYPOeIRetse an Appropriate
1ntergaf% eo\étec.roﬁcltorext o tds%aﬂa@le@nrﬂ?m £ WEM %emolhtkuéewce 816, 818

ng t he conpany firewal|l 808
mayi be [plebed.t h&“hﬂqﬁiyisﬂzal connection 824 may also be used to transfer other

information from a desktop computer system 822 to a mobile device 816, 818, including
private security keys (“private keys”) such as private encryption or signature keys

associated with the desktop computer system 822, or other relatively bulky information
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devi ces 816, 818. As shown in Fig. 8, there are

several paths for exchanging information with a nobile
wolewsoes3816, 818 fromthe corporate LAN 806. QOP€T/CA2004/001491

possi bl e information transfer path is through the

physi cal connection 824 such as a serial port, using

suchada tdHsOACRT O MusEP N 661hO 5o meddish gps%h&nggiyudheas@/ﬂME and

for exanple for bulk infornation updates often
PGPperforned at |n|t|aI|zat|on of a nobile device 816,
.or_periodicall ser of. a bj |.e v'e .
1943 B8 %Rt jnde ToRisHifhaRrich SPRmna oo gy intertace
826 ﬁﬂﬁvs Sukef1s asskidicongiimetisgsted)SIR Y Bbbilefdovice 386pt 818 @Sshare at
described above, PEVI data is commonly exchanged over

leastsqnehidgntéty e @ceesping fadk elécmﬁﬁql and/os siangd Akt TheniReEs elpsktop
com;gcu(f%% st%ﬂpgﬁp%d%&l%ﬁe%ﬁcfe og r8|1 § 9 184 ﬁ{eé&é@hgféghﬁﬁ; Beys so

€ 1'n or upon evi ce
that &iehep ltleeClambt S}Tdfﬁi’n 1302 ot aadbile dewviee 3il 6 or 8 28 camprogbscscb@e messages

used tqQ transfer_other informafion froma d t
addresg ﬁw uS§Es GRAIBY% OF GOPY o be Gisiage SgHET %§§8°ﬁw transfer of
Certd B éﬁLQ By d¥RLShIGEMT dohdedkiBY $ndk ly B "R déhsle RE MR )he?tf@ﬁ}esent a

as private encryptfon or signature keys associ at ed
largev\amdmnt loé tldae@lm Gt mwgulr@i fcmSéMéMEB Z’ﬁP md gherepublic key security

et 4 O LY St EHBEL GG CEHE S LIRS S e ORL,

well 38 @eﬁg:berP EhalAd Shd ERLEFSNANGusssl Rty %eﬂbﬁ@d‘b@ko a mobile device
connection 824 and connector or interface 826 allows a

816,184 8 from theskerspdaskinpuroamuty sysem$22. dhis laeking ef etbor wser’s Certs

wna £8P S 8755216 SREPUPVE 01 By 0% gl o
entitf6 Df tuRdrs GAMWHEH BYF hﬁﬁht&?e?e)&:h%gm@ bdoaragiebmges h6d a6 pre-load
818 can al so thereby are private keys so that either

the ulley Fformalipgt e mn&bﬂﬁ&@mcé thropel @ Hweical ceppgelioqymstead of
overRh® ??Sﬁusc‘ ‘EM@&B@%&%@&%&E&&% LBt g%e%%g rm#gaege is received
mai )

or actount on € nessage server
fromi dra0 b€ e¢nt 0 suchrotiser avels, URlvehen\tiee ststus hf a Cpttysiods determined.

connectl on may be desj rable in that they represent
aFyEnoyRy UnCprizREon yRe m&r&{%% weFaginer SR, & BRRESA path bas
also 'Bgﬁ %@ t@E ﬂHQéshgeskf%fn $EEIBbkB 198 Red it B&hediage server

a|n Cert(s) used to verify the userT™s
820t6embb1lezadﬂi'1c@§{816amd&kﬂl as Certs, Cert chains and CRLs

f | oaded Dbi,|
o5 AnogE el prh b g eespane SO & FRL0R JETEF LGP EsESsr-the-ar
thrngTi ﬁlel WRLERIcHhe@bh §j?stéi§ mssan@e&sﬁrﬁgbmlegﬁhéumm 882, 814. As

| e device 816, 818 all ows il e device user to
shovgeinelag Btthis cowldtinyeles a JVirelessréPNirewienddsriftaveijabie ghthemstwork

506 3 ARG HoRATRRSRRY soBihR PR at Ao B 10

provid¥e N@Cintedfack lﬁéitoﬁ@d)r GhoRVeirelefiend@ivorkst $12s 834avi Tige Wirdess VPN
and w rel ess bandw dt h when a secure nessage_is

routere32i prevides mceatipn ope AN cornpctor Hirggthyethr q}@brasSPe@ﬁc wireless
t\x)MPl? 913 ?o a HifHieLs d%(zlc@ 8@@ tSuEﬁ at\mrgﬁssd@i’ﬁ{f@u&? @32 may be used in

conjunction with a static addressing scheme such as IPV6.

If a wireless VPN router 832 is not available, then a link to a WAN 804, normally
the Internet, is a commonly used connection mechanism that may be employed by the
wireless connector system 828. To handle the addressing of the mobile device 816 and

any other required interface functions, wireless infrastructure 810 is preferably used. The
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In known "synchronization" type wrel ess nessagi ng
systens, a physical path has al so been used to
wo e@®iss7 mnessages from nai | boxes 819 associ at BAT/GARG14/201491
nmessage server 820 to nobile devices 816 and 818.
Anot her nethod for data exchange with a nobile device
wireRdSinfiddiBudnsre QY€ 'ina%' ¥soadterndily HHDBt gy WiteRkeB&work for locating
connector system 828 and using wrel ess networks 812,
a givgnqisepsng Heask usars Fasghese roambghmmcem@m joy @evopks. e i ggreless
netwgﬁctlél [ :z? \r/ 181; %1% s!ag c@ﬁlﬁxﬂ%&%ﬁ:ﬁ ttgognd fom mobile
deviows IXQBGSISS vmfm&hmsmgﬁmlﬁ ‘r&h@ednhlaise Rrativhd@mt alovim)tadfthe enobile
to one or nore wirel ess networks 812, 814. The
dewwvﬁéﬁé@& VPN router 832 provides for creation of a VPN
bt 8l1£58ay b ided,
et RS of cBRlne [ SHOIGaTnaRREke S PacPhd SLE STy, pe provide
inclu\iﬁi\g faudxamp83 2SDNy FiaencuReldy on Td wnpnﬂwbnsmsmg ﬂha "BCP/IP protocol
used Yo die Bemmete Thom e PaBicaes $17esnos i held 5P gistne,
uniq®94nd RAFATREL Bﬁeivﬂﬁrké rHreﬂh@ftcouldSreﬁre%&{f‘mwsﬁm‘ésﬁflwork in different
Iconnect i on mechani sm t h | oyed by th
coummasela&émayobm ey of diffesens rtmsof nmwhdqsmn@htdm but not limited to,
re33| nobi | e 816 .an
data 3G SRtelF Pyt PifrcpBi e e B0k 4 Bt Rqas nstworks
that &hil ‘s&pp@[‘tefbﬁﬂla%ibeuﬁﬂ dafdh %Mﬁmlﬁéeﬁlohmfmstmucbme &1 @imilar
may al'so determne a nost likely wireless network for
infraptgeciedengpch agpweeal thewerdeseriediabgvd users as they r oam
be vvee [
e PPRsTaGS. IBULHER obd ek BIHE iAERMAKS prchange

mecliﬁis’;lﬂil dlafyﬂjél’prm&.éd @ tHevmpe&t@]lﬁN S8 Inithe RE:mplary commumcatlon
transm ssi ons bet ween base stations %not sho(Yvn
sySIEm DB FelonSTRBES. SHlegHiooh Huiab | gocaHied Wit wsers having

maﬂﬁ@;ﬂa@%ﬁb C?ng%la'i{ﬂ %tﬁ AL SRR ﬁ’l% ﬂ?fés% lﬁ'&r&}%Z%Ye &ﬁ‘lﬁgured to

, I nclu for exanple Frame Rel ay or
oper&ﬂe onatiffercht wnslessmaﬁgonkh @12 @Rd BP4 pifothe woteless adtwork 8 12 supports

oughou e Inter .. The re s networ ks .8
Py eeagdélﬁ%gwe%ﬂ?ss FORIT é%in 2 uiRd Shp g it edips SOfector

systééﬁtS WRIHK Sxcltingt RBM Wk ladly rrﬁﬂﬁ%s(fé%cet & SpRinpekWRinkthe Rwireless
Terent countrles and nmay be any of different types

netwofk 8é2oFesyirclesd nefivork Bld megt be iandifferent gype of wireless network,

dat a- c ntr| rel ess networ ks oi ce-centri.c Wrel
how SR SHAcs 2 i Ao ba cHb, o ety KEE BB oY JBfBad be
exch‘éﬁ%éaewﬁﬁda ARbAe AeVDYIBI S Q)prﬁﬁﬁ% QMieHin the weidless abtwiirkisilary the
rastructure, such as any of those described above.

wireless sonrectotpbystantiaBi visa cRpRestionae Bee WA 8Q4nandjthe wireless

on exchange nechani sm may be provided in the
mﬁa&%\aﬁgﬁlg LAN 806. In the exenplary comrunication

sy s¥peratioh of i@ syStefnOin T&x a81tile nowilei descrited ivsig a&]e&am@lleBof an e-
associated with users having nail boxes 81 associ at e
mailymersage S8 3 axerb iivrs thencemputpp s¥sieya Her gk agdrgssgd do at st one

rempqé)rﬁfﬂagﬁfgekgotfl @n account and mailbox 819 or like data store associated with the
message server 820 and a mobile device 816 or 818. However, the e-mail message 833 is
intended for illustrative purposes only. The exchange of other types of information
between the corporate LAN 806 is preferably also enabled by the wireless connector
system 828.
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operate on different wirel ess networks 812 and 814. |If
the wireless network 812 supports | Pv6 addressing,

w0 b@s/014387 Wi r el ess VPN router 832 may be used BET/CA2004/001491
wi rel ess connector system 828 to exchange data with
any nobil e device 816 operating within the wireless

NeTMOE Al RiesshBE 898, F RheFSmNGE Wordpuitt 4ystem 402 wa the WAN 804,
different type of wireless network, however, such_as

may bpdulip it thexclerst absined; vithyai digital sigmaiuie endrar Pe@ypiggs depending
[ exch ' bi evj .
upon E bERSF R R e b PR Ut L <Bpiey systom s02 s
enabstlrfel @streaaesRggih usify SIMIVB 2Bew iflee enmailnieside®s3tmayt besigned,
WAN 804 and the wireless infrastructure 810. Operation
encrypted, REbAist em i n Fig. 8 will now be described using an
exanpl; K
v B B Eh e ST ARy S R T e phalrs and
MIMEabodygpdrtst to defineche fiortmat nfl theed-fadxmBE8geor Thededectmiques are all
tore associated wth the nessage.ser.ver 0 and a
well g8 &6 G 1 0o Phe ba SROMEFar FHUeR! a7 MoREge g 520,
whicB 3BtetRined 1RO MHcH Rhilbdxey 819 lel o@afd &&5&9&%&5839 Rh¥uld bB&tored. As
exchange of other types of information between the
desciilpadpahoat.ea nasbago 6uits apthefeemaid messdgeB38raby swwlusle a pser name, a

W rel ess _capnect or..system 828. The. e- mai | ssage. 833
user Ghtcinf X0 ARG OIS r YL drra 0 Gt SRR e et © @
parti@arf acbdntl 6t dsbécifb®afailbox 389 BRaHe Wdséhgd sehv@t 820. For an e-mail
signature and/ or encrypted, depending_upon the _
messpge 83 % upeipienisgsa Hivinglly ddeanied yaiag cmppil asddigsses corrgspppding to a
ONRYE &F is enabl ed for secure nessagi ng
uset %%CI ng %F@%%%?HE%??LQZ e-mai | nmessage 833 may be
Si "gﬂ@d'ireﬁlef:égmk&dr sytenb®2sentls bRiMlirromsHagesirdessmetgork 812 or
833 normally use traditional MIP, RFC822 headers a
814, v podiyselsated-daaliagas orRarie 10 B¥riea o DA AN 806 to
the oS AHHe JOISES I TRHIERAAFufor S lng AR Yhe oF nRRE ihoring
eventsehiag @ccBl, Avtiigderite tegentiimdsddsnbut isvhotclimited i ore sr Bioge of the
the e-nmail rressa%e 833 should he stored., As descri b§d
follogpg; e SCrgereRY Sy ACUYAIAS! the"SEE Fral FVIEE a GBS niYplem 822,
discdnREitHRE BhE S8 NYalEi e &vite 163 A8 Hom eheMid-A0X 826, or receipt of
identifier, or other type of identifier that may be
a compyapé dentdia@n pamobitudevicesfd6ouril 8de thsbest iswsterd tongiarttssrding one
819 by the, nessage,server 820. For an e-nmail nessage
or mes meibagst SHAERT & BT STERT M e PG R SRR 28 may
deteé%d@i?g&ﬁﬁgs cGtd QSHReRHINGIth Ghe niksedgeagRaung20andct A Sedeipt of a
mai ['box 819. The w rel ess connector system 828 sends
commppandyi qrrwith ongjc raorginebverked semppick spstemy 8231mcluding: e rfereen

ol ) DAL AP TR Ul L e
for 0MmoBil8 depicefes a2l 81 8Upsrbede taeitdtap at that LANeSOs;, whenehe wireless
conntecr:tlorg é“:’ye's.‘gelng1 §28 detects the occurrence of a triggering event for a mobile device user,
for example, data items selected by the user are preferably sent to the user’s mobile
device. In the example of the e-mail message 833, once a triggering event has been
detected, the arrival of the message 833 at the message server 820 is detected by the
wireless connector system 828. This may be accomplished, for example, by monitoring or

querying mailboxes 819 associated with the message server 820, or, if the message server

820 is a Microsoft Exchange server, then the wireless connector system 828 may register
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events has occurred. A triggering event includes, but

is not limted to, one or nore of the follow ng:
wa@ersmes3daver activation at a user's networ kedPCDOR2E0/001491

system 822, disconnection of the user's nobile device

816 or 818 fromthe interface 826, or receipt of a

for a@ABMGs ?@ﬂldeﬁ%@l\ﬂ%bdf?l\&@é&gﬁ% B3ficatioB b graniiify Interface

host systemto start sending one or nore messages,
(MARBDdp &eredty reeravenaetificaiiensofenrhreyy mepragoisrsired &o a mailbox 819.
c of,.System.8 ok [ . .
COBRER s UaiPUh SRE h E oL 9B B koot devi
816 6:128K8, phe Ofirchese @bTAthr sgstemi 828 moferably mepackapet Wiy datd item in a
comput er systens 822, |ncluding_the screen saver ‘

nd .
manggy i HrEBEPBRNISY dh moBka davicsedd BBLPETIARER SHHLR padiceived by
0 » O o . V .
N
systemd, r BANS 806 anrigigt @r et prefed28 tpackepmgt hethodcinchene @vrapping
o BB e RO S 750 el cnveon
that Eﬁrﬁgﬁgﬁhﬁﬁltb{ tREWireteds h&tGroHS 8ddrSssBTThd groBaY¥ idefice 816,818 to which

exanpl e of the e-mail message 833, once a triggerin
the nesseage ihtsharenn Alicreatively, otltverepaekagiig mﬁthpd}%ccnigbgg@ , such as

spec%f-ggq%tgge;{lggﬁﬁ szgrggﬁ;emgy{c ei?ﬂl%g dcﬁ,ﬁ?pggcﬁ%gg Brbe\feral!;@ also results in
e-maAC fREPLES R, bR aenobI @eviby 8TENGL QI8 NpedrinUes ¥omg from a
mai | boxes 819 associated with the nmessage server 820,
corresponding host sysieragpsowrtraranaiipy §19 evem thoushothey pxe prmmpRsed and
erver, .t.hen .the wr : .
s 5 S PR TR ARSI By PR AR R ol
sharé\/ﬁsﬁﬂ%é ROMAD RlddeRas ibetfvden aghastmiysigml adcetfitace nalB&t 819 cand the
thereby receive notifications when a new nessage is

mobie¢ d¢deF-t 0 a mai | box 819. Wien a data item such as the
e- fal 833l A 1Bt la50 488] Repackagi
81%%01(%@? 8P R halltindsfagd 333 gg%lgﬁ&gyst ol ad packaging
techiit@dsenapby singipadengesataiebld ataasfiet paths or mapderispendsat upon the

Is transparent .to the bi |.e.devi ce t hat .
PaﬂlPWfibFfﬁ%ﬁf‘?%_cRﬁﬂée%&"e'E B elrss afrendmietiye SR ok Mirlgsy VBN router
832.aﬁ&e@(raﬁlgfé, bid @malind8Se 3598 Bﬁ?ér%ly%%n@}é%ﬁ&ﬂarﬁl%r@ﬂ%t}ed, either

I bl e at LAN 8 8. e

access the host™ system 06 in Fig.
beforr ef after bdingapparkagidnal 8341 tedtietieby keffaeively piopidsgor secure transfer

to iy BObHS Pt ot Scere oo Spe i EF BRI ropa e

mes$age %é‘r@is%%@r;?ﬁbﬂ@ﬁ%r@ﬁ%ﬁﬁé&tﬁﬁtﬁ Sreanakéssozed @Y otter Biférmation
8T8 to which the nmessage is to be sent. Alternativel

sent ¢o heabile dlowicka gl hgndndi hods cemtast nprssagse gransfgred Xip 2 VPN router
S i al -purpaose TCP/ P ' i ’ -

532 REEE Ry PGP Grebrznt ol R EE shE WY Foun B estabtished by

the VENtrolife® 882 israltict@tigavtige. d&sages diStirpibgaseumglyt sent; orie either
froma correspondi ng host syst em,%gcount or ,arai | box

encrgntoones) dhe WHEle§HCAMEGHORFYstean ih Sduchmay S sonsidgpg  non-standard

kP of EW BRI | |G PRLfouRsr S8 to mobil
VPN BBl of EVFSHIE HBenh fr BRARDE, O Rl oo ag mobile
devibet $5eimdas 180 S A ceassing Mmessages nbingra mabild davied §1@d 81 Hiés thus no

nmobi | e devi ce. .
less secure than a\élcessing mailboxes at the LAN 806 using the desktop computer system

822.

When a repackaged message 834 or 836 arrives at a mobile device 816 or 818, via

the wireless infrastructure 810, or via the wireless VPN router 832, the mobile device 816
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Repackagi ng of the e-mail nessage 833 is indicated at
834 and 836. Repackagi ng techniques may be simlar for
waepysavast abl e transfer paths or nay be dependeet/Cap@mo001491

the particular transfer path, either the wireless
infrastructure 810 or the wireless VPN router 832. For

or SIRXAIRNEs tHehsut&- dBittoniEeSRMDe Troin ithe RpBEISILBYD MEssage 834 or 836,
conpressed and encrypted, €ither before or after bein

and presfosrok agerequiredderontpsessionant deerypliar oreaatipnsr Mesgages sent from

ecure.tr fer,.,0 the bi e device 818. _C essi
a mgtifiudeidel RIP b rarer i SRRy da B’ GERRHY e SHISRLCAR Mererably
simileh1§ FERASkRRES A pRIBIbENSothFRsed Rt dactyprld] tiyd sdntady host system
nessaggégor other information sent to nobil e devices
suchgsghe heh B 886. [Thecnst pysiem thansempues theatlesteic gnvalopeafrom the

8 ] r

ropacgbed B o, Renho i, AR B0 TRV BERERD ARl oy dgutes the
mess¥ENorthe hdire8Prdcipiembier ent | y secure. Messages are

thereby securely sent, via either encryption at the

wi ABPESE 2RI PICBYIBE 20y QYERCRYIOPS 4y ih TN eek bASh taipg §f the

nRLARGR! l @ssyENgE 3 KA 14808E Bl Gfter Qivel

wkh%?@%g?@%ﬁor tﬁQMggﬁ%?%g?é?ﬁg%bfs o nobile dgVices %16 oope
usedao doud BrforAmaties $6 mybite dewigess’ 10s 8 Hyisaddwshiddaisihe\d mewekeaddress

or 818 is thr?(ssdno | ess secure than accessi ng._nai ltbogleesentire
of oug of pROTE ARG 465y Tih BUIGE SRYHRP % BIRINT 2 higtan 3t

igiMfienmail heRadeamsdi & 1834 088 a8&6sfisliypsssidly i essed

Onghnbi?gldevggf 816Hg?§%%gh viaothg mﬁiplessﬁﬁf I COmPE
and/pméncapteduformr eltdg ollows oxiginal ‘Ao wi Frope sadViiE't addregses of the e-

..832 1t il.e device 8160 .
N R e A R
displa$&d o) hodEle [evias 386 yr B eg|uThetbpdelaging Aasilluwsardly messages to

decryption operations. Messages sent from a, nobil c?
be dglévarecd igadirered 1& RIS aWHR da% ctromy Hld rgflegiigigean address of the
mob{l& ﬁé\ﬂgﬁeﬁ]st&’s Al Souldl glgﬁﬁﬁ%l}y orﬂh@ﬂo?trdslyé(teﬁle RAeh 2eeslteelope of a
possi bl y conpressed and encrypted, and sent to a host
repadapt@ ougiodly arsidge deANBAOa Mbkildhdstics ystremovddehy the wireless

renoves the el ectronic envel ope from.the repac e .
conngeir gyeem fdr y bsieaig wED ﬁﬁ?og@g 8% W%@?Oﬁ@é@gﬁé kf‘ra%gn the mobile
devid®816 SPSISQQH%K/%?LIE?SSQ L seﬁgfr%ﬁag& nidbilthRvREdb @ppest as though the

reci pi ents. al usi ng an outer envel ope is
mesdage oEEinatEd from theasst’s sunibonB19 e acndunieg shejost system rather than

inf.ormation in the original e-mail nessage 833.
ﬂmr%@@ﬁﬁggﬁethe outer envel ope used to route information

t OR[DbI 6 BleVk AR 6f af kfteindtitslexaasiag esthignidation system, in
~network address of one or nore nobile devices, the
whidhuwizelessneoainopgcgiions arapiapledrivap sonpersat esreciaind; wigh an operator

or.i gi nal ., e- jmai S$Sage..833, 1.1 i
of a JftrHess Bepfiafa As, FOSIRRTIE 0 b S il 4 A B stem s02
WANEOR a THipsratd LANSSOT ioghteabehihd a,security firewalti 80 @etwork operator
~_addresses of the email nessage 833 to be . dis Iayeg
infraginaeiuneh84Qua avirdesschaiperls $1kearfl @rpbaliqdeviess @bk g §ls- The

com B . PR A R, B, gy 2, ot i
817, mailboxes 819, and VPN router 835 are substantially the same as the similarly-
labelled components in Fig. 8. However, since the VPN router 835 communicates with
the network operator infrastructure 840, it need not necessarily be a wireless VPN router
in the system of Fig. 9. The network operator infrastructure 840 enables wireless

information exchange between the LAN 807 and mobile devices 813, 815, respectively
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be delivered to addressed recipients, with the "Fronf
field reflecting an address of the nobile device

wa@g@s/oss3arcount or mai |l box on the host system Palven2@one01491
out er envel ope of a repackaged out goi ng nessage sent
froma nobile device is renoved by the wirel ess

assoGRBA SHlOhe AR BdBem$/SUN U] 382 USBTCoAfAGEO Y8 bp&ate within the
mai | box address fromthe nobil e device 816 or I8)18

wirelghd uawork $ids Sadke EAM 84 emleralifl dsslden cowpetisr sysirsa 842, 852

are SO §760g 4 RO 806 3 ab el EE arteoppestor 845,
858.1 RewireiBid conaledtbicystdm 844,834Sisapetafiak ofli @ginasdnfiinclien with each

alternative exenplary comuni cation system in which
compijtereyaien &@ndidi cati ons are enabl ed by a conponent

as$CAL G0 Wobfle RhRL 44, Ufs 43, 0 L6HES R, BRL Waklss BSnnector
'n Fg. 9, th t

shown system’i ncl udes a conputer system
systeB0 328 \38iNriBOd abeves @i [eat at endbldy B itbns,aduel abehmaid naessages and

oot AT oo S SBSEAY S S e o
neﬂv?fi?(ée&é ?ﬁoreggkgbg QR WoRl 1eSAIeR089 onmn%%moﬁi@&gé?\iiééé 813, 815.

nessage server 820, data store 8
In Figap [howxesr, 8Netwondt dgeNtoninfrestrig@8fe $A6 psemidesaant intdrfage between

the sane a sim]arl [ nts in Fig,
the ryobrioofipes S Taandind bk SO0, AF 58 BERn et Sidlppistov
in Figh® Wat ¥0H&cABST 818 inthe 3BhekC bEIAE 844l nicksa@8Qd anGillustrative

necessarily be a wireless VPN router in the system of
exanffilg of @datT itemrtbatwaaykbeoysat totaomobild deyieerdldi 8k 840
enghl es wirel.ess inf ti.on_ exchange . LAN.
so%éeﬁda‘hﬁﬂ?"}lgnﬁ%g(? ggsﬁgfg’gre é’ 1!3 S OP %o"f@%c&)ﬁﬁts IféNllng an
accoliBSREmb nkBta 8696l e e Mtdibed hiethe agsdgRrseB)s BRMBhSHdssage, or
and 852 and configured to operate within the wreless
possipdy appiateg to a single qonx o e, messpea steed i a gentend giailppx or data store,
. € , r 8 , c i.
o RTINS SRR A B Rl R NN QROTR DA e 522 o

pointed hBEBdearstdddBio Smilbak 819, &l rass be asvasset asing yghebileBibdice 813 or
54 is operating on_.or_i nction

. : :
815.c Bhihet f‘é‘lamﬂﬁsﬁth@ﬁ?lgﬂf}g-S%ige eihesge 854 bin Beppddressed to he
mailB¥ads K15 g%%%géegigs?ilﬂgggth;%egk%ﬁ eotnBulel Syfirk £8 L5 5 COMBRL s both

system ove, inthat”it enables data
mobilt descesDBland81&8- nai | nessages and other itens that

are store .En mai | boxes possi bl

.819, ] y data jt
ot dctions, gliFg 0B B o i lorterdrits” SUOPEnCRATh delisfR protocols
comféffgm {lliéﬁ ik ANr&Ohetveri@NicRasTRE & AT B0l endRyy itee W ARB804 are not

_ n Fig. 9 however, the network operator -
suitabtef 0astompetiblee wdhowirelpss dssverk pormapnigatéon eroteeq]s tused within

wisEER 80 688, 18 15, B, AR, SV, oo

overHERIC lainf € HetRO10 Watefic, N /hedhn ta@X t privhar@n cénddBisl inewirelgss awtwork
an illustrative exanple of a data itemthat may be :
comuwicationsaatedess|stendasant in waehnel osksphichriyrisalfehayggnuch higher

capa%ﬂ}g he gpeegd O W1 nARYSHkL. e’flil&laﬁ%, PndbAY d8Gic& 813 and 815 cannot
normally access the data store 817 directly. The network operator infrastructure 840
provides a bridge between the wireless network 811 and the LAN 807.

The network operator infrastructure 840 enables a mobile device 813, 815 to
establish a connection to the LAN 807 through the WAN 804, and may, for example, be

operated by an operator of the wireless network 811 or a service provider that provides
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account on the nessage server 820, is received by the
nmessage server 820, the nessage, or possibly a pointer

W 2008/0$33871 e copy of the nessage stored in a cROI/CAR004/001491
mai | box or data store, is stored into the mail box 819
of each such recipient. Once the e-mail nessage 833 or

wirelB§¥ d¥nihuhasiResr i fof @8bllodevifaid1naNd 818, I 4 pileyaded system, a
accessed using a nobile device 813 or 815. In the

mobigedeitaes 1Sh S map eptieblisho carymunicatign sessier aid tBaBetwgEk operator

1nfra%rg}cﬁur8 ggé %elg%g g 6%1‘%1%82 ?16{5{(&503% ngS%ﬁ ! g%még 'ataéne Qcthﬁﬁ‘lte hpreferably

a sedded BolEaly hiRhdeVWeeRksS TRanspstt 3 h§er Sécuhtboﬁwmsl) IWied information
the art will appreciate, conmunication network

shoulgh s ceniidsnieinpyd aseiEcless Wel BEpvrRet winhias & (¥kelgss Aplication
Prot%@?@%ﬁ%% ht %etrl\eéﬁ agp&leﬁ”r@ Lgagf gﬁwu%ﬁ%&u%f selection or pre-

net wo I'catlon

selecprdodefmeitssin ube sbfivdrb residing &l &E&nﬂlﬁle\/\dﬁvkde) sug bor all igfbtmation, or
For . exanpl e, co ni ca r

Just RS AR D AR %&3 G ol §£7° L@ LAN 807. The

netwBfk0 GBLARr | MR RhES %406%%9%45@1@3@5%%9&@ 8F QedsRRS with a
significant in wred networks, which typically have

w1relnsa:¢orimeqb19 systaap 844,185 4ansing Seeute tHperteitrEnsfer Protasol KETTPS),

s 81 1 annot
for eXgiibles iRt S SRS RO ARE TS AhEH1R: DarRon betVeen the
netw@ﬂ(ebﬁérﬁtror i 4B EtHC BA0 BnBA0wRERYY E&thedtoP ki daR DR 888 May be
the wireless network 811 and the LAN 807. The network
madepier atypical NY Abseonpeationeor glmough dhg ¥ENarowtssi838 ifavaileble. When

time Sqlgfaé/u Snﬁgy%egl r%\?ﬁ{l%gg Sltégﬁl%s? %@E %]tc ﬁél?g%é 86\;1{:16:6 8 i’3§"\é l%ognd ilelgfering

requétyed@ thfBRLAtRINObackf tot the ddvie E&Ston T3 Wﬁfnh(m&kd, thie ﬁ?etwork operator
servi ce provider that providesw rel ess cormunl cati on
infragiopne $4P G sTirel e PR eRoBI SRR 41 54 gy e contigured so that

a coRlihhicRASL RV A TerdirTBBL] SrUlabigRES. 815 My
estapri s conmuni ca n session wth the network
o pr e aystemfafdds. rdy eéquests d4@inating from mobB¢ degcnat &iBrdnd B 815
npat i bl e comuni cati on schene, fera a secur.e
woulde e bt i {iea RSB CBRSCT SISTERY '%ﬂ %e% uesRegtvely.  Upon
recel(f\pfgl- 2) re '9 o iR qﬁﬁtidﬁn frohP yhd n%%k \R}Pﬂf)l‘ deistrabture 840, a
a Wwrel ess web browser such as a rel ess
w1rel€m3¢orma¢ton$yst%m)8% b4 @&mayeskrcqnm‘@d infarmatem freryp atdaganstore. For

est t hrgqug u sel ection or | ect.ed .
the GELRESER Se oRPHARs COUEUN Ty P PR bfqiicves the email
mes gé/ '%g)fr&ﬁyth@ rapptdpriafdl RaTBé ‘8@9 @?daﬂ?tthﬂﬁl\gh a messaging client

information, storéd in a mail 19 I1n the data store

operging iatconwactionwah the muﬁ@m@tﬁm #3883, oyhich may access a mailbox

frastr cture 840 th 08t d he ct
519 bBAG"5h F bi PahE 300 ST MBS, By QpBERISH GRRE! comctr
systeis B4y @ﬁ&ﬂ&}ebé'mrghﬁ')dtto heaRs heilbbXaatsao dlself hﬂ]if’éB&} or fl@ough the
exanpl e, if no session has already been established.
message §H59e820n ABespiber drit Wioess, beld %rd@t%ﬁewatswﬂar to the data

storel 17 ﬁ%fsgf)léﬁlt &'a{tg sB78 d%g&lﬁedv'wrlﬁll &Enfi c%@@'l{\llfeg tgzéteﬁy@&e@ﬂ may be

844, via a typical nection or
acceésiilotgh mﬁﬂe&sé/mneaut SistedB844, 854 vaidl thind te.a idbisite device 813, 815.

If the e-mail message 833 is addressed to the message server accounts or

mailboxes 819 associated with both computer systems 842 and 852 and devices 813 and
815, then the e-mail message 833 may be sent to the network operator infrastructure 840

as shown at 860 and 862, which then sends a copy of the e-mail message to each mobile
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time del ays between receiving a request froma nobile

devi ce 813, 815 and delivering requested information
wha@k/013331 he device are to be minimzed, the nPCWOAR004/001491

operator infrastructure 840 and the w rel ess connector

systens 844, 854 may be configured so that a

deviceBMLMIGAL] MindRAREGE 8@NalEFH. MRfRRAAPARS be transferred between
established. In the systemof Fig. 9, requests

the verqless rannesgort systemeotsid 854t end the nxtBad epsartey Bfissigniig 840 via
eithep G c%glpe[tcti&? t(g Ia'f“ -0 |862§ Br ?h%n@leﬁtrg{lteis gife e%."tﬁ %%o?kr’é erator
respectively. Upoh recel vi ng a reques or i nformatil o%

infrathuemnrt 83 0n@maiicgpe ivithathe iwifeless toounddisresyBtkths 44, 854 and the
W rel ess connector system 844, 854 retrieves request eigl
mobily,Aeieastd 1dn 81+ s diffaisnbriotespls, trppilatigneonsrations Mayheapsaformed
3 ; .
by (Rt AL SRR LA, NEIED A ARt otf] S wos
betw8dDthetwipélessl doymediorotygtena g s 8%y amythel ieemorkayperasdn infrastructure

conj.unction wth .the co ter _system 842, 852, which
540, 754 bEDesEcongh Y 5o PR o TS, 2001 PR R QBRSO Bpgpucture
840.820 or directly. Alternatively, a wreless connector

system 844, 854 may be configured to access nail boxes
81Mlcksaged o1 othier xformation to fye segfhfrother mebidadevise BB r815 may be

820.. Al so,., ot her data stores oth network data.stores ..
procgii rch SRiaf Bt 318 SRTOTET A O O3l Gt S oL R & obile
devi@S 808, 81%8doWht mdr6lk 6pdTmat enfradtsichie 348, 852, ndfyrkbeperator

accessible to a wirel ess connector system 844, 854

infragirieptur $40trenyathe erdethel évpreatpno agBelegsteoppester sysiem 844, 854
o BSRCAT T, FESEO08h010 Ty TRRTPRR AR b e s

server 03N tfer egarsplensr Bhy Atecthalibdy adeliveetheciaforthibBomnal thel addressed
.then the e-mail nessage 833 nay be sent to the network
TeCIpiFibT-at or i nfrastructure 840 as shown at 860 and 862,

Vﬁ“;gﬁ?% cfg)‘érhé ngrf]‘ g%gsiﬁlg@fn 1&1@@%? fORiks 1398ed SpfAdhs. The

ice as i cated at 864 and 866.
wirelesd commation systeys Béd, 854 rnal ehe ectwbel vpeatot hdrasirmalessay instead

T R T T A ——

systedP4s D50 PBSIMEN Fop Wk @hpR3 2 noliestidnNer ABEWILKssQRLERA ikt of data
infrastrfucture 840 communi cates with the w reless

items owmentlyostorsg $1 erdetassiare a8 Tahl §0ecomtsbbe pushed ifx @ enabilg device

via.,differe rotocols, transl ation.o ati .
513,813, e 51 e ok bt o an i 1o hé LART807 via the
netwofi §@sitbrmlaEeuddd@ g4iRepackagi ng techni ques may al so be

used between the wireless connector systens 844, 854

anlf mehilendavigss Rssopistedt with nyer meenuntscanuthe Lgy 80 aep configured to

oper%g;ﬁﬁigr gﬁ%?erngg?frélg sdl%f\i?véliﬁ? ﬁf%psgélcﬁ @Hglegysﬁtg&grm&& have an

ructure sages or o

assotife@ Bl dse RAetniork tnfEstictife@omponaiiisiniladey84@ 813, 815
may be processed in a simlar manner, with s

i| nP\dhaegh spardls, dedisaied gvirsless coBReale %Yrs@mSa?‘lﬁg%?ﬁ* gre shown for
eachg%ﬁﬁﬁ?{gg}%’ée W[]??%,t gSp% Irﬂg tﬂ‘garegw o?R8E 2 Opnd BE HARL ' Ghe Rfreless
connector systems 844, 854 may preferably be configured to operate in conjunction with
more than one computer system 842, 852, or to access a data store or mailbox 819
associated with more than one computer system. For example, the wireless connector
system 844 may be granted access to the mailboxes 819 associated with both the computer

system 842 and the computer system 852. Requests for data items from either mobile
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infrastructure 840 may then send the information to a

W rel ess connector system 844, 854 for storage in a
woraiosloos3B819 and delivery to any addressed recP@i/€nt®4/001491

by the nessage server 820, for exanple, or may

alternatively deliver the information to the addressed

devideSL B8P3 8PBB15 ThE RBRYE Ipfb‘ééﬁéd'l BY @nwRbledsNOnayEbedysteth 844. This
Fig. 9 relates to pull-based operations. The w rel ess

configaratien sy bsysefihto Guhle Bisadess samnpmicaEionpbdweprethgtldkN 807 and

I nfrastruc | Nst ead c ' d
e PSR BLERRY Pl DDA B DA b P Anr 87 552 o
be ntasdy Rl dacs WSSHEI devvicel er. PO Siiklds chmiecetagyplet nAy instead be
. notification of a new nmessage or a |list of data itens,
implementecht Iny conpmetion nwathddhe Bessage ateryfie §28N tgornela direless
comJBﬁnigé{ ed to a nobile device 813, 815, and then be

use 0 request nessages or data itenms fromthe LAN

80Figyvil@ it lebloek wiadtarapeft atotrer i abbrative gotmnmi@ion syftem. The

b o dev . s
o R b SR B T SEFCE BB vt
secul\g‘fxr £l-6af g0t %‘P'égc%s g!&@@raf R5H Wed QbRSSRNSLIVAIES H¥BYorRS884 and

associ ated wreless network I nfrastructure
886, andporéntdesices 83% and8BU 0ln the LHGNIGAI stbp apmputer dystiins $O2IWAN

wrele C tor systens 4,. 854 ar ho for C
s00, el B EB0 55 BB B0 8 R B
comPMter BERmOF22L PRysIal BbrRReti GPTUAS Gitefact s berifectA 426 8hd VIFRYrouter
preférably be configured to operate in conjunction

835 wiet substontiallyhthe sems asotirp wowesponding rogwenegs desgibed gbove. The

RS RR B0 Ao BRI Vs

data Wef8 k@51 £IRNEANDZ0TS VI FesN 1844 wiilesH eorgieatot eybtan 828 spérates on
the mail boxes 819 associated with both the conputer

or insspajuastiom withribe message rprieret2ls pihaghaspirelpas fpgpdoy gistem may

. taite . . . _

s ST o D, TRE LSS e P BBl 0

LANT®0% configuration nmay be useful to enable wreless ‘
conmuni cati ons bet ween t thLAN 8(%7 and.th

bi
deVhe wirelpsscomgcion 8ysigm 84 rorvé(&ﬁi or %@s@r ggg‘i%djﬁlm% stored at the
LAN S0P Sl &W&ri%cﬁﬁl%’degégs $6%. BO0 . RGeS BEmEFEraBY i(ijﬂc%de e-

devi ce user. W rel ess connect or syst em nmy | nst ea
mailheedsagdsestiornd éa nailboney 81t in the detd btotch8l Freasswigle as ppssily other

.. 820 to. epahle wrel ess communications., Fig. 10 i
temp e g g O POUPL BRRAR R St A0 B sore of o
com@&téﬁﬁlﬂemTﬁl%h%L’%Qﬁm i ncludes a conputer system 802, WAN

04, "a corporate LAN 809 | ocated behind a security

f i Aewiebérit®0gboun aceowsl yessesm§3Baddrenad 40 HPe o0& 1gFY recipients

W rel ess pnetworks 884 and 836, and .nppj deyi :
havi 5 85 in] [t PN ERE 60 ok 0 BB O oy Qe uaes sl e20 i
stordd0iiio $he Gukilbby 8fbroFwadt siBAFecipests dpahs systan of 2. 10athe external

store 817, mumil boxes 819, desktop , ) . .
data store 882 preferably has a similar structure to, and remains synchronized with, the
data store 817. PIM information or data stored at data store 882 is preferably
independently modifiable to the PIM information or data stored at the host system. In this
particular configuration, the independently modifiable information at the external data
store 882 may maintain synchronization of a plurality of data stores associated with a user

(i.e., data on a mobile device, data on a personal computer at home, data at the corporate

LAN, etc.). This synchronization may be accomplished, for example, through updates sent
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conmput er system 822, physical connection 824,

interface or connector 826 and VPN router 835 are
wawsaissT al |y the same as the correspondi ng CPOPOAIMES01491

descri bed above. The access gateway 880 and data store

882 provide nobile devices 888 and 890 with access to

to th8AhA stdreBB2 ByAhe Firlesk BndetNr 8PRem 978k Qertdif) tin®e intervals, each
W rel ess connect or s%/stem 878 operates on or in

time orgntride ifendath stere BE7 ircarislad or shanged, @ zertaial tirnesugfday, or when

il 52 SR B B SEHR E00 SaB BL Aot o

storel §82t &?dsﬁblya@% mbbie dbvied 888 800 tireaiiothe Sycdse gat8way 880. In the
provides for transfer of data itens stored at the LAN
case g theteomaih encsvagespa, Fokndate watfodhe dgpstorgde? sometmeddenthe e-
f
mail 1{1§ egéé%f %1%%1}(16 yggltﬁlcﬁfs.é?fg%te 5@@&@%&: 88 h%g b'e@n stored in a
certaﬁlﬂﬁﬁﬂlitbw 1%t ingthe btoes181 5 tand adopy of the cdabd nﬁssage v&ll?oemtored toa

COH%gﬁ%ﬂqgrﬁtg%\é\D@% lggléad%t% %%g@z%%sa“}&@gg & &, dat %ﬁ%rgge gﬁ%’: flas been

store% fRile ABABALS ég@?’c@iqgé'ﬁ%ﬁ&ﬁg tbOth€ "Bobile Qi@{fi%esf %@B PARINBS0, for
havi ng an account” on fhe meSsage server 82

exarm;ﬂe,eameni e tchpieso$ ﬁ&g@mﬁrmmsa& Ondieatask @r@d andt 4 lheF ig. 10,

eac ent. | t h
ate Sy i), SHiF Th S ErRAP R ST e R s T R e 892
As sﬁd)\% |1fi§ﬁat§§ BfJé‘JﬁfésQ)ﬂsﬁbre@ﬁﬂkoﬂﬁﬁ%hnﬁt@Ydﬁ@efﬁtml FAgdniy bdisent to the
data store 817. PIMinformation or data stored at

data dmnaS&& vre c@ageqtlsm fie recWVABY $04 oridig S FaUtSr §35eiHar saraple, the
wirefig% %oglf%]ecﬁzlﬂ;l\]/lsxls z?ﬁa’?g)u oft up%%%e% ]pi?‘ gtgféegﬂnﬁ)hng{]ﬁm {boas‘}esource in the

dataisttale B@mdﬁrhhlmm godtiradlest. lﬂft@hﬂ&temra saturt lpﬁotea’cﬂenﬂahs HTTPS
data store 882 rmy; mai ntai n sgnchr oni_zat.i on

or Sestutg $eakels LayeriSh) sayrhesusad s hosarsktleditn Fheaﬁfh%l} aP(erCéate that a
smgf%‘%t ﬁ% Pad ﬂqgﬂ %\'ﬂl Hiore q}?aﬁaaong%c%tleﬁ bip Q;&Q‘Ja s@&%f'fh%rLAN 809

corporate LA
maySMsﬂ&iﬂr Hbmeﬂmol thm dal’a)stdfne 8&?.:0 Ohislcop efithefdata mmnplllld then be stored

t hrough updat es sent he data_ store 88 t he
eithegjin 81%%@3%(%?1 ELEEIPO8 Si agjon nythe dafa SierR %ﬁgz%f a single copy may

be s’cog%fg‘ivﬂ’ile% LaGR 582”‘3\/1ﬁpa ?Bitn'féf dr 'btﬁéi“-?d&ﬁﬁﬁr oF HLstBkd dafa item

or c anged, at certain tinmes of day, or when
being Btotedamedc}ad:ortdsporl.dm»g Bo&tjonop thdhdatmeteoralfe. server 820 or

a ut er st em 822 he data re 88

pogfgggws%a% W3 qlé egfgaiwce @ceg&yg&t? %lbfi]ﬁ growdes mobile
deviB&C ESS aRR800aYitS @Bcesk Nolthe damsgorf sghe '[Ehe”@dtﬁ stg26 BB®Jemay be

33, an update sent to the data store 882 some tine

configurest ast desseured acqmlsdag)@ B WAN 804candiihe apreys RHEVaRBR0 may be
h
Y L T

to tHESBABESH.| | Abw A vir@lsdr Cordotber bﬁﬁmﬂ%ﬁ@aeblerwgb tae erireless
in the data store 882. Wien the e-mai|l nessage 833 ﬁl
Sg@’ ch is

netwswks 88¢ oandd 8861 mpe then |Bsoxresd &1 groeqss rtBe Pt TRyt 8% nE
sync%tr)onlie% Vgl Vth%%ﬁt L8539 ﬁ%odov&ﬁ&a dgE@I%H ldgta ifgs é?fhef@&t@matlcally

e-mai | nessage, cated at 892 and
or rd:spoifsl@e tolﬁ),request from a mobile dev1ce 888, 890. As shown at 896 and 898,
copies of the e-mail message 833, which was stored in the data store 817, may be sent to
the mobile devices 888 and 890. A data store (not shown) on each mobile device 888, 890

may thereby be synchronized with a portion, such as a mailbox 819, of a data store 817 on
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are sent to and stored in correspondi ng storage areas
or mail boxes in the data store 882. As shown, updates
worosopi3es of stored information in the data sPCI/€A3M#/001491

may be sent to the data store 882 via a connection to
the WAN 804 or the VPN router 835. For exanple, the

a corPbraf) EAN 00N T8ahSds t6 ¥ ThE¥TeRiedicaRittaRast nbythh B Pbe reflected in
stored infornation to a resource in the data store 882

the dgfagtaaes $32PRA$dSt request. Alternatively, a secure

pret ocol s HI'TES O ur e, .So S {S .
e eoEP ol AL g b RORIRL 1A G Relg 10
a duslhabdanmbilgldeviee pyd dhcladelnd arant@Mes 101 Bda inticropractdoar 138, a

. one |location in a data store at the LAN 809 ma

displaydd eV dite memempel Idd: sndowy @cwzmemﬁrsé(%i@ b26, one or
t he . ' . el 126N

mord 1500 Sl SGERLL) WOERoDE1 8. PRS0 oo, o

spealsarnl3d, aopicropiynbd 186.0r edhortirandeewitateas somnmem8Adpnsvsytirsystem
a pointer or other id ifier of the stored data item

114%@?@@%& 16§ sphrsusiems ig‘izr espondi ng | ocation in the

dafRe §hRCEvESRL11TREIAEES $elRf T BY, B8Mshidf 119! kMBlnks 1116
an access platform in that it provides nobile devices

and BYS, aneloso0reMochl escikasas tld13, raddadigitaltsignal ggressph€DSP) 1120.

data s 8 be configured as.a_r urce
The §fages Bl Canh o akte a i SHa EnS of s sh0aR e Fery anggne, and
are pr&¥raBE; @fibdddBd aHShRIE OMoWéVRr Otk eya¥mb AR udthoti deBeribed herein
_nobi | e devices 888 and 890 may connect to the WAN 804,
are i\ng\wRyesinigied toor patineer Hipe Wt anterprpReYaH te Wireless cpammunication
devic\:’g rel ess networks 884 and 886 nmay then be used to
aCcess the data store 882, which is synchroni zed with
t hehélaiobilstduvie8I00, isaprbfaabinl 0 aslo-siagr @dndatiaatidnedsvice having
_either automatically or _respaonsive to a request_fraom.a
voicerapd [datageopraenigBpn Goabilitiss s oo RF csyBPlanéhegggbile device 100
Coni 65 " i | ’ . Cored
oy SRR G 1. € ndESRa0EP 3P e MEROE G Bt
netw8fB, ambim39AlsoAotdammictio vecr(nddta abtownl. ®he saich ant biatasetworks

devi ce 888, .890 nay therehy be synchrani zed. w t
are dSBiotoon Frb i by deS BORE PSR RoTet AR Lo Hhtes Cichand gl networks
may M2 sGRFRO BB tANiBR hetFHRE ARfhel Gepr D Bt RudEMIE SsudRaR base
store may simlarly be reflected in the data stores
stati@B2 natwbrB 1cntbBlles, iots.,aobltheyk nuiyabs dntegfatedn indx sanpingle wireless
bil e device. The npbile device 100 is a dual - nnde
netwohhi | e devi ce and incl udes a transcei ver 1111, a

M ¢hORhREEHEO0T 11413 8seBiotonith@Vcatd #2th tA®Retwklal 11% and includes
menory 1124, random access nenory ( 1126,

RA|
the reasiver 4013 (thairgnsimisert V1d 44 haone py @pr%ﬂeval\l/p@é@ﬂl&twsfﬂg and the DSP
1 120?.‘”-6@"}63%%12 2 gioll%l ?Od té)asse}kql% %{?c? ?ercgivg? Js%ﬂ%lg I%e g@fﬁgﬁrthé‘ Er%stcleigﬁrss 1116

range S communi Cca

and $ULB; 9i18 BB ptédddesastmhtrol brmkalonge theibecsivst e dMPthe Tremsmitter
transceiver includes a receiver 1112, a transmtter
1114 11f the vpigecand slatajcongninigations gocws gba sigledFQIupRa T closely-spaced

sets gﬁ%@deﬂéig& $hehlline1B Mt aRo B 115 e (e 5 EGFindtidRRith the

receiver 1112 and the transmitter 1114. Alternatively, if different frequencies are utilized

for voice communications versus data communications for example, then a plurality of
local oscillators 1113 can be used to generate a plurality of frequencies corresponding to

the voice and data networks 1119. Information, which includes both voice and data
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The antennas 1116 and 1118 may be antenna el enents of
a nultiple-elenent antenna, and are preferably
wepwsddtsa’ ant ennas. However, the systens and neCTrod2004/001491

descri bed herein are in no way restricted to a

particular type of antenna, or even to wreless
infor@@HBMNE EGthinBRicAeY teafl frdih ehdmRistfveleMil ¢ &ialdBnk Between the DSP

preferably a two-way conmmuni cation device having voice
1120@ndﬂ@amaﬂmﬁﬁWﬁﬁHdéﬁgon capabilities. Thus, for

o P T B S o 10 P R

selectieh,| pivadt 16, V¢ ke/ill dadepayent gonohenuminamication aBtvmrk 1119 in
data network. The voice and data networks are d

e

which fhempbilgydevice 108riniprded; (9rercsite rFor 1Prgmpie, @S@OVE‘? E%VICG 100

1ntena to &%{?at@% WREd i ARYOR B g 11&‘?1[&@1&[]&51%%19& 1111 designed
sTUsing separate infrastructure, such as base

to opstaaﬂt with any € b wariéty of nbice cbmnainication netlworltsh eychnasythé dlobitex or

o RS o AL AT Tl RS, 25, o
Wher@a]slg mdHe de@fcleuﬂﬁsmie'ﬂ@ec[ %i'el!ls\é%l Eﬂf geoniag}eoet ctipidat t%roperate

he one or nore |ocal oscil rs 1113 and the
with [b&FGRRS dafBhenDemid@ioninstwerk dnd zghes@ﬁM woiek eamgmimigation network.

to and fromt nscelver 1116, an , -
Othef hpeEE 4443 0 Foist Pt oo PO B MBS 1 S b g etzed
with A HdbirvicBeodransmitter 1114. |If the voice and data
conmuni cations occur at a single frequency, or

cl Bsmnyhrgdmedh%‘@pg obnetiodoeiatveds 1L h rbéacspysgpnirements for

e {50 05 L] AT PR, e DR

netwbiks il Vddvices iake dediftefedndn thieegetencl esingr £ umjcjulei dentification
for voi ce communj cations versus_dat ga&comrun tions

ey asgagiatpl St HEh TOBO AIORL 17 OF Rooalt JBRIATKS JopeRsr, network
acce%sglg';iss%@ﬁteta%l%g gubtsgrﬂgeg 3 ﬁ@ér%f 4 IH(I)H‘He"HGIVf(% Rf%PRS device typically

Uencl es Ccorrespon he voi ce and
requinext muksmb&rl Rlentityf mbdwle i (bSﬂ;M'(bh whichi iscleguliesd tmtotder/m operate a
and dat ai nf tion, %ﬁfonnunlcated to and fr

mobil¢ JRiceopet et i ToERUBoRot AE B S Bl duetions (if
any) %éy éf%?ﬁﬁé Qshthlﬂt?ﬁe sTedalcabhtetmeBisd @iRf will s unable to carry
nscel ver ‘1111, such as frequency band, conponent
out ael fanttlcms Jinpdvieg cblemaimcaiabns QVCWI the¢ dafe mtéwkdléﬁ& ofpenthan any
1 %% nlﬁatlon ﬁ gﬁ Yplch the nobile
cgagetAl i @?Fr? LIsAERE tloeIBBregFlé(iyec F8 exanple, a
MR HGV t@ird® het Wi &abstifioR P abkvdtidnapiveedites have been
Anerican market may include a transceiver designed to
complptedatie wiobile aiwlcefl%) ey eysepd apdi eeeive pepmuEEgation signals,

1nclug8}g\rl:ﬁ?]t§ A aotlcfc’ UCh gia s 8 afgbgkégﬁ Wk% r%%gl’lse gét%glfv’%d by the

anteme[mfr@nfrﬂiel &cﬁnﬂmw&mm&wbﬂt entedrd aruteds e the feoeiope1112,
may be configured to operate with the GPRS dat? )
whichopreiisics 4o1 signdcrnwiification FemyeReIoWR GONXE /RN IILigHRg Fhannel

selec@l%hy\%{c., and may also provide analog to digital conversion. Analog to digital

conversion of the received signal allows more complex communication functions, such as
digital demodulation and decoding to be performed using the DSP 1120. In a similar
manner, signals to be transmitted to the network 1119 are processed, including modulation

and encoding, for example, by the DSP 1120 and are then provided to the transmitter 1114
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O her types of data and voi ce networks, both separate
and integrated, nay also be utilized with a nobile
waelewsoes3300. Dependi ng upon the type of networ RCDCA2004/001491
networks 1119, the access requirenents for the nobile
device 100 may al so vary. For exanple, in the Mbitex
for dgith] DBtbRg EsHversiel iRigkency @b icbBvelQuh, CBRerddee amplification and
regi stered on the network using a unique
transpgrsiomi tpitheedramupiosisameeeak dil 49 in the entearechl 1%obi | e
devi ce..: | n GPRS S, O , .
o Eeodiooe iR H AR L e CPSRTIB0ARE RS vides
for td@steBer contfaREo0eMinpie, tlypiainldvwely plied &S camsubiatiobeignals in
identity modul e ("SIM), which is nequired jn order to |
the reggBieht bl Zanddhe frangrerick 1omay isprarts Vepnrolled diough automatic
. t ' jon. faypchigpn j f
sein (SOE AP SR T JHOT2S EL o OY | R fer contl
algonithins bmldirddl et impiementedun thayDSRNEI20oirs orderolovpriyide more
commupi cati o over the data network 1119, other than
SOPhJéH?/atF‘gﬁ‘H}tﬁ“} OF é’ﬁﬁfapgﬁwﬁbé?@ti ons, such as '911'
e MRl ORNGYproatdsd 38 Ad fBlab B Mark 284 b @ ortANBE loverall operation of
regi stration or activation procedures have been
the noabnleldevizd, 100 hdManysiybes afewicropramgssonngr mivsocontrdllers gould be used

recejve co ni.cati i~gnal i ncl,udi ng bo VeI Ce
here, Oy gl_ﬁedf‘%\uv?ﬁ)@ it :’]}e ?&g r e gq Ly s oél:;[ ré]?]eaﬁ%"“"ns of the
micré66ds¥6d1 IR, tinsy-BveE BRBmbAiketidr @iactidas, CiasltitieCat le@dt data and
network 1119 are routed to the receiver 1112, which

voicg p@m'm]@fj;cafigns, gy @g{fomrﬁﬂ throughy thenDSP g@geiﬁlcghed@%qceiver 1111.
Othef’ 3§l§-Fe%épgdmﬁh%léﬁy%;%gblg{i%ﬂg%ﬁ g% §hlc8 Qomﬂlﬁﬁcagn@g lqg%lication

al’so” provi conver si on.
1124140 2681 Gi Hah copmvmiciion applidakien r1ee4B wady ¢ groadd al thewsn-volatile
| ex communi cation functions, such as di qi

nore co g{% [ t aﬂ )
memgshddaf alor o eaHiPId BY dBF TgIERPraeesidr { biSred s P¥Rifre the voice

0 e eban b
comAEAAE P2 1L, B TRICHE 5 BAPRLE Ly B presite
transnidadatdceive aunitecrutle dietvggen ftbe nembilaplegice BYO0tdnd DSfRrdizy of other
. and are the rovided to the transm t.fer 1114for ..
voicqiphidualmpde Qﬁ\fﬁpﬁgv&& jeélﬁe’f%ﬁ,“fl?eﬁ_eﬂ@?yu Sty SPEipication
modtilk! 11 8418 Ray FBPIAE it H-1981 ReHinkdrfHRE BhebRof Senltfi and receiving
conmuni cation network via the antenna 1118. In
data,asigtht asop-nyal pressagss i filgs, t drgardparnimfidromtiponshiry texk gnessagss, etc.,

DSP.112Q .al so. pr.ayi des for.transceiver, control,. F

betwggh g racbi Vi 1Y PRt R PP oF BREfUE AR g Rhorks 1119,
si gR@hicrloprdcbfof ELH A& intdkdets Hth dther devaRRsdliblis®ins] ddch as the
may be adaptively controlled through automatic

displemyiﬂ 22| the RedYl It Rbsthe gptilineyringe/ quipuwt KEODsibsystoms q%geﬂﬂe serial
i | . al gqon] |
por SRR 52 ROl 1 SRR P26, e dorrnee

comBARRhSdrsGabeftea0 N1400dndhy olteer dedios sbsystemd kenerally designated as
m croprocessor 1138 preferably nanages and controls
1142 he overal | operation of the nobile device 100. Many

ngglﬁe Of The ' ABEREGRS hSwRT inMEFE. O PN edr Rl eSmbRthi tiB related

functions, whereas other subsystems may provide “resident” or on-device functions.

Notably, some subsystems, such as the keyboard 1132 and the display 1122 may be used
for both communication-related functions, such as entering a text message for
transmission over a data communication network, and device-resident functions such as a

calculator or task list or other PDA type functions.
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here, or, alternatively, a single DSP 120 coul d be
used to carry out the functions of the m croprocessor
wQa2®8/01436W | evel conmuni cati on functions, i ncledi/og2@u/001491
| east data and voi ce conmuni cations, are perforned
through the DSP 1120 in the transceiver 1111. O her,
hi Opelafidg kysteRbAWERLs&Nb PRI thieAdpr&dtSsor 1USH idAsreRrably Stered in
conmruni cat1 on application , and a data conmmuni cati on
a pergispint etere erehias 20B-vwelafilhmenony LH4. Elmﬁ@nﬁ@&at%mmoné 1124 may
1 xecu
be 1rg§fgﬁ{e¥1teﬁ % g}?aﬁnéﬁ oascge Fgaglrln%er{l}lc £ SonIp o%@% o?saéq%g%'s’@acked-up

RAM> rav Iadi@_tlan b ahe | peeking $95teinn twehiflacentegleriawtlevdl ofunctions of the
ansmt and receive voice calls between the nobil e

moba@\ﬂewelbbl%ﬁae doprotaily memRary ot brér Iebidee BPIwrREY - %a%ffware
mod@feY 1 $88A M 841 fat g%ﬁ 2’9%% Zfé%rc}a @ ik lnﬁ&é%roc%ﬂi% ﬁ ?83(an or the DSP

conmuni cation no provi eve
1 lzo)sﬂmludn’@a fvate mnﬁnmﬁbzeiohano&ém dil agAam diatae«mnmumgatmn module

NP R 95l | By RSB gty o

otheﬁﬁﬁich@nsd eYh&R mQfu@nde dxRlutHaah ﬁ'ﬁé BfcrQrb&dssdtatias and frowde a
devices via the networks 1119.” The m croprocessor

highdbws intetfeceabetwen aivsert dral thdenotile @Yb@yls(i(b ndhissutehfags typically
1122, the

inch{43 g R COpPP ey SRSt L ey 58 CigH L1 fd g fppuvoutpu

compdift pidvedddetbamhthd dddliatyNBOSPE8KREYLbARH 113 @peaker 1134, and
m crophone 1136, the short-range comunj cations

mlcrgnlmy,%hléﬁa The onerating §ystah spedtby Hedca andigatieser modules, or parts

there%g’, ?bey qqg)%f%tk?a%]g&%nt%1a4%ola§f%”§?1% sﬁgheflé #ﬁg\xsltﬁgsfor faster

m conmmuni ca

operftidit (NGRByer)eee @8 comhtmicatibs yizheREamamylspibebtporarily stored to
resident" or on-device functions. Nota

RAM Ji39.sredors pesnanendy wigekbymn daadile sygern Tefetedbineh Respisfgnt store
suchkt %6e F¥h E%lﬁé?}ﬁijlﬂor bot h communi cation-rel ated

functions, such as entering a text message for
t r Amsetengilany applicationdatoduleohrPdiN det inoay hetlomield, oo dhe mobile

devj ce-resident functions such as alcu or or t
devipg 00575 i FEFSOPHATLRRAIT N S1PERE . 10D E ailygt Giovidie’ DA
funcBOAJIMAT RicH 36 daleNddr ROeAT oc{pg&mﬁﬁ&% %dlta&&téxﬁs ed ebadky 124N
stored in a persistent store such as non- volatile

mayrmwnngpram 24th tiegoige peminuhizetioremednis rlﬂ 24AXar mayag@@ Phone calls,

iR 85 01 SAORL e PoMRERL HRTRERS Mg

e-mAP edoRirhfiicfIont © Bhd Witheh daentifdkgidsidns. evglteﬁluﬂﬂ\edly,oaﬁ of the
of the nobile device 1110, the non-volatile menory

functionelity of| thelewice pmumuanipatipnomodulet Widéd st tireedata communication

moci 28BN B AR 1 e o ooesso

C OITHY fibf alol dile feeisre 1 1P gkferabldalsa moviduna idé sysem to facilitate
nodul e 124B, and a t?ll urali ttyghof ot her operati o
a

nal .
storagsdfi BBV 1dainitemr cpalhe erigeotihe £TM) gpricaiign Brefefgblyyincludes the
abﬂlwcsteh@ 05d rekBfR ?f%ggi%se Sithir %P'St’égl‘f,%q{:ﬂ cB¥juh&lfon with the voice and
Cropr ocessor and provide a
data communication modules 1124A, 1124B, via the wireless networks 1119. The PIM
data items are preferably seamlessly integrated, synchronized and updated, via the wireless
networks 1119, with a corresponding set of data items stored or associated with a host
computer system, thereby creating a mirrored system for data items associated with a

particular user.
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hi gh-1 evel interface between a user and the nobile
device 100. This interface typically includes a
w@e@ploissal conmponent provided through the di spP@yCAL®D2/001491
and an i nput/out put conponent provided through the
auxiliary 1/0 1128, keyboard 1132, speaker 1134, and
m ebﬁﬁimlﬁeclslé’e@resmﬁlgoméa%t baMiaBY db@stled HRRCkdnS a@l eellee fully
applications or nodules, arts_thereof, may
decoglechasn atpms,yarp Fforblyered on %lmObée deviee 10Q e 3 velstikosud non-
6 r Hbgn-g
persiff s g s BARNEZE0 st GER Bl BRE kb b sigrpd in the
non—tfdlaﬂﬁél‘yhélﬁ&@ 1104f ﬁfr%x@mpl’éﬁwﬁaﬁ btybrag‘euhteﬁgild iilerreltaﬁvay fshore such
ystem |l ocated in a persistent store such as_the Flash

that Wﬁﬁ%fpgmatm is AMEAYesh0m emesp ISP itg it Folipe BovaKer pgtage of

this IR ﬁgq@\ml@@oﬁ] Snd¥R&Y Jo?atﬂ@ Xﬁ&ﬁor}?&sisfenﬁstore is preferred,
personal | At or mati on manager appl f cati on

in orperduicdsurg tHADMef informpoomaisierased Soohmeamogawbertitie neahélgtdsyice 100

i ntqent d task. it le 1124N
losespAeT| T R o PRE KGO 5 T8 HATEY fospded or
pamﬁl@; d5ABY IS rRARRED ¥ RhSving/ @ ne@ndFe dhfp fi8hEihe BOWIII@Nice 100,

al'so interact with the data communi cati on nodul e for
ﬁﬂenanp@ang e-mai | communi cations and other data

AR S ) b e Y15 08 bk vy

placﬁ%vfm&l Abwas 1100 iaf UherfidAGadiey whtthi dtupBx ahe Geriial tportt 1180 of the
nodul e. The non- volatile menory 1124 preferably

moby¢ devipr A tgethe aemal |p@rt§>f@tc9mppt¢rfsa%¢muwﬂéw§t d hag@wéﬁvort 1130
t
may arsglfbgﬁlttg%} ot e“? step‘{% % fe?erltcg@ﬁnrgu h é’ﬁ;?l edgg{&s or software
appliééﬁi@h ok W&owﬁlohﬂl ethebyipplicaiidd modules i lwﬁlﬁ'mmnttaﬁ)atiam tThis wired
the voice and data conmmuni cati on nodul e 124A, 1124B,
dowxload ppib Mty B 862 tRelope AR SnaryRdon e 0 fle V4% ¥ is a more
f z
el g 85721, B80 Sl AU WAl UL b 10
Interfames ésrpatheti wiyed download phths nmante sovided inthaswbilé dedde 100, in

st oSy SRS o S P S 6o F BB P Sy provide an
interBRE Egﬁiﬂ[aﬂﬂlse‘?]ﬁlpg@@b%éna@@blﬁﬁﬁtér representing at |east
partially décoded data itens, as well as fully decoded

daMdlttoealsappawlqmrmﬁ%tﬂeaol 1242 wep e dendefh entrolbie ineobile\derise 100
0 h
v o2 30 B TR R Vb uSREE 9280 e s

port 11190, AU YR ki dhogt- Iﬁﬁg’@écﬁmﬂxﬁrﬁéatlcﬁa@ sulsyyaeml El40nbethrough any other
stora e Intervals are relatively short, such that

suitabief wbmﬁn@ﬂulﬁ% apd instedled by eraseeithg neyBelatilerasmeny hlté“ or RAM
112%06 glgxor “gvlﬁ taﬁgﬁéa%oﬁ%?stﬁfatlgg él% éa@E@ {Hgafuh@c{bnaf*tgrt crfeche mobile

€ and non-persistent
devit® 100ehd ragy provide dathatcedeosdedict hanctidis, Ionfrmnmnctaltlon-related
is erased from nmenory when the npbile device 100

funcliowepr bt EOT NGB, SECHFF SBIIMGNICAPDHEH G B Aablc slectronic
comMUR RinBGoM¥nd bt Gulk FRRGaP fransactions to be performed using the

mobile device 100.

When the mobile device 100 is operating in a data communication mode, a
received signal, such as a text message or a web page download, is processed by the
transceiver module 1111 and provided to the microprocessor 1138, which preferably

further processes the received signal in multiple stages as described above, for eventual
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partially decoded information by renoving a nenory
chip fromthe nobile device 100, for exanple. The
worRwsloes3devi ce 100 may be manual |y synchroni zeRPCTMCAR00a/001491
host system by pl acing the device 100 in an interface
cradl e, which couples the serial port 1130 of the
outpioBi the dei@IayCE 2208, L tetMEvES! to2hn PEXilia9T /@ deRIFRULIEB. A user of
systemor device. The seri aT_ port 1130 may_al so be
mobils devico 18fabie ako eparpase deiat itgmef ek M esmeHr Bethgen using the

ext.e | _device o ftwar pli ' : -
ool B a P Y S BSE R BR8Bk R5pbac i ot im e
QWERBY atylat dithoug lokier wtyl@dofdeomil e chlflehbmety kegbassdxdsich as the
| oad an encryption key onto_the device, which is a_.
knovrroPY QRAK s/ e, braksedx AFrah wb et myqliegievice 100 is further
. . r J J e
cnbsh{HALRES bRy DeORIHAT BEReLL IS Kaihey HERSE » Wifiowhee
inpuinidvidepa terchp®l, h0@rietynofahdichespn rockeninpub swield etf. Thecomposed
seri al rt 1130. For, ex le, .a USB port would .
data o il Y (R Ph 28 e B0 BPORTed Svebie SoBRraign petworks
11195 B BhsceAdd ntdgana] 11appl | cation nodul es 1124N nay be
Ioade& onto the nobile device 100 through the networks
11%hen tthe cunlileadevingx100 & gperdtidgsinbs weoice momm@icatipnomgée, the
the serial.port. 1130,. thr h.the short-ran
overd ettt e wobile dovec sistheifly sEPhua G mpfg, except that
receiftd sBRER SYbSE ATy W2 outphdtd st Spdaker NY3A audevoitd sighels for
non-vol atile nmenory 124 or RAM 1126. Such flexibility,
transhyissigsp latec genesateinbY o4 naictophona di 3és &dterngéive voice or audio I/O
functionalj I.]&: devi 0 '
subs 1R AT b e bR RE R R A S R P ST B hifed on
the rhobiktdeoits, 100r Axibligh Tsite exandd signslanitpe is proferablyaict@nplished
) apg/l i cations nmay enabl e el ectronic commerc funé:ti ons
primaily throweh theenedlern dd df.athe ihispian 132 Aay: Hsh de gispd &0 pLyide an
. . -0 " .
I OSATR Lo SRNLE ot SR B, THEL L) 8GR o cal
relaté@indbrwetion Foabxansplethamiaopextssoebkidgm amjenciiet witghe voice
downl pad, is processed by .the transceiver m)dué(% JfltJﬁl 1
COMBHBCHHQY | 1§ Pogn EheriORFIgPRe COSISBY SPHYATS, (g ndetect the caller

idenfifi &hih Hbdn it JHeh IRERGRS $6Re ENLalPHSH P H ohitBO@splaf 1122,
mul ti1 ple stages as described above, for eventual out put

t 0At sterdiagpt apmbiRdcations sabsystemal 14klisy alsp gnelpded in the mobile

.auxili ./ O devjce 1128. user . of bi L e deyi .
devigi i, T suined LD ey i Qeldfho oo dRHleefnf AR treuis
and USPendnfe drey BB darkb3RF Wdkfitnibaiodr flbafikbiuchaas a Bluetooth™

conpl et e al phanuneric keyboard laid out in the QAERTY

modgleydren &RtHougdule:t fosexamplecty mpvidedpn eanamynisptignith sanilarly-
b d h h : . »
o /R 002, G SRR o o

“g02enirangadionkdid ofl pheifivationy, ofailablei fromr the | InShitdey bf @ectrical and
128, which may i nclude a thunbwheel input device, a
Electronien Bagineesviglatiag jo atirelsss pereral apparnstweiks japg yyireless local area

netwdftts! Pelgpec‘?iklgly. The conposed
INDUSTRIAL APPLICABILITY

The present invention is directed at processing encoded messages.
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data itens input by the user may then be transmtted
over the communi cation networks 1119 via the
wo casscessver nodul e When the nobil e devi ce 100PCHCA2004/001491

operating in a voice comruni cati on node, the overall
operation of the nobile device is substantially

WHAT R ceai@&D I data node, except that received signals
are preferably be output to the speaker 1134 and voice
si gnal s for transm ssion are generated by a m crophone

136 er natid.ve Vvoic t h
sanof oE TS £ eS8 RS HB R S Sy B ¥ server
compr[gmgerrent ed on the nobile deV| ce 100. Alt hough VOi ce
or audi o signal output is preferably acconpl i shed
pri mar iTeGeIYiRg 8LGK server apenmeéed MeBALSt he di spl ay 1122
may al s ngl%cl H5 S hO BRRY! dfﬁe?sﬁ d @gl 2 dRati0 a'blaﬁt the received
identity o cal T ng party, e duration o vol ce
encoé&l hessage; ot her voice call related informati on For

exanpl e, the m croprocessor,, 1138, in conjynctign wth
the voi CBIBAiMPEaET SAURHRaEOR Fﬁ‘ésaséﬁ?taﬁ? device;

syst em gof Liya #h@ éj%taﬁcéeﬂ he tH@ldEﬁEe idl eanf)btftﬂoﬁ%ﬂ 9 entire
i nfornation of an ing om ng voice call and display it

message ¢fitbe sirdph;ay 122. A short-range cormunl cat| ons

subsystem 1140 is al so included..in.t il e devic

T00. ) THEb TS e BfsrEn G OREHRR® AR (R P B HUSRcmobil
comlﬁﬂﬁcﬁﬁﬁlﬁ’cde@k%dtoc HEeHhing BAd af WRBEdILEESlate@opration is not to be

S ort-rihge RF comruni cati on nodul e such as a

perfongé by therdevige upon theepastialiregogediencadriimessager exanpl e,
to provide for conmunication with simlarlyenabl ed
systens and devices. Those skilled in the art wl|

2. Tappieffddadfecldifal, wikireiatthe bicodad thesdpe rdckiverd dfyethe tserveefrem the
of specifications, avail]able fromthe Institute of

sendex eogtprisessihe ﬁﬁt@e@@éﬂg‘f’dﬁlﬂé@%ﬁ@} neers, relating to
Wi rel ess personal area networks and wrel ess | ocal
area networks, respectively. | NDUSTRI AL APPLI CABI LI TY

3. TheengticRisefhdlaitmnV,ewhdrein ths enoded heedsage rerebeddsi thg server from the
encoded nessages, V\HAf\T I S CLAI MED Ig 1. (f? nmet hod for

sendef-GoMITISes AHY érP@H %%?56%"’5’?%?8 Bes§idersender to a
server, conprising: receiving at the server an encoded
message;, generating at the server a nessage status

4. Tirdnethbd af ckbioul, whereirethei sreddeshmeskege messmdeat theseivaghas a

t he .ness i ndi catl on and nmessage data to the
messgey fige; Sa@fﬁ’é‘?@?‘ﬂ@@ R dat a sent to the device is
a porti gfe@intBeh&8bd behBBRGABE nREsagBe sender ;
if the determined size of the encoded message does not satisfy a
predetermined message size criterion, then sending the message status indication to the
device through a wireless connector system that provides information about the size of the
message;
wherein the encoding -related operation is a secure message-related
operation;
wherein based upon the provided information about the size of the
message, the device does not perform a secure message operation upon the message data

provided by the server.
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wherein the nmessage status indication is for use by a
W rel ess nobile communi cations device to determ ne
W bas/os333encodi ng-rel ated operation is not to PET/CA2004/001491
performed by the device upon the partially received
encoded nessage. 2. The nmethod of claim 1, wherein the
5. TRBCRASEE] WESHAse4 ) GheieUe thebyrotfiied Sefoy@htidr abouthtBe SeRdfie size
conprises the entire nessage of the sender. 3. The

indicptes Mt thst sieq af the encodrsy mpssaghdidernt sefesdy Hreswgepage size criterion,

. | r ] |: .
S U R0t BTG B ooBERD PR Al e
indicamsigdloOprovidat iy khe véreeredrrif tHeanesageczt indikadgeindicates that the

received at, the server has a nessage size, said nmethod
messgg firfejatishipdihe BleRtpec dBE SFIFIANNG the size of the
encoded nessage; if the determ ned size of the encoded
nmessage does not satisfy a predeterm ned nessage size
6. Theimahodof claimed, sheckimghd messaps datgds st agned mesthga twiemein the
to a$e devi.ce t rogﬁh a wWireless connector sten1%hat £
messpge,J4i7 SRMPTTSS Y A IHSLRBHIN PhECs1ender 5 ieRdedgssigg because o

the sBSF Hetnb Ot dSREREIN Y hefeith HeQErePAL HRMbRage §8EY ifllication to
nessage-rel ated operation; wherein based upon the

the mprbélei ddeide iim b dirstegncodedatvossage hertioh xéhiglt indinatasehalcthe message is
t he.devi.ce .does not..perform a .secure nessage operation

too 1?55%#5%1‘\%&?7@% Y Eﬁgatb%%ﬁn%lggewe't he server.5. The
met hod of claim4, wherein the provided information
about the nessage size indicates that the size of

! the
7. Thawethed ofieleina§ewherginibe gensrated epsgge pliatis agglicaiopdndicates to the
eritoer] ; . . ¢
aevi ! ARS8 RS TR Rl QoL e
indication is not provided by the server or if the
ssage size indicatign jndicates that the nessa

8. qu,eg@tl@gtqf §¥ai1rgg , whgreliﬂ;g@éjg@cg Quthenticajes rt]peoﬁa_nd@r: s Wgseage after the
servelBhd glgwfged %h@ﬁeéﬂ cé&wth@’ﬂ%’sﬁtgﬁ td bR JBRS39EmeJeick $o Buthenticate the
Sign erein

nmessage, e nessage data conprises
messagd.y a first portion of the sender's encoded nessage
because of the size of the encoded nessage; wherein
the server sends the nmessage status indication to the

9. THRRhtBod Y besn i) vihetdih 3 usBP 6P URAIFARESRBErRERES B MM Alessage
i ndicates that the nessage is too large for digital

portiei grattified thes the devate emmblyverify thiesignatire pn tiheserstdevige ghereby

.claim 6 erein th enerate ssage St at .
obvifi e seh FOGFOE B, S AL GO BO CRAP T Rdtasg Bytion in an
attenit 961y ehdfecdibel MeSagge has al ready been verified by

the server. 8. The nethod of claim7, wherein the

devi ce authenticates the sender’'s nessage after the
10. The method of claim 4, wherein the server removes attachment data from the sender’s

encoded message before sending the sender’s encoded message to the device; wherein the

message status indication indicates that the attachment has been removed.

11. The method of claim 4, wherein the message size includes size of an attachment

associated with the sender’s encoded message.
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server has provided enough of the nessage to the

device for the device to authenticate the nessage. 9.
wab@swoe3Bod of claim6, wherein a user of the PEWICA2004/001491

that receives the first nessage portion is notified

that the device cannot verify the signature on the

12. YEEMmethodfickem 4, Mty tHRIMéahddWizd MBludSLEizE 6PMmessage encoded
repeatedly activating the device's nore nessage button

throygh qag oamaserpf the doewingyechnisuess caiSMAMFeiseyaue, 23 GPrigehnique,
of. .cl aj in the server renoves
an Og?%&eérﬁ%ﬂég{lgglnértgﬁ%ﬁ]ug sender's encoded nessage

bef ore sending the sender's encoded nessage to the
vi ce; wherein the nessage status |ndication

d .
13. Iﬁ@ﬁ@ﬁtoésoftcm o ReERR HerResieedaup BEhrapensy g use byrpavireless
mob{lE Rt Alcafibi Bvice Wﬁéﬁg E)effgﬁniggvs\ft GireS heSsalb D F 1408 Speration

SIze of an attachnent assocl ate the sender’s
untilemougied tire asaspee b2s bddnepnreidbd tb the devme fordithe wheice inpdrfrem the

nessage si ze, i ncl udes size of a nmessage encoded
Sec%weﬁgﬁ?‘@ ed, PSRN WP FMPSREDW ng t echni ques: an

S/'M ME techni que, a PGP techni que, an QpenPGP, a

digital signing technique. 13. The nethod of claim]l,
14. Bhemsthedidfelavesk aderen shamessags date st to thef dgvieeseonipyises a first

W rel ess hile c ni cations deyice to dela
portif, i ees BT HELG R e Pari: B GReF Srin g fprisege status
indi@A6H e theimdbile deRies atechas the et ERysdietbd Rrdder diRithCignature
for the device to performthe secure nessage-rel ated

verifigatipa by dhe dgyige; wheraim theafijst mespagerpertinp ihwade pvailablenfon display
e[, e nessage data sent to the device conprises
to th g%?%?“%%ftion of the sender's encoded nessage;
wherein the server sends the nessage status indication
to the npbil e device indicating that the masg,age is .
15. the megageotrchpimyl] .grhespindhe senetated pisssees slatusdndiggtiqmygrovided by
L s bfi I RHF RRY dntiPrleSsaBBUgs b tt
e S5 ERLENEAS ARl FEOREROR P hon st
the deeichod of claim 1, wherein the generated nessage
status indication provided by the server to the device
indicates that only a portion of the entire nessage

16. ?ﬁé RS SEMind 05, WARrERhE RiesshBe sthhS iBERM i9Tuséd B%fﬁe device

5, wherein the nessage status indication is used by
to d¢lhe pedainieg Beedet ayespagefrolatidngpesetivacmtié enough of the message has

been S RRLI BF B0 Ee e IR RdborHars DR EruSnoPs BT Beration

upmp@,@;frﬁsgagte.he secure nessage-rel ated operation upon the
nmessage. 17. The method of claim 15, wherein the
server provides additional portions of the sender's

17. "R At of Ial%mrlTEISSS,‘ Weréiﬁ #E %%N%? %r(g‘ﬁdéshgdcﬁﬁ(gﬁ’a? rportions of the

sender’s message as the message is provided to the server.

18. The method of claim 1, wherein the device is provided with only a portion of the
message sent from the sender; wherein the device partially populates one or more software
objects with the information contained in the partially provided message for use in

handling the message on the device.
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18. The nethod of claim1l, wherein the device is
provided with only a portion of the nessage sent from
w0 b@ssessder; wherein the device partially popuPEl/€a2@mme01491
or nore software objects with the information
contained in the partially provided nessage for use in
19. MReSeitdg of BRiMESSREEreRtht BRe Gﬁﬂﬂoﬁ&palﬂallyﬁ?@u@éch&ﬁ’w@re objects
claim 18, wherein the one or nore partially popul ated
are usesf mehsndaring e tircompdota suagsdgn telthgslesigevgisethe i nconpl et e
nmessage to the device's user. 20. The nethod of claim
18, wherein the device displays to the user additional
20. Phe hiethod oftlairhd 3 whereethadevtddisplapado the aseaddipionhilipdRsons of
are provided hy the server. 21. The nethod of claim1l,
the mgsegesias af¢itiopal Jaessnage PORINS arqirprided BY thesersE. use by a
conputing device to determ ne that an encodi ng-rel at ed
operation is not to be perforned upon the encoded
21. nElss agghodpohelaiihnly whereneivagessapatstisud hdficionos fandise by a
at.least a portion of the sender's encoded .nessage to
COmI?IHE‘gc‘%HEﬁttP ﬁﬁte%gﬁeég?t aélz?ncﬂglﬁ‘ﬁtrﬁ]&ﬁ’df%@*ﬂaﬁdf ppgto be performed
uportE GARMARRIAGES by a wirel ess nobile communications
devi ce, conprising the steps of: receiving a portion
of an eprovifienl Mes seageagst stetve iddicaten and & lvesisagmrtion of the
< dst,at us i(gdi cat i r}habout tt he, recei ved nessage portion;
ChaLsY Ffbcoii'f‘l mﬁ?&%%ée S EArDY lr}gr%ivﬁcﬁti on to determ ne that
an encodi ng-rel ated operation is not to be perforned
upon the portion of the encoded nessage received by
22. tég anefbed der hayuiliae sanicadpdamesrares brtd wircless awnbilgrgosamanications
: . indication to the device's user;
dﬂw%#?%ﬁﬁ@ﬁﬁ%ﬁF§&%%§§device‘s user the received nessage
por ti onrecdBing T @ofthheflaobneldad madgagevdietheidavicBeind a message

encoding -rel ated operation is a secure nessagerel ated
statug dicetipd gboutfiles 1ereivedmesa8 BYFEOR} at us i ndication is

for use, g Eﬁé%ggses\é' &8tahR iﬂ&i‘c?t}’cirp{%r &é%érﬂliﬂ? tl‘?aﬁ%ﬁcéﬁﬁ(?din%-related
nmessage-ref ated operation until enough of the messag
operftam ibaettopreopdrfbeied apohthegevtiaeoff the ehdoded awdissapetreceived by the
.performthe secure nessage-rel ated operation upon the
devitfassage. 24. An apparatus for handling an encoded
eSS agegdHePifing &ndtii 18£8 M6l 8bmiRinf aRethY $hess M thS if¥cation to
processor executable instructions configured to
the dewice’s ugerat t he server an encoded nessage; processor

executabl g instructd ons, configured to generate at the
server Ssplaymgito the device s user the'receé1ved message portion.

23. The method of claim 22, wherein the encoding -related operation is a secure message-
related operation, wherein the message status indication is for use by the device to delay
performing a secure message-related operation until enough of the message has been
provided to the device for the device to perform the secure message-related operation upon

the message.

24. An apparatus for handling an encoded message provided by a sender to a server,
comprising:
processor executable instructions configured to receive at the server an

encoded message;
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nmessage status indication about the received encoded
nmessage; processor executable instructions configured

WO 0086331 he nessage status indication and nmesBeEmEAmEa01491
to the device; wherein the nmessage data sent to the
device is a portion of the entire nessage of the

sender ; probREd BxdchRbIERSREQIoRE AoHEghred i t6 aidneritd Gt fY server a
use by a wireless nobile communi cati ons device to

messggt Ealns Heliqatian abeptdhaisarived enspdedsaiesspe®ati on is not to
be perf 09&9011) Xxetcnﬁb%eﬁfs&&ctiﬂgg r&ohﬁgur@&”tsls%hh %ht %ees%a\t/g%dstatus
encoded nessage.
indication and message data to the device; :
wherein the message data sent to the device is a portion of the entire
message of the sender;
wherein the message status indication is for use by a wireless mobile
communications device to determine that an encoding-related operation is not to be

performed by the device upon the partially received encoded message.
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