| SYSTEM AND METHOD FOR DETERM NI NG A DESI GNATED CONNECTI ON  BETWEEN
COVPONENTS OF COVPUTI NG DEVI CES [ 0001] Enbodi nents of the invention relate
generally to data conmunications between conmponents of conputing devices,
and nore specifically to a system and nethod for identifying a connection
bet ween the 5 conponents to be used for such comunications. [0002] In a
typical distributed conmputing environnent, different conponents and

obj ects that conprise one or nore appligations reside on different
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communications (e.g. a Transmission Control Protocol (TCP) connection), or

using some other communications protocol {(s.g. User Datagram Protocol (UDP)).
15 [0003] Consider, for example, the situation where peer-to-peer-(P2P)
~ communication is to take place between two components residing on different
computing devices. A connection may be established between the two
camponents to facilitate communications. Since the componentis are in a peer-to-
peer relgtionship and not in a client-server relationship, both components have

20 equal status in the arrangement and each of the two compenents is independently
capable of initiating the establishment of such connections, Since each of the two
components may establish a connection with the other independently, it is
possible that muiltiple connections between the same two components may be
established and may exist simultansousiy.

25 [0004) However, managing multiple connections between the two
components may be unnecessary and may result in a waste of resources,
particularly when each of the connections is adapted to facilitate bi-directional
data communications (e.g. TCP).




determ ning a single, designated connection to be used for peer-to-peer
communi cati ons between two conponents, each residing on a conputing device.
5 [0006] In a broad aspect of the invention, there is provided a systemfor
determ ning a designated connection between a first conponent residing on a
conputing device and a second conponent residing on a conputing device,
each conponent capable of initiating the establishnment of connections that
facilitate data conmunication to the ofher, wherein the system conprises a
first application 10 and a second appli €ation associated with the first and
second conmpongents respectively, and wherein the first and second
applications gramed to co- operate to performthe steps of
generating a [oma}onentemmmaﬁw ofrthé memhelafe denerally tcmtecmmduesracond

conponents in cordance w th,an identi eneratin orlthm
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and the at |east one connection other than the current connection; wherein
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uni que. [0007 I'n anofhe broad aspect of the invention, there is provided
a method of WediEtANHFeENd comBPRRNLY 'édmé Jerdbe cthensempatia e crmPenernonent

residing on aidet‘?tﬁ‘%\‘bf fAE ik ¥heE St cBmPETMtoCaRBR PR Of IRSirsliang on a
computing devée%gnd goar(r:lgon?)ents as a controller and the other as a responder; and determining
a designated connection between the first and second components, the step
20 ipitiated by the component identified as the controller and comprising the substeps
of determining whether at least one connection other than the current connection
pxists between the first and second components that neither the first component
nor the second compbnent knows to be broken, if the at least one connection
other than the current connection does not exist, identifying the current connection
25 as the designated connection, and if the at least one connection other than the
current connection exists, identifying a connection as the designated connection
from a group' that includes the current connection and the af jeast one connection
other than the current connection; wherein the identifier generating algorithm is
adapted to ensure that component identifiers generated by the algorithm are
30 orderable and substantially uniqus.
[0007] In another broad aspect of the invention, there Is provided a method
of determining a designhated connection between a first component residing on a
computing device and a second companent residing on a computing device, each




conponent capable of initiating the establishnent of connections that
facilitate data conmunication to the other, and wherein the nethod
conprises the following steps perfornmed at each of the first and second
conponents: generating a conponent identifier for the respective conponent
I n accordance with an identifier 5 generating algorithm Identifying a
current connection between the respective conponent and the other of the
first and second conponents; transmtting the conmponent identifier for the
respective conmponent to the other conporient, and receiving a conponent
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: the other component knows fo be broken, if the at least one connection other than
the cusrent connection does not exist, identifying the current connection as the
designated connection, and if the at least one connection other than the current
20 connection exists, identifying a connection as the designated connection from a
group that includes the current connection and the at least one connection other
* than the current connection; wherein the identifier generating algorithm is adapted
to ensure that component identifiers generated by the algorithm are orderable and
substantially unigue. i
25
Brief Description of the Drawings
[0008] For a better understanding of embodiments of the invention, and to
show more clearly how they may be carried into effect, reference will now be
made, by way of example, to the accompanying drawings in which:
30 FIG. 1 is a schematic diagram illustrating a subset of elements of computing
devices in an example network configuration;
FIG. 2 is a schematic diagram of an example of a distributed system comprising

four components;




four conponents; 4 FIGS. 3A and 3B are flowharts that illustrate steps in
a nethod of determ ning a designated connection between a first conponent
and a second conponent in an enbodi nent of the invention; and FIG 4 is a
diagramillustrating different exanples of connection states between 5 two
conponents. Detail ed Description [0009] Enbodi nents of the invention relate
generally to a technique for determ ning a single, designated connection
to be used for peer-to-peer 10 communicgtions between two conponents, each
residing on a conputing device. Mre specifically, enbodinents of t he
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of choosi ng t%&ﬁiﬁ)ﬁﬁ&{téon to be selected is required. To facilitate this,
i n accordance wt | east one enbodi nent of the invention, each
conponent is associated with a conponent identifier that is generated by an

20 identifierpagiied Qgg%tmngori thm adapted to ensure that conponent
identifiers enera € e al or| thm are orderabl e and substfant ially
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required. Theorder for one connsction to be determined as the designated connection, a
reliable way of choosing the connection to be selected is required. To facilitate
this, in accordance with at least one embodiment of the invention, each
component is associated with a component identifier that is generated by an
20 idenfifier gensrating algorithm adapted to ensure that component identifiers
generated by the algorithm are orderable and substantially unique. This allows a
comparison of the component identifiers for any two given components in a
distributed system to be made, and allows one component to be identified as a
controller and the other compaonent to be identified as a responder. Therefore,
25 when a msthod of determining a designated connection is performed, serialization
~ of operations can be enforced and race conditions that might otherwise he caused
by the two components can be avolded, with each component maintaining its role
as controller or responder throughout the performance of the method.
[0011] Furthermore, in order for one connection to be determined as the
30 designated connection, a reliable way of tracking connecticns that have been
established between a given component and other components s required. The
component identifier with which each component is associated allows
compeonents in a distribufed system to be easily identified for this purpose. Since




conponent identifier with which each conponent is associated all ows
conponents in a distributed systemto be easily identified for this
purpose. Since 5 the conponent identifiers generated by the identifier
generating algorithmare orderable and uni que, each conmponent in the

di stributed system can be uniquely identified. [00121 In an enbodi nent of
the i nvention, each conponent identifier is a 5 Universally Unique
Identifier (UU D). In contrast, an Internet Protocol ("IP") address or
identifier, for exanple, would not be réliable for the purpose of tracking

connections begtween two. s Lfic c ngnt.s. ..as an | P | i £ may be
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exanpl e, a cearggablerzgddaigueceachrompetentin the distibotadpystentean benaiquelyr ef or e,
different 10 .ﬁ%rgﬁgaents may be assigned the sane IP identifier. Mreover,

any given co t may be assigned nmuttiple IP identifiers. [00131 In an
enbodi nent of [001h2] i nveintanembodimEnt obthedrivention, ehcit carsponesitigdntifieied bet ween
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connection can sinplify software a%EI I cati gn devel opnent, naking it easier
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connecti ons between thos onents. [00141 Referring n to Fl 1, a

schematic di aB‘?%?PT"’I“P"\ﬁ‘é"@ﬁ%ffﬁp’H be mpiaented usig e e ‘I’“i%‘vﬁ'b B'eq"r‘Fglsd evi ces
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provide particular benefits where TCP cionnections are amployed. Furthermore,
TCP almost Aalways operates full-duptexi, in that bi-directional data
communications are supported. in contfast to an implementation where two TCP
20 connections between two components e;re used for data communications {e.g.
where one TCP connection is used for data transmission for each direction), the
use of a single, designated TCF connection can simplify software application
development, making it easier to monitor traffic between a given component and
other companents, and making it easier/fo manage the sstablishment and
25 termination of connections between those components.
[0014] Referring now to FIG, 1, aischematic diagram illustrating a subset of
glements of computing devices in an efample network configuration is shown
geherally as 10,
[0015] tn the example network cc:\nﬁguration 10, two computing devices 12
30 are connected to each other by a netwark connection 14 over which computing
devices 12 can communicate. Although only two computing devices are shown in
network 10 of FIG. 1, more than two cufnputlng devices may be connected in a
- network, and they may be arranged in any of a number of network topologies in




30 are connected to each other by a network connection 14 over which
conputing devices 12 can communi cate. Although only two conputing devices
are shown in network 10 of FIG 1, nore than two conputing devices may be
connected in a network, and they may be arranged in any of a nunber of
network topologies in 6 variant inplenentations. It will be understood by
persons skilled in the art that network connection 14 need not be a wired
connection, as any given connection inghe network may instead be a

wi rel ess communi cation link, for exanple. It will also be understood that
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[0017] Referring o FIG. .2. a schematic diagram of an example of a
distributed system comprising four components is shown generally as 30.
20 [0018) In FIG. 2, distributed system 30 comprises four components 32 that
“have connections 34 for data communications established between tham. In this
exampls implementation, connections 34 are TCP connections. It will be
understood by persens skilled in the art that distributed system 30 may comprise
more or less connected components 32, and that connections 34 may be of
25 different types in variant implementations.
[0019] It will be undetstood by perscns skilled in the art that a “component”
as described herein need not refer to a parficular computing device, machine, or
‘device associated with an IP identifier, for example. In at least one embodiment
of the invention, a *component” is a process executing on a computing device,
30 Forinstance, in the example of FIG. 2, each component 32 is a process executing
on a computing device (e.g. computing device 12 of FIG. 1). In this specification
and in the claims, a component 32 that is a process exscuting on a particular
computing device Is considered to reside on that computing device.




device associated with an IP identifier, for exanple. In at |east one
enbodi nent of the invention, a "conponent” is a process executing on a
conmputing device. 30 For instance, in the exanple of FIG 2, each conponent
32 Is a process executing on a conputing device (e.g. conputing device 12
of FIG 1). In this specification and in the clainms, a conponent 32 that
IS a process executing on a particular conputing device is considered to
reside on that conmputing device. 7 [0020Q] Several conmponents 32 nmay reside
on the same conputing device or on different conputing devi ces. For
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al so funct’iporm&@‘é&?"?ﬁﬁerprocess protocol. In this case, TCP may interface
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(e.g. a loop-back interface) that consists of a set of calls that are similar to the
calls that an operating system provides to an application process for manipulating
20 files.
[0022] In one embodiment, each component 32 is a process that may be
considered as having at least two layers: an application processing layer 36 and a
TCP library (TCPLIB) layer 38. The TCPLIB layer 38 of a component 32 is used
to set up an actual TCP connection 34 between the component 32 and another
25 component when such a connection is required for use by the application
processing layer 38. The components 32 can then communicate with each other
over the established connections 34.
[0023] In accordance with an embodiment of the invention, a method of
determining a designated connection between two componemts 32, as W|II bhe
30 described with reference to FIGS. 3A and 3B for example, can ba implemented to
ensure that only one TCP connection 34 is used to facilitate data communications
between any two given components 32. In the example of FIG. 2, the method is
implemented through the TCPLIB layer 38 of the components 32. The application




processing | ayer 36. The conponents 32 can then comunicate with each other
over the established connections 34. [0023] In accordance with an

enbodi ment of the invention, a method of determ ning a designated
connection between two conponents 32, as will be 30 described with
reference to FIGS. 3A and 313 for exanple, can be inplenented to ensure
that only one TCP connection 34 Is used to facilitate data comruni cati ons
bet ween any two gi ven conponents 32. In_ the exanple of FIG 2, the nethod
is inplenented through the TCPLIB IayetB 38 of the conponents 32. The
application 8 proces 6,0f a parti.cular, co s the
respective dd¥?%Hat@ ya%&éyaﬁlm{g@gqr&ﬁn@ t?‘E BB%VE{%%Q@IE’I%%P%@% 38 of

t hat CO”ponemCFS&ﬁnectlmmwupaydwa/ﬂ'mPLIBrluyTeh&ﬁoﬁhan@nmnherﬁzmtm di stri but ed
system 30. [00241 Re errl trating steps in a
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and a second [ﬂmrponemefemngtn Eich 84| aBowchaft itusating\atepsiina methahydwn
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ot or mi i g SRR 4 S EIEhelch dihviih ! niboh i BBcol
data communi amtnponentmean\embodmwt ofdhgp ipmention ig shayn gepasdivia £0. 32 of FIG 2).
(n this embodnissyl . CHAlnd sb R gwh‘@@ﬁ&{ﬁgﬂﬂ??&r%efeﬁﬁgnﬂﬁsa Qi@ di fferent

conmputing de (e g. conputing device however, as noted
above, in vardeama@dwgdnmmbba m&fmemmﬂ@ﬁww%pwwewe sane
conputing dey | dirinP @8Eh bidh@t i onshi p,
and each of tle%D"{RDR %ent Bﬁéml%g epen mﬂs%ﬁ’g’g I l'e of initiating the
est abl i sh ﬁﬁntm@fcompmeeré% ﬁeﬁ@@s 0@ diferemteconphting dqvn:et(ﬁ IsCAERERg ARYiee
connections efd glHasqye \A%motémobwnmeeﬂwmaﬁe themyg onnect i ons.
[0027] In one exarrpl €' software | npl ementati on, each the first and

second conmporkATRENERLSIMAY EFER PR eame GIMRUBS daYice corrputl ng device, as

general |y desgppéied Wi fhb EdhRinBAE ird m dpear- t@peérraeua@drishieuaﬁeacﬁwhepr ocess
is an 20 executing Instance of an application th has En&B&fogr ammed to

perform t he @{Déﬁmpeﬂe%tsﬁﬁféﬁ@od%fﬁ'd@a?‘%e PBnlBetﬂlgéP? Petab' @he

respect i vespr QnAssticAtlo Hethére P8 aniBodhRBMUEdnRBCRAY eStablished bBideent he
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bet ween t he f¥edwo spraPAERE TS JGIRAARBREIONS N
[0027] In one example software implementation, each of the first and

second components is implemented as a process on a computing device, as
generally described with reference to FIG. 2. In particular, each process is an
20 executing Instance of an application that has beeh programmed to perform the
steps of method 50 that are fo be carried out by the respective process on the
respective computing device. Further, the applications are programmed to co-
operate in order to exchange data betwsen the first and second components and
perform the necessary processing at each of these components, in order to
25 facilitate the identification of a single connection between the components as the
designated connectioh.
[0028] Some of the steps of method 50 are performed at the first
component (identified as component “A”), while other steps of method 50 are
performed at the second component (identlfied as component “B”), as shown in
30 FIG. 3A and as dsscribed in further detail below.
[0029] At step 52a, a component identifier is generated for compenent A in
accordance with an identifier generating algorithm that is adapted to ensure that
component identifiers generated by the algorithm are orderable and unique.




perform the necessary processing at each of these conponents, in order to
25 facilitate the identification of a single connection between the
conponents as the designated connection. [0028] Sone of the steps of

met hod 50 are perforned at the first conponent (identified as conponent
"A"), while other steps of nethod 50 are perforned at the second conponent
(identified as conponent "B"), as shown in 30 FIG 3A and as described in
‘further detail below [0029] At step 52;f a conponent ldentifier is
generated for conponent A in accordance with an identifier generating

algorithmth .S ad ted.to ensure th a I denti fi ers generated
by the al gori W%)f-@ F’Bg?t?;!tﬂ @WHEWM’W@B’ '@H%Tq@?é\F rgoma?neg? éd 52b, a
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exanpl e. | n sdiivatiopndthe TRIPLIB layet (g @8ai FIG. & of ¢gchapmpsnend, forexgemda.at ed f or

oo e oTEO" i SRR, A3 ARRE AL @ tIRnb GRASGH 2§ component for

its entire Ilife an e I'nvention, each
conponent i degnmdnent, ard ragesig aasedated \ndbélafrmm@quwnbfpg@ eAtinen adapt ed
to generate L?é%ﬁé sally Unique Identifiers (UUI Ds), also known as G obally
Uni que ldentitiers (GQUDs). A nunber of known UUI D specif | cati ons and

formats exiOst[00BBk| udi Wg?ntfﬂ'ébcﬁﬂ'@?ﬂt oShetnyentiorn-sasiepmroneat igentifisriscur rent | y

known as The gXaiated M&o&aaﬁééwmva&aga&hmp&aw éﬂavmé%mmau
specification, for exanp UJID_Is |ca@>éa 128- b|t | ong

i dentifier t h(slwqw@&iw@s ﬂw!béhﬂswknow'w @!qbalm Hriays deptifiers (GUIDED A s

substanti al | Ynﬁlﬁbé}lb?kﬁ&ﬁﬂﬁgld)@éé&ﬁﬂﬁﬁgaﬁﬂ'fbrﬁ:hﬁ%xlst hdluing ﬁ@crprento the space
of all UU Ds. _Each UU D is considered be subst anti a élstr uni que as it

i s possible fﬁ?ﬁ"t’iﬁlﬁwﬁfl’aﬁ'@@sﬂgsﬂﬂwmw k(‘%‘”’iﬁjas AR HRED SPuR)
dependi ng /80 ChmpaREEdEnALAbLAEIN Sehexahipuever . for pract | cal

pur poses, - each, denerat gq, (D can, be, cons) def ed f o be unl que;
reglstratlon process. A UUID is substantially unique across both space and time,
with respect to the space of all UUIDs. Each UUID is considered to be
“substantially” unique as it is possible for UUID values to rollover {(e.q. around

20 A.D. 3400, depending on the specific algorithm used). However, for practical
purpases, each generated UUID can be considered to be unique.

[0032] While the concept of UUIDs is generally known, the UUIDs are used
in a novel and inventive manner in this embodiment of the invention to uniquely

v idenfify components In a distributed system and to facilitate the Identification of

25 designated connections between components. Each component (e.g. process) in
the distributed system may be assigned one UUID for the term of its life. These
uhique identifiers enable components to be uniquely identified, irrespactive of
whether the components reside on the same computing device or whether the
components are associated with the same IP ldentifier.

30 [0033] VUUIDs are typically of a fixed size that is reasonably small relative to
other alternative identifiers, and accordingly, they are easily sorted, ordered, and
stared, for example. Since the UUIDs are orderable, this allows a component that
has had a UUID associated with it to be assigned a relative rank or position vis-a-




(0032) Wiile the concept of UUDs is generally known, the UU Ds are used

in a novel and inventive manner in this enbodi nrent of the invention to
uniquely identify conponents In a distributed systemand to facilitate the
I dentification of 25 designhated connections between conponents. Each
conponent (e.g. process) in the distributed system may be assigned one
UUID for the termof its life. These wunique identifiers enable conponents
to be uniquely identified, irrespectiveqsf whether the conponents reside
on the same conputing device or whether the conponents are associated with

the same | P Ide B&‘H Et’.frﬁe;?ongﬂts.[ ﬂ'?tglﬁs]eontrikﬂgﬁﬁerﬁ{é‘s ﬁéﬁpé&ﬁhbﬁzg%oﬁerfté ppd size that
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conponent as a controller and the ot her conponent as a responder in the
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conponent r esfi@sredfat=SopiaEcking ilcennealion cdnnectad & thi Paspedtive)stmponerito store
data for t1r acki n% al | conne $'o&[§ connected to the r%%lgect.l e conponent. 10

I'n vari ant'%nfSotARRRREbodyy detastryEuRs £aay g ussd 19, siofp iplorratiny
information asseRitcalvith e tbnrisBior@onnect i ons. [0035] More specifically, the
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: onse of three values: "created”, “pending”, or “cennected”, in this embodiment.
Different values may be assigned to the status flag, and other connection data
may also be stored in the connection table in variant embodiments.
20 [0036] When a connection is established between any two components at
the TCP level, as may be initiated by either of the two components, steps 54a and
54b are performed. At step 54a, at component A, the TCP connection that has
been established with component B is identified, and a record is created in the
connection table maintained by component A. This record includes the
25 connection’s identifier, and the status flag is set to “created”.
[0037] Similarly, at step 54b, the connection is also identified at component
B, and a record is created in the connection table maintained by component B.
This record also includes the connection's identifier, and the status flag is set to
"created”.
30 [0038]) Performance of subsequent steps of method 50 is triggered by the
establishment of the connection identified at component A (step 54a) and at
component B (step 54b). In respect of the present inslance of method 50, the
connection is referred to as the “current” connection.




20 [0036] When a connection is established between any two conponents at
the TCP level, as may be initiated by either of the two conponents, steps
54a and 54b are perforned. At step 54a, at conmponent A, the TCP connection
that has been established with conponent B is identified, and a record is
created in the connection table maintained by conponent A This record

I ncl udes the 25 connection's identifier, and the status flag is set to
"created". [0037] Simlarly, at step 5431 the connection is also identified
at conponent B, and a record is created in the connection table maintained

by conponent Thi s | udes ne entifier, and
t he status fIIBBS?]s set'{‘tV e“&'a {688 bflpgﬁ.o[\% h@]d"l}’g}ef%{thgﬂg@hé)g subsequent
steps of net Hnstabdsics methog $Ormaal te/pdrfoemed sorecalrestyvwdvere m’ultiplee connection
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identified at steps onponent first instance
of method 50, cwnant wﬁbml%@'ﬁWHBmfmﬂtbﬁ@Q@%ﬂQﬂV@ﬁwdoﬁﬁ FWﬁE’d’fl r st

connect i on | SpgRGOEARLisBbRR mosm%fltmglmﬁhgenmmahmb@ygtshsfssespect i ve

conponent, with I's first connection being initial g ed as created

Per f or mand® ofo 62)isdeearsed saihaha deferrpipationsqf M@Pthﬁh@tseﬁ'iﬁté’%'l‘e &0 (e, g.

S56a/ 56b 10 tobé%)antff%dta&'ﬂ%@éﬁ'\aﬁa@ dohﬁéctz@n@@ﬁ B& Fa@at i on of whet her this
first connection shoul d identified a he dEE’I nat ed connecti on can be

made. [0040] Wkuppo@'éwﬁf\%ﬁc‘sﬁﬂl%@(?ﬁ&"‘?%‘?ﬂ'?@%‘f‘ﬁ“ﬂ AMEMOane two

conponent s Wegdnpcheh® vasié &b éétﬁﬂssméu whild the ddl@l’rrﬁihﬁﬁdw&m@spﬁct fo thespect to
the first copnection is still g} ﬂﬁ‘é nber. of stegst second
i nstance of 1 ABEHOB s >PEB fotiieRser argcend ?3"9‘?5‘1 ance of

met hod 50 ﬁonmem@%otrmay &bepmrrﬁ@:l Whith thEfirst isRINpeé 65 méﬂnecl secoftiueonect i on
woul d be |denia d at Ete&? iﬁﬁg}and 54b by the t r‘rﬁgng Es in the
second ‘i nstan or\:p@gh gr SEmp ejfecond connection wou be idehtinied at steps

54a and 54b by the two components in the second instance of method 50, and at

each component, the existence of this second connection is recorded in the

connection table maintained by the respective component, with the second

20 connection being initially flagged as “created”. Performance of subsequent steps
of this second instance of method 50 Is triggered so that a determination of
whether this second connection should be identified as the designated connection
can be made. As the first connection takes the role of the “current” connection in
respect of the first instance of method 50, the second connection takes the role of

25 the “current” connection in respect of the second instance of method 50,

[0041] Similarly, further instances of method 50 may be performed with
respect to additional connections concurrently as further connections are
established, and each of those additional connections will take the role of the
“current” connection in respect of its own instance of method 50.

30 [0042] While certain steps of multiple instances of method 50 may be
performed concurrently, step 52a will be performed anly once by component A
and step 52b will be performed only once by compaonent B, since only one
component identifier is to be generated for each component.




each conponent, the existence of this second connection is recorded in the
connection, table maintained by the respective conponent, with the second
20 connection being initially flagged as "created". Perfornmance of
subsequent steps of this second instance of nethod 50 is triggered so that
a determnation of whether this second connection should be identified as
t he desi gnated connection can be nmade. As the first connection takes the
role of the "current” connection in regpect of the first instance of

met hod 50, the second connection takes e role of 25 the "current”

connection ect t.he sec | st th -
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the current 5 connection Imlarly, t he corrponent i dentifier

for conporféntams %@ampmﬁf{“é@'ﬂﬂ?"@ﬁﬁﬁtﬁﬁ@rﬁp when 'hﬁs% Bteps axgpereieed: orponent

I dentifier fomdnaeEmbeamient, Bhé &m@ﬁ@hva&utiﬂursmmﬂged%@mes&mad in
conponent A's connection table, in the record associated with

the current c?ﬁﬂﬂﬁﬁtﬁndﬁ’\e"t‘ﬁ%ato%%%éyaﬁ'?d ﬁﬁ@ialtﬁggg% ptperameansdorgxepandid e is a

first exchangge@bmpahent (dentiiers h@p@@ﬂ@&@@@ nhdﬁahtlémlﬁfdﬁnétﬁsare exchanged)
bet ween conponents A and B

hese steps are perfor I n one
enbodi nent, t {84 npondhiter 8t ForeparentA t'é‘%( PFS\?B‘ g ‘ef € current
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exchangi ng the co one jdentifiers may be ed in varl nt,
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for 15 conpo nm@tpaﬁom‘arfée FPaltRequicnt seps s0TRAAEEN. smﬁlaﬂy,fat erepfeob gonponent B
recei ved component B, the component identifier for component B is compared to the
component identifier for component A received at step 58b, to identify component
20 B as efther the controller or the responder in the performance of subsequent steps
of method 50. In the specification and in the claims, the component identified as
the controller is refarred to generally as “the contreller”, and the component
identified as the responder is referred {o generally as “the responder”, in respect
of the particular current connection.
25 [0045] In one embodiment, the camponent identifiers are JUIDs. Since the
UUIDS for components A and B are orderable and unigque across the space of all
UUIDs, it is possible to consistently identify one component as the controller and
the other component as the responder. Any techniqua to assign the confroller
~ and responder roles ta the companents based on the relative positions of the
30 identifiers in the ordering may be employed, so Jong as the techniques used at
hoth components provide consistent results.
[00486] Far example, in one embodiment, the component having the higher-
valued UUID as determined by a comparison operation may be identified as the




- at step 58a, to identify conponent A as either the controller or the
responder in the perfornmance of subsequent steps of nethod 50. Simlarly,
at step 60b, at conponent B, the conponent identifier for conponent B is
conpared to the conponent. identifier for conponent A received at step 58b,
to identify conmponent 20 B as either the controller or the responder in the
performance of subsequent steps of nmethod 50. In the specification and in
t he cl ai ns, the component identified asqygthe controller is referred to
generally as "the controller”, and the conponent identified as the
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5 responder |dmtacmamumnatmrﬁmmbmmtnpohmtsaramm 'Emd'.)gﬁi'nemﬂytrequlms her

t echni ques QL It his r oles to
any two corrp ﬂalﬁvtcge ?rﬁnr}u&wé%p n%PVJ'%Eﬁr P&ciél%hggp &or{r’?%%‘%r%% uéed and
t he ordering cunlﬁpwentpd‘rmﬂBlccﬂmnttthﬂ the sumen) chrehegtidn, Mnalthedpbmmlwﬂt Avvays

[0047] At st eRqr%%g\ggneg\Z?ﬁ{n%ggﬁ g«?grokgn "RAG F@&\ c}g@g&‘ﬁ%ﬁ?@%s@ fent rent 10

connection is si ngle ¢onnection for
subsequents dairsntcommadionabéing theahiycennediop brtvees cAmnnlarﬁ ABni & npdneral | y

Conert ons” bl PSSR, SIS USTATbe e B SRRLRY 2 20 ST
that neither subspguenhdata communication.
- [0048] On the other hand, if an established connection between
components A and B, other than the curmrent connection, exists that is not known
20 to be broken (i.e. by component A, by component 8, or by both components), then
both the current connection and the other connection are candidates for the
designated connection, and a choice must be made to identify either the current
connection or the other established connection as the designated connection for
subsequent data communication. The other established connection may be a
25 connection that has previously been identified as the designated connection. In
one embodiment, the current connection would not be identified as the designated
connection if a designated connection between components A and B not known fo
be broken already exists. However, in variant embodiments, other protocols may
be implemented. For example, in variant embodiments, the current connection
30 may aiways be identified as the designated connection, taking precedsnce over
any earlier established connection.
[0049] The connection identified as the designated connection will have its
associated record in the connection tables of both components updated (if




nor conponent B knows to be broken. If no such connections exist, then the
15 current connection, being the only connection between conponents A and B
not known to be broken, can be identified as the designated connection for
subsequent data communi cation. [0048] On the other hand, if an established
connection between conponents A and B, other than the current connection,
exists that is not knowmn 20 to be broken (i.e. by conponent A, by
conponent B, or by both conponents), th both the current connection and

t he other connection are candidates for the designated connection, and a
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[0051] The term “broken” is used herein to describe one possible state of

connection between two components. A connection between two components,
including in particular a designated connection between the components, may

20 hecome broken in any of a number of ways. For example, a networik cable at one
of the computing devices on which a component resides may become physically
disconnected from the computing device, making it impossible (at least until the
network cable is reconnected to the computing device) for data to be
cotmmunicated between the devices over a connaclion using that cable. In the

25 normal course of communications betwsen the components, a component may
discover the connection to be broken. For example, when an attempt is made by
one component to send data to the other component using the connection and
where a response from the other component is expected, failure to receive the
response in a timely manner may indicate to the component sending the data that

30 the connection is broken. Conhnections that are discovered by a component to be
breken can be terminated unilaterally by that component, and the record of the
terminated connection is removed from the connection table maintained by that
component [steps not explicitly shown in Figures].




[ 0050] Referring again to step 62, in this enbodi nent of the invention, the
candi dates for the single, designated connection are connections that

nei ther conponent A nor conponent B knows to be broken. If either
conponent A or 15 component B knows that a particular connection is broken,
It would be inefficient to identify that connection as the designated
connection for data communi cation. [0051] The term "broken" is used herein
to descri be one possible state of conn ﬁtlon bet ween two conponents. A
connection between two conponents, incllUding in particular a designated
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the response Iin a manner te to t onent sendi ng the
data that 30 ekimscdhrpken p@wqcaowséw gpnsidgradde e icennacdpn ?t@'ean Wovered by a

conmponent to &ﬁnpo%ﬁtlseéb BAY; a?&netlﬂélfﬁnrb%hﬁébtnuﬁ g 1tk R 04 DRYbréHEAtana@@Bonent ,
and the record of the term nated connection is renoved fromthe connection

" tabl e mai fPai PrE&esy tarmipted by Al fsasheng R, VoRIMPERBMS-ci t 1y shown in

Figures]. 15 [p@6521 HopnessedinglylapgicémBodiemhaehes rey u@éy@mﬁmﬁmb has
made a failed attenp t to conmunicate with the oth org_:‘;?%Pent of tested a

connecti on V\!FHW"QCtH‘Pé %tdﬁ?e'?ﬂ?%ﬁ'dia@dlﬁsmd'd?f@ f?’s‘“?)ﬂ%%*? $INRECHORe
connecti on Woplofie tfat WBIEER cofnBoritt Alrok BdmfbdiRet B KRGRITdDR!Drdkdne Rifdranged) by

comonent may OB RIER 5 rIReRd Instpspdbed s deRier Astaas LBTRIANEAN on by
ei t her pom;spngmgrdmse ek anebinBolinedt mm.nw;m.‘bnconngcft [ on whil e the
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two conponenpsforsied by i csngohentidertifed aohaeehtraiar fwhiohds ohkeiofn t o be broken
and has companent A and component B), while other substeps are performed by the
compaonent identified as the responder (which is the other of component A and
20 component B) as illustrated in FIG. 3B. The identification of one of the
components as the controller and the ather as the responder was performed in
steps 60a and 60b of FIG, 3A. As shown in FIG. 3B, the following substeps of
- step 62 are initiated by the controller.
[0055) At substep 64, a determination is made by the confroller as to
25 whether an earlier designated connection to the responder Is known by the
controller to exist (i.e. has not been terminated by the controller). In one
embodiment, this substep comprises determining whether a record of 2
connection, other than the current connection, to a component identified by the
UUID of the responder exists in the connection table maintained by the controller,
30 and whers the flag for that other connection is set to “connacted”.
[0056] If no earlier designated connedtion is known by the controller to
exist, then the current connection is identified as the designated connection at
substep 66, and the record of the current connection to the responder (the




10 not been terninated by at |east one of the two conponents. [0053]
Accordingly, in this enbodi nent, step 62 requires confirmation that a
connection that is to be considered as a candidate for the designated
connection is one that neither conponent A nor conponent B knows to be
broken. Referring to FIG 3B, step 62 of FIG 3A is described in greater
detail as inplenented in 15 accordance wth one enbodi nent of the

i nvention. [0054] Sone of the substeps ggat conprise step 62 in this
enbodi ment are perforned by t he conpon identified as the controller -

(which is one of ng conponent -Whi r _substeps are
perforned by r?%"d%o%&fg lﬁngEY]ﬂ'\efrP% QE*’%‘H‘S@&M@’&' p(ﬁ’ﬁogﬂe(ﬁ St he ot her
of conponent tAniaRshiri@nedbphacohtrdikr, adthithd wide ofttieslstatus Aagbeid B charyed

i dentificatiqn of ‘ﬁg?q f.the é:é)rrponents as the controller and the other as

t he responderf"ciﬁ‘r‘;ls"’r ? rregn steps 60a and 60b of FIG 3A. As shown in
FI G 3B, the [bo$7]jow ngNhereshudipde ﬁnnesﬁmpn@b&r&stdbmneidmdaxlsy t he
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tabl e maintai pe gl[eB 61‘gﬁ%ﬁﬁgﬁ{@ﬁﬁtf%ﬁ&?@?“Qﬁ“a%“‘srr‘?s‘ms équ that ot her

connection is se no earlier désignated
connect i o0 spekiosned,$p astie pleyantmere taniane “‘eyrest’ copngsion flamdgingent

connect on | sgbfifel ot YEFARnbE8 HRNCABR! OftsRAIABGHAnGLanchBs hEp 0O, and

the record of the current connection to t res on the 16 responder
bei ng i denti fb&e@“@‘?%‘h@ @ 5% e} to achieshig C@"U‘@'d'&t’@!?"ﬁ innigraentdlioNgct i on

tabl e maintaifpgesby t Nen HARBGH thefthe tirdht EahotRriastiechifenifdt ain | ag. bei ng

changed from "created"” "connect ed ere nultiple connections

may be establqi%fﬂiﬁteé‘rﬁﬂ’“ﬁﬁq"@ﬂ ’ajhgﬂm ﬁ%&)‘ﬁé’f‘%ﬁesaﬂmﬁﬁ@“béﬁpl Bstllifces of

met hod 50 q6angqighikmm .@?e)cem bpme BSidnaErRAuESEs 7 BEMustiated By thBidaskease,
i npl ement ations of this enbodi ment, of the 1nvention should ensure that

access to t heli@ofPRitingcpacam EansaIisHan qf@ataj‘gpr@ fmponent A fo component B
(the first transmission was part of a data exchange made earlier as discussed with

reference to FIG. 3A).
- [0059] Even whera no earlier designated connection is known by the

20 contralier to exist, it may be that a broken connection exists, previously detected
by the controller and terminated, but which is not yet known by the responder to
be broken and has not yet been ferminated by the responder. From the
responder's point of view, the broken conneclion may still be the designated
cennection, and that broken connection may be identified as such in the

25 connection table maintained by the responder. Accordingly, at substep 72, the
responder checks whether such a broken connection exists by identifying whether
a record of an established connection (other than the current connection) o a
component with the same UUID as the controller Is recorded and flagged as
“connected” in the connection table maintained by the responder. If so, this

30 broken connection can be terminated at substep 72, and the record of the broken
connection remaved from the connection table. The record of the current
connection to the controller in the connection table maintained by the responder is




controller in order to nake the determ nation in substep 64 is restricted,
and that substeps 64 and 66 are conpleted in a single transaction if
substep 66 is 10 perforned, so as to prevent nore than one "current”
connection frombeing identified as the designated connection. Different
progranm ng constructs may be enployed (e.g. locks, etc.) to achieve this
control in variant inplenentations. [0058] An indication that the current
connection has been identified as the si gnated connection is then
transmtted to the responder at substep 68. This 15 indication is received

by the responder, at. su 7 L) L ??QEB d.J "
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has not yet been term nat 0y the responder. From responder’ s poi nt
of view, the earisi@andingpeerion tadlie wepondepls alsadkngwaiby e eptrolssfhect i on, and
that broken cgriection may be identified as such in the 25 connection table

mai nt ai ned by the responder. Accordingly, at substep 72, the aﬁi?onder
checks whet hel008llch a Whenan eadiprdasigngiedernagction is kngwndy 5 sogtokiither a

record of an ggdtabia§ DRfhatehbe fpldeBd bphkafredtitannddien asiheeiebigastegect i on) to
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the same QUID as, the controller is recordeq and fl agged
as "connd@ e@““?ﬁ'@ﬂ@hﬁﬁﬂw&:‘l‘i‘%nﬂﬁd\”&ﬁ %‘%ﬁﬁﬂ‘fﬁ"ﬁYﬁ'@@“ﬁ{Pdttﬂg’egé%Bﬁcﬁer. I'f so,
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of the broken conpection re d fromthe connectjion table. The record of
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to . identified as the designated connection, in the event that the earlier designated
cohnection is in fact, ulfimately discovered to be broken. in effect, the first
“current” connection fo be flagged as pending will be considered as the “first in
20 line" to replace the earlier connection as the designated connection. All other
connections that are neither “pending” nor "connected” would no longer be
considered as candidates for the designated connection, and may be terminated.
[0062] Accordingly, if an earlier established connection is pending, then the
current connection is terminated at substep 76 in favor of the pending connection,
25 and the record of the current connection in the connection table maintained by the
controller is removed. When the current connection is terminated by the
controller, the underlying TCP will transmit a disconnect signal automatically to
the responder, and the current connection will be terminated by the responder,
with the record of the current connection in the connection table maintained by the
30 responder being removed [sieps not shown].
[0063] In this manner, newer connections will typically be eliminated from
consideration in favor of earlier established connections, as instances of the steps
of method 50 with respect to the earlier connaction first flagged as “pending” will




exi st. [0061] Wien an earlier designated connection is known by the
controller to exist, it may ultimately be replaced by a current connection
as the designated 10 connection if the earlier connection is subsequently
di scovered to be broken (i.e. the responder term nated the connection).
Until it is confirmed that the earlier connection is not known by the
responder to be broken, the current connection renmains an active candi date
for the designated connection, However,44here may be nultiple "current”
connections active at a given tine, being considered by the 15 controller.
Therefore, | nnections is
flagged as "% eq%gg’e %@Sg\,?ﬁ foa%ﬁ%a‘}ggh%@ﬁ% ?éc;%ir% ei ng
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is term nated at substep in favor pendi nggB%nnectlon 25 and the
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controller |sbd',e‘fr@nﬁ.dageu\hen the current connection is term nated by the

controller, the underl TCP w n t . a di,scon
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est abl i shed cioverdiohishmdd ensure that access fo the connection table maintained by the
controller in order to make the determination in substep 74 is restricled, and that
~ substeps 74 and 78 are completed in a single transaction if substep 78 is
20 performed, so as ta prevent more than one “current” copnection from being
identified as a pending connection. Dififerent programming constructs may be
employed (e.g. locks, ete.) to achieve this control in variant implementations.
[0066] It is noted that between any two given components, it will not be
possible that one connection wilt be considered as pending according to one
25 component's connection fable and that a different connection between the same
two components will be considered as pending according to another component's
table. If this were permitted to occur, then it would be possible that both pending
connections may ultimately be identified as the designated cannection, which
would be an unsatisfactory result. However, this is avoided since orderable and
30 unique identifiers are used to identify all components, and between any two
components, one component will always be identified as the controller while the
other component will always be identified as the responder vis-3-vis those wo
components. Accordingly, in method 50, connections will only be marked or




5 [00641 However, in a variant enbodi nent of the invention, the current
connection may be given priority over any earlier established pending or
desi gnat ed connections, with the current connection being identified as the
desi gnat ed connection, and with all earlier pending or designated
connections being termnated. 10 [0065] Referring again to FIG 36, if it
Is determ ned (at substep 64) that an earlier established designated
connection known by the controller exis{g, and that no additional
connections are currently pending (as determ ned at substep 74), then the
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"pendi ng" in The connectron e contro er, substep
78. cumrent connection in the connection table mamtamed by the responder is

removed. When the current connection is terminated by the responder, the
underlying TCP will transmit a disconnect signal automatically to the controller,
20 and the current connection will be terminated by the controlier, with the record of
the current connection in the connection table maintained by the controller being
remaved [steps not shown].
[0069] However, if the earlier designated connection is no longer known by
the responder fo exist, then at substep 86, the current connection is identified as
25 the designated connection. The record of the current connaction to the controller
in the connection table maintained by the responder is updated, with the value of
the status flag being changed from “created” to “connected”. This substep would
be performed when the controller has not been made aware that the earlier
established connection, which had previously been identified as the dasignated
30 connection, was broken and subsequently terminated by the responder.
[0070] A resuit of the confirmation that the current connection is fo be
identified as the new designated connection Is returned to the controller at
substep 88, which is received by the controller at substep 80, as indicated by the




[0067] At substep 80, the responder is instructed to confirmthat the
earlier established connection known by the controller and identified as
the designated 5 connection still exists fromthe responder's perspective.
(0068] The confirmation is nade by the responder at substep 82, after
receiving the instruction fromthe controller, as indicated by the dashed
line representing a first part of a second data exchange between conponent
A and conponent B (a first data exchangﬁ was nade earlier as discussed
with reference 10 to FIG 3A). The respbhder checks its records of existing

connections stored..in the connection. tahle that 0 determ ne
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shown] . [0069 Fb ver, earlier designated _connection is no |onger

known by %eW@@ﬁW@@ %‘Wl byp COMARRENI 'sé%B% {deptifipd asithp designatag
connect i on i schiRBld bﬁﬂos’ﬁwo aétate'%hé?’@%é FER/eBH tHedtRRohEMB areﬂ'%@mf@ﬂ@r d of

the current connection to the control I n the connection tabl e maintained

by the respong®kethe Q?H?IHW@&IQ"WW@H@%‘F%@'%"‘W@PH‘G@‘FPW bei ng

changed from AEécﬁéih@ﬂ ‘métAod 5@&@9@bqaﬂp|em£mea withre Ry \RAltirfal dverheed.f or med
when the control |l er has not eennﬁ aware that the earlier established

connection, WHORI had HPeRrYuRelensl Sethofstt epe ﬁP'&%O"FH%CB&é:SPEH Bd 30

connect i o5 WasnrizeRirabIR Hisht KURSREINE B Béteﬁﬁﬁéﬂh@aiuﬁﬁnt@ydds@ﬂafees ponder .
[0070] A result of .the confirmation at the current conneg;qdnon is to be

i dentified asCPMECHRNIOSEY CHIREFURPIEARES. theother ompopeRiddantlisdy tsont r ol | er
at substep 88UIMHNdhé BorineERinrthgdlaghéd a€ Wohh@ted), afl uss!thetdeRighfied as

| ndi cated by thnne%t?on for subsequent data communication to the other componsnt.
[0073] Referring to FIG. 4, a diagram illustrating different examples of

20 connection states between two components is provided ta illustrate the application
of method 50 described with reference fo FIGS. 3A and 3B in a number of
sCenarios.

[0074] It will be understood by persons skilled in the art that this diagram is
provided by way of example only, and other connection states not shown in FIG. 4
25 are possible in variant embodiments. ,
[0075]} Connection state 100 depicts the current connhection as being the
- only connection between components A and B. Application of method 50 in one
embadiment will result in the current connection being identified as the designated
| connection. '

30 [0076] Connection state 102 depicts a pending connection between
components A and B in addition to the current connection. The pending
connection Is a candidate for the designated connection in respect of a different
instance of mathod 50, along with a previously designated connection (broken or




dashed line representing a second part of the second data exchange between
conponent A and conponent B. The record of the current connection to the
responder In the connection table maintained by the controller is updated,
with the value of the status flag being changed from"created" to
"connected". The 5 previously designated connection, now known to be
broken, is termnated at substep 92, and the record of the broken
connection is renoved fromthe connect%gn tabl e mai ntai ned by the
controller. [0071] Wth reference to Fl 3A and 3B, it may be noted that

T a parti curapro) @ ARunl SEcR on EPASAIN off SufEnahrE esplorght o e
it ﬁgnt(:: iof i gﬁeﬁfme b(rirremsmgmﬁmmm oexutdit ﬂmmurranttamﬂactmmbendgﬂammatddangﬁi eb\?\nt \tNEe n
thi s embodi meAYor o Heran G sabresh Shet pShlfRsphecgh B siAgem R

i mpl enent ed wdermﬁedzhathe\ﬁblswnmed »cﬁmecwewhuamathop@omipmp@m TGWF ek ion of

met hod 50, &ﬁéﬂﬂiﬁg’&‘aﬁ%ecﬁ&? consult the 15 connection table that it _
mai nt ai ns to eterm he currently designated connection to any ot her
conponent (e.[§97%lhe ot%meehﬂnﬁiﬂiéﬁmﬂablnlslﬂfnf@dﬂwCﬂﬁsﬁgﬂaﬁglﬂwﬂ%ﬂ@ﬂthe

connecti on beifg A SRS 8k Rthol bmﬁ@ﬁ' uwéﬁ]ﬁmowémﬂi ed

connection for su%seq ent ata communi cation to e ot her conponent. [0073]

Referring to eangection. Apglicaiemet methed 60 iy onegerehaireend it respentpf Be cyrenio
connect o St ajREcIRAWPRRUL NG BIFRGRElBclsy DI dlels g ogehapyr at o Lhe

application described with reference to and 3Bin a

nunber of 10sceanapstiss by[thpeentrofler (G\‘n"’T‘lPo"l?ét A 96 Bdepesting,gn 1 81" SORBOERE | | ed in

the art that h@htmefy),a@mmn $ubs uyi%ntmmaaufs%r SPtAEBkistingekigngtad ot her
connection states not shown In 25 are possible in variant

enbodi nent s. ‘FW?@P“Connectlon state 100 depicts the current connection as
being the ontamspnneccbmcwst@temosmpmwmkéh cuidledliondepldepat i on of

Tdent i ed ascTROTGBG A Bin Slionde MectimeB OB, COMA GOPPOILat o 103
depi cts a 1endodithot Rivethiat e cbmawamhasmm@imnsﬁrﬁ rasdirBadyberddi tion to the
dosi gnat ed. colHTBGRIEG Py caMPALE A, ABPIERLG ot Belsie B0 i Bie erhbametvil'®
result in the current connection being identified as the designated connection, and
- the broken connection will be terminated by component B. 1t is noted that if
component B were identified as the controller, then the current connection wouid
20  be flagged as a pending conneaction by component B before it is ultimately
‘identified as the designated connection.
[0079}) Connection state 108 depicts a broken connection between
components A and B In addition fo the current connection, where component A
does not know that the connection has been broken and has already been
25 terminated by component B. Application of method 50 in one embadiment will
resuit in the current connection being identified as the desighated connection, and
the broken connection will be terminated by component A. It is noted that if
compenent A were identified as the controller, then the current connection would
be flagged as a pending connection by component A befare it is ultimately
30 identified as the designated connection.
[0080] Connection state 110 depicts a broken, previously designated
conhection between components A and B in addition to the current connection,
where neither component A nor component B knows that the connection is




I nstance of nethod 50, along with a previously designated connection
(broken or 21 unbroken) [not shown], Application of nethod 50 in one

enbodi ment in respect of the current connection will result in the current
connection being term nated in favor of the pending connection. The
pendi ng connection may subsequently be identified as the designated
connection when nethod 50 is applied in respect of 5 that pending
connection. [0077] Connection state 104 gepicts a previously designated
connection between conponents A and B ? at is not broken, in addition to

t he current necti.o ' I [, N ' t in

respect of t h‘g'g%iﬁ r J}lﬁ &egéﬁcg@?ﬂ%?%aﬁ%w ‘?4 cdl}glébl}ﬁgmﬁgﬁ b? %gﬁéggpﬁgﬁr?eq{é gﬁ%ect I on

bei ng f| aggedbern sitepptedi avgr that cosmactionivdite e consedtionts bibkay, fqresapplaent A or

B dependi ng op. f:heir ol . |y

term nated i nﬂqpéh@%tlronooﬁﬂw|gttljlneggrﬂgded;lrbgrﬁg%)g&%ﬂ%&iggg?%ﬂ:ﬁﬁ %@%]

Connect i on sttheeunes canmictios being tastcinataddn fayot didhe bigkem grevidiBlyponent s A and

B in additison [ ] : : not

know t hat t%g%%n%%&cfbﬁﬁéﬁgé. ggig’%@ﬁ&rtggg%ssﬁﬂg?ﬁgg%%g%%mggté%_étlter I nat ed by

conponent A bgpirsiigradomaginakisith eupesbinaha proysy designated gdmnectionesul t in the

cur rent. connegidupihdlenfed 1 88thddde dndSndulediibioteqiel AMPAIUARanand  the

- broken connection w e ternnated by conponent B. It 1s noted that if
conponent B wefitae reapanentscliscayenstat dineanapetion is aciealy brrkeghioral Monnect i on

WOU! d 20 be fh&ﬁﬁ?&buﬁ@e éfd%ﬁa"@ﬂnﬁ\ﬁu:ﬁiéﬁiﬁﬁ&héi@@th@boﬁ%&leﬁlem B before i_t i's
ultimately identified as the dengnat d _connecél on. [0079 Connec{ i on
state 108 Wepl®fY o br BRWBVE IR RSEEH S Rehof t %Wb’%’i‘fb‘h kefare4.eprign| |,

addi tion to tpshnebidnadto SORRAMEEEN fadiedia pronmRRaRisighated @6Andtasdn, KIOW t hat
t he connecti on has%ggen br oken and has al readMeen 2 Serm nat

conmponent B. PRS¥PHYpgnate ?@Y‘ﬁﬁ@"ﬂ@aﬁ be SRed 88,00 ta qqsurertsgtdqb%/ in the
current conneptropbrokén pbrits Bt teimisstionf iHacuttent caRAddBEn,de Hasihahat and  t he
Ay VMR ot RS LSS A B
woul d  be 5 agsiethayTeguirRen Hazpomadtiftvhalatedyxchangeciviiéenthbei®re it is
ultimately 300t|3rg§0nr;[elnIsl. EI\r(1j th%sevteﬂfethgtetﬁé rrels%{oﬁgy %geggnea%c! &%’necﬁon is discovered
to be broken as a result of this test, it can then be terminated in favor of the
current connection, which would then be identified as the new designated
connection.
20 [0082] The steps of a method for determining a designated connection
- between a first component and a second component in embodiments of the
invention may be provided as executable software instructions stored on
computer-readable media, which may include transmission-type media.
[0083] The invention has baen described with regard to a number of
25 embodiments. However, it will be understood by persons skilled in the art that
other variants and modifications may be made without departing from the scope of

the invention as defined in the claims appended hereto.,




[ 0080] Connection state 110 depicts a broken, previously designated
connection between conponents A and B in addition to the current
connection, where neither conponent A nor conponent B knows that the
connection is 22 broken. This scenario mght arise If no comrunication by
ei ther conmponent has been attenpted over that connection while the
connection is broken, for exanple. Application of method 50 in the
enbodi ments previously described will rggult in the current connection
being termnated in favor of the broken; previously 5 designated

connecti on. Tﬁis i.S not necessarily an unsatisfactory result, as it may be
considered r bl e to expect that a previously designated connection
shoul d be deetred systebefor geduiningredprotrss|betvesents firstcompobentussiding amai | at

| t i t ual |
bregien?ntehr ou%%%ﬁﬁé) nor n%fdsc%ét??fs@ %ﬁﬁc{q‘fe@e@fgtﬁ n| c%ﬁlﬁﬁdt@gt{}g‘lﬁ%%ct Ea d
connecti on. 1\@he(r®08nq systene oemprisen adirsi applivatioreansbalsensnd applicatien | nvent i on,
before a cyrraihciaGaURRGHd M8 dr steeort}f" 6’@@5}3 @%&bﬁb&i YRd whérefh tRE €V ous| y

desi gnat ed ‘connection, the "previo nectlon may be tested
(e.g. ping/ ecﬁrat)and@amm@h@ai@ns ae pmgg‘ammed ék'@ﬁefﬂiqférpeff@fﬂﬁ@ @B nati on
of the curreng connection, in the event that the connection has not yet
been dlscovered by either conponent to be broken. 15 This may require at

| east one addi t i oRESC%REING adsueaigopRnRR idartiterwilh eashpblettdand n t he event
that the previouslgycdiRdotipahasls,connection is di scovered to be broken as a
result of this test, it can . then be ternminated. in favor Hg'ﬁ%gcurrent

connect i o0 whi ch FRBEMEiNgABH rereivingsamponent idgntifiers bﬁE’Weﬂé"'é'PE) rst

connection. 20 [0GRdkeddtd cdirpBRerté toandEfdadthelciierdet ermi ni ng a desi gnat ed
connection between a first co onent and a second confg e[ﬁ ﬂ_ttﬁnbodl nments
of the inventi on 3hERCFOMAPBETERINRELING hergLeikrd identifes Wilh-Pf ons

stored on conput edentiﬁact@bda@atewﬂltmhamrﬁﬁbmwmrWﬂehﬁfﬁeﬁ@bﬂae art t ype
media. [0083] The |nvent| on has .been drgt?(g %gjdtgwth re ard t nber of

25 enbodi ments. HEREFEFond |‘i°“\ﬂ°!‘?"‘%@36ﬁ8 § ofier 8% §9%9P$?’e?f‘ n the

art that 18t her vmaumammgamlidﬁmﬁe&bﬁabfmaﬁrsﬂraudb@cdﬁi&cierrmbﬁénwas departing
fromthe scope of q i nv nt| n_as deflng in t he 8’1 aDrP d hereto.
23 contr ler and the other as a responder throughout the performarice of the

process.

2. The system of claim 1, wherein the respective component identifiers
20 associated with the first and second components are substantially unique,
orderable identifiers.

3. The system of clalm 1 or claim 2, wherein the respective component identifiers
associated with the first and second components are generated by an identifier
26 generating algorithm.

4. The system of claim 3, wherein the same identifier generating algorithm is
utilized at each of the first and second components to generate the respective
identifiers for the first and second components,

30




Claims: 1. A systemfor performng a process between a first conponent
residing on a conputing device and a second conponent residing on a
conputing device, wherein the systemconprises a first application and a
second application 5 associated with the first and second conponents
respectively, and wherein the first and second applications are progranmed
to co-operate to performthe steps O . associating a respective conponent
identifier with each of the first and ggecond conponents; 10 transmtting
and receiving conmponent identifiers between each of the first and second

conponents t sat-her g TR i t he received
conponent | d%ﬁ?ﬁ%%@m %%"ﬁgﬁid éﬁ?f ?_’ﬁgﬂralnassqg%?@?%rzfn&%[mﬁaﬁﬁgt& conponent in
order to i dernifigtipngghreesdablishiaent of sennegtiensdbaidaciitate dptarrommeunigatian teont r ol | er

and the ot herthégmarérﬁﬁmem%meé&n&%p L i Plhgtdinédi@ioldpefile g€ Of the

first and second conponents as_a controller and the other as a responder
t hr oughout t IRerfgan U@ Steps offhe process. 2. The systemof claim1,

wherein thg respegfi V%@rﬁfﬁ&%\f&ﬁnén@%ﬁdeﬁi@{tﬁwé’éﬁ tAS BRCAR] Qiord t h the first
and second conponents are substantially unique, orderable identifiers. 3.

The system of clai m 1 @MPEPEMEaRd wherein the respective conponent
identifiers assopjat aftetriding #8editiadd GinflestinnGativeaROMENi eendjener at ed

by an identifier 25 generati.ng algorijth 4. The system qf. ¢l ajm 3,
wherein the sane identCiﬂmpePe'&@??@f‘Jaﬁ?mB“f@{Q&&M‘P%ﬁ?W%‘Ymm'ﬂ%ﬁ%&ﬁs@aﬁh%ach of
the first and second awnapolieeahs compisimethakebdtéms ofespective identifiers for
the first ,and second cqnponents. . 30.24 5. The system pf j r claimi4,
wherein ee@h conponent(Bi s gtﬁHB'P'é'gg\fheﬁ]eﬁﬂ'FEqioﬂéc?wcg%'}é[hgﬂit ih%t of
connections that facilitat eurert aooatctinmexisis betwebwn thetfingt 2odisecordind t he first
~and second applications are

and second appl | SoRp S AT heiRefRe FREEAHSorbft R B el e

component knows to be broken,
(iiy  if said at least one ¢connection cther than the current
15 connection does not exist, identifying the current connection
as the designated connection, and
(i) if said at least one connection other than the current
connection exists, Identifying a connection as the designated
cormection from a group that includes the current connection
20 and the at least one connection other than the current
connection.

6. The system of any one of claims 1 to 5, wherein the first and second
components reside on different computing devices.

25 A
7. The system of any one of claims 1 to 5, wherelin the first and second
components reside on the same computing device.

8. The system of any one of claims 1 to 7, wherein each of the first and second
30 components is a process executing on the computing device on which each

respective component resides.




5 a) identifying a current connection between the first and second
conponents; and b) determ ning a designated connection between the first
and second components, said step Initiated by the conponent identified as
the controller and conprising the substeps of 10 (i) determ ni ng whet her
at | east one connection other than the current connection exists between
the first and second conponents that neither the first conponent nor the
second conponent knows to be broken, (bLg) if said at |east one connection
ot her than the current 15 connection does not exist, identifying the

current connegti [ ' je LLd j, £ igd at

| east one coﬁ%et@?%?ez? hﬂ?ﬂyﬁ‘éﬁ'n&? %&ﬁ%hﬁ%%%Hgg%%ngc{aﬁgg’h%itix%%nﬁsﬁéﬁéd%nt I fying
a connect i on Gwivarsallydédqupridertifier.connecti on froma group that includes the
current connection 20 and the at | east one connection other than the

- current connection. 6. The systemof any one of claims | to 5, wherein the
first and secthiihe systaronbanysonesdiclhims h tad, Whereimthecompanem gf thefirdead 25 7.

The syst emgof | A %ﬂfbh@:'!o e L isecond
conponent rsnsr e.ssa?;gbe{d on Eﬂ'&an%@%ﬂ@g#g&%ﬁaéul evi eﬁeﬁw_lgérg%%g%%f any one of
claims 1 to 7ideniiied a5 thecerpiraliar ot e compating:step, sed wihgreithe@iionent s is a
process eXGCU&dn‘T&n@E&éE%nﬁﬁﬁﬁ%&th@%@?ﬂ&%t@@ chhpatheeRGh respective

conmponent resides. 9. The system of any one of clainms 1 to 8, wherein
each component identifier is a Universally Unique Identifier. 10. The

system of anyqQiRe 8fstéihaf 48y dnd &F himyh &5 0, Whishfin SQNGUAREEIN Beividen thd r st and
5 second cqnponent Sﬁ@\éﬂﬁ%ﬂ t he hi gher-val ued caonponent entifier therefore

i s i dent i fiPedirakand FEPnERtsds ] F?é‘sﬁwar’?%bm's'?r@ﬁ&;’gé%“%‘l@?-ei n the
other conmponent is identified as the responder at the conparing step.
12.The system of claim 5, wherein the connection identified as the designated
connection at substep iii) is a connection established before the current
connection.
15
13. The system of claim 12, wherein the connection identified as the designated
connection at substep iii} is a connection that has been previously identified as a
designated connection.

20 14, The system of any one of claims 5, 12 or 13, wherein the first and second
applications are programmed to co-operate to pesform the further steps of:
c) identifying at least one connection not determined as the designated
connection at step b), where such at least one connection exists; and
d) terminating the at least one connection identified at step c).
25
15. The system of claim 14, wherein the at least one connection identified at step
c) and terminated at step d) includes a broken conhection.

18. The system of any one of claims 5 and 12 to 15, wherein the system
30 comprises first and second connection fables maintained by the first and second
| components respectively, and wherein the first and second connection tables
store data pertaining to connections to other components from the first and




11. The system of any one of clains | to 10, wherein any connecti on between
the 10 first and second conponents is a Transm ssion Control Protocol
connection. 12. The systemof claim5, wherein the connection identified as

t he designated connection at substep iii) is a connection established
before the current connection. 15 13. The systemof claim 12, wherein the
connection identified as the designated connection at substep iii) is a

connection that has been previously ideggi fied as a designated connection.
20 14. The system of any one of clainms 5, 12 or 13, wherein the first and

second application [ r - . X further
Al R e S G el
-desi gnat ed clostrepdtsiecandatonséatipn bgbleswlengesiomting saill detetmiaing stepnnect i on
exists; and d) termnating the at | east one connection identified at step

c). 25 15. The systemof claim 14, wherein the at |east one connection
identified at1%stmethod fanperfooning agrewsa between adiyst compentatregidinositen

connect | Ong 1Gymcl g BHALANAY st BRpdHent Bkl o Ahrkfing evics, herein the

system 30 conpri'ses first and seco connect | s mal ntal ned by the

first and secwhgreindommeted campdansdiae follewing sigpspedfsmed ot eagh af thesfirstand second

connection taplfs ﬁ&éﬁrﬁpg@gﬁ: pertaining to connections to other conponents
fromthe first ang°26 second components respectively, and wherein step b)

conpri ses accessi @§serigting arcompene idestifies with 1w yasRactivhcaBnest when

performng said debRsmitihg e sdrbneAtiderfifsbNAE résplectiRR’doRfpBhéd t@thar 0cess
between a first conponent residing on a 5 conputing device and a second

conmponent Wesi di nGHShH CAMBEIRHE ENA SRS EcompoBp el Identiier TRethRdthet onpri ses t he

foll owing steps pebmpbraéf frain theé6Meftonidtfeht, r st and second conponents:
associating a corrpOﬁ?efnt identifier wth the re_’sdgecti ve conponent;

transmitting the CGHYGHRH? cPmRafisen phthe cgmpenait j[deatfiers fof edBsRsEINGt to t he

10 ot her conponentcompbdfert @6 thel dliteraoMmPoimnan tdehtlp td febdctit®corhpthent her
conponent fromthe ot he; coqp(ﬂnent X
as ohe of a controller and a responder; and
16 maintaining the respective component as the identified one of a controller

and responder throughout the parformance of the procass.

18, The method of claim 17, wherein the respective component identifiers
associated with the first and second components are substantially unique,
20 orderable identifiers.

19, The method of claim 17 or claim 18, wherein the respective component
identifiers associated with the first and second components are generated by an
identifier generating algorithm.

25 ‘
-20. . The method of claim 19, wherein the same identifier generating algorithim is
utilized at each of the first and second components to generate the respective
identifiers for the first and second components.

30 21.The method of claim 19 or claim 20, wherein each component is capable of
initiating the establishment of connections that facilitate data communication to
the other and method includes the further steps of:




perform ng a conparison of the conponent identifiers for the respective
conponent and the other conponent, to identify the respective conponent as
one of a controller and a responder; and 15 maintaining the respective
conponent as the identified one of a controller and responder throughout
the performance of the process. 18, The nethod of claim 17, wherein the
respective conponent identifiers associated with the first and second
conponents are substantially unique, 2Q,orderable identifiers. 19. The

met hod of claim 17 or claim 18, wherein"the respective conponent

by an 1 denti T er Shenddatbhy & gt sfhduRS;BetheER T AY Sl Fedifiy o o
wherei n the sane i dentdofripeneeramdat i ng algorithmis utilized at each of
the first and secqnd Cd%ﬁ’&%ﬂ'ﬁﬁ EH%%P i i jfiers for
the first and secggd corrporlle idésgﬁélheéfﬁﬁe\gﬁfgp%g 0 %ﬁg%fnanfgéggdcl ai m 20,
wher ei n each conponentcompopaniatsiaid fep initiated yttheeoroprneptidemiiied BREet  of
connectiong that facild Favigy j t t he ot her and net hod

g dohﬁ&!%rgﬁ& goﬁmgma) ] sgga?@épsg@

includes the further steps of: 2 I"den yi'ng a current connection
bet ween the first and ®ecofeterraibingovhathes;at erst e gepradiemolgr Halc¥Bgnat ed

connection between t hegjdehféonBElichasRIbetvaEP MHetiétandSRLehEEsRpdnBhfsi at ed by
t he conponent ldentified as the 5 controller and cogﬁrl supﬁg\llkhe subst eps

“of (i) deternining whehaieither the fest copeoneshrdbe 8eropt FeMPE BHE Ocur r ent
connection exists betvwaehokdie first and second conponents that neither the
first conpgnent nor the second co be broken, 10 (ii) if

) [ n’gonent knows {hg
said at | d8st one connllti BFig@hieAstqne foppgetion pihepihan the ottt o does” not
exist, ldentifying thecdhmbstRnldosd AGtERist aderdifyirightBe colfsht goraisetiorcasthect i on,
and (iii) if said at |east ?rae connect i %n ot her than the current

esignated connection, an
(i)  if said at least one connection other than the current
connection exists, identifying a connection as the designated
15 connection from a group that includes the current connection and

the at least ane connection other than the current connection.

22 The method of any one of claims 17 to 21, wherein the first and second
components raside on different computing devices.

20
23, The method of any one of claims 17 to 21, wherein the first and second
components reside an the same computing device.

24. The method of any of claims 17.to 23, wherein each of the first and second .
25 companents is a process executing on the computing device on which each
respective component resides.

25. The method of any one of claims 17 to 24, wherein the component identifier
generated for the respective component is a Universally Unique Identifier.
30 '




connection exists, identifying a connection as the designated 15 connection
froma group that includes the current connection and the at |east one
connection other than the current connection. 22. The nethod of any one of
clainms 17 to 21, wherein the first and second conponents reside on

di fferent conputing devices. 20 23. The nmethod of any one of clains 17 to
21, wherein the first and second conponents reside on the sane conputing
device. 24. The nethod of any of claims,d7.to 23, wherein each of the first
and second 25 conponents is a process executing on the conputing device on
whi ch each r cti 0 A ' - ione of
clains 17 to @lﬂ%\/\#é%gfl %P%e&?o% W‘B%Ezlrt]c?ﬁ?' Hg'%%"} t;ﬁg?eéﬁggﬁr}%?cgﬁ é}gﬁ%g@t he
respective cddgndifiedhas ihe cantorliev ettba coppddivigntep if thercomppegnt ideetifieg fardhe The

met hod of Onera?é}ecﬁx'reaéc[ﬁﬁpoan%nttig h{%ﬁ?r-\‘/!ﬁfefdethﬁh fh@%oh?é:{ﬁ)’&ﬁdel‘.ﬁﬁe?w&ﬂér i's

identified as e con er a he conparing s e conponent

i dentifier fowemdesenir espective conmponent is higher-valued than the
conponent gdentifier for the other conponent. 5 27. The nethod of one of
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connection at substep 11i) Is a connection established before the current
connection. 29. The method of claim28, wherein the connection identified
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at | east one gmnB&Rii on not determ ned as the designated connection at
step f), where such at |east one connection exists; and 20 d) term nating
the at | east one connection identified at step Q).
29. The method of claim 28, wherein the connection identified as the designated

connection at substep i) is a connection that has been previously identified as a
15 designated connection.

30. The method of any of claims 21, 28 or 29, further comprising the steps of:
c) identifying at least one connection not determined as the designated
connection at step f), where such at least one connection exists; and
20 d) terminating the at least one connection identified at step g).

31. The method of claim 30, wherein the at least ane connection identified at step
¢) and terminated at step d) includes a broken connection.

25 32. The method of any onhe of claims 21 or 28 to 31, wherein step b) comprises
accessing first and second connection tables mainfained by the first and second
components respectively when performing said determining step, wherein the first
and second connection tables stors data pertaining to connections to other
components from the first and second compenents respectively.
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33. A computer-readable medium upon which a program executable on at least
one of the first and second computing devices is stored, wherein the medium




31. The nethod of claim 30, wherein the at | east one connection identified
at step c¢) and termnated at step d) includes a broken connection. 25 32.
The net hod of any one of clainms 21 or 28 to 31, wherein step b) conprises
accessing first and second connection tables nmaintained by the first and
second conponents respectively when perform ng said determ ning step,
wherein the first and second connection tables store data pertaining to
connections to other conponents fromt first and second conponents
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