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SECURITY CONTEXT OBTAINING METHOD AND APPARATUS, AND
COMMUNICATIONSSYSTEM

TECHNICAL FIELD

[0001] The present invention relates to the communications field, and more specifically, to a

security context obtaining method and apparatus, and a communications system.

BACKGROUND

[0002] In a 5th generation (5th generation, 5G) communication scenario, because of
movement of user equipment, a network device serving the user equipment changes. In apossible
handover scenario, the user equipment is handed over from a 4th generation (4th generation, 4G)
communications system to a 5G communications system. In this handover scenario, the user
equipment is handed over from a 4G access network device to a 5G access network device, and
from a 4G core network device to a 5G core network device. The handover between the core
network devices includes handover between core network elements that provide a mobility
management service for the user equipment, in other words, handover from a mobility
management entity (mobility management entity, MME) in the 4G communications system to an
access and mobility management function (access and mobility management function, AMF) in
the 5G communications system.

[0003] In an existing scenario in which the user equipment is handed over from the 4G
communications system to the 5G communications system, in addition to an AMF (afirst AMF)
selected by an MME, the 5G communications system further includes an AMF (a second AMF)
that stores a security context of the user equipment. In this case, how the first AMF obtains the
security context of the user equipment from the second AMF becomes an urgent problem to be

resolved.
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SUMMARY

[0004] This application provides a security context obtaining method and apparatus, and a
communications system. A second registration request message sent by a first AMF to a second
AMF is integrity protected based on a native security context between user equipment and the
second AMF, so that the second AMF can validate integrity of the second registration request
message based on the native security context between the user equipment and the second AMF, to
improve a possibility that the second AMF successfully validates the second registration request
message. If the validation is successful, the first AMF can successfully obtain a security context
of the user equipment from the second AMF.

[0005] According to a first aspect, a security context obtaining method is provided. The
method includes. A first access and mobility management function AMF receives a first
registration request message sent by user equipment, where the first registration request message
carries a second registration request message, the second registration request message is integrity
protected using a first security context, the first security context is a native security context
between the user equipment and a second AMF, and the first AMF isan AMF providing an access
and mobility management service for the user equipment after the user equipment is handed over
from a 4G communications system to a 5G communications system. The first AMF sends the
second registration request message to the second AMF. The second AMF validates integrity of
the second registration request message. If the second AMF successfully validates the integrity of
the second registration request message, the second AMF sends a security context of the user
equipment to the first AMF.

[0006] According to the security context obtaining method provided in this embodiment of
this application, when the user equipment is handed over from the 4G communications system to
the 5G communications system, the security context of the user equipment is stored by the user
equipment and the second AMF before the handover. After the user equipment is handed over
from the 4G communications system to the 5G communications system, the first AMF provides
the access and mobility management servicefor the user equipment. Thefirst AMF needsto obtain

the security context of the user equipment from the second AMF. Specifically, after receiving a
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handover command, the user equipment may perform integrity protection on afourth registration
reguest message based on the natively stored security context between the user equipment and the
second AMF, generate the second registration request message, add the second registration request
message to the first registration request message, and send the first registration request message to
the first AMF. In this way, the first AMF may forward the second registration request message to
the second AMF, and the second AMF may validate the integrity of the second registration request
message. After successfully validating the integrity of the second registration request message, the
second AMF may return the security context of the user equipment to the first AMF. This can
improve a possibility that the first AMF successfully obtains the security context of the user
equipment from the second AMF.

[0007] With reference to the first aspect, in some implementations of the first aspect, the
security context of the user equipment includes: the first security context, or a second security
context obtained based on the first security context.

[0008] According to the security context obtaining method provided in this embodiment of
this application, the security context of the user equipment may be the native security context
between the user equipment and the second AMF. Alternatively, when the second AMF performs
key derivation and generates a new key, the security context of the user equipment may be the
second security context generated through key derivation based on the first security context.
[0009] With reference to the first aspect, in some implementations of the first aspect, that the
first AMF sends the second registration request message to the second AMF includes: The first
AMF sends a user equipment context transfer service invoking request to the second AMF, where
the user equipment context transfer service invoking request carries the second registration request
message.

[0010] According to the security context obtaining method provided in this embodiment of
this application, the second registration request message sent by the first AMF to the second AMF
may be carried in the user equipment context transfer service invoking request sent by the first
AMF to the second AMF.

[0011] With reference to the first aspect, in some implementations of the first aspect, that the
second AMF sends the security context of the user equipment to the first AMF includes: The
second AMF sends a first response message to the first AMF, where the first response message
carries the security context of the user equipment.
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[0012] According to the security context obtaining method provided in this embodiment of
this application, when returning the security context of the user equipment to the first AMF, the
second AMF may send the first response message carrying the security context of the user
equipment to the first AMF.

[0013] With reference to the first aspect, in some implementations of the first aspect, the
method further includes: When the first AMF receives a message indicating that the second AMF
fails to validate the integrity of the second registration request message, the first AMF continues
to use a mapped security context, or initiates initial authentication to the user equipment.

[0014] According to the security context obtaining method provided in this embodiment of
this application, when the first AMF failsto obtain the security context of the user equipment from
the second AMF, thefirst AMF may continueto use the mapped security context generated through
negotiation with the user equipment; or the first AMF may initiateinitial authentication to the user
equipment to generate a security context between the first AMF and the user equipment.

[0015] With reference to the first aspect, in some implementations of the first aspect, the
mapped security context is obtained based on a security context between a mobility management
entity MM E and the user equipment, and the MM E isanetwork element in the 4G communications
system.

[0016] In the security context obtaining method provided in this embodiment of this
application, the mapped security context is asecurity context generated by the user equipment and
the first AMF separately through derivation based on the security context between the user
equipment and the MME.

[0017] With reference to the first aspect, in some implementations of the first aspect, that the
second AMF validates the integrity of the second registration request message includes. The
second AMF validates the integrity of the second registration request message based on the native
security context between the second AMF and the user equipment.

[0018] According to a second aspect, a security context obtaining method is provided. The
method includes: A second access and mobility management function AMF receives a second
registration request message sent by afirst AMF, where the second registration request messageis
integrity protected using a first security context, the first security context is a native security
context between user equipment and the second AMF, and the first AMF is an AMF providing an
access and mobility management service for the user equipment after the user equipment is handed
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over from a 4G communications system to a 5G communications system. The second AMF
validates integrity of the second registration request message. If the second AMF successfully
validatesthe integrity of the second registration request message, the second AMF sends a security
context of the user equipment to the first AMF.

[0019] According to the security context obtaining method provided in this embodiment of
this application, when the user equipment is handed over from the 4G communications system to
the 5G communications system, the security context of the user equipment is stored by the user
equipment and the second AMF before the handover. After the user equipment is handed over
from the 4G communications system to the 5G communications system, the first AMF provides
the access and mobility management servicefor the user equipment. Thefirst AMF needsto obtain
the security context of the user equipment from the second AMF. Specifically, after receiving a
handover command, the user equipment may perform integrity protection on afourth registration
request message based on the natively stored security context between the user equipment and the
second AMF, and then generate the second registration request message. The UE adds the second
registration request message to a first registration request message sent to the first AMFE. In this
way, the first AMF may forward the second registration request message to the second AMF, and
the second AMF may validate the integrity of the second registration request message. After
successfully validating the integrity of the second registration request message, the second AMF
sends the security context of the user equipment to the first AMF. This can improve a possibility
that the first AMF successfully obtains the security context of the user equipment from the second
AMEF.

[0020] With reference to the second aspect, in some implementations of the second aspect, the
security context of the user equipment includes: the first security context, or a second security
context generated through key derivation based on the first security context.

[0021] According to the security context obtaining method provided in this embodiment of
this application, the security context of the user equipment may be the native security context
between the user equipment and the second AMF. Alternatively, when the second AMF performs
key derivation and generates a new key, the security context of the user equipment may be the
second security context generated through key derivation based on the first security context.
[0022] With reference to the second aspect, in some implementations of the second aspect, that
the second AMF receives the second registration request message sent by the first AMF includes:
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The second AMF receives a user equipment context transfer service invoking request sent by the
first AMF, where the user equipment context transfer service invoking request carries the second
registration request message.

[0023] According to the security context obtaining method provided in this embodiment of
this application, the second registration request message sent by the first AMF to the second AMF
may be carried in the user equipment context transfer service invoking request sent by the first
AMF to the second AMF.

[0024] With reference to the second aspect, in some implementations of the second aspect, that
the second AMF sends the security context of the user equipment to the first AMF includes: The
second AMF sends a first response message to the first AMF, where the first response message
carries the security context of the user equipment.

[0025] According to the security context obtaining method provided in this embodiment of
this application, when returning the security context of the user equipment to the first AMF, the
second AMF may send the first response message carrying the security context of the user
equipment to the first AMF.

[0026] With reference to the second aspect, in some implementations of the second aspect, that
the second AMF validates the integrity of the second registration request message includes: The
second AMF validates the integrity of the second registration request message based on the first
security context.

[0027] According to a third aspect, a security context obtaining method is provided. The
method includes: User equipment determines a second registration request message, and performs
integrity protection on the second registration request message, where the second registration
request message is integrity protected using a first security context, and the first security context
is a native security context between the user equipment and a second access and mobility
management function AMF. The user equipment sends a first registration request message to a
first access and mobility management function AMF, where the first registration request message
carries the second registration request message, and the first AMF is an AMF providing an access
and mobility management service for the user equipment after the user equipment is handed over
from a4G communications system to a 5G communications system.

[0028] According to the security context obtaining method provided in this embodiment of
this application, when the user equipment is handed over from the 4G communications system to
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the 5G communications system, a security context of the user equipment is stored by the user
equipment and the second AMF before the handover. After the user equipment is handed over
from the 4G communications system to the 5G communications system, the first AMF provides
the access and mobility management servicefor the user equipment. Thefirst AMF needsto obtain
the security context of the user equipment from the second AMF. Specifically, after receiving a
handover command, the user equipment may perform integrity protection on afourth registration
request message based on the natively stored security context between the user equipment and the
second AMF, and then generate the second registration request message. The UE adds the second
registration request message to the first registration request message sent to the first AMF. In this
way, the first AMF may forward the second registration request message to the second AMF, and
the second AMF may validate integrity of the second registration request message. After
successfully validating the integrity of the second registration request message, the second AMF
may return the security context of the user equipment to the first AMF. This can improve a
possibility that the first AMF successfully obtains the security context of the user equipment from
the second AMF.

[0029] With reference to the third aspect, in some implementations of the third aspect, the
method further includes: if anon-access stratum security mode command NAS SM C message sent
by the first AMF is received, validating integrity of the NAS SMC; and if the validation is
successful, sending a non-access stratum security mode compl ete message to the first AMF.
[0030] According to the security context obtaining method provided in this embodiment of
this application, if the user equipment receives the NAS SMC message sent by the first AMF, and
the user equipment successfully validates the NAS SMC message, the user equipment sends the
non-access stratum security mode compl ete message to the first AMF.

[0031] According to a fourth aspect, a security context obtaining method is provided. The
method includes. A first access and mobility management function AMF receives a first
registration request message sent by user equipment, where the first registration request message
carries a second registration request message, the second registration request message is integrity
protected using a first security context, the first security context is a native security context
between the user equipment and a second AMF, and the first AMF isan AMF providing an access
and mobility management service for the user equipment after the user equipment is handed over
from a 4G communications system to a 5G communications system. The first AMF sends the
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second registration request message to the second AMF. If the second AMF successfully validates
integrity of the second registration request message, the first AMF receives a security context of
the user equipment that is sent by the second AMF.

[0032] According to the security context obtaining method provided in this embodiment of
this application, when the user equipment is handed over from the 4G communications system to
the 5G communications system, the security context of the user equipment is stored by the user
equipment and the second AMF before the handover. After the user equipment is handed over
from the 4G communications system to the 5G communications system, the first AMF provides
the access and mobility management servicefor the user equipment. Thefirst AMF needsto obtain
the security context of the user equipment from the second AMF. Specifically, after receiving a
handover command, the user equipment may perform integrity protection on afourth registration
request message based on the natively stored security context between the user equipment and the
second AMF, and then generate the second registration request message. The UE adds the second
registration request message to the first registration request message sent to the first AMF. In this
way, the first AMF may forward the second registration request message to the second AMF, and
the second AMF may validate the integrity of the second registration request message. After
successfully validating the integrity of the second registration request message, the second AMF
may return the security context of the user equipment to the first AMF. This can improve a
possibility that the first AMF successfully obtains the security context of the user equipment from
the second AMF.

[0033] With reference to the fourth aspect, in some implementations of the fourth aspect, the
security context of the user equipment includes: the first security context, or a second security
context generated through key derivation based on the first security context.

[0034] According to the security context obtaining method provided in this embodiment of
this application, the security context of the user equipment may be the native security context
between the user equipment and the second AMF. Alternatively, when the second AMF performs
key derivation and generates a new key, the security context of the user equipment may be the
second security context generated through key derivation based on the first security context.
[0035] With reference to the fourth aspect, in some implementations of the fourth aspect, that
the first AMF sends the second registration request message to the second AMF includes: Thefirst
AMF sends a user equipment context transfer service invoking request to the second AMF, where
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the user equipment context transfer service invoking request carries the second registration request
message.

[0036] According to the security context obtaining method provided in this embodiment of
this application, the second registration request message sent by the first AMF to the second AMF
may be carried in the user equipment context transfer service invoking request sent by the first
AMF to the second AMF.

[0037] With reference to the fourth aspect, in some implementations of the fourth aspect, that
the first AMF receives the security context of the user equipment that is sent by the second AMF
includes: Thefirst AMF receives afirst response message sent by the second AMF, where thefirst
response message carries the security context of the user equipment.

[0038] According to the security context obtaining method provided in this embodiment of
this application, when returning the security context of the user equipment to the first AMF, the
second AMF may send the first response message carrying the security context of the user
equipment to the first AMF.

[0039] With reference to the fourth aspect, in some implementations of the fourth aspect, the
method further includes: When the first AMF receives a message indicating that the second AMF
fails to validate the integrity of the second registration request message, the first AMF continues
to use a mapped security context, or initiates initial authentication to the user equipment.

[0040] According to the security context obtaining method provided in this embodiment of
this application, when the first AMF failsto obtain the security context of the user equipment from
the second AMF, thefirst AMF may continueto use the mapped security context generated through
negotiation with the user equipment; or the first AMF may initiateinitial authentication to the user
equipment to generate a security context between the first AMF and the user equipment.

[0041] With reference to the fourth aspect, in some implementations of the fourth aspect, the
mapped security context is obtained based on a security context between a mobility management
entity MM E and the user equipment, and the MM E isanetwork element in the 4G communications
system.

[0042] In the security context obtaining method provided in this embodiment of this
application, the mapped security context is asecurity context generated by the user equipment and
the first AMF separately through derivation based on the security context between the user
equipment and the MME.
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[0043] According to a fifth aspect, a security context obtaining method is provided. The
method includes: A first access and mobility management function AMF sends a user equipment
context transfer service invoking request to a second AMF, where the user equipment context
transfer service invoking request is used to obtain a security context of user equipment, the user
equipment context transfer service invoking request carries indication information, the indication
information is used to indicate that the user equipment is validated, and the first AMF isan AMF
providing an access and mobility management service for the user equipment after the user
equipment is handed over from a 4G communications system to a 5G communications system.
The first AMF receives a second response message sent by the second AMF, where the second
response message carries the security context of the user equipment.

[0044] According to the security context obtaining method provided in this embodiment of
thisapplication, the user equipment context transfer service invoking request sent by thefirst AMF
to the second AMF carries the indication information indicating that the UE is validated. This can
avoid that the second AMF failsto verify the UE and does not send the security context of the UE
to the first AMF, and improve a possibility that the first AMF successfully obtains the security
context of the user equipment from the second AMF.

[0045] With reference to the fifth aspect, in some implementations of the fifth aspect, that the
indication information is used to indicate that the user equipment is validated includes. The
indication information is used to indicate that integrity of a registration request message is
successfully validated, where the registration request message is received by the first AMF from
the user equipment.

[0046] According to the security context obtaining method provided in this embodiment of
this application, the indication information, sent by the first AMF to the second AMF, indicating
that the UE is validated may be used by the first AMF to notify the second AMF that the integrity
of the registration request message sent by the UE is successfully validated. This provides a
flexible optional solution for indicating that the UE is validated.

[0047] With reference to the fifth aspect, in some implementations of the fifth aspect, before
the first AMF sends the user equipment context transfer service invoking request to the second
AMPF, the method further includes: The first AMF successfully validates integrity protection for
the registration request message, where the registration request message is received by the first
AMF from the user equipment; and/or the first AMF determines that the registration request
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message is a registration request message sent by the user equipment after the user equipment is
handed over from the 4G communications system to the 5G communi cations system.

[0048] According to the security context obtaining method provided in this embodiment of
this application, the first AMF determines, based on aresult indicating that the registration request
message is successfully validated and/or based on that the received registration request messageis
the registration request message sent by the user equipment after the user equipment is handed
over from the 4G communications system to the 5G communications system, that the user
equipment context transfer service invoking request may be sent to the second AMF.

[0049] With reference to the fifth aspect, in some implementations of the fifth aspect, the user
equipment context transfer service invoking request carries an identity of the user equipment.
[0050] According to the security context obtaining method provided in this embodiment of
this application, to enable the second AMF to learn that the first AMF needs to obtain a security
context of user equipment, the first AMF adds an identity of the user equipment to the context
transfer service invoking request.

[0051] With reference to the fifth aspect, in some implementations of the fifth aspect, the user
equipment context transfer service invoking request carries an uplink non-access stratum count
UL NAS COUNT of the user equipment.

[0052] According to the security context obtaining method provided in this embodiment of
this application, to enable the second AMF to learn of the UL NAS COUNT, the first AMF may
add the UL NAS COUNT to the context transfer service invoking request.

[0053] With reference to the fifth aspect, in some implementations of the fifth aspect, that the
user equipment context transfer service invoking request carries the UL NAS COUNT includes:
The user equipment context transfer service invoking request carries a plaintext registration
request message, where the plaintext registration request message includes the UL NAS COUNT,
and the registration request message is received by the first AMF from the user equipment.

[0054] According to the security context obtaining method provided in this embodiment of
this application, that the user equipment context transfer service invoking request carries the UL
NAS COUNT may be implemented by carrying the plaintext registration request message in the
user equipment context transfer service invoking request, where the plaintext registration request
message includes the UL NAS COUNT. This provides a flexible optional solution for the first
AMF to send the UL NAS COUNT to the second AMF.
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[0055] According to a sixth aspect, a security context obtaining method is provided. The
method includes. A second access and mobility management function AMF receives a user
equipment context transfer service invoking request sent by afirst AMF, where the user equipment
context transfer service invoking request is used to obtain a security context of user equipment,
the user equipment context transfer service invoking request carries indication information, the
indication information is used to indicate that the user equipment is validated, and the first AMF
iIsan AMF providing an access and mobility management service for the user equipment after the
user equipment ishanded over from a4G communications system to a5G communications system.
The second AMF sends a second response message to the first AMF, where the second response
message carries the security context of the user equipment.

[0056] According to the security context obtaining method provided in this embodiment of
thisapplication, the user equipment context transfer service invoking request sent by thefirst AMF
and received by the second AMF carries the indication information indicating that the UE is
validated. Based on the indication information, the second AMF does not need to verify the UE.
This can avoid that the second AMF fails to verify the UE and does not send the security context
of the UE to the first AMF, and improve a possibility that the first AMF successfully obtains the
security context of the user equipment from the second AMF.

[0057] With reference to the sixth aspect, in some implementations of the sixth aspect, that the
indication information is used to indicate that the user equipment is validated includes. The
indication information is used to indicate that integrity of a registration request message is
successfully validated, where the registration request message is received by the first AMF from
the user equipment.

[0058] According to the security context obtaining method provided in this embodiment of
thisapplication, theindication information, sent by thefirst AMF and received by the second AMF,
indicating that the UE is validated may be used by the first AMF to notify the second AMF that
the integrity of the registration request message sent by the UE is successfully validated. This
provides aflexible optional solution for indicating that the UE is validated.

[0059] With reference to the sixth aspect, in some implementations of the sixth aspect, the user
equipment context transfer service invoking request carries an identity of the user equipment.
[0060] According to the security context obtaining method provided in this embodiment of
this application, based on the identity of the user equipment that is carried in the context transfer
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service invoking request, the second AMF may determine that the first AMF needs to obtain the
security context of the user equipment.

[0061] With reference to the sixth aspect, in some implementations of the sixth aspect, the user
equipment context transfer service invoking request carries an uplink non-access stratum count
UL NAS COUNT of the user equipment.

[0062] According to the security context obtaining method provided in this embodiment of
this application, the second AMF may learn of the UL NAS COUNT based on the UL NAS
COUNT carried in the context transfer service invoking request.

[0063] With reference to the sixth aspect, in some implementations of the sixth aspect, that the
user equipment context transfer service invoking request carries the UL NAS COUNT includes:
The user equipment context transfer service invoking request carries a plaintext registration
request message, where the plaintext registration request message includes the UL NAS COUNT,
and the registration request message is received by the first AMF from the user equipment.

[0064] According to the security context obtaining method provided in this embodiment of
this application, that the user equipment context transfer service invoking request carries the UL
NAS COUNT may be implemented by carrying the plaintext registration request message in the
user equipment context transfer service invoking request, where the plaintext registration request
message includes the UL NAS COUNT. This provides a flexible optional solution for the first
AMF to send the UL NAS COUNT to the second AMF.

[0065] With reference to the sixth aspect, in some implementations of the sixth aspect, the
method further includes: The second AMF performskey derivation based onthe UL NAS COUNT.
[0066] According to the security context obtaining method provided in this embodiment of
this application, the second AMF may perform key derivation based on the received UL NAS
COUNT.

[0067] According to a seventh aspect, a communications system is provided. The
communications system includes the first AMF and the second AMF that may be configured to
perform operations performed by the first AMF and the second AMF in any one of thefirst aspect
or the possible implementations of the first aspect. Specifically, the communications apparatus
may include a corresponding component (means) configured to perform the steps or functions
described in any one of thefirst aspect or the possible implementations of the first aspect, and the
component may be the first AMF and the second AMF in the first aspect, or chips or functional
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modules inside the first AMF and the second AMF in the first aspect. The steps or functions may
be implemented by software, hardware, or a combination of hardware and software.

[0068] According to an eighth aspect, a security context obtaining apparatus is provided. The
apparatus may be configured to perform an operation performed by the first AMF in any one of
the fifth aspect, the fourth aspect, the possible implementations of the fifth aspect, or the possible
implementations of the fourth aspect. Specifically, the security context obtaining apparatus may
include a corresponding component (means) configured to perform the steps or functions described
in any one of the fifth aspect, the fourth aspect, the possible implementations of the first aspect, or
the possible implementations of the fourth aspect, and the component may be the first AMF in the
fourth and fifth aspects, or a chip or a functional module inside the first AMF in the fourth and
fifth aspects. The steps or functions may be implemented by software, hardware, or acombination
of hardware and software.

[0069] According to a ninth aspect, a security context obtaining apparatus is provided. The
apparatus may be configured to perform an operation performed by the second AMF in any one of
the second aspect, the sixth aspect, the possible implementations of the second aspect, or the
possible implementations of the sixth aspect. Specifically, the security context obtai ning apparatus
may include a corresponding component (means) configured to perform the steps or functions
described in any one of the second aspect, the sixth aspect, the possible implementations of the
second aspect, or the possible implementations of the sixth aspect, and the component may be the
second AMF in the second and sixth aspects, or a chip or afunctional module in the second AMF
in the second and sixth aspects. The steps or functions may be implemented by software, hardware,
or acombination of hardware and software.

[0070] According to a tenth aspect, a security context obtaining apparatus is provided. The
apparatus may be configured to perform an operation performed by the user equipment in the third
aspect. Specifically, the security context obtaining apparatus may include a corresponding
component (means) configured to perform the steps or functions described in the third aspect, and
the component may be the user equipment in the third aspect, or a chip or afunctional modulein
the user equipment in the third aspect. The steps or functions may be implemented by software,
hardware, or a combination of hardware and software.

[0071] According to an eleventh aspect, a communications device is provided, including a
processor, atransceiver, and a memory. The memory is configured to store a computer program.
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The transcelver is configured to perform sending and receiving steps in the security context
obtaining apparatus method in any possible implementation in the first to the fifth aspects. The
processor is configured to invoke the computer program from the memory and run the computer
program, to enable the communications device to perform the security context obtai ning apparatus
method in any possible implementation in the first to the sixth aspects.

[0072] Optionally, there are one or more processors and one or more memories.

[0073] Optionally, the memory may be integrated with the processor, or the memory and the
processor may be separately disposed.

[0074] Optionally, the transceiver includes atransmitter (transmitter) and areceiver (receiver).
[0075] According to atwelfth aspect, a system is provided. The system includes the security
context obtaining apparatuses provided in the eighth aspect and the ninth aspect.

[0076] According to a thirteenth aspect, a computer program product is provided. The
computer program product includes a computer program (which may also be referred to as code
or aninstruction). When the computer program isrun, acomputer is enabled to perform the method
in any possible implementation in the first to the sixth aspects.

[0077] According to a fourteenth aspect, a computer-readable medium is provided. The
computer-readable medium stores a computer program (which may aso be referred to as code or
an instruction). When the computer program is run on a computer, the computer is enabled to
perform the method in any possible implementation in the first to the sixth aspects.

[0078] According to a fifteenth aspect, a chip system is provided, including a memory and a
processor. The memory is configured to store a computer program. The processor is configured to
invoke the computer program from the memory and run the computer program, so that a
communications device on which the chip system isinstalled performs the method in any possible

implementation in the first to the sixth aspects.

BRIEF DESCRIPTION OF DRAWINGS

[0079] FIG. 1isanetwork architecture applicable to embodiments of this application;
[0080] FIG. 2 isaschematic flowchart of handover between communications systems;
[0081] FIG. 3 is aschematic diagram of a security context obtaining method according to an

embodiment of this application;
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[0082] FIG. 4 is aschematic diagram of another security context obtaining method according
to an embodiment of this application;

[0083] FIG. 5 is a schematic diagram of a security context obtaining apparatus 50 according
to an embodiment of this application;

[0084] FIG. 6 is a schematic structural diagram of user equipment 60 according to an
embodiment of this application;

[0085] FIG. 7 is aschematic diagram of a security context obtaining apparatus 70 according
to an embodiment of this application;

[0086] FIG. 8 isaschematic structural diagram of afirst AMF 80 according to an embodiment
of this application;

[0087] FIG. 9 is a schematic diagram of a security context obtaining apparatus 90 according
to an embodiment of this application; and

[0088] FIG. 10 is a schematic structural diagram of a second AMF 100 according to an
embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0089] The following describes technical solutions of this application with reference to
accompanying drawings.

[0090] The technical solutions of the embodiments of this application may be applied to
various communications systems, such as a globa system for mobile communications (global
system for mobile communications, GSM), a code division multiple access (code division multiple
access, CDMA) system, a wideband code division multiple access (wideband code division
multiple access, WCDMA) system, a general packet radio service (general packet radio service,
GPRS) system, a long term evolution (long term evolution, LTE) system, an LTE frequency
division duplex (frequency division duplex, FDD) system, an LTE time division duplex (time
division duplex, TDD) system, a universal mobile telecommunications system (universal mobile
telecommunication system, UMTS), a worldwide interoperability for microwave access
(worldwide interoperability for microwave access, WiMAX) communications system, a future 5th
generation (5th generation, 5G) system, or anew radio (new radio, NR) system.

[0091] FIG. 1 isanetwork architecture applicable to the embodiments of this application. As
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shown in FIG. 1, the following separatel y describes components in the network architecture.
[0092] 1. User equipment (user equipment, UE) 110 may include various handheld devices,
vehiclemounted devices, wearable devices, and computing devices that have a wireless
communication function, or other processing devices connected to a wireless modem, and various
forms of terminals, mobile stations (mobile station, MS), terminals (terminal), soft clients, and the
like. For example, the user equipment 110 may be awater meter, an electricity meter, or a sensor.
[0093] 2. A (radio) access network (radio access network, (R)AN) element 120 is configured
to provide anetwork access function for authorized user equipmentsin a specific area, and can use
transmission tunnels with different quality based on levels, service requirements, and the like of
the user equipments.

[0094] The (R)AN element can manage radio resources and provide an access service for user
equipment, to forward a control signal and user equipment data between the user equipment and a
core network. The (R)AN element may also be understood as a base station in a conventional
network.

[0095] 3. A user plane network element 130 is used for packet routing and forwarding, quality
of service (quality of service, Q0S) processing of user plane data, and the like.

[0096] In a 5G communications system, the user plane network element may be a user plane
function (user plane function, UPF) network element. In afuture communications system, the user
plane network element may still be a UPF network element, or may have another name. Thisis
not limited in this application.

[0097] 4. A datanetwork element 140 is configured to provide anetwork for datatransmission.
[0098] In the 5G communications system, the data network element may be a data network
(datanetwork, DN) element. In the future communications system, the data network element may
still be aDN element, or may have another name. Thisis not limited in this application.

[0099] 5. An access and mobility management network element 150 is mainly configured to
perform mobility management, access management, and the like. The access and mobility
management network element 150 may be configured to implement functions, for example, lawful
interception and access authorization/authentication, other than session management in functions
of amobility management entity (mobility management entity, MME).

[00100] In the 5G communications system, the access and mobility management network
element may be an access and mobility management function (access and mobility management
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function, AMF). In the future communications system, the access and mobility management
device may still be an AMF, or may have another name. Thisis not limited in this application.
[00101] 6. A session management network element 160 is mainly configured to manage a
session, assign and manage an internet protocol (internet protocol, 1P) address of user equipment,
select an endpoint that can manage auser planefunction interface and apolicy control and charging
function interface, notify downlink data, and the like.

[00102]  Inthe 5G communications system, the session management network element may be a
session management function (session management function, SMF) network element. In the future
communications system, the session management network element may still be an SMF network
element, or may have another name. Thisis not limited in this application.

[00103] 7. A policy control network element 170 is configured to guide a unified policy
framework of network behavior, and provide policy rule information for a control plane function
network element (such as the AMF or the SMF network element), and the like.

[00104] In a4G communications system, the policy control network element may be a policy
and charging rules function (policy and charging rules function, PCRF) network element. In the
5G communications system, the policy control network element may be a policy control function
(policy control function, PCF) network element. In the future communications system, the policy
control network element may still be a PCF network element, or may have another name. Thisis
not limited in this application.

[00105] 8. An authentication server 180 is configured to authenticate a service, generate a key
to implement two-way authentication for user equipment, and support a unified authentication
framework.

[00106] Inthe 5G communications system, the authentication server may be an authentication
server function (authentication server function, AUSF) network element. In the future
communications system, the authentication server function network element may still bean AUSF
network element, or may have another name. Thisis not limited in this application.

[00107] 9. A data management network element 190 is configured to process a user equipment
identity, perform access authentication, registration, and mobility management, and the like.
[00108] In the 5G communications system, the data management network element may be a
unified data management (unified data management, UDM) network element. In the 4G
communications system, the data management network element may be a home subscriber server
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(home subscriber server, HSS) network element. In the future communications system, the unified
data management may still be a UDM network element, or may have another name. This is not
limited in this application.

[00109] 10. An application network element 1100 is configured to perform application-affected
data routing, access a network exposure function network element, interact with a policy
framework to perform policy control, and the like.

[00110] In the 5G communications system, the application network element may be an
application function (application function, AF) network element. In the future communications
system, the application network element may still be an AF network element, or may have another
name. Thisis not limited in this application.

[00111] 11. A network storage network element is configured to maintain real-time information
of all network function servicesin a network.

[00112] In the 5G communications system, the network storage network element may be a
network repository function (network repository function, NRF) network element. In the future
communications system, the network storage network element may still be an NRF network
element, or may have another name. Thisis not limited in this application.

[00113] It may be understood that the foregoing network elements or functions may be network
elements in a hardware device, software functions running on dedicated hardware, or virtualized
functions instantiated on a platform (for example, a cloud platform). For ease of description, this
application is described below by using an example in which the access and mobility management
device is the AMF, the data management network element is the UDM network element, the
session management network element is the SMF network element, and the user plane network
element is the UPF network el ement.

[00114] For ease of description, in the embodiments of this application, a session establishment
method is described by using an example in which an apparatusisan AMF entity or aUDM entity.
For an implementation method in which the apparatus is a chip in an AMF entity or achipina
UDM entity, refer to specific descriptions about the session establishment method in which the
apparatus is the AMF entity or the UDM entity. Details are not repeated.

[00115] In the network architecture shown in FIG. 1, the user equipment is connected to the
AMF through an N1 interface, the (R)AN is connected to the AMF through an N2 interface, and
the (R)AN is connected to the UPF through an N3 interface. UPFs are connected to each other
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through an N9 interface, and the UPF isinterconnected to a DN through an N6 interface. The SMF
controls the UPF through an N4 interface. The AMF is connected to the SMF through an N11
interface. The AMF obtains subscription data of the user equipment from a UDM unit through an
N8 interface. The SMF obtains the subscription data of the user equipment from the UDM unit
through an N10 interface.

[00116] It should be understood that the foregoing network architecture applied to the
embodiments of this application is merely an example, and a network architecture applicable to
the embodiments of this application is not limited thereto. Any network architecture that can
implement functions of the foregoing network elements is applicable to the embodiments of this
application.

[00117] For example, in some network architectures, network function network elements and
entities such as the AMF, the SMF network element, the PCF network element, a BSF network
element, and the UDM network element are al referred to as network function (network function,
NF) network elements. Alternatively, in some other network architectures, a set of network
elements such as the AMF, the SMF network element, the PCF network element, a BSF network
element, and the UDM network element may be referred to as a control plane function network
element.

[00118] The user equipment in the embodiments of this application may be an access terminal,
asubscriber unit, a subscriber station, a mobile station, a mobile console, arelay station, aremote
station, a remote terminal, a mobile device, a user terminal (user terminal), terminal equipment
(terminal equipment), aterminal (terminal), awireless communications device, auser agent, auser
apparatus, or the like. The user equipment may alternatively be acellular phone, a cordless phone,
asession initiation protocol (session initiation protocol, SIP) phone, awirelesslocal 1oop (wireless
local loop, WLL) station, a personal digital assistant (personal digital assistant, PDA), a handheld
device having awireless communication function, acomputing device, another processing device
connected to a wireless modem, a vehicle-mounted device, a wearable device, user equipment in
afuture 5G network, user equipment in afuture evolved public land mobile network (public land
mobile network, PLMN), or the like. Thisis not limited in the embodiments of this application.
[00119] A network device in the embodiments of this application may be any device that has a
wireless transceiver function and that is configured to communicate with the user equipment. The
device includes but is not limited to an evolved NodeB (evolved Node B, eNB), a radio network

20



10

15

20

25

30

controller (radio network controller, RNC), aNodeB (Node B, NB), abase station controller (base
station controller, BSC), a base transceiver station (base transceiver station, BTS), a home base
station (for example, ahome evolved NodeB, or ahome Node B, HNB), abaseband unit (baseBand
unit, BBU), an access point (access point, AP) inawirelessfidelity (wirelessfidelity, WIFI) system,
awireless relay node, a wireless backhaul node, a transmission point (transmission point, TP), a
transmi ssion and reception point (transmission and reception point, TRP), or thelike. Alternatively,
thedevice may beagNB or atransmission point (TRPor TP) in a5G system such asan NR system,
may be one antenna panel or agroup (including aplurality of antenna panels) of antenna panels of
a base station in a 5G system, or may be a network node, such as a baseband unit (BBU) or a
distributed unit (distributed unit, DU), that constitutes agNB or atransmission point.

[00120] In some deployments, the gNB may include a centralized unit (centralized unit, CU)
and the DU. The gNB may further include an active antenna unit (active antenna unit, AAU). The
CU implements some functions of the gNB, and the DU implements some functions of the gNB.
For example, the CU is responsible for processing a non-real-time protocol and service, and
implements functions of aradio resource control (radio resource control, RRC) layer and a packet
data convergence protocol (packet data convergence protocol, PDCP) layer. The DU isresponsible
for processing a physical layer protocol and a real-time service, and implements functions of a
radio link control (radio link control, RLC) layer, a media access control (media access control,
MAC) layer, and a physical (physical, PHY) layer. The AAU implements some physical layer
processing functions, radio frequency processing, and a function related to an active antenna.
Information at the RRC layer is eventually converted into information at the PHY layer, or is
converted from information at the PHY layer. Therefore, in thisarchitecture, higher layer signaling
such as RRC layer signaling may aso be considered as being sent by the DU or sent by the DU
and the AAU. It may be understood that the network device may be adevice including one or more
of a CU node, aDU node, and an AAU node. In addition, the CU may be a network device in an
access network (radio access network, RAN), or may be a network device in a core network (core
network, CN). Thisisnot limited in this application.

[00121] In the embodiments of this application, the user equipment or the network device
includes a hardware layer, an operating system layer running above the hardware layer, and an
application layer running above the operating system layer. The hardware layer includes hardware
such as a central processing unit (central processing unit, CPU), a memory management unit
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(memory management unit, MMU), and a memory (also referred to as a main memory). The
operating system may be any one or more types of computer operating systems that implement
service processing by using a process (process), for example, a Linux operating system, a Unix
operating system, an Android operating system, an iOS operating system, or aWindows operating
system. The application layer includes applications such as a browser, an address book, word
processing software, and instant communications software. In addition, a specific structure of an
entity for performing a method provided in the embodiments of this application is not particularly
limited in the embodiments of this application, provided that a program recording code of the
method provided in the embodiments of this application can be run to perform communication
according to the method provided in the embodiments of this application. For example, the entity
for performing the method provided in the embodiments of this application may be the user
equipment or the network device, or may be a functiona module capable of invoking and
executing the program in the user equipment or the network device.

[00122] Inaddition, aspects or features of this application may be implemented as a method, an
apparatus or a product that uses standard programming and/or engineering technologies. Theterm
"product” used in this application covers a computer program that can be accessed from any
computer-readable component, carrier or medium. For example, the computer-readable medium
may include but isnot limited to: amagnetic storage component (for example, ahard disk, afloppy
disk or a magnetic tape), an optical disc (for example, a compact disc (compact disc, CD) or a
digital versatile disc (digital versatile disc, DVD)), a smart card, and a flash memory component
(for example, an erasable programmable read-only memory (erasable programmable read-only
memory, EPROM), a card, astick, or akey drive). In addition, various storage media described in
this specification may indicate one or more devices and/or other machine-readable media that are
configured to store information. The term "machine-readable storage media’ may include but is
not limited to a radio channel, and various other media that can store, contain, and/or carry an
instruction and/or data.

[00123] The embodiments of this application mainly relate to the mobility management entity
MME when the network architecture shown in FIG. 1isa4G network architecture, and the access
and mobility management function AMF and the UE when the network architecture shownin FIG.
1isa5G network architecture. For the AMF, this application relates to afirst AMF and a second
AMF. Specificaly, the first AMF in this application is an AMF that is selected, from the 5G
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communications system in a process in which the user equipment is handed over from the 4G
communications system to the 5G communications system, for the UE by an MME in the 4G
communications system to provide a core network service for the UE. The second AMF in this
application is an AMF, other than the first AMF in the 5G communications system in the process
in which the user equipment is handed over from the 4G communications system to the 5G
communications system, that stores a security context of the UE.

[00124] It should be understood that "first" and "second" in this application are merely used for
differentiation, and should not be construed as any limitation on this application. For example, the
first AMF and the second AMF are merely used to differentiate between different AMFs.

[00125] To facilitate understanding of a security context obtaining method provided in the
embodiments of this application, the following briefly describes, with reference to FIG. 2, a
process in which user equipment is handed over from a 4G communications system to a 5G
communications system. FIG. 2 is a schematic flowchart of handover between communications
systems. The schematic flowchart includes the UE, an MME, afirst AMF, and a second AMF.
[00126] The handover between the communications systems includes the following steps.
[00127] S210: The MME sends a forward relocation request (forward relocation request)
message to the first AMF.

[00128] Specifically, the MME in the 4G communications system learns that the user equipment
is handed over from the 4G communications system to the 5G communi cations system, and needs
to select, for the UE, thefirst AMF from the 5G communications system to continue to provide an
access and mobility management service for the UE. When the UE accesses the 4G
communications system, the UE and the MME obtain a same key Kasve. When the UE is handed
over from the 4G communications system to the 5G communi cations system, the MME selectsthe
first AMF and sends the Kasve and a next hop parameter (next hop parameter, NH) to the first
AMPF. In other words, the forward rel ocation request message carries parameters such asthe Kasve
and the NH.

[00129] In this embodiment of this application, how the MME learns of handover between
systemsis not limited. For details, refer to specifications for a procedure of handover from the 4G
communications system to the 5G communications system in an existing protocol. For example, a
base station in the 4G communications system may send a handover request to the MME, so that
the MME learns that the user equipment needs to be handed over from the 4G communications
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system to the 5G communications system.

[00130] Inaddition, inthisembodiment of this application, how the MME selectsthe first AMF
is not limited. For details, refer to specifications in the existing protocol. For example, the MME
stores at |east one AMF configured by an operator. When the MME learns that the user equipment
needs to be handed over from the 4G communications system to the 5G communications system,
the MME selects the first AMF from the at least oneAMF.

[00131] S220: Thefirst AMF determines a mapped (mapped) security context.

[00132] Specifically, thefirst AMF derivesthe mapped security context based on the parameters,
such as the Kasve and the NH, carried in the received relocation request message. The mapped
security context isincluded in amapped context of the UE. It should be understood that the mapped
context in this application is a security context of the UE that is derived by the first AMF and the
UE separately based on a context generated through negotiation between the UE and the MME in
the 4G communi cations system. For how to derive the security context of the UE based on the 4G
context, refer to specifications in the existing protocol, and this process is not limited in this
application. The mapped security context is obtained by thefirst AMF and the UE separately based
on a security context between the MME and the user equipment. In addition, in this application,
the context negotiated between the UE and the MME in the 4G communications system includes
the security context between the UE and the MME, and may also be referred to as a4G context of
the UE for differentiation. Likewise, in this application, before the UE is handed over from the 4G
communications system to the 5G communications system, the security context of the UE that is
stored in the UE and the second AMF is acontext negotiated between the UE and the second AMF
in the 5G communications system, includes a security context between the UE and the second
AMF, and may aso bereferred to as a 5G context of the UE for differentiation.

[00133] For easeof description, inthefollowing, the security context obtained by thefirst AMF
and the UE separately through derivation based on the security context between the MME and the
user equipment is referred to as the mapped security context, and the security context between the
second AMF and the UE isreferred to as a native (native) security context.

[00134] It should be further understood that this embodiment of this application mainly relates
to sending the security context of the UE by the second AMF to thefirst AMF. The security context
of the UE isapart of acontext of the UE, and may be transferred along with the context of the UE.
Therefore, for ease of description, in this embodiment of this application, sending the security
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context of the UE by the second AMF to the first AMF may be described as sending the context
of the UE or sending the security context of the UE. Thisis merely used for ease of description,
and does not constitute any limitation on the protection scope of the embodiments of this
application.

[00135] That the first AMF derives the mapped security context of the UE based on the
parameters, such as the Kaswe and the NH, carried in the received relocation request message
includes that the first AMF derives akey Kamr: based on the Kasve and the NH.

[00136] For example, after receiving the Kasve and the NH, the first AMF may calculate the
key Kamr1 by using apreset derivation formula. The derivation formulais: Kamrr = HMAC — SHA
— 256 (Key, FC||PO||ILO), where FC = 0x76, PO = NH value, LO = length of the NH value (i.e. 0x00
0x20), and KEY = Kasue. The first AMF calculates an integrity protection key Knasintt and a
confidentiality protection key Knasenc1 based on the key K amr1 and a security algorithm negotiated
with the UE, where Kamr1, Knasintz, and Knasenc: are included in the security context of the UE.
Kamri, Knasintz, and Knasenct are derived based on Kaswe and the NH, and Kasve and the NH are
the security context between the UE and the MME. Therefore, Kamr1, Knasintt, and Knasenc: are
referred to as the mapped security context of the UE.

[00137] S230: Thefirst AMF sendsaforward rel ocation response (forward rel ocation response)
message to the MME.

[00138] Specificaly, after determining the mapped security context, the first AMF sends the
forward relocation response message to the MME. The forward relocation response message is
used to notify the MME that the first AMF may be used as an AMF providing the access and
mobility management service for the UE in the 5G communi cations system when the UE is handed
over from the 4G communications system to the 5G communi cations system.

[00139] S240: The MME sends ahandover command (handover command) message to the UE.
[00140] After receiving the forward reallocation response message sent by the first AMF, the
MME learns that the first AMF can provide the access and mobility management service for the
UE. Inthis case, the MME sends the handover command message to the UE, so that the UE learns
that the UE can be handed over from the 4G communications system to the 5G communications
system.

[00141] S250: The UE determines the mapped security context.

[00142]  After receiving the handover command message, the UE cal culates, by using the preset
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derivation formula, the key Kamr1 based on the key Kasve and the NH that are stored in the UE.
For a specific derivation process, refer to the foregoing S220, and details are not described herein
again.

[00143] After S250, the UE and the first AMF obtain the same key Kawmr1, and the key Kamr1
may be subsequently used to derive another key.

[00144] For example, the UE and the first AMF obtain the same key Kamri. Then, based on
Kamr1 and a non-access stratum (non-access stratum, NAS) integrity protection algorithm and a
confidentiality protection algorithm that are negotiated between the UE and the first AMF, the UE
and the first AMF generate the integrity protection key Knasintt and the confidentiality protection
key Knasenct that are used to protect a NAS message (for example, aregistration request message).
Specifically, Knasint1 and Knasenct are calculated as follows:

[00145]  Knasina = HMAC — SHA — 256 (KEY, S), where S = FC||PO4/|LO1[|P1/|L 11, FC = 0x69,
PO, = algorithm type distinguisher (algorithm type distinguisher), LO1 = length of the algorithm
type distinguisher (length of algorithm type distinguisher) (i.e. 0x00 0x01), P1; = algorithm
identity (algorithm identity), L1: = length of the algorithm identity (Iength of algorithm identity)
(i.e. 0x00 0x01), and KEY = KamF1.

[00146] Knasena = HMAC — SHA — 256 (KEY, S), where S = FC||PO|ILO||P1/|L1, FC = 0x69,
PO = algorithm type distinguisher, LO = length of algorithm type distinguisher (i.e. 0x00 0x01), P1
= agorithm identity, L1 = length of algorithm identity (i.e. 0x00 0x01), and KEY = K amF1.
[00147] Theagorithm type distinguisher and the agorithm identity for calculating Knasint1 are
different from those for calculating Knasenct.

[00148] After the handover is completed, the UE initiates mobility registration, in other words,
performs S260. The UE sends the registration request (registration request) message to the first
AMF, and the UE performs security protection on the registration request message by using the
mapped security context generated through derivation based on the foregoing generated K amri.
The security protection includes encryption protection and/or integrity protection.

[00149] It should be understood that a message sent by the UE to a core network device may
be forwarded by an access network device. Because a function of an access device is not limited
in this embodiment of this application, the access network device may forward a message between
the UE and the first AMF. For brevity, in this application, forwarding the message between the UE
and the first AMF is described as that the UE sends the registration request message to the first
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AMF and the MME sends a message to the UE. The registration request message sent by the UE
further includes a globally unique temporary user equipment identity (globally unique temporary
user equipment identity, GUTI) in the mapped context, and the GUTI is used by the access network
device to determine to forward the registration request message to the first AMF. Because the
GUTI isincluded in the mapped context, the GUTI may be referred to as a mapped GUTI.
[00150] Optionadly, when the UE sends the registration request message to the first AMF, the
UE stores a security context of the UE that is between the UE and another AMF (the second AMF)
and a 5G globally unique temporary user equipment identity (5th generation globally unique
temporary user equipment identity, 5G-GUT]I) of the user equipment. Therefore, the UE adds the
5G-GUTI to the registration request message.

[00151] It should be understood that this embodiment of this application mainly relates to a
processin which the first AMF successfully obtains the security context of the UE from the second
AMF. Therefore, in this application, the following case is mainly considered: When the UE sends
the registration request message to the first AMF, the UE stores the security context the UE that is
negotiated between the UE and the second AMF as well as the 5G-GUTI.

[00152] It should befurther understood that areason why the security context and the 5G-GUTI
of the UE are stored by the UE and the second AMF is not limited in this embodiment of this
application, and may be specified in the existing protocol. For example, before the UE is handed
over from the 4G communications system to the 5G communications system, the UE is handed
over from the 5G network communications system to the 4G communications system.
Alternatively, UE supporting dual connectivity accesses the 5G communications system through
anon-3GPP connection, and accesses the 4G communications system through a 3GPP connection
a the same time. In this way, the UE in connected mode is handed over from the 4G
communications system to the 5G communications system.

[00153] It should be understood that when the security context of the UE that is between the
second AMF and the UE exists on the second AMF, the first AMF needs to obtain the security
context of the UE from the second AMF. Specifically, that the first AMF obtains the security
context of the UE from the second AMF is determined based on the 5G-GUTI carried in the
registration request message received from the UE. The 5G-GUTI is configured by the second
AMF for the UE and may be used to identify the UE and the second AMF. As specified in a
protocol, when a security context of UE exists in the 5G communications system, the security
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context of the UE instead of a mapped security context determined through negotiation between
the first AMF and the UE is preferentially used, because the mapped security context is obtained
through mapping based on a security context of the UE that is between the UE and the MME in
the 4G communications system. In other words, the procedure shown in FIG. 2 further includes
S270 in which the first AMF initiates a user equipment context transfer service invoking request
(Namf_Communication_UEContextTransfer).

[00154] Specificaly, the first AMF receives the registration request message sent by the UE,
and initiates the user equipment context transfer service invoking request to the second AMF based
on the 5G-GUTI carried in the registration request message. The user equipment context transfer
service invoking request carries the registration request message.

[00155] It should be understood that the registration request messageis security protected based
on the mapped security context between the UE and the first AMF, and the second AMF
determines, based on aresult of validating the registration request message, whether to return the
security context of the UE to the first AMF. In other words, S290 is performed. The second AMF
validates the registration request message.

[00156] Inapossible implementation, the second AMF failsto validate the registration request
message. In this case, the second AMF does not return the security context of the UE to the first
AMF. Consequently, the first AMF fails to obtain the security context of the UE from the second
AMF, and the first AMF cannot preferentialy use the security context of the UE. This does not
comply with the protocol.

[00157] In another possible implementation, the second AMF successfully validates integrity
of the registration request message. In this case, the second AMF returns the security context of
the UE to the first AMF, and performs S291 in which the second AMF sends the security context
of the UE to the first AMF. Optionally, that the second AMF sends the security context of the UE
to the first AMF may be described as that the second AMF sends the context of the UE to the first
AMF. The context of the UE includes the security context of the UE that is determined through
negotiation between the second AMF and the UE, and the security context of the UE includes a
key Kamrz, @ non-access stratum count (non-access stratum count, NAS COUNT), and the like.
[00158] Optionally, before transferring the security context of the UE, the second AMF may
perform key derivation on the key Kawmr2 according to a loca policy. If the second AMF has
performed key derivation on Kamrz, the second AMF sends, to the first AMF, a key Kamr'
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obtained after derivation and derivation indication information that is used to indicate that the
second AMF has performed key derivation on Kamrz.
[00159] In apossible implementation, the key derivation in this application may be horizontal
key derivation.
[00160] For example, a manner of performing horizontal key derivation on Kavr2 to generate
Kamr2' isasfollows:

Kamr2=HMAC-SHA-256 (Key, S);

FC = 0x72;

PO = 0x01;

LO = length of PO (i.e. 0x00 0x01);

P1 =uplink NAS COUNT;

L1 =length of P1 (i.e. 0x00 0x04);

KEY = Kawmrz;

S=FC]||PO||LO||PL||L 1.
[00161] Inanother possibleimplementation, the key derivation in this application may be akey
derivation manner agreed on between different network elements. For example, the first AMF and
the second AMF agree on a preset key derivation manner. Provided that the security context of the
UE that is sent by the second AMF to thefirst AMF includes the derivation indication information,
the first AMF can determine that a key in the received security context of the UE is obtained by
the second AMF by performing key derivation in the preset key derivation manner.
[00162] Similarly, after receiving the derivation indication information, the first AMF also
sends the derivation indication information to the UE, to indicate the UE to perform key derivation
on the key Kamr2 to obtain the key Kamr', so that the UE and a network side agree on the key. It
should be understood that the UE receives akey identifier indicating the key Kamrz, and therefore
can determine to perform key derivation on the key Kavr instead of Kamr. The key identifier is
not improved in this application. Therefore, the key identifier is not described in detail herein.
[00163] It can be learned, from the process of handing over the user equipment from the 4G
communications system to the 5G communications system in FIG. 2, that when the second AMF
failsto verify the UE, the first AMF cannot obtain the security context of the UE from the second
AMF. To avoid failing to obtain the security context of the UE, an embodiment of this application
provides a security context obtaining method. When the first AMF obtains the security context of
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the UE from the second AMF, the security context carries indication information. The indication
information indicates that the UE has been successfully verified. Based on the indication
information, the second AMF does not need to verify the UE, but directly returns the security
context of the UE. This can avoid a possibility of failing to obtain the security context of the UE.
[00164] It should be understood that verifying the UE in this application means validating the
integrity of the registration request message sent by the UE, for example, decrypting the
registration request message and/or validating the integrity of the registration request message.
Because a premise that the integrity of the registration request message is successfully validated
is that the registration request message is successfully decrypted, in this embodiment of this
application, that the UE is successfully verified is described as that the integrity of the registration
request message is successfully validated.

[00165] Withreferenceto FIG. 3, the following describes in detail a security context obtaining
method provided in an embodiment of this application. FIG. 3 isaschematic diagram of asecurity
context obtaining method according to an embodiment of this application. The schematic diagram
includes UE, an MME, afirst AMF, and a second AMF.

[00166] The security context obtaining method includes the following steps.

[00167] S310: Thefirst AMF sends a second request message to the second AMF.

[00168] The second request message is used to request to obtain a security context of the UE.
The second request message carries indication information, and the indication information is used
to indicate that the UE is validated.

[00169] Optionally, the indication information may be referred to as a reason value (value).
[00170] Specifically, that the first AMF determines that the UE is validated is manly
determining whether a registration request message received from the UE satisfies a preset
condition. It should be understood that, before the first AMF sends the second request message to
the second AMF, a method procedure shown in FIG. 3 further includes S311 to S316.

[00171] S311: The MME sends a forward relocation request message to the first AMF. This
stepissimilar to S210 in FIG. 2, and details are not described herein again.

[00172] S312: Thefirst AMF determines amapped security context. Thisstepissimilar to S220
in FIG. 2, and details are not described herein again.

[00173] S313: Thefirst AMF sends a forward relocation response message to the MME. This
stepissimilar to S230 in FIG. 2, and details are not described herein again.
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[00174] S314: The MME sends a handover command message to the UE. This step is similar
to S240 in FIG. 2, and details are not described herein again.
[00175] S315: The UE determines the mapped security context. This step is similar to S250 in
FIG. 2, and details are not described herein again.
[00176] S316: The UE sends the registration request message to the first AMF. This step is
similar to S260 in FIG. 2, and details are not described herein again.
[00177]  Further, that the first AMF determines that the registration request message satisfies
the preset condition includes:

the first AMF successfully validates integrity protection for the registration request
message; or

the first AMF determines that the registration request message is a registration request
message sent by the UE after the UE is handed over from a 4G communications system to a 5G
communications system. For example, before receiving the registration request message sent by
the UE, thefirst AMF receivesthe forward rel ocation request message sent by the MME. Therefore
the first AMF can learn that the currently received registration request message is the registration
request message received from the UE in a handover procedure.
[00178] Specificaly, that the first AMF successfully validates integrity protection for the
registration request message may also be referred to asthat the first AMF successfully verifies the
UE. In other words, the method procedure shown in FIG. 3 further includes S317 in which thefirst
AMF verifiesthe UE.
[00179] In apossible implementation, the second request message is a user equipment context
transfer service invoking request (Namf_Communication UEContextTransfer) initiated by the
first AMF shown in FIG. 2. Different from the user equipment context transfer service invoking
request shown in FIG. 2, the user equipment context transfer service invoking request in this
embodiment of this application includes anewly added information element (information element,
IE), namely, the indication information.
[00180] In another possible implementation, the second request message is another possible
second request message that is sent by the first AMF to the second AMF and that is used to obtain
the security context of the UE.
[00181] It should beunderstood that aspecific form of the second request messageis not limited
in this application. Theindication information may be added to existing signaling between thefirst
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AMF and the second AMF, or may be added to signaling newly added between the first AMF and
the second AMF.

[00182] Inanother possibleimplementation, in thisembodiment of thisapplication, itislimited
only that the first AMF needs to send the indication information to the second AMF before sending
the user equipment context transfer service invoking request to the second AMF. In other words,
thefirst AMF may directly send the indication information to the second AMF, without adding the
indication information to the second request message. This possible implementation is not shown
inFIG. 3.

[00183] It should be further understood that how the indication information specificaly
indicates that the UE is validated is not limited in this application. In a possible implementation,
the indication information may be a 5G-GUTI of the UE. In this case, the 5G-GUTI may be used
to identify the UE and indicate that the UE is validated. In this implementation, a new indication
function is added to an existing |E, and the second AMF may be notified, in a predefined manner,
that the 5G-GUTI has the new function. In another possible implementation, the indication
information may be at |east one newly added bit, and a value of the bit is set to 1, to indicate that
the UE is validated. The foregoing possible implementations are merely examples for description,
and do not constitute any limitation on the protection scope of this application.

[00184] In a possible implementation, the indication information explicitly indicates that the
UE is validated. Alternatively, in another possible implementation, the indication information
implicitly indicates that the UE is validated. For example, the indication information indicates that
integrity of the registration request message received by the first AMF from the UE is successfully
validated.

[00185]  Further, to enable the second AMF to determine that the first AMF needs to obtain the
security context of the UE, the second request message further needs to carry an identity of the
UE.

[00186] In apossibleimplementation, the identity of the UE may be the foregoing 5G-GUTI.
[00187] In another possible implementation, the identity of the UE may be a subscriber
permanent identity (subscriber permanent identity, SUPI).

[00188] It should be understood that, if the first AMF determines, after receiving the 5G-GUTI
of the UE from the UE, that the security context of the UE needs to be obtained from the second
AMF, the first AMF may choose to continue to add the 5G-GUT] of the UE, the SUPI of the UE,
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or both the 5G-GUTI and the SUPI of the UE to the second request message.

[00189] Optiondly, to enable the second AMF to obtain an uplink non-access stratum count
(uplink non-access stratum count, UL NAS COUNT) of the UE, in a possible implementation, the
second request message carries a plaintext registration request message, where the plaintext
registration request message includes the UL NAS COUNT; or in a possible implementation, the
second request message carriesthe UL NAS COUNT.

[00190] Further, after receiving the second request message sent by the first AMF, the second
AMPF learns, based on the indication information, that the UE is validated. In this case, the second
AMF does not need to verify the UE, in other words, performs S320 in which the second AMF
determines that the UE does not need to be verified.

[00191] S330: The second AMF sends a second response message to the first AMF.

[00192] The second response message carries the security context of the UE.

[00193]  Inthisembodiment of thisapplication, the second AMF does not need to verify the UE.
After receiving the second request message sent by thefirst AMF, the second AMF directly returns
the security context of the UE to the first AMF. This avoids a case in which the first AMF fails to
obtain the security context of the UE because the second AMF fails to verify the UE.

[00194] Optionally, when the second request message carries the plaintext registration request
message, or the second request message carries the UL NAS COUNT, the second AMF can obtain
the UL NAS COUNT. For example, because the plaintext registration request message is a
registration request message on which no security protection is performed, the second AMF does
not need to validate the plaintext registration request message, and may directly obtain the UL
NAS COUNT from the plaintext registration request message.

[00195] Further, the second AMF can perform key derivation on a first key in the security
context of the UE based on the UL NAS COUNT. In this case, akey in the security context of the
UE that is returned by the second AMF to the first AMF is a second key obtained by performing
key derivation on the first key.

[00196] Specifically, when the key in the security context of the UE that is sent by the second
AMF to the first AMF is the second key, the second AMF further needs to send key derivation
indication information to the first AMF, to indicate that the second key is a key obtained through
key derivation.

[00197] It should be understood that aprocedure after thefirst AMF obtains the security context
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of the UE issimilar to a procedure after the first AMF obtains the security context of the UE in an
existing procedure of handing over the UE from the 4G communications system to the 5G
communications system. For details, refer to the existing procedure. Details are not described
herein again.

[00198] In the security context obtaining method shown in FIG. 3, the second request message
sent by the first AMF to the second AMF carries the indication information, and the indication
information is used to indicate that the UE is validated. Therefore, the second AMF can determine,
based on the indication information, that the UE is validated, and does not need to verify the UE.
After receiving the second request message carrying the indication information, the second AMF
directly returns the security context of the UE to the first AMF. This avoids the case in which the
first AMF failsto obtain the security context of the UE because the second AMF failsto verify the
UE. This application further provides another security context obtaining method in which the
second AMF verifiesthe UE. However, the method can improve a possibility that the second AMF
successfully verifies the UE, thereby improving a possibility that the first AMF successfully
obtains the security context of the user equipment from the second AMF.

[00199] Thefollowing describes the security context obtaining method in detail with reference
to FIG. 4. FIG. 4 is a schematic diagram of another security context obtaining method according
to an embodiment of this application. The schematic diagram includes UE, an MME, afirst AMF,
and asecond AMF.

[00200] The security context obtaining method includes the following steps.

[00201] $410: The UE determines afirst registration request message.

[00202] The first registration request message carries a second registration request message.
The second registration request message is integrity protected using a first security context, and
thefirst security context isanative (native) security context between the UE and the second AMF.
[00203] Specificaly, that the UE determines the first registration request message is mainly
determining the second registration request message. The second registration request messageisa
message obtained after the UE performs integrity protection on a fourth registration request
message by using the native security context. The fourth registration request message includes a
GUTI, key identifier (ngKSl) information, and an UL NAS COUNT that are in a context of the
UE that is between the UE and the second AMF. For ease of differentiation, the GUTI may be
referred to as anative GUTI, and akey identifier may be referred to as a native key identifier.
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[00204] Optionally, the fourth registration request message may have the following several
possible cases:

[00205] Casel:

[00206] Thefourth registration request message is a message generated by the UE based on the
native GUTI, the native key identifier, and the UL NAS COUNT. In Case 1, the fourth registration
request message may aso be referred to as a fourth message or may have another possible name.
A name of the message is not limited in this embodiment of this application.

[00207] It should be understood that the fourth registration request message generated by the
UE based on the context of the UE that is between the UE and the second AMF may alternatively
be in another form. For example, in addition to the native GUTI, the native key identifier, and the
UL NAS COUNT, the fourth registration request message generated by the UE further includes
another information element (information element, |E).

[00208] In Case 1, that the UE performs integrity protection on the fourth registration request
message based on the first security context includes: The UE performs integrity protection on the
fourth registration request message based on the first security context, and generates afirst MAC.
Therefore, carrying the second registration request message in the first registration request
message may also be understood as carrying the first MAC and the fourth registration request
message in the first registration request message.

[00209] Further, in Case 1, that the UE determines the first registration request message
includes the following steps:

[00210] Step 1:

[00211] The UE constructs the fourth registration request message.

[00212] Step2:

[00213] The UE performsintegrity protection on the fourth registration request message based
on the security context between the UE and the second AMF, and generates the first MAC.
[00214] Step 3:

[00215] The UE performs integrity protection on a third registration request message and the
second registration request message (RR2) based on a mapped security context between the UE
and the first AMF, and generates a fifth MAC. The third registration request message is the
registration request message sent by the UE to the first AMF in the method procedure S260 shown
in FIG. 2. Specificaly, the third registration request message includes a GUTI and key identifier
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information that are in the mapped context between the UE and the first AMF. For ease of
differentiation, the GUTI may be referred to as a mapped GUTI, and a key identifier may be
referred to as a mapped key identifier.

[00216] In this case, the first registration request message includes the fourth registration
request message (RR4), the third registration request message (RR3), the fifth MAC (MACS5), and
the first MAC (MAC1). MAC1 is a MAC value obtained by performing integrity protection on
RR4 by using the native security context. MAC5 isaMAC value obtained by performing integrity
protection on RR3 and RR2 by using the mapped security context (or MACS is a MAC vaue
obtained by performing integrity protection on RR3, RR4, and MAC1 by using the mapped
security context). It may also be understood that thefirst registration request messageis a message
on which integrity protection is performed sequentialy based on the native security context and
the mapped security context.

[00217] Case2:

[00218] Thefourth registration request messageis aregistration request message obtained after
the UE performs integrity protection on a third registration request message based on a mapped
security context.

[00219] In Case 2, that the UE performs integrity protection on the fourth registration request
message based on the first security context includes. The UE performs integrity protection on the
fourth registration request message based on the first security context, and generates afirst MAC.
Therefore, carrying the second registration request message in the first registration request
message may also be understood as carrying the first MAC and the fourth registration request
message in the first registration request message.

[00220] Further, in Case 2, that the UE determines the first registration request message
includes the following steps:

[00221] Step 1:

[00222] The UE performs integrity protection on the third registration request message based
on the mapped security context between the UE and the first AMF, and generates athird MAC.
[00223] Step 2:

[00224] The UE performs, based on the native security context between the UE and the second
AMF, integrity protection on the third registration request message on which integrity protection
is performed based on the mapped security context in the step 1, and generates the first MAC.
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[00225] Inthiscase, thefirst registration request message includes the third registration request
message (RR3), the third MAC (MAC3), and the first MAC (MAC1). MAC3 is a MAC value
obtained by performing integrity protection on RR3 by using the mapped security context. MACL1
isaMAC vaue obtained by performing integrity protection on RR3 and MAC3 by using the native
security context. It may also be understood that the first registration request message is a message
on which integrity protection is performed sequentially based on the mapped security context and
the native security context.

[00226] Case3:

[00227] The fourth registration request message is a third registration request message. The
third registration request message is the registration request message sent by the UE to the first
AMF in the method procedure S260 shown in FIG. 2.

[00228] In Case 3, that the UE performs integrity protection on the fourth registration request
message based on the first security context includes: The UE performs integrity protection on the
fourth registration request message based on the first security context, and generates afirst MAC.
Therefore, carrying the second registration request message in the first registration request
message may also be understood as carrying the first MAC and the fourth registration request
message in the first registration request message.

[00229] Further, in Case 3, that the UE determines the first registration request message
includes the following steps:

[00230] Step 1

[00231] The UE performs integrity protection on the third registration request message based
on the native security context between the UE and the second AMF, and generates the first MAC.
[00232] Step2:

[00233] The UE performs, based on a mapped security context between the UE and the first
AMF, integrity protection on the third registration request message on which integrity protection
is performed based on the native security context in the step 1, and generates a fourth MAC.
[00234] Inthiscase, thefirst registration request message includes the third registration request
message (RR3), the first MAC (MACL), and the fourth MAC (MAC4). MAC1 isa MAC value
obtained by performing integrity protection on RR3 by using the native security context. MAC4
is a MAC vaue obtained by performing integrity protection on RR3 and MAC1 by using the
mapped security context. It may also be understood that the first registration request messageis a
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message on which integrity protection is performed sequentially based on the native security
context and the mapped security context.

[00235] It should be understood that, in Case 1, the first AMF can determine, based on both the
mapped GUITI and the native GUTI that are carried in the first registration request message sent
by the UE, to send the second registration request message that is integrity protected by using the
native security context to the second AMF.

[00236] It should befurther understood that the foregoing Case 1 to Case 3 are merely examples
to describe possible cases of the second registration request message and how the UE determines
thefirst registration request message. Another undescribed possible form of the second registration
request also falls within the protection scope of this application. For example, the fourth
registration request message is another possible message constructed by the UE based on a native
context.

[00237] $420: The UE sendsthefirst registration request message to the first AMF.

[00238] Specifically, the UE sendsthe first registration request message determined in S410 to
thefirsst AMF.

[00239] It should be understood that the first registration request message sent by the UE to the
first AMF may be forwarded by an access network device. A function of the access network device
isnot limited in this application. Therefore, that the first registration request message sent by the
UE to the first AMF may be forwarded by the access network device is directly described as that
the UE sends the first registration request message to the first AMF.

[00240] It should be further understood that, before the UE sends the first registration request
message to the first AMF, the UE needs to determine the mapped security context. Therefore,
before the UE sends the first registration request message to the first AMF, a method procedure
shown in FIG. 4 further includes $411 to S414.

[00241] $411: The MME sends a forward relocation request message to the first AMF. This
stepissimilar to S210 in FIG. 2, and details are not described herein again.

[00242] $412: The first AMF determines the mapped security context. This step is similar to
S220in FIG. 2, and details are not described herein again.

[00243] $413: Thefirst AMF sends a forward relocation response message to the MME. This
stepissimilar to S230 in FIG. 2, and details are not described herein again.

[00244] $414: The MME sends a handover command message to the UE. This step is similar
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to S240 in FIG. 2, and details are not described herein again.
[00245] Specifically, after receiving the handover command message, the UE derives the
mapped security context. Further, the UE performs security protection on the first registration
request message by using the native security context and the mapped security context.
[00246] $430: Thefirst AMF verifiesthe UE.
[00247] Specifically, that the first AMF determines that the UE is validated is manly
determining whether the first registration request message received from the UE satisfies a preset
condition. That the first AMF determines that the first registration request message satisfies the
preset condition includes:

thefirst AMF successfully validatesintegrity protection for thefirst registration request
message based on the mapped security context; or

the first AMF determines that the first registration request message is a registration
reguest message sent by the UE after the UE is handed over from a4G communications system to
a5G communications system. For example, before receiving the first registration request message
sent by the UE, the first AMF receives the forward relocation request message sent by the MME.
Therefore, the first AMF can learn that the currently received first registration request message is
the registration request message received from the UE in a handover procedure.
[00248] After verifying that the UE is validated, the first AMF sends the second registration
request message to the second AMF, where the second registration request message is used by the
second AMF to verify the UE. In other words, the method procedure shown in FIG. 4 further
includes $440 in which the first AMF sends the second request message to the second AMF.
[00249] Optionaly, the second registration request messageiscarried in afirst request message,
and is sent by the first AMF to the second AMF.
[00250] In a possible implementation, the first request message is a user equipment context
transfer service invoking request (Namf_Communication UEContextTransfer) initiated by the
first AMF shown in FIG. 2. Different from the user equipment context transfer service invoking
request shown in FIG. 2, the user equipment context transfer service invoking request in this
embodiment of this application includes a newly added information element, namely, the first
MAC.
[00251] In another possible implementation, the first request message is another possible first
request message that is sent by the first AMF to the second AMF and that is used to obtain a
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security context of the UE.

[00252] It should be understood that a specific form of the first request message is not limited
in this application. The first MAC may be added to existing signaling between the first AMF and
the second AMF, or may be added to signaling newly added between the first AMF and the second
AMF.

[00253] Further, to enable the second AMF to determine that the first AMF needs to obtain the
security context of the UE, the first request message further carries an identity of the UE.
Specificaly, the identity of the UE isincluded in the second registration request message sent by
the first AMF to the second AMF.

[00254] In apossibleimplementation, the identity of the UE may be the mapped GUTI.
[00255]  In apossibleimplementation, the identity of the UE may be the native GUTI.

[00256] In another possible implementation, the identity of the UE may be an SUPI.

[00257] It should be understood that, if the first AMF determines, after receiving the mapped
GUTI of the UE from the UE, that the security context of the UE needs to be obtained from the
second AMF, the first AMF may choose to continue to add the mapped GUTI of the UE, the SUPI
of the UE, or both the mapped GUTI and the SUPI of the UE to the first request message.
[00258] It should be further understood that, when the first registration request message
received by the first AMF is the first registration request message shown in Case 1 in $410, the
first registration request message carries the second registration request message, and the second
registration request message includes the native GUTI. In this case, the first AMF may choose to
add the native GUTI of the UE to the first request message.

[00259] Further, the second registration request message further includesthe UL NAS COUNT
of the UE, so that the second AMF can obtain the UL NAS COUNT of the UE.

[00260] Further, after receiving the first request message sent by thefirst AMF, the second AMF
determines, based on an integrity validation result of the second registration request message,
whether the UE is validated. To be specific, the second AMF performs $450, in other words,
validates integrity of the second registration request message.

[00261] The second AMF validates the integrity of the second registration request message
based on the security context between the second AMF and the user equipment. For example, the
second AMF generates a second MAC based on a natively stored security context, and compares
thefirst MAC with the second MAC. When thefirst MAC is equal to the second MAC, the second
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AMF successfully verifiesthe UE, and determinesthat the UE isvalidated. In this case, the second
AMF sends the security context of the UE to the first AMF.

[00262] It should be understood that the first MAC isaMAC generated by the UE based on the
security context of the UE that is negotiated between the UE and the second AMF, and the second
MAC is a MAC generated by the second AMF based on the security context of the UE that is
negotiated between the UE and the second AMF. Therefore, thereisahigh probability that thefirst
MAC is equal to the second MAC. In this case, the second AMF can successfully verify the UE,
and returns the security context of the UE to the first AMF, unless the second AMF fails to verify
the UE due to a low-probability event such as a transmission error. Compared with the method
procedure shown in FIG. 2, the security context obtaining method shown in FIG. 4 improves a
possibility that the first AMF successfully obtains the security context of the user equipment from
the second AMF.

[00263] After successfully validating the integrity of the second registration request message,
the second AMF performs $460, in other words, sends the security context of the user UE to the
first AMF.

[00264] Optionaly, the security context of the UE is carried in afirst response message.
[00265]  Further, if the security context of the UE isincluded in the context of the UE, the second
AMF may send the context of the UE to the first AMF.

[00266] Optionally, the second AMF can perform key derivation on afirst key in the security
context of the UE based on the UL NAS COUNT. In this case, akey in the security context of the
UE that is returned by the second AMF to the first AMF is a second key obtained by performing
key derivation on the first key. In this embodiment of this application, the security context of the
UE that includes the second key generated through key derivation may be referred to as a second
security context. In other words, the security context of the UE that is sent by the second AMF to
the first AMF may not undergo key derivation, may be the security context of the UE that is
between the second AMF and the UE and that is natively stored in the second AMF, or may be the
second security context when the second AMF performs, according to a loca policy, key
derivation on a key in the natively stored security context of the UE that is between the second
AMF and the UE, to generate a derived key.

[00267] Specifically, when the key in the security context of the UE that is sent by the second
AMF to the first AMF is the second key, the second AMF further needs to send key derivation
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indication information to the first AMF, to indicate that the second key is a key obtained through
key derivation.

[00268] It should be understood that aprocedure after the first AMF obtai ns the security context
of the UE issimilar to a procedure after the first AMF obtains the security context of the UE in an
existing procedure of handing over the UE from the 4G communications system to the 5G
communications system. For details, refer to the existing procedure. Details are not described
herein again.

[00269] For example, the UE and the first AMF subsequently negotiate to use the native security
context. Specifically, the first AMF sends a non-access stratum security mode command (non-
access stratum secure mode command, NAS SMC) message to the UE, and the UE validates
integrity of the NAS SMC message. After the UE successfully validates the NAS SMC message,
the UE sends a non-access stratum security mode complete (non-access layer security mode
complete) message to the first AMF.

[00270] In a possible implementation, when the second AMF fails to validate the integrity of
the second registration request message, the second AMF sends failure indication information to
the first AMF, to notify the first AMF that the second AMF fails to validate the integrity of the
second registration request message.

[00271] Further, after the first AMF receives the failure indication information indicating that
the second AMF fails to validate the integrity of the second registration request message, the first
AMF determines, according to alocal policy, that the first AMF may continue to use the mapped
security context, or the first AMF determines to initiate initial authentication to the UE according
to alocal policy, and generates a new security context between the first AMF and the UE.

[00272] It should be understood that sequence numbers of the foregoing processes do not mean
execution sequences in the foregoing method embodiments. The execution sequences of the
processes should be determined based on functions and internal logic of the processes, and should
not be construed as any limitation on the implementation processes of the embodiments of this
application.

[00273] The security context obtaining methods in the embodiments of this application are
described above in detail with reference to FIG. 3 and FIG. 4. The following describes in detail
security context obtaining apparatuses in the embodiments of this application with reference to
FIG. 5to FIG. 10.
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[00274] FIG. 5isaschematic diagram of a security context obtaining apparatus 50 according
to this application. As shown in FIG. 5, the apparatus 50 includes a sending unit 510, a processing
unit 520, and areceiving unit 530.

[00275] Thesending unit 510 is configured to send afirst registration request message to afirst
AMF.

[00276] The processing unit 520 is configured to determine the first registration request
message.

[00277] Thereceiving unit 530 is configured to receive a handover command message sent by
an MME.

[00278] The apparatus 50 completely corresponds to the user equipment in the method
embodiments. The apparatus 50 may be the user equipment in the method embodiments, or achip
or afunctional module inside the user equipment in the method embodiments. The corresponding
units of the apparatus 50 are configured to perform corresponding steps performed by the user
equipment in the method embodiments shown in FIG. 3 and FIG. 4.

[00279] The sending unit 510 of the apparatus 50 performs a sending step performed by the
user equipment in the method embodiments. For example, the sending unit 510 performs the step
S316 of sending the registration request message to the first AMF in FIG. 3 and the step S420 of
sending the first registration request message to the first AMF in FIG. 4.

[00280] The processing unit 520 performs a step implemented or processed inside the user
equipment in the method embodiments. For example, the processing unit 520 performs the step
S315 of determining the mapped security context in FIG. 3 and the step S410 of determining the
first registration request message in FIG. 4.

[00281] The receiving unit 530 performs areceiving step performed by the user equipment in
the method embodiments. For example, the receiving unit 530 performs the step S314 of receiving
the handover command message sent by the MME in FIG. 3 and the step $414 of receiving the
handover command message sent by the MME in FIG. 4.

[00282] The sending unit 510 and the receiving unit 530 shown in the apparatus 50 may
constitute atransceiver unit that has both receiving and sending functions. The processing unit 520
may be a processor. The sending unit 510 may be a transmitter, and the receiving unit 530 may be
areceiver. The receiver and the transmitter may be integrated to constitute a transceiver.

[00283] FIG. 6 is a schematic structural diagram of user equipment 60 applicable to an
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embodiment of this application. The user equipment 60 may be applied to the system shown in
FIG. 1. For ease of description, FIG. 6 shows only main components of the user equipment. As
shown in FIG. 6, the user equipment 60 includes aprocessor (corresponding to the processing unit
520 in FIG. 5), a memory, a control circuit, an antenna, and an input/output apparatus
(corresponding to the sending unit 510 and the receiving unit 530 in FIG. 5). The processor is
configured to control the antenna and the input/output apparatus to send and receive asignal. The
memory is configured to store a computer program. The processor is configured to invoke the
computer program from the memory and run the computer program, to perform a corresponding
procedure and/or operation performed by the user equipment in the security context obtaining
methods provided in this application. Details are not described herein again.

[00284] A person skilled in the art may understand that, for ease of description, FIG. 6 shows
only one memory and only one processor. Actual user equipment may have a plurality of
processors and a plurality of memories. The memory may also be referred to as a storage medium,
astorage device, or thelike. Thisis not limited in this embodiment of this application.

[00285] FIG. 7 isaschematic diagram of a security context obtaining apparatus 70 according
tothisapplication. Asshownin FIG. 7, the apparatus 70 includes areceiving unit 710, aprocessing
unit 720, and a sending unit 730.

[00286] Thereceiving unit 710 is configured to receive afirst registration request message sent
by user equipment, where the first registration request message carries a second registration
reguest message, the second registration request messageisintegrity protected using afirst security
context, the first security context is a native security context between the user equipment and a
second AMF, and afirst AMF is an AMF providing an access and mobility management service
for the user equipment after the user equipment is handed over from a4G communications system
to a5G communications system.

[00287] The processing unit 720 is configured to determine a mapped security context.

[00288] The sending unit 730 is configured to send the second registration request message to
the second AMF.

[00289] Theapparatus 70 completely correspondsto the first AMF in the method embodiments.
The apparatus 70 may be the first AMF in the method embodiments, or a chip or a functional
moduleinsidethefirst AMF in the method embodiments. The corresponding units of the apparatus
70 are configured to perform corresponding steps performed by the first AMF in the method
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embodiments shown in FIG. 3 and FIG. 4.

[00290] Thereceiving unit 710 of the apparatus 70 performs areceiving step performed by the
first AMF in the method embodiments. For exampl e, the receiving unit 710 performs the step S311
of receiving the forward rel ocation request message sent by the MME in FIG. 3, the step $S411 of
receiving the forward relocation request message sent by the MME in FIG. 4, the step S316 of
receiving the registration request message sent by the UE in FIG. 3, the step $420 of receiving the
first registration request message sent by the UE in FIG. 3, the step S330 of receiving the second
response message sent by the second AMF in FIG. 3, and the step $460 of receiving the security
context of the UE that is sent by the second AMF in FIG. 4.

[00291] Theprocessing unit 720 performsastep implemented or processed insidethe first AMF
in the method embodiments. For example, the processing unit 720 performs the step S312 of
determining the mapped security context in FIG. 3, the step S412 of determining the mapped
security context in FIG. 4, the step S317 of verifying the UE in FIG. 3, and the step S430 of
verifyingthe UE in FIG. 4.

[00292] Thesending unit 730 performsasending step performed by thefirst AMF in the method
embodiments. For example, the sending unit 730 performs the step S313 of sending the forward
relocation response messageto the MME in FIG. 3, the step S413 of sending the forward relocation
response message to the MME in FIG. 4, the step S310 of sending the second request message to
the second AMF in FIG. 3, and the step $440 of sending the second registration request message
to the second AMF in FIG. 4.

[00293] Thereceiving unit 710 and the sending unit 730 may constitute a transceiver unit that
has both receiving and sending functions. The processing unit 720 may be aprocessor. The sending
unit 730 may be a transmitter. The receiving unit 710 may be a receiver. The receiver and the
transmitter may be integrated to constitute a transceive.

[00294] Asshown in FIG. 8, an embodiment of this application further provides a first AMF
80. Thefirst AMF 80 includes a processor 810, amemory 820, and atransceiver 830. The memory
820 stores an instruction or a program, and the processor 830 is configured to execute the
instruction or the program stored in the memory 820. When the instruction or the program stored
in the memory 820 is executed, the transceiver 830 is configured to perform operations performed
by the receiving unit 710 and the sending unit 730 in the apparatus 70 shown in FIG. 7.

[00295] FIG. 9isaschematic diagram of a security context obtaining apparatus 90 according
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to thisapplication. Asshownin FIG. 9, the apparatus 90 includes areceiving unit 910, aprocessing
unit 920, and a sending unit 930.

[00296] The receiving unit 910 is configured to receive a second registration request message
sent by a first AMF, where the second registration request message is integrity protected using a
first security context, and the first security context is a native security context between a user
equipment and a second AMF.

[00297] The processing unit 920 is configured to validate integrity of the second registration
request message.

[00298] The sending unit 930 is configured to: when the processing unit 920 successfully
validates the integrity of the second registration request message, send a security context of the
user equipment to the first AMF.

[00299] The apparatus 90 completely corresponds to the second AMF in the method
embodiments. The apparatus 90 may be the second AMF in the method embodiments, or achip or
afunctiona module inside the second AMF in the method embodiments. The corresponding units
of the apparatus 90 are configured to perform corresponding steps performed by the second AMF
in the method embodiments shown in FIG. 3 and FIG. 4.

[00300] Thereceiving unit 910 of the apparatus 90 performs areceiving step performed by the
second AMF in the method embodiments. For example, the receiving unit 910 performs the step
S310 of receiving the second request message sent by the first AMF in FIG. 3 and the step $440
of receiving the second registration request message sent by thefirst AMF in FIG. 4.

[00301] The processing unit 920 performs a step implemented or processed inside the second
AMF in the method embodiments. For example, the processing unit 920 performs the step S320
of determining that the UE does not need to be verified in FIG. 3 and the step $450 of validating
the integrity of the second registration request message in FIG. 4.

[00302] The sending unit 930 performs a sending step performed by the second AMF in the
method embodiments. For example, the sending unit 930 performs the step S330 of sending the
second response message to the first AMF in FIG. 3 and the step S460 of sending the security
context of the UE to the first AMF in FIG. 4.

[00303] Thereceiving unit 910 and the sending unit 930 may constitute a transceiver unit that
has both receiving and sending functions. The processing unit 920 may be a processor. The sending
unit 930 may be a transmitter, and the receiving unit 910 may be areceiver. The receiver and the
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transmitter may be integrated to constitute a transceive.

[00304] AsshowninFIG. 10, an embodiment of thisapplication further providesasecond AMF
100. The second AMF 100 includes a processor 1010, a memory 1020, and a transceiver 1030.
The memory 1020 stores an instruction or a program, and the processor 1030 is configured to
execute the instruction or the program stored in the memory 1020. When the instruction or the
program stored in the memory 1020 is executed, the transceiver 1030 is configured to perform
operations performed by the receiving unit 910 and the sending unit 930 in the apparatus 90 shown
inFIG. 9.

[00305] An embodiment of this application further provides a computer-readable storage
medium. The computer-readabl e storage medium stores an instruction. When the instruction isrun
on acomputer, the computer isenabled to perform steps performed by thefirst AMF in the methods
shownin FIG. 3and FIG. 4.

[00306] An embodiment of this application further provides a computer-readable storage
medium. The computer-readabl e storage medium stores an instruction. When the instruction isrun
on a computer, the computer is enabled to perform steps performed by the second AMF in the
methods shown in FIG. 3 and FIG. 4.

[00307] An embodiment of this application further provides a computer program product that
includes an instruction. When the computer program product runs on a computer, the computer is
enabled to perform steps performed by the first AMF in the methods shown in FIG. 3 and FIG. 4.
[00308] An embodiment of this application further provides a computer program product that
includes an instruction. When the computer program product runs on a computer, the computer is
enabled to perform steps performed by the second AMF in the methods shown in FIG. 3 and FIG.
4,

[00309] Anembodiment of this application further provides a chip, including a processor. The
processor is configured to read a computer program stored in a memory and run the computer
program, to perform a corresponding operation and/or procedure performed by the second AMF
in the security context obtaining methods provided in this application. Optionally, the chip further
includes the memory. The memory is connected to the processor through a circuit or a cable. The
processor is configured to read the computer program from the memory and execute the computer
program. Optionaly, the chip further includes a communications interface. The processor is
connected to the communicationsinterface. The communicationsinterfaceis configured to receive
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data and/or information that needs to be processed. The processor obtains the data and/or
information from the communications interface, and processes the data and/or information. The
communications interface may be an input/output interface.

[00310] This application further provides a chip, including a processor. The processor is
configured to invoke a computer program stored in a memory and run the computer program, to
perform a corresponding operation and/or procedure performed by the first AMF in the security
context obtaining methods provided in this application. Optionally, the chip further includes the
memory. The memory is connected to the processor through a circuit or a cable. The processor is
configured to read the computer program from the memory and execute the computer program.
Optionally, the chip further includes a communications interface. The processor is connected to
the communications interface. The communications interface is configured to receive data and/or
information that needs to be processed. The processor obtains the data and/or information from
the communications interface, and processes the data and/or information. The communications
interface may be an input/output interface.

[00311] A person of ordinary skill in the art may be aware that, in combination with the
examples described in the embodiments disclosed in this specification, units and algorithm steps
may be implemented by electronic hardware or a combination of computer software and electronic
hardware. Whether the functions are performed by hardware or software depends on particular
applications and design constraints of the technical solutions. A person skilled in the art may use
different methods to implement the described functions for each particular application, but it
should not be considered that the implementation goes beyond the scope of this application.
[00312] It may be clearly understood by a person skilled in the art that, for the purpose of
convenient and brief description, for detailed working processes of the foregoing system, apparatus,
and unit, refer to corresponding processes in the foregoing method embodiments, and details are
not described herein again.

[00313] In the severa embodiments provided in this application, it should be understood that
the disclosed system, apparatus, and method may be implemented in other manners. For example,
the described apparatus embodiment is merely an example. For example, division into the unitsis
merely logica function division and may be other division in actual implementation. For example,
a plurality of units or components may be combined or integrated into another system, or some
features may be ignored or not performed. In addition, the displayed or discussed mutual couplings
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or direct couplings or communication connections may be implemented by using some interfaces.
The indirect couplings or communication connections between the apparatuses or units may be
implemented in el ectrical, mechanical, or other forms.

[00314] The units described as separate parts may or may not be physically separate, and parts
displayed as units may or may not be physical units, may be located in one position, or may be
distributed on aplurality of network units. Some or al of the units may be selected based on actual
reguirements to achieve the objectives of the solutions of the embodiments.

[00315] In addition, functiona units in the embodiments of this application may be integrated
into one processing unit, or each of the units may exist alone physicaly, or two or more units are
integrated into one unit.

[00316] When the functions are implemented in a form of a software functiona unit and sold
or used as an independent product, the functions may be stored in a computer-readable storage
medium. Based on such an understanding, the technical solutions of this application essentially, or
the part contributing to the prior art, or some of the technical solutions may be implemented in a
form of a software product. The software product is stored in a storage medium, and includes
several instructionsfor instructing acomputer device (which may be apersona computer, aserver,
anetwork device, or the like) to perform all or some of the steps of the methods described in the
embodiments of this application. The foregoing storage medium includes. any medium that can
store program code, such asaUSB flash drive, aremovable hard disk, aread-only memory (Read-
Only Memory, ROM), arandom access memory ((R)ANdom Access Memory, RAM), amagnetic
disk, or an optical disc.

[00317] In addition, the term "and/or" in this application describes only an association
relationship for describing associated objects and represents that three rel ationships may exist. For
example, A and/or B may represent the following three cases: Only A exists, both A and B exist,
and only B exists. In addition, the character "/" in this specification generally indicates an "or"
relationship between the associated objects. The term "at least one" in this application may
represent "one" and "two or more". For example, at least one of A, B, and C may represent: Only
A exists, only B exists, only C exists, both A and B exist, and both A and C exist, C and B exist,
and A, B, and C exist.

[00318] Theforegoing descriptions are merely specific implementations of this application, but
are not intended to limit the protection scope of this application. Any variation or replacement
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application shall fall within the protection scope of this application. Therefore, the protection scope

of this application shall be subject to the protection scope of the claims.
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CLAIMS

What is claimed is:
1. A method for obtaining a security context, comprising:

receiving, by a first access and mobility management function AMF, a first registration
request message sent by user equipment;

validating, by the first AMF, integrity of the first registration request message;

sending, by the first AMF, a second request message to a second AMF when the first AMF
successfully validates integrity of the first registration request message, wherein the second request
message carries indication information, and the indication information is used to indicate that the
user equipment is validated; and

receiving, by the first AMF, a 5G security context of the user equipment sent by the second
AMF based on the second request message;

wherein the second AMF and the first AMF are in a 5G communication system.

2. The method according to claim 1, wherein security protection is performed on the first
registration request message by using the mapped security context.

3. The method according to claim 2, wherein the security protection comprises encryption
protection and/or integrity protection.

4. The method according to claim 2, wherein the mapped security context is derived by the
user equipment based on a 4G security context between a mobility management entity MME and
the user equipment.

5. The method according to claim 2, wherein

the mapped security context is derived by the user equipment based on a key Kaswme.

6. The method according to claim 1, wherein the first registration request message is sent
after the user equipment completes a handover procedure.

7. The method according to claim 1, wherein the first registration request message is a
Registration Request message.

8. The method according to claim 1, wherein the first registration request message comprises
a 5G globally unique temporary user equipment identity GUTI of the user equipment.

9. The method according to claim 8, wherein the 5G GUT] is configured by the second AMF
for the user equipment, and is used to identify the user equipment and the second AMF.

10. The method according to claim 1, wherein the second request message comprises a 5G
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globally unique temporary user equipment identity GUTI or a subscriber permanent identity SUPI
of the user equipment.

11. The method according to claim 1, wherein the second AMF does not need to validate the
user equipment.

12. The method according to claim 1, wherein that the indication information is used to
indicate that the user equipment is validated specifically comprises that the indication information
is used to indicate that integrity of the first registration request message received by the first AMF
from the user equipment is successfully validated.

13. The method according to claim 1, wherein the second AMF refers to an AMF that saves
the 5G security context of the user equipment other than the first AMF in a 5G communication
system in a process in which the user equipment is handed over from a 4G communication system
to the 5G communication system.

14. The method according to claim 1, wherein the first AMF refers to an AMF selected by a
mobility management entity MME in a 4G communication system for the user equipment from a
5G communication system to provide a core network service for the user equipment in a process
in which the user equipment is handed over from the 4G communication system to the 5G
communication system.

15. The method according to claim 1, wherein the receiving, by the first AMF, a 5G security
context of the user equipment sent by the second AMF based on the second request message
specifically comprises:

receiving, by the first AMF, a context of the user equipment sent by the second AMF based
on the second request message, wherein the context of the user equipment comprises a 5G security
context of the user equipment determined through negotiation between the second AMF and the
user equipment, and the 5G security context of the user equipment comprises a key Kamr2 and a
non-access stratum count NAS COUNT.

16. The method according to claim 8, wherein a reason why the 5G security context and the
5G GUTI of the user equipment are stored between the user equipment and the second AMF
comprises: before the user equipment is handed over from a 4G communication system to a 5G
communication system, the user equipment is handed over from the 5G network communication
system to the 4G communication system; or the user equipment supporting dual connectivity
accesses the 5G communication system through a non-3GPP connection, accesses the 4G
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communication system through a 3GPP connection, and is handed over from the 4G
communication system to the 5G communication system in connected mode.

17. The method according to claim 1, wherein the method further comprises:

when the first AMF fails to validate integrity of the first registration request message,
continuing, by the first AMF, to use a mapped security context generated through negotiation
between the first AMF and the user equipment, or initiating, by the first AMF, an initial
authentication to the user equipment to generate a security context between the first AMF and the
user equipment.

18. The method according to claim 1, wherein the method further comprises: when the first
AMF fails to validate integrity of the first registration request message, failing, by the first AMF,
to receive a 5G security context of the user equipment sent by the second AMF.

19. The method according to claim 1, wherein the receiving, by the first AMF, a 5G security
context of the user equipment sent by the second AMF based on the second request message
specifically comprises:

receiving, by the first AMF, a 5G security context of the user equipment determined by the
second AMF based on the 5G GUTI in the second request message.

20. The method according to claim 5, wherein that the mapped security context is derived by
the user equipment based on a key Kasme specifically comprises:

a key Kawr1 is derived by the user equipment based on the saved key Kasme, a next hop
parameter NH, and a preset formula, wherein the preset formula is:

Kavrr = HMAC-SHA-256 (Key, FCJ|P0||LO), wherein FC = 0x76, PO = NH value, LO = length
of NH value, and KEY = Kaswme.

21. The method according to claim 1, wherein before the receiving, by a first access and
mobility management function AMF, a first registration request message sent by user equipment,
the method further comprises:

receiving, by the first AMF, a first forward relocation request from the MME, wherein the
first forward relocation request comprises a 4G security context between the user equipment and
the MME;

determining, by the first AMF, a mapped security context based on the 4G security context
between the user equipment and the MME;

sending, by the first AMF, a forward relocation response message to the MME.
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22. The method according to claim 21, wherein the method further comprises:

the first forward relocation request comprising a key Kasve and a next hop parameter NH;
and

deriving, by the first AMF, a key Kawr1 based on the Kasve and the NH.

23. The method according to claim 22, wherein the deriving, by the first AMF, a key Kamr1
based on the Kasme and the NH specifically comprises:

after the first AMF receives the Kasme and the NH, deriving, by the first AMF, the Kamr1
based on a preset formula, wherein the preset formula is:

Kamrr = HMAC-SHA-256 (Key, FC||P0||L0), wherein FC = 0x76, PO = NH value, LO = length
of NH value, and KEY = Kaswme.

24. The method according to claim 23, wherein the method further comprises:

calculating, by the first AMF, an integrity protection key Knasintt and a confidentiality
protection key Knasenct based on the Kamr: and a security algorithm negotiated with the user
equipment.

25. The method according to claim 23, wherein the method further comprises:

generating, by the first AMF based on the key Kamr1 and a non-access stratum NAS integrity
protection algorithm and a confidentiality protection algorithm that are negotiated between the
user equipment and the first AMF, an integrity protection key Knasintz and a confidentiality
protection key Knasenct that are used to protect a NAS message.

26. The method according to claim 25, wherein the method further comprises:

a formula for calculating the integrity protection key Knasintz comprises: Knasintt = HMAC-
SHA-256 (KEY,S), wherein S = FC| |POy | |LO1 | |P14] |L11, FC = 0x69, P0; = algorithm type
distinguisher, LO1= length of algorithm type distinguisher, P11= algorithm identity, L1; = length
of algorithm identity, and KEY = Kawmra.

27. The method according to claim 26, wherein the method further comprises:

a formula for calculating the confidentiality protection key Knasenct comprising: Knasenci =
HMAC-SHA-256 (KEY, S), wherein S = FC| |PO| |LO| |P1] |L1, FC = 0x69, PO = algorithm type
distinguisher, LO = length of algorithm type distinguisher, P1 = algorithm identity, L1 = length of
algorithm identity, and KEY = Kawmr1.

28. The method according to claim 21, wherein the forward relocation response message is
used to notify the MME that the first AMF is an AMF that provides an access and mobility

54



10

15

20

25

30

management service for the user equipment in a 5G communication system when the user
equipment is handed over from a 4G communication system to the 5G communication system.

29. The method according to any one of claims 1-28, wherein the indication information is
used to indicate that the user equipment is validated comprises:

the indication information is used to indicate that integrity of the first registration request
message is successfully validated.

30. The method according to any one of claims 1-29, wherein the second request message
causes the second AMF not to verify the UE.

31. A method for obtaining a security context, comprising:

receiving, by a second access and mobility management function AMF, a second request
message sent by a first AMF, wherein the second request message carries indication information,
and the indication information is used to indicate that user equipment is validated; and

after the second AMF receives the second request message, sending, by the second AMF, a
5G security context of the user equipment to the first AMF,

wherein the second request message is sent when the first AMF successfully validates
integrity of a first registration request message, and the first registration message is sent by the
user equipment to the first AMF;

wherein the second AMF and the first AMF are in a 5G communication system.

32. The method according to claim 31, wherein the second request message comprises a 5G
globally unique temporary user equipment identity GUTI or a subscriber permanent identity SUPI
of the user equipment.

33. The method according to claim 31, wherein before the second AMF sends the 5G security
context of the user equipment to the first AMF, the second AMF determines the 5G security context
of the user equipment based on the 5G GUTI in the second request message.

34. The method according to claim 31, wherein the second AMF does not need to validate the
user equipment.

35. The method according to claim 32, wherein a reason why the 5G security context and the
5G GUTI of the user equipment are stored between the user equipment and the second AMF
comprises: before the user equipment is handed over from a 4G communication system to a 5G
communication system, the user equipment is handed over from the 5G network communication
system to the 4G communication system; or the user equipment supporting dual connectivity
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accesses the 5G communication system through a non-3GPP connection, accesses the 4G
communication system through a 3GPP connection, and is handed over from the 4G
communication system to the 5G communication system in connected mode.

36. The method according to any one of claims 31-35, wherein before the sending a 5G
security context of the UE to the first AMF, the method further comprises:

skipping, by the second AMF, authentication on the UE.

37. The method according to any one of claims 31-36, wherein the indication information is
used to indicate that the UE is validated comprises:

the indication information is used to indicate that integrity of the first registration request
message is successfully validated.

38. The method according to any one of claims 31-37, wherein the second request message
causes the second AMF not to verify the UE.

39. A communication system, comprising a first access and mobility management function
AMF and a second AMF, wherein

the first AMF is configured to:

receive a first registration request message sent by user equipment;

validate integrity of the first registration request message;

when the first AMF successfully validates integrity of the first registration request message,
send a second request message to the second AMF, wherein the second request message carries
indication information, and the indication information is used to indicate that the user equipment
is validated; and

the second AMF is configured to:

receive the second request message; and

send a 5G security context of the user equipment to the first AMF based on the second request
message;

wherein the second AMF and the first AMF are in a 5G communication system.

40. The system according to claim 39, wherein before the first access and mobility
management function AMF receives the first registration request message sent by the user
equipment, the first AMF is further configured to:

receive a first forward relocation request from a mobility management entity MME, wherein
the first forward relocation request comprises a 4G security context between the user equipment
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and the MME;

determine a mapped security context based on the 4G security context between the user
equipment and the MME; and

send a forward relocation response message to the MME.

41. The system according to claim 40, wherein the first forward relocation request comprises
a key Kasme and a next hop parameter NH, and the first AMF is further configured to:

derive a key Kawr1 based on the Kasve and the NH.

42. The system according to claim 41, wherein the first AMF is specifically configured to:

after the first AMF receives the Kasme and the NH, derive the Kawvr1 based on a preset formula,
wherein the preset formula is:

Kavrr = HMAC-SHA-256 (Key, FCJ|P0||LO), wherein FC = 0x76, PO = NH value, LO = length
of NH value, and KEY = Kaswme.

43. The system according to claim 42, wherein the first AMF is further configured to:

calculate an integrity protection key Knasintt and a confidentiality protection key Knasenci
based on the Kawr1 and a security algorithm negotiated with the user equipment.

44. The system according to claim 40, wherein the forward relocation response message is
used to notify the MME that the first AMF is an AMF that provides an access and mobility
management service for the user equipment in a 5G communication system when the user
equipment is handed over from a 4G communication system to the 5G communication system.

45. The system according to claim 39, wherein the first registration request message is a
Registration Request message.

46. The system according to claim 40, wherein before the first access and mobility
management function AMF receives the first registration request message sent by the user
equipment, the MME is further configured to:

sending, by the MME, a handover command message to the user equipment; and

determining, by the user equipment, the mapped security context.

47. The system according to claim 39, wherein the first registration request message
comprises a 5G globally unique temporary user equipment identity GUTI of the user equipment.

48. The system according to claim 47, wherein the 5G GUTI is configured by the second
AMF for the user equipment, and is used to identify the user equipment and the second AMF.

49. The system according to claim 47, wherein a reason why the 5G security context and the
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5G GUTI of the user equipment are stored between the user equipment and the second AMF
comprises: before the user equipment is handed over from a 4G communication system to a 5G
communication system, the user equipment is handed over from the 5G network communication
system to the 4G communication system; or the user equipment supporting dual connectivity
accesses the 5G communication system through a non-3GPP connection, accesses the 4G
communication system through a 3GPP connection, and is handed over from the 4G
communication system to the 5G communication system in connected mode.

50. The system according to claim 39, wherein the second request message comprises a 5G
globally unique temporary user equipment identity GUTI or a subscriber permanent identity SUPI
of the user equipment.

51. The system according to claim 39, wherein the second AMF is further configured to:

determine a 5G security context of the user equipment based on the 5G GUTI in the second
request message when the second AMF receives the second request message.

52. The system according to claim 39, wherein the second AMF does not need to validate the
user equipment.

53. An apparatus for obtaining a security context, wherein the apparatus is applied to a
network system, the network system comprises a first AMF and a second AMF, and the apparatus
comprises a processor, an interface circuit, a memory, and a system bus; and

the memory is configured to store computer executable instructions, and the processor
executes the computer executable instructions stored in the memory to enable the apparatus to
perform the method according to any one of claims 1 to 38.

54. A network device for obtaining a security context, comprising a processor and a memory,
wherein the memory is configured to store a computer program, and the processor executes
computer executable instructions stored in the memory to enable the network device to perform
the method according to any one of claims 1 to 30.

55. A network device for obtaining a security context, comprising a processor and a memory,
wherein the memory is configured to store a computer program, and the processor executes
computer executable instructions stored in the memory to enable the network device to perform

the method according to any one of claims 31 to 38.
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