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(57) Abstract: The present application provides a secure communication method and apparatus. The method comprises: a first device
sends first information of the first device to a second device by means of a first message, the first message comprising one or more
of a first port number, a first security parameter index (SPI), a first Internet protocol (IP) address, a first security algorithm list, and
a first random number; the first device receives a second message from the second device, the second message comprising second
information, and the second message comprising one or more of a second port number, a second SPI, a second IP address, a second
security algorithm list, and a second random number; and according to the first information and/or the second information, the first
device determines a first salt value for uplink transmission between the first device and the second device by using a first calculation
mode, and/or determines a second salt value for downlink transmission between the first device and the second device by using a second
calculation mode. The security of uplink and downlink communication between the first device and the second device can be ensured.
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