METHOD AND DEVI CE FOR DETERM NI NG A SIM LARI TY VALUE
BETWEEN M NUTI AE TEMPLATES Techni cal Field [0001]
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for determning a sinmlarity value between nm nutiae
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such as fingerprint, has been used for verification of

an identity. ResourMENUTRAEBEMRULATESf orns, for

instance a smart card having a m croprocessor and a

menory, are increasingly used for controlling access

to confidential information. Typically, the smart card

has stored within its pemetric information

sanpl e of the authori zg%@?he smart card, for

instance a fingerprint . e ] . ae
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. .user of the smart .card requires access, the user
similgfity\ya ?eéwfﬁndﬂ’@l‘??ectef’w{%%nati on sanple in the form of
a fingerprint or a mnutiae tenplate for conparison
wWth the stored fingerprint inage or the stored
mnutiae tenplate. If a match is determ ned, the user
is identified and accessBackggowd ed. [ 0003] The
fingerprint verification and identification algorithns
[00032N BforféteS infbrathtion! fch Wik I h@deeh UR@SoP A& HtafSElof an
m nuti ae- based. M nuti ae-based net hods are currently

e ke RSt 55 RS i Sk £°
i OS5 P TR 40} G o

) may be used to read the fingerprint. froma sensor to
informatieny Jopically; the smaet qaedpasattiered yiyn ats anemenyschigpetric
m nutiae fromthe fingerprint imge. The tenplate may
inforirtagion Isempbef the autherizeskeser pbtheesmast eards foginstance a fingerprint
mat chi ng. Enrol nent is the process of saving certified
imag@iof utrhin@tihe tep platesleaithintdlefiom thefingerptinonWheh ehe authorized user

of the smart card requires access, the user provides a biometric information sample in the
form of a fingerprint or a minutiae template for comparison with the stored fingerprint
image or the stored minutiae template. If a match is determined, the user is identified and
access is granted.

[0003] The fingerprint verification and identification algorithms can be classified into
two categories: image-based and minutiae-based. Minutiae-based methods are currently
one df the most widely used biometrics technologies for its high accuracy.

[0004] A token based fingerprint minutiae matching system usually inclﬁdes two

major components: a reader and a token. The reader may be used to read the fingerprint
from a sensor to construct a minutiae template using the extracted minutiae from the

fingerprint image. The template may then be sent to the token for enrolment or matching.



the token by authorized personnel, and matching is the
process to verify a person's fingerprint with the
wemoohmsnt tenplate stored in the token. The reamsG2008m00258

be a PC or an enbedded systemw.th a (icatlon

Enrolment is proggss rspf SHHNE ﬁeqtgieggﬁlgpp?e temp ates and user's information into
resourceconstrained platform can be a smart card, a

the t08B byxuhomzedeegsonank ahé matdhing sl the geogesseto verify a[peroB]s
For enhanced security, the verification of the input

fingdrpriffewih ith er@6Intién térhplatet stoviet ad ehentalerb eTlxerchdémead Heya PC or an
the in-card processor, instead of the external card
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H0006] In ordinary verification systemsuch as a PC,

template mayr be perfarmed byftherinmgard nsogassasi mstead jof theaenternal card reader.
However, for match-on-card, due to the limtation in

Thistitied ofwerffamtion iimgalkedMatnh{OteCs'rctﬁincet the bi@setuicorrification is
constrai ned token usually does not provide sufficient
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ti me-consum ng. [0007] There is a need to accel erate
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avi ng end processing power iIs a e to performthe
| at es [ in a reasonable tine period.
Ve“éﬁﬁﬁ%hl qu ﬂﬁggnbodinent provides a nethod of
termning a S|n1Iar|t val ye be afirs
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characteristic for each first cluster of a plurality
templétes isrfost. Hawever sfonmatdheonteand; digrtocthe Wimdtasion ie gahmanufacturing

first cluster includes a plurality of first mnutiae

and podipsize e iresoube donsdinad tokieh asudlbngdeatnet pryvidecsufficient
cluster characteristic for each second cluster of a
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wherei n each secondcluster includes a plurality of
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device having low-end processing power is able to perform the templates matching in a

reasonable time period.

Summary

[0008] An embodiment provides a method of determining a similarity value between a first
template and a second template. A first cluster characteristic for each first cluster of a
plurality of first clusters may be determined, wherein each first cluster includes a plurality of
first minutiae comprised in the first minutiae template. A second cluster characteristic for

each second cluster of a plurality of second clusters may be determined, wherein each second



The simlarity value between the first mnutiae
tenpl ate and the second mnutiae tenplate is
waledoenmened based on the first cluster charactPCT/S62008/000258

er characteri.sti.cs,. [0009]. Anot her
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characteristic determnation unit for determning a
determined based, on ghe firtelugercharcteristiesrand dbthseicond clugtbnchamctepistics.
a plurality of first clusters, wherein each first
[0009] usAeothemahbudiienst ppovided d devicf fof déteiminingutsimiarity value between
conprised in the first mnutiae tenplate. The device
a firdTdmplatetai@ a sbadml !ﬂ&ﬁ?ﬁte?' qeRAdvick UsdyShclGieS Bfst Slubf Lfaracteristic
detern1naylon unit for determ ning a second clustey
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i.nclpdes a plurality of .second mnutiae c ri.sed i.n .
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incluyde a sinmilarity determ nation unit for
compyised infhgifist mimatiag tempkate.  The dgvice max fusther inglade p segond cluster
m nutiae tenplate and the second minutiae tenplate
charigterestic datetrhimatiorr it folr dstesmingrigoa second clastercchagavteristie for each
second cluster characteristics. Brief Description of
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of determining a simlarity value between a first
charggteristicnand: therpicand claptgr ehasactesisticsri nut i ae tenpl at e

according to an enbodinent; Fig. 2 shows a flowchart

of determining a simlarity value between a first

m nutiae tenplate and a second mnutiae tenpl ate

according to anomwfmgaqgﬁgmmmgimaw?m@om a

mnutiae tenplate 1ncluding a plfuraltty of m nuti ae;
[0010] In the drawings, like reference characters generally refer to the same parts

throughout the different views. The drawings are not necessarily to scale, emphasis instead
generally being placed upon illustrating the principles of various embodiments. In the
following description, various embodiments are described with reference to the following
drawings, in which:

Fig. 1 shows a flowchart of determining a simiiarity value between a first minutiae
template and a second minutiae template according to an embodiment;

Fig. 2 shows a flowchart of determining a similarity value between a first minutiae

template and a second minutiae template according to another embodiment;



Fig. 4 shows a flowhart of determining a simlarity

val ue between a first mnutiae tenplate and a second
worovabimel t enpl at e accordi ng to an enbodi nment ; PEI/§G2088/000258

shows a flowchart of determ ning pairs of matched

mnutiae froma first tenplate and a second tenpl ate

according to an enbodinent; Fig. 6 shows the

deFigr Alews omiwitiap smplatsfinclediog e pluslityof minytiasm a

first tenplate and a second tenplate according to an

enfigdd steivis;a flovgchart cffdetsemmingd osintilarity wlluebatweeraefirst minutiae

propagati on matchi ng accordi ng to an enbodi nent; Fig.
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between a first mnutiae tenplate and a second
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a flowhart of determ ning the simlarity valu
beltigeeshoavsithe deteymingtionsef nagppf matchegmigutiag é@ﬁua first template and
‘mnutiae tenplate according to an enbodi nent.
a secDmbempite accofding tid anembalimemtnbodi ment s provi de-a
conputation efficient nethod of determning a
Si Figl Astiows avRdwichabredf\i@iantidepropagation matchigicadrding to af
faster speed. [0012] Various enbodi ments accelerate
embddifiet! M | arity determ nation based on a clustering
approach mhereln t he respectlve clusters of the
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a flowhart of determning a simlarity val ue between
and assetondsthinutinel tengdatt ecqoirdihg taaarderabaimentglamd nut i ae
tenpl ate according to an enbodi nent.
Fig. 10 shows a flowchart of determining the similarity value between a first minutiae

template and a second minutiae template according to an embodiment.

Description

[0011] Various embodiments provide a computation efficient method of determining a
similarity value between two minutiae templates in a faster speed.

[0012] Various embodiments accelerate the similarity determination based on a clustering
approach, wherein the respective clusters of the templates are compared. Various
embodiments also may accelerate the determination of a reference pair of matched minutiae
based on the clustering approach for alignment of the templates. Various embodiments may

further accelerate the similarity determination based on an adaptive load sharing scheme.



[0014] At 102, a first cluster characteristic for each
first cluster of a plurality of first clusters is
wa@lqoeioniened, wherein each first cluster incl udeSr/&:2008/000258

lurali of first mnutiae conprjsed in the first o
0013} n Kign gl%‘léﬁ‘?pﬂ Bewch ffy}enﬂ?ﬁ&%g singlagigt e paeqya first minutiae
characteristic for each second cluster of a plurality
templte subosagord ménutiag témplatstaseariingdo apkmbedimeatich second
cluster includes a plurality of second m nuti ae
[0014o At B2 aififst ichistes eharacteristivifor eeehtfesillater of p POikality Af first
106, a simlarity value between the first mnutiae

clustb@ TP AGT WhiRiS &5 T st EliNkr i AQud 8 APIethBty of first minutiae
deternmi ned based on the first cluster characteristics

: - haracteristics. [0017] Fig. 2
com g%$§leﬁ$%\%gﬂgﬁe%§#§%§erm ning a simlarity val ue
etween a firs i nutj ae tenplate and a.second .
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[0018] At 202, a plurality of first clusters is_
secorgbelustens nedeteriiaeds Wherair Radh; seeandcqlyupier dnclpges jagriality of second
plurality of first mnutiae conprised in the first
minutiae oompresetl emfieaseeond 0hiughe mp2Od, a plurality of
second clusters is determ ned, wherein each second
[0016] USAET06, Bsimitieiy dalt Bétdlekh Yhedirssiaiinie Eniplité agd the second
conprised in the second mnutiae tenplate. [0020] At
minuﬁqg te l%cltk?ssaet ' édecfais&h@ﬁ AetifS st ch¥aceAGitsfahd e second
cluster of the plurality of first clusters 1s
clustdecthe;an}erlllech [0021] At 208, a second cluster
ShaPEctePi i c for each second cluster of the
lurality of second clusters is determned. [0022] At . .
0012} o, Fig. L ﬁwavmf efsE RS P TarCY Wlugp F?%%ﬁrst minutiae
tenpl ate and the second mnutiae tenplate is
tempdpte andy sreandadautiag terpplatefacearding|to gnethermhodimenti st i cs
and the second cluster characteristics.[0023] In this
[0018pnt AK202, tiphurdlity ©f first clitsteaeistdetephated, whsreineaeh fisstrplusterincludes
under verification, which may be detected by a

apluféémg Bf fifst MinutiR8 d6vhpriddddn thdBRE Rlinutiac t@@slge. may be a
evi ce

[0019] At 204, a plurality of second clusters is determined, wherein each second cluster
includes a plurality of second minutiae comprised in the second minutiae template.

[0020] At 206, a first cluster characteristic for each first cluster of the plurality of first
clusters is determined.

[0021] At 208, a second cluster characteristic for each second cluster of the plurality of
second clusters is determined.

[0022]) At 210, a similarity value between the first minutiae template and the second

minutiae template is determined based on the first cluster characteristics and the second

cluster characteristics.



including a fingerprint sensor, a processor and an
interface for communi cating with anot her device, such
W(asooalolmklen storing a certified mnutiae terrplthSGﬁhwooozss
econd mnutiae tenplate may be an enrol nent tenp
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during enrolnment. The second m nutiae tenplate may be
which sreay Healeteatetdbora fingetrpring reades eFhe Gngerpring répdesmay belaidavige
secured device, such as a smart card. [0024] The first

includingUf fildRrpraBémbe aphétebdoe and a0 fiderfics o1 @enrhenipdtitigevittbahother
i nclude i nformati on of detected mnutiae in a

devi(fei Rl thiken SF&{W& »minafthd Eﬁéﬂ'ﬁz 94’h@se%@9@mmutlae template

rmatlontec nol ogy- Bi ometri atalnterc ange
o r mat s

may ﬁxb?xiuggncag? énl?lgtrenvav 1cﬂ ?sﬁ{: sl?a’lg %mﬁiaedt?%lﬂate flg Sertified during
coor di hat e, rlentat|o angl nd aet e of

enrolgeqtt T hpsechndminyige femn #E Mayhedsed Fmﬂs ‘\égfad‘rsﬁ‘afmde may be
may be used as fingerprint mnutia card format in

storehan 8 équeedodevidengpsh gs pAmert gl f ur t her i ncrease the
accuracy of mnutiae tenplate matching using the

[0024] nuThefrst miritiae tengiate ahid theisacdndaninugapleatptaterapy adchale
i nclude extra information of the fingerprint, such as

inforfffi6n bPE@btEDmikutie o 4 FifsHSMR! Fr eXdinple MSO/BBT 19794-2:2005
orientation. [0025] In an enbodi nent, each minuti a pi ]

(Infogﬁxu&leteaﬁﬁﬁ(%@ﬁ%&&getgx d%‘f@%ﬁcﬂﬁn% elr'rg/}l;lt% — af‘t 2X Fmgey midtiae data)

coor.di nate m nut coor di te of m nut i
defingp i dap oy e AR Ehretif ReMiPRkarang] $he@end

nm nut i a orientation angle, lid = index, of the near est
minuytiae RO mnunmwn&?rprmtd dbis ‘ThieRgedath Bamasmay be used as

m nuti ae.
fingerprint minutia card format in matching of fingerprints. To further increase the accuracy

of minutiae template matching using the minutiae information, the minutiae template may
also include extra information of the fingerprint, such as core location, ridge frequencies and
minutiae orientation.

[0025] In an embodiment, each minutia m; may be represented by a vector M;:

T
M; = (Xmi>Ymi>tmi>@mi> k1, ANk1, ADg1, A7)

wherein
Xmi = X coordinate of minutiae
Vmi = Yy coordinate of minutiae
tmi = minutia type (Ridge End or Bifurcation)
6, = minutia orientation angle,
lis = index of the nearest neighbour
AN} = number of ridges between nearest minutiae.
ADy; = relative distance between nearest minutiae.
Aty = relative orientation angle between nearest minutiae.

6



DD i = relative distance between nearest mnutiae. D
kI =1 tive orientation angle between nearest
worRwovimel [ 0026] For each minutia, it is possi BCESG208/000258

e re than one.nearest nei ghbour. For ex I i f
10026 JEOr <aSl BRUAH SHRRSIPLE '9rise TOERIaE AR QR DPCIER oS Epe
m nutia mbecones: Mi = (x m'ym t m m 1k D N k |
exanle ikthgenepregtiamei ghbrurs arpuggdy the meetppfor kgch mgta MHbRPINS:
k3 )T wherein | ki is the index of the nearest mnutia
to m, and k2 and 1k3 are the second and the third
near est nei ghbour of m. [0027] The m nutiae of the
f i Mg = (Fintabtohi aleni t Bripliat AN gnd D hed s gelan ANk diaeA 7x2
tenplate may be groupedqnto a plurality of first
cl uster ékﬁﬁg]ka’ wrATksY of second clusters as
described in Figs. 1 and 2 above. [0028] The
det erm nati.on the fjrst clusters, and the
wherEi ey (8186 1 BE Ui RareSt AN T ey 5
clustering nmethod or algorithm In an enbodi nent, the
the thied eargshaeIBthPusPf e first clusters and the second
clusters is carried out using the relative distance
[0023) apFhenninutiae ofithe $instimlindfize tampkateTandithe verend triveutisederpplate may
m nutiae. [0029] In an enbodi nent, the centroids of
be gilolifed infosd platalisy 6f HrsO&lustbR ahd aplurb IV sécdnd@lustees 4 des@ibed in
into a first relative distance graph representing the
fi 4o doveter linking information, and the centroids
of the second clusters of the second tenplate may be

[OOZH n k’ﬁge (hert]et:rpnir?atlsogco?rt]lge first clusters and the second clusters may be carried out by

second
€ ?he second and

Figs

any available clustering method or algorithm. In an embodiment, the determination of the
first clusters and the second clusters is carried out using the relative distance graph with a
threshold distance T, between the nearest minutiae.

[0029] In an embodiment, the centroids of the first clusters of the first template may be
linked into a first relative distance graph representing the first cluster linking information, and
the centroids of the second clusters of the second template may be linked into a second
relative distance graph representing the second cluster linking information. The relative
distance graph is described in Fig. 3 below, which is the link among the nearest neighboﬁr of
cluster centroids.

[0030] Fig. 3 shows a template 300 including a plurality of minutiae.

[0031] The template 300 may be an input template to be verified, or an enrolment template
of a certified user. The template 300 includes a plurality of minutiae 302, 304 detected from a
fingerprint. A plurality of clusters 306 are determined, such that each cluster 306 includes a

plurality of minutiae 302 which are determined to be grouped into the respective clusters 306.



rel ati ve di stance graph representing the second
cluster linking information. The rel ative distance
w@e@ph1iesl descri bed in Fig. 3 below, which is p¢tESG2008000258

among the nearest nei ghbgur of_ cluyster centroids.

For e[xgglggﬂ, nq:i:iuﬁi_ae @agiﬁgﬁgelat%feeﬁgp%ﬁeeﬁ’% gts inﬁ%‘Fﬂdﬁliﬁﬂg% ess than a threshold

~ plurality of mnutiae. [0031] The tenplate 300 may be

distanee T apugrovpedphtataaetclustee verified, or an enrol nent
tenplate of a certified user. The tenplate 300

[0032)nC| Dikes mAy bl YoMk intikutide 304 Mdt being gdApedido omd eftheclusters 306 as
froma fingerprint. A plurality of clusters 306 are

they gﬁ b6t ffﬁ:\ﬁl?%e rédrj[.]ﬁfénfeﬂﬁﬁlaﬁtﬁe el &ti3di REnRA0 1dsH taH @RSthAeshold

urality of nutiae 302 which are determ ned to be
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distaflp i PeselingrengeL mFIREE S0 Y g b B 13 e oL IRLD06. For
mnutia |es an a threshol d distance T. are.gr ed

examil. ) GSREE ot Brie IFGEEADS i Reh oy o C A | fpgingrouped

~ 304 not being grouped into one of the clusters 306 as

minutiae § 04 arergsourted [intp|the ¢lpgterwapse cenfEqid 3% i neargst todhgupgreuped
di stance is |less than the threshold distance T. These

minutiagB304iped m nuti ae 304 may be assigned to the nearest
cluster 306. For exanple, a centroid CN 308 is

[0033Et ETHE &@ftofdRr308 BE hewhitsdre8063RRy BE lifkétby @felatiVeistance graph
ungrouped mnutiae 304 are grouped into the cluster

basea\lﬂﬁ e r%ﬁaﬁgégisg:fng%%ﬁrﬁ?ﬁgﬂ bfte cteﬁ’tr&ih? %%'81 %S%BG’H in Fig. 3, the dotted

m nuti ae e centroids 3 the clusters

i 33 b S S R DS R R B o

308. As shown in Fig. 3, the dotted line 310 jndicates
relativg distaneg igFphotn B esiativedisaics b, fs inee anals spfpgpation, aiso
nei ghbour centroid 308 by relative distance graph. In
referrdudorag interiaranglesnfanmatiqy, amhng ceéndraidmi8 ofitlag dusters may be
information, also referred to as interior angle
detemniihéed. Mastshown i Fign g, the iMnepamide 30Bohthe iclreraid G5 868 & iitagtrated,
be determ ned. As shown in Fig. 3, the inner angle 3

whichls e dhBR vefidchhélcdatrorOBK 310 dfltisty aldatle citioidihié 3 10N6S C,-Cs.
angl e between the centroid Iink 310 of C -C2 and the

oy RIS R 0Bt 0 g g
grap{l,ethg1 tgira\rl)ﬁ n(lja{ta}igg r%ieiy be used in the determination of similarity value between the
minutiae templates. In an embodiment, the relative distance information of controids and/or
the inner angle information in the relative distance graph may provide a cluster-level
information of the minutiae template and may be used in the determination of the similarity
value between minutiae templates.

[0034]  The template 300 may also include a fingerprint core 312 and a fingerprint delta
314 detected from the fingerprint, which may be used in the matching of the minutiae

template 300. A fingerprint core 312 is the central point within the inner most recurving ridge

of the fingerprint, and is normally located in the middle of the fingerprint. A fingerprint delta



graph, the graph matching may be used in the
determ nation of simlarity value between the m nuti ae
Wao ewplatees. | n an embodi rrent the relati ve di sP@mnse2008/000258
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~a cluster-level information of the mnutiae t.errpl ate
line thatdapsgy ibBontad dhe deltapointettee thei noantiab thesentenef divengenge afighree
val ue between mnutiae tenplates. [0034] The tenplate
ridge3@s. ay exaingde ofifihget@ria corejerand ifimigerpontd3thA 1drisisloown in a
fingerprint delta 314 detected fromthe fingerprint,

finge¥Hrt lasa)ramg% bﬁqsénaﬁgtomha%smme fhgdrpAntPaitedn, AR fingerprint and
tenpl ate 300 fingerprint core 312°is the centr al

the A1 39H & J&'n{kté eﬂeﬁBﬁ{ mgﬁchfd??ﬁ’frféfé Qme@%:off&nB dégl'&gd deltas. The

I'nger print, | S nor ocat e Int
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with a signi f| cant recurving line that passes in front
fingegprint matehifig: a point, i.e. the point at the center of
di ver gence of three ri dge lines. An exanpl e of
[0035]i ndEremluster chanactei¢ detarndinkd fgyeagh ¢lnsterial Higs. 3 badi2sibove may
shown in a fingerprint 350 of Fig. 3. Depending on the

inclully pESmitioh ABodt it afiEd did apatif the mimitlae ghoupae it it cladet.
the tenplate 300 extracted therefrom nmay include

[003é}i f fig raﬁ RinbQWiiRak $hOE1uSef &arfdiste Ha?sinclﬂ_(hﬁnfd}ﬁﬁtﬁ& gbout the
and delta 314 are the si gnlflcant features of
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rouped into the cluster. [0036] In an enbodi nent, the
[003‘g| udnapotbanemabadimesy the chisier ichpelamsticring pdestinfoRmation about the

t he shape of each cluster. For exanple, the
size ofrehclr chaste e.gatheutrea dfeahe eavhekuskenl | of each cl uster
and/ or information about the position about the

[0038]1EeNtTHRI Hustdr cBaGbtefibiitShey alRB ihdifledRlofhAidiesboul HeIfihutidt included
anot her enbodi ment, the cluster characteristic

in eaélpgl{léigxe St Herlflfbh'ﬁ?ﬁérﬁgboﬁp tmliil{?ﬁaesthgyemefud@ %Pféﬁ&lolﬁé bfthe following

the area o e ea cluster.” [0038] The cluster
1nf0r%aﬁ tlglreflltﬁ f:zlf ulglélnﬁé{' zi'lthseom{nrl]l 1|atel:J %%lude Pnr egl%fl Icﬁlrgtezf1 baoé‘ensfty of the
minutiae included in each cluster, an average ridge number between two adjacent minutiae in
each cluster, position of a fingerprint core, number of fingerprint cores in each cluster,
position of a fingerprint delta, and number of fingerprint deltas in each cluster.

[0039] In an embodiment, information included in the cluster characteristic may be

represented as the following components:

* the convex hull of clusters (i.e. the boundary of clusters)
¢ the number of minutiae inside the convex hull: Ncy
* minutiae density of the convex hull: Dcy = Ncy/Area

» average ridge number between minutiae Agny = AN/ Ny
9



in each cluster. The informati on about the m nutiae

may i nclude at | east one of the follow ng information
we@b@oamntest a nunmber of the minutiae included i PCE&GIV08/000258

cluster, a density of the mnutiae included in each

-l KR of BReAURS AReTLARNBKERRINGt vieen two ad] acent

m nutiae In eac ster posi tion of aflngerprlnt

«COpRitioAWTREre: B, (InMTfepiah Bbordiats (XN 3agh) cl uster,
position of a fingerprint delta, and nunber of

of | pug@ioprafdelta Py4a€n Cartesiahcadrdimbter (X4Q0384)) [ n an
enbodi ment, information included in the cluster
*c Hhe gentenid ef the clwster:d€xdepr esent ed as the fol | owi ng
conponents: the convex hull of clusters (i.e. the
boundary of clusters) the nunber of mnutiae inside
[0040he Seme ekthaabove pacinetaismay beewtdernsintwector farpe CYv@cn, Den,
hull: DCH = NcH Area average ridge nunber between
Arn N PLaeP AR whdbin (ICHsmefietred tods dastalinformatiomesctie. t he
convex hull: N CD position of core: PCOe (In

[004fpr t BSdnddinboaRthélt BE elativECR§t8ncéTit) dentrdRBofidl@fer Mhay be calculated
delta: P<jeita (In Cartesian coordinate,

after(cxgﬁﬁ Q%XFEI ‘) X l'l:lllﬂedﬂ(a%v %g ré]gtl\telmstﬁﬁc%st)tf%e co('lg‘c‘)ldf{%”)cluster

one o e above paraneters e wit

may B Grlip 1he %ﬁmwfoefog sty giﬂsaﬁiwc?eagl dPlgdpEplates inan

i nformation vector. [0041] In an enbodi nent, the

embedimgny which will hﬁé@scabedmea tsnPPEIoR J¥s deseried abag, spge minutiae,
cal cul ated after cal cul ation of the convex hull and

whidBlave ndtrgeoupetl @ a viaster firfaiting ¢f meetehe thnesholddlisgganag| cni¢grion, may be
may be used in the determ nation of simlarity val ue

assigned vemo chider W theng@rét eentioid. ancestdiagdiyytuiithodsichisterd with extra
be described in a later portion. As described above,

ungréﬁ’;?@ﬁ HinQHid fed ihe RIRteRs, ARL abd 0 pR@theteds RckidipltBE cdi¥ex hull, the
l'ing to meet the threshold distance criterion, may

CIV id e e99$1g xﬁagloﬁe'}%ﬁa%lﬂgtteﬁ &%l{rege%gﬁﬁﬁgg% ?ggce&qgtﬁfse' d.

CCOI‘ ose C

[0042]) If a cluster includes any core or delta detected, the position of core or delta will be
assigned to the CIV. Otherwise, a “null” will be assigned to Pcore 01 Pyeira to indicate that there
is no core or delta included in the cluster.

[0043] The first clusters and the second clusters of the first template and the second
template may be saved with the respective CIV, which is the descriptor of the properties of
the respective cluster. Since the cluster characteristics as represented by CIV include
information about the minutiae, the similarity value between the first minutiae template and
the second minutiae template may be determined based on difference between the first cluster
characteristics and the second cluster characteristics of the two minutiae templates.

[0044]  Fig. 4 shows a flowchart of determining a similarity value between a first minutiae

template and a second minutiae template according to an embodiment.
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ungrouped m nutiae added in the clusters, the above
paraneters including the convex hull, the CIV and the
w@ewvicdl may be recal cul ated, but the re-cal cCRUEBG2098/000258
rocess is fast. [0042] I.f. a cluster includes any care
1004 ° &1 $02. aé{rg uster C’Pﬁé"tﬁ'é%}ctaff’b?ﬁcgfﬁr%‘dihégt%ro aarratiof first
be assigned to the V. Oherwise, a "null" will be
clusters 43 dgterthinesd, pherean eachmicptalustertincludadiaqurelityraftiirstyoingtiae
no core or delta included in the cluster. [0043] The
comprised in tledBiteniauamdeinpatsecond cl usters of the first
tenpl ate and the second tenplate may be saved with the

[0046]€SPREA14 8 sEdovid cYRief BhrBctbhiRicdBSs&dch RE@Ind HUustdr 8f a plurality of
properties of the respective cluster. Since the

ol 3588 F ARG \ D00 LERUIBE B A o

. between.the first nuti.ae tenpl ate and the second
minuic EomBHseddn e RRo kA STRHe ned based on
di fference between the first cluster characteristics

| [004Fnd Ard06s acvsighted s af the diffeences betveen therfirstdustegeharacteristics

m nutiae tenplates. [0044] Fig. 4 shows a flowhart of
and tteseond nlusgr ehaacteristics tsydeteaminedbet ween a first

m nutiae tenplate and a second mnutiae tenplate
[0048}C C OAC408] a (plurdlity DT ORGicABiRfilaliBOdkhes Vet wiéba, théfifst Eltbters and the

cluster characteristic for each first cluster of a

seco Hﬁﬁ%ﬂsta}’e &’étfrfxﬂiﬁ&f usl(fﬁr%t?xl;: We'f‘gllitéi ﬁ‘iil‘?ﬂ.er m ned, wherein

each first cluster | udes  a plurality of first

o0sff,0A) ¥ SSRELF b8 Ve b THRMA B SRR i secona

. each second cluster, of a pluraljty of second clusters

minufige {FElata ARl based ey pélgelétard)fquﬁgef é\mlﬂm YRIBES- o
lurality of second minutiae conprised in the second

[00504i nulniageordamgs| veithean ¢robepimeny by dgermaining) apluratitysefalesters for each
the differences between the first cluster

minutihateagil e iaad caaparing thé diffeeann etwleas ther resgeati actlestersthacwteristics,
is determned. [0048] At 408, a plurality of cluster

the défefthindfibn ¥f the kiSiSarf@V N1BE Betivien fHerfirbt inufh&fefpiiié and e second
second clusters are determ ned using the weighted sum

minukid®d ﬂ??llplﬂa m ea@egdeﬁ]alb?tﬁlﬂteﬁ Yﬁhgﬁng & PR GithERReafibh 8f an input

mnutiae te e an € secon

template.

[0051] The determination of the plurality of cluster similarity values at 408 is described in
detail below.

[0052] Let CIV' and CIV? represent the cluster information vectors of the first minutiae
template and the second minuﬁae template, respectively. The first template may be an input
template to be verified, and the second template may be an enrolment template which has

been certified.
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mnutiae tenplate is determ ned based on the plurality
of cluster simlarity values. [0050] In accordance
wowrdb/oamweenbodi ment, by determi ning a pluralitpCD8G2008/000258

I f ' [ I [

[005&] ]lc'l ? t}feereejgggr{séx? &i@hl@ttﬂ%&hg@bﬁq agg p?&greéﬁﬂ%?{l{er}gsptegt?ve first

characteristics, the determ nation of the simlarity
clustgrofithe Hiest mamriiae Frmplatesandrthe glemgat ofdPly as e ghwster frformation vector

second m nutiae tenplate may be speeded up, thereby
CIV'adthearespegtive deasid dutttresfithe sdcond midutian ténylate, wherpinat e.

[ 0051] The determ nation of the plurality of cluster

Si OV ariNt Yy, DR}, UR'S\ N4 a8 L Pidefcri bed in detail bel ow

[0052] (Lect C'V1 and E:IVZ repre)s;ent the cluster

[ G madgi Onwlectior syiof dihe i r m nutiae tenplate and
th%eﬁfsggor%” Pn}éﬁhéﬁlﬁzqf%r{i’pcl‘“&ti‘fem espectively. The first
enmpl.ate may.b n ihput tenplate tq be verified, an i
(0053 o Ui uersunin iy s B praser it bl g e Rt eV and
has been_certified.[0053] The elenent of ClIV1 is the )
CIV'¢|Thsempr Enmay hadetsrmined ngipg emeigred spm of diffaengend the reggective
cluster of the first mnutiae tenplate, and the
clustet ehamacteristic @cvRlingtotthe furictien Ey; = ff(CYHY, CoW)mvext or O V
of the respective second cluster of the second
' i enpliate, ) i n : i DWGH) .4 . j
Fend BRI ErMmagiA IOy Y 2 PR M3 MR Neo)
N PJ core , PJ delta %T 0054] The cluster
wherginPifa,ib) ys &/ ngdomipycalralate thererior/dffasgnce af thel tyojcegpopents a and b.
error of ClVliand CIVJ. The error E,j nmay be determ ned
The ddfengnce ofithie ive dompomenits clinffeeang iy afferioh betmesp dettivoeomponents,
cluster characteristic according to the function Ey =
suchRisfabsdite Wifferédc¥)a-bf, ofsquireletror (a-b)’>. «, B, y and § are weighting

coefficients, and the sum of these weighting coefficients are equal to 1.
[0055] In an embodiment, the clusters with fingerprint core or delta information will be
compared first, since the fingerprint core or delta information may be unique features to
match two clusters.
[0056] If the first template includes N clusters and the second template includes M clusters,
a cluster error vector (CEV) can be determined as:

CEV = (Ei1,E12, -, Eat, E22, --. Enty Ena, s Enm)'
wherein CEV include the errors of all the combinations of the CIVs from the two templates.
[0057] The above vector CEV may include the respective cluster difference of two clusters
from the two minutiae templates, which on the other hand represent the similarity value of the
two clusters being compared. It is understood that for the cluster pairs having a lower error
Ej;, the clusters have a higher similarity cluster value and therefore have a high chance that the

two clusters are matched. In an embodiment, the element of CEV, i.e. the respective error Ej;,
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=a-Dff(NNHNH) + -Diff(D HLDH + -Dff(A,A) +
-Diff(N® DN D) wherein Diff(a, b) is a function to
wa@2doe0imse the error/difference of the two conpoOneG0©8/600258

nd b. The difference of t t Wwo copponent s he an
may g e 3% pS5endih R so it P g GBI IEh @ﬁV%@gher chance of
absolute difference |a-b|, or square error
beingymatchedan¢ aidered firesi Thasepgire @%¢1ﬂ$telisefrh1@h arg qr 11§Umdd1avmg
t hese weighting coefficients are equal to 1. [0055] In
similanCEVihard icompéred tfine dohing thertemplatdwdrificgidorp r Thet deteymanasion of
delta information wll be conpared first, since the

similaH ORI R Bt ehAhe tw6 tefiffldtes byfhe loflRtdr 96 cTiRr rbaihCighpares the
features to match two clusters. [0056] If the first

charzfc?éﬁghgg l él'lgset‘ects Ns@aﬁ' 5F fleSwirfidee até? ?19990)1 %E%')vﬂ%% fast

usters uster err véct or

matcy %%’éﬂ‘l i 9xpaegw i 56 g B e
al| the combinations of the CFVs from the two

clusteroapproach s desspbed ahone, tisanaxipumy Mmbergf ﬁ%tyminﬁed tlyetersig10.
respective cluster difference of two clusters fromthe

Since the nuimbet o Edustensyd it digh, thiei deterwinatine of sinslariyavalue between the two
represent the simlarity value of the two clusters

templ@és \GirGOhp Aluswr-td-tlubtér appiieichtiofagt. t hat for the cluster
pairs having a lower error E, the clusters have a

[005‘3"1 ghﬁran§{HE} lnﬁbbdlmeﬁd mh@gmmwsushmﬁ lhf@wisqa%ehﬂmﬁ ad
hi gh chance that thé two clusters are mat che In an

prede%g;%) gécgfﬁge tlllg]ﬁv etle l’t]és e %atéhe CIK’IQ %n% ﬁﬁﬂ?l% J:l%{ﬁ%‘rt

rror nge ascendl ng or

) [ clusters mhlch have hi gher chance of
1nﬁ"H@Pﬁ€ ﬁ@%ﬁ e ordered first. Those pairs of

clusters which are ordered first and having simlar
[0059%\/sThip maysepasrond £9 twa silationfy t he tenpl ate
verification. The determ nation of simlarity val ue
[0066t WE& thet the minotidctemplatassardtotalhyaditferest & theybdbug toghfferent
approach conpares the characteristics of smal
ﬁng§§M§&erS i nstead of the whol e tenpl ates, thereby
achieving a fast matching speed. In an experinment

[006Yf Iuse) S wo I Autrde Ewﬁz@&sa?e #iRen Boh We ShiRe finger bu‘t: tﬁle overlapping

er-tocluster approach as descri bed above

1@gﬁﬂ§§hﬂ¥ﬂhﬁunber of determ ned clusters is 10.

[0062] In this case, determining the similarity value between two minutiae templates based
on the cluster characterics may not be speed up. All the minutiae in the templates may be
grouped into a single cluster for matching of the two templates.

[0063] In another embodiment, the method of determining the similarity value may further
include determining a first relative distance information for the plurality of first clusters and
determining a second relative distance information for the plurality of second clusters. The

first relative distance information may include relative distance between nearest centorids of
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Since the nunber of clusters is not high, the
determnation of simlarity value between the two
wo eovploatees usi ng the cluster-to-cluster approartim/862008/000258

fast. EOOSSH I n anot her enbodiment, if the small est .

the phyrgly offjrst glugtess, aud thg sgeandirglativedistaperantormatienmay ipsdude relative
the two tenpl ates have un-matched Cl Vs and thus the

distan¢ebstweeni nehrgstnaentonids wi the fheralityndseebnd[cDBE®3. Thi s may
correspond to two situations: [0060] ( 1) the two

[0064] NUTheadetdr@ifatioh ©F thy semilaxitdvialuedetveeh ald fiRsmimfite template and
belong to different fingers; and [0061] (2) the two

the sl &ﬂﬁ%&%@ﬁ%&%fﬁﬁm@@&%a@ a&%mﬁ}%%]wa F;mea 96 dtihe

the overlappihg regions are small. [0 nthis

.~ case . deter ni he si.m | ard val u e .

aitregAEneElepafi il S i ol AR RER T et gisance

. .. may not be speed up. |.the minutjae jn the tenpl ates.

mforwaﬁorb gaygﬁ%‘lﬂﬁ‘é‘&g g‘?ﬂ g‘S&rA"iZ?tWQ If‘]ié“%}"ﬁ é‘%tje’fm?t’é’l“ flaﬂrﬁeﬁgmﬁrﬁ?aﬂve

~ the two tenplates. [0063] |n another enbodi ment, the

distapget ihsimatiord @tctystardevey matehing infarmation isdgtagminedy whighmpast be used
include determning a first relative distance

in th¢ ddteminadtionrofitlor sitnfilerifyl walwd betyead thé twe tengilated, ergs ammdeighted
determining a second rel ative distance information for

compdentIfhcdimildri§fvapeond clusters. The first relative
di stance information may include relative distance

9068 o e T R R SeQnk ot GphinfaRmpli e egrods of
the pfFRfe PF BEY Sty B BniRee PR sREialie RS Blarhy st controids
The determ nation of the simlarity val ue between the

of the plugglityphspcpndbclpgisimarebedinked Y aseenddeliivg distagee graph. In

tenplate may further include determ ning a weighted
anothen embbdittieat, thef neranglsofithe fist relathve distanse graphzand vhe inner angle of
di stance informati on and the second rel ati ve di stance

the sédoha rélativedistaidye gaphp@any b détbenihed. Stherdeteahinadonl bBtharigilarity
i nformati on and the second rel ati ve di st ance

valud BUtRESBhE Bifst nfin6tidésbRbrateMRl thdBdcohd RimitAk @mifhieQRay iiclude

det erm ned, which nay be used
determining a weighted sum of the differences between the first relative distance information
and the second relative distance information and the differences between the inner angles of
the first graph and the second graph.
[0066] The determination of a cluster similarity value of the respective clusters from the
two templates as described above may determine a plurality of matched clusters, which may
be used to determine pairs of matched minutiae from the two templates in a fast speed as will
be described in the following.

[0067] Fig. 5 shows a flowchart of determining pairs of matched minutiae from a first

template and a second template according to an embodiment.
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in the determnation of the simlarity val ue between
the two tenplates, e.g. as a wei ghted conponent of the
Wa@Rlalsty val ue. [0065] Using the determ nedPtET/SGZOOS/OOOZSS
and se ond el ative distance. infqrmatjon
100680 ne &b50Hs adtstypa of matcher mynacrs determingd ffewsa fig) clygger of the
linked by a first relative di stance graph, and the
pluralignof Bisticugserstané aseaond Icluster of theqdealitysifssecd<lusteys. be
i nked by a second relative di stance graph. In another
[0062h oAt 5Bt sedond paitiof matdhgl enindtidelie détermsined frbmt the €irst cluster of the
di stance graph and the inner angle of the second

plurdh@} 6t finéeclditers ARG Ereteadd dRRYerA tl‘i’@ﬁlﬁfa.‘l'i‘t}n%eca_xt@clusters wherein the
determination of the simlarity val ue ‘between the

detex%ﬂlﬁzftfonrgfr?ﬁé ée%gn& ﬁégt? icd 1 Wfaé F‘s cart éiI:BuQ g& hﬁl@chl g tthﬁ élearest

te nmy Nl Ng sum o

nei f i e }Cag %f aﬁhnvftﬁtgedtgglgah f &1'6 é‘f}%t\ai)téﬁrv a}? minutiae in the first
|nfornat|on and the differences betmeen the inner
clustgrapddhe aearesh seighbayr mypytine of the machedmaniapf dhsniirs| prvpematched
The determ nation of a cluster simlarity value of the
minutiae pethtise@ndiclisteer s from the two tenpl ates as
descri bed above nmay determine a plurality of matched

[0076] USIn@inSembiidirfiént Ry fibst pbis @€ nfafthd@ hifiitideendebe detétnined by
mat ched minutiae fromthe two tenplates in a fast

matcﬁ& 8 dﬁale n B¢ R sté?%ﬂ debshd Qhdt QW RIEh hi&Qﬁg hinimum
g the Al b B et

et er m ni ng palrs of

f| rst I at S
dlffe{enﬁ%P Fvgeré E:hgbrrc?}lster C arac er1c nag d&scn'g%g S‘t? oﬁ*mgﬁﬁzﬁ)ove Since

t pair of natched i nutiae (s det rm ne om a
the f{rwri}{st% pad thersegandqhustes) %thetrvna?um.ql ?re%qeugwélgncsﬁé a
second cluster of the plurality of second clusters.
deterronigg|a pair of uptched seipwiine ywishin tsf figshelusterand secandebustey is high and
determined fromthe first cluster of the plurality of
therefore $istenl the parcessarfdetehainderthn dirstIpastof maddhet meinptiaer al i ty
of second clusters, wherein the determ nation of the

[0078EC OAch@dihE t®4n &ﬂb@diﬁ@nmwm R seorfddfair FinAttedRinutiae may be
mat chi ng the nearest nelghbour m nutiae of the matched

dete 1&% ﬁ)aﬂngfcht{éQhé {aéa‘?t%]st Hé b(lel’ nﬂ'ﬂ&tﬂé tid ME of Ratch& minutiae.

I‘St cl ust arest nei ghbour Utl ae o

Itis noqed H;% t%tc]%ete%xr})%lon 0 Igalrts% matcghseh n%%{ltrlaeorglayge con%nued to determine

further pairs of matched minutiae. For example, a third pair of matched minutiae may be
determined by matching the nearest neighbour minutiae of the second pair of matched
minutiae, and so on. This may be referred to as minutiae propagation matching in this context,
and will be explained in more detail below.

[0072] During the construction of the first template and the second template, the indexes of
each minutia's nearest neighbours are encoded inside the template as mentioned in the

representation vector of each minutia above. Once a pair of matched minutiae is determined,
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m nutiae in the second cluster. [0070] In an
enbodi nent, the first pair of matched m nutiae may be
waledoenmened by matching the mnutiae in the fiP&L/SG2008/000258

cluster_ and the second cluster which have the m ninmum

the mpt¢hed paiscan be fraatedhas aeinitiak pendition torsgarsh ferifsicatest neighbours.
described in the enbodi nents above. Since the first

Hence| thstdetermimdtiomef subsayuentopairs o€ matched ntigiagican bapecelerated.
di fference, the chance of determ ning a pair of

[0073t Chigde BRoWH thaGetétrhifhtior Hfpalirs 0§ inatdhes bthuttiedrde e dind template
cluster is high and therefore fasten the process of

and éj&k&qﬂe é)me E%r(flf#r%ﬁ)tarpﬁhﬁod%{leﬁfat ched mnutiae. [0071]

According to an enbodi nent, at 504, the second pair of
t nut| e_dete

oorfartifterh hiEE: *ﬁ%ﬁﬁ PAEIE B PO i R 2 may v
t ched t t ed th

inpu TR 6 o MGG A BT AL SHEF GG O JUEFH s (e maximurn

det erm ne further palrs of matched m nutiae. For
clustencamphrity valuehi figst pair of ofatobed oteutiagi6fdy 6 4anele getermined, i.e. M,
determ ned by natching the nearest neighbour mnutiae
604 mhy bomashedndthMi; 65¢f mat ched minutiae, and so on.
This may be referred to as m nutiae propagation

[0075Bt CTheYkatdit ﬁéiFlﬁ)dﬁPﬂﬁﬁiﬂae M hd1L bf e nfXdMed imtifGid 604 in the first
0

nore detail w. [0072] During the constructlon of

clust&rkg)Zfllnﬁ %‘? ﬁx?i{mh@ S{Mjnéa t ﬁ&glg(g)t I Zl?ﬂg?La% N, ab DR 4 of the matched

eac la S nea S are

i SRS L STl BT RS e 2 s

pair of matched m nutiae is determ ned,the matche
with Mu r> Mo angbthe ik Ma->a0s are mafchedavite Yhoit Mon There é%?rtw matched

for its nearest nei ghbours. Hence, the determ nation
linksdbr Mibsé ilgrand pei matcluid link witle tbweishmaichingearer fredetermined to be the
accel erated. [0073] Fig. 6 shows the determ nation of

secofiipdif oOrhatdhéCiahtige. NI thiveexhimple, M,fand M'; iragbe deteraindd o be the
second tenplate according to an enbodi nent. [0074] In

secoﬁzd Salr 8f mh@AR ﬁﬁxﬁltllérﬁﬂd hay 88 u%@lre@»|tﬁ@ﬁ£ﬂ1h§?§ﬁir%ﬁn&@ﬁro§ﬁ§btlon
tenplate 2 may be an input tenplate 651

matcﬁfﬁr | f”I'h% %}IJO% 610, r(ﬁ’i@ iff PE?'Grshg&f ﬁl)\”%ﬂeelrnaﬁ: g pqg]ga%\ﬁ@s Cﬁ%m m1nut1a to

the fraxi nmum

of matched m nyti ae Tey eter
minygs using nearest nelg%)ours ?-‘rom the seco pair ofd tch mlnu’tlae l\/ﬁ and M';,

further pairs of matched minutiae are determined: My -> Ms matched with M'; -> M';, and
M, -> M; matched with M'; -> M's. The process can be continued until one of the following
termination criteria is met:

[0076] 1) No more matched minutiae are found.

[0077]  2) The number of propagation exceeds a predetermined maximum number of
propagation.

[0078] 3) A loop is found.

[0079] 4) No more un-matched minutia is found for the matching in the template.
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604 may be matched with Mi 654. [0075] The nearest
nei ghbour mnutiae M@ and M3 of the matched m nutia
w®oboiomieshe first cluster 602 may be mat ched wWeTiSGI88/000258

near est nei ghbout mnutiae M3 and M4 of the nat%hed

[008Q)i s thegsarestinetahbowras Yrrel for uRwiac propagption 1§ the sub-graph, the
determned that the link M -> M4 are matched with M

chos¢n neigliioBr map brankk backnte th@mateh®link endvéiershi dausies & dead losp. After
M. There are two matched |inks for M2 and Mi, and

every Matchg@Tasinttideka Bhdck Wit s matetied indeg eay 89 progided to avoid the
determ ned to be the second pair of matched m nuti ae.

loop. T 41865 is%?c‘gpér@d g}f}@m‘?ﬁﬂ)r%ﬁtdﬁw PQ?is@%ﬁﬂ, M ierfr@nd¥®n process

the second palr mat ched m nuti ae and ‘may be used as

he st art.i ai.r_ f,or__nex ro ' [ e. .
may b et BT i, U mg O RO b SR R whlcHis not in he

propagates frommnutia to mnutia using nearest
Per"’l‘?é?ﬁﬁ%@ﬁ‘fﬁ?t- Fromthe second pair of matched minutiae M

and M3, further pairs of matched mnutiae are
[008Hfet eFigi hepwswflowchvst ofaniohber Mop2galip machipgraccerdingyp an

-> W matched with M3 -> M 6. The process can be
embadimentnued until one of the follow ng termnation

criteriais net: [0076] 1) No nore matched m nuti ae
[0082] € TS cHaRQbFkspbhdd fiea MiniiRE pRipapitRidaiadtionno @¥eARIS a link of

a predeterm ned nmaxi nrum nunber of propagation. [0078]

matcftd (s 888 gl 2 Bopob g turliofe, X B; 1Re RHcROR fotums alink of
matchEA G B0 B a0 B OERECl 8! DAt ot R ST matched

_ nei ghbour may branch back to the matched |ink and
minytiger eby causes a dead | oop. After every matching of
m nutiae, a check with the nmatched i ndex may be
[008B} ovindg. T, theambiutia¢ hrophgation fusictipn|naypbe igitialisesdovidh the first pairs of
and no nore matched pair is found, the determ nation
matdhe® fERRi1a6B Thé sbdohtertifhk éte nidytherused & exahénghe paameteasiof nearest
conti nue using another pair which is not in the

neighbour minutiae.
[0084] The parameters of the minutiae from the enrolment template and the input template

are illustrated as follows:

Enrolment Template:
NInk = (dnk, rnk, onk, fnk)T;

wherein n: index of minutiae, k: index of nearest neighbour of minutiae n.

Input Template:
M'nk = (d'nka r'nka O'nka fnk)T;

where n: index of minutiae, k: index of neighbour of minutiae n, sorted in distance.

d - Distance between two minutiae.

r - Number of ridges between two minutiae.

o - Angular difference of ridge direction between two minutiae.

f — Angular difference of ridge direction of minutiae n and slope of minutiae n to k.
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pervi ous matched list. [0081] Fig. 7 shows a flowchart
of m nutiae propagation matchi ng according to an
\N@ﬂhﬂﬂinﬁnt [0082] The fl owchart corresponds POT/8G2008/000258

tion,funct 0 det e.a.link of
lﬂﬂsﬂat cﬁ@ et Spourinaog oF B S8 ga s i eri qa may be
K, The functlon returns a link of mat ched
compﬁqqlum Qa using therabspluta differencebaiween the paramsters pthe minutiae to find
mat ching for each pair of matched mnutiae. [0083] In
a furthegpair/of hitehed minutiaesatisfyrgtht coteribunct i on may be
initialised wwth the first pairs of matched m nuti ae.

The pigs alud R, ddifff @<aNGS DY L84S 86 DI <af,ne the
par aneters of near est nei ghbour m nutiae. [0084] The

I
wherQ ?1 ?Iﬁ eTequ?10{?f 1%%1”6 P%{Peégﬂae?gvél{ ?M&%aglgg ?Ar'ﬁept ffer‘rp ate

ustrat as fall
10085nde RO R PURDGT e aaoe f%@ﬁ%@ AT
Tenpl ate: , where n: index of mnutiae, k : index of

calculatioghmshias gre separgeraeinother smbodimentsyi st ance. d -
D stance between two minutiae. r - Nunber of ridges
[008Het vidme a matchédprii ia dound, theAnaychedpaiti Willdbeappendsfl in thedimklist
direction between two mnutiae. f - Angular difference

arrayQb geftheigﬁt}dthe e6dtinfdan Qfudit Bribi GRRhématlied papMetts 4T 7041 The
n to k.[0085] The nearest nei ghbour mnutiae of the

minutih& ﬁ,fo ph aatiron%nﬁqﬁieg RGN JHero HABIRY I RECROTPARE id Met! 02
usi 1e abso ute difference between the paraneters

[008@]f t fio Tat ? 1r.tlsofo(1t1ﬂ gﬁgr k‘H Hqgé alf ﬂ{e pa(i)rfs O?Hltlr(l:lnﬁlg, the minutiae

I ae Sal ying e Cri

propagation function will be terminated at 706.

[0089] Once the minutiae propagation function is completed, the function will return the
matched propagation minutiae list ( Linklist[]), the errors of matched minutiae (linkError(])
and linkCounter (number of linked matched pairs).

[0090] Fig. 8 shows a flowchart of determining a similarity value between a first minutiae
template and a second minutiae template according to an embodiment.

[0091] At 802, a first pair of matched minutiae is determined from a first cluster of the
plurality of first clusters and a second cluster of the plurality of second clusters.

[0092] At 804, a second pair of matched minutiae is determined from the first cluster of the
plurality of first clusters and the second cluster of the plurality of second clusters, wherein the
determination of the second pair of matched minutiae is carried out by matching the nearest
neighbour minutiae of the matched minutia of the first pair of matched minutiae in the first
cluster and the nearest neighbour minutiae of the matched minutia of the first pair of matched

minutiae in the second cluster.
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Diff d < dxoL, Dff r <rToL, Dff o < OrQ,, and
Dff _f < fTOL> wherein d o GTOL> OTO froL is the
WO gppetshve tol erance values for d, r, o, f. [POBS8G2008/000258
t

onparjison of the paraneters of th ,'nutiae above_.ma
100935 " 81 $ 3 oL FEHIPEN B pRAcas Pelfr o HEh reRBeqt o BERIERBed
error in other enbodinents. [0087] Once a matched pair
matchingfesigeyipn frove theefirshieadr ofanatchgd minyiiaepnskthe serond pasief matched
linklist array together with the root mean square
mimeiae as a edferehe pant aheatclearmimbetiae.s at 704. The mi nuti ae
propagation continues until one of the term nation
[0094] i t Bf 868, AROFSt tnfufiBé tenl A8 8hd te sBeonIBhIMARSE @RAIplaté Sre aligned
found after conparing all the pairs of mnutiae, the
) j ' fiRfLon will be term nated at
umngB%gB%%%gg?ﬁgﬁggL%ﬁglnlnd%?ae propagati on function is
npl.et the. function wi.ll.return the matched .
10095 o b L Ftesmiontof ie by o ffeft Uil B B Spmjed oy by
mat ched m nutiae (HnkError[]) and_linkCounter (nunmber |
compgringjthgminutige Hhihg lfggiqllgs}e_r 0 ljlra]:qygqf figstghysiars ip the first minutiae
flowhart of determining a simlarity value between a
tempflate snd tiie minutiee in dinpieaorsd elnsterofsbe pludality nfiseicord clustpisan the
according to an enbodi nent. [0091] At 802, a first
secopdinintfac tedisled m nutiae is determned froma first
cluster of the plurality of first clusters and a

[009?80 ORM d&dcHBEEin tRE ednBEdiRlertsBibble, 18 mAREQE th (b Yigdt Sifutiae template
092] At 804, a second pair of matched mnutiae is

determned.fr t [ C r.of . j
and iR i EL e TR jnfen MDY O Bt ik and o
f second, clusters, erejn the determ nation of th
plurgléy; 8 g:c%gﬂ ﬁ(::lugprs n,a"ilg ﬁﬁ@teﬁfﬁp&?qtgrésch ogglp Ir?sgactbvl&florﬁtyctlus?ers and the
mat chi ng t he nearest nei ghbour mnutiae of the matched
respegting s¢cand tlustges may be dgsanmined andgantraged ioigtermine the fagpective
first cluster and the nearest neighbour m nutiae of

clustehg@milatityhethenfoneddhganfofichstels frem thafirst ofinutie ¢éreplate and the
m nutiae in the second cluster.[0093] At 806, a pair

secofdl niiMitiaB @snplhte U tThe fespsctiR! patt 6flcukteR ffias fRGirst Minditiae template
predefined matching criterion fromthe first pair of

and fRSELGE niThitie! tBGpRRImh{ Be SfefiahaBe &n @ clRier Bsliarity value. The

first pair of matched minutiae may be determined from the minutiae comprised in the pair of
clusters having the highest similarity value or lowest error.

[0097]  After the first pair of matched minutiae is determined at 802, the second pair of
matched minutiae may be determined at 804 according to the minutiae propagation as
described in Figs. 6 and 7 above. It is to be noticed that further pairs of matched minutiae
may be determined at 804 as well, so that a link of pairs of matched minutiae is determined.
[0098] From the first pair of matched minutiae and the second pair of matched minutiae, a
pair of matched minutiae is selected with respect to the predefined matching criterion as the

reference pair of matched minutiae. In this context, the reference pair of matched minutiae is
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m nutiae as a reference pair of matched m nuti ae.
[0094] At 808, the first mnutiae tenplate and the
wawokdiont nutiae tenplate are aligned using thECT/SG2008/000258
ference pair of matched mnutija [ 0095

also ErdgrEsip At o mached Pmiac PaAY ths&#a{lfe fﬁ'inHH't“?: Rdich may be
may be carried out by conparing the mnutiae in the

usedfap thetreferense or thetbasenfor gleunatihing and/of alignment oEtvey minugiae templates.
the first mnutiae tenplate and the mnutiae in the

The predefirebd ahatehigg criferibimap be tiad minimam metching eerorisf the snatched
the second minutiae tenplate. [0096] As described in

minutiae BIARTEeFRA! the AlT&Roe paCoihdibiiddainuflad M8y bb Eé&cted from a
mnutiae ténplate and in the second m nutiae tenplate

pluraW?Prga ?&‘Iﬂﬁl%tllag {Qt ng %x gfu?zl.litg bf %{a}xtcfhkﬁ Icﬁntuﬁlalé% G4SN, 1n this

ura secon

ar ac tlcs af ective st clysters and
embcefﬁleewe efb1<p6S o o ehGLRaRLiaH iy b be% bttt s Aige this pai
conpar ed to determ ne the respectlve cluster
has the minigym patehing€obr each pair of clusters fromthe
first mnutiae tenplate and the second m nuti ae
[0099])e npTixt first Mitine sqpepdate aed thei sesordf minlutise enpldte armaligeed using the
first mnutiae tenplate and the second m nuti ae

referbif¥Padtof niddhel enifhitikRy] Ssithaethe thabchitid\ef thk UBIR templates may be
simlarity val ue. The fir st pair of matched m nuti ae

caméﬁaéfutqs frﬁl'h@]a@ﬁgﬂzfrft Wb ef {Heri%'té}ﬁ 1%&@95&0?&?@ k&at BRbodiment.

palr o sters ng the highest simlarity value

[001% L ﬁlg 4 tshoer [ BE ﬂoLvOQad’z %) (ﬁeftérrenrua;tngt% s%laggrgt?f Qfgfue o?a first mlnutlae

MR PgEONS ernine he "second pa

f matched m nutj ae be determ ned_ at. 04 accordi ng
tempyate ?‘Pf{aa pReRnd F‘é‘é‘“ﬁ?&ﬁ%éﬁaﬁﬁ’r 0gde e FmBEdimeRt Fi gs. 6

and 7 above. It is to be noticed that further pairs of
(0010 cReiembodimintdn Figs Sbilides the minetiéperomgatiersmagshing as described

that a link of pairs of matched mnutiae is
abovd @i thermateldng pOMe First miiontidetemplatesandthe secohd madwtiaedemplate. The

m nuti ae and the second pair of matched m nutiae, a

minu®aé pr %ﬁﬁinQHzﬁéthg publiaR thémaRher infitiak tdpefiRs REPmiréation in the
the predefined matching criterion as the reference

matcﬁgr% Elu@brsTRof Dﬁ-gn Helf tﬁ'n%@rgnh}ﬂ rlﬁ,lltg Pﬁssﬁﬁ@ {ftild a fé&e?alrs dof matched

erence palr o ae 1salso refe

min -aﬁ H{h &g&ﬂ%&ﬂ%#&ﬂﬁd tmggtlilct)nsa%or ma??lea Iiurelgebr(f)xsl}lt lt”hae c%gr?(ge of finding a

matched pair with relation to other matched pair is higher than un-matched fingerprints.
[00102] In Fig. 9, the determination process starts from the matched clusters, e.g. a pair of
clusters having the highest similarity value among their cluster characteristics. A minutiae
matching search is performed within the selected pair of clusters to determine the pairs of
matched minutiae. The conventional way is to perform exhaustive search in the cluster to
find the best matched pair, which is computational intensive. The method according to the

embodiment is based on the finding that after one matched pair is found, the chance of finding
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used as the reference or the base for the matching
and/ or alignnment of two mnutiae tenplates. The
w@emdeiiched mat ching criterion nmay be the m ni PEIB8G2008/000258
. natchiqg error of the, matched minutiae. In this .
anothepgiatched paEneasby iscrfer highi Hegee, the mpwgiagpropagation ag ysgskin the
selected froma plurality of matched mnutiae if at
embcgiient aptelerafes the ayierallpseatehhgischeme.ae i s determined. In
this enbodi nent, the reference pair of natched
[00108] NUAL 902, the skdich baft froRl thbinfifut@inear the batrdidbSthpatlected clusters.
has the m ni mum matching error. [0099] The first

The ﬂqfraﬁétéé%fhﬁﬂmka%tﬁoﬁﬂ{é fiSEtePHANthd the KdoAE tdnfiTRe At Ecatfiffared to
al1gned using the reference pair of matched m nuti ae,

sp that the chin -the .al i ghed. tenpl.at as
find i} Phol T e W oo SO B 85 4 B g < o
tenplates accarding to a odi nent . 010Q ig..9 . .
DIff o0 DT lpheHanasGRSaRERARTYE 1P (o Fs B el milhefbminutiae
of a first mnutiae tenplate and a second m nutiae .
is detemninkdtnaingen priipagation_fumciembsdieniermed foggagh matehed pairs nearby.
enbodiment in Fig. 9 utilizes the m nutiae propagation
The dedihof tige ramudes propbgadioafonationris ddseribaltiaHig@ ofd 1 dbeve.
first mnutiae tenplate and the second m nuti ae

[00164 "PAREHR mdtbed Paid} indRdRHeARABM ddPAird Bia€ MerOddtsmiied Bynk
the matched mnutiae together to formrelation in the

. L = - . fid i i .
i g2 om0 B0 YA prber ot
. the fingerprint without.re ions. FEor. mat ch
pairsi g BEF Lt et e o RPRer S P RRCH T lomltesihe
relation to other matched pair is higher than . )
functipnL wilk stereepardhitgerndr it sart thegligament prasiegs. Gthepyige, the search will
determ nati on process starts fromthe matched
be contimgtdeumgil akk the minupia¢ insigke the cluster kavh hoemepmpazedi I ne suatched
simlarity value anong their cluster characteristics.

minufiadrhre Fourak tHeepro&dss wilh e tetfirasedpma freporeslzatb sbora. t he
sel ected pair of clusters to determne the pairs of

[0016%)t C8Rh tE BetkhARed TilRedC A @R tafihRl midtideFrdn® tHREISOEMplate and
exXxhaustive search in the cluster to find the best

v SRR 0 SRR, L OORLY el i
R EREE DA Rt SRMER ErY,
minulgiiae IIllay II;E rcllgt%i'mitnlgg tgn ber:] yhteipiii olct)“rlrr(lz)al?c‘rjlhge(61l tnilingtiaaeShaeiSneg({hei: rrrllirtlul}r?um
matching error.

[00106] In another embodiment, the clusters from which the matched minutiae linked list
are found are linked to the adjacent clusters to form a complete matched minutiae graph of the
templates. The reference pair of matched minutiae may be determined by finding the best
matched cluster having the maximum number of matched minutiae and the minimum

- matching error, and selecting the minutia near the centroid of the best matched cluster as the

reference minutia. If there are more than one minutiae having the same distance from the
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enbodi nent accel erates the overall searching schene.
[00103] At 902, the search starts fromthe mnutiae
woewp/01teel centroi d of the sel ected clusters. TPE/SG2008/000258
t nutiae fromthe first tenplate, an

centBgl B B amhee Saits BOmMTBDap Heripier Uk R Fadtredgp e

mat ched m nuti ae which satisfies the criteria: Diff d
referengggpinuiigf f r < GTOL Diff o < OTOL, and Diff f < fTOL

as descri bed above. Once the first pair of matched
[00167]nuThaferst empédteand the decond terbplate ape thea ghgnedrbasednmt the meference

is perfornmed to search matched pairs nearby. The

pair 88haichéd Binutil@and MY dbRAniRE® BAGRA G arfgl 41908 nadd&he aligned
described in Fig. 6 and 7 above. [00104] Al the

templRES{E ﬁleﬁgﬁe[)&led td ﬁétgqunﬁg tHe/ ml1 Eﬁ'%%q u%éthlrsé réf@ﬁ’éd M%atchmg
etermne I'ae_propagati unct I on,
| f the nunber of tot al

SCOrqﬁt‘?ﬁﬁ%"'&nﬂé‘? 6@4_ eglphﬁg F%Htﬁgrﬁé %fltteé?w t;‘?er cent age of the

nunber of minutiae in the t the function
wmm | Flst b‘bS@é‘értE%ﬂﬁ\g%?ﬁbOf\Mquﬂ%&la&! EhetSHBﬂ%ﬂltVdﬁWE fetween a first
process. Ot herwi se, the search will be continued until

minugiat tanipataiandia seceni mindtieti¢rapletaastendirtgto anlsadadiment.
conpared. If no matched m nutiae are found, the

[00109]0CE:SEig W0, thelfirsttirainitifatefpladn shd tpsedond nTiftidaceMphate may be
[00105] Fromthe determined |inked pairs of natched

align@i BH§CHQ)?1 thé %r&r‘fh‘% pairotnd @R InfiheiAN dehi@ibe8 PHE embodiments
tenplate, a reference pair of matched mnutiae, also

abovragf Fet 8’1% a‘i %m?&g%ﬁ@?? %e@tg}e "ter} lagE%In Egtr e I e?% 8L fh the form of

erm ned one e er ence
ai r..of t che nuti ae may be deternned to be t

polafiShoraigite nBebetotperitiice JenpEAIAG! BRES TS50 rh g o i fprence
error. [00106] In another enbodinent, the clusters

betweerbridgeitastiome apd sleprbetieeunsasest mimKkEd, pRdminyiae g san be
are linked to the adjacent clusters to forma conplete

compe¢deattlyi nuti ae graph of the tenplates. The reference
pair of matched m nutiae may be determ ned by finding

[00110)c Desdetériifdtiof of binsilagity Haué Reati@ T bR BcompReonGnd
mat ched m nutiae and the m ni rum matching error, and

rewar%r(gbg §$Heﬂx9: (ER‘S) NS El‘idv@n Hﬁ% 1076f BRD Biff PdndHir ! *?ﬁl%tsmaller than

['ust ér as

a respective tolerance dio;, 0101 and fi,) respectively, a base score S1 will be awarded at 1002. If
the minutia type t can be matched, a type score S2 will be awarded at 1004. If Diff d and
Diff fare smaller than a more restrictive tolerance d,, and i respectively, a tolerance score
S3 will be awarded at 1006. It is possible to scale up the number of CRS in the similarity
value determination process for more accurate matching. All minutiae in both templates are
cross matched, except those matched minutiae with matching score that is higher than S1.
After the cross matching is completed, a final matching score is determined by dividing the
total matching score with the maximum number of minutiae. The final matching score is

considered as the similarity value between the first minutiae template and the second minutiae
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reference mnutia. If there are nore than one mnuti ae
havi ng the sane di stance fromthecentroid the best
woredogheder| uster, the mnutia having | ower 1i nkC’HSGmOS/OOOZSS

iS select d as. the reference mnuti 107
termplie, 300 FERKACASEA o PR ERGRG AR Jrosh B e Pt minutiae

al i gned based on the reference pair of natched
templeitestabiaineskig atgheuite vser oF Ak tnpystas besad asrthe pignilarigy togbe second
and the aligned tenplates are then matched to
minutiaé eshiplate wihlieh is iarettdied teyirohakbntaeroplago referred to as
mat chi ng score) between the first tenplate and the

[o01 FHC oV kiR | bt Brent OOFOORE 1 dbterkinatfda T thd mil fletbased on

determining the simlarity val ue between a first

the cms{HJ \t:f(ljzﬁgct&?mL 8F fhe 3G FushrS Qrfbgtg%gf]ﬁh#l %ﬁxﬁ{emnlitgttﬁ? W/o templates

enbo i ment .
n1nut

|rst m nut i se
and 41% i aatin, Steins OF BisioD HGBFG Rat P aF R BSighbeuror
mat ched m nutiae as described in the enbodi nents
propagsoe. therebye pooelseatinng; thdeterminatinn praegse chipyeverdhpemabediments of
may be transfornmed to be in the form of polar
deterooning itheatimilatiynabie tchweeai twpamioetiak, templates|indeding iddigenination of a
direction n, angular difference between ridge

referéide§airiof tabcha hifilfReand aligRant v a6 mplatesiuding the réfkeence pair
m nutiae type can be conpared directly. [00110] The

may ﬂ%ﬁfe@xﬁﬂs'tlgg s&ﬁctﬁﬁ%%d@tfa‘léﬂaﬁbﬂl Hﬁlch%égqﬁﬁkﬁﬁe QetermHiphish process

conparlson and di ng schene shown in
f d, 0§ and_ Di ff
compute?t onalol’n enswe t OF%ercglrl]lg Eef*n a proc?ssmg u&n V{’llih lu%r@li Focegsﬂlagnpower 1s

espective
respectivel a base score SI rded at 1002
used; such Asa JArHd smesy gardeor F%lP?é’b“g bit preesiog pga sder
W |l be awarded at 1004. If Diff d and Diff _f are
havirgitnited prokessing pevics thedetenmination af shesiamleatychepweendig templates
fton respectively, a tolerance score S3 will be
becomesslded at 1006. It is possible to scale up the nunber
of CRSinthe simlarity value determ nati on process

[00117)" ATFi€her CaIbOAINEenIBiiied 8 lodd shafthgitethdd suéh Bat fhe determination
tenpl ates are cross matched, except those matched

of mﬂl%' ﬁﬁeﬂg&&%ﬁ%ﬁ?&rﬁ&gé ?éi?ﬁéﬁ%%ﬂp %({Séa@dgﬂai imknts above
may ggsharecp Betwedh & ﬁrs% pro%tes%%r anda secXm&j {)r\é)lcgsls 5ot he

[00113] In an embodiment, a first part of the determination of similarity value between the
minutiae templates may be carried out by a second processor, and a second part of the
determination of similarity value between the minutiae templates may be carried out by the
second processor. Here, the second part of the method is different from the first part of the
method. The second part of the method is named corresponding to the second processor, and
is not necessarily carried out after the first part of the method.

[00114] The first processor may be an external processor to the second processor, wherein

the first processor and the second processor may have different security levels in an
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total matching score with the maxi num nunber of
m nutiae. The final matching score is considered as
W(b bmomiwssl arity val ue between the first m nutiBEr/SG2008/000258
enpl ate and_t he second n1nut|aetenplate and may be
embceds@sntt andymprhanerbe givet srerniy lpwsls Branothshehhediment v presy
mnutiae tenplate is obtained is a genuine user or an
embodimentt the fystgeoessor ey tel ainksted procdssort foe es@upledin an immigration
mnutiae tenplate which is a certified enrol nent
gantiyePdndtiRr elmB6didnkht, Viad fil8tifroeeearttnaEBé an PiitRIstederodeesor, for
det er m nation of the simlarity value based on the

ex 1&%&550@9%3&%‘9@&%9 infh ﬂ[’&@lfrm[ SdnsGd. usters and the

econ uster romt two 't npl at es and the

[OOI?ﬁt eﬁ m s:ég(t%q 1%8?%?1 gﬁéf ?ﬁ' %B'gn%gtf Pré)ﬁess?rn %ngmgt%c' gl%np the second

accel erating the determ nation process. Hovvever t{}g
Processerda e perilic grocassing davifien awfhaé syt card pypcgssorer a USB processor,

between two m nutiae tenplates including determ nation
whergin aseceridicmplate bring anf gt seinwtiaeteinplatedis gtosdd. gnrrent

of two tenplates using the reference pair nmay involve
[001&6Jh aRissultY Of the dit st Iprdu@sson thaydedtinamitted, to W sebormigyroemsae, such that

the determ nati on process conputational intensive.

the sE&RA Prétlebsdr mih)eRe heRERIQ DS tH&l'lrgtrbrbcé%Grrio |chrg§' b&dhe second part of
processi ng power is Used such as a |l owend snmart card

the rﬁétholéSBfl}%%gl{ltg glf fe ﬁl’@t rBQegs?oxj}h\Aéy W ﬁfs% %e Kip1&e whidtG898 input

roce ttermnation o

rjt et ween t s, sl ow.
mingtig6 1TaA1atR QPG E EPTLAa! DR P EPe 0P 86 T B SRGMIcHge
mathod such that the determ nation of simlarity value
configentjd partions ohihg detegminatigp method. as described in the
enbodi nents above may be shared between a first
[001p7]ocEaswsultnd tize eemhphrpeitbe swthod thahd Binsmittedrto the first
enbodi nent, a first part of the determ nation of

procédsoi, kadhi that théfitse ploetiseeal e i esultaof the spdoat @art e vhelrethod to
carried out by a second processor, and a second part

carryPdut tEANES ST &7 A8 eAdOITHR irBul (B bF i s\é&in‘d%aﬁ@if\ﬁeerﬂeﬂlb@ transmitted
m nuti ae tenpl at es may be carried out by the second

L O g A
bethss é’l&l ﬁ%&eﬁ&]&%ﬁ%hﬁ&tﬁﬁa templgt%r(r)? %ecs%%r?ds Rutiae %mp?ate For
example, the information of the minutiae in the enrolment template may be transformed to a
relative information being the distance of each minutia from a determined reference minutia
in the enrolment template. The first part of the method may include open portions of the
determination method.

[00118] In an embodiment to speed up the determination of similarity value between the
two templates, the first part of the method and the second part of the method may be

determined according to the following process.
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IS not necessarily carried out after the first part of
the nmethod. [00114] The first processor may be an
\N@xmnmnmblprocessor to the second processor, mh@n&ﬁnmwmmﬂm
first processor and the secqond processor
[001 bﬁlf f Ehechigst pastof the nethoddanay nglude tetstrmanation of aterﬂgrrahty of first
have the sanme security levels in another enbodi nent hi
clustens @né thequlimrabityt of sermdfdluséars fromdbe swo tempfatbs; the detergtination of the
processor, for exanple, in an inmgration gantry. In
respeRtioé blRsteLceabtdTREiLs fok e firkt dhistérs and dRGecomycliterathe
untrusted processor, for exanple, in a home PC or a

deterhBRARM JTRWIsRY sﬁmidri@ﬁ%lﬁés‘ fof ea%ﬁ('(}%ﬁrof c[tggt;sll%mg-r BS54 MKE

processor may be a trusted processor. In an

detergpr&egloétn% ﬁ)&ir% 8€m8tséﬁg&) Rindtiad the ée(%em%lﬁat?ongf)q(a r%pere%ce Ipa1r of matched

sUChag & process
USB_processor erein second Iat bei n .
minuiar GOACHE O HETAES Paris) e of Gre &1 sflorertifl; s

of the first processor may be transnttted to the
detergunasiog | ﬁhmrsgmrnarsm@whtmonewet\s@@dh@tepmes sor may

use the results of the first processor to carry out
[00120]e FBlecsenondpdrt ofthe triethodahdyadcludé therdesainimtioh of the plurality of

first processor may be a first tenplate which is an

first E105tes AR T plaflityEsiNead Rl det@s Boeh the @b fentisigtes, td\@etermination of
second part of the method may include confidentia

the r%g)ééut \{%Sr&?us? T chgipactgﬁgtﬁ:g %ﬂﬂé ﬁ%{t‘ ﬂﬁttei:kogrd t{19 9&:&3& Bﬂ-lgt%rs the

e seco part met hod nmay
transmtted to.t. flrst [ ocessor hat t he
deterfion st Bk Simify bR RE SRBIRL Bt ROIBh etsbeop e
of. the nethod to carry out the f|rst part of the
determinafing of paas pEmaiched pinutige, thedepanipatian offa rtefFée”r?étpﬁ’éd’f matched
transmtted to the first processor nay be
minutiga fioonthe deo ténaplates, fpartishalignment of twatempldtes, pagial determination of
i nformati on between the mnutiae of the first mnutiae

the ptétiiipihaty@natchibp ecre bemademiheuémplates candl dtdeterhination afip fiaal
the informati on of the mnutiae in the enrol nent

matchﬁiﬁ%'c@rtef{l 88le BfilaFiRNeA ) BeveeR (i twR) teinblagesi N or mat i on

bei'ng the di stance “of each m nutia froma determ ned

0012 f S §GS FAaid A tﬁkr%ﬁt%oﬁ s‘tﬁ&tthé A0 Qﬁ%fth@}ﬁet bJ &id the
56, CT 5 Btle A

may | nc e open portions of

Lpat i
secom? part (r)q" the me(t)horfns got?t carried out by the first processor or the second processor,

depending on the processing power the first processor and the second processor and
depending on the desired security level.

[00122] By the above embodiments of carrying out the open portions of the determination
method in the first processor and carrying out the confidential portions of the determination
method in the trusted second processor, a secured load sharing scheme is implemented to
speed up the processing time. In the embodiment, the first processor may be included in a
reader, which may be a relatively more powerful processor such as a 32-bit RISC. The

trusted second processor may be included in a token, which may be a low-end processor (e.g.
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[00118] In an enbodi nent to speed up the determ nation
of simlarity value between the two tenplates, the
\Nohmmmrmart of the nethod and the second part BET/SGE08/000258
may he determ ned according to the foll ow ng
8-bit é}\@é@%(); l[ag@}g!tegty}'e)ﬁ\l@ te magpfaﬁtgppg gpsttrﬁgch@q %11%9’[1011 in size.
i nclude the determ nation of the plurality of first
The fiistiproegssoras dcaondingllymsed fotagsistf the eerond prcessbetosdd paghefithe
two tenpl ates, the determ nation of the respective

calculdtioniti fheGlebormeriatioh prdcess. fiie redider fiaf shicladelsEadimuaicstidongit to
second clusters, the determ nation.of cluster

comrﬁhtﬁbit@%ﬁﬂh%t%lkh’ﬁ SIfItRd toRBETR Ahdrt G, Qhé‘édrﬁl'hﬁmleﬁt'l(ﬁgumt may be a
conpare etern1nat|on of palrs of mat ched

1807%25I 85%4&2 foutgrm er Irnnalqa rdo rea&)er ?ft[‘l? (ff(reg eE Ugﬁ: "f;l'ru%{b Drive, the

PO tAE THO 1 & , par

al i gnpent _of two t at es and/or partia
ComIBlé‘i“é?t’r?i“r\%‘ftl%‘W Rithe ﬁg%b?%tﬁo“% ary matching score

between the tenplates. [00120] The second part of the
[00123: Hoaddisipn, the Rbevs emthodiraerds ed praformingdthe fiFss ppit of ieimgthod and

of first clusters and the plurality of second clusters
the sédondpht ef theandthapbytheSirsttfrecedairandithessecanl mbedsba are secure since
respective cluster characteristics for the first

the CGﬁﬂl&hﬁﬁl%nﬁi]ﬂlehﬂ'@nr‘@ﬂi‘f@ﬁl@‘oxﬁ{aﬁ%h & ot rélbRed & BE FrstPro@BsoR{i.e. the
cluster simlarity values for each pair of clusters

reade?lf ﬂ%ré:tgl’[gj?% Sglg tl;atﬁgmﬂﬁhg f}fy B b@ﬂlf AiBh bf th%]c %Htetgmplate to

termnation o erence palr

ched mputiae fromthe t
the St gt B o aige e mercem it REraiEE sl ARLi pten py wire
the prelimnary. matching score betmeen t he tenpl at es,
tappigg érna@g CRIBERCAtAN Retwedn the first RrOCREsOE m%tﬁle%“&né PEpCEgsor.
the simlarity value) between the two tenpl ates.
[00124]0 1DHe] aliighmiest ofltho fipso sunsiae temploteraod tharsoodmimusiac emplate
the first part of the nethod and the second part of

mentidied aBéveds desceibedbinhmerdetaiicbebay. by the first processor
or the second processor, depending on the processing

[00 1@5]\%)&&&*5%&&&&% pRfr Q% &ted Mifuidess aéléﬂﬁﬁecpﬁ&%ﬁﬁﬁg’fo @gd
depending on the desired security level. [00122] By

embtgcﬁx% x?tlg Wve & [ﬁ?&ghﬁ&?glﬁte q;actﬂé ﬁr}ﬂu? %ﬂ%&tle 'ﬁp?eh%}?fédg may be aligned

por 1ons O tion'ne (
on thgfﬁ?fctewgg%rés[ogf E? f ﬂe thé she%orclz(i) Eefrrllp(ilzﬁg t(1I ealthep e%cgllm%pl? template)
may be aligned on the second processor (e.g. the token), such that the Cartesian coordinate of
the respective minutia is transformed to polar coordinate. Accordingly, distance calculation
and trigonometry calculation are involved during alignment, which are computation intensive
for low end processor with limited resources.
[00126] In an embodiment, the alignment of the second template may also be carried out on
the first processor having higher processing power, so as to speed up the alignment of the
second templéte. However, it is not secure to send the coordinates of the minutiae in the

second templates to the first processor. In an embodiment relative information of the second
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method in the trusted second processor, a secured |oad
sharing schene is inplenented to speed up the
w@e@esesssng tine hi the enbodi ment, the first PCDSEE®HEN00258
may. be i.ncluded in a.reader, whjch may be a relative )
templgi is SERMBSF Of;ﬂbéoglé@é%fgﬂgﬁf&? taéﬂeafq@zp{ﬂ%ssw agrelahg {Rtotmation
trusted second processor may be included in a token,
cannfhecusedrigrepenstrubtghe sgsang temdatsor (e. g. 8-bit 5MHz 8051
architecture) due to manufacturing cost reduction and
[00127]mM Eatexamplentheiseend Tdeplhier s¢. ths aoekhsant tengplate aoiydiengprgsented
used to assist the second processor to do part of the
by MCabket AtixQry;i 6], ¢, Afd dbefeituf@l | WRemq0ESH) is th€ cdadiddte of
may i nclude a communication Unit to comunicate with

mind (O, ek A el el 00,
o o R R ek S5 T T R e

controller. [00123] In addition, the above enbodi nents
enrolgfenptepipddted ng the first part of the nethod and the

second part of the nethod by the first processor and
[00128]e Elerefock, redrmsHonatiomeofsamimentstiemphate may be nérrigd ot axl follows:

enrol ment tenplate information is not released to the

I St _processor [{J- 2 ). Therefore, by only
’[{}‘Fﬁgﬁ‘i?“tet Fﬁ’é it FieT Ae1 vEUi nffef mati on of the enrol ment
tenplate to the first processor, the original
TR iglent Aesp! ATAN ((OF oriypi(ixon X)) not be stol en by
W re tapping during comruni cation between the first

o] or, and t second processor. .[00124] The

1001 201” SiER o §R O pRALE fheaPPITPR o6 VLS Ahuf fopt and arc tangent
secaond m nutiae tenpl ate nenti oned above is_ descyribed

are quite HpeConBining. ssRecilly Wirmthe pumpernf minpacds krge 19Aan,
of matched mnutiae is determ ned according to the

embagiiipent;, thervalcubabion ean bésplit intg two sentions, evhereie thetdateu]atipn of the
tenplate to be verified) nmay be aligned on the first

subtraétiviaaspbe &xecgted bhehd t0RelEhgvinglothet pocosaysbwesgadahecalculation
(i.e. the enrolnment tenplate) may be aligned on the

of sqR8eOffhaR BEEARc fafgéht ntdyDelRbARId oif HieltedddRhaviR€higher processing
Cartesian coordinaté of the respective mnutia 1s

powérr ansfornmed to polar coordinate. Accordingly, distance
calculation and trigononetry cal cul ati on are invol ved

dulr)kr:g &Ii_lﬁlgmsnt, whi ch are conputation intensive

DYi=(Yi- Yo)
[00130] A relative information template (RIT) may be constructed to be transmitted to the
reader for distance and angle calculation. The format of the RIT is:

RIT = {DX;, DYj, i}
[00131] In an embodiment, the RIT for all the minutiae in the enrolment template may be
transmitted to the reader for transformation calculation. In another embodiment, a portion of
the RIT for part of the minutiae in the enrolment template may be transmitted to the reader,
while the other portion of RIT is retained at the token for transformation calculation carried
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for low end processor with limted resources. [00126]
In an enbodi nent, the alignnent of the second tenplate
woreydalsel be carried out on the first processorPCTia@2008/000258

hi.gher processing. pawer as,to speed up the .
ot abitf dilran e FripBiBap e REFmARPE £ Ta0bied ofdeF far beger security,
secure to send the coordinates of the mnutiae in the
as widlhecslearibedrip lpdatesparbotithe descrigtionr ocessor. In an
enbodi nent relative informati on of the secondtenpl ate
[00132] s@mde thestaderdecdivaaiiboRIE,¢hé rehdervatlicalrutate thh distance Dist, and the
processor, as relative information cannot be used to

anglé BRE mbfdmgg totthe eqetiensatovethadeBy trhf¥ddrrihg fHRIC£%s#M cBordinate of

the second tenplate, i.e. the enrolnent tenplate may
h
e LR BRI TR s plf o gl a1

. s.the nunber of .
001 i WhEE e iy Seaptosiophs ARG L et s WBREL @ gpgrmatching
coordi nate of the reference mnutia of the re erence
betwggy the ghgneditemplatesimay beperiopmed cCCEs-BIAHEE MaKPS HME consuming
[00128] Therefore, the transfornmation of enrol nent
due tb exhduatve nmwit@Of:lainuiﬁe@Iirwutveds foll ows: The Distance:
Dist, = X1- X1, )2 +Y1L - Yb)2 . The Angle: Ang, =
[0013F]ANTHe( atikned dfirpInmidnXtelmplaty abjhke.redded9 lindludek partiabofermation of
transformation, the conputation of square, square root

the nﬁﬂﬁ’ﬂé@ﬁ@c&n@ﬁ‘@&éﬂ b}afh% rél'diﬁ@m?drﬁﬁtl@ﬁ’ REAPIAB PRI TOSARA a8 ki erelative

when the nunb mnutiae is large. In an
I
s DR bﬁ?{*ié L PR BRI Sr b sy o

be execut okep_ havi ng | ower processing

type ng%&mm‘éﬁ‘?c? %nﬂz E 'éﬁcil%o the pulag- square root and

arc tangent nmmy be executed on the reader havi ng;
[0013]g Harong eabedisnang hodvalignediaput teroplatypyd pigned eprolmeny)template are

[00130] A relative information tenplate (RIT) nmay be
transootteat toule ©len v drethe fimakmatching, @ ta determine the similarity value
between the two templates.
[00136] In another embodiment, a preliminary matching is carried out at the reader to
compute a local minutiae matching score, and to rearrange the position of minutiae in both
templates according to the optimal local minutiae matching score (with minimum distance
and angle error). This may speed up the matching process as the token does not need to
perform exhaustive scanning for all the minutiae in both templates. The matched minutiae
pairs may be transmitted to the token, and a final matching using the un-used features, such as
local ridge frequency, ridge direction and other local features of minutiae, may be carried out
at the token.

[00137] According to an embodiment, the preliminary matching between the aligned input

template and the aligned enrolment template may be performed to determine an initial
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reader for distance and angl e cal cul ati on. The format
of the RIT is: RIT = (DX1, DY1, i } [00131] In an
wenmodiwent , the RI T for all the mnutiae in tPer/SG2008/000258
nr Q| nent tenpl may . be mtted t he re

matchie 15t ANPGRS RSA TR, e gL TY Spibtdeahe BiE hRiped
a portion of the RIT for part of the mnutiae in the

minwiae ahdrihetinitiahphatshiog searehed the matehed paids.t The indtial aathhing score may
while the other portion of RIT is retained at the

be détafened oy cdladatifeaherdisiance erddramd anhplerenoabetwedn tie ratpettine
token. The information in the RIT may be in a

mlmﬁfaéﬁlmmét@s%’&ﬁ lhteg. better security, as will be
desribed in a Iater part of the descrl pt| on. [00132]

[001%? iﬁl@]?lgﬁﬁéﬁ%ﬁ%ﬁé 1?9%4%5% eh Qg M gpl{( gg’}r&rﬁg‘ahh other features},

cc t he .e |onsao ther transformn
wherg e iy Ll CRBURF ALFEREEe e T e 5 F B St
~ coordicate. The two _tenpl ates may be aI [ gned
minugiae &t diie gy temmplate s IX MS?’ e it the cpordinate efihe mferenssomingtia of the
enrol nent tenplate are aligned, a cross-mnatching
referbadevpaaro fincledingnethaet ie tid inpetstemplatd el peefooe; fledransformation of
Cross-matching may be tinme consum ng due to exhausive

enroliidng Rinfjdlatefis diriet hiaQs kollesyed. [ 00134] The aligned
enr ol nent terrpl at e at the reader only includes parti al

i nformati on structed by the
The| Ristanes: |Pf56rnd(1Yoﬁsze)wb1(XtéY(hlaT) such as the

relative di st ance and rel ative angle, but does not

GEE TR ATANRE ST, M GPFect i on of 1 ne

m nuti ae. [00135] In one enbodl ment, both aligned
wheteftpayl. t 8w differenoe irtdriepttidn englelbﬁamenttmmipat temptate and the
transmtted to the token to do the final matching,
et ne th al ue between the two
enml[néer%lteg?pé% %66 §f€ffﬁo élﬁtl)%dl ment, a
relimnary matc carr ed.ot at the reader .to
[00152,1,1pﬁp§rr3r Veugls ‘ﬂ‘f"r‘i‘%&‘}e é° i HP\EQ%&B‘F@ under CtOB’Pa“S"n according
rearrange the position of mnutiae in both tenplates
to the éelinvdngigquationhe optimal |ocal minutiae matching score
(with m nimum di stance

Errjj = w* abs (Dist; - Dist;) + wy* abs(Ang; — Ang’j)

wherein w; and w, are weighting factors, and the sum of w; and w; are equal to 1. abs ()
represents the absolute value of the difference between the two elements.

[00140] The pairs of matched minutiae having its matching error Err;; less than a
predetermined minimum error tolerance (MET), are includéd in the initial matching list (IML).
In addition, a best matching pair may be determined which has the minimum error compared
with other pairs of matched minutiae.

[00141] When the best matching pair is determined, the following algorithm may be carried

out to determine the local matching score for each pair of matched minutiae.
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and angle error). This may speed up the matching
process as the token does not need to perform
weanstesve scanning for all the mnutiae in bPCTSG2008/000258
tenpl ates. The matched m nutiae pairs may be .
transmtted to the token —and a final matching using
tr[gmgtag*@qu{seatm such as local ridge frequency,
Rl

r ther | ocal features of mnutiae,
ggnegq%:a%%(g‘g‘%bu t he token. [00137] According to

an enbodl ment, the prelimnary matching between the
aladgrdsl =i(MmmDiﬁfDi’spl— & Oisthd/MbDifiDignethe emaxihnmndistance tolerance
t e RlaadEmiRYiade perforned to determ ne an
initial matching list (IM) of matched minuti-ae. The

may include the pairs of matched m nutiae and the
| rIrrOPa1§P0rﬁs‘rt @Hi_d8s*90% r/é@l%lﬂat@ He sgeredasgorpthi esror irhdistance.
initial matching score rray be determ ned by

| cth Wbt NGk Bi B rith A AIe ng@ ﬁﬂ&x@ﬁﬂbﬁeﬁwmgfe ReEED

slectlve m nu the two tenp

[@B&lgg‘]’ 8e§°ﬁB%FFhf‘1é?|‘H}aﬁte is represented as Minput =
{Xj Y}, q 1_,, and other features}, wherein (Xj Y -
J JLocsISthe 8 d6e 60)0f caltiluteitResdoie Basd on the error'th Angle.
where mis the nunber of minutiae in the input
tenplate). (X b, Y b) is the coordinate of the
reference mnutia of the reference pair of matched

[00142 ]h uTheymitiah magehinglisids tepres¢rdeddy: Ther ef ore, the
transformation of enrolment tenplate is carried out as
IM3! + ¢, MheLord$amag: The Angle: Ang ATAN - Yb) I(X)
- X'b)) - qonent ; wherein qonent is the difference in

Whegdih ®Mltaatl NN aRABE B1dBE bIBe MndtéiRed nfifttiactif MY éirallaest téhiflate and the
enrol ment tenplate, for alignnment of the two tenpl ates

indek 8Pth3 %atém:dgﬁlﬁgﬁae @l in| §t t%@%?{j@ ﬁ%@tltl& 9&]?{@& {s 1B initial

m nuti ae under corrparls n ac oW ng

matcggx?%t I 2 Mk Er ruslualw ar\f\%%%d g‘rﬁ al?ﬁgl as eng}#rg QNS? E‘H) aﬂféther

(fn tors an e sum and are e%ual to 1. (
emb? ment, it'may a so e arrange 1n random order or a predetermined order as w111 be

described in a later part of the description.
[00143] The IML and other minutiae information of the input femplate, suchas 0, t; and
cher bfieatures of the minutiae may be transmitted to the token for final determination of the
similarity value between the input template and the enrolment template. This information
may be constructed as a final template (FT) to be transmitted to tﬁe token:

FT = (Ml, My, LocalScorey, G’k, t’k, and other featurey)
" "wherein G’k, t’k, and other featurey are ridge direction, minutiae type and other features of the
minutia Ml'; from the input template. There may be some un-matched minutiae, the

processing of which will be described in a later part of the description.
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represents the absolute value of the difference
between the two el enents. [00140] The pairs of matched
wWorRMovimel having its matching error Err,, IessPQH&Gﬂﬁwmmﬂw
predet erm ned m ni mum error, tol erance
(00144 | Sinegthe finahtemplate ing udﬁﬁ{l@maﬁé ?p@fch(:ql m_ﬁlutlap re}nd their local score,
addi tion, a best matching pair may be determn ned which
the dh@srnm@ommﬁnhﬁmimlemat@hmg@nwa Asele bigi qarviask dw bagsdiongheether features of
mat ched m nutiae. [00141] Wen the best matching pair
minitiae fiehwlediimed FT. he fol | owi ng al gorithm may be carri ed
out to determne the I ocal matching score for each
[0015’5]' rTRd ﬁﬁ@h@d‘?&ﬁhé@(ﬁ% P b&d&ehined ﬁ&%('&l td the f@lo%hng lzquatlon
D Angle = abs(Angi - Ang' j); adj dds = (MaxDif
- D Dist); //th[lf Dist is the naX|nun1d|stance
t OFRaRRER < B (el cofe]) WIHTAES cor€02 (iBaBMEL=n; else L=m)
(adj _dds*10y% // calculate the score base on the error
in distance. adj dos = MaxDiffOrientAngle - D Angl e;
wherein MUSQofeGk HRNhACKILE séste UB@rmRYd uﬁﬁg 0§, L, ohRT &}ifrefeitﬁrek, nand m

mat ch” m nuti ae. Local Score += (adJ os/lOO)

are “f%‘%%? E?E{éﬁ‘?ha??ﬁ?é i BAfeftle 5‘?@“%‘&%‘#‘?@% dat%fespe“‘vely
Thef wingsetdg SdeinpsiplR Eﬂcﬁﬁrt%ﬁf’%ow G0 SP0F FoRenE b

npl ate_and the index of the matched minutiae in the

temnlqﬁmsutgethﬁpﬁ%fqaggffébftthwu}»tl%ca| Score is the initial
mat ching score. Mk is usually arranged from1 ... k

0

T ascending order _hianother embodi ment, 1t may ars
pﬁal@‘)!'cf;l%ngg fotdlsERBIPMda rtﬁ’@focﬁlrscére% %%eﬁr?aﬂ gigped order
as wi be describéd in a later part of the

description. [00143] The I M and ot her n1nut|ae

ifaf 9=} i/ atute intoliQuiid eterml ate, such as qj , t j
d other £ of t n1nut|ae may be transmtted
FiH B0 fun

d§ﬁ@eth éFﬂfnatlon of the

Diff RidgeDir = abs(0x -0'\); // calculate the error in ridge direction.

If (Diff RidgeDir < MaxDiffRidgeDir) // MaxDiffRidgeDir is the maximum ridge
direction tolerance to match minutiae.

{
FinalScore + = (MaxDiffRidgeDir - Diff RidgeDir )/100;

If (other feature matched)
FinalScore + = Feature Score;

FinalScore = FinalScore/L; // Calculates the normalized final score.
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simlarity value between the input tenplate and the
enrol nent tenplate. This information nmay be
waeonsghiwet ed as a final tenplate (FT) to be treeEsGL0&000258
to the token: FT = (Mk, M k , Local Scorek, g k, t Kk,
and ot her featurek) wherein q k, t k, and ot her
feature k are ridge direction, n1nut|ae type and ot her
[0014@lat TheEnadscarhes déteumined il ackortiansm withethe pibodinens Rbave. represent
There may be sone un-matched m nutiae, the processing
the sivhilasfty bbtwaieh theligpuleatplatectiditic enrdladent tepgpldte,aindtiialso referred to as
description.[00144] Since the final tenplate includes

the sIrﬁ‘l@arR? vhge BEtwiRh aladpitiitplaena ikt ddi6infent REFIateCOr €,
he determ nation of the Tinal natchlng score is to be

[0012‘?}2 Ir i&l aa%aﬁ}%lr‘] e@ﬁ&ﬂ%ﬁ%s&{ﬁ I%eﬁ ?ont e?e?m?gah % %‘f’glg:as%mlamy
Rl B TS RESI BB O BB R

L=n; else L—n) k=0 wherein FT Score is the natchln

include determining wvpighted st dhadifferepcescdedvenniibe firs a«tlen\@/dlﬁance
and mare the nunber of mnutiae in the enrol nment

infortreaiph af thedirst mimutihetempian¢ ardethp betoed rdstpeodistoadeyinfofinetion of the
foll owi ng pseudo code illustrates the determ nation of

secohd1fhiritiA8 kersSlRlc A Edih B, thevdighigd Qin® 6f the idifferbit®s GktM&%n the first
features of the mnutiae. Final Score + = Local Scor ek;

and t/hé ﬁ?{%ﬂ? 'i'agmleo(ﬁﬁl‘m&qmo?mh‘?oﬁ Itﬂgy bé El?‘ﬂed%ﬁraﬁdéé i(nttﬁe glnil/ryxatchmg

tch in mnutiae type. Final Score + =
scor %VZO in the final score. Diff RidgeDr = abs(gk -qg
?3 F/ calculate the error in ridge direction. If
RidgeDir < MaxDiff R dgeDir) // xDi f.f Ri.dgeDi r

001§ o ot Fmbedimegts ofialigeing Hie 6 temalsiss apd ohdei@mning the

m nutiae. { Final Score + = (MaxDi ffRi dgeDir - Diff
simil@rititjedbie betw¢@the two templates are carried out at the reader and at the token, so

that the determination process may be shared between the reader and the token to speed up the
whole determination process.

[00149] For example, if the processing power of the token is low, it is advantageous to send
all relative information of the enrolment template to the reader for alignment of the two
templates and for determination of local score of matched minutiae as described above. In
some cases, some token with intermediate performance CPU, such as a 16-bit smart card, may
be used which has enough processing power to match certain number of minutiae within an
acceptable duration. As the matching duration has exponential increasing relationship with
the number of minutiae, the token with intermediate processing power may be used to match

up to certain number of minutiae.
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} I'f (other feature matched) Final Score + = Feature
Score; Final Score = Final Score/L; // Calculates the
woeronmlicged final score.[00146] The final scorBCESG2008/000258

term ned in accordance with the enbadi nent above

1001g§br Aseqrding ipansRPOHMERY 5etefaRpasig of ﬂﬁ?}?%s&l@ﬁ‘pﬂfélﬂ%meth"d and
and the enrolnment tenplate, and is also referred to as

the se¢pmdgiartiaf dre methoditajke ¢semgdbeyt 1n Hhe firsiprocaseonie gt e sepder) and the
the enrol nent tenplate. [00147] In another enbodi nent

second prbessoi (eq tiretioken) mdydbetatrizdniut atdosding to 4 predefined load sharing
simlarity value between the first mnutiae tenplate

criteABA FoexaRpRNSh BldpHlé R SRAMShEcHIR¥ T Mby BE perfdtfiled 46 determine
determ ning a weighted sum of the differences between

the ﬁrﬁpﬁ)ﬂ%{: Jfitie &gtlhﬁctl ?ch“ thgié%cﬁlﬁ%%rti ot ftlgr,r ‘E{g‘{hg? Andfo délolﬁ?rof {he Shount of

ae tenplate an e 'secon I've di stance

i nformation of the second.mnuiiae t | at,e. .
relatg iIOT St TPl (P S AT BY TP P4 B aptdeg side and on the

bet ween the first and the second relative di stance
token §idgr mat i on nay be scal ed and added in the fina

mat chi ng score above. [00148] The above enbodi nents of
[00151] ghi amgembodihens, the apidpdive pranessing candttod mechunmgn t$es the number of

simlarity value between the two tenplates are carried

mim@isk t@letbitfiné ¥aiBpaavd R methed bod@Bmifmgtasithilamt§ value is to be
determi nati on process nmay be shared between the reader

carried Gut 1 %ﬁﬂfﬂ%ﬁ%s&qﬁé Gh&Rals ot iRl sEcdRlRS QR (i O fhe token).

process. For exanple, it the processing power

[OOIS%‘ ;{]r}eqlr}eoe%%}%g}rgeritﬁ\fvthei qt,un% er 8 r\rlﬁat{qtﬁg ﬁ({%‘ffs l‘éltdn%}l(g(f g%{n%illtaﬁg the token

€ inrormation o e enro
reader for alignnment of the twog tenpl ates and for
has gl QPTHPARCURE BIWIr oL e St BN O IEtINgS RYRHicR gsidgthe token.
descri bed above. In sone cases, sonme token with
Accordinghyrpe irgdetévepaforpatemekthepuolment ieraplate widl-tgi sentstardlag reader, thus
card, may be used whi ch has enough processing power to
ensuniap tie ldghdstlemel raf sty f Inndnotiter esaboditrient) ifthe acimbat aflmhiutiae to be
duration. As the matching duration has exponentia
matdh@8 i5ASh Mttemn@ldddté SRS AdPthéitéien cannot process all minutiae within a specific
time duration, some of the minutiae will be sent to the reader to process and the rest will be
processed locally at the token. In a further embodiment, if the number of minutiae in both
enrollment template and input template is large or the local processing power is too low and
the security requirement is low, all relative information will be sent to the reader side for
processing.
[00153] In another embodiment, if security requirement is high, all the processing will be

executed inside the token without the consideration of the number of minutiae. The following

pseudo code summarizes the above adaptive processing control mechanism.
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t he nunber of mnutiae, the token with internedi ate
processi ng power may be used to match up to certain
wovherieef mn nuti ae. [ 00150] According to an enPOOBGBENS/000258
the determ nation of the first part of the nethod and
The second part of the nethod to be carried out in the
d-iNwehbeplof agastae it em@lindchetemplatier ) and t he second
r Jmy be carried out
Igclggqu%?ﬁ%ﬁ%&uqae Lﬂggﬁﬁth%gg% oad sharing criterion. For
exanpl e, an adaptive | oad sharing nechani sm may be
If ey /rask the 1dgést htinber dfiGinbidestd derfhinefthé lvad BRarinpdtrategy
and t gﬂ? 9? Ract, .of the nmethod and to control the
anount relative nformation of the enrol ment
gl#pl ate to be conputed on the reader side and on the
tokemnaud@nhﬁﬁﬂﬁgihnjn an enbodi nent, the adaptive
processi ng control mechani sm uses the number of
m nutiae to determ ne which part of the nmethod_ of
If éMexNumMigutiaest Acrentabls Pregessing Jhreshpld ¥acprivd.evel aHIGH)
the fNIateh dar @kes Soilly();i// énly bRRResseartBiE Yokeh sidee second
processor (i.e. the tokeny [00152] In one enbodi nent,
i f the nunber of mnutiae to be matched is small and
alseaif (MheNumddingtider st Intermegiatsc Bepsessngpdiheashold) | t he
det epaR Tdr&ﬁnﬁ'i&?yh RfhtdhS o X6l X NiksiMIButideg, /7 PieiBlly process
ordln no réelative informati on of the enrol ment
ng %ﬁ?l be sent to the reader, thus ensuring the
hlghest | evel of security. In another enbodinent, if
digat Wﬁmﬁmﬁ'{mﬁ@l&lﬂi RBferinediB® PRICES Gl ThrdsRold& & SecurityLevel =
mﬁﬁﬁrne iate size and the token cannot process al
tiae within a specific tinme duration, sone of the
m nutTioted_offf | dardy prosessing(}y /Airecasealdthe rle!@tlpc odemnatign @nithe:
feffdr sidel | be processed locally at the token. In a
further enbodinent, if the nunber of mnutiae in both
enrol I ment tenplate and input tenplate is large or the
Ioc I 8hgce33|ng power is too | ow and the security
qc is low, all relative |nfornat|on MA|| be
sent to the reader side for processing %} In
andesrptablentseresuing Threshgldas theypmber of mi that cgy} bgymatched
all the processing wll be executed |nS|de t he token
insideithetoken wihingorasceptabde tima fafnet arrd nunber of i nut i ae.
The foll ow ng
Intermediate Processing_Threshold is the number of minutiae that can be matched

with the aid of the reader within acceptable time frame.

[00154] In accordance with the above embodiment, wherein it is determined that a partial
preliminary matching is to be carried out at the reader, it may be provided to determine the
amount of relative information that is to be transmitted to the reader for processing.

[00155] For example, assume that the token can process N minutiae within 1.5 seconds, 2
seconds is the maximum allowable matching time, and 0.5 second is the time to calculate the
final score (excluding communication overheads). If the number of minutiae of input

template is M which is larger than N, at least M-N minutiae need to be transmitted to the
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pseudo code sunmarizes the above adaptive processing
control nechanismn- Nunber of mnutiae in enroll nment
wo eovploateel m Nunmber of m nutiae in input tenpl BEESG1008/000258
(n>m [// use the | argest nunber, of nnutiae to . .
readey dQTAGESENE B OFdeR Ep WALIIIR W?ﬁwﬂwﬁwtﬁw Hgnewithin 2
n, else MaxNumM nutiae = m If (MaxNumM nutiae < o
secontisc dpe fnloavimg perude icod iliusteatesche dpterngaation efithe pember of minutiae
H GHd) Match n token onlyGQ // only process on the
that Heed<io itc@smitled @o tHe reddexNunM nuti ae <= Internedi ate
Processi ng Threshol d)
—Partiat _pretimnmary_match_on_token( VaxNomvinutiag); //
Part.ial | ocess. on .th ader side. else if
%ﬁ&iﬁu‘hﬁ%ﬁ&ﬁa@s@@u{}ﬁ@eﬁ%& RO ¢essi ng Threshol d
ifRI<SsdQurityLevel = = LOWN Total off card_processing();
I pSﬁ\%ﬁﬁ%F@ét&r 4 B9/ BE hahltaR vill iR pActebRA iR theltbiger, eader
si de. erein Acceptable Processing Threshold is the
nunber of mnutiae that can be matched inside the

etsocken within an acceptable tine frame, and
{I nt er medi at e Processi ng Threshold is the nunber of

m nuéipae.t at ca _matched, with.the aid of the
r eadeXIPRINBRAGOTc MUk IRtcgsTivVision fpuselon154] | n
taccordance with the above enbodi nent, wherein it is
deternmined that a partial prelimnary matching is to

be carrjed out at the reader, it _be provided to
/ R “t“ﬂée%ﬂ‘?‘?gsgi‘b?@n&htb@“?zﬁgror mation that is
NM,.Joe M/(SkigpingRaetdbrth t he reader for processing.

[00156] In this embodiment, skipping index method may be used to determine the minutiae
that are needed to be sent to the reader. For Skipping Factor = 1, that means the minutiae in
the template will be sent alternatively, e.g. odd number indexed minutiae will be sent and
even number indexed minutiae will be kept in the token for processing. For

Skipping Factor = 2, that means for every 3 minutiae, 2 minutiae will be sent out. By using
this method, a partial relative information template (RIT) can be compiled for sending to the
reader.

[00157] An embodiment of determining the similarity value between two templates
including the partial processing at an external processor may include the following processing
procedures:

[00158] 1) Send the determined partial relative information template (RIT) to the external

Processor.
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[ 00155] For exanpl e, assune that the token can process
N mnutiae within 1.5 seconds, 2 seconds is the
worgooptssal | onabl e matching time, and 0.5 secoPl/B&20081600258

1001580 2k Pt Byl e Beyepr BERaRrtdpictor i s pfina
input _tenplate is Mwhich is larger than N, at |east )
templptR T kA it QB B mats e miuignind leansim the Snakgmplarand the list of

processing, in order to maintain the maxi mum al | owabl e
un-medehed ingutiderte the trimted Froesesswnds. The fol | owi ng pseudo
code illustrates the determ nation of the nunber of

[00160NuB) Pexfdrimahatokiag $ort the be-niat@Ra Mihhek G@ir%hﬁteﬁﬁﬁ(ﬂ@rwith the local
Let M be the nunber of mnutiae needs to be processed.

un-sérit ihatlle d(‘x?tkérl}gl.n%'t:%?ﬁe;gﬁtef afld ci{l(:usl bla LM hAChiE ls%(i\r/? EB the trusted

processed in the tok el se I ppi ngFactor =

i nteger division is used. } //Nunber of mnutiae
pnm%%%% needs to be sent to the reader: NMOU =

oo 5] RSBl RSl b BRGEBhie ltte
m nutiae that are needed to be sent to the reader. For

the estarpalipraperaetand I _Bcorelifor othsafraturpeoimatghé¢dminutiae palculated at the
tenplate wll be sent alternatively, e.g. odd nunber

trustedipiexesdor)i nuti ae will be sent and even nunber i ndexed
mnutiae will be kept in the token for processing. For

[0016%] PP) REd BRGESes from pro©durd BRIP4 {Pdet@URAY thd fHaNWdrAEscore.
2 mnutiae will be sent out. By using this nethod, a

d
[00183y Pﬂ%'cgis@ﬂg abddvfie hﬁiﬂd'@gclﬁf%d Lo t@tc%be&?k%thiﬁﬁ]ﬁﬁ Shatching list
conpiled for sending to the reader. [f n

(IMI?)?&%S?%&%B%%PZ%C &elt ).e "AT he pe?atltvg?ntsélmrpatlioz%lr tle}r%)la\{g hyﬁ') grelltyvigglr}des part
of the relative information of the minutiae in the enrolment template, the external processor
may only match part of the minutiae from the input template to the minutiae in the enrolment
template. Hence, a number of minutiae in the input template fails to be matched. These un-
matched minutiae may be transmitted to the trusted processor to perform further matching as
in process 3) above. In an example, an un-matched minutiae template (UMT) may be
represented by:

UMT = {index, X'index, Y'index- ©'indexs t'index, and other featuresindex}-
[00164] The UMT may be transmitted together with the final template (FT) described above
to the trusted processor for further processing. The following structure combines the FT and
UMT that will be set to the trusted processor for final matching:

FTparﬁal, = {FT Py UMT}.
[00165] In accordance with the above embodiments, wherein part of the determination

method may be carried out in a first processor (e.g. an external processor), only the relative
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including the partial processing at an externa
processor may include the foll ow ng processing
Weeweetheses: [ 00158] 1) Send the detern ned paP¢1/846:2008/000258

. relative inforpption tenplate (RIT) to the externa

mformae%Qseomrremfsigpt@)m%s%?t&%# ea)éﬁltniea'l tepplic i sPatodhe first

' the external processor to determne a final tenplate

procgspor) forpracessinigs it is hotpesaiblecthage rrlativeiinfermatin toregpagirgct the
the final tenplate and the Iist of un-matched m nutiae

enrolirtent inémitiad Sén@slater Bloeser, thel Bl 6OInfGrmaRen ial o nimoagh playsical
for the un-matched mnutiae (in input tenplate) with

comrhtificdtRmahatitl S EMestioPpiniedS Hatler @615t@AINBEY inff€Hkidh $or Trojan horse
and cal cul ate a second mafching score at the trusted

L0 . fi ' ..
stac SRRy S phthni B Eh B b lTdTHe EERES, 4T Rk fimitcd
ext er nal cegsor)..and FT Score (for other features,.
procSH g ket T FIED ARG e Spom FET QG einidue uSed in the
processor). [00162] 5) Add the scores fron1$rogedure,3
tokemyigarsuallyovenks eraeprdinglydt fsingagssay de gnqods gherrglatiy e gifgrgpation data

Process 4) used the nethod descri bed above to
such dledt @raan be usducoricaiohlyah ondsr ¢dsevgrd the teteindibaticomiethodal
tenplate (FT). As the relative information tenpl ate

[00166F TUsualll ythé BfdeH OEminaiat iffex imtheleatcdnemaemplaty i98d ipiscending
of the mnutiae in the enrol nment tenplate, the

ordefdifi rlr}ﬁ IN.PIFQA%THH o at%liﬂfoﬁﬂaﬁ(ﬁl Fahd mAHfutiab$h HeRHtdIAEnt
fromthe input tenplate to the mnutiae 1n the
nrol ment t | at.e. nce nunher. of pi.nutiae i.n €. ..:
tempfi G B bt 7 B Pl e e ol Baginaa T Ko ARiRadptSs wire
m nutiae may be fransmtted to the trusted processor
tappedy thsdiarlsr ¢aR [RCPTLANIS ROMIRRIHEALQR befivsp &&@%erg@ PIBERSROr apf the
an exanple, an un-matched m nutiae tenplate (UMI) may
trust¢sbproegssars dfithe ¢neryptiomkey=is brakgaxthe recorded anfornyatiqiean be play back
g i ndex, t'index, and other featuresindex}- [00164]
with THeecradiied kays tetht Tasyamhotse tb gaigetdesy fromithe srhat EardalThis problem
tenpl ate (FT) descri bed above

may also exist in a total match-on-card system wherein the matching is performed totally at

the trusted processor.
[00167] In accordance with the embodiment, a random minutiae re-ordering method is used
to protect the transmitted information. To re-order the minutiae index, a random minutiae
index vector (RMIV) may be used to re-map the original ascending order to random order.
The Random Minutiae Index Vector (RMIV):
Ascending order [1,2,3,4,5 ,...,N]-> Random index [19,3,21,4,8,...,6] (one-to-one
mapping)
[00168] The RMIV may be generated at the external processor and is sent to the trusted
processor. The trusted processor uses this new index sequence to synthesis relative

information template (RIT) and send the RIT to the external processor for processing. The
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to the trusted processor for further processing. The
follow ng structure conbines the FT and UMI that w ||
weoos®etiesp the trusted processor for final matPeti/eG2008/000258
FTpartial , {FT UMT}. [ Q01 In accordance with the
exterRBlRIcHIOPHRMIY o \Rﬁ‘é‘Péé ﬁleﬁgf?%ﬂewar Fordhe eV R HPAGESFO perform
nmet hod may be carried out in a first processor (e.g.
finalamatehingr g trpstesbprocessr, widlisy thenRMI¥|ta degodlie tiieerdert ¢fdhe minutiae
(i.e. non-confidential information) of the enrol nent
insideehgpirast&l procsesrbnly Ifiie duthiehticqgtionde dewe arfdaaccess is granted, this
processing. It is not possible to use relative
RMIVE Qok& inQhe fBmbBFONAE frusikd ploReRBF R TRife Uk NWihetwise, this RMIV
tenpl ate. However, the relative information will go
P gh physi cal communication channel. Eavesdroppi ng
B(h%€ﬁﬁgbker to steal such information for Trojan horse
tack may be passible. Al comuni.cation chann
100184 fing 8o deFBE B oilE RS P prgieas B M Ynche
of the token with a | owend processor, encryption ,
trustedpreresgerewilseomnare the aewdiMAV agd thestared RilYi(used in the previous
Accordingly, it is necessary to encode the relative
transiacticor) it hotn ardad entisalc thetthuated iprocessor bell uefest tordoeny mhagchimg further
order to secure the determ nation nethod. [00166]
becalise kb kdquehdom &Y Bei re2brdet Betuenee. | OMeXvise) thdusdd Sroe®sir will
tenplate is in an ascending order froml1l to N If al

contfilie RAGS mgfcthf . qu {th\é Qelbdaf Qr%gﬁt.éd), P OfrudtEEprBLENLS vai?ﬁ dvard € the old

enr ol nent e ate 1s to sent to an externa

0 sor f essi.ng and.the co nicat i ' |
RMIV RS b PR IE085 53 it iy e B0 NG e i Aeath by
bet ween the external processor and the trusted
feco{ﬁ“b‘:’e:‘é%‘stl‘}r‘?lm}‘f‘at?‘ﬁe encryption key is broken, the
recorded information can be play back with the cracked
[001R@)y s ApyembledinTent pla r¢lates to a devigsi far determyigingagimilaréty yatie between
card. This problemmay also exist in a tota
a firstadmaplaeand arsdecamdsémphatelrec@idingtth ehenmaethbd ngdéessripet dbovered
totally at the trusted processor. [00167] In

[0012£F OTRAA&GAchhYbé & ﬁr&%@ﬁf&?&fonﬂng an dyifi1akiy @Ermination
re-ordering nmethod is used to protect the transmtted

e G L T S S

anot erri e%br(])ﬁ}mea}l% %v%re]:geln? & fifst %grrt o% &errgg{ﬂg 1s%ramdeerd'out in the first processor and
a second part of the method is carried out in the second processor. The determination of the
first part of the method and the second part of the method may be performed according to the
load sharing method or the adaptive load sharing method described above.

[00172] The device may include a plurality of units corresponding to the steps of the
similarity determination method, such as a first cluster characteristic determination unit, a
second cluster characteristic determination unit, a similarity determination unit, a first cluster

determination unit, a second cluster determination unit, a first relative distance information

determination unit, a second relative distance information determination unit, a matched
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The Random M nuti ae I ndex Vector (RMV): Ascendi ng
order [1,2,3,4,5 ,...,N-> Randomindex [19, 3,21,4,38,.
WO 2008p1166ne-t o- one mappi ng) [00168] The RM V negyT1/B€2008/000258
. generated at the external processor and is , sent to
mmt%&ae detepninationsurih @ refprrace minytiag spleeiancunyts and a templpte ahgwlent unit,
i ndex sequence to synthesis relative information
etc. ThapbareainitRiMAY terithpiesrmitadiia aRragrammahle pracassorgirogrammed with a
processor for processing. Theexternal processor uses
plurdf¥y M iedelesinkcBors@riespdndingrtd itk respeotivé intit. t It issictided that some or
processor to performfinal matching. The trusted

all oPfhS66wAniWinhd y BE@nipRedM ohelRo SR AR ch BE tlﬁrsﬁfa'i't Qkd tdre

mnutiae inside the trusted processor only

perfc%ﬁn@ge htglsf': a111 q& det%mQﬁlgt?ona\gﬂhﬁQﬁ?e sc’r?#é %Hg[gttq gﬂg Bgylbcle that some or

oces

) ut.ure use. herw se, th| RMV is discar
partipRF Al bAVE Wi MHERE CARPRIGHD & HTESEster Agy aam@%?essor

will generate a new RMV. The trusted processor wl |
respestinplay 0 thiethp simikuty/deteraninationsregessmayiby cemisd @ut by befl the first

previous transaction). |If both are identical, the
procéssoisargicthp sevoad poocessot.l refuse to do any natching

further because the sequence may be a recorded

[001381UERE SmbdiRRhidas BeschiBed dHove R AREAERRSAE sithildrity determination
continue to do matching. If the access is granted, the

proc{a%1 sJ ﬁ)ﬁ ng%ﬁf’\ﬁé gfe -ﬁ%t!cfugg‘ﬁgsreﬁ”o'xltt Elhﬁex‘?ﬁ% O@%%ﬁ% Btermine the

usi ng thi's rOJan

s i k5Pl 0 B B AP g o
asimlarity value between a first tenp

deteuigalinn Qféh%¥°£%r§n%d@§r<&|%°fteé RIRRLFHMOGP fgge%@é@% Wi glightly
above. [00171] The device may be a processor for

degrpdativoimaceyragly] Thhedagitive lead; shyrinscheme needrding e thesuntiodiments
an enbodi ment, and may include a first processor and a

also &2 @Ock]grareahs Sm-l‘caﬂdnnz&dﬁhgl €or 2e3rtinnds (dependstoar seiantcard)] The method
part of the nethod is carried out in the first

as dREPEERSA Phe SHBLAMSRS ADEVeREY bOTmp1EReeB i RGorSe-eatistrafidd platform
out i n the second processor. The determ nation of the

such as a smart card and an embedded system. In addition, an embodiment also provides a

secure minutiae re-ordering for communication scheme to protect the template information
during matching.

[00174] While the invention has been particularly shown and described with reference to
specific embodiments, it should be understood by those skilled in the art that various changes
in form and detail may be made therein without departing from the spirit and scope of the
invention as defined by the appended claims. Thevscope of the invention is thus indicated by
the appended claims and all changes which come within the meaning and range of

equivalency of the claims are therefore intended to be embraced.
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first part of the nmethod and the second part of the
met hod may be perfornmed according to the | oad sharing
woredobodicer t he adaptive | oad sharing met hod deBcT/8GmUS/000258

above. [00172] The device may include a plurality of
units corresponding to theClaimss of the similarity
determ nation nethod, such as a first cluster

“ﬂmg iactgrlstlc det er mi nat i on unit, a second cluster

LF& stic deternination unit, a simlarity

determination unit, a first cl ust er deternination

uni t cond cIuster determ patji on uni

L ¢ opabrBed Brele it b AR e b HEoR % Toiae tgmplate and a
second rel ative distance information determ nation
unsecondmirstion teannlates the methodegompaisingon unit, a
reference mnutiae selection unit, and a tenplate
al dgem@ning Lnfitst chister chhmcehetie fomedch fivsty clnster of a plurality of first
i npl enented in a programmabl e processor progranmred

W ¢10starsPédéeh Erdticlustdk coMPHSIRS /afpw}ﬁl‘itlyQﬂ?ﬁrﬂQﬁlhﬁﬁwﬁﬁﬂlﬂﬂEed fh the first
the respective unit. It is noticed that sone or all of

th S may be conprised in one processor,
su lﬁnﬁgtngﬁéhhrt card for perfornlng t he S|n1lar|ty
rm.nation W

oot RE oot Bhiet e BB s Rifkach selrba Fife ofg plorality of
be conprised in a first processor .and a second
pr ﬁ@@gg Flusteres gacht perend clusgter; gamprisBe 3 plyrahty; gf second minutiae
determ nati on process nmay be carried out by both the
f i caanprred cethesecand dninhizaestemplate; pr ocessor. [00173] The
enbodi ments as descri bed above may accel erate the
Si gdtbriihing tetsimithrityt valoe baswiess . thédirstexlanpt eharhéteristics and the
pre-mat chi ng based on the clustering approach to
detRbhd BSsttNGaPREHsABL. ching m nutiae or region(s) for
mat chi ng and the alignnent schene can accel erate the
determ nation of the reference pair of matched
ninutiae up to 3 tinmes faster with slightly

ada curacy. The adaptive | oad sharing
2. §@88faa to the enbodinents al so may

accelerate the on-card matching for 2-3 tinmes (depends
onwhergit ther glpsterigharaglerigis sempases, inflrmatipn taheut the shape of each
enbodi nents above may be inpleneted in
r eclostece- constrai ned platform such as a smart card and
an enbedded system In addition, an enbodi nent al so
provides a secure mnutiae re-ordering for
comruni cation schene to protect the tenplate

3. | NTRE ARIHOADS claim 2,
wherein the cluster characteristic comprises information about the convex hull of each

cluster and/or information about the position about the centroid of each cluster.

4. The method of any one of the claims 1 to 3,

wherein the cluster characteristic comprises information about the size of each cluster.
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during matching. [00174] Wile the invention has been
particularly shown and described with reference to

W@ pweiticel enbodi nents, it shoul d be under st 0odPE/SG208/600258
skilled in the art that various changes in form and
detail may be made therein w thout departing fromthe
spirit and scope of the invention as defined by the
apPemetiod bhamgsoneldfdhedaims oo 4, he i nvention is thus
i ndi cated by the appended cl ains and all changes which
C OkEerdiint the Rhdshe chmattefigicadvinprieg éhfofmatipni ababetheymidutiae included
the clains are therefore intended to be
enfreageduskai 8 What is clained is: 1. A nethod for
determining a simlarity val ue between a first
m nutiae tenplate and a second mnutiae tenplate, the
nmet hod conprising: determning a first cluster
characteristic. for each first cluster of a plurality
of Lhg1pethod p 9@%?33 each first cluster conprising a
plurality of first mnutiae conprised in the first ]
m whergiadhe ehsten charaeterigicrgompiigenatdeess wee of tha Bllowing information
characteristic for each second cluster of a plurality
ofelaremastd cl usters, each second cluster conprising a
plurality of second m nutiae conprised in the second
M NUt i aenibelces mikies Hchidedir &eh sivdierar i ty val ue
based on the first cluster characteristics and the

second &ha&hﬁgfg{%%ﬁﬁﬁfé ihélhh&ﬁin each dli§ieft®t hod of claim

1, whereint uster characteristic cdnprises
i nf or nmat i on abo%% t he SW%EG oq eagh cuusteﬁ. 3. Thq ter-
met hod BYaVEAEeH1d8e MEFBFR W e ™O AHACER! TRINEHAG Pt flugten
conprises_ information, about the convex hull of each
position of a fingerprint core;
number of fingerprint cores in each cluster;

position of a fingerprint delta;

number of fingerprint deltas in each cluster.

The method of any one of the claims 1 to 6, further comprising:
determining a plurality of first clusters, each first cluster comprising a plurality of first

minutiae comprised in the first minutiae template.
The method of any one of the claims 1 to 7, further comprising:

determining a plurality of second clusters, each second cluster comprising a plurality

of second minutiae comprised in the second minutiae template.
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cluster and/or information about the position about
the centroid of each cluster. 4. The nmethod of any one

wW@R00pMEI661 ains 1 to 3, wherein the cluster PCT/SG2008/000258

10.

11.

12.

characteristic conprises information about the size of

each cluster.5. The nethod of any one of the clains 1

to 4, wherein the cluster characteristic conprises

i nThe method of afmoente aflike elaimg 1 t0e8.i ncl uded i n each

cluster. 6. The nethod of claim5, wherein the cluster
chahéaeinaheé détetniagnhe siatladity Vaastompriseolctémeining|al weigtgd sum of
informati on el enents: a nunber of the mnutiae

| Nehle U rdnde€ detvdeh UiHe® First AcIdQBS i ch¥rableribtR® M Uhé 3Rcond cluster
i ncluded in each cluster; an average ridge nunber

beg;{h zﬁ:@erfsﬁ?s%g%l acent mnutiae in each cluster;

posSition of ’a‘'Tingerprint core; nunber of fingerprint

cores jn. each cluster; position of.a fingerprin T

devperemiioarhd Thidigesimies determining s SlERTH! b clster similarity

7. The method of any one of the clains 1 to 6, further

c ovginesdiehweendhe Brshluptary and theseapnd glugersuping theweighted sum.

each first cluster conprising a plurality of first

m nutiae conprised in the first mnutiae tenplate. 8.

The nethod of any one of the clains 1 to 7, further

C OTR¢ neihod of 8i®f SidBMldihs tB0Vfudhiet Yor@prisuecond

clusters, each second cluster conprising a plurality

of 4R GGARHe ™ '@ﬁti@c@gfﬁt Ointdindabi6 Sf@ﬁ@}ﬂad Ay | ACfirst clusters,
te.8.” the method o ? t he P lto

t enpl a any one o clal s

gb“g?rgélg réditértgg Fﬁ‘?etilvlee:lgis g}x \E/]% ?rgﬂ'fe'%%{.ogg%ﬂ?n&%r}%sn\ég!ny\% distance between
di fferences petween the fjrst clust h teristi
aln'éeafff‘f’éc@é(ir@ﬁjﬁd)f@}qur@}ity of frst clusters: and = o) actertstics

determining a second relative distance information for the plurality of second clusters,

wherein the second relative distance information comprises relative distance between

nearest centorids of the plurality of second clusters.

The method of claim 10,

wherein the determining the similarity value between the first minutiae template and
the second minutiae template further comprises determining a weighted sum of the
differences between the first relative distance information and the second relative

distance information.

The method of any one of the claims 1 to 11,
wherein the second minutiae template is an enrolment minutiae template of a certified

user.
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characteristics; and wherein the nmethod further
conprises determning a plurality of cluster

waeowwlarsst y val ues between the first cl usters BEMSGINSS/000258

13.

14.

15.

16.

second clusters using the weighted sum 10. The net hod

of any one of clains 1 to 9, further conprising

determning a first relative distance infornmation for

t h€hgmgthaliof yny bnd ofrthe cloimsst tor B, futher edmptisiags i r st

relative distance information conprises relative

di gdrafdininpel AMse Pain ol heatdhed enihotidedst ©firdt Rbuspdr wfahé phurality of first
first clusters; and determ ning a second relative

di §L,88G5%nk afseédﬁatcm&rB@fhetﬂnﬁaﬁﬂwaéééo&m Alstet8&aad
clusters mhereln t he second rél atlve di st ance

ma t
neﬁae?% thipgh SEPRLBSF O HEH My g éi?%nééﬁ&?*u%ft tgp glurality of
net had, of cl e dete

¢ hlrss &HF‘F%?r%“fi;ﬁh?/ sqegad s@%%&@w rebtyct Sefogaiiers BY matching the
tenpl ate and the second m nutiae tenplate further
congargss awighbper minyting ef e gratchad suinube aefhthe first pair of matched
di fferences between the first relative distance
i nfnfmutiaé irothedirst dimter aad drechaasdsbnél giebotr stisutae of the matched minutia
informati on. 12. The nmethod of any one of the clains 1
t Ooflthe firdt PaRloR nialtPed AfiMitThe T MHeétseeshdlchigpdrat € is an
enrol nent "mnutiae tenplate of a certified user.13.
The nethod of any one of the clainms 1 to 12, further
conprising deternining a first pair of matched

tia uster of the plurality of first
cl EE g’ gr?ﬁ(’]é‘“&é 0%11181]??&&”& the plurality of
second clusters; and determ njng a second pair of
reSelerEing % PRIk phmatphed minytigeqyith r%?g?fé rto &fprﬂ'i s pafehipg criterion
of first clusters and the second cluster of the
pl froml the firgsfpagefonaichddupinatise ayd thetsepondgpaihel matghed minutiae as a
nei ghbour mnutiae of the matched minutia of the first
patefereiicerpairadfeshtched minutiae; and

carrying out an alignment of the first minutiae template and the second minutiae

template using the reference pair of matched minutiae.

The method of any one of the claims 1 to 14,
wherein a first part of the method is carried out by a first processor; and
wherein a second part of the method is carried out by a second processor, the second

part of the method being different from the first part of the method.

The method of claim 15,
wherein the second processor uses results of the first processor for carrying out the

second part of the method.
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mnutiae in the first cluster and the nearest
nei ghbour m nutiae of the matched mnutia of the first

w@2000/00fc6at ched m nutiae in the second cl ust ePCT/3€2008/000258

17.

18.

19.

20.

21.

22.

23.

The method of claim 13, further conprising: selecting

a pbg methpd ﬁﬁ?@ﬁ@d5ﬁrﬁé’tﬁ“&€ervﬁ°mi’rﬁs@§pect to a
predefl ned matching criterion fromthe first pair of
metrartsenitting mesulta of Hrecsecorel past ofhitie padthodofromrethe brsdnd processor to the
mnutiae as a reference pair of matched m nutiae; and
cafifsypiogessod. an al i gnment of the first mnutiae
tenpl ate and the second m nutiae tenplate using the
reference pair of matched m nutiae. 15. The nethod of
any one of the claims 1 to 14, wherein a first part of

th b rst processor; and
V\hg]ee]inﬁ&lgggg parﬁ &1%1? 56 7II’lod is carried out by

a cond processor, the second of the netho

DT RGoth PO PrGcBi (Es £19 SEuBaet (68 Stavad rerhoh the gethod for
The method of claim 15, wherein the second processor
useasTyingsentithe Grst pareof thesethndocessor for carrying out

the second part of the nmethod.17. The method of claim

15 or 16, further conprising: transmtting results of

the second part of the nmethod fromthe second

pr@ﬁ@ﬁ%&bdb@aﬁﬁ@nééﬂtﬁécﬁ{rﬂ§ﬁ§ﬁ>0[8 18. The nethod of
any one of the clainms 15 to 17, wherein the first

pr ?fﬁ&’gﬁxf%e Y&khs lb'f* the' s%&liﬂcf ﬁarp{)f {hlg %&ﬁ&@&%} H‘ﬁ{wéd R)f th& Iﬂgst processor

or carrying out t I rst part
d, of. an one of the clalrrB 15 to 18,

. h
V\h’érngfl'r?o{qﬁ‘i jakifermatipny b s e cond part of the method

transmtted to the first processor is non-confidential
i nformati on.

The method of claim 19,
wherein the results of the second part of the method transmitted to the first processor
comprises relative information between the minutiae of the first minutiae template or

the second minutiae template.

The method of any one of the claims 15 to 20,

wherein the first processor is an external processor to the second processor.

The method of any one of the claims 15 to 21,

wherein the second processor is a trusted processor.

The method of claim 22,

wherein the second processor is a portable processing device.
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20. The nethod of claim 19, wherein the results of the
second part of the nethod transmtted to the first

wEe@eesser conprises relative informati on bet weensG1ues/000258

24.

25.

26.

27.

m nutiae of the first mnutiae tenplate or the second

m nutiae tenplate. 21. The nethod of any one of the
clains 15 to 20, wherein the first processor is an
exTlgr methog pbamsewrofithe ¢lhmsskdctor?d, pr ocessor. 22. The

met hod of any one of the clains 15 to 21, wherein the

S ewhAGinthe 6% part of the ndtliddsdomtprizeOoagDitiorddf tHdwdethod; and
nmet hod of claim 22, wherein the second processor is a

POk h&@BInAnPSQERS HAPOF HE Y tifod@mptigs SRifaeski A poftidhs 8P fhe method.
of tﬁgnCPaFnB 1E to 23, mhereig)th% firstlp?Pt o? thgme °
nmet hod conpri ses open portions of the nethod; and

wherein the second part of the nmethod conprises

confidential portions aof. the t hod. 25. The nethod of
an¥hemethg of pry eneptiie dlaimsyloie 24pherein the processes
provided for the first part of the nethod and the

pr whersivethe procassrsdprpuided deothe Hest tpaeif oft the methpd dindrthe processes
determ ned in accordance with a predefined | oad

s hproividgd cfor t secomah pa6of Ahdlanéthad fave dbsdrevimddnimqceordance with a
simlarity value between a first mnutiae tenplate and

a SreadiftdPdikhhAkg &@eRb@mt €, the device conprising: a
first cluster characteristic determ nation unit for
determining a first cluster characteristic for each
first cluster of a plurality of first clusters, each

oot HeeFOMRE b ubl 458 el o Shayffehfc ana
cluster characteristic determnation unit for

detespnd mimiag tesuplgacthe AEEECFOMRINEt eri stic for each

second cluster of a plurality of second clusters, each
sezofimgt cluster characteristic determination unit for determining a first cluster

characteristic for each first cluster of a plurality of first clusters, each first cluster
comprising a plurality of first minutiae comprised in the first minutiae template;

a second cluster characteristic determination unit for determining a second cluster
characteristic for each second cluster of a plurality of second clusters, each second
cluster comprising a plurality of second minutiae comprised in the second minutiae
template;

a similarity determination unit for determining the similarity value using the first

cluster characteristics and the second cluster characteristics.

The device of claim 26,
wherein the cluster characteristic comprises information about the shape of each

cluster.
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cluster conprising a plurality of second m nutiae
conprised in the second mnutiae tenplate; a

W@ Reploaresty determination unit for determ ni ngP€H8G2008/000258

28.

29.

30.

31.

simlarity value using the first cluster
characteristics and the second cl uster

"characteristics. 27. The device of claim?26, wherein

t hEhecdayigeent chatmr2ict eri stic conprises informati on about

the shape of each cluster.28. The device of claim?27,
whehatin thé elusiet shaictedstic aoinprisestinformatigr atsoms the convex hull of each
i nformati on about the convex hull of each cluster

ang(ifér dndidp iR Hh MbredbRUL tht BEsiRGS ABduP thealRAtbidloTRach cluster.
centroid of each cluster. 29. The device of any one of

claims 26 to 28, wherein the cluster characteristic
conprises informati on about the size of each cluster.

30,, The.device o of,.clains 26 to 29, wherein

t hE% Tﬂﬁ%ﬂfaBH8P58€g¥V%§§%t °npri ses information about

the m nutiae included in each cluster. 31. The device

of wherginthgolusighelasadicristie cempgses infopmatian aboptthe gize of each cluster.
conprises at | east one of the follow ng informtion

el enents: a nunber of the mnutiae included in each

cluster; a density of the mnutiae included in each

C|Pﬁdﬁv1ce&ffaﬁ3‘@hé@ﬁclﬁin€&l§t6@ﬂbef bet ween two adj acent
m nutiae in each cluster; position of a fingerprint

C Ok RorefAURE %iusﬁ% cfhbﬁ'f%ﬁg’ﬁd ot e? $nfbAn SR atout RfeShinutiae included

position o i ngerprint

in each cluster.

The device of claim 30,
wherein the cluster characteristic comprises at least one of the following information
elements:
a number of the minutiae included in each cluster;
a density of the minutiae included in each cluster;
an average ridge number between two adjacent minutiae in each cluster;
position of a fingerprint core;
number of fingerprint cores in each cluster;
position of a fingerprint delta;

number of fingerprint deltas in each cluster.
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nunber of fingerprint deltas in each cluster.32. The
device of any one of clains 26 to 31, further

weapoiwinhg: a first cluster determ nation uni PCT/86G2008/000258

32.

33.

34.

35.

deternining a pluralit first clusters, wherein

ol fovies O oy Bne pF ity fiod Rt Smeiag 1 v ot

m nutiae conprised in the first mnutiae tenplate. 33. .
The ﬁdsé\nlu,séergteamwaaﬂ@ upit fer detgmninme; pplypality g?tﬁnsé iclusters, wherein
conprising: a second cluster determ nation unit for

detahrfirsti dgptaa cpmpriadsi 4 plucdlitys ef first mihutiat eomprisddanehefirst minutiae
each second cluster conprises a plurality of second

M RUiglae conprised in the second minutiae tenplate.

34. The device of any one of clainms 26 to 33, wherein

the simlarity determ nation unit being configured to
determne the simlarity val ue conprises being

confiqured to detefmne i~ght ed sum of. the

i Fhe feiter Bupnp S 7§ Pk By SMRiptict er i st cs

and the second cluster characteristics; and wherein

t hé sesamd| eluster, defempipaion g o, Aetermpidingga Phwrliyuefetecppd clusters,
deternmine the simlarity value further conprises being
cowhemur eagh secodé chister nemprigss arpdiiiatity affseeindgnigntiae comprised in the
simlarity values between the first clusters and the

sesabfid flinigiaekanplateNg t he wei ghted sum 35. The device

of any one of clains 26 to 34, further conprising a

first relative distance information determ nation unit

for determning a first relative distance information

fo . [ ' usters, wherein the first

r eﬁg% ?%égédéiaggr?éé()?%?%ﬂ}% tlogér?’ conprises relative

di stance_bet ween nearest .centorids of .the plurality_ of. . .
£ 1 FLESE) (e SUpLanty A OaieH nif Brigg icgpfigired fdeucmind the'similarity
information determ nation unit for determning a .
se¥dHel comprsesvleing sorfigused g determingra Msighiede syn o gthe tdjfferences
of second clusters, wherein the secondrelative

di be¢taveerethierfirstrohmstar charactepstics @sd thel setondeclglitgtchmmeteristics; and

bet ween nearest centorids of the plurality of second

cl WsbRirSthe similarity determination unit being configured to determine the similarity

value further comprises being configured to determine a plurality of cluster similarity

values between the first clusters and the second clusters using the weighted sum.

The device of any one of claims 26 to 34, further comprising

a first relative distance information determination unit for detenﬁining a first relative
distance information for the plurality of first clusters, wherein the first relative
distance information comprises relative distance between nearest centorids of the
plurality of first clusters; and

a second relative distance information determination unit for determining a second

relative distance information for the plurality of second clusters, wherein the second
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36. The device of claim35, wherein the simlarity
determ nation unit being configured to determ ne the

\NGhm@MHmbty val ue further conprises being coan@nsGﬂmwmmﬂm

36.

37.

38.

39.

det e hted sum of the differences betwee
st Qistiho? P TRSSrSORse] TR T e S Ssgtorids of
relatlve di stance information. 37. The device of any
ontge puraliy of segond chsterss 36, wherein the second
m nutiae tenplate is an enrolment mnutiae tenpl ate of
a certified user. 38. The device of any one of the
clains 26 to 37, further conprising a matched m nuti ae

detrs ddvid dfUhiti g, , wherein the matched mnutiae
determ nation unif is configured to determne a first

pa\kfﬁer 1fn tﬁggwfﬁtg}d {Tlaiﬂgncgf uiflt (Bjélﬁé Eo o%lgédef @é‘teﬁ‘rﬂﬁ? the similarity

p uralirty o sters an sec uster

t he sec nd cl uster a et erm ne

ottt ihé Sorthedes S sentbpId op PHETFIF o %fflé@ﬁ%rs“m of the
of the plurallty of first clusters and the secon

c| difteances between | the first; splative disteneg nfqrmatipr agg Mhe second relative
mat chi ng t he nearest nei ghbour mnutiae of the matched

m distance informagofi r st pair of matched nminutiae in the

first cluster and the nearest neighbour m nutiae of

the matched mnutia of the first pair of nmatched

m nutiae in the second cluster. 39. The device of

cl @hé‘li@vﬁ‘ceé ?%‘ﬁé o?&fER:'Idlﬁb ngiq3g ef erence m nutiae
se ection unif for selecting a pair of matched

Férle%ethw é&nd?ﬁB&?&e t%l?lpﬁtepls %H%B}diﬁgﬁﬁg n‘ﬁlﬁhg gamé)late of a certified

gritonrrom m nu
the second pair of natched m nutiae as a reference
pat¥-of matched minutiae; and a tenplate alignment
unit for carrying out an alignnent of the first
m nutiae tenplate and the second minutiae tenplate
using the reference pair of matched mnuti ae.
The device of any one of the claims 26 to 37, further comprising a matched minutiae

determination unit, wherein the matched minutiae determination unit is configured to

determine a first pair of matched minutiae of a first cluster of the plurality of
first clusters and a second cluster of the plurality of second clusters; and

determine a second pair of matched minutiae of the first cluster of the plurality
of first clusters and the second cluster of the plurality of second clusters by
matching the nearest neighbour minutiae of the matched minutia of the first
pair of matched minutiae in the first cluster and the nearest neighbour minutiae
va the matched minutia of the first pair of matched minutiae in the second

cluster.

The device of claim 38, further comprising:
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40. The device of any one of the clains 26 to 39,
wherein the device conprises a first processor and a

waemondiepr ocessor. 41. The device of cl ai m 40, PEIRGBHI081000258

40.

41.

42.

43.

44.

45.

the first cluster characteristic determ_.nation unit . )
arfdreferencee BmHIag) selachpn Hettefari Sslectiom aypaif ofmaatched minutiae with
conprised in the first processor. 42. The device of
clraspectdt0,a pradefimied ndtehing aritesion fipmithedirat prant ¢fonatgh¢d miinptiae and
conprised in the second processor. 43. The device of

clthé sacéd paihef matchédmirhitias bis preferefcOpain of matclsedirainntihe; and
processor to the second processor. 44. The device of

cl ﬂegﬂg e a &t Qndt 16 Woﬁrﬁ%@ﬁfeﬂ Sf tBe frstshRdtiae template

processor. 45. The dev cl ai m40, further

caonyri sin |l oad shani ' i.0n:_uBi o
SR S R LR Wl Bl e
in the first processor and the second processor.

The device of any one of the claims 26 to 39,

wherein the device comprises a first processor and a second processor.

The device of claim 40,
wherein the first cluster characteristic determination unit and the second cluster

determination unit are comprised in the first processor.

The device of claim 40,

wherein the similarity determination unit is comprised in the second processor.

The device of claim 40,

wherein the first processor is an external processor to the second processor.

The device of claim 40,

wherein the second processor is a trusted processor.

The device of claim 40, further comprising
a load sharing determination unit for determining the amount of information to be

processed in the first processor and the second processor.
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