1 TITLE OF THE INVENTION Flexible Licensing Architecture for
Licensing Digital Application TECHNICAL FIELD [0001] The present
invention relates to a licensing architecture for providing a license to
operate a digital application on a computing device or the like. More
particularly, the invention relates to such # licensing architecture where
only one version of the digital application need be released with multiple
available features, and where a particular license issued to a particular
user specifies which available features ma){ be en”iplo ed by the user.
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[0002] Rights management and enforcement is highly desirable in

connection with digital content such as a digital application or the like, where such
digital application is to be distributed to one or more users. Typical modes of
distribution include tangible devices such as a magnetic (floppy) disk, a magnetic
tape, an optical (compact) disk (CD), etc., and intangible media such as an
electronic bulletin board, an electronic network, the Internet, etc. Upon being
received by the user on a computing device thereof, such user can activate the
application with the aid of an appropriate operating system on the computing
device.

[0003] Typically, an author and/or publisher of the application
wishes to distribute such application to each of many users or recipients in
exchange for a license fee or some other consideration. In such scenario, then,
the application may be a word processing application, a spreadsheet application,
a browser application, a gaming application, a media player application, a
combination thereof, and the like. Such author / publisher or other similar entity

(hereinafter, “publisher”), given the choice, would likely wish to restrict what each



like to restrict the user from copying and re-distributing such application to
a second user, at least in a manner that denies the publisher a license
fee from such second user. [0004] However, after publication has
occurred, such publisher has very little if any real control over the
application. This is especially problematig in view of the fact that
practically every personal computer includes the software and hardware
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saving such application in an un-encrypted form, and then re-distributing same.
[0006] In addition, the publisher may wish to provide the user with
the flexibility to purchase different types or editions of the application. For
example, the publisher may wish to provide a full-featured edition at a higher price
and a rudimentary edition at a lower price. Likewise, the publisher may wish to
offer a business edition and a home edition, a student edition and a teacher
edition, or the like. Note, though, that in the prior art, each such edition of the
application would require that the publisher distribute a separate set of operating
code. Thus, and as should be appreciated, offering multiple editions of the same
application requires that a publisher maintain, package, and sell each such edition
separately, with considerable expense. Moreover, each such edition likely is
supported separately, updated separately, and debugged separately, with even

more considerable expense. Also, when errors or bugs in the application are



fact the error exists in all such editions, one again with considerable
expense. [0007] To provide the user with the flexibility to purchase
different editions of an application, a publisher may offer different types of
use licenses at different license fees, while at the same time holding the
user to the terms of whatever type of license is in fact purchased. For
example, and in the case where the application includes multiple
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besthgledsesthad fiyeofahe application with all available features, and then provide a
license that enables only a certain subset of all such available features. As may
be appreciated, if the single base copy of the application is distributed in a form
such that the application is inoperable without a valid license, such application
may be freely distributed and re-distributed, yet may only be operated by a user if
such user obtains a license from the publisher or an agent thereof.

[0009] Rights Management (RM) and enforcement architectures
and methods have previously been provided to allow the controlled operation of
arbitrary forms of digital applications, where such control is flexible and definable
by the publisher of such application. Typically, a digital license is provided to
operate the application, where the application cannot be actuated in a meaningful
manner without such license. For example, it may be the case that at least a
portion of the application is encrypted and the license includes a decryption key

for decrypting such encrypted portion. In addition, it may be the case that the



license is tied to a user or a computing device thereof, and such
computing device includes a security feature that ensures that the terms
of the license are honored. [0010] However, such RM architectures have
not heretofore been employed to effectuate a licensing architecture where
only one copy of a digital application neeg be released with multiple
available features or editions such that a particular license issued to a
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employed based on such product license. In addition, a base copy of the
application is obtained from a distributor and is actuated. The use license
corresponds to the product license and is acquired from a licensor by way of the
actuated application sending the product license to the licensor along with an
identification of at least one of a user, the computing device, and a trusted
component operating on the computing device, where the use license includes
feature policy granting rights to employ each feature defined in the product

license.

BRIEF DESCRIPTION OF THE DRAWINGS
[0012] The foregoing summary, as well as the following detailed
description of the embodiments of the present invention, will be better understood
when read in conjunction with the appended drawings. For the purpose of

illustrating the invention, there are shown in the drawings embodiments which are



limited to the precise arrangements and instrumentalities shown. In the
drawings: [0013] Fig. 1 is a block diagram representing an exemplary non-
limiting computing environment in which the present invention may be
implemented; [0014] Fig. 2 is a block diagram representing an exemplary
network environment having a variety of gamputing devices in which the
present invention may be implemented; [0015] Fig. 3 is a block diagram
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during obtaining the use license of Figs. 3 and 4 in accordance with one
embodiment of the present invention;

[0018] Fig. 6 is a flow diagram showing key steps performed when
obtaining the use license of Figs. 3 and 4 to use the application of Fig. 3 in
accordance with one embodiment of the present invention; and

[0019] Fig. 7 is a flow diagram showing key steps performed when
returning or transferring the use license of Figs. 3 and 4 in accordance with one

embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

COMPUTER ENVIRONMENT
[0020] Fig. 1 and the following discussion are intended to provide

a brief general description of a suitable computing environment in which the
invention may be implemented. It should be understood, however, that handheld,
portable, and other computing devices of all kinds are contemplated for use in
connection with the present invention. While a general purpose computer is

described below, this is but one example, and the present invention requires only



present invention may be implemented in an environment of networked
hosted services in which very little or minimal client resources are
implicated, e.g., a networked environment in which the client device
serves merely as a browser or interface to the World Wide Web. [0021]
Although not required, the invention can ge. implemented via an
application programming interface (API), for use by a developer, and/or
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dependét yelleragachimest selagngoemputers, hand-held or laptop devices, multi-
processor systems, microprocessor-based systems, programmable consumer
electronics, network PCs, minicomputers, mainframe computers, and the like.
The invention may also be practiced in distributed computing environments where
tasks are performed by remote processing devices that are linked through a
communications network or other data transmission medium. In a distributed
computing environment, program modules may be located in both local and
remote computer storage media including memory storage devices.

[0022] Fig. 1 thus illustrates an example of a suitable computing
system environment 100 in which the invention may be implemented, although as
made clear above, the computing system environment 100 is only one example of
a suitable computing environment and is not intended to suggest any limitation as
to the scope of use or functionality of the invention. Neither should the computing

environment 100 be interpreted as having any dependency or requirement relating



to any one or combination of components illustrated in the exemplary
operating environment 100. [0023] With reference to Fig. 1, an exemplary
system for implementing the invention includes a general purpose
computing device in the form of a computer 110. Components of
computer 110 may include, but are not Jipited to, a processing unit 120, a
system memory 130, and a system bus 121 that couples various system
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%g?nr%clﬁﬁ%saﬂ%n media. Computer storage media includes both volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage media includes, but
is not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CDROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to store the desired
information and which can be accessed by computer 110. Communication media
typically embodies computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery media. The term

“‘modulated data signal” means a signal that has one or more of its characteristics



-8 set or changed in such a manner as to encode information in the signal.
By way of example, and not limitation, communication media includes
wired media such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared, and other wireless media.
Combinations of any of the above shoulgalso be included within the
scope of computer readable media. [0025] The system memory 130
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ocomynltdiléaadgbletic media, a magnetic disk drive 151 that reads from or writes to
a removable, nonvolatile magnetic disk 152, and an optical disk drive 155 that
reads from or writes to a removable, nonvolatile optical disk 156, such as a CD
ROM or other optical media. Other removable/non-removable, volatile/nonvolatile
computer storage media that can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassettes, flash memory cards,
digital versatile disks, digital video tape, solid state RAM, solid state ROM, and the
like. The hard disk drive 141 is typically connected to the system bus 121 through
a non-removable memory interface such as interface 140, and magnetic disk drive
151 and optical disk drive 155 are typically connected to the system bus 121 by a
removable memory interface, such as interface 150.

[0027] The drives and their associated computer storage media

discussed above and illustrated in Fig. 1 provide storage of computer readable

instructions, data structures, program modules and other data for the computer



instructions, data structures, program modules and other data for the
computer -9 110. In Fig. 1, for example, hard disk drive 141 is illustrated
as storing operating system 144, application programs 145, other
program modules 146, and program data 147. Note that these
components can either be the same as ogdifferent from operating system
134, application programs 135, other program modules 136, and program
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structures, such as a parallel port, game port o niversal seria| bus
RIS ETA FIOHIGH D9l PR PBLOPE b RMAELRE Ul dipvices such as a
renbesiediEtae S ymiRingLsel2deVid andbieriiaety sefdiras ovides mouse,
interface 190. A graphics interface 182, Su? as No&%ﬁrid e, may also be
ESEA PR Ehe G P! QB HAERAGE S BOHR) BRNE e 3
poRropHbeRISD yetitkngdrdpad, BastiNtechshiranick20r ansl ligsuesse and
r ponsibiglt far accelergted graphics paort .(AGP) communicatigns, One
I3Rb B RN AEEALIG HANOTEIET.Y 108 e SR ToLey UG & user
grpphinteiféedate0liBat is tuaprahtd thePsistbdd lgenadlybinchalebe connected

n-chip memory storage, such as register storage agﬂﬁEPU 184
B ARG IRLTAE 2H RS e 8 U bR A B A 208, SR BRYUheT @
exarepdalaferiabbec@sSa) and thus a variety of co-processing devices
may be inclu @ ip,computer. 110. A monitor 191 or other t of displa
dovice 1s aso | BP RS B s S BUT DR o A e SFoh s
aontectiadeidabe $96temicis M2y ietam intenincs)icatehvathavidéeceiadagce 190.

86. In addition fo mgnjtor 191, ¢ ters may also include other

AR JUTB I G e SUEH 45 " LUARROTo T aNf e Cmptagho the
syatdrm basntedNbrihibgidge isudpehipset that communicates with the CPU, or
host processing unit 120, and assumes responsibility for accelerated graphics port
(AGP) communications. One or more graphics processing units (GPUs) 184 may
communicate with graphics interface 182. In this regard, GPUs 184 generally
include on-chip memory storage, such as register storage and GPUs 184
communicate with a video memory 186. GPUs 184, however, are but one
example of a coprocessor and thus a variety of co-processing devices may be
included in computer 110. A monitor 191 or other type of display device is also
connected to the system bus 121 via an interface, such as a video interface 190,
which may in turn communicate with video memory 186. In addition to monitor
191, computers may also include other peripheral output devices such as
speakers 197 and printer 196, which may be connected through an output

peripheral interface 195.



peripheral interface 195. -10 [0029] The computer 110 may operate in a
networked environment using logical connections to one or more remote
computers, such as a remote computer 180. The remote computer 180
may be a personal computer, a server, a router, a network PC, a peer
device or other common network node, gnd typically includes many or all
of the elements described above relative to the computer 110, although

only a memorpgipsaaeTiRy Esmfiidiasioceryloperiasin ametdorkes)

logical connections depicted in Fig% 1 include a local area network (LAN)
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enterprise- wide computer networks, intranets and the Internet. [0030]
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programs 185[0630Fidighen DszaanyzdemengBiorkinglidrwiapmiesaiiete computer
T b R PR TN R
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AANUTB es o mesTiney |ates st g hinitsodenh T2 nwimibarmagpbplitatens or
e B R A TR Y e
denpotethendppientriatemetérsnieploye c instvnetkeat leanivoontert)tprogram
rrhac\)/(yﬂtﬁersemeoglectoerdlcr)g%tls\}gr%gt%e computer 110, or portions thereof, may be stored
in the remote memory storage device. By way of example, and not limitation, Fig.
1 illustrates remote application programs 185 as residing on memory device 181.
It will be appreciated that the network connections shown are exemplary and other
means of establishing a communications link between the computers may be
used.

[0031] One of ordinary skill in the art can appreciate that a
computer 110 or other client device can be deployed as part of a computer
network. In this regard, the present invention pertains to any computer system
having any number of memory or storage units, and any number of applications
and processes occurring across any number of storage units or volumes. The
present invention may apply to an environment with server computers and client
computers deployed in a network environment, having remote or local storage.
The present invention may also apply to a standalone computing device, having

programming language functionality, interpretation and execution capabilities.



The present invention may also apply to a standalone computing device,
having programming language functionality, interpretation and execution
capabilities. -11 [0032] Distributed computing facilitates sharing of
computer resources and services by direct exchange between computing
devices and systems. These resources gnd services include the
exchange of information, cache storage, and disk storage for files.

Distributed cofppagng E@ﬁkﬂﬂé@rﬁéﬁﬁ)gfiﬁ%tf@@ﬂlﬂmiﬂﬁg,@ﬂl@&ﬂfmwr

clients to leverage their collective power to benefit the entire enterprise. In
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present invention for trusted graphics pipeline(s).

[0034] It can also be appreciated that an object, such as 110c,
may be hosted on another computing device 10 or 110. Thus, although the
physical environment depicted may show the connected devices as computers,
such illustration is merely exemplary and the physical environment may
alternatively be depicted or described comprising various digital devices such as
PDAs, televisions, MP3 players, etc., software objects such as interfaces, COM
objects and the like.

[0035] There are a variety of systems, components, and network
configurations that support distributed computing environments. For example,
computing systems may be connected together by wireline or wireless systems,

by local networks or widely distributed networks. Currently, many of the networks



computing systems may be connected together by wireline or wireless
systems, by local networks or widely distributed networks. Currently,
many of the networks -12 are coupled to the Internet, which provides the
infrastructure for widely distributed computing and encompasses many
different networks. [0036] In home networking environments, there are at
least four disparate network transport media that may each support a
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content at all portions of the data processing pipeline.

[0037] The 'Internet' commonly refers to the collection of networks
and gateways that utilize the TCP/IP suite of protocols, which are well-known in
the art of computer networking. TCP/IP is an acronym for “Transport Control
Protocol/Interface Program.” The Internet can be described as a system of
geographically distributed remote computer networks interconnected by
computers executing networking protocols that allow users to interact and share
information over the networks. Because of such wide-spread information sharing,
remote networks such as the Internet have thus far generally evolved into an open
system for which developers can design software applications for performing
specialized operations or services, essentially without restriction.

[0038] Thus, the network infrastructure enables a host of network

topologies such as client/server, peer-to-peer, or hybrid architectures. The “client”



specialized operations or services, essentially without restriction. [0038]
Thus, the network infrastructure enables a host of network topologies
such as client/server, peer-to-peer, or hybrid architectures. The "client"
-13 is a member of a class or group that uses the services of another
class or group to which it is not related. T4us, in computing, a client is a
process, i.e., roughly a set of instructions or tasks, that requests a service
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Thus, Fig. 2 I”[lb%&t]es |er>1<t I%r r\r)ee;[vc\:lgmr%%rqlrcate with one another utilizing
the functionality provided by a protocol layer. For example, Hypertext-Transfer
Protocol (HTTP) is a common protocol that is used in conjunction with the World
Wide Web (WWW). Typically, a computer network address such as a Universal
Resource Locator (URL) or an Internet Protocol (IP) address is used to identify the
server or client computers to each other. The network address can be referred to
as a Universal Resource Locator address. For example, communication can be
provided over a communications medium. In particular, the client and server may
be coupled to one another via TCP/IP connections for high-capacity
communication.

[0041] Thus, Fig. 2 illustrates an exemplary networked or
distributed environment, with a server in communication with client computers via
a network/bus, in which the present invention may be employed. In more detail, a
number of servers 10a, 10b, etc., are interconnected via a communications

network/bus 14, which may be a LAN, WAN, intranet, the Internet, etc., with a



distributed environment, with a server in communication with client
computers via a network/bus, in which the present invention may be
employed. In more detail, a number of servers 1 Oa, 1 Ob, etc., are
interconnected via a communications network/bus 14, which may be a
LAN, WAN, intranet, the Internet, etc., with a -14 number of client or
remote computing devices 110a, 110b, 110c, 110d, 110e, etc., such as a

ROride sPeNBHIRYF Raneke Ebaapuiarietdbibedienbderonkad orpRHacel 10e, etc.,
or other device, such as a VCR, TV, aven, light, heater and the like in
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invention can be utilized in a computer network environment having client
computers 110a, 110b, etc. that can access and interact with a computer
network/bus 14 and server computers 10a, 10b, etc. that may interact with client

computers 110a, 110b, etc. and other devices 111 and databases 20.

Rights Management (RM) Overview
[0043] As is known, and referring now to Fig. 3, rights

management (RM) and enforcement is highly desirable in connection with a digital
application 32 that is to be distributed to users. Upon being received by the user,
such user instantiates the application 32 with the aid of an appropriate computing
device 34 or the like.

[0044] Typically, an application author or publisher (hereinafter
‘publisher’) 44 distributing such digital application 32 wishes to restrict what the



such user instantiates the application 32 with the aid of an appropriate
computing device 34 or the like. [0044] Typically, an application author or
publisher (hereinafter “publisher’) 44 distributing such digital application
32 wishes to restrict what the -15 user can do with such distributed
application 32. For example, the publishgas44 may wish to restrict the
user from copying and re-distributing such application 32 to a second

USEF iRy WithlsleRlnetsbeiieLipp ranloaton $biekaerasivaiRg ublisher 44

limited number of times, only for a certain total time, only on a certain type .
@é}pﬁﬁ@tlon 32
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K561 RS package 33 by way of any appropriate distribution channel. The
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|ca ny %tgl?o ordetsdjgg%lg%g{ dagenkaewers computing device 34. Such
license rules can include the aforementioned temporal requirement, and may be
embodied within a digital license or use document (hereinafter 'license') 36 that
the user / user’'s computing device 34 (such terms being interchangeable unless
circumstances require otherwise) must obtain from the publisher 44 or an agent
thereof. Such license 36 also includes the decryption key (KD) for decrypting the
encrypted portion of the application 32, perhaps encrypted according to a key
decryptable by the user’'s computing device 34. As seen in Fig. 3, such encrypting
key may be a public key of the user’s computing device 34 (PU-BB), and the
user’'s computing device 34 presumably has the corresponding private key (PR-
BB) by which (PU-BB(KD)) may be decrypted.

[0047] The publisher 44 for the application 32 must trust that the

user’s computing device 34 will abide by the rules and requirements specified by
such publisher 44 in the license 36, i.e. that the application 32 will not be actuated

unless the rules and requirements within the license 36 are satisfied. Preferably,



BB) by which (PU-BB(KD)) may be decrypted. [0047] The publisher 44 for
the application 32 must trust that the user's computing device 34 will
abide by the rules and requirements specified by such publisher 44 in the
license 36, i.e. that the application 32 will not be actuated unless the rules
and requirements within the license 36 a{g satisfied. Preferably, -16 then,
the user's computing device 34 is provided with a trusted component or

e anesus SBstiiahvpliting aetnaéedhesanonNtadamiR exeasicrrearitthint or

the license rules embodied in the license 36 associated with the
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license 36 is valid, reviews the license rules and requirements in such
PRiAINEd R 186 YRS determines based on the reviewed license rules and

requirements RIABIE" thed eaisesitdafRINeRE BBtjigikly Rsdaleclitse evaluator
carres ondinl%_application 32 in the manner soulght, among other things.
B
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requirements in license 36 can specify whether the user has rights to
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the user is using, what operating system is, calling the system 30, t

AR e o A e R M o RSt oo b a8 ieghould not
Be alsly ionddbitylisenssudh ot eletremitedanyipbgpcdeaciofinms or

gr -determined operating time, for example. Thus, the trusted component

Heed to refer to a clock 42 on the computing device 34. [0050]
The rules and[00A9TeMEstshody be speieifstdan thieclingdosearidbraqoirshimgnts in the

R A At o R B aton 2
ldsethan Anyg of severmyaeuydribrigergonnanhe aséurstioneactosdisgr is
‘Sc%ted, what type of computing device 34 the user is using, what operating
system is calling the RM system 30, the date, the time, etc. In addition, the rules
and requirements of the license 36 may limit the license 36 to a pre-determined
number of actuations, or pre-determined operating time, for example. Thus, the
trusted component 38 may need to refer to a clock 42 on the computing device 34.

[0050] The rules and requirements may be specified in the license
36 according to any appropriate language and syntax. For example, the language
may simply specify attributes and values that must be satisfied (DATE must be
later than X, e.g.), or may require the performance of functions according to a
specified script (IF DATE greater than X, THEN DO . . ., e.g.).

[0051] Upon the license evaluator 40 determining that the license
36 is valid and that the user satisfies the rules and requirements therein, the
application 32 can then be actuated. In particular, to actuate the application 32,

the decryption key (KD) is obtained from the license 36 and is applied to (KD(AP))



specified script (IF DATE greater than X, THEN DO .... e.g.). [0051] Upon
the license evaluator 40 determining that the license 36 is valid and that
the user satisfies the rules and requirements therein, the application 32
can then be actuated. In particular, to actuate the application 32, the
decryption key (KD) is obtained from theqlicense 36 and is applied to
(KD(AP)) -17 from the package 33 to result in the actual application 32,
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[0054] Note, though, that the publishing license 36p may indeed

include other rules and requirements that are indeed applicable to the licensor 46.
Accordingly, the licensor 46 should include a trusted component 38 with a license
evaluator 40 in a manner akin to the user’'s computing device 34. Significantly,
each type of license 36, 36p, etc. (hereinafter, ‘license 36’) as proffered typically
includes a digital signature for authentication / verification purposes, and each
digital signature is validated by the trusted component 38 before the license 36 is
honored. Of course, if any validation fails, the process ends and the license 36 is

not honored.

Flexible Licensing Architecture for Licensing Digital Application
[0055] As was set forth above, a publisher 44 may wish to provide

a user with the flexibility to purchase different types or editions of an application

32. For example, and again, the publisher 44 may wish to provide a full-featured



not honored. Flexible Licensing Architecture for Licensing Digital
Application [0055] As was set forth above, a publisher 44 may wish to
provide a user with the flexibility to purchase different types or editions of
an application 32. For example, and again, the publisher 44 may wish to
provide a full-featured -18 edition, a rudiqgntary edition, a business
edition, a home edition, etc. However, according to the prior art, each

sepibadidiondiiastanPlealian abusHissbeReoRr alelyriss uestion aet@delowever,
set (i.e,, computer file or series of such files or the like). As should be
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a plurality of features or the like, and each license 36 is defined to enable
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connection with the present invention.

[0057] For example, it maybe the case that the application 32 has
an instantiation portion that instantiates same on the comporting device 34, and
that such instantiation portion is encrypted and decryptable according to the key
(KD) from the license 36. Thus, upon an appropriate command from the user or
the like, the trusted component 38 retrieves such key (KD) from the license 36 if
such license 36 so allows and then employs the retrieved (KD) to decrypt the
instantiation portion, and the decrypted instantiation portion is then employed to
instantiate the application 32.

[0058] Similarly, it may be the case that the application 32 is
defined to have several feature portions, each corresponding to a feature, and that
each feature portion requires as a condition precedent to the use thereof that the
trusted component 38 confirm that the license 36 so allows. Thus, and as should

now be appreciated, if an application 36 has features A, B, and C, a first license



instantiate the application 32. [0058] Similarly, it may be the case that the
application 32 is defined to have several feature portions, each
corresponding to a feature, and that each feature portion requires as a
condition precedent to the use thereof that the trusted component 38
confirm that the license 36 so allows. Thyg,.and as should now be
appreciated, if an application 36 has features A, B, and C, a first license
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siniglashdse topy adiidreswislebt fdithvibbtad dahdoertist)itec-adthaitidagmay be
f inappropriate use inasmuch as use ok. the a;;%ica jon 32 can occur onl
BT Soes JUE GRS RRhCL B8 BBLOTICI At Ll Al AR BagA s
fdbdise tiserdim foAars hahd dadiap predinteh ccastb fehitoen i bl phes emnt
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theepuiBistisabie audthhe diteresdviébealvBig the single base copy may be widely
distributed and re-distributed without fear of inappropriate use inasmuch as use of
the application 32 can occur only with a properly-obtained license 36.

[0060] Notably, to effectuate issuing such license 36 for an
application and in one embodiment of the present invention, a licensing
architecture 50 such as that shown in Fig. 4 is provided. As seen in such Fig. 4,
the licensing architecture 50 includes the publisher 44 and the licensor 46 of Fig.
3, and may also include a retailer 52 that retails the application 32 to a user. Of
course, the publisher 44 may also be the retailer 44 without departing from the
spirit and scope of the present invention.

[0061] Presumably, such retailer 52 is a retail location that
performs a retail transaction with a user to obtain the application 32 and/or to
obtain a license 36 corresponding thereto. In doing so, the retailer 52 would direct

the user to a distributor 54 or the like operating a distribution site or the like to



3, and may also include a retailer 52 that retails the application 32 to a
user. Of course, the publisher 44 may also be the retailer 44 without
departing from the spirit and scope of the present invention. [0061]
Presumably, such retailer 52 is a retail location that performs a retalil
transaction with a user to obtain the appbgation 32 and/or to obtain a
license 36 corresponding thereto. In doing so, the retailer 52 would direct
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use license 365 by way of such network. [0062] In one embodiment of the

HRSSUER NS GerBar VNGRS IS REAYP™S: the application 32 as provided by
the publisher f@oiegjudas sxe@itadairededntvéiradbatanpiaabon &iss seen in

R PR TN T g T
csdedbyovehitefitiecapisiente 38248 instahlicregeaia, anglayeen- Srimfckntly, such
eSS S RS e SRaTeA A S e o speci
IrcenbésadbainskiinanscdSmitien meanise ablaancditianiceheers®r Afdta non-
R e
lserlineB6ehadeimte deférdinpditense 36 sets forth all of the features of
e e AR I A AR tcense
partheatandgetierelgrants droamrasipendingtote by THeiapisicatitng2, but
oL A s 8 s ety e
tglicatidn B2 aydwa yagfedhesippitbpiztinast infermatis) relatindefitieto license 36
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not actually grant any of such rights. Instead, an obtained use license 36 in
enabling a particular feature grants a corresponding right.

[0064] Thus, to continue the example from above, if an application
32 included three defined features A, B, and C, the definition license 36 would set
forth each such features A, B, and C together with pertinent information relating
thereto. Such pertinent features may for example include a reference to the
feature in the application 32, a description, and perhaps edition information
regarding which edition of the application 32 includes such feature. Thus, a use
license 36 that enables such feature may for example employ such information to
allow a user to employ same. Likewise, if a use license 36 does not enable such
feature, such information may nevertheless be employed to inform a user of the
availability of such feature, and perhaps even direct the user to a licensor 46 to

obtain another use license 36 that would enable such feature.



feature in the application 32, a description, and perhaps edition
information regarding which edition of the application 32 includes such
feature. Thus, a use license 36 that enables such feature may for
example employ such information to allow a user to employ same.
Likewise, if a use license 36 does not enaple such feature, such
information may nevertheless be employed to inform a user of the

availability of WGGB‘PatUI@WH QEfRARSHENRIN S B8, thR SRAItRcRNSEBB s itself
46 to obtain another use license 36 that would enable such feature. -21

RIIB4P GriRe UraBRRIEHMBEAMAY RE YASHIRRERIREL!E IPRLCAIYKii4o However,

dEeHIcRRSRSAJEBANIR N Rp ssiad PP BY MenaprltHiIgse3cdnewd6Ean only be
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[0067] Like an initial license 36, a non-network license 36 is itself
akin to a use license 36 that may be used to employ the application 32. However,
such non-network license 36 is a special license 36 in the event that a user does
not have network access to the licensor 46 but still wishes to use the application
32. Typically, in such a case, the non-network license 36 cannot be employed
unless the user obtains a confirmation code, such as for example by telephone or
mail, where such confirmation code may be obtained in exchange for a fee. Thus,
with such confirmation code, the non-network license 36 enables the application
32 to be employed as if the user had obtained some sort of use license 36 from
the licensor 46. Here too, the non-network license 36 is not tied to the user or the
computing device 34 thereof, at least not directly, although obtaining the

confirmation code does at least indirectly tie the non-networked license 36 to the



unless the user obtains a confirmation code, such as for example by
telephone or mail, where such confirmation code may be obtained in
exchange for a fee. Thus, with such confirmation code, the non-network
license 36 enables the application 32 to be employed as if the user had
obtained some sort of use license 36 fropp the licensor 46. Here too, the
non-network license 36 is not tied to the user or the computing device 34
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be able to access all such features of the appljcation 32. [0069] Typicall
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aforemention [stributor 54, Note, though, that the user may also obtain )
such applicaﬁgﬂdéijfrgﬁx RH@B&B&%@Q@@#&W&R{P&RH&‘ §eglication 32 with
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fact, and as set fqorth .in mor ai ow, |t may be that the user obtains
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ectiilesa®@ion to obtain a use license 36 for a particular edition of such
application 3245 AN, QY 2B Al 105 SRE SABOSNENISS the present
invention, the application 32 as distributed to the user may additionally be
packaged with referral information including an identification of a particular retailer
52. Thus, in the situation where the user obtains the application 32 from a source
other than the retailer 52, such referral information refers such user to such
retailer 52 to effectuate a transaction to obtain a use license 36 for a particular
edition of such application 32. In addition, even after the user obtains the use
license 36, such referral information may be employed should the user desire to
go back to the retailer 52 to return such use license 36 or to obtain a different use
license 36 for another edition of such application 32.

[0071] As was set forth above, a user in possession of the single
base copy of the application 32 requires a use license 36 of some sort to employ a
particular corresponding edition of the application 32, unless of course the user
employs the aforementioned initial license 36 or non-network license 36.

However, and as should be appreciated, such a use license 36 contains the



license 36, such referral information may be employed should the user
desire to go back to the retailer 52 to return such use license 36 or to
obtain a different use license 36 for another edition of such application
32. [0071] As was set forth above, a user in possession of the single base
copy of the application 32 requires a useocense 36 of some sort to
employ a particular corresponding edition of the application 32, unless of
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edition of the application 32 that the user ha tained, or else
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from such retailer 52. Instead, the user receives the product license 36 as a token
that is presented to the licensor 46, and the licensor 46 in response in fact issues
a corresponding use license 36 to the user that the user may in fact use to employ
a corresponding edition of the application 32. The use license 36 as issued
corresponds to the product license 36 in that the rights conferred in the use
license 36 correspond to the edition or features set forth in the product license 36.
[0074] As may be appreciated, while the product license 36 could
be dispensed with by having the user obtain the use license 36 in the course of a
direct transaction with the licensor 46, the licensor 46 may prefer not to handle the
retail aspects of such a direct transaction. Moreover, by employing the product
license 36 in the manner set forth herein, multiple retailers 52 may be employed to
effectuate retail transactions with users while still only having one or a few
licensors 46, each licensor 46 being able to issue a use license 36 in connection

with a transaction with any retailer 52. Finally, by separating the issuance of the



license 36 correspond to the edition or features set forth in the product
license 36. [0074] As may be appreciated, while the product license 36
could be dispensed with by having the user obtain the use license 36 in
the course of a direct transaction with the licensor 46, the licensor 46 may
prefer not to handle the retail aspects ofguch a direct transaction.
Moreover, by employing the product license 36 in the manner set forth
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in one embodiment of the present invention, the froduct license 36 as
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packaged with the application 32 is employed to locate a particular retailer 52 from
which the user can obtain the use license 36. If after, the referral information
packaged with the product license 36 is employed to locate a particular distributor
54 from which the user can obtain the base copy of the application 32.

[0077] In one typical scenario, and turning now to Fig. 5, a user
purchasing or otherwise obtaining the application 32 and a corresponding use
license 36 would visit a retailer 52 therefor and engage therewith in a transaction
by which the user would select particular features desired in the application 32 or
a particular edition of the application 32 (step 501). As part of such transaction,
the user may provide a fee to the retailer 52. Typically, although not necessarily,
the retailer 52 controls the transaction and determines the presentation of
information and options relating to the application 32 and acceptable forms of

payment, and upon approval from the user executes the transaction.



[0077] In one typical scenario, and turning now to Fig. 5, a user
purchasing or otherwise obtaining the application 32 and a corresponding
use license 36 would visit a retailer 52 therefor and engage therewith in a
transaction by which the user would select particular features desired in
the application 32 or a particular editiongyd the application 32 (step 501).
As part of such transaction, the user may provide a fee to the retailer 52.

Typically, althpymrenot ArerssyHm oinp sataiaelciontielselmdrasasiients

and determines the presentation of information and options relating tg the
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transaction, the retailer 52 collects information from the user necessary to
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product license 36 is conveyed from the retajler 52 to the user (ste 505%.
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pepductthectser36 from the retailer 52, the user may install same (step
507) or may sgyv. %e product license 36 for later retrieval ? installatiop..
Genorally, ant00 A1 HUPT FBFFIVER D R UGyl G rSliler 52
theludes wadigatistalthea pebistein 0T osendfy isaluding proignetlivenked®for later
and. storing same on the camputing device 34 of the usger. olttg] ugh a use :
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e ey and gyl oY L9085 3Bon 32 has
been installed. Note that if the product license 36 is saved for later retrieval, such
product license 36 should be saved in an encrypted form, especially if the product
license 36 can be taken by another user and employed thereby.

[0080] Once the product license 36 has been received, the user’s
computing device 34 determines whether the corresponding application 32 has
been installed (step 509). Such check may for example be achieved by checking
a registry on the computing device 34 for an appropriate value. If already
installed, the application 32 may then be actuated to complete the process of
acquiring the use license 36 (step 511). If not installed, the application 32 is
acquired from the distributor 54 set forth in the referral information included with
the product license 36 or is obtained from a storage medium available to the
computing device 34 and the acquired application 32 is installed on such
computing device 34 (step 513), and the installed application 32 is then actuated

as at step 511.



computing device 34 determines whether the corresponding application
32 has been installed (step 509). Such check may for example be
achieved by checking a registry on the computing device 34 for an
appropriate value. If already installed, the application 32 may then be
actuated to complete the process of acqggring the use license 36 (step
511). If not installed, the application 32 is acquired from the distributor 54

set forth in thqaegerTal NBEMREPAtIIGYIBehY R &R Byl Hshdigesarasiir

is obtained from a storage medium available to the computing device 34
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t@g%(eé d/or the trusted component 38 thereof or the like (step 517).

licensor 46 validates all licenses 36 and identifications, and
assuming sucfoo82jatizhe sideeeed 4e/kiteiasos 46 tonsteoaind identifications,
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leense, 30 Frner Notably, IR ISRa55 *ADEHASH! 6 RRBIERLSSns may
include a hardware ID (HWID) corresponding to the user’'s computing device 34
and such HWID may also be included in the constructed and returned use license
36. Further notably, the licensor 46 may note in an appropriate database that the
product license 36 has been submitted and that a corresponding use license 36
has been issued, and also may notify the retailer regarding same.

[0083] The user's computing device 34 may store the returned use
license 36 in an appropriate location such as a license store, and such stored use
license 36 may then be employed to use certain features of the application. In
particular, and turning now to Fig. 6, upon a request to use a particular feature of
the application 32 (step 601), such feature of the application 32 may in effect
request that the trusted component 38 determine whether a use license 36 on the
computing device 34 permits such use of such feature (step 603). In response,

the trusted component 38 may locate an obtained use license 36 in a license store



product license 36 has been submitted and that a corresponding use
license 36 has been issued, and also may notify the retailer regarding
same. [0083] The user's computing device 34 may store the returned use
license 36 in an appropriate location such as a license store, and such
stored use license 36 may then be emplpyed to use certain features of
the application. In particular, and turning now to Fig. 6, upon a request to
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may be used 615). [0085] As ma precrated at some point
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users computing device in a trusted manner. In particular, the trusted component
38 on such computing device 34 executes the executable / command to delete the
use license 36 at issue (step 705), and then sends a message to the retailer 52
that the deletion was successful (step 707). Thereafter, the retailer 52 informs the
licensor 46 that the corresponding product license 36 is invalid (step 709), and the
licensor 46 notes same in a database thereof such that any future request for a
use license 36 based on such product license 36 is not honored.

[0086] As may also be appreciated, and remembering that the use
license 36 is tied to a particular computing device 34 by way of including a HWID
of such computing device 34 in such use license 36, it is to be recognized that the
user may wish to transfer the use license 36 to another computing device 34
thereof with a different HWID, again for any of a variety of reasons. Similar to
before, if the user is allowed to transfer such use license 36 from a first device 34

to a second device 34, such user should not be allow to retain a copy of such use



that the deletion was successful (step 707). Thereafter, the retailer 52
informs the licensor 46 that the corresponding product license 36 is
invalid (step 709), and the licensor 46 notes same in a database thereof
such that any future request for a use license 36 based on such product
license 36 is not honored. [0086] As mayglso be appreciated, and
remembering that the use license 36 is tied to a particular computing
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such use license 36, it is to be recognized that the user may wish to
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[0088] In one embodiment of the present invention, a publisher 44
may define a license 36 by way of a license file or the like and then may give the
license file to a retailer 52 for sale. In addition, the publisher 44 may creates the
base copy of the application 32 and provide same to the distributor 54. The
retailer 52 may then sell the license 36 to a user and deliver same by way of a
licensor 46 operating a web page or the like. The license 36 may be packaged
with information that points the user to the distributor 54 if the user needs to obtain
the application 32 therefrom. The application 32 may be packaged with
information that points the user to the licensor 46 if the user needs to obtain the
license 36 therefrom. Thus, a user in possession of the application 32 can find the
licensor 46 to obtain a license 36, and a user in possession of the license 36 can
find the distributor 54 to obtain the application 32.



license file to a retailer 52 for sale. In addition, the publisher 44 may
creates the base copy of the application 32 and provide same to the
distributor 54. The retailer 52 may then sell the license 36 to a user and
deliver same by way of a licensor 46 operating a web page or the like.
The license 36 may be packaged with ingfgrmation that points the user to
the distributor 54 if the user needs to obtain the application 32 therefrom.
O apels@tion 32 may be packaged with information that points the user
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eparting from the inventive concepts thereof. It should be understood,
fraterefe] BehtioRs ARt ISetafited to the particular embodiments

disclosed, but§g9 t_erlE*@Hdﬁl&%@é?ﬁ?@ﬁiﬁ?é@%d%ﬁﬁhé@% eBlitBY made to the
scope of the present invention as detined by the appended claims. -30
embodiments described above without departing from the inventive concepts

thereof. It should be understood, therefore, that this invention is not limited to the
particular embodiments disclosed, but it is intended to cover modifications within

the spirit and scope of the present invention as defined by the appended claims.



CLAIMS 1. A method of obtaining a use license for using an application
on a computing device, the application including a plurality of features, the
method comprising: engaging in a transaction with a retailer to obtain a
product license corresponding to the application from such retailer, the
product license defining at least one feaggre of the application that may
be employed based on such product license; obtaining a base copy of the
application from a distributor and actuating such application; and
acquiring a use license corresponding to the product license from a
licensor by way of the actuated application sending the product license to
the licensor along with an identificatiopigAmigast one of a user, the
computing device, and a trusted component operating on the computing
device, the use license including feature policy granting rights to employ
each feature defined in the product license. 2. The method of claim 1
comprising engaging ina transggtion with a retailer to obtain a, product

license defining at leASTGHRORALPEBIING APk 4HEASK'Bi RV RPPlication

siall ebaplitRiy eesitndiesn Ayalicte e didardnigheprpalisabpfeatudd the method
method of claim 1 comprising engaging in a transaction with a retailer to
BBme'a'Bgoduct license defining at least one feature of the application as

selected by an obtaireigalgatghinpiaeuissdceosavith dhetalrihasisrtalaian groduct
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method (H c‘lﬁ'm 1 wherein at least a portion of the application is
8HE Bf8 e '%Per&?)‘?ptable according to a key (KID), the method

comprising acquiringohizseitigenbasactopy ofeticsyatelicnivn keyrfreaisttbutor and
identification %ncr ting the ke(y (KID), whereby the trusted component
ﬁﬁwatmg such application; an

acquiring a use license corresponding to the product license
from a licensor by way of the actuated application sending the product license to
the licensor along with an identification of at least one of a user, the computing
device, and a trusted component operating on the computing device, the use
license including feature policy granting rights to employ each feature defined in

the product license.

2. The method of claim 1 comprising engaging in a transaction
with a retailer to obtain a product license defining at least one feature of the
application as offered by the retailer and representing an available edition of the

application.

3. The method of claim 1 comprising engaging in a transaction
with a retailer to obtain a product license defining at least one feature of the

application as selected by an obtainer of such product license.

4. The method of claim 1 comprising engaging in a transaction

with a retailer to obtain a product license packaged with referral information



retrieve such key (KID) and employ same to decrypt the at least a portion
of the application. 6. The method of claim 1 wherein the computing device
includes a hardware ID (HWID) corresponding to the computing device
34, the method comprising acquiring a use license including the HWID,
whereby the trusted component may retgieve such HWID and employ
same to determine that the license is intended to be employed on the

ARIRING G frMseuRAVING G HW R whidhen@ hies] i sladmevdiaiain is
least a portion of each feature of the application is encrypted and
BQ@mgble according to a key (KID), the method comprising acquiring a

use license including a cryptographic key from the identification

encrypting the_key (KII:L)I%, the method further comprising: receivin
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of the particular feature of the application; and using the particular feature

R HEVB N, (A A RN ST G R PARIATS S Bl Aypor o of the
wplitiatifiorine located use license. 9. The method of claim 1 further

comprising after having acquired the use license returning same to

reverse the transaction by which the product license was obtained,
returning suctguse liqgrsmistblodiopcistmdingeereidrtheccpiepliuivnigieevice includes

retailer including the _correspondi roduct license as provided thereby;
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deleisiisihg bequiceigse frsenitemsenngeliitiioglehackt WD tusted b austed
component may retrieve such HWID and employ same to determine that the

license is intended to be employed on the computing device having such HWID.

7. The method of claim 1 wherein at least a portion of each
feature of the application is encrypted and decryptable according to a key (KD),
the method comprising acquiring a use license including a cryptographic key from
the identification encrypting the key (KD), the method further comprising:

receiving a request to use a particular feature of the
application;

locating the acquired use license;

determining that the feature policy in the located use license
permits the requested use of the particular feature;

retrieving the encrypted key (KD) from the located use
license;

decrypting the encrypted key (KD) and employing same to
decrypt the at least a portion of the particular feature of the application; and

using the particular feature of the application.



executing the executable / command to delete the use license and send a
message to the retailer that the deletion of the use license was
successful; whereby the retailer informs the licensor that the product
license is invalid and the licensor notes same in a database thereof such
that any future request for a use licenseggased on the product license is
not honored. 10. The method of claim 1 wherein the acquired use license

is tied to the gomputing: dRYtERAE A AdriHHReT@INMISHP\VRAigating the

having acquired the use license returning same to acquire another use
IREHEH 158 {°8ABEher computing device, returning such use license
including: sending a transfer request to the licensor including the
corresponding product license as provided by the retailer; receiving from

the licensor offe of an &SRB A RIS AHBRHSIRQN SR AitehRaYdag

keRisR i one theeCiBRLENBHRYIGE Ehm b USRS dran iRy tRXRABIRM I which the
executable / command to delete the use license and send a message to
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license can again be employed to obtain the another use license tied to
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mstangation portion being encrypted and decryptable according to a key

(KD); and a plurality of feature portions, each feature portion .
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invalid and the licensor notes same in a database thereof such that any future

request for a use license based on the product license is not honored.

10.  The method of claim 1 wherein the acquired use license is
tied to the computing device, the method further comprising after having acquired
the use license returning same to acquire another use license tied to another
computing device, returning such use license including:

sending a transfer request to the licensor including the
corresponding product license as provided by the retailer;

receiving from the licensor one of an executable and a
command which deletes the use license from the computing device in a trusted
manner;

executing the executable / command to delete the use license
and send a message to the licensor that the deletion of the use license was
successful; whereby the product license remains valid and the licensor notes that
the product license can again be employed to obtain the another use license tied

to the another computing device.



application may be employed; and the key (KD) encrypted and
decryptable according to a key available to a trusted component of the
computing device, whereby the trusted component retrieves such key
(KD) from the use license if the instantiation policy of the use license
determines that the instantiation portiongpay in fact be employed to
instantiate the application and employs the retrieved (KD) to decrypt the

instantiation pe1tion, MeAgstivaied foskHglANRaTHANRPHILEAPHYEEe and a
to instantiate the application, and whereby each feature portion requires

4selicsnaadRTprasiif aPRlcAlion (e cmRHcRYAL havted eRlpahef features

deteupmpribiigthe feature policy of the use license allows such use of
such feature portion. 12, The application and use license of claim 11

wherein the computfiy 'BSREIHAD RPNV EIYFIG BYCh application on
aesresRPBHNeytadRR-60tB NS rdieYics Bérabe Beeridserlngpssdrelddescryptable

the HWID, whereby the trusted component may retrieve such HWID and

BRTAEYA RS N Pat the license is intended to be employed on
the computing device ipaviabtgetidaWiB portions, each feature portion

corresponding to a feature,
the use license comprising:
instantiation policy for determining whether the instantiation
portion may be employed to instantiate the application;
feature policy for determining whether each feature of the
application may be employed; and
the key (KD) encrypted and decryptable according to a key
available to a trusted component of the computing device,
whereby the trusted component retrieves such key (KD) from the
use license if the instantiation policy of the use license determines that the
instantiation portion may in fact be employed to instantiate the application and
employs the retrieved (KD) to decrypt the instantiation portion, the decrypted
instantiation portion being employed to instantiate the application, and
whereby each feature portion requires as a condition precedent to
the use thereof that the trusted component determine that the feature policy of the

use license allows such use of such feature portion.

12.  The application and use license of claim 11 wherein the
computing device includes a hardware ID (HWID) corresponding to the computing
device 34 and the use license includes the HWID, whereby the trusted component
may retrieve such HWID and employ same to determine that the license is

intended to be employed on the computing device having such HWID.
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