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RANDOM NUMBER GENERATOR

The invention relates to a method for generating a random number and to a random-number

- generator.

TECHNICAL FIELD AND BACKGROUND OF THE INVENTION

‘Random values play a key role in secure communication protocols. Such protocols are often

designed in a way that an adversary must guess random values to break security. Unpredict-
able random values are hence essential for the security of those protocols. A prominent ex-
ample of such a protocol is SSL/TLS (prior art citation). Random-number generators are
divided into two categories: pseudo-random-number generators (PRNGs) and true-

random-number generators (TRNGS).

PRNGs: After initial seeding, a PRNG produces a sequence of random values. The se-
quence is deterministic since defined by some algorithm and it is predictable if the seeding
is known. Pseudo-random algorithms maintain some secret internal state to generate the
random output. The initial secret state is created based on the initial seed. PRNG algorithms
often employ cryptographic techniques to protect their internal secret state from being in-
ferred through analysis of the random output. Nevertheless, PRNGs alone cannot solve the
security problem of unpredictable random data for security protocols as outlined above
since unpredictability comes from an unpredictable seed. The importance of random-
number generation can be seen from Part I, chapter 2.8 (p.44ff) in "Applied Cryptography"
by Bruce Schneier, 2nd edition, 1996, JohnWiley & Sons, Inc.. A real random sequence

generator is described in the same book in chapter 17.14 ( p. 421ff)

TRNGs: A TRNG outputs a sequence of random values whereby the previously generated
values are independent of the ones that will be gehcrated. TRNGs are relatively easy to
build in hardware and more difficult in software. The usual approach for software-based
TRNGs is to record “"quite random events" genefatcd in the hardware of some system.
These events are mixed and massaged before being returned to some application as random
data. As with PRNGs, cryptographic techniques are used to massage the assembled random
events. Often one-way hash functions are used to compress the raw event data and to pro-

duce an output with good statistical properties.
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Typical sources for quite-random events are disk-access times, timing of certain interrupts,
keyboard- and mouse events etc. In general, one can say that a software-based TRNG is the
easier to implement the closer it is to hardware. This means it needs access to hardware and
I/O systems and must be well integrated into an operating system. Usually, the generation of
true-random data by a TRNG scheme is a time-consuming process compared to a PRNG al-
gorithrﬁ. Therefore, a TRNG is often used to seed a PRNG and the output of the PRNG is

then used by applications.

Only some of today's operating systems provide support for true-random-number genera-
tion; one of them is Linux. (prior art citation) Generally, a platform-independent applica-
tion, e.g. a Java application or an applet, cannot expect this functionality to be provided by

the operating system in any of its execution environments.
OBJECT AND ADVANTAGES OF THE INVENTION

It is an object of the invention according to claim 1 to provide a true-random-number gener-
ating method which is platform-indpendent. It is another object to provide a true-random-
number generating method which delivers a random number whose randomness depends on
pure data-processing activities in a system. It is another object to provide a true-random-
number generating method which delivers a random number whose randomness increases
with system activity. It is another object to provide a true-random-number generating
method which delivers a random number whose randomness is controlled, particularly until
a predetermined randomness value is achieved. It is an object of the invention according to
claim 13 to provide a random-number generator which has the same advantages as the
above mentioned true-random-number generating method. It is an object of the invention
according to claim 1! to provide said method encoded an a machine-readable medium. It is
an object of the invention according to claim 12 to provide a machine-readable medium
comprising in encoded form a program for performing the method according to one of

claims 1 to 10.

The proposed software-based TRNG is designed to run as an application on top of an oper-
ating system with only minimal functional requirements to the underlying system. It needs
not be implemented close to hardware but can be placed in a process running on top of an

operating system. It only has minimal requirements to the underlying operating system and
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adapts to the entropy inherently available in the hardware and exposed by the operating-

system behavior.

Because the only feature required from the underlying operating system is a function that
| returns a system time, e.g. the current time of day, the invented method works on a wide
range of different hardware platforms and operating systems. The algorithm adapts to the
system and-exploits the entropy available in the system. If there is no entropy in the system,
the algorithm will theoretically run forever since there are no random events to be evalu-
ated. In a real system however such a case will never occur. If a system has many active in-
put sources (keyboard, mouse, or network) the algorithm will produce random information
faster than on a machine with very limited system activity. This adaptation process is simple
and fast. If an application requests random information, the delivery of the data is prompt
and is not delayed by lengthy evaluation processes. Memory consumption of the algorithm
is \./ery small, enabling easy integration into applications for low-end systems.e.g. PDAs or
phones. The processor is used while randomness is collected and data generated but the ran-

dom number generation process may be freely shared with other tasks.

When the step of concatenating the returned actual sample value with a previous such sam-
ple value to form a sample sequence, and or the step of assessing the amount of information
contained in this sample sequence has a runtime that is small in comparison with the time
interval or even runtime is constant, the potential of pseudo-entropy is reduced and the
measured entropy is more closely to the real entropy. This leads to less necessary bitlength
security margin and to a better randomness. It is of advantage when the number v of repeti-

tions is a big number in order to ensure a greater randomness distribution.

The work action need not be a single action but can as well consist of several actions, be it
different or identical actions. When after each execution of the work action the system
clock time is read in order to determine whether the time interval has elapsed, the precision
in determining the number of repetitions is increased which leads to less imprecision in
counting and hence to a preciser repetition number which in turn increases the precision in

determining the sample distribution and the inherent entropy thereof.
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The simplest way of running the proposed method is when the work action is an action
where nothing is done. This provides the minimum sytsm load with perfoming the herein

proposed method.

When the work action is an action that affects the system workload with an at least partially
random work time, the system workload introduced by the random-number-generating
method is randomly distributed and does not create system workload peaks that affect the
overall system performance. The proposed method is intended to affect system performance

only negligibly.

When of the counted repetition number only a limited number, preferably 2, 4, or 8, of
least-significant bits is used as the sample value s, this represents a very simple method of

mapping the repetition number to a fixed range.

It is of advantage when the amount of information contained in the sample sequence is as-

sessed by applying the Shannon function to the probability values of the sample values, be-

cause this method is acknowledged to result in an entropy value that is representative for

the randomness of the sample value and hence its usefulness for processes that rely on the

random number such as cryptographical algorithms.

If, for compressing the sample sequence into a shorter bit sequence, the sample sequence is
taken as a single binary number, and a modulo number is selected, whereby M=>2', and the
compressed bit sequence is obtained by taking the least 1 bits of N> mod M, then the sample

sequence is transformed into a bit sequence with an optional security margin, namely when
I<L, e.g. for eliminating eventual pseudo-entropy, and additionally a mixing of bits is ef-
fected. If M is a prime number the mixing is particularly good. The goél is to avoid loss of

entropy while compressing.

Using as the modulo number a prime number, preferably the smallest possible prime num-
ber, provides advantageous since thereby a good mixing is achieved, in that dependencies

which otherwise would reduce the entropy are avoided or at least reduced.
SUMMARY OF THE INVENTION

The invention concerns a random-number-generating method which exploits the random-
ness of actions or tasks performed in a system with a processing unit which processes all

these actions or tasks. By having a system that performs a variety of such tasks on a
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timescale in which a substantially high number of actions is to be performed in a relatively
short time, the probability that a specific, predetermined work action is executed at different
points in time with the same execution speed is very low. This means that by measuring the
execution time one has a first basis for generating a random number. The more tasks and
the more randomly distributed the start times and execution times of these tasks are, the
higher is the randomness of the execution time of the work action. By having the work ac-
tion not only being executed once, but even several times, ideally a relatively high number
of timés, this randomness adds up and thereby increases. The work action may be hence an
action that is to be performed several times while the number of executions during a prede-
termined time period is counted,. It may as well be a low-priority task that is interrupted by
the other tasks. Also a combination is possible. A very easy-to-implement work action is to
do effectively nothing but to watch the system clock. Since this watching is a task to be per-
formed by the processing unit, this watching task is also interfered with by the other tasks.
The number of times, at which the counter reading can be assessed, is then a random num-
ber. The higher the number of action repetitions during the time period, the higher in princi-
ple the randomness, since the number of different interfering tasks is expected to be higher.
Particularly suited as interfering tasks are those being related to network activities, since
network activities occur relatively unpredeterminedly and in a sufficiently high number.
The counter reading after elapsing of the time period, also referred to as time interval, is
then the basis for generating a random number with a high randomness. Due to the fact that
the randomness of the assessed counter reading is not obligatorily high, the counter read-
ing's randomness is, after a mapping step into a fixed number range, evaluated. Dependent
on the result thereof, the process of producing counter readings is continued until their con-
catenated sample sequence shows a sufficiently high randomness, expressed in form of an
entropy value. Since the bitlength of the sample sequence in the end is longer than neces-
sary for representing the contained entropy, a compression step follows which reduces the
bitlength to the adequate length or even shorter. Hence, the proposed method represents a
way of using the pure system activity without referring to attached hardware devices, for

generating a random number.
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DESCRIPTION OF THE DRAWINGS

Examples of the invention are depicted in the drawings and described in detail below by

way of example. It is shown in
Fig. 1 a flowchart of the method according to the invention

All the figures are for sake of clarity not shown in real dimensions, nor are the relations be-

tween the dimensions shown in a realistic scale.
DETAILED DESCRIPTION OF THE INVENTION
In the following, the various exemplary embodiments of the invention are described.

In figure 1, the scheme listing the steps of the method according to the invention is de-
picted. The method is performed in a system which comprises a processing unit and a
counter. The processing unit is intended to perform different actions. Typically a computer
environment is suitable for this task, the actions being e.g. disk drive accesses, memory ac-

cesses, interrupts, calculating tasks etcetera.

In a basic loop, denoted with 1a, a work action A is repeated within a specified amount of
time, namely a time interval T. A start time value t; is therefor in a first step 1 set to t and
the work action A is performed once in a second step 2. In a third step 3 the system counter
C is incremented. In a fourth step 4, it is tested whether the actual system time t minus the
start time value t, has exceeded the time interval T. In the case the time interval T has not
yet elapsed, the second step 2 is initiated again thereby closing the basic loop 1a. The basic
loop 1a is hence run through again and again, until the time interval T has been exceeded.
Then the basic loop la is left. The system counter C shows at that point in time, how often
the work action A has been executed during the time interval T. The work action A can

consist of serveral individual actions.

In a fifth stép 5 the counter-reading is taken as a number v of repetlitions. It is basically this
number v which carries the randomness in it. Since in any system the work action A is not
the only action to be performed, the basic-loop execution will be interrupted for the time
during which the system has other actions to perform. This interrupt time depends on the
type of action. The action may be a disk operation, a storage operation, a network operation

or an internal interrupt etc.. The work action A is hence an action which does not have
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highest execution priority, but a priority somewhat lower. It can, but need not, be a task of
lowest priority. The higher the priority, the less often the work action execution is sup-
pressed by some other task. The priority may be set at a value which guarantees that the
work action execution is suppressed often enough to get sufficient randomness into the
counting of repetitioné, but which also guarantees that the work action A is executed often
enough that it can have sufficiently different repetition numbers under various system work-
loads and in an acceptable amount of time. The randomness of such operations is very high
and it is the higher, the more such actions are to be performed. It becomes also apparent that
the randomness is not constant but is dependent on the system activity. This property in
principle makes the repetition number v at first a random number with not a very high ran-
domness. However, with the next steps it will be ensured that the repetition number v is

transformed in order to generate a true-random number with a very high randomness.

In a sixth step 6 the repetition number v is mapped into a reduced, limited number range.
This mapping transforms the repetition number v into a sample value s, i.e. s = G(v) where
v is the actual number of repetitions of the work action A and G is a mapping function. Ex-

emplarily, a simple lookup table can be used for this mapping.

The therefrom resulting sample value s is then taken as a sample sequence R in that it is
concatenated in a seventh step 7 with foregoing sample values s, i.e. Ri= [s, s,, 55, ...], 8,
being the very first sample value s, s, being the second and so forth. In the case of the sam-
~ ple value s being the very first sample value $,, it is hence concatenated with no other sam-

ple value s and hence constitutes the sample sequence R as a whole.

The sample sequence R is in an eighth step 8 tested for its entropy. Therefor the Shannon

function S(P)=I is used. In the following, n denotes the total number of counted sample val-
ues s;., with ie {1...n}. For each sample value s; a symbol q, denotes how often this sample
value s; occurs in the sample sequence R. The amount of information I is computed accord-

ing to Shannon's information theoretical definition: I = S(P) = - p,*log(p,) - -.. - p,*log(p,),
where p=q/n and p,*log(p,)=0 if p=0. This entropy evaluation process assumes that P
which is the relative likelihood of the sample value s; in the sample sequence R is valid not
only while the sample sequence R has been recorded. The set of sample values s, appearing
in the sample sequence R at all, and the likelihood of these sample values s, is dependent on

the underlying system and its current state of operation. The evaluation function E(R)=S(P)
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maps the sample values s, to the number of bits needed to represent the amount of informa-

tion I in a binary form.

As next step follows in a ninth step 9 a comparison between the assessed amount of infor-
mation I and a predetermined number L, which represents the desired amount of informa-
tion. This number may be freely chosen and one will typically choose a number that is
easily usable for a subsequent compression step. Since there exist standard compression and
hashing algorithms which require as input a number with a specified minimum bitlength,
the number L can be set to at least that length in order to be usable as input for standard

compression and/or hasing methods.

As long as the evaluated amount of information I is smaller than the target value, i.e. the
predetermined number L, i.e. E(R) < L, the procedure is continued in that the process is
started again from the beginning, i.e. the first step 1 is again initiated and afterwards the ba-
sic loop la is executed again. This represents the entropy loop, denoted in the figure with
2). Otherwise a tenth step 10 is initiated. The sample sequence R is hence lengthened until

its entropy has reached the target value L. Then the entropy loop 2) is left.

If the required entropy has been achieved, i.e. E(R) 2L, then the set of recorded sample val-
ues, the sample sequence R, is compressed in the tenth step 10 down to a length of 1 <L
bits, resulting in a final bit sequence B. This compression can be performed using a com-

pression function C. The compression below the target value L is not mandatory, since
theoretically the information entropy of the final bit sequence B with the length of L bits is
L. To compensate for eventual inevitable pseudo-entropy appearing during the process, the
compression to a level lower than the target value L provides a safety margin. Such pseudo
entropy is defined as entropy which is measured by the Shannon function as being present, -

but which in fact is not real entropy.

Typically the random-number-generator parameters will be determined, in that first, the re-
quired length 1 of the final bit sequence B is determined, then the safety margin is calculated

or estimated in order to arrive at the required target value L.

For the description of the effects which may appear during the random-number generation
process, it is assumed that the system executes deterministically and there are no interrupt-

ing events.



(a) Drift

It is unlikely that the time spent for one iteration of the loop repeating the work action A
and counting the number v of repetitions divides exactly the time interval T. This means
that there is a drift between the system clock ticks and the exact time when the system clock
is queried. In the case the system would behave deterministically, the resulting sample se-
quence R may consist of two sample values v and v+1, although only one should occur. The
changes happen because the drift adds up over a sequence of several loop executions and
makes the loop 1a detect the change in the clock one iteration earlier or later. Therefore the
algorithm should not consider a pair of iteration counters differing by only one as actually

being different.
(b) Self-created entropy

For best performance, i.e. the minimum pseudo-entropy, respectively constant start condi-
tions of the loop la), the fifth step 5, sixth step 6, seventh step 7, eighth step 8, and ninth
step 9 should have constant runtime. Otherwise these steps 5, 6, 7, 8, 9 will consume a
varying amount of time and the loop 1a comprising the second, third, and fourth step 2, 3, 4
will follow with a varying iteration count. The pattern created by this variation is more eas-

ily predictable since is not caused by random events in the system.

If the seventh step 7 and eighth step 8 cannot be implemented having data-independent exe-
cution time, then the time difference between possible execution paths through the process
should at least be small compared to the time interval T. This creates a very small drift
whose effect on the sampled sample sequences R is then negligible. If the described two ef-
fects above are not eliminated by the above described measures, then the evaluation func-
tion E would recognise entropy although there is none. Hence, the better the two effects are
avoided, the more reliable is the random.number generation method and the better is the
randomness of the obtained random number and the lower is the need for an eventual safety

margin, i.e. L-1, for coping with the induced self-entropy.

As an example, the following settings can be used: The settings as described below work
especially well for systems with one of the operating systems Windows 95, Windows 98,
Windows NT, and all kinds of Unix Systems (Linux, AIX, etc.). The time interval T is set

to one millisecond. The target value is set to L:=96 and the length | to 1:=64. This means
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that 96 bits of information are collected and compressed to only 64 bits. The difference
gives the mentioned additional security. 64 bits is chosen to be the biggest integer quantity
that can be handled on today's prevailing micro-processors. As the work action A simply a
void action is chosen, i.e. nothing is done. Hence, in the basic loop la, it is actually counted
how often the time of day can be queried and the system counter can be incremented. The
mapping function G is realized in that the least 4 significant bits of the counter value are
taken as the sample values s. Mapping the number v of repetitions to only 16 different val-
ues makes the state management of the algorithm very simple and only has a small effect on
performance by eliminating some additional information contained in the repetition num-
bers v. Two sample values s can be easily combined into a byte which makes processing

easier.

As the compression function C the following method is used: When N is the integer number
whose binary representation matches the concatenation of all samples in the sample se-
quence R, and M is the smallest prime bigger than 2, then C is chosen to be the least 1 bits
of N’mod M. The information contained in the sample sequence R is thereby compressed
into 64 bits and the information is also mixed so that the resulting output has good statisti-

cal properties.

The present invention can be realized.in hardware, software, or a combination of hardware
and software. The random-number generating method, or random-number generator accord-
ing to the present invention can be realized in a centralized fashion in one computer system,
or in a distributed fashion where different elements are spread across several interconnected
computer systems. Any kind of computer system or other apparatus adapted for carrying out
the methods described herein is suited. A typical combination of hardware and software
could be a general purpose computer system with a computer program that, when being

loaded and executed, controls the computer system such that it carries out the methods de-

scribed herein. The present invention can also be embedded in a computer program product,

which comprises all the features enabling the implementation of the methods described
herein, and which - when loaded in a computer system - is able to carry out these methods.
This product need not be encoded and stored on a medium, but can also be present and dis-
tributable in a medialess form, i.e. as pure code, e.g. downloadable via a data network. In

that sense the invention comprises a computer program element comprising a computer
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program code means to make the computer execute the method according to claims 1 to 11,
but also a computer program product comprising a computer-readable medium having
thereon computer program code means , which, when the program is loaded into a computer

makes the computer execute this method.

A computer program or computer program means in the present context mean any expres-
sion, in any language, code or notation, of a set of instructions intended to cause a device
having an information processing capability to perform a particular function either directly
or after either or both of the following a) conversion to another language, code or notation:;

b) reproduction in a different material form.

The invention can also be realized in form of a data-processing system which includes an

operating system and which comprises the means mentioned in claim 13.
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CLAIMS

1. Method for generating a random number in a system comprising a system clock, a
counter and a processing unit for performing actions, said method comprising the

steps:

1a) repeating a work action A several times within a predetermined time interval T,
1b) counting the number v of repetitions of said work action A,
Ic) mapping the repetition number v to a fixed range returning an actual sample value s,

1d) concatenating the returned actual sample value s with a previous such sample value

s to form a sample sequence R,
le) assessing the amount of information I contained in said sample sequence R,

2) repeating the steps la) to le) until the assessment in step le) results in that the
contained amouit of information I is greater or equal a predetermined amount target
number L,

3) compressing said sample sequence R into a bit sequence B with a length 1 <L.

2. Method for generating a random number according to claim 1, wherein the step 1b)
and/or 1c) and/or 1d) and/or le) has a runtime that is small in comparison with the

time interval T.

3. Method for generating a random number according to claim 1 or 2, wherein the step

1d) and/or le) has a constant runtime.

4. Method for generating a random number according to one of claims 1 to 3, wherein
_ after each execution of the work action A the system clock timé t is read in order to

determine whether the time interval T has elapsed.

5. Method for generating a random number according to one of claims 1 to 4, wherein the

work action A is an action where nothing is done. —_—

1 e
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6. Method for generating a random number according to one of claims 1 to 5, wherein the
work action A is an action that affects the system workload with an at least partially

random work time.

7. Method for generating a random number according to one of claims 1 to 6, wherein the
step 1c) is performed in that of the counted repetition number v only a limited number,

preferably 2, 4, or 8, of least-significant bits is used as the sample value s.

8. Method for generating a random number according to one of claims 1 to 7, wherein the
amount of information I contained in said sample sequence R is assessed by applying

the Shannon function S to the probability values p of the sample values s.

9. Method for generating a random number according to one of claims 1 to 8, wherein for

performing the step 3), the sample sequence R is taken as one total binary number N
and a modulo number M, whereby M2, is selected and the compressed bit sequence
B is obtained by taking the least 1 bits of the binary number (N?) mod M.

10. Method for generating a random number according to one of claims 1 to 9, wherein
the modulo number M is a prime number, preferably the smallest possible prime

number.

11. Method according to one of claims 1 to 10, being encoded on a machine-readable

medium.

12. Machine-readable medium comprising in encoded form a program for performing the

* [4 L M s *

1a) a processing unit for performing actions and for repeating a work action A several

method according to one of claims 1 to 10.

13. Random number generator comprising:

times within a predetermined time interval T,

1b) a counter for counting the number v of repetitions of said work action A,

~ Ic) means for mapping the repetition number v to a fixed range, returning an actual

sample value s,
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1d) means for concatenating the returned actual samplé value s with a previous such

* sample value s to form a sample sequence R,
le) means for assessing the amount of information I contained in said sample sequence
R,

2) whereby in said processing unit the steps la) to le) are repeatable until the
assessment in step le) results in that the contained amount of information I is greater

or equal a predetermined amount target number L

3) means for compressing said sample sequence S into a bit sequence B with a length |

<L.

" 14. Random number generator according to claim 13, with a system clock whose time t
after each execution of the work action A is readable in order to determine whether the

time interval T has elapsed.

15. Random number generator according to claim 13 or 14, wherein the work action A is

an action where nothing is done.

16. Random number generator according to one of claims 13 to 15, wherein the work

action A is an action that effects the system workload with an at least partially random

%* 4 L "M -8 *

work time.




