FIG. T

DRM
100 —— MANAGEMENT
SERVER

40 200
ENTERNAL CONTENTS
TRANSMITTING
STORAGE
DEVICE

W7

COMMUNICATION
NETWORK

20

TARGET
DEVICE

EXTERNAL
DEVICE

10

30




FIG. 2

500
zio /
COMMUNICATION POLICY
210— UNIT STORING UNIT [ 230
ACCESS
200 USER 'SL"':TRFACE INFORMATION ~ —240
STORING UNIT
260~| DRM MANAGEMENT | 250
e controL| | DRMAGENT UNIT
o1 - ACCESS UNIT POLICY 051
MANAGEMENT UNIT MANAGEMENT UNIT
INJECTION UNIT  H—253
pas_ RIGHTS
PROCESSING UNIT
DECRYPTION UNIT H—255
POLICY
265—H broceRama UNIT ENGRYPTION UNIT H—257

207



FIG. 3

CONTENTS
300~  TRANSMITTING
/RECEIVING DEVICE

w0 Tﬂimﬁ?;ﬁle INTERNAL COMMUNICATION
7 SERVER NETWORK
/RECEIVING DEVICE
CONTENTS
302—|  TRANSMITTING
/RECEIVING DEVICE TARGET DEVICE

70

3/7



FIG. 4

CONNECT TO TARGET DEVICE VIA 3410
COMMUNICATION NETWORK
CONFIRM AND STORE TARGET | sa00
DEVICE INFORMATION
REQUEST CONTENT UPLOAD —— 3430
5440
CONTENT ALLOWED NO
FOR DECRYPTION?
YES 5450
DEVICE ALLOWED NO
FOR DECRYPTION? "
YES 8460
DBRM CONTENT? NO -
VES $470
USER RIGHT NO .
DESIGNATED?
5480
YES )
UPLOAD ENCRYPTED
DECRYPT AND UPLOAD CONTENT 3480 CONTENT
) |
¥
END

477



FIG. 5

CONNECT TO EXTERNAL DEVICE VIA | __ oo
COMMUNICATION NETWORK
CONFIRM AND STORE EXTERNAL 5520
DEVIGE INEFORMATION —
REQUEST AND START CONTENT | oo
DOWNLOAD
ENCRYPTED CONTENT? NO
DEVICE ALLOWED NO
EOR ENCRYPTION?
DRM CONTENT? YES
COMPLETE CONTENT ENCRYPTION | o, q
AND DOWNLOAD

Sh80

r

COMPLETE CONTENT
DOWNLOAD

517




FIG. 6

REQUEST CONTENT MOVE
OR COPY

——-3610

t

CONFIRM AND STORE TARGET
STORAGE POSITION INFORMATION

—-3620

ENCRYPTION EXCEPTION
POLICY?

CONTENT TO BE
ENCRYPTED?

EXTERNAL STORAGE
DEVICE?

YES

NO

NO

MOVE OR COPY AFTER CONTENT
ENCRYPTION

——S860

S670

y

MOVE OR COPY
CONTENT

]

6/7




NOILJAHONT JILVWOINY ——
NOILJAHOZA JILYIWNOLNY «omeenes

FIG. 7

JONYHD ON ~=——==
JdO/3AOW
j 2 AdOD/3N0 m
L= HHOMIIN 1 g00/3n0m |
] i
E 1
ioom_\,os__ Ad0D/3N0 " AOO/IAON
. (3) | AdOD/INOW j
............ . (:4) o | A ¥
[2d 28 (© |31gvponay INHC A|t:l_w
MH-AD (ay (:0)
! AdDOO/3A0OW  |MsIa D01 | MsIa TvooT
avoldn | AvOINMOQ
¥ AVOINMOA
[
HIAHIS 8jboon |
avoldn avoidn
avoldn AVOTINMOQJ
HIAHIS Bunsweg
AvYOINMOQ AT

AVOTINMOad

717




