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1 KEY PROTECTI NG METHOD AND A COWVPUTI NG APPARATUS
The invention relates to a key protecting nethod, nore

particularly to a key protecting rrethod WLIJJ_a.key/—’

confirmng step that is perf% med

hardware. 5 In the 21St centlury, conputers m

used to performvarious functions, such as \Aﬂm “m\‘\m\m‘m\\‘“\
processi ng, database managenent, account nanage e
etc. However, nmalicious software (also known as

" melksRr SROTEOEINGS MERFHOBNARD! 28 .cOMPYTERE %’#gﬁiz&
unaut hori zed access to 10 the conputers atta?ke by us
the rMdenarreret hépeby elleand g o per soNap riokfertiii & Get hod,
| og-in accounts, pins, keys, etc., unprotected
a@@ﬁﬁs?aﬁﬁél@éﬂsﬂr Trojpakeopsetgenemed me tef@nst o aakey

rrB t.er .program %hat users_are tenpted to install
b8P fﬁ‘blﬂgl tEFHEPRGr hP Pﬁfgoa%fir%mf@%%?rd?ﬁrw@re

t hat, Ch st a | C|ousfunct|on|
di sgulldsgﬁ% %%keecf:%ﬁgpn?gf Cll%rm FSES TS PO aﬁlﬁ&]s%suﬂ%d to
n@brﬁ%mm<¥H§1ébgﬁﬁ@dﬁ¥hé%scogh%m'E%ew09hh%}5éé§§ing
but have the characteristics of conceal ’
adbombiEse Bxeautdnsm t diasgid set neaa{afgéxe@ﬁ‘teré/tcar}ﬁoxﬁébsr,
20 damagi ng and/or transferring abilities. Wen a
cBApUICerous $qistar fedawsphkaotmojan Merlsegre”), such as
Eeratl onal |nforrrat| on of the conmputer may be

6PeR FRIFES i R het %Bntb%i:éierﬁaynﬁé]tdéélﬂé?@dawess to
CEhE SPraltl hE iRy TV BTG T ALY 1eaving

contro ackers
Cbé%%bﬁ@@dlﬂ@@@h@hﬂgnﬁ0lb@eqﬂyégg§ﬁuﬁh§Yp§§{Vekeys, etc

unprotected against hackers.

4

ATrojanhorsegenerallyreferstx>acomputerprogram
thatusersaretemptedtoinstallbelievingittoperform
a desirable function, but that, in fact, performs a
maliciousfunctionjjldisguise.Unlikecomputerviruses,
Trojanhorses donot replicate themselves or contaminate
otherfiles,buthavethecharacteristicsofconcealment,
automaticexecution,disguise,self—recovery,andfile
damagingand/ortransferringabilities.Wheneacomputer
is installed with a Trojan horse, operational
information of the computer may be stolen, files in the
computer may be destroyed or deleted, and the computer
mayevenberemotelycontrolledbyhackers.Trojanhorses
may be classified according to the purpose they serve,
including information collection, data destruction,

infiltration,etc.,whichareachievedbymeansofremote
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including information collection, data destruction,
infiltration, etc., which are achieved by neans of
renote ~~~~~~~ 2 access, packet interception, input
data recording, data transferring, etc. Consequently,
how to effectively protect kéys and pins from being
stolen by hackers is a goal that those 5 in the
conmputer field are striving to achieve. Therefore, the
object of the present invention is to provide a key

PEeLRGld NgaREhOML E BatcpftfifCh | MGl + RERLEFL S kaYS gf J AT o

bei ng accessed by an operating system of a conputer.
lorAecdrai mnd o emne .aspect of the present invention
there is provided a key protecting nethod that

i ncl Gdesseqhensteps hofw ta)e i hecesperise pm recei peyef and
an access request, configuring a control application

pPogram’ CRodGI'& % & (el 4t NP kE§réohfi #nesénthat those

(eAuesl dBlod el eOoee 0L SR P AR IETE 1 o

confirmation request, ™ configuri

nodultg, 40 g§PET atge \sib%ea@eoPoaﬁeoFr@erélﬂtcaﬁ\P&tion is

program nodul e, a key i'nput request to pronpt a user

f opa pey i dput; keg) pipoine ¢ eceigptme todihenkey dilbcively
configuring the hardware control nodule 20 to

detret®iaies keyisherkeyod hplie gt ehes iy pnedet raednkeyystem
preset in the hardware control nodule; (d) configuring

t Ré Rar et ebntrol nodule to enter an execution node

According to one aspect of the present invention,
there is provided a key protecting method that includes
the steps of: (a) in response to receipt of an access
request, configuring a control application program
module to generate a key confirmation request; (b) in
response to receipt of the key confirmation request,
configuring a hardware control module to generate, via
the control application program module, a key input
request to prompt a user for a key input; (c) upon receipt
of the keyinput, configuringthe hardware control module
to determine if the key input matches a predefined key
preset in the hardware control module; (d) configuring
the hardware control module to enter an execution mode
if it isdetermined instep (c) that the key input matches
the predefined key; and (e) configuring the hardware
control moduletoenterafailuremodeif it isdetermined
in step (c) that the key input does not match the

predefined key.
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if it is determned in step (c) that the key input

mat ches the predefined key; and (e) configuring the
hardware 25 control nodule to enter a failure node if
it is determined in step (c) that the key input does
not match the predefined keyd 3 According to another
aspect of the present invention, there is provided a
conmputi ng apparatus that includes an operating system
bl ock and a hardware control nodule. The operating

syst efp b) p&lfntgscfaogﬁwh'e%da ﬁ%y& 3 EQUJ 9l 3 ARP] A&é‘%ﬁia%n,

program nodul e recei vi an access request, a

generna 6 @ keyi confd ramhpan ineauedaddr u esROPSEent udes
the access request. The hardware control nodul e

i aCl eplesad inar dwakemndoht bl andiat haadkwey ecooparioigmodule.
unit, and a processing unit. The hardware control unit
10 Nies OPR TéonimmMi At IR Wk @Rkt he tont Rl edppliitdasi eantrol

pr.ogr.am _.nodul e for_recei v t he _key copfirmation
r@%%gscé% ete ﬁ%ﬁr%%dmﬁgég teSf ﬁgf?h%le&ﬂ%%laccess
apRlcadd on, n gr 95@%5%%%9k§'k@yk@%n%@&%&tﬁ? e3Lol8<r in
pronpt a user or a key input’in response to recerpt

ofetsh ey 45 enaf hemalsison 4 @auest . Thle k@ $oPPaEbRg rol
unit is coupled to the hardware control unit,

dapeinticnes c lwgrs recel pyarefcoherkéyun hputa kg ytdemparing
user, if the key input matches a predefined key _
pHEdet PR S RePRaF§iard Torittol Theldlardvand epahswilt ynit

a.conparison result to the hardware _control 2Q unit to
b SSlIbSSITRH §7 T F SR T 8% GOFh6 SdahP b Ca €100 Progran

module for receiving the key confirmation request
therefrom, and generates, via the control application
program module, a key input request to prompt a user
for a key input in response to receipt of the key
confirmation request. The key comparing unit is coupled
to the hardware control unit, determines, upon receipt
of the key input by the user, if the key input matches
a predefined key preset in the hardware control module,
andtransmitsacomparison resulttothehardware control
unit to be subsequently transmitted to the control
applicationprogrammodule by the hardware control unit.
The processing unit is coupled to the hardware control
unit, and is capable of executing a processing request.

The hardware control module enters an execution mode
if it is determined by the key comparing unit that the
key input matches the predefined key.

The hardware control module enters a failure mode
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appl i cation progranmmodul e by the hardware contro

unit. The processing unit is coupled to the hardware
control unit, and is capable of executing a
processi ng request. The hardware control nodul e enters
an execution node 25 if it i4s determ ned by the key
conparing unit that the key input matches the

predefi ned key. The hardware control nodule enters a
failure node 4 if it is determ ned by the key

CQRPaki ng HQEErHH@&xE?5&tﬁ§¥ﬁ%%£%&) §§%ﬁ tug%%c@h%QEthe

predefined key. The p ent nti1on achreves the

| Regndethbobj @sks Byt hes f @t thRatp tdhee kKeyebss iy ectly
inputted to the 5 hardware control nodule for

conf iThratd s elandi thab tiloe canmtirote apph ¢ catt endpHogba@ct
nmodul e installed in the operating systemblock is

oRlYy GhF drafed BRathéheedist 1ofdi heckdy donpatisdnio the
aBd ggt t he kqﬁ%iisel ,lsggh that _ the key is not

aCEEsSi I e WY et 1 ATUUSL Sof © elr @ hoE8RBIAP 10 aNdsthiated he

iEotnl%ercplpeé%%ﬁgrgaf%ﬁ%tr?%f%gggmﬁmé lgo%%ttiatr]%leed in the

appar at us. eat ures advantages of

ppesenit i dgvend t &R BiL bk kbeeorR 13pRaf @ med thetne result
follow ng detailed description of the preferred
epfiodhaemy widnpa ef epencendlibot o & eactaRRANY, BGich that
draw ngs, of which: FIG1 is a block diagramof a
cORBUKEHg Sapparat o8 s sabdey Aivritp  bet Respref erped possibly

eg‘%os iarﬁr_'\inetc:i gfn tt_kl?g dppreersa?gtlngi sr]ysegterlnobnl’og}rc]dof the computing
apparatus.

Other features and advantages of the present
inventionwillbecomeapparentinthefollowingdetailed
description of the preferred embodiment with reference
to the accompanying drawings, of which:

FIG.1 is a block diagram of a computing apparatus
according to the preferred embodiment of the present
invention; and

FIG.2 is a flow chart of a key protecting method
according to the preferred embodiment of the present
invention.

Referring to FIG.1l, according to the preferred
embodiment of the present invention, a computing
apparatus includes an operating system block 1, such
as Windows®, and a hardware control module 2 separate
from the operating system block 1. The operating system

block 1 1is installed with a proprietary control
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FIG2 is a flow chart of a key protecting nethod 20
according to the preferred enbodi nent of the present
invention. Referring to FIG 1, according to the
preferred enbodi ment of the present invention, a
conmputing apparatus includes an operating system

bl ock 1, such 25 as Wndows(r), and a hardware contro
nodul e 2 separate fromthe operating system bl ock 1.
The operating system block 1 is installed mﬁghla "

r e 0 I lj catio rogr am nodul e
?8 Hé%%?%?%g gﬁgggggég%eﬁgﬁigg%fﬁﬁﬁi%%cﬁhylﬁg an access
genrenated, byyit hencopkkol peapplinGatd 08y Progr am, podule, o1
11 upon its execution or by "a triggering application
praegrian d6i odepeadirag aoduhe 3 1papbircular exletiati Mor by
and is not limted thereto. The control application
prROGFAMIFotiN @ arP | scasalingma tan fenedapendikeyon the
confirnat#%n request in response to the access

r EquestSY The faFdf&rée o 1 oA ellzﬂ}h%ﬂu%g;éO-lThe
. 3 . it 22
her L ST OLLUOLE BhocS e ceompRTlng Ll 22, 0.

a processing uni

| gl COMMNIKEAt i M Ahlat 1 BE £08LERQl: ARPPLECRHQAL 6 the
program nodul e 11 for receiving ‘the key confirmation

r equests trikened s om Tienh gedes atesSont¥od HBEUQ@NDr Sheludes
application programnodule 11, a key 15 i nput request
t @ précifitane usentiorl arkiey 2hpue kayrespurseingounit 22,

i k confirpation request. In this
r%%%lg ggoéggsi%% unit 23. q

The hardware control unit 21 is in communication with
thecontrolapplicationprogramnmdule]J_forreceiving
the key confirmation request therefrom, and generates,
via the control application program module 11, a key
inputrequestixapromptaleerforzakeyinputjxlresponse
to receipt of the key confirmation request. In this
embodiment, the hardware control unit 21 communicates
with the control application program module 11 via a
Universal Serial Bus (USB) interface including a USB
driver 12 that is installed in the operating systemblock
1. Further, in this embodiment, the key input request
is in the form of a message displayed on a display device
3, such as a screen, throughdriving by a display driver
15 in response to control by the control application
program module 11.

The key comparing unit 22 is coupled to the hardware

control unit 21, and determines, upon receipt of the
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enbodi nent, the hardware control unit 21 conmmuni cates
with the control application programnodule 11 via a
Uni versal Serial Bus (USB) interface including a USB
20 driver 12 that is installed in the operating system
block 1. Further, in this erpodi nent, the key input
request is in the formof a nessage displayed on a

di spl ay device 3, such as a screen, through driving
by a display driver 15 in response to control by the

[ [ 25 | 11. The k
oL RE R 0P S Br B b TR e B Eoomb e L e
URict £ #d h 818y AL &IIANES) mbRAMN & gg\%} %E h%fl%%gtﬁ n?asu é(ﬁgtche s

i nput by the user via an iInput _

cauplredie t n¢bekbgr dmacepeertd O n@@dUES 25 blekBe K@Y the
i nput matches a predefined key. The predefined key is
phégetvw d ye cloen t thak dwalvd cdntand kepduine y2ye andiekgyshamyyed
be added, changed 5 or deleted by the user according

t 8ThP&A &S hévtdherve e grRcBdvneeta hby/beroneesfs.aThe
keyboar a noyse touch _pa or any other devices
o DRy Tmode oY R AOHRE Brite T ARE Hey® dbtit | gCouch
URIal ,28r B BER LT ANSIEL S ' hiQ 1 he;
hgfdmaréacgatroﬁ unit 21 F%”ﬁgfggggégggﬂgfé%IﬁqEgr%a%lon'
t Tarspeyteshp orthe ¢ont 2ol rapplHoatiram piaH an dmeduke son

11 by the hardware control unit 21. The processing

uAies 23- s Yorpleetiar ¢ b ritardivame t 2onta bk subse@lently

a@%éﬁ%ﬁf‘ggéetgftﬁéeggﬁé?%1aag%ﬁﬁﬁ§§éf§n gfggggg.module
11 by the hardware control unit 21.

The processing unit 23 is coupled to the hardware
controlunit 21, andis capable of executingaprocessing
request.

The hardware control module 2 enters an execution
mode if it is determined by the key comparing unit 22
that the key input matches the predefined key. In the
execution mode, the hardware control unit 21 transmits
a key verification success message to the control
application program module 11 to be displayed on the
display device 3, and permits transmission of the
processingrequestfromthecontrolapplicationprogram
module 11 thereto for execution by the processing unit
23. In this embodiment, processing capabilities of the
processing unit 23 in the execution mode include file

reconstruction, and converting a file into a selected

one of hidden, read-only, and write-only states. In
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15 The hardware control nodule 2 enters an execution
nmode if it is determ ned by the key conparing unit 22
that the key input nmatches the predefined key. In the
execution node, the hardware control unit 21 transmts
a key verification success nessage to the control 20
application programnodule 11 to be displayed on the
di spl ay device 3, and pernits transm ssion of the
processi ng request fromthe control application

F%ygqguﬂQQU|%h%1§E@%§§% Bgrngﬁglnen%%%%h éggFﬁ& with

ocessing unit t proc

capadqmtge&@ﬁ the 125 HHOCHS8 LAY 1 W) ts 23 4R Msck 1 via
execution node include file reconstruction,

cenvet¢rngla Ridveriddd aTSdhﬁﬂEmbyoth@%dﬁmEﬁ@, (SATA)
read-only, and wite-only states. In particular, the
pﬁ&ﬁ%%f%@euhD?lggl@@nﬁnﬁ%Bt@ngQM11&1ﬁnﬂtasysﬂenm1¢he
in the ogeratln temblock 1 via a Serial Advanced

TESo! Loy S APY SER ABATY) 2PAt éff REE Mt edi hg access
S’%Tlegréé’fécgédl fﬂﬁtlaé 'ij?z dg{s%%s% gperating system

bl o I's perm 0 access’ " the selected file

f or pT@@Qﬁ§ﬁ@@argh@oH@E@%ﬁh%cﬁgﬂi@OEnHQQ%l% 2280LE'S 1B de
failure node if it is determ ned by the key conparing

udift 122 itshatetdirei key bpptheddes, reimpg@t Chgth8ic 22 that
predefined key. In this 10 enbodi ment, the hardware
c oS 6|eYuhPPU21d‘P?§rTS<Pﬁ 52 e h Keye werddd tiat ¢ drkd i |ur ¢his

nes age. to the l'i cati on program nodul e 11
“%Ogcg%‘%%?g ﬁL’ﬁ%ﬂw p‘Fag}ta&}uéJéll ahd-BABPRIG LS a

amg%hewégﬂEfQQ{EBHHtkgllure message to the control
application program module 11 to be displayed on the
display device 3, and awaits another key confirmation
request from the control application program module 11
when the hardware control module 2 enters the failure
mode. Alternatively, after transmitting the key
verification failuremessage, operations of the control
application program module 11 and the hardware control
module 2 are terminated when the hardware control module
2 enters the failure mode.

In this embodiment, in order to further enhance the
effectiveness of key protection as provided by the
present invention against attacks from unauthorized,
malicious sources, such as dictionary attack, the
hardware control module 2 further keeps track of the
number of times of entering the failure mode, and

operations of the control application program module
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request fromthe control application program nodule 11
15 when the hardware control nodule 2 enters the

failure node. Alternatively, after transmtting the

key wverification failure nmessage, operations of the
control application program8module 11 and the

har dwar e contr ol nodul e 2 are term nated when the
hardware control npdule 20 2 enters the failure node.

In this enbodi nent, in order to further enhance the

ef,f.ect iy [ vi ded by the
e P G P D R e Siart when

MRlH Ch OB e SQU €€fe sSHEACRS st Stiberaryrd fhagkudher 28 4.,
har dware control nodule 2 further keeps track of the

nurbere of Al tesnet iemtley i nghéheataivare dmderoansiodule 2
operations of the control application program nodule 8
1K oARP FHe Het Hndicer eBRer o T roaeseo 2 emrtee x bnpitiat édilure
when, the nunber of tinmes reaches a_predeterm ned

niistst CEAGOPETERLEE)S OA HRF AT VEPY, 2 RIEL RALdwWAY Brogram
| | f i
CPEALPLe Mo, B8, EREPanLagh IR MIDelu 1T e

entering t ure na opera n

carimolnapphi cahkan pregr ammpedul e f11 @bt hercsches &
hardware control nodule 2 are term nated when the
npnisete o rhines reaches awiprtedet er mipnesH ausbARA nwid hicAme
a predetermined tine duration. It should be noted

h at 1 fowehershathbd ka1 e ddier ¢ éat urewsfvetthe that the
present_ i entiog oes not resi.de in the nechanism

1S Taf e the TuribdT Bf SF&rTuréyenTtion doss not reside

in the mechanism used after the number of failures

reaches the predetermined number, and therefore other

known mechanisms may also be utilized in place of
terminating operations of the control application
program module 11 and the hardware control module 2 as
disclosed herein.

With further reference to FIG.2, the key protecting
method according to the preferred embodiment of the
present invention includes the following steps.

Instep6l, inresponse toreceipt of anaccess request,
the control application programmodule 11 is configured
to generate the key confirmation request.

In step 62, 1in response to receipt of the key
confirmation request, the hardware control module 2 is
configured to generate, via the control application
program module 11, the key input request to prompt the

user for the key input.
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reaches the predeterm ned nunber, and therefore other
known mechani sms may al so be utilized in place of

term nating operations of the control application 15
program nodul e 11 and the hardware control nodule 2 as
di scl osed herein. Wth furthey reference to FIG 2, the
key protecting nethod according to the preferred
enbodi ment of the present invention includes the
follow ng steps. 20 In step 61, in response to receipt

I PETER% LRA! r ot oRBLIRL K BOPLASRE, TR PRI e

nmodul'e 11 i's configureé 0 genera

cerfrid it i P heguestie dd st 8862 ¢ EWMJQ&Q?nﬁﬁpEQ atches
recei pt of the key confirmation request,” the hardware

camter pkemedilres @ kiey p25seanf h gHeH atrQWIENeEane. r M Acodule
the control application progran1n0du|§ 11, the key
i Aputl ¥ egaEst awl pr onphet Heey usempfeaorindieukey iapudt he

In s:ep 63, upon receipt of the key input, the _

hgr‘a&\ﬂdfaer%o%‘f’?BFoﬂmﬁﬁFjéll? et HR e8| Fhehkekeynprpuwith
h . predefined key preset in the hardware

gg%%% (ﬁ%%ﬁ ge%Z%GPﬁ particul ar, the key conpari ng

unit 22 efcdde g hargwar gacents ol 'L%Jéle?% HBGLES 2 15
the key input wwth the predefined key. Th step

t bentfargwase cont realt aduliee 2 dise c@0Dbhguredet 0 ENtEY 5 5
the execution node if it is determned in step 63
t Rgtt amiel key inpatemattccheshahethe key input matches the

predefined key.
In step 65, the hardware control unit 21 transmits

the comparison result obtained from the key comparing

unit 22 to the control application programmodule 11, and
the key verification success message to the control
application program module 11 to be displayed on the
display device 3 via the USB interface, and in step 66,
the hardware control unit 21 permits transmission of
the processing request from the control application
program module 11 to the hardware control module 2 for
execution by the processing unit 23 in step 67. In this
embodiment, in step 67, the processing unit 23 performs
one of file reconstruction, and converting a file into
a selected one of hidden, read-only, and write-only
States.

In step 68, the hardware control module 2 1is
configured to enter the failuremode if it is determined

instep63thatthekeyinputdoesnotmatchthepredefined
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10 predefined key. In step 65, the hardware contro
unit 21 transmits the conparison result obtained from
the key conparing unit 22 to the control application
program nodul e 11, and the key verification success
nmessage to the control 15 apgl®cation program nodul e
11 to be displayed on the display device 3 via the
USB interface, and in step 66, the hardware contro
unit 21 permts transm ssion of the processing
reguest fromthe control application program nodul e
11 to the hardware control nodule 2 for 20 execution

by tHB}pﬁQQ§S69ngtM@iEaﬁ@w%ﬂkétﬁQnQZollUnﬁQigé transmits

enbodi nent, in step 67, the processing unit

péhfeorimy vaeidfidatieom efConstuuet men,sand €ONYEEL id¥h@ro]
file into  a selected one of hidden, read-only, and
wRPPd-1gid iyl 08t Bregraps Mafwdep 1618, vihet har ddar éncterface.

cont r.ol, nodu 2is .configured to enter the failure
nDdecf t%?nagﬁéét ?ﬁ%ﬁ%ﬁﬂ“$ﬁ€%?%ﬁt6§lﬂﬁﬁiu%ﬁé kegps track

|
i gput - detjned 10 key, Lo st
60 (15 Ry Ivar o ontTOr b t ST rdRbrk te, T hd Uty mode,

verid iieaticen 773, uee sTRsSAgE 1,0 ot ' -
application@brogran1nodule 11 vﬁgnsﬁgqg%%%ﬁﬂgﬁ?é?%é%?es
Qptiaoriat $ ya 1 hedhardwame ¢ ontirntle NDALH ex e kB8PS thikACK the
of the nunber of tinmes of entering the failure node,

and 9 F%H T, SRR ef i neRewtfetdieer @ heonenbér thk toresrol

application program module 11 and the hardware control
module 2 are terminated. In the negative, the flow goes
backtostep61toawaitanotherkeyconfirmationrequest.
Alternatively, in step 70, the hardware control module
2 determines whether the number of times reaches a
predetermined number within a predetermined time
duration.

In yet another alternative, the operations of the
control application program module 11 and the hardware
control module 2 are terminated once step 69 is
completed.

A practical operational application is presented
hereinbelowwithreference toFIG.1ltobetterillustrate
the present invention. When a user wishes to convert
a file into the hidden state, first of all, the user
activates the control application program module 11
installedintheoperatingsystemblockl.Subsequently,

thecontrolapplicationprogrammoduhe1lgeneratesthe
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reaches a predeterm ned nunber. In the positive, the
flow goes to step 71, where operations of the control
10 application program nodule 11 and the hardware
control nodule 2 are term nated. In the negative, the
flow goes back to step 61 tblawait another key
confirmation request. Alternatively, in step 70, the
hardware control nodule 2 determ nes whether the
nunber of tinmes reaches a 15 predeterm ned nunber

Wit r i i duration.. In . yet another
A s e 20 DEy Lt apf R Mt e WY ene

appl i bad O 098 amAmdyl 1€ okl andy § hg, haedwane o1 godule
control nodule 2 are termnated once step 69 is 2

c@npl ettede USRI ackirdal coperaatt pnale Apphiweatd @R nitSrol unit
presented hereinbelow with reference to FIG 1 to
be&tlt @ NEFRGSISa¥ 82 HHecphésent aPaéntEitdmn Wremy meusedul e

i.sh vert file intqQ the hidden state, first
oft Tai F Dot KV L 5 ST S a1 b8 Hohe 1CEHE6T o Rppl Eati6m L2y

- i.nst.al | n-the _gperating syste
Do BB R agRRy T NSt bn POl taBpi oAt TRR s - At

OGS AL RO €r Akrgaem@@aﬁshbh@rqéln#ﬁﬁyd%@gfdé ARt Qo oot

request and transmts the sanme to the hardware _
comnmmolnimatidh ef thhe heandwareeont 104 wRdyl e2,2 cHied key
the USB interface. Next, the hardware control unit 21
gEPEIRR BN I WAL § e ot ar eapphicike ¥ oni phognanp nedalfened
[ be di spl ayed by the
gikéé{,aiphned KEYeLDpUt feauest o be diselaved by the . .
comparison result. Based on the comparison result, the

hardware control unit 21 selectively transmits the key

verification failure message or the key verification
success message to the control application program
module 11 through the USB interface to be displayed on
the display device 3. If the comparison result shows
that the key matches the predefined key, the hardware
control unit 21 further permits transmission of the
processing request fromthe control application program
module 11 to the hardware control module 2, and informs
the processing unit 23 to execute the necessary
subsequentprocessing.Inthisinstance,theprocessing
request is related to converting the selected file into
the hidden state. Therefore, the processing unit 23
conducts transactions with the file system 14 via the
SATA interface for converting the selected file into

the hidden state.
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device 3 to pronpt the user for the key input. After
the user inputs the key using the input device 4 in
direct communication with the key conparing unit 22,
the key conparing unit 22 conpares the key with the
predefined 10 key, and infori® the hardware contro
unit 21 of the conparison result. Based on the
conparison result, the hardware control unit 21
selectively transmts the key verification failure

rress@l.e %r Ot\,hl% k%ye V?lroitfeiﬂcatﬂeo ejléuctcﬁasﬁérrﬁ]igta%ﬁbgtjgﬁbove

the control application program nodu

t@Q§£¥$§@ﬁ@[f§Qeﬂ§)@@5@&&&1aMﬂgtoﬂhétﬁ%f@é@kgycontrol
device 3. If the conparison result shows that the key

matechelss t?he iprredefd gk eyl nighe yisaredwaries cle antypin g tuse
21 further permts transm ssion of the processing
réquestt3¢om dRe Edmttr 61 HPPRi tatiemt grogi anu26dnoetlveen
1% to the hardmare,co%trol nodul e 2, and infornms the

Y

§EeBSPG mitY 2 4o “ex 8Bt & thé IAEcegsaqyn 14 However,
subseguent. pLOCESShRg. nLoLI S, Instance, ! ﬂgdt%e 2 may

processing request I1s relate

seloagtiad ddt € witot nbhep dv dden oS4 AL eem ThEs &F Qrﬁi%ﬁg\eans

processing unit 23 25 conducts ‘transactions w

f idlténesy sthem B4 Uika inhee r ISAT 4, | ahear £ BeepfoE GRS MGk 23
the selected file into the hidden state. 12 It

sHGY d°BBURsCEd hEi &t hadtd 1 ¢ s iHeerabdves dhgaleosus ether
it is as d that_the hardware control nodule 2 with

¢ FEbaratiing "yt en Bt GG 1 Vs gt hOUSEROuld be readily

apparent to those skilled in the art, and the disclosure
herein should not be taken to limit the scope of the
present invention.

Moreover, in an alternative embodiment, instead of
transmitting the processing request to the hardware
controlmodule 2, the control applicationprogrammodule
11 transmits a command to another application program
16 installed in the operating system block 1 (such as
a word processing application program), and permits the
application program 16 to provide corresponding
services (such as word processing abilities) to the user
in order to perform intended operations.

In sum, the key protecting method and the computing
apparatus of the present invention achieve the object
of preventing a malicious entity from obtaining the
predefined key by ensuring that the key provided by the

user is inputted only to the key comparing unit 22 of



interface, and that a SATA interface is used between 5
the processing unit 23 and the file system 14.

However, in practice, the hardware control nodule 2
may conmunicate with the operating system bl ock 1
usi ng neans other than a USB3interface, and the
processing unit 23 may communicate with the file
system 14 using neans other 10 than a SATA interface.
Such variations should be readily apparent to those

skinld &Q A, dhe %ﬁtréfﬂdmgla%lcg scl q:srjr’e}:]@ karceérﬂ?gggléloqn is

not be taken to limt the scope ‘of

| peeerttd aie d by eoNer ke iy Nncanpaltierpath ve :;ezrbOQhHE’ahat only
instead of 15 transmtting the processing request to

t hdchacowaeelisoontretuhbdulme 2ht be cbek s ohot match) is
application programnodule 11 transmts a command to
aﬁétowelrdea%m Eaﬁu%ef)%gflan%.\/%enhgﬂ-amkeh iGPigequently,

operati st em Dbl ock 1 (such awo rocessin
a%pllcaggoﬁyprdﬁr%%§ gnag g%ﬁ:ﬁ??%é golgp%rFES#F%hby a
p I 6 r d dj I su

g stesei g BBl 117 o6 o e tser " | Rnras, Feroain
penhartmdms ended oper aid ofsolbR M chbenkeyare .
protecting nethod and the conputing apparatus of the
present invention achieve the object 25 of preventing

a malicious entity fromobtaining the predefined key

by ensuring that the key provided by the wuser is

inputted only to the key conparing unit 22 of 13 the
hardware control nodule 2, that key conparison is
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performed by the key conparing unit 22, and that only
the conparison result (match or does not match) is
provi ded to the operating system bl ock 1.
Consequently, 5 even if the operating system bl ock 1
Is attacked by a malware, thd key necessary for
performng certain functions will not be stol en by.
the malware. 14 What is claimed is: 1. A key
protecting nethod conprising the steps of: (a) in

I RRRANSEs 191 LemBlP, L&f an access request, configuring
a control application programnodule to 5 generate a

key confdy nptbeBcraquesicthb) idbri®sPoNsg ko eceipt o«
of the key confirmation request, configuring a

har dwezr e tonteslporohul ®ot oecgener ab €, avi a ddwes coptpalest,
application program nodule, a key input request to
pFOREt B UsRE RoCA Wesy! | ApEtl i aat {e) Dpoel retenpiudfe to
the key .input, confiquring the hardware contro
nﬁ&&%ﬁ%%ﬁd@té?%nﬁ?ﬁﬁiﬁ% CREV iGfHSShat ches a

pr edefinad kay. g esel b Lhs fiar duare, eanty ol o, odul e o,

(d) configurin har dware control np

15 cqyt BXECUHONT Meei h id hsdelerai nedidnosteRdSle to
that the key input matches the predefined key; and
(gpreordiguring tihe drardnaleapeitircat idw eodvatniedule,
a failure node if it is determned in step (c) that
t Re keley NMPut’ F6e3S hot OnAEGMRthe pretleff pedaklkeyy input;

(c) upon receipt of the key input, configuring the
hardware control module to determine if the key input

matches a predefined key preset in the hardware control

module;

(d) configuring the hardware control module to enter
an execution mode if it is determined in step (c) that
the key input matches the predefined key; and

(e) configuring the hardware control module to enter
a failure mode if it is determined in step (c) that the

key input does not match the predefined key.

2. The key protecting method as claimed in Claim 1,
wherein the hardware control module includes a hardware
control unit that receives the key confirmation request
from the control application program module, a key
comparing unit, and a processing unit;

in step (c), the key comparing unit compares the key

input with the predefined key; and
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20 2. The key protecting nethod as clained in Caima1l,
wherein the hardware control nodul e includes a
hardware control unit that receives the key
confirmation request fromthe control application
program nodul e, a key 25 comfaring unit, and a
processing unit; in step (c) , the key conparing unit
conpares the key input with the predefined key; and
15 in step (d) , the hardware control unit transmts

a co r ul b fromt

unltqﬂﬁéb? L%Etr% a%%klca |oﬁ:%?g59§ XH&%UF§895%PtS a
PRISKESr i & 6 ANSEE S S Oy QGESSING | h
contf%lr% appl|cat|onbgéég$§%1nodulggig%gﬁg%hg)dﬁg%i]f%lt

cant ok condulog ﬁpphmdﬂﬂﬂ@ﬁanMg&ﬁalﬁb@ﬁﬂ§§'QQKP%@%mlts
3. The key protecting nethod as clainmed in Caim

\Aﬁéraa §N13hlstepl(d)Prprocesshagr eapabicl ftrioes tofe theitrol
éprocessnng unit in the execution node include file
n

st et P Pré%&if%n{?@fjt%% &% itkei g daetectoad rol
{ | t at 4,
o3 1y e Lo apl e, i ol Le-galy staes 4

wherein, in step (e) , the har dware control unit
transnits a key verification failure nessage to the

cont rifie kppl brattican: prggnamimgdube, cand rihe {howigags o2,
back to step (a) to await another key confirmation

r ¥Rt In 2015 STRE KéYy /protecesng ngetdrghias] thaiemed fi nthe
Caim4

[
processing unit in the execution mode include file
reconstruction, and converting a file into a selected

one of hidden, read-only, and write-only states.

4. The key protecting method as claimed in Claim 2,
wherein, instep (e), thehardware control unit transmits
a key verification failure message to the control
application program module, and the flow goes back to

step (a) to await another key confirmation request.

5. The key protecting method as claimed in Claim 4,
wherein, in step (e), the hardware control module keeps
track of the number of times of entering the failure
mode,andoperations<1Ethecontrolapplicationprogram
module and the hardware control module are terminated

when the number of times reaches a predetermined number.

6. The key protecting method as claimed in Claim 4,
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wherein, in step (e) , the hardware control nodul e

keeps track of the nunber of tinmes of entering the

failure node, and operations of the control

application program nodule and the hardware contro

nodul e are term nated 25 when & he nunber of tines

reaches a predeterm ned nunber. 6. The key protecting

nmethod as clained in Caim4, 16 wherein, in step (e)

, the hardware control nodul e keeps track of the

n - y f tery the failure node, and

oA atis Or TERE $5htr o CaBrRuA Di By TGt Ao bl ePs

ang athe drardvwargugeBtr ole I ] ed, 3 €

t he nunber of tines reachggggggrgeﬂ%§$§%£@5ngﬁﬁegglqure

winplaien anﬁﬁeweretdbmedofhﬂﬁed©®ﬂtk@ﬂ-a%plf%%tﬁ%%lprogram
, in

protecting nethod as clained in Caim wher ei n,

stesi Ule® and fé chdyau@y er eontondi rathinodinansatrestet@idmated

ke ver'Licat#on fﬁilure message to the contro
aiff%‘lei“cé FINBPEGr am motk? & SaRfd SSparat ¢8as eafuitnvel number

contral, applj ' rogram.nodul e anpd the hardware
coﬁtrgflnnﬁ%#%agkgqygfﬁ%%a%éHFB %?Q?ﬁg'key

protecting nethod as clained in Claim1l, wherein the
key input is inputted froman input device coupled to

t ie Haredvwes e poptralt imguhe.crbd The kew i ect i f85im »
method as clainmed in aim2, 20 wherein, in step 655 ’
, WORE SHdr diarsE Sorier ol thmhia tdeasmident aokeyit transmits

verification success ng§$£ge to the contro
a&ﬂ%%%twgﬁﬁﬁaﬁﬁgh?ﬁo [ure message to the control
application program module, and operations of the

control application program module and the hardware

control module are terminated.

8. The key protecting method as claimed in Claim 1,
wherein the key input is inputted from an input device

coupled to the hardware control module.

9. The key protecting method as claimed in Claim 2,
wherein,instep(d),thehardwarecontrolunittransmits
a key verification success message to the control

application program module.

10. The key protecting method as claimed in Claim 2,
wherein communication between the control application
programmodule andthehardware control unit is conducted

via a Universal Serial BRus (USB) interface.
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10. The key protecting nethod as clainmed in Caim2,

25 wherein communi cati on between the contro

application program

nodul eandt hehar dwar econtr ol uni ti sconducted via a

Uni versal Serial Bus (USB) ihbhtrerface. 17 11. A
conputi ng apparatus conprising: an operating system
block that is installed with a control application
program nodul e for receiving an 5 access request, and
generating a key confirmation request in response to
the access request; and a hardware control nodul e that

i nal udescempardwy e et £ ol sURidmp i §PARFLNI cation with
said control application program nodul e for receiving

10 t hen kaye cohfingmatyisaren éduesk thetef sommsaadled with a
generating, via the control application program
msAdl e O b REY lilgiftion eguest am peodnpe dousere¢@ivang an
key input in response to receipt of the key , _
cMG Tat G et ues % REPS ng uhfY oupféamasion
sai e ont r i.t, determning, upon

rgge L{)l?gg}/\@{:lhée% yoq}%put?& Eget r?eccu%sesr,rlefqugﬁé’k d

i nputa MRE ehes re RIadef b negdokey e Prgset 1 ho1Saidd
har dware control nodule, and transmtting a

conpari sen hreesi 4 r ¢ ocsaitd carghwat ei aoabhunid it §6n k8 th
subsequently transmtted to said control application

26 Frogiodht od Ll kP by c84il@ rhardvar &n cord v b fioktreandving
WE 25%n sai d_hardware control nodul e enters an

exec

f&??&%&rWFWHQW§e88F&§ﬁH86e§¢Q%ﬂﬂ”Q@F“eratingr
COMRAEWR9control application program module, a key input

request to prompt a user for a key input in response
to receipt of the key confirmation request,

a key comparing unit coupled to said hardware
controlunit,determining,uponreceiptofthekeyinput
by the user, if the key input matches a predefined key
presetinsaidhardwarecontrolmodule,andtransmitting
a comparison result to said hardware control unit to
be subsequently transmitted to said control application
program module by said hardware control unit; and

wherein said hardware control module enters an
executionmodeifjI.isdeterminedkn/saidkeycomparing
unit that the key input matches the predefined key; and
wherein saidhardware controlmoduleentersa failure
mode 1f it is determined by said key comparing unit that

the key input does not match the predefined key.




10

20

25

unit that the key input matches the predefined key;
and wherein said hardware control nodule enters a
failure 25 node if it is determ ned by said key
conparing unit that the key input does not match the
predefined key. 18 12. The t@nmputing apparatus as
claimed in Cdaim1l, wherein said hardware contro
nodul e further includes a processing unit coupled to
sai d hardware control unit, and capable of executing

a 1pr 0GeSSi g Le| ss?’?‘n O;?‘;B‘Q said 5 ., hardware on”é’]ﬁ “mtu,

permts trans Or otessi g request
SwHiﬂEHﬁr§&1@ﬂﬂ$t@@ék@ncoR&QQﬁade%ﬂ%EEJP@E@EO fen uges

execution by said processing unit when said hardware

cenprokenssduleuedtersuphed execiid o rmodere E0ntkolTh@it,

conputing apparatus as clained in Caim1ll, wherein

sa%"dj RéaPdvware o¢oRt £ 6M tmict at paASHistss e keyjuest, and said
rifjication fallugs nessage to said contro

GCH T On 9 ogra ﬁ&%%.ﬁﬁ%ﬁé@l%ﬁl@ﬂ of the
t1on
W@“S% o Lo 80, FEPL o s Eon R R Fpciare on

quest sard cont f appliicat i on pro

V\@begsrairﬁj m RS WRH & £Qlr BRdul & &y %ryssyﬂ@ 59%&%%%1@

node. 14. The conputing apparatus as clained in
11nit20whker esai §ainth kibya conpas go UNiod 1 @dapies-§ 0t he
be coupled to an input device, through which the key

i FPRCYSIOPrBeiAged to said key conparing unit.

13. The computing apparatus as claimed in Claim 11,
wherein said hardware control unit transmits a key
verification failure message To said control
application program module to be displayed on a display
device,andawaitsanotherkeyconfirmationrequestfrom
said control application program module when said

hardware control module enters the failure mode.

14. The computing apparatus as claimed in Claim 11,
wherein said key comparing unit isadaptedtx>becoupled
to an input device, through which the key input is

provided to said key comparing unit.

15. The computing apparatus as claimed in Claim 11,
wherein said hardware control unit transmits a key
verification successmessage to the control application

programmodule for subsequent displayonadisplaydevice



15. The conputing apparatus as clainmed in Caim 11,

25 wherein said hardware control unit transmts a key
verification success nessage to the contro

application program nodul e for subsequent display on
a display device 19 when saiidh hardware control nodul e
enters the execution node. 16. The conputing
apparatus as clainmed in aim11l, 5 wherein

conmuni cati on between said control application

pr. : eolo[N] f I d _operating system bl ock and said
P s Contr o toct o LR AP AP & gt Fe1S Ao fon
i Snc@nducted via a Universal Serial Bus (USB)

i nterface.

16. The computing apparatus as claimed in Claim 11,
wherein communication between said control application
program module of said operating system block and said
hardware control unit of said hardware control module

is conducted via a Universal Serial Bus (USB) interface.



