METHOD, APPARATUS, AND SYSTEM FOR TRAINING NEURAL
NETWORK MODEL

TECHNICAL FIELD

[0001] Embodiments of this specification generally relate to the field of artificial
intelligence, and in particular, to a method, an apparatus, and a system for training a neural

network model.

BACKGROUND

[0002] A neural network model is a machine learning model widely used in the field of
machine learning. In many cases, a plurality of data owners (for example, e-commerce
companies, delivery companies, and banks) respectively own different parts of feature data for
training a neural network model. The plurality of data owners expect to jointly use data of each
other to train a neural network model uniformly, but are unwilling to provide respective private
data to other data owners to avoid leakage of the private data.

[0003] In this case, a method for training a neural network model that can protect the
security of private data is proposed, which can coordinate the plurality of data owners to train
aneural network model while ensuring the security of the respective private data of the plurality

of data owners, for the plurality of data owners to use the neural network model.

SUMMARY

[0004] In view of the above, embodiments of this specification provide a method, an
apparatus, and a system for training a neural network model, to coordinate a plurality of data
owners to train a neural network model.

[0005] According to one aspect of the embodiments of this specification, a method for
training a neural network model is provided, where the neural network model includes first
neural network submodels located on the side of first member devices, and private data of each
first member device is non-independent and identically distributed data. The method includes:
obtaining predicted label data according to the first neural network submodel by using the
private data for model training at each first member device, and determining model update
information of the first neural network submodel according to the predicted label data and real

label data; providing, by each first member device, the model update information of the first



neural network submodel and local sample distribution information to a second member device;
performing neural network model reconstruction at the second member device according to the
model update information of the first neural network submodel of each first member device,
determining an overall sample probability distribution according to the local sample
distribution information of each first member device, and allocating a reconstructed neural
network model and the overall sample probability distribution to each first member device; and
updating the first neural network submodel at each first member device according to a local
sample probability distribution, the reconstructed neural network model, and the overall sample
probability distribution.

[0006] Optionally, in an example of the foregoing aspect, the sample probability
distribution includes a label-based sample probability distribution, a feature-based sample
probability distribution, or a connection edge quantity-based sample probability distribution.

[0007] Optionally, in an example of the foregoing aspect, the model update information
of the first neural network submodel includes a model parameter of the first neural network
submodel after the update; and the performing neural network model reconstruction at the
second member device according to the model update information of the first neural network
submodel of each first member device includes: performing neural network model
reconstruction at the second member device according to the model parameter of the first neural
network submodel after the update at each first member device.

[0008] Optionally, in an example of the foregoing aspect, the neural network model
includes a second neural network submodel located at the second member device, the second
neural network submodel and the first neural network submodel include the same model
structure, and the model update information of the first neural network submodel includes a
model update volume of the first neural network submodel; and the performing neural network
model reconstruction at the second member device according to the model update information
of the first neural network submodel of each first member device includes: performing neural
network model reconstruction at the second member device according to the model update
volume of the first neural network submodel of each first member device and the current second
neural network submodel.

[0009] Optionally, in an example of the foregoing aspect, the updating the first neural
network submodel at each first member device according to a local sample probability
distribution, the reconstructed neural network model, and the overall sample probability
distribution includes: determining a distribution similarity between the local sample probability

distribution and the overall sample probability distribution at each first member device, and



updating the first neural network submodel according to the distribution similarity and the
reconstructed neural network model.

[0010] Optionally, in an example of the foregoing aspect, the distribution similarity is a
JS divergence.

[0011] Optionally, in an example of the foregoing aspect, the providing, by each first
member device, the model update information of the first neural network submodel and local
sample distribution information to a second member device includes: providing, by each first
member device, the model update information of the first neural network submodel and the
local sample distribution information to the second member device through secure aggregation.

[0012] Optionally, in an example of the foregoing aspect, the secure aggregation includes:
secret sharing-based secure aggregation; homomorphic encryption-based secure aggregation;
oblivious transfer-based secure aggregation; garbled circuit-based secure aggregation; or
trusted execution environment-based secure aggregation.

[0013] Optionally, in an example of the foregoing aspect, the determining an overall
sample probability distribution according to the local sample distribution information of each
first member device includes: determining overall sample distribution information according
to the local sample distribution information of each first member device; and determining the
overall sample probability distribution according to the overall sample distribution information.

[0014] Optionally, in an example of the foregoing aspect, the determining model update
information of the first neural network submodel according to the predicted label data and real
label data includes: determining a loss function according to the predicted label data and the
real label data; and determining the model update information of the first neural network
submodel through back propagation according to the loss function.

[0015] Optionally, in an example of the foregoing aspect, each first member device
includes a model reconstruction weight, and the performing neural network model
reconstruction at the second member device according to the model update information of the
first neural network submodel of each first member device includes: performing neural network
model reconstruction at the second member device according to the model update information
of the first neural network submodel of each first member device and the model reconstruction
weight of each first member device.

[0016] Optionally, in an example of the foregoing aspect, the private data for model
training is batch sample data, and the model reconstruction weight of each first member device
is determined according to data quality of the private data of each first member device and/or

a sample quantity of the batch sample data.



[0017] Optionally, in an example of the foregoing aspect, the training of the neural
network model is cyclically performed until an end-of-cycle condition is met, and when the
end-of-cycle condition is not met, the first neural network submodel after the update at each
first member device is used as a current neural network submodel of a next cycle.

[0018] Optionally, in an example of the foregoing aspect, the end-of-cycle condition
includes: a predetermined number of cycles; or a change volume of the model parameter of
each first neural network submodel is not greater than a predetermined threshold.

[0019] Optionally, in an example of the foregoing aspect, when the neural network model
is a graph neural network model, the first neural network submodel includes a feature vector
representation model and a first discriminative model, and the neural network model
reconstruction includes discriminative model reconstruction for the first discriminative model.

[0020] According to another aspect of the embodiments of this specification, a method
for training a neural network model is provided, where the neural network model includes first
neural network submodels located on the side of first member devices, and private data of each
first member device is non-independent and identically distributed data. The method is
applicable to the first member device and includes: obtaining predicted label data according to
the first neural network submodel by using the private data for model training; determining
model update information of the first neural network submodel according to the predicted label
data and real label data; providing the model update information of the first neural network
submodel and local sample distribution information to a second member device; obtaining a
reconstructed neural network model and an overall sample probability distribution from the
second member device, the reconstructed neural network model being obtained by performing
reconstruction by the second member device according to the model update information of the
first neural network submodel of each first member device, the overall sample probability
distribution being determined by the second member device according to the local sample
distribution information of each first member device; and updating the first neural network
submodel according to a local sample probability distribution, the reconstructed neural network
model, and the overall sample probability distribution.

[0021] According to another aspect of the embodiments of this specification, a method
for training a neural network model is provided, where the neural network model includes first
neural network submodels located on the side of first member devices, and private data of each
first member device is non-independent and identically distributed data. The method is
applicable to a second member device and includes: obtaining model update information of the

first neural network submodels and local sample distribution information from the first member



devices respectively, the model update information of the first neural network submodel at each
first member device being determined by each first member device according to predicted label
data and real label data, the predicted label data being obtained by each first member device
according to the first neural network submodel by using the private data for model training;
performing neural network model reconstruction according to the model update information of
the first neural network submodel of each first member device; determining an overall sample
probability distribution according to the local sample distribution information of each first
member device; and allocating a reconstructed neural network model and the overall sample
probability distribution to each first member device.

[0022] According to another aspect of the embodiments of this specification, an
apparatus for training a neural network model is provided, where the neural network model
includes first neural network submodels located on the side of first member devices, and private
data of each first member device is non-independent and identically distributed data. The
apparatus is applicable to the first member device and includes: a model prediction unit,
configured to obtain predicted label data according to the first neural network submodel by
using the private data for model training; a model update information determining unit,
configured to determine model update information of the first neural network submodel
according to the predicted label data and real label data; a data providing unit, configured to
provide the model update information of the first neural network submodel and local sample
distribution information to a second member device; a data obtaining unit, configured to obtain
a reconstructed neural network model and an overall sample probability distribution from the
second member device, the reconstructed neural network model being obtained by performing
reconstruction by the second member device according to the model update information of the
first neural network submodel of each first member device, the overall sample probability
distribution being determined by the second member device according to the local sample
distribution information of each first member device; and a model update unit, configured to
update the first neural network submodel according to a local sample probability distribution,
the reconstructed neural network model, and the overall sample probability distribution.

[0023] Optionally, in an example of the foregoing aspect, the model update information
determining unit includes: a loss function determining module, configured to determine a loss
function according to the predicted label data and the real label data; and a model update
information determining module, configured to determine the model update information of the
first neural network submodel through back propagation according to the loss function.

[0024] Optionally, in an example of the foregoing aspect, the model update unit includes:



a distribution similarity determining module, configured to determine a distribution similarity
between the local sample probability distribution and the overall sample probability
distribution; and a model update module, configured to update the first neural network
submodel according to the distribution similarity and the reconstructed neural network model.

[0025] Optionally, in an example of the foregoing aspect, the data providing unit provides
the model update information of the first neural network submodel and the local sample
distribution information to the second member device through secure aggregation.

[0026] According to another aspect of the embodiments of this specification, an
apparatus for training a neural network model is provided, where the neural network model
includes first neural network submodels located on the side of first member devices, and private
data of each first member device is non-independent and identically distributed data. The
apparatus is applicable to a second member device and includes: a data obtaining unit,
configured to obtain model update information of the first neural network submodels and local
sample distribution information from the first member devices respectively, the model update
information of the first neural network submodel at each first member device being determined
by each first member device according to predicted label data and real label data, the predicted
label data being obtained by each first member device according to the first neural network
submodel by using the private data for model training; a model reconstruction unit, configured
to perform neural network model reconstruction according to the model update information of
the first neural network submodel of each first member device; a probability distribution
determining unit, configured to determine an overall sample probability distribution according
to the local sample distribution information of each first member device; and a data allocation
unit, configured to allocate a reconstructed neural network model and the overall sample
probability distribution to each first member device.

[0027] Optionally, in an example of the foregoing aspect, the model update information
of the first neural network submodel includes a model parameter of the first neural network
submodel after the update; and the model reconstruction unit performs neural network model
reconstruction according to the model parameter of the first neural network submodel after the
update at each first member device.

[0028] Optionally, in an example of the foregoing aspect, the neural network model
includes a second neural network submodel located at the second member device, the second
neural network submodel and the first neural network submodel include the same model
structure, and the model update information of the first neural network submodel includes a

model update volume of the first neural network submodel; and the model reconstruction unit



performs neural network model reconstruction according to the model update volume of the
first neural network submodel of each first member device and the current second neural
network submodel.

[0029] Optionally, in an example of the foregoing aspect, the probability distribution
determining unit includes: a sample distribution information determining module, configured
to determine overall sample distribution information according to the local sample distribution
information of each first member device; and a probability distribution determining module,
configured to determine the overall sample probability distribution according to the overall
sample distribution information.

[0030] Optionally, in an example of the foregoing aspect, each first member device
includes a model reconstruction weight; and the model reconstruction unit performs neural
network model reconstruction according to the model update information of the first neural
network submodel of each first member device and the model reconstruction weight of each
first member device.

[0031] Optionally, in an example of the foregoing aspect, the private data for model
training is batch sample data, and the model reconstruction weight of each first member device
is determined according to data quality of the private data of each first member device and/or
a sample quantity of the batch sample data.

[0032] According to another aspect of the embodiments of this specification, a system
for training a neural network model is provided, including: at least two first member devices,
each first member device including the apparatus described above; and a second member
device, including the apparatus described above, where the neural network model including
first neural network submodels located on the side of the first member devices, and private data
of each first member device is non-independent and identically distributed data.

[0033] According to another aspect of the embodiments of this specification, an
electronic device is provided, including: at least one processor; and a memory coupled to the
at least one processor, where the memory stores instructions, and the instructions, when
executed by the at least one processor, cause the at least one processor to perform the method
performed on the side of the first member device or the side of the second member device.

[0034] According to another aspect of the embodiments of this specification, a machine-
readable storage medium storing executable instructions is provided, the instructions, when
executed, causing a machine to perform the method performed on the side of the first member

device or the side of the second member device.



BRIEF DESCRIPTION OF THE DRAWINGS

[0035] The essence and advantages of the content of this specification can be further
understood with reference to the following accompanying drawings. In the accompanying
drawings, similar components or features may have the same reference numerals.

[0036] FIG. 1 is a schematic diagram of an example of a joint learning process of a neural
network model.

[0037] FIG. 2 is a schematic diagram of performing neural network model training by a
plurality of data owners with non-independent and identically distributed private data sample
sets according to an embodiment of this specification.

[0038] FIG. 3 is a schematic architectural diagram of a system for training a neural
network model according to an embodiment of this specification.

[0039] FIG. 4 is a schematic diagram of an example of a deep neural network model
according to an embodiment of this specification.

[0040] FIG. 5 is a flowchart of a method for training a neural network model according
to an embodiment of this specification.

[0041] FIG. 6 is an exemplary schematic diagram of a horizontally split data sample set
according to an embodiment of this specification.

[0042] FIG. 7 is an exemplary schematic diagram of a vertically split data sample set
according to an embodiment of this specification.

[0043] FIG. 8 is a schematic diagram of an exemplary process for training a neural
network model according to an embodiment of this specification.

[0044] FIG. 9 is a block diagram of an apparatus for training a neural network model
according to an embodiment of this specification.

[0045] FIG. 10 is a block diagram of an implementation example of a model update
information determining unit according to an embodiment of this specification.

[0046] FIG. 11 is a block diagram of an implementation example of a model update unit
according to an embodiment of this specification.

[0047] FIG. 12 is a block diagram of an apparatus for training a neural network model
according to an embodiment of this specification.

[0048] FIG. 13 is a block diagram of an implementation example of a probability
distribution determining unit according to an embodiment of this specification.

[0049] FIG. 14 is a schematic diagram of an electronic device for implementing a neural

network model training process performed on the side of a first member device according to



an embodiment of this specification.
[0050] FIG. 15 is a schematic diagram of an electronic device for implementing a neural
network model training process performed on the side of a second member device according

to an embodiment of this specification.

DETAILED DESCRIPTION

[0051] A subject described in this specification is discussed now with reference to
exemplary implementations. It should be understood that, discussion of the implementations is
merely intended to make a person skilled in the art better understand and implement the subject
described in this specification, and is not intended to limit the protection scope of the claims,
the applicability, or examples. Changes may be made to the functions and arrangements of the
discussed elements without departing from the protection scope of the content of this
specification. Various processes or components may be omitted, replaced, or added in each
example according to requirements. For example, the described method may be performed
according to a sequence different from the sequence described herein, and steps may be added,
omitted, or combined. In addition, features described in some examples may also be combined
in other examples.

[0052] As used in this specification, the term "include" and variants thereof represent
open terms, and means "include but is not limited to". The term "based on" represents "at least
partially based on". The terms "one embodiment" and "an embodiment" represent "at least one
embodiment". The term "another embodiment" represents "at least one another embodiment".
The terms "first", "second", and the like may represent different objects or the same object.
Other definitions may be included explicitly or implicitly in the following. Unless otherwise
clearly specified, the definition of one term is consistent in the entire specification.

[0053] In an example of this specification, a training sample set used in a neural network
model training solution may be a training sample set formed by horizontally split data sample
sets. The term "horizontally split" means splitting a data sample set into a plurality of data
subsets according to modules/functions (or a specified rule). Each data subset includes a part
of data samples. Each data sample included in each data subset is a complete data sample, that
is, all feature data and a corresponding label value of the data sample are included. In this
example, a plurality of data owners obtain local data to form local data sample sets, and each
piece of data included in the local data sample set is a complete data sample. The local data

sample sets obtained by the plurality of data owners jointly form a training sample set of a



neural network model in a horizontal splitting manner, where each local data sample set is used
as a training sample subset of the training sample set to train the neural network model.

[0054] In a case that the training sample set used herein is a training sample set formed
by the horizontally split data sample sets, each data owner respectively owns a different part of
data of the training sample used for training the neural network model. Using two data owners
as an example, it is assumed that a training sample set includes 100 data samples, and each data
sample includes a plurality of feature values and a label value. In this case, data owned by a
first data owner may be the first 30 data samples in the training sample set, and data owned by
a second data owner may be the last 70 data samples in the training sample set.

[0055] In another example of this specification, the training sample set used in the neural
network model training solution may be a training sample set formed by vertically split data
sample sets. The term "vertically split" means splitting a data sample set into a plurality of data
subsets according to modules/functions (or a specified rule), each data subset includes a part
of sample data of each data sample in the data sample set, and sample data parts included in all
the data subsets form the complete data sample. In an example, it is assumed that there are two
data owners Alice and Bob, and a data sample includes a label y, and feature data X5 and
X2. In this case, after vertical splitting, the data owner Alice owns y, and X of the data
sample, and the data owner Bob owns X3 of the data sample. In another example, it is assumed
that a data sample includes a label y, and feature data X3, X3, and XQ. In this case, after
vertical splitting, the data owner Alice owns y,, X5, and X5 of the data sample, and the data
owner Bob owns X3 and X2 of the data sample. In addition to the two examples, other
possible cases also exist and are not listed one by one herein.

[0056] In a case that the training sample set used herein is a training sample set formed
by the vertically split data sample sets, each data owner respectively owns a different data part
of each training sample used for training the neural network model. Using two data owners as
an example, it is assumed that a training sample set includes 100 data samples, and each data
sample includes a plurality of pieces of feature data and a label value. In a case of vertical
splitting, data owned by a first data owner may be a part of feature data and the label value of
each data sample in the 100 data samples, and data owned by a second data owner may be the
remaining feature data of each data sample in the 100 data samples.

[0057] In this specification, the term "neural network model" and the term "neural
network" may be used interchangeably. The term "first member device" and the term "data

owner" or "training participant” may be used interchangeably.
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[0058] With the development of artificial intelligence technologies, the neural network
model gradually becomes a machine learning model widely used in the industry. For example,
the neural network model is widely applied to fields such as financial fraud, system
recommendation, and image recognition. To implement better model performance, more
training data needs to be used to train the neural network model. For example, in the medical
or financial application field, different enterprises or institutions own different data samples,
and once the data is used for training jointly, the model precision of the neural network model
will be improved greatly, thereby bringing huge economic profits to the enterprises. How to
implement cooperative training of a neural network model by a plurality of data owners
becomes an urgent problem to be resolved.

[0059] In view of the above, a joint learning solution is provided. In the joint learning
solution, a plurality of data owners jointly train a neural network model with the assistance of
a server side. In the embodiments of this specification, the neural network model may include
a graph neural network model and a non-graph neural network model. In a case that the neural
network model is a graph neural network model, the neural network model includes a
discriminative model and a feature vector representation model. In a case that the neural
network model is a non-graph neural network model, the neural network model may not include
the feature vector representation model.

[0060] FIG. 1 is a schematic diagram of an example of a joint learning process of a neural
network model. The neural network model shown in FIG. 1 is a graph neural network model.

[0061] As shown in FIG. 1, the neural network model is formed by a discriminative
model 10 and a plurality of feature vector representation models 20 jointly, for example, the
feature vector representation models 20-1, 20-2, and 20-3 in FIG. 1. The discriminative model
10 is deployed on a server side 110, and the plurality of feature vector representation models
are respectively deployed at corresponding data owners. For example, the plurality of feature
vector representation models may be deployed on clients of the corresponding data owners,
and each data owner includes a feature vector representation model. As shown in FIG. 1, the
feature vector representation model 20-1 is deployed at a data owner A 120-1, the feature vector
representation model 20-2 is deployed at a data owner B 120-2, and the feature vector
representation model 20-3 is deployed at a data owner C 120-3. The feature vector
representation model at each data owner is used to perform feature vector representation
processing on feature data of the data owner to obtain a corresponding feature vector
representation.

[0062] The discriminative model 10 is distributed to each data owner and is used by each
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data owner to perform model calculation based on the feature vector representation obtained
from the data owner, to obtain a model prediction value at the data owner. Each data owner
then determines respective discriminative model gradient information according to the
calculated model prediction value and a label value, and provides the gradient information to
the server side 110. The server side 110 updates the discriminative model by using the obtained
plurality of pieces of gradient information.

[0063] In the joint learning solution shown in FIG. 1, data sample sets included in the
plurality of data owners are independent and identically distributed, and data features of the
data samples of the plurality of data owners are independent of each other, so that a uniform
feature vector representation model is constructed for the plurality of data owners. That is, the
feature vector representation models of the plurality of data owners have the same model
structure. The same model structure herein means that network depths (quantities of network
layers) are the same and each layer of the network includes the same quantity of nodes.

[0064] However, in some instances, samples of the data owners correspond to different
users, the users are located in different regions, and data is acquired in different time windows.
Therefore, when the joint training is performed, the data sample sets of the plurality of data
owners generally have different feature distributions or label distributions, and features are not
independent of each other. Such data sample sets are referred to as non-independent and
identically distributed (Non-1ID) data sample sets.

[0065] The Non-IID data sample set is described by using a non-uniform label
distribution as an example. It is assumed that there are 10 types of pictures for a CIFAR-10
picture data set: airplane, vehicle, bird, and the like. When a plurality of data owners perform
joint training, one data owner only includes one or some types of pictures. For example, a data
owner A only owns airplane pictures, a data owner B only owns vehicle pictures, and so on,
leading to a non-uniform sample label distribution among the plurality of data owners.

[0066] FIG. 2 is a schematic diagram of performing neural network model training jointly
by a plurality of data owners with horizontally split non-independent and identically distributed
private data sample sets.

[0067] As shown in FIG. 2, the private data sample sets owned by the plurality of data
owners are horizontally split Non-IID data. The plurality of data owners have the same feature
space (f1, f2, £3), but the data sample sets of the data owners have different data distributions.
In addition, the Non-IID data of the plurality of data owners includes different sample nodes,
and probability distributions of sample node labels are also different.

[0068] In a case that the private data of the plurality of data owners is Non-IID data
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sample sets, in a process of model training, a discriminative model on the server side is directly
utilized to update local discriminative models on the side of the plurality of data owners to
perform model prediction. In this case, personalized representation of local data cannot be
implemented, and model diversity is affected, leading to relatively poor overall performance
of the neural network model obtained through training.

[0069] In view of the above, an embodiment of this specification provides a method for
training a neural network model. In the method for training a neural network model, the neural
network model includes first neural network submodels located on the side of first member
devices, and private data of each first member device is non-independent and identically
distributed data. When model training is performed, each first member device obtains predicted
label data according to the first neural network submodel by using the private data for model
training, and determines model update information of the local first neural network submodel
according to the predicted label data and real label data. Each first member device then provides
the model update information of the first neural network submodel and local sample
distribution information to a second member device. The second member device performs
neural network model reconstruction according to the model update information of the first
neural network submodel of each first member device, determines an overall sample
probability distribution according to the local sample distribution information of each first
member device, and allocates a reconstructed neural network model and the overall sample
probability distribution to each first member device. Each first member device updates the local
first neural network submodel according to a local sample probability distribution, the
reconstructed neural network model, and the overall sample probability distribution. Model
training is cyclically performed according to the foregoing manner until an end-of-cycle
condition is met.

[0070] According to the foregoing model training solution, for the first neural network
submodels on the side of the first member devices, local model update information about the
update of the first neural network submodel is determined at each first member device
according to a loss function that is determined locally; neural network model reconstruction is
performed at the second member device by using the local model update information of the
first neural network submodel of each first member device, and the overall sample probability
distribution is determined according to the local sample distribution information of each first
member device; the local first neural network submodel is then updated at each first member
device by using the local sample probability distribution of each first member device, the

reconstructed neural network model, and the overall sample probability distribution. In this
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way, the first neural network submodel on the side of each first member device is not directly
replaced with a second neural network submodel on the side of the second member device;
instead, model update is performed by using the local sample probability distribution of each
first member device, the reconstructed neural network model, and the overall sample
probability distribution, thereby implementing personalized model update for local data,
ensuring that the model diversity is not affected, and further improving overall performance of
the neural network model obtained through training.

[0071] The method, the apparatus, and the system for training a neural network model
according to the embodiments of this specification are described in detail below with reference
to the accompanying drawings.

[0072] FIG. 3 is a schematic architectural diagram of a system for training a neural
network model (hereinafter referred to as a "model training system 300") according to an
embodiment of this specification.

[0073] As shown in FIG. 3, the model training system 300 includes at least two first
member devices 310 and a second member device 320. Three first member devices 310 are
shown in FIG. 3. In other embodiments of this specification, more or fewer first member
devices 310 may be included. At least one first member device 310 and the second member
device 320 may communicate with each other by using a network 330 such as the Internet or a
local area network. This specification is not limited thereto.

[0074] In the embodiments of this specification, the first member device may be a device
or a device party used for locally collecting data samples, such as an intelligent terminal device
or a server device. The first member device may also be referred to as a "data owner" or a "data
holder". Local data of the first member device may include local private data and local non-
private data. In this specification, the local private data is private data that cannot be leaked to
another member device. Therefore, model training cannot be performed in plaintext or the data
cannot be fully shared to the another member device. The local non-private data refers to local
data that can be shared to the another member device. The local non-private data can be used
by the another member device to form public domain data.

[0075] In addition, a first neural network submodel is further deployed on the first
member device. In an example, a model structure of the first neural network submodel on each
first member device may be determined according to a data distribution feature of the private
data in the first member device. At each first member device, the local private data is provided
to the first neural network submodel to perform model prediction. It should be noted that, the

first neural network submodels on the first member devices include the same model structure.
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[0076] In this specification, the private data in the first member devices jointly forms
training data of a neural network model, and a model parameter of the first neural network
submodel and the private data that are owned by each first member device are secrets of the
first member device and cannot be learned or fully learned by another first member device.

[0077] In an example, the second member device may be a device or a device party that
is not configured with or maintains a neural network submodel. In another example, the second
member device may alternatively be a device or a device party that is configured with or
maintains a second neural network submodel, such as a terminal device or a server device. The
first neural network submodel and the second neural network submodel include the same model
structure.

[0078] In an actual application example, the first member devices may be, for example,
private data storage servers or intelligent terminal devices of different financial institutions or
medical institutions, and the second member device may be, for example, a server of a third-
party payment platform.

[0079] In this specification, the plurality of first member devices 310 and the second
member device 320 use the private data of the plurality of first member devices 310 together
to cooperatively train a neural network model. A specific training process of the neural network
model is described in detail below with reference to FIG. 4 to FIG. 13.

[0080] In this specification, the first member device 310 and the second member device
320 may be any suitable electronic device with a calculation capability. The electronic device
includes, but is not limited to: a personal computer, a server computer, a workstation, a desktop
computer, a laptop computer, a notebook computer, a mobile electronic device, a smart phone,
a tablet computer, a cellular phone, a personal digital assistant (PDA), a handheld apparatus, a
messaging device, a wearable electronic device, a consumer electronic device, and the like.

[0081] In this specification, examples of the neural network model may include, but are
not limited to, a deep neural network (DNN) model, a convolutional neural network (CNN)
model, a BP neural network model, and the like. Description is made below by using the DNN
model as an example. A DNN is an artificial neural network including an input layer, a plurality
of hidden layers, and an output layer. Each layer in the DNN is formed by a plurality of
independent neurons (that is, nodes), neurons of two adjacent layers are mutually connected,
neurons of the same layer are not mutually connected, and each connection corresponds to a
weight parameter.

[0082] FIG. 4 is a schematic diagram of an example of a DNN model 400.

[0083] Asshown in FIG. 4, the DNN model 400 includes an input layer 410, a first hidden
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layer 420, a second hidden layer 430, a third hidden layer 440, and an output layer 450.

[0084] The input layer 410 includes three input nodes N;, N,, and Nj, and a bias b;.
The three input nodes N;, N,, and N3 respectively receive data from three different data
owners. The first hidden layer 420 includes two hidden layer nodes N, and N5 and a bias
b,. The hidden layer nodes N, and Ns are each fully connected to the three input nodes Ny,
N,, and N3 and the bias b; of the input layer 410. Weights between the input node N; and
the hidden layer nodes N, and Ng are respectively W; , and W; 5. Weights between the
input node N, and the hidden layer nodes N, and Ny are respectively W,, and W, 5.
Weights between the input node Nsand the hidden layer nodes N, and Ng are respectively
W;, and Wjs.

[0085] The second hidden layer 430 includes two hidden layer nodes Ny and N-, and a
bias bs. The hidden layer nodes Ny and N, are each fully connected to the two hidden layer
nodes N, and Nz and the bias b, of the first hidden layer 420. Weights between the hidden
layer node N, and the hidden layer nodes Ny and N, are respectively Wy, and W, ;.
Weights between the hidden layer node Ng and the hidden layer nodes Ng and N, are
respectively Ws ¢ and Wy ;.

[0086] The third hidden layer 440 includes two hidden layer nodes Ng and Ny and a
bias b,. The hidden layer nodes Ng and Ny are each fully connected to the two hidden layer
nodes Ny and N, and the bias b; of the second hidden layer 430. Weights between the
hidden layer node Ng and the hidden layer nodes Ng and Ng are respectively Wgg and
W; 9. Weights between the hidden layer node N, and the hidden layer nodes Ng and Ng are
respectively W, g and W, ,.

[0087] The output layer 450 includes an output node N;,. The output node Ny, is fully
connected to the two hidden layer nodes Ng and Ng and the bias b, of the third hidden layer
440. A weight between the hidden layer node Ng and the outputnode N;, is Wg1o. A weight
between the hidden layer node Ng and the output node Nyg is Wy 0.

[0088] In the neural network model shown in FIG. 4, the weights W; 4, Wy 5, W, 4,
Wy, Waa, Was, Wy, Wiz, Wi, Wsy, Weg, Weo, Wrg, W79, Wg 0, and Wy o are
model parameters of the layers of the neural network model. When feedforward calculation is
performed, the input nodes N;, N,, and N3 of the input layer 410 obtain inputs Z; and Z,
of the hidden layer nodes N, and N of the first hidden layer 420 through calculation, where
Zy =Wy xX; + Wy, xX; + W3, %X3+by , and Z; =Wy *X; + Wy xX, + Wy %
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X3 + by. Activation function processing is then performed on Z; and Z, respectively, to
obtain inputs a; and a, of the hidden layer nodes N, and Ns. Feedforward calculation is
performed layer-by-layer according to the foregoing manner, and as shown in FIG. 4, an output
a,of the neural network model is finally obtained.

[0089] In an example of this specification, the sample distribution information may be
label-based sample distribution information, feature-based sample distribution information, or
connection edge quantity-based sample distribution information (in a case that sample data is
graph data). In an example, the sample distribution information may be, for example, sample
quantity statistics. Correspondingly, the sample probability distribution may be a label-based
sample probability distribution, a feature-based sample probability distribution, or a connection
edge quantity-based sample probability distribution. Description is made below by using an
example in which label-based sample quantity statistics are used as the sample distribution
information. In other embodiments of this specification, feature-based sample distribution
information or connection edge quantity-based sample distribution information may be
alternatively used.

[0090] FIG. 5 is a flowchart of a method 500 for training a neural network model
according to an embodiment of this specification. In the method 500 for training a neural
network model shown in FIG. 5, a data sample set owned by a plurality of data owners may be
a horizontally split data sample set, or may be a vertically split data sample set.

[0091] FIG. 6 is an exemplary schematic diagram of a horizontally split data sample set
according to an embodiment of this specification. FIG. 6 shows two data owners Alice and
Bob, and the case of more than two data owners is similar. Each piece of data sample in the
data sample set owned by each of the data owners Alice and Bob is complete, that is, each
piece of data sample includes complete feature data (x) and label data (y). For example, Alice
owns a complete data sample (xqy, Yo)-

[0092] FIG. 7 is an exemplary schematic diagram of a vertically split data sample set
according to an embodiment of this specification. FIG. 7 shows two data owners Alice and
Bob, and the case of more than two data owners is similar. Each of the data owners Alice and
Bob owns partial data of each data sample in the data sample set for model training. For each
data sample, complete content of the data sample may be formed by combining data parts
owned by the data owners Alice and Bob together. For example, it is assumed that a data sample
includes a label ygand feature data X5 and Xp. In this case, after vertical splitting, the data

owner Alice owns the label y, and the feature data X3, and the data owner Bob owns the
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feature data X9.

[0093] As shown in FIG. 5, in 501, first neural network submodels at first member
devices 310-1 to 310-3 are initialized. For example, at each of the first member devices 310-1
to 310-3, each first neural network submodel is initialized respectively according to data
dimensions of respective private data and a network structure of the first neural network
submodel. In an example, in a case that the neural network model is a graph neural network
model, the first neural network submodel includes a feature vector representation model and a
first discriminative model. Correspondingly, a respective feature vector representation model
Hj; and a first discriminative model H;, are respectively initialized at each of the first
member devices according to the data dimensions of the respective private data and a network
structure of the feature vector representation model and a network structure of the first
discriminative model, where i represents a serial number of each of the first member devices.
Specifically, a feature vector representation model H; ;and a first discriminative model H, ,
at the first member device 310-1 are initialized, a feature vector representation model H 4
and a first discriminative model H;, at the first member device 310-2 are initialized, and a
feature vector representation model Hs; and a first discriminative model Hs, at the first
member device 310-3 are initialized.

[0094] Operations from 502 to 510 are then performed cyclically until an end-of-cycle
condition is met.

[0095] Specifically, in 502, each of the first member devices 310-1 to 310-3 obtains
training data (batch sample data) for model training from respective private data.

[0096] In 503, model prediction is performed by using the respective first neural network
submodel according to the obtained current training data at each of the first member devices
310-1 to 310-3, to obtain predicted label data at each of the first member devices. For example,
in the example in which the neural network model is a graph neural network model, the
obtained current training data is provided to the respective feature vector representation model
at each of the first member devices 310-1 to 310-3, to obtain a feature vector representation at
the first member device. The obtained feature vector representation is then provided to the first
discriminative model, to obtain the predicted label data at the first member device.

[0097] In 504, model update is performed at each of the first member devices 310-1 to
310-3 according to the predicted label data and real label data, to obtain model update
information of the first neural network submodel. For example, in the example in which the

neural network model is a graph neural network model, the feature vector representation model
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is updated according to the predicted label data and the real label data, and model update
information of the first discriminative model is determined.

[0098] In an example, no second neural network submodel is deployed on the second
member device, and the model update information of the first neural network submodel
includes a model parameter of the first neural network submodel after the update.
Correspondingly, a loss function is first determined at each of the first member devices
according to the predicted label data and the real label data. The model parameter of the first
neural network submodel is then updated through back propagation according to the
determined loss function. In an example, the neural network model is a graph neural network
model, no second discriminative model is deployed on the second member device, and the
model update information of the first discriminative model includes a model parameter of the
first discriminative model after the update. Correspondingly, a loss function is first determined
at each of the first member devices according to the predicted label data and the real label data.
A model parameter < H;; >of the feature vector representation model and the model
parameter < H;, > of the first discriminative model are then updated through back
propagation according to the determined loss function.

[0099] In another example, a second neural network submodel is deployed on the second
member device, and the model update information of the first neural network submodel
includes a model update volume of the first neural network submodel. Correspondingly, a loss
function is first determined at each of the first member devices according to the predicted label
data and the real label data. The model update volume of the first neural network submodel is
then determined through back propagation according to the determined loss function. In an
example, the neural network model is a graph neural network model, a second discriminative
model is deployed on the second member device, and the model update information of the first
discriminative model includes a model update volume of the first discriminative model.
Correspondingly, a loss function is first determined at each of the first member devices
according to the predicted label data and the real label data. According to the determined loss
function, a model parameter < H;; > of the feature vector representation model is then
updated through back propagation, and the model update volume < H;, > of the first
discriminative model is determined.

[0100] In 505, each first member device provides the model update information of the
first neural network submodel and local sample distribution information to a second member

device. For example, in the example in which the neural network model is a graph neural
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network model, each first member device provides the model update information < H;, > of
the first discriminative model and local sample distribution information to the second member
device. For example, in a case that the sample distribution information is label-based sample
quantity statistics, each first member device provides the model update information of the first
neural network submodel and label-based local sample quantity statistics to the second member

device. In an example, label-based local sample quantity statistics at an i first member device
may be represented by using a sample data vector N)i = {Nj1, ee e ,Njk}, where i is a serial

number of the first member device, k is a quantity of labels in label data, and an element Nj;

in the sample data vector N)i represents a quantity of data samples that are marked with a label

j in the i first member device. After the label-based sample quantity statistics are obtained, a
local sample probability distribution 61 ={Qi1) e - ,Qik} of current training data may be

determined based on the sample quantity statistics, where Qj; = Nj;/N, N is a total quantity
of data samples of the current training data, and Z]kzl Qi;j = 1. The local sample probability

distribution herein corresponds to the foregoing label-based local sample probability
distribution.

[0101] In an example, each first member device may provide the model update
information of the first neural network submodel and the label-based local sample distribution
information to the second member device through secure aggregation. An example of the
secure aggregation may include, but is not limited to, secret sharing-based secure aggregation,
homomorphic encryption-based secure aggregation, oblivious transfer-based secure
aggregation, garbled circuit-based secure aggregation, or trusted execution environment-based
secure aggregation. In addition, in other examples of this specification, other suitable secure
aggregation manners may be used.

[0102] In 506, neural network model reconstruction is performed at the second member
device 320 according to the model update information of the first neural network submodels of
the first member devices 310-1 to 310-3. For example, in an example, the neural network model
is a graph neural network model, and discriminative model reconstruction is performed at the
second member device 320 according to the model update information of the first
discriminative models of the first member devices 310-1 to 310-3.

[0103] In an example, no second neural network submodel is deployed on the second
member device, and the model update information of the first neural network submodel
includes a model parameter of the first neural network submodel after the update. A model

parameter of the neural network model may be reconstructed at the second member device by
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calculating a mean of model parameters of the first neural network submodels after the update.
In addition, neural network model reconstruction may be alternatively performed in another
suitable manner according to the model parameters of the first neural network submodels after
the update. In the example in which the neural network model is a graph neural network model,
neural network model reconstruction is model reconstruction for a discriminative model. For
example, a model parameter of the discriminative model may be reconstructed at the second
member device by calculating a mean of model parameters of the first discriminative models
after the update.

[0104] In another example, a second neural network submodel is deployed on the second
member device, and the model update information of the first neural network submodel
includes a model update volume of the first neural network submodel. Neural network model
reconstruction may be performed at the second member device according to the model update
volume of the first neural network submodel of each first member device and the second neural
network submodel. In the example in which the neural network model is a graph neural network
model, a second discriminative model is deployed on the second member device.
Correspondingly, discriminative model reconstruction may be performed at the second
member device according to the model update volume of the first discriminative model of each
first member device and the current second discriminative model.

[0105] In another example, each first member device may be provided with a model
reconstruction weight W;. The model parameter of the neural network model may be
reconstructed at the second member device according to the model update information of the
first neural network submodel of each first member device and the model reconstruction weight
of each first member device. For example, in the example in which the neural network model
is a graph neural network model, the model parameter H, = }iL,(< H;; >* W) of the
discriminative model may be reconstructed according to the model update information of the
first discriminative model of each first member device and the model reconstruction weight of
each first member device. In an example, the model reconstruction weight W,of each first
member device may be determined according to data quality of the private data of each first
member device and/or a sample quantity of the batch sample data.

[0106] In 507, an overall sample probability distribution is determined according to the

local sample distribution information of each first member device. In an example, the overall
sample probability distribution 6 = {Qq, s - ,Qx} may be determined according to the label-

based local sample quantity statistics N)i = {Niq e o ,Nji} of each first member device,
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where Q; represents a probability that data samples in total data samples used for neural
network model training are marked with a label j.

[0107] In an example, overall sample quantity statistics N = Z?zlﬁi = {Ny, ... .. , N}
are first determined by using the sample quantity statistics Ni = {Nip eor oo ,Njx} of each first

member device, where N; represents a quantity of samples that are marked with the label j in

the total data samples. The overall sample probability distribution 6 ={Qq, .- - , Qr}is then
determined according to the overall sample quantity statistics N, where Qj = N;j/N¢.
[0108] In 508, a reconstructed neural network model and the overall sample probability

distribution are allocated to each first member device. For example, in a case that the sample

distribution information is label-based sample quantity statistics, the reconstructed neural

network model H, and the overall sample probability distribution 6 ={Qq, - - ,Qx} may
be allocated to each first member device. In the example in which the neural network model is
a graph neural network model, the reconstructed discriminative model H,and the overall
sample probability distribution 6 ={Qq, .- - ,Qx} may be allocated to each first member
device.

[0109] In 509, the first neural network submodel is updated at each first member device
according to a local sample probability distribution, the reconstructed neural network model,
and the overall sample probability distribution. The local sample probability distribution herein
may be determined according to the local sample distribution information. For example, in a
case that the sample distribution information is label-based sample quantity statistics, the first

neural network submodel may be updated at each first member device according to the local

sample probability distribution 61 ={Qi1) eer - , Qix}, the reconstructed neural network model,

and the overall sample probability distribution 6 = {Qq, e - ,Qk}. In the example in which
the neural network model is a graph neural network model, the first discriminative model is

updated at each first member device according to the local sample probability distribution

61 ={Qi1) - o ,Qik}, the reconstructed discriminative model, and the overall sample

probability distribution Q = {Qy, ... ..., Qi}.

[0110] In an example, when the model parameter of the first neural network submodel is

updated according to the local sample probability distribution 61 = {Qi1) eer o , Qix}, a model

parameter of the reconstructed neural network model, and the overall sample probability
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distribution 6 ={Qq, .- - ,Qk}, a distribution similarity between the sample probability

distribution 61 = {Qi1) -er o ,Qix} of each first member device and the overall sample

probability distribution 6 = {Qq, - - ,Qx} is first determined at each first member device.
The model parameter of the first neural network submodel is then updated at each first member
device according to the determined distribution similarity and the model parameter of the
reconstructed neural network model. In the example in which the neural network model is a
graph neural network model, the model parameter of the first discriminative model is updated
at each first member device according to the determined distribution similarity and a model
parameter of the reconstructed discriminative model.

[0111] In an example, the distribution similarity may be a JS divergence. In this case, the

JS divergence at each first member device may be calculated according to formula (1):
il 1 =11 2+ 1 = 1) Q40
J:@QI1Q) = sKL@QIED + 2 KL@Q 15D (1)

where function KL(13)1 | |I32) = Yrex 131 (x) log Zl—gg.
2

[0112] The model parameter of the first neural network submodel at each first member

device is then updated according to formula (2).
Hiz =JSi-Ho + (1=JS) "Hiz ()
[0113] where ﬁi,zis a model parameter of the first neural network submodel after the
update at the i first member device, H;, is a model parameter of the first neural network
submodel before the update at the i" first member device, and H, is a model parameter of the

reconstructed neural network model.

[0114] In the example in which the neural network model is a graph neural network
model, ﬁi,zis a model parameter of the first discriminative model after the update at the i first
member device, Hj, is a model parameter of the first discriminative model before the update
at the i first member device, and H » 1s amodel parameter of the reconstructed discriminative
model.

[0115] In 510, it is determined whether an end-of-cycle condition is met, that is, whether
a predetermined number of cycles is reached. If the predetermined number of cycles is reached,
the procedure is ended. If the predetermined number of cycles is not reached, a next training
cycle is executed by returning to the operation of 502. The first neural network submodel of
each first member device that is updated in the current cycle is used as a current model of the

next training cycle. It should be noted that, in another example of this specification, an end
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condition of the training cycle may alternatively be that a change volume of the model
parameter of each first neural network submodel is not greater than a predetermined threshold.
In the example in which the neural network model is a graph neural network model, the feature
vector representation model and the first discriminative model of each first member device that
are updated in the current cycle are used as current models of the next training cycle. In addition,
the end condition of the training cycle may alternatively be that a change volume of the model
parameter of each first discriminative model is not greater than a predetermined threshold.

[0116] FIG. 8 is a schematic diagram of an exemplary process for training a neural
network model according to an embodiment of this specification. In the example of FIG. 8, the
neural network model is a graph neural network model, and the first neural network submodel
includes a feature vector representation model and a first discriminative model.

[0117] FIG. 8 shows three first member devices 810-1, 810-2, 810-3, and a second
member device 820. The first member device 810-1 includes a feature vector representation
model H;; and a first discriminative model H; ,. The first member device 810-2 includes a
feature vector representation model H,; and a first discriminative model H,,. The first
member device 810-3 includes a feature vector representation model Hs; and a first
discriminative model Hj ,. The first member devices 810-1, 810-2, and 810-3 include training
data X;, X,, and Xs.

[0118] When model training is performed, in each round of cycle, the first member
devices 810-1, 810-2, and 810-3 obtain the respective current training data X;, X,, and Xj.

[0119] The first member devices 810-1, 810-2, and 810-3 then provide the current
training data X;, X,, and X3 to the respective current feature vector representation models
H,;, Hy 4, and Hj;,, to obtain a feature vector representation at each first member device. At
each first member device, the obtained feature vector representation is then provided to the
respective first discriminative model to obtain current predicted label data.

[0120] Each first member device calculates a loss function according to the predicted
label data and corresponding real label data. Each first member device then updates the feature
vector representation model and a model parameter < H;, > of the first discriminative model
through back propagation based on the loss function.

[0121] Next, each first member device sends the model parameter < H;, > of the first
discriminative model and local sample distribution information to the second member device
820 through secure aggregation.

[0122] The second member device 820 reconstructs a discriminative model H,
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according to the model parameter < H;, > of the first discriminative model obtained from
each first member device, and determines an overall sample probability distribution according
to the local sample distribution information of each first member device. The second member
device 820 then allocates a model parameter H,of the reconstructed discriminative model and
the overall sample probability distribution to each first member device.

[0123] After receiving the model parameter H, of the reconstructed discriminative
model and the overall sample probability distribution, each first member device updates the
model parameter of the first discriminative model according to a local sample probability
distribution, the reconstruct discriminative model H,, and the overall sample probability
distribution. Operations are performed cyclically according to the foregoing manner until an
end-of-cycle condition is met, to complete the training process of a neural network model.

[0124] In addition, it should be noted that, in another example, a second discriminative
model may be deployed on the second member device 820, and a model structure of the second
discriminative model and a model structure of the first discriminative model are the same. In
this example, each first member device provides a model update volume of the respective first
discriminative model to the second member device, and the second member device then
performs discriminative model reconstruction based on the received model update volume of
the first discriminative model of each first member device and the second discriminative model.

[0125] In addition, it should be noted that, FIG. 3 to FIG. 8 show a model training
solution including three first member devices, and in other examples of the embodiments of
this specification, more than or fewer than three first member devices may be alternatively
included.

[0126] According to the foregoing model training solution, local model update
information about the update of the first neural network submodel is determined at each first
member device according to the locally determined loss function; neural network model
reconstruction is performed at the second member device by using the local model update
information of the first neural network submodel of each first member device, and the overall
sample probability distribution is determined according to the local sample distribution
information of each first member device; the local first neural network submodel is then
updated at each first member device according to the local sample probability distribution, the
reconstructed neural network model, and the overall sample probability distribution rather than
being directly replaced with the second neural network submodel on the side of the second

member device, thereby implementing personalized model update for local data, ensuring that
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the model diversity is not affected, and further improving overall performance of the neural
network model obtained through training.

[0127] In addition, according to the foregoing model training solution, the first neural
network submodel is determined to update at the first member device based on the locally
determined loss function, and the model parameter of the first neural network submodel after
the update is used as the model update information and provided to the second member device
to perform neural network model reconstruction, and model update is performed on the first
neural network submodel again by using the reconstructed neural network model, thereby
implementing model update of the first neural network submodel on the side of each first
member device through two local neural network model update processes. This method can
further improve an effect of personalized model update for the local data.

[0128] In addition, according to the method for training a graph neural network model
disclosed in FIG. 3 to FIG. 8, each first member device provides the model update information
of the first neural network submodel and the local sample distribution information to the second
member device through secure aggregation, and the model update information of each first
member device is prevented from being fully provided to the second member device, thereby
preventing the second member device from reversely derive private data of the first member
device by using the received model update information, so that the private data of the first
member device is protected.

[0129] FIG. 9 is a block diagram of an apparatus 900 for training a neural network model
(hereinafter referred to as a model training system apparatus) according to an embodiment of
this specification. In this embodiment, the neural network model includes first neural network
submodels located on the side of first member devices, and private data of each first member
device is non-independent and identically distributed data. The model training apparatus 900
is located on the side of a first member device.

[0130] As shown in FIG. 9, the model training apparatus 900 includes a model prediction
unit 910, a model update information determining unit 920, a data providing unit 930, a data
obtaining unit 940, and a model update unit 950.

[0131] When model training is performed, the model prediction unit 910, the model
update information determining unit 920, the data providing unit 930, the data obtaining unit
940, and the model update unit 950 operate cyclically until an end-of-cycle condition is met.
The end-of-cycle condition may include, for example: a predetermined number of cycles is
reached, or a change volume of a model parameter of each first neural network submodel is not

greater than a predetermined threshold. Before the end of cycle, the first neural network
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submodel of each first member device after the update is used as a current model of a next
cycle.

[0132] Specifically, the model prediction unit 910 is configured to obtain predicted label
data according to the first neural network submodel by using the private data for model training.
For example, the model prediction unit 910 may provide the private data for model training to
the first neural network submodel sequentially to obtain the predicted label data. For an
operation of the model prediction unit 910, reference may be made to the operation of 503
described in FIG. 5 above.

[0133] The model update information determining unit 920 is configured to determine
model update information of the first neural network submodel according to the predicted label
data and real label data. For an operation of the model update information determining unit 920,
reference may be made to the operation of 504 described in FIG. 5 above.

[0134] The data providing unit 930 is configured to provide the model update information
of the first neural network submodel and local sample distribution information to a second
member device. For an operation of the data providing unit 930, reference may be made to the
operation of 505 described in FIG. 5 above.

[0135] The data obtaining unit 940 is configured to obtain a reconstructed neural network
model and an overall sample probability distribution from the second member device. The
reconstructed neural network model is reconstructed by the second member device according
to the model update information of the first neural network submodel of each first member
device, and the overall sample probability distribution is determined by the second member
device according to the local sample distribution information of each first member device. For
an operation of the data obtaining unit 940, reference may be made to the operation of 508
described in FIG. 5 above.

[0136] The model update unit 950 is configured to update the first neural network
submodel according to a local sample probability distribution, the reconstructed neural network
model, and the overall sample probability distribution. For an operation of the model update
unit 950, reference may be made to the operation of 509 described in FIG. 5 above.

[0137] FIG. 10 is a block diagram of an implementation example of a model update
information determining unit 1000 according to an embodiment of this specification. As shown
in FIG. 10, the model update information determining unit 1000 includes a loss function
determining module 1010 and a model update information determining module 1020.

[0138] The loss function determining module 1010 is configured to determine a loss

function according to the predicted label data and the real label data. The model update
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information determining module 1020 then determines the model update information of the
first neural network submodel through back propagation according to the loss function. In
addition, in an example in which the neural network model is a graph neural network model,
the model update information determining module 1020 determines model update information
of the first discriminative model through back propagation according to the loss function, and
updates a feature vector representation model through back propagation according to the loss
function.

[0139] FIG. 11 is a block diagram of an implementation example of a model update unit
1100 according to an embodiment of this specification. As shown in FIG. 11, the model update
unit 1100 includes a distribution similarity determining module 1110 and a model update
module 1120.

[0140] The distribution similarity determining module 1110 is configured to determine a
distribution similarity between the local sample probability distribution and the overall sample
probability distribution.

[0141] The model update module 1120 is configured to update the first neural network
submodel according to the distribution similarity and the reconstructed neural network model.

[0142] In addition, optionally, in an example, the data providing unit 930 may provide
the model update information of the first neural network submodel and the local sample
distribution information to the second member device through secure aggregation. An example
of the secure aggregation may include, but is not limited to, secret sharing-based secure
aggregation, homomorphic encryption-based secure aggregation, oblivious transfer-based
secure aggregation, garbled circuit-based secure aggregation, or trusted execution
environment-based secure aggregation.

[0143] In addition, optionally, the model training apparatus 900 may further include a
training data obtaining unit (not shown). Each time when a cycle is performed, the training data
obtaining unit is configured to obtain current training data.

[0144] FIG. 12 is a block diagram of an apparatus for training a neural network model
(hereinafter referred to as a model training apparatus 1200) according to an embodiment of this
specification. In this embodiment, the neural network model includes first neural network
submodels located on the side of first member devices, and private data of each first member
device is non-independent and identically distributed data. The model training apparatus 1200
is located on the side of a second member device.

[0145] As shown in FIG. 12, the model training apparatus 1200 includes a data obtaining

unit 1210, a model reconstruction unit 1220, a probability distribution determining unit 1230,
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and a data allocation unit 1240.

[0146] When model training is performed, the data obtaining unit 1210, the model
reconstruction unit 1220, the probability distribution determining unit 1230, and the data
allocation unit 1240 operate cyclically until an end-of-cycle condition is met. The end-of-cycle
condition may include, for example: a predetermined number of cycles is reached, or a change
volume of a model parameter of each first neural network submodel is not greater than a
predetermined threshold. Before the end of cycle, the first neural network submodel of each
first member device after the update is used as a current model of a next cycle.

[0147] Specifically, the data obtaining unit 1210 is configured to obtain model update
information of the first neural network submodels and local sample distribution information
from the first member devices respectively, the model update information of the first neural
network submodel at each first member device being determined by each first member device
according to predicted label data and real label data, the predicted label data being obtained by
each first member device according to the first neural network submodel by using the private
data for model training. For an operation of the data obtaining unit 1210, reference may be
made to the operation of 505 described in FIG. 5 above.

[0148] The model reconstruction unit 1220 is configured to perform neural network
model reconstruction according to the model update information of the first neural network
submodel of each first member device. For an operation of the model reconstruction unit 1220,
reference may be made to the operation of 506 described in FIG. 5 above.

[0149] The probability distribution determining unit 1230 is configured to determine an
overall sample probability distribution according to the local sample distribution information
of each first member device. For an operation of the probability distribution determining unit
1230, reference may be made to the operation of 507 described in FIG. 5 above.

[0150] The data allocation unit 1240 is configured to allocate a reconstructed neural
network model and the overall sample probability distribution to each first member device. For
an operation of the data allocation unit 1240, reference may be made to the operation of 508
described in FIG. 5 above.

[0151] FIG. 13 is a block diagram of an implementation example of a probability
distribution determining unit 1300 according to an embodiment of this specification. As shown
in FIG. 13, the probability distribution determining unit 1300 includes a sample distribution
information determining module 1310 and a probability distribution determining module 1320.

[0152] The sample distribution information determining module 1310 is configured to

determine overall sample distribution information according to the local sample distribution

29



information of each first member device.

[0153] The probability distribution determining module 1320 is configured to determine
the overall sample probability distribution according to the overall sample distribution
information.

[0154] In addition, optionally, in another example, each first member device may include
a model reconstruction weight. Correspondingly, the model reconstruction unit 1220 may
perform neural network model reconstruction according to the model update information of the
first neural network submodel of each first member device and the model reconstruction weight
of each first member device.

[0155] In addition, optionally, in an example, the private data for model training is batch
sample data, and the model reconstruction weight of each first member device may be
determined according to data quality of the private data of each first member device and/or a
sample quantity of the batch sample data.

[0156] The model training method, the model training apparatus, and the model training
system of the embodiments of this specification are described above with reference to FIG. 1
to FIG. 13. The model training apparatus above may be implemented in the form of hardware,
or in the form of software, or a combination of hardware and software.

[0157] FIG. 14 is a hardware structural diagram of an electronic device 1400 for
implementing a neural network model training process performed on the side of a first member
device according to an embodiment of this specification. As shown in FIG. 14, the electronic
device 1400 may include at least one processor 1410, a memory (for example, a non-volatile
memory) 1420, an internal memory 1430, and a communication interface 1440. The at least
one processor 1410, the memory 1420, the internal memory 1430, and the communication
interface 1440 are connected through a bus 1460. The at least one processor 1410 executes at
least one computer-readable instruction (that is, the foregoing elements implemented in the
form of software) stored or encoded in the memory.

[0158] In an embodiment, computer-executable instructions are stored in the memory,
and the instructions, when executed, cause the at least one process 1410 to perform the
following steps: obtaining predicted label data according to a first neural network submodel by
using private data for model training; determining model update information of the first neural
network submodel according to the predicted label data and real label data; providing the model
update information of the first neural network submodel and local sample distribution
information to a second member device; obtaining a reconstructed neural network model and

an overall sample probability distribution from the second member device, the reconstructed
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neural network model being obtained by performing model reconstruction by the second
member device according to the model update information of the first neural network submodel
of each first member device, the overall sample probability distribution being determined by
the second member device according to the local sample distribution information of each first
member device; and updating the first neural network submodel according to a local sample
probability distribution, the reconstructed neural network model, and the overall sample
probability distribution.

[0159] It should be understood that, the computer-executable instructions stored in the
memory, when executed, cause the at least one processor 1410 to perform the various
operations and functions described in the foregoing embodiments of this specification with
reference to FIG. 1 to FIG. 13.

[0160] FIG. 15 is a hardware structural diagram of an electronic device 1500 for
implementing a neural network model training process performed on the side of a second
member device according to an embodiment of this specification. As shown in FIG. 15, the
electronic device 1500 may include at least one processor 1510, a memory (for example, a non-
volatile memory) 1520, an internal memory 1530, and a communication interface 1540, and
the at least one processor 1510, the memory 1520, the internal memory 1530, and the
communication interface 1540 are connected through a bus 1560. The at least one processor
1510 executes at least one computer-readable instruction (that is, the foregoing elements
implemented in the form of software) stored or encoded in the memory.

[0161] In an embodiment, computer-executable instructions are stored in the memory,
and the instructions, when executed, cause the at least one processor 1510 to perform the
following steps: obtaining model update information of first neural network submodels and
local sample distribution information from first member devices respectively, the model update
information of the first neural network submodel at each first member device being determined
by each first member device according to predicted label data and real label data, the predicted
label data being obtained by each first member device according to the first neural network
submodel by using private data for model training; performing neural network model
reconstruction according to the model update information of the first neural network submodel
of each first member device; determining an overall sample probability distribution according
to the local sample distribution information of each first member device; and allocating a
reconstructed neural network model and the overall sample probability distribution to each first
member device.

[0162] It should be understood that, the computer-executable instructions stored in the
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memory, when executed, cause the at least one processor 1510 to perform the various
operations and functions described in the foregoing embodiments of this specification with
reference to FIG. 1 to FIG. 13.

[0163] According to an embodiment, a program product of, for example, a machine-
readable medium (for example, a non-transitory machine-readable medium) is provided. The
machine-readable medium may include instructions (that is, the foregoing elements
implemented in the form of software), and the instructions, when executed by a machine, cause
the machine to perform the various operations and functions described in the foregoing
embodiments of this specification with reference to FIG. 1 to FIG. 13. Specifically, a system
or an apparatus provided with a readable storage medium may be provided. The readable
storage medium stores software program code for implementing the functions of any one of
the foregoing embodiments, and a computer or processor of the system or the apparatus is
enabled to read and execute instructions stored in the readable storage medium.

[0164] In this case, program code read from the readable medium can implement the
functions of any one of the foregoing embodiments, and therefore the machine-readable code
and the readable storage medium storing the machine-readable code constitute a part of this
specification.

[0165] Embodiments of the readable storage medium include a floppy disk, a hard disk,
a magneto-optical disk, an optical disc (for example, a CD-ROM, a CD-R, a CD-RW, a DVD-
ROM, aDVD-RAM, a DVD-RW, or a DVD-RW), a magnetic tape, a non-volatile storage card,
and a ROM. Optionally, the program code may be downloaded from a server computer or a
cloud through a communication network.

[0166] A person skilled in the art should understand that the various embodiments
disclosed above may be modified and changed without departing from the essence of this
specification. Therefore, the protection scope of this specification should be subject to the
appended claims.

[0167] It should be noted that, not all steps and units in the procedures and the diagrams
of the system structures are necessary, and some steps or units may be omitted according to an
actual requirement. An execution sequence of the steps is not fixed and may be adjusted
according to a requirement. The apparatus structure described in the embodiments may be a
physical structure or a logical structure. That is, some units may be implemented by the same
physical entity, or some units may be implemented by a plurality of physical entities, or may
be implemented by some components in a plurality of independent devices together.

[0168] In the embodiments, the hardware units or modules may be implemented
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mechanically or electrically. For example, a hardware unit, module, or processor may include
a permanent dedicated circuit or logic (for example, a dedicated processor, FPGA or ASIC) to
complete a corresponding operation. The hardware unit or processor may further include
programmable logic or a circuit (for example, a general-purpose processor or another
programmable processor), which may be temporarily set by software to complete a
corresponding operation. A specific implementation (a mechanical manner, a dedicated
permanent circuit, or a temporarily set circuit) may be determined based on costs and time
considerations.

[0169] Exemplary embodiments are described above in combination with specific
implementations illustrated in the accompanying drawings, but this does not represent all
embodiments that may be implemented or fall within the protection scope of the claims. A term
"exemplary" used in the entire specification means "used as an example, an instance, or an
illustration", and does not mean "preferred" or "superior" over other embodiments. To provide
an understanding of the described technologies, the specific implementations include specific
details. However, these technologies may be implemented without these specific details. In
some instances, to avoid confusing the concept of the described embodiments, a well-known
structure and apparatus are shown in a block diagram form.

[0170] The descriptions of the content of the present disclosure are provided to allow any
person of ordinary skill in the art to implement or use the content of the present disclosure. For
a person of ordinary skill in the art, various modifications on the content of the present
disclosure are obvious. In addition, a general principle defined in this specification may be
applied to other variants without departing from the protection scope of the content of the
present disclosure. Therefore, the content of the present disclosure is not limited to the
examples and designs described in this specification, but is consistent with the widest range

conforming to the principle and novelty disclosed in this specification.
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CLAIMS

What is claimed is:

1. A method for training a neural network model, wherein the neural network model
comprises first neural network submodels located on the side of first member devices, and
private data of each first member device is non-independent and identically distributed data,
the method comprising:

obtaining predicted label data according to the first neural network submodel by using the
private data for model training at each first member device, and determining model update
information of the first neural network submodel according to the predicted label data and real
label data;

providing, by each first member device, the model update information of the first neural
network submodel and local sample distribution information to a second member device;

performing neural network model reconstruction at the second member device according
to the model update information of the first neural network submodel of each first member
device, determining an overall sample probability distribution according to the local sample
distribution information of each first member device, and allocating a reconstructed neural
network model and the overall sample probability distribution to each first member device; and

updating the first neural network submodel at each first member device according to a
local sample probability distribution, the reconstructed neural network model, and the overall
sample probability distribution.

2. The method according to claim 1, wherein the sample probability distribution comprises:

a label-based sample probability distribution;

a feature-based sample probability distribution; or

a connection edge quantity-based sample probability distribution.

3. The method according to claim 1, wherein the model update information of the first
neural network submodel comprises a model parameter of the first neural network submodel
after the update; and

the performing neural network model reconstruction at the second member device
according to the model update information of the first neural network submodel of each first
member device comprises:

performing neural network model reconstruction at the second member device according
to the model parameter of the first neural network submodel after the update at each first

member device.
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4. The method according to claim 1, wherein the neural network model comprises a
second neural network submodel located at the second member device, the second neural
network submodel and the first neural network submodel comprise the same model structure,
and the model update information of the first neural network submodel comprises a model
update volume of the first neural network submodel; and

the performing neural network model reconstruction at the second member device
according to the model update information of the first neural network submodel of each first
member device comprises:

performing neural network model reconstruction at the second member device according
to the model update volume of the first neural network submodel of each first member device
and the current second neural network submodel.

5. The method according to any one of claims 1 to 4, wherein the updating the first neural
network submodel at each first member device according to a local sample probability
distribution, the reconstructed neural network model, and the overall sample probability
distribution comprises:

determining a distribution similarity between the local sample probability distribution and
the overall sample probability distribution at each first member device, and updating the first
neural network submodel according to the distribution similarity and the reconstructed neural
network model.

6. The method according to claim 5, wherein the distribution similarity is a JS divergence.

7. The method according to any one of claims 1 to 4, wherein the providing, by each first
member device, the model update information of the first neural network submodel and local
sample distribution information to a second member device comprises:

providing, by each first member device, the model update information of the first neural
network submodel and the local sample distribution information to the second member device
through secure aggregation.

8. The method according to claim 7, wherein the secure aggregation comprises:

secret sharing-based secure aggregation;

homomorphic encryption-based secure aggregation;

oblivious transfer-based secure aggregation;

garbled circuit-based secure aggregation; or

trusted execution environment-based secure aggregation.

9. The method according to any one of claims 1 to 4, wherein the determining an overall

sample probability distribution according to the local sample distribution information of each
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first member device comprises:

determining overall sample distribution information according to the local sample
distribution information of each first member device; and

determining the overall sample probability distribution according to the overall sample
distribution information.

10. The method according to any one of claims 1 to 4, wherein the determining model
update information of the first neural network submodel according to the predicted label data
and real label data comprises:

determining a loss function according to the predicted label data and the real label data;
and

determining the model update information of the first neural network submodel through
back propagation according to the loss function.

11. The method according to any one of claims 1 to 4, wherein each first member device
comprises a model reconstruction weight; and

the performing neural network model reconstruction at the second member device
according to the model update information of the first neural network submodel of each first
member device comprises:

performing neural network model reconstruction at the second member device according
to the model update information of the first neural network submodel of each first member
device and the model reconstruction weight of each first member device.

12. The method according to claim 11, wherein the private data for model training is batch
sample data, and the model reconstruction weight of each first member device is determined
according to data quality of the private data of each first member device and/or a sample
quantity of the batch sample data.

13. The method according to any one of claims 1 to 4, wherein the training of the neural
network model is cyclically performed until an end-of-cycle condition is met, and

when the end-of-cycle condition is not met, the first neural network submodel after the
update at each first member device is used as a current neural network submodel of a next cycle.

14. The method according to claim 13, wherein the end-of-cycle condition comprises:

a predetermined number of cycles; or

a change volume of the model parameter of each first neural network submodel is not
greater than a predetermined threshold.

15. The method according to any one of claims 1 to 14, wherein when the neural network

model is a graph neural network model, the first neural network submodel comprises a feature
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vector representation model and a first discriminative model, and the neural network model
reconstruction comprises discriminative model reconstruction for the first discriminative
model.

16. A method for training a neural network model, wherein the neural network model
comprises first neural network submodels located on the side of first member devices, and
private data of each first member device is non-independent and identically distributed data,
the method being applicable to the first member device and comprising:

obtaining predicted label data according to the first neural network submodel by using the
private data for model training;

determining model update information of the first neural network submodel according to
the predicted label data and real label data;

providing the model update information of the first neural network submodel and local
sample distribution information to a second member device;

obtaining a reconstructed neural network model and an overall sample probability
distribution from the second member device, the reconstructed neural network model being
obtained by performing reconstruction by the second member device according to the model
update information of the first neural network submodel of each first member device, the
overall sample probability distribution being determined by the second member device
according to the local sample distribution information of each first member device; and

updating the first neural network submodel according to a local sample probability
distribution, the reconstructed neural network model, and the overall sample probability
distribution.

17. A method for training a neural network model, wherein the neural network model
comprises first neural network submodels located on the side of first member devices, and
private data of each first member device is non-independent and identically distributed data,
the method being applicable to a second member device and comprising:

obtaining model update information of the first neural network submodels and local
sample distribution information from the first member devices respectively, the model update
information of the first neural network submodel at each first member device being determined
by each first member device according to predicted label data and real label data, the predicted
label data being obtained by each first member device according to the first neural network
submodel by using the private data for model training;

performing neural network model reconstruction according to the model update

information of the first neural network submodel of each first member device;
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determining an overall sample probability distribution according to the local sample
distribution information of each first member device; and

allocating a reconstructed neural network model and the overall sample probability
distribution to each first member device.

18. An apparatus for training a neural network model, wherein the neural network model
comprises first neural network submodels located on the side of first member devices, and
private data of each first member device is non-independent and identically distributed data,
the apparatus being applicable to the first member device and comprising:

a model prediction unit, configured to obtain predicted label data according to the first
neural network submodel by using the private data for model training;

a model update information determining unit, configured to determine model update
information of the first neural network submodel according to the predicted label data and real
label data;

a data providing unit, configured to provide the model update information of the first
neural network submodel and local sample distribution information to a second member device;

a data obtaining unit, configured to obtain a reconstructed neural network model and an
overall sample probability distribution from the second member device, the reconstructed
neural network model being obtained by performing reconstruction by the second member
device according to the model update information of the first neural network submodel of each
first member device, the overall sample probability distribution being determined by the second
member device according to the local sample distribution information of each first member
device; and

a model update unit, configured to update the first neural network submodel according to
a local sample probability distribution, the reconstructed neural network model, and the overall
sample probability distribution.

19. The apparatus according to claim 17, wherein the model update information
determining unit comprises:

a loss function determining module, configured to determine a loss function according to
the predicted label data and the real label data; and

a model update information determining module, configured to determine the model
update information of the first neural network submodel through back propagation according
to the loss function.

20. The apparatus according to claim 18, wherein the model update unit comprises:

a distribution similarity determining module, configured to determine a distribution
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similarity between the local sample probability distribution and the overall sample probability
distribution; and

a model update module, configured to update the first neural network submodel according
to the distribution similarity and the reconstructed neural network model.

21. The apparatus according to claim 18, wherein the data providing unit provides the
model update information of the first neural network submodel and the local sample
distribution information to the second member device through secure aggregation.

22. An apparatus for training a neural network model, wherein the neural network model
comprising first neural network submodels located on the side of first member devices, and
private data of each first member device is non-independent and identically distributed data,
the apparatus being applicable to a second member device and comprising:

a data obtaining unit, configured to obtain model update information of the first neural
network submodels and local sample distribution information from the first member devices
respectively, the model update information of the first neural network submodel at each first
member device being determined by each first member device according to predicted label data
and real label data, the predicted label data being obtained by each first member device
according to the first neural network submodel by using the private data for model training;

a model reconstruction unit, configured to perform neural network model reconstruction
according to the model update information of the first neural network submodel of each first
member device;

a probability distribution determining unit, configured to determine an overall sample
probability distribution according to the local sample distribution information of each first
member device; and

a data allocation unit, configured to allocate a reconstructed neural network model and the
overall sample probability distribution to each first member device.

23. The apparatus according to claim 22, wherein the model update information of the
first neural network submodel comprises a model parameter of the first neural network
submodel after the update; and

the model reconstruction unit performs neural network model reconstruction according to
the model parameter of the first neural network submodel after the update at each first member
device.

24. The apparatus according to claim 22, wherein the neural network model comprises a
second neural network submodel located at the second member device, the second neural

network submodel and the first neural network submodel comprise the same model structure,
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and the model update information of the first neural network submodel comprises a model
update volume of the first neural network submodel; and

the model reconstruction unit performs neural network model reconstruction according to
the model update volume of the first neural network submodel of each first member device and
the current second neural network submodel.

25. The apparatus according to any one of claims 22 to 24, wherein the probability
distribution determining unit comprises:

a sample distribution information determining module, configured to determine overall
sample distribution information according to the local sample distribution information of each
first member device; and

a probability distribution determining module, configured to determine the overall sample
probability distribution according to the overall sample distribution information.

26. The apparatus according to claim 22, wherein each first member device comprises a
model reconstruction weight; and the model reconstruction unit performs neural network model
reconstruction according to the model update information of the first neural network submodel
of each first member device and the model reconstruction weight of each first member device.

27. The apparatus according to claim 26, wherein the private data for model training is
batch sample data, and the model reconstruction weight of each first member device is
determined according to data quality of the private data of each first member device and/or a
sample quantity of the batch sample data.

28. A system for training a neural network model, comprising:

at least two first member devices, each first member device comprising the apparatus
according to any one of claims 18 to 21; and

a second member device, comprising the apparatus according to any one of claims 22 to
217,

the neural network model comprising first neural network submodels located on the side
of the first member devices, private data of each first member device being non-independent
and identically distributed data.

29. An electronic device, comprising:

at least one processor; and

a memory coupled to the at least one processor, wherein the memory stores instructions,
and the instructions, when executed by the at least one processor, cause the at least one

processor to perform the method according to claim 16 or 17.
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30. A machine-readable storage medium storing executable instructions, the instructions,

when executed, causing a machine to perform the method according to claim 16 or 17.
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