WD 01/ 17179 PCT/ USOOR0796 NETWORK SW TCH USI NG NETWORK PROCESSOR AND
METHODS Technical Field 5 This invention relates to conmunication network
apparatus_such_as is used “to link together informetion_handling systens or
conput er sws 018:’%7? ous types-and capabilities and:t.0 conﬁ%ﬁgwgo"g‘f such
apparatus. In particular, this invention relates to scalable switch
appar at us and conponents useful in assenbling such apparatus. This

i nvention relgtERANCRK w%gygg%g%kipﬁdengw Nbr&ggﬁab%_ 10 device

and the conbination o ot her "el'ements to provide a nmedia
speed net ' The invention also relates to nethods of operating
such app\zﬁhé[ﬁlﬁ&vbﬁ@ﬁ I nprove the data flow handling capability of network
switches. Background Art 15 The description which foll ows presupposes
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The description which follows presupposes knowledge of network data
communications and switches and routers as used in such communications
networks. In partit:ular. the description presupposes familiérity with the ISO model
of network architecture which divides network operation into layers. A typical

20 architecture based upon the ISO model extends from Layer 1 (also sometimes
identified as “L1") being the physical pathway or media through which signals are
passed upwards through Layers 2, 3, 4 and so forth to Layer 7, the last mentioned
being the layer of applications programming running on a computer system linked
to the network. In this document, mention of L1, L2 and so forth is intended to refer

25 to the corresponding layer of a network architecture. The disclosure also
presupposes a fundamental understanding of bit strings known as packets and

- frames.in such network communication. . . . s

In today’s networked world, bandwidth is a critical resource'. Increasing

30 network traffic, driven by the Internet and other emerging applications, is straining
the capacity of network infrastructures. To keep pace, organizations are looking for

better technologies and methodologies to support and manage traffic growth and the



2. convergence of voice with data. Today's dramatic increase in network
traffic can be attributed to the popularity of the Internet, a grow ng

need for &F)rm}l,%@ccess to i-nformation,* and energi ng SP@pmlsgmons The
Internet alone, Wth its explosive growth in e-comrerce, has placed a

soneti nes insupportable | oad on network backbones. It is also the single
nost i nportant cause of increased data traffic volunes that exceed voice

traffic f@bnvériéndd dfoide with dathe growi ng demands of renote access
applications, Including e- nail, database access, and file transfer, are

further straining networks. 10 The convergence of voice and data will play

a large role imod@}’éa\riaﬁﬁatremds%whﬁemmmwmmmmopam, t he
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synbiotic re I 'ons tvveen t VOl ce protoco choi ce, ATM and the
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WO 01/ 171 7%bsPeféstiveaitematides in this changing market. However, to make migration to
these technologies possible, the industry has to ensure quality of service (QoS) for
voice and determine how to charge for voice transfer over data lines. The
Telecommunications Deregulation Act of 1996 further complicates this environment.
20 This legislation will reinforce a symbiotic relationship between the voice protocol of
choice, ATM, and the data protocol of choice, IP.

Integrating legacy systems is also a crucial concern for organizations as new

products and capabilities become available. To preserve their investments in

25 existing equipment and software, organizations demand solutions that allow them to
_ migrate to new technologies without disrupting their current operations.

Eliminating network bottlenecks continues to be a top priority for service

providers. Routers are often the source of these bottienecks. However, network

30 congestion in general is often misdiagnosed as a bandwidth problem and is
addressed by seeking higher-bandwidth solutions.  Today, manufacturers are



3 recognizing this difficulty. They are turning to network. processor
t echnol ogi es to nmanage bandw dth resources nore efficiently and to provide

t he advawaaﬂ,lp‘% a services, at wire speed, that.are cpefBéserdeoUNd. in
routers and network application servers. These services include |oad

bal anci ng, QoS, gateways, fire wallsg security, 5 and web caching. For
renpte access applications, performance, bandw dth-on-demand; security,
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this defi 'on I'S an accurate tion of the basic features of early
NPs, theaSlISDNpﬁﬂeﬁi,lQﬂi-MhmhIOW%CM apd ISl modemeps are yet to be
realized. Network processors. can increase bandw dth and sol ve | atency

problems in a broad 30 range of applications by allo net wor ki ng t asks
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performing one or more of the following functions:

Packet classlﬁcatlon |dentafy|ng a packet based on known charactenstlcs
such as address or protocol
20 " Packet modif catlon -- modifying the packet to comply with IP, ATM, or other
protacols (for example, updating the time-to-live field in the header for IP)
Queue/policy management - reflects the design. strategy for packet queuing,
de-queuing, and scheduling of packets for specific applications
Packet forwarding — transmission and receipt of data over the switch fabric
25 : and forwarding .of-routing the packet to the appr_opriate address

Although this definition is an accurate description of the basic features of early

NPs, the full potential capabilities and benefits of NPs are yet to be realized.

Network processors can increase bandwidth and solve latency problems in a broad

30 range of applications by allowing networking tasks previously handled in software to
be executed in hardware. In addition, NPs can provide speed improvements through
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architectures, such as parallel distributed processing and : pipeline
processing designs. These capabilities can enabl e efficient search

engi nes, iwowbgga® throughput, and provide rapid-gxecuti per/g$00860P X
tasks. 5 Network processors are expected to becone the fundamental network

bui |l di ng bl ock for networks in the sang fashion that CPUs are for PCs.
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With processor-model NPs, NEVs benefit from reduced non-refundable engineering

costs and improved time-to-market.

20 Disclosure of the Invention

One purpose of this invention is to provide a scalable switch architecture for
use in a data communication network which is capable of sizing support capabilities
to a range of potential demands while improving the speed of handling of data being

25 transferred. This purpose is pursued by providing components, and assemblages
of components, which remove from the workload of processing units involved a
greater amount of data handling than has been the case heretofore.

Another purpose is to provide an interface device or network processor (the
30 terms being used interqhange'ably) which includes a plurality of sub-assemblies
integrated on a single substrate and coacting to provide media rate switching of



be used as a standal one solution providing a first |evel of capability for
a work group switch, an interconnected solution providing a higher level

of capabi Wwiotey19¥es kK group switch or scal ed further upwapdrigssedpabi ! ity by
cooperation with a switching fabric 5 device. Brief Description of the

Drawi ngs Sone of the purposes of the gnvention having been stated, others
w Il appear 10 as the description proceeds, when taken in connection wth
t he acconframes that inblude tager, 2,ilayenis; lzlyerdF'agdlayetss Atvednterfacedévick mayam f or an
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Figdre 5 dévives generallzed format for a GQuided Cell. Figure 6 shows the

format for Franme Control Information. Figure 7 shows the format for the
Correlator. Figure 8 shows Conmand Control Information Format. Figure 9

shows AddBfiefDescriptiori obtheDrawing®t . 25 Figure 10 shows General Form of
Structure Addressing. Figure 11 shows chart for Addressing, |sland

Encodi ng. Figure 12A shows a bl ock di agram of 't he Enbedded Processor

Conpl ex.  Fi gls&néaﬂhépamsesaﬁhemhﬁomaw bthérs Whbappear Fi gure
12C shows a structure GxH Processor Fi gure 13 shows a bl ock
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Figure 1 shows a block diagram for an interface device in accordance with this
invention. '
15 Figure 1A shows a block dlagram for the MAC.
Figures 2A through 2D show the interface device mterconnected with other
components in different system configurations. : .
Figure 3 shows the flow and processing of an encapsulated guided frame.
Figure 4 shows the flow and processing of an internal guid'ed' frame.
20 Figure 5 shows generalized format for a Guided Cell.
Figure 6 shows the format for Frame Control Information.
Figure 7 shows the format for the Correlator.
Figure 8 shows Command Control Information Format. -
Figure 9 shows Addressing Information Format..
25 Figure 10 shows General Form of Structure Addressing.
Figure 11 shows chart for Addressing, Island Encoding.
Figure 12A shows a block diagram of the Embedded Processor Complex. -
Figure 12B shows a sch__ematic of the Embedded Processors.
Figure 12C shows a structure for a GxH Processor.
30 Figure 13 shows a biock diagram of the memory complex.
Figure 14 shows a flowchart for the Fixed Match(FM) search algorithm.




6 Figure 15 shows flows illustrating Data Structure without using a Direct
Table and with using a Direct Table. Figure 16 shows a bl ock di agram of a
swi t chi ng \gﬁﬁk% such as PRrizma. Figure 17 shows a bl opérisagemen of a CP.
5 Figure 1 ows a bl ock :di agram of the single chip Network Processor

hi ghlighting function in the EDS-UP, DS DOM and the EPC. Mdes(s) for
Carrying Qut the Invention 10 Wile the present inventions will be

descri bed Figuke 15showsRows ilastratingDdth Struetupe without! ising '@ DiveedTaBIe dndd

dr awi ngs, ;wﬁhv\/n.l ch Iﬁlrefﬁ,rg) d enbodi nents of the present inventions are
shown, it pging @ Dirpet 18P8og at the outset of the description which

fol | ows t hpiguRe1S SRGwDA bﬁiﬁk'dﬁa ramtd'asm&hm B 'syslefsuch agtPrizimgli fy the

i nventi ons here descri E’!eﬂ gu e st achl eving the favorable results of
t he i nvent FigHee 17 8hows.a black dkagramof s-crl ption which follows is to be
undergst 00drBrd $8 SRowis & bRRR d-agmﬂ@lﬂtwws.ﬁglé eh@mtﬁoﬁd Procbsbr highlightigns of

skill in the approgrl ate art |imting upon the present
i nvent i onsfunsfieninthe EDG-YH, EQ&PGWMang ﬂiﬂ:ﬁPle e and capabl e of functioning

to 20 interconnect desktop orworkgroup swtches, aggregate such swtches
into a network backbone, and provide backbone sw tching services. The
appar at us Modes(s) for Garmusqe@uy&eLIayen tion and Layer 4+ forwarding in
hardware. Certain forns of the apparatus are designed for desktop or

wor kgroup swi tch aggregation and while others are targeted as core
backifbne swi t cHakhile 2he Present itventionsuwill bes desaribed imerefufy heteinafier withsed on

an interfa ﬁiﬁgﬂ softvvare
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be swit cheheret desaribedr whilecsiill achienjng ctheviaverabEn ¢esuliscof dbe ierdibhe.7179
PCT/ +§ o zgzg&dingly, the description which follows is to be understood as being a broad,

teaching disclosure directed to persons of skill in the appropriate arts, and not as

limiting upon the present inventions.

Apparatus disclosed here is scalable and capable of functioning to
20 interconnect desktop or workgroup switches, aggregate such switches into a network
backbone, and provide backbone switching services. The apparatus can support
Layer 2, Layer 3, and Layer 4+ forwarding in hardware. Certain forms of the
apparatus are designed for desktop or workgroup switch aggregation and while
others are targeted as core backbone switches. - '
25
The architecture used for the apparatus is based on an interface device or
network processor hardware subsystem and a software library running on a control
point, all as more fully described elsewhere in this document. The interface device
or network processor subsystem is a high performance frame forwarding engine
30 designed for parsing and translation of L2, L3, and L4+ protocol headers. This
allows protocols to be switched at greater speeds using hardware. The interface



7 device or network processor subsystem provides a. fast: path through the
box while- the software library and control point processor provide °
nanagene%,om,,J oute discovery functions needed.to.mapdigdoiiadsie- f ast - pat h.
The contro pol nt processor and the software library running thereon
together. define the Control Point (€P) of the 5 system The CP is where
the actual bridging and routing protocols such as Transparent Bridgi ng and

OSPF ar e dedibe of het@drk: ﬁb&@sda?su@syefehedromee% fastepaih trougH the bok wile. syst em
Whi |l e the apparatus here discl osed orts mylti-|ayer forxgrdl ng in 10
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I nto sep domai ns or ‘trun , configuring Virtua 15 (VLAN)
segnment s Transparert Bridging aod QSPF are ryn dt ean algmge rafeired to.as the slow-path Ty s

scal abl e ?‘{I”B has many benefits. First, .it allows the system
admi ni st Pat o eabllltyto configure L3forward|ng and routing of IP and
IPX traffic wusing the sane hardware being used for. L2 and at the sone

speed. Secon l §i-SveR forwiidiRg Sint ©
i nt er connect d‘é"i‘h%u@'gbéﬁf%%‘@ésﬁﬂﬁ ?ﬁag?éndc)rsgg@ﬁ%hm rdggrra‘r,lce ! ? r he same
tit®e. Thhaniware itscanpalsé ioperate as @k aaly swiich angd igdts default mode °5er vice for
a buildin I nval ue
Added T cBPetaBbR TR s ol bistos 8 EAcH ?%ﬁ“@“&%%ﬁ%ﬂﬁ@r s the
ability wallowngi amy devicee tae communicate: with zanyl ameatdeme t'BlesathusnlBs& on
critical ng anong
servers. Wﬁ@%% g%?ﬂ?@mgggfgﬁé%m%a E‘F'm&q It Srlg %ag%b| nt erface
deV| ce osucmaiwgmkplpg Poss dnto sepamuomaummrmnssmonﬁgummwrwat FANal .
chin cks. The interface
ce pm m\f%\ﬂ?ggérs té}:ﬁgt}@}g@%% dqﬁgllthﬁééigﬁ\ﬁl/ac?dl ng services while
t he CP provi des the managenent and route - d| scovery functions needed to
mai-ntai n the t : ti arS VY tN0 ehado g ™ bl -
W bi a[ NCH © JRB bl apPdraflR pad Hany berehis” I FIrd'it Slows thesjter
administrator the ability to configure L3 forwarding and routing of IP and IPX traffic
using the same hardware being used for L2 and at the same speed. Second, it
20 removes the need for using external routers to interconnect campus buildings while
increasing performance: at the same time. Third, it simplifies or combines the
management of L2/L3 service for a building into a single point of control. Finally, it
provides value added feaiures with L4+ functions that aliow system administrators
the ability to assign dif__fe_rent traffic classifications to support mission critical
25 applications and network dispatcher for load-balancing among servers.

“The apparatus is designed to be a modular unit using an interface device or
network processor, a Cohtr_ol Point (CP), and an optional switching fabric device as
its fundamental bUiiding'_bIocks. The interface device preferably provides L2/L.3/L4+

30 fast-path forwarding services while the CP provides the management and route
discovery functions needed to maintain the fast-path. The optional switching fabric

"



WO 01117179 PCr/ US00/ 20796 8 device is used when nore than two interface
devi ce subsystens. are tied together. The optional switching fabric device
may be aswdgiatiwsed in U S: Pat. 5,008,878 issued 16 Apcrhusii@issf or Hi gh
Speed Modul ar Swi tching Apparatus for*Circuit angis Packet Switched Traffic.
5 The apparatus is anticipated to be #@senbl ed using printed circuit board
el enents al so here nentioned as "bl ades”. The printed circuit board

el enent s Kdavice iscusesuvbercmora:thas two intedace druicasubsystensare died tagethern

connect or o0 know
as "opti oﬁhg aoﬁ:ybﬂﬁdsm&hqlgﬁgﬁﬁgp %byn'g% laﬁtdggpr%Q?%] gﬂ@ﬁet)é
exchan 1g:ged isswed 01 6vApli1881 (fbrldsllg:\§pe|eld Modwarr?mtcmngﬁpmtustfa:j ng.m_‘r ﬁrpd |b ate
connect or ectrical connections are provide e basic
conponent ?’@%8%%#&\9%{@%8 is a carrier subsystem Starting with the
carr§er subsystem three types of blades can be produced. The first type
Is a CP only de, whi.ch.c

subsystem 15% dﬁ?ﬂﬁi‘f I8 g@? E% &Dbgr#%e%bggea#@*ﬁﬁé?%&gﬁﬁggﬁ%ere
\rhﬁd u Ed anc elemerits ?lsplheram;nuarmdcasr“blad'e'ﬁ'e Thepaintedicirpait beard eﬁd?néretsl havesl ad 3_

i ch consjst. a.carr t -1 0-3 nedia
subsy'st nrcih lmehis Hburid s5BSN 4o hes el I SbbicAT v Do
densi té | | ?pﬁamwm r?ﬁﬂﬁlﬂgs .npSintilantdevices areealsmdm?a/as 12"8pt|csrh lcad:lst' yp'Ehe s a

| ade i C ons s, of . a,carri syst.em and,
sub 3§ s cmapbatAlle,Cortemplaleaibat HAIEE o B exEagRI ARAY E1RG ShaREs ol pe. of

medi a SUb?ﬁb&&ihQ% lﬁ@ﬂdédihﬁﬁﬁpt@ﬂaﬁkb@ne&bmd% amepdléctiibat bonractions f aul t
det ecti on, I‘gower nagenent, new de cg detlfg ion, |n|t|a0w§at|on and

confi gur atare provids 8 Dasicomprgnent dgs is,g GRmer sybsysiems or |
110 si gnalstarting With tiiscetasr swhiéstemt mfée'w'p_%é Sfblades caf e piéuu‘eeanvﬁe fiRt e

bet ween the CP d car stens wever, unlike t chassis there
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pr Ogsammm'léﬁm‘néi?ﬁﬁéldﬁa cp ohl}ﬁaléd@iﬁf&fa &rba@awh\éf@ﬁdhh@a@ iSHRPriFig exi sts
on bl ade both and carrier _subsystens are progranmmabl e, e nedi a
concern. The second type is a CP+Media Biade, which consists of a carrier
subsystem, a CP subsystem, and 1-to-3 media subsystems. The primary use of a
CP+Media blade is a product where port density is deemed more important than
redundancy. The third type is a Media Blade, which consists of a carrier subsystem
20 and 1-to-4 media subsystems. The media blades can be used in any chassis and

the type of media subsystem used is configurable.

Blade management will involve fault detection, power management, new

device detection, initialization, and configuration. This management will be done

25 using various registers, /O signals, and a guided cell interface that is used to
communicate between the CP and carrier subsystems. However, unlike the chassis

there does exist programmable devices and memory on all blades. The amount of
programmabifity depends on the type of blade. When the CP subsystem exists on

a blade both the CP and carrier subsystems are programmable. The media

30 subsystems are also programmable but only indirectly through the carrier subsystem.
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managementw || be done using various registers and 1/0 signals that will be
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i nt egf ace oIS CPHUbsystemed on the substrate;. internal |nstruct|on menory

formed. on said substrate and storing i nstructlons accessibly to the
interface processors; internal data nemory fornmed on the substrate and

storing data. Rigsdimplestiofod switdfaplRratas canemphitdd gythis .ﬁ#‘eﬁﬂaﬁ haBlger f ace

processors; and a plurality of input/output ports. The interface

pr ocessor $ontrel peint praceasar; snckaniptegane denica operativelycannseisd te the sentrolo
Pr OCeSSi Mo pidoBssol PretBfably AU RS Gk e nitabe ABlicOscop

connecting the internal data nenpry with external . data nenor and at

| eal® t wo as@NSIWeIK processer '&WWNM”B%%?'RW@WMWH&'W ce device
with an exgreh I8 h48 'Ksenmieshductst stibseathi @ﬂﬂfahﬁpoﬁ inforiabh %&%ﬁors

processors: The control point cooperates Wt he i nterface device by

| oadi ng i mmdr@ mﬁ@baatedntqmmsyummampnbfﬁgned)%&alsﬁ@bam amd the

exchango SIABBRTCHNs SoiieaBl ' ie IABIRLS BRGSO, ftk ol ol ARInby oror .

25 The nefomied qnthe@ybgtratﬁ@d smr@smlaﬁeeaassywawa the deviee aecesgibitor r om t he

pr ocegsgfwﬁa}ésﬁd&e%h % HE’HWBﬁHWSﬁPﬁFWS el erre%ét}?oﬁgre

descr i bed Piaessors aie Alsptsemetimesharein ddentified as dicoPrenes§org;os MIRARSEING30 Fi gur e
L shows ajii0CHné ipdrs Providkd bfidb ak Rt 6he Poits SBnfictiiRg e inteBruaid®s

memory with external: data memory and at least two other ports exchanging data
passing through the mte_rface device with an external network under the direction of

20 the interface processérs_ﬁ-‘ The coni,ro_l p;iint-cboperates- with the interface device by
loading into the instr_Ué_tion memory instructions to be executed by the interface
processors in direct_i_r;d the exchange of data between the data exchange
inputioutput ports and the flow of data through the data memory.

25 The network p'rocéssor here disclosed is deemed inventive apart from the
switch assemblies into which it is incorporated. Further, the network processor here
disclosed is deemed :to’:_have within its elements here described other and further
inventions not here fully .discussed.

30 - Figure 1 shows a block diagram for the interface device chip that includes
substrate 10 and a plurality of sub-assemblies integrated on the substrate. The sub-
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fl ow

- The sub-assemblies in the downside include DASL-A 26, DASL-B 28, SIF 30,
SDM-DN 32, EDS-DN 34, and PPM-DN 36. The chip also includes a plurality of
internal S-RAM's, Traffic Mgt Scheduler 40, and Embedded Processor Complex
20 (EPC) 12. Aninterface device 38 is coupled by respective DMU Busses to PMM 14
and 36. The interface 38 could be any suitable L1 circuitry, such as ethernet
Physical (ENET PHY), ATM Framer, etc. The type of interface is dictated in part by
the network media to which the chip is connected. A plurality of external D-RAM's
and S-RAM are available for use by the chip.
25 ' '

While here particularly disclosed for networks in which the general data flow
outside the relevant switching and routing devices is passed through electrical
conductors such as wires and cables installed in buildings, the present invention
contemplates that the network switches and components thereof here disclosed may

30 be used in a wireless environment as well. By way of an illustrative example, the
media access control (MAC) elements here described may be replaced by suitable
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appar at usothemisg wirgiess, regpopse devicer suly as injrared respansive,devicestan B ow t he

general figuntall élrlablédeith Oltfer| dlémbnCRergcdibél8sed ta ERAievé &F Switeldl from an
Et hernet MAC are placed in-internal, Data Store buffers by the EDS- UP.

These fr cRRPAraiug upefuhwith wirglegs neWoREsYSI®IPSml Dat a Franes. or system control
Cui ded Franes and. enqueued to.the EPC (Figure 1). The, EPC contains N
protocol processors capabl e of worki ng on up to N franes, in. parallel

(N39) . 1 n an Theamewsishewthegenasal flowaf datawithintbe inferfagedayice. Framgs t wo of
the ten g@{ r i b i f "tﬁ@E | ded
Fr ames (Iﬁ%gén né‘r’T%hgﬁﬁg{mAﬁaﬁlﬁggﬁo@mé l%ﬂﬁ%&é}r&b or (tygi I di % Lookup

Data in Q4R ThRsefmmes are identifieras sithernosmpbRatadfrapiesorisystemscontohn i n
Figure 128vyidbd Frathes ﬂé&tﬁ@ﬂ%&i&‘tﬁe%ﬁ ﬁ%@‘iﬁrmé’@é!&oﬂﬁ%ﬁﬁmikﬂil frames
a conp I C

with idle processors, et1on uni mal nt ai ns ane sequence,

a Conmon Pracessors icepablenef; woddng on wy taIN framesinpasaliel IN>3). dnaamifier

i Sh- e ABSHneN{ o fof roloBoP Blackbif (PG 2k Bk M8 kef Brotiedt 2!
| ngr ess apracessgrecare specigliznd; ope ffor handling: SuideddTramen (the| Geneasig Gandraly i t e
gfgg 22_ L_ g-gﬁart?c!)le{_ @g@n@ﬁ éﬁ for b@mé&hp HRAPCtd Memotf{thé' Gehef's the ten
- Tree Handler or GTH). As shown in Figure 12A, the EPC aiso contains a dispatcher
which matches new framés with idle processors, a completion unit which maintains
20 frame sequence, a.Common Instruction memory shared by all ten processors, a
Ciassifier Hardware Assi,s_;_,t which determines frame cl_assiﬁc_ation and coprocessor
which helps determine'g_h,e starting instruction address of the frame, Ingress and
Egress Data Store interfaces which control read and write operations of frame
buffers, a Control Memory Arbiter which allows the ten processors to share Control
25 Memory, a Web C._:ontrol',' Arbiter and interface that allows debug access to internal

Interface device data structures, as well as other hardware constructs.

Guided Frames are sent by the dispatc,her.'_ to the GCH processor as it

becomes available. Operations encoded in the Guided Frame are executed, such

30 as register writes, counter reads, Ethernet MAC configuration changes, and so on.
Lookup table al,terationsf,_ such as adding MAC or IP entries, are passed on to the

Ham"



25 Menory, a Web Control, Arbiter and interface that allows debug access to
internal Interface device data structures, as well as other hardware
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are di spatfrdiggl to the next avail able protocol processor for 10 perform ng
frame | ookups. Frame data are passed to the protocol processor along wth
results fromthe CI assifier Hardware Assist (CHA) Engi ne. The CHA parses |IP

| PX. Th Co
Phstruction AdDHA] i iepdicied 16 ine BB Bael! ploliof Bipcteser fehd 0TI
Mat 4@ Tr masfqminadtameb@ . tRrame data are-pasged sathe nmtogql preceasoraiongyer 2
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patterns regwrln varil a ength matc suc
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defining either a range or a bit mask set, such as used for filter rules).

Lookup is performed with the aid of the Tree Search Engine (TSE)
20 Coprocessor, which is a part of each protocol processor. The TSE Coprocessor
performs Control memory accesses, freeing the protocol processor to continue
execution. Control memory stores all tables, counters, and other data needed by the
picocode. Control memory operations are managed by the Control memory Arbiter,

which arbitrates memory access among the ten processor complexes.

25
Frame data are accessed through the Data Store Coprocessor. The Data
‘Store Coprocessor contains a primary data buffer (hoiding up to eight 16 byte
segments of frame data), a scratch pad data buffer (also holding up to eight 16-byte
segments of frame data) and some control registers for Data Store operations. Once
30 a match is found, Ingress frame alterations may include a VLAN header insertion or

overiay. This alteration is not performed by the interface device processor complex,



whi ch arbitrates nmenory access anong the ten processor conplexes. 25 Frane
data are accessed through the Data Store Coprocessor. The Data Store

Copr ocegg@infpntains a primary data buffer (hol ding “ﬂ‘h%ﬁ 16 byte
segnent s o¥ 7fclrarre data), a scratch pad data buffer (a E? Ing up to
eight 16-byte segnents of frane dafsa) and some control registers for Data
Store operations. Once 30 a match is found, Ingress frane alterations nmay
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15 switch fabric queues.. Frames fromthe switch fabric queues are segnent ed
into 64 byte cells with Frame Header bytes and Switch Header bytes inserted
as they ar e.UponcomplefionnthetEngueve Chpropessonbuilsthe nedessary formatsforr ecei ved
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The Cl abyte celis witta Frame Headar bytes and SivitclnHeader bytes insertedias theyasat ed by the
I ngressﬁ&m&eﬁngﬁ% é%vﬁt%p determ ne the begl nni ng Code

Frames received-from the switch fabric are placed in Egress Data Store -
20 (Egress DS) buffers by an Egress EDS (34) and enqueued to the EPC. A portion of
the frame is sent by the dispatcher to an idle protocol processor for performing frame
lookups. Frame data aré" dispatched to the protocoi processor along with data from .
the Classifier Hardware Assist.- The Classifier Hardware Assist uses frame control .
data created by the Ingress Interface device to help determine the beginning Code
25 Instruction Address (CIA).

Egress Tree Searches support the same algorithms as supported for Ingress --

Searches. Lookup is performed with the TSE Coprocessor, freeing the protocol

processor to continue execution. All Control memory operations are managed by the

30 Control memory Arbiter, which allocates memory access among the ten processor
complexes. | ' | '
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The completed frames are finally sent by PMM Egress hardware to the
Ethernet MACs and out the Ethernet ports.

20 An internal bus, referred to as the Web, allows access to internal registers,
counters and memory. The Web also includes an external interface to control
instruction step and interrupt control for debugging and diagnostics.

Tree Search Engine coprocessor provides memory range checking, illegal
25 memory access notification and performs tree search instructions (such as memory
read, write or read-add-write) operating in paraliel with protocol processor execution:

Common Instruction Memory consists of one 1024x128 RAM and two sets of

Dual 512x128 RAM. Each set of Dual RAMs provides two copies of the same

30 picocade, allowing processors independent access to instructions within the same
address range. Each 128-bit word includes four 32-bit instructions, providing a total



25 nmenory access notification and perforns tree search instructions (such
as nmenory read, wite or read-add-wite) operating in parallel with -
protocol vahegReMOr execution. Common-Instruction MenorecqRR§iHobss ©f one
1024x128 RAM and two sets of Dual 512x128 RAM Each set of Dual RAMs
provi des two copies of the sane 30 pgcocode, allow ng processors

| ndependent access to instructions within the sane address range. Each
128-bit \ange of8192dastrictions.32--bit i nstructi.ons, providing a total WO

01/ 17179 PGI/ USOO 20796 15 range of. .8192 instructions. The Di spatcher
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my be sB@relgcekhesdenand providss this informetion with fnames(a@ they. als@snatchedmo

Ext er nal t&meaprgfbfcaf‘ﬁrﬁcééggg and DS1). Each Buffer_can be conprised of. a

pai r

15 The Control memory Arbiter controls processor access to both internal and
external memory. '

External Control memory options include 5 to 7 DDR DRAM subsystems each

supporting a pair of 2M x 16 bit x 4 bank or a pair of 4M x 16 bit x 4 bank DDR

20 DRAMSs. The DDR-DRAM,interfac_e runs at a 133 MHZ clock rate and a 266 MHZ

data strobe supporting cpﬁﬁgurable CAS latency and driv_e,' strength. An optional 133

MHZ ZBT SRAM can _bé’ added in either a 128Kx36, 2x256Kx18 or 2x512Kx18
configuration. |

25 Egress frames may be stored in either one External Data Buffer (e.g. DS0) or
two External Data Buffe_ré_- (DS0 and DS1). Each Buffer __cQan.b_e comprised of a pair
of 2M x 16 bit x 4 bank DDR DRAM (storing up to 256K 64-byte frames) ot a pair of
4M-x 16 bit x 4 bank DDR DRAM (storing up to 512K 64-byte frames). Choose the
single External Data Buffer (e.g. DSO0) for 2.28 Mbps or add the second Buffer (e.g.

30 DS1) to support 4.57 Mbps_ layer 2 and layer 3 switching. Adding the second Buffer
improves performance, but it does not increase frame capacity. The External Data

Halmi!



of 2Mx 16 bit x 4 bank DDR DRAM (storing up to 256K 64-byte frames) of a
pair of 4Mx 16 bit x 4 bank DDR : DRAM . (storing up to 512K 64-byte
franes). Gwhashhe single External Data Buffer.(e.g. RpePusbesorss 28 Mops
or add the second Buffer (e.g. 30 DSI) to support 4.57 Mps |ayer 2 and

| ayer 3 switching. Adding the second Rgffer inproves performance, but it
does not increase frane capacity. The External Data WO 01/17179

ng /6 USOOZd(BI%r intérfdlie funs atnd 483 Mz rddi;‘kf rate ml;dli%?»zmws lHZ data éteébdé 3&1& h .a

: VHZ data strohe and .suqports conf.i gurabl e~ atency an rive
Strengt h. -upRos eemtouibe GASTRRDE] ahd ANVEISEHEIE 51> x 128 bit Rane. two
1024 x 36 bit 5 RAMs and one 1024 x 64 bit RAM Internal Data storage
provi des bufferin r up to 2048 64-byte franes, .j he, I naress djrection
(U 70 P xeq itk Camid mamenincres e B2 ait Rkt we e 3e e | ngr oos
di regti on RANIS aid Ohe 11824 std4Bit RAM. Ti ne To Live increnent/decrenent (IP,

| Px), Ethernet CRC overlay/insert and MAC DA/ SA overlay/insert in the

Egress (DOWN) direction. Port mrroring allows one receive port and one

transmt port jferal DaRI steragé proviied b%‘l't'éﬁﬁ@fdi*%ﬁt@ POASE4-BYESFAMES MhOr t
wi t hout using protocol Brocessor resour ces. rrored Interface device

ports ar e logess dieation(Prdd frane and switch control data. A separate data
path allows direct frame enqueuing to the Ingress Switch interface. The
interface device integrates four Ethernet macros. Each nacro can be 20

i ndilQi dual |y cEhedfuame altgratipas includeVIAN tag-ingertipngaipithe ingresy ditegtion st

Et her net ) 217 MACs or
R g A
di agr am ofoverlay/ineert @pd MAC DAISAxyeday/inged incthe EgestH{QQWN) idireglian. Cor e
designs; to wit, the nultiport 101100 Mops MAC Core (Fenet), the 1000 Mops

MAC core (Genet) and the 100 Mops Physical Coding Sublayer Core (PCS).
Must - Port Et hePosimingring @llowsonre seaeivesnort @@ one transmit port to be copied to

15 a system designated observation port without using protocol processor resources.
Mirrored Interface device ports are configured to add frame and switch control data.
A separate data path allows direct frame enqueuing to the Ingress Switch interface.

The interface device integrates four Ethernet macros. Each macro can be
20 individually configured to operate in either 1 Gigabit or 10/100 Fast Ethernet modes.
Each Ethernet macro supports up to ten 10/900 Mbps MACs or one 1000 Mbps

MACs for each of four macros.

Figure 1A shows a block diagram of the MAC core. Each macro includes
25 three Ethernet Core designs; to wit, the multiport 10/100 Mbps MAC Core (Fenet),
the 1000 Mbps MAC core (Genet) and the 100 Mbps Physical Coding Sublayer Core

(PCS).

Muiti-Port Ethernet 10/100 MAC Features:
30

Supports ten Serial Medium Independent interfaces to the physical layer



Supports ten Serial Medium I ndependent Interfaces to the physical |ayer WO
01/17179 PC |1 USOOR0O796 17 . Capable of handling ten ports of 10 Mops or 100
Mops nedi syospaerde, any speed m x A single MAC servi cespétiusdoRiroports with
a Time Division Multiplex interface 5 Supports Full/Half duplex operations
at nedi a speed on all ports Supportsi17EEE 802. 3 Bi nary Exponential Backoff
10 1000 Mops Ethernet MAC Core Features: Supports G gabit Medium

| ndependent - |.nCapable®f hanling.ten potts of A0 Mbpsr 100Mbpsmediacspediscary y to t he
physi cal ls§¥.§(§ Wth the PCS Core, supports a conplete TBI (8b/1 Ob)

sol ution upports Full duplex Point-to-Point connections at nedi a speed
Supports the IBM PCS Core valid byte signalling 20 1000 Mops Et hernet

Gotodi ng 25 SuysHE PAT:sddEs SRR AT ¥ Tl ARk MlRgBR GRS T | cee

802.8z, this interface attaches to any PMA that is conpliant with | EEE

802. 3z Synchr ogj ei,ved fr the P t se.clock) with the
MAC (single pﬁ%@imﬂﬁé@@%gm&%q@?@%ﬁéﬁ?@aﬁpﬂ@ udi ng two next
pages 11(r)101 I WD 01/17179 PCT/ US00/ 20796 = 18 Converts froma two phase

Si gnal 1o the. SHOTIRIFEE SR BRACCERpeRtB ek ol contain new

10 1000 Mbps Ethernet MAC Core Features:

~ Supports Gigabit_Me_dium Independent Interface (GMII) to the physical PCS
layer or directly to the physical layer

15 - With the PCS Core, supports a complete TB! (8b/10b) solution
~ Supports Full duplex Point-to-Point connections at media speed .

~ Supports the IBM PCS Core valid byte signalling

1000 Mbps Ethernet Physical Coding Sublayer Core Features:
Performs 8b/10b encoding and decoding
25 . Supports the PMA (10 bit) Servi_ce_._llnt:erf:ace as defined in IEEE 802.3z, this
interface attaches to any PMA that is compliant with IEEE 802.3z
Synchronizes data received from the PMA (two phase clock) with the MAC
(single phase) clock
30

Supports Auto-Negotiation including two next pages

P N T L U S L ey
nam



5 data Checksthe received code groups (10 bits) for COMWA' s and establishes
word sync 10 Cal cul ates and checks the 8b/1 Qb running disparity Figures
2A - 2D shegegirifoer ent configurations for the Interface gevidseadebd P- The
configurations are facilitated by DASL and connection to a switching fabric
devi ce. Each DASL includes two channelyg, nanely, a transmt channel and a
15 receiver channel. Figure 2A shows a wap configuration for a single

| nterface devi @anvers fromsa twopifase ciotkisystent defined imtheistardiasdsla siagler apped
to the rec@\ég f&gnnel. 20 Figure 2B shows the configuration in ich two

I nterface I/ e Chi ps are connected. Each Interface device chip is
provided with at |least two DASLs. In this configuration, the channels on
one DASL on oneg, chip are operat i connected to, the channels of a

mat chi ng DASL %ﬁo 'ﬂ% 6?!98?'0'%6?)%%“&@%9 &Bﬂglf’i% Q‘gleﬁtr&ﬁ*icﬁmﬁ‘%"Wapped.
25 Fbgure ddtashows the configuration in which nultiple Interface devices
are connected to a switch fabric. The doubl e headed arrows indicate
transmi ssion in both directions. 30 Figure 2D shows the configuration in
whi ch a Mai n s\@heeksihereceivédebdegroups [TUbIR) for COMMA S anid betabiliéHedshicid
Interface devices. If the main switch goes down, WO 01/17179 19

PCT/ USOON®Y98 the backup is available for use. A Control Point (CP)

i ncludes a System Processor that is connected to each of the
configuration. The system processor at the CP, anong other things, provides
5 i APt al i zat i &Rlcuiates and pgm@ttheﬁbléebwa@gg dispafity chip. The CP may be

| ocated in any of three |ocations: in the interface device chip; on the

bl ade on which the chip is nounted or external to the blade. If external

to the blade, figurep2fy2hshowdifferent configurationsieribednterfaceievice Ehip.
comuni cattHd cohfi ; l}gglewm | Vé;;ﬁifc 2 _are
attached. The el egkemri]!toggtodfwggcl are’gﬁé\ﬁﬁi}eﬁdﬁ%ﬂﬁ&lﬁgn h bic
device. Each DASL includes two channels; namely, a transmit channel and a
15 receiver channel. -

Figure 2A shows a wrap configuration for a single Interface device. In this
configuration, the transmit channel is wrapped to the receive channel.

20 Figure 2B shows the configuration in which two Interface device chips are
connected. Each Interface device chip is provided with at least two DASLs. In this
configuration, the channels on one DASL on one chip are operatively connected to
the channels of a matching DASL on the other chip. The other DASL. on each chip

is wrapped.
25
Figure 2C shows the configuration in which multiple Interface devices are
connected to a switch fabric. The double headed arrows indicate transmission in
both directions.
30 Figure 2D shows the configuration in which a Main switch and a Backup

switch are connected to Multiple Interface devices. If the main switch goes down,



10 include nenory el enents (cache, flash and SDRAM, a nenory controller, a
PCl  bus, and connectors for a backplane and for L1 network nedia. Figure
18 shows &Bophnpl € chip Network Processor and.the funcgt ?%g ndeoVvi ded by
the EDS-UP, the traffic Managenent (MGT) Schedul er and t EDS- 15 DOWN
(DN). The U-shaped icons represent qugges and the Control Block (CB) that
keeps track of the contents in the queues are represented by rectangul ar
icons. A ghedsickip isdvailable fer yeenent s, their. respective functions and
interaction follows. 20 PMM This is the part of the Network Processors
that contains the MACs (FEnet, POS, CGEnet) and attaches to the éexternal
PHY devi ces. URCBMrbl Pdimt{CPY ickudesd aSyshanh Prodessonthétas Cohffectedtt ebehmat s it
into FISH (16 byt es 25 to pass on to the UP-EDS. There are 4 DMJs within
the PMM ® tiong The fstRMpEocHsSAr at thel ta'BP"QE‘hFEW&Qsd@W@% UP- EDS:
Thi $ | 09i mitfafiXftion'dn@ Johﬁﬁuréfméﬁmem ma%mﬁ wmpmv béloeatedn dhy Dat &

Store (i nternal RAM I S capabl frames at once and

after the tQ[?ea'BBﬁQRS'Fi &‘t@e iRtatase 6?"'%/9@8- &ﬂég¢ @Me\&'ﬁw"lcf‘ the chipddiqueue t he
frame to ﬁ\Bﬁ?ﬁaQr e%ﬁhltt@ﬁ'leﬁﬁﬁaé Slfbk@rﬁél%'tﬁ@ EIHdé riﬁ‘efﬁl’aﬁ’iﬁy b&'?éhlbﬁ EDS wi | |

enqueue th rame rnto . ri.. llplol

WO 01/ | 71thet ﬁdwugsd@lsmhgsa amﬁqmuaspﬂmM tae eetmrlgtsxw'mgla thecm'eﬂacand start

d t | buf f
o 1 a8 858 CEOare Wabhed: the Binert® oFath ard SRAATE Dol 7 afd | 1111 !
whd® t he mclademmw elgmente(¢ache figsheand SBR&mamwmrwgmcol@bm BChs the

pi copr ocegnd ?mﬁg This logic is capable
of | ooki ng é?ﬁﬁ%ﬁ?%ﬁ% ﬁ%gé&ﬁe ecl fiﬁg aﬁ%t {r@@ do with the frane

(forward, nodify, filter, etc.). The EPC has -access to several | ookup
tabl es, and hgg r t Ia.wF “‘%!@1‘( §&otS fRiBng!P W th
t he h| gh- ban?vé%?hﬁar %&Eﬁetﬁe (é)f roceés}i((fstﬁé)f Bns’

provided by the EDS-UP, the traff ic Management (MGT) Scheduler and the EDS-
15 DOWN (DN). The U-shaped icons represent queues and the Control Block (CB) that
keeps track of the contents in the queues are represented by rectangular icons.

A description of the elements, their respective functions and interaction
follows. |
20 : o R L
PMM: This is the part of the Network Processors that contains the MACs (FEnet,
POS, GEnet) and attaches to the external PHY devices. .

UP-PMM: This logic takes bytes from the PHY's, and formats it into FISH (16 bytes)
25 to pass on to the UP-EDS. There are 4 DMUs within the PMM, each capable of
working with 1 GEnet or 1'0 FEnet devices.

UP-EDS: This logic takes the fish from UP-PMM and stores them into the UP-Data
Store (internal RAM). It is capable of working on 40 frames at once, and after the
30 appropriate number of bytes are received, it will enqueue the frame to the EPC.
When the EPC is finished with the frame, the UP-EDS wili enqueue the frame into

HIIm



10 UP-SDM This logic takes the franes, and formats theminto PRI ZMA cells
for transmssion to the switch fabric. This logic is also capabl e of

i nsertingwdw@Wnys#N header into the frame. 15 UP- Sl F. ThicgnshgheFoeCONt @i NS
t he UP-DASL macros and attaches to the external “switch I/Cs. DNSIF: This
| ogi ¢ contains the DNDASL ‘macr os and2@ecei ves PRi :ZMA cells from the
external 1/GCs. 20 DN-SDM This |l ogic receives the PRI ZMA cells and

pr eﬁr oclelsﬂmsapmmn' idte Talget Boﬁtmuetleanestamadhfgltbe fraihe i the UPLSDM.Othe éakes

each ce ssenhl e n anes is stored into
ext er nal @g[%t %r B aﬁﬂs'ﬁﬁ} @ﬂ Cblgteé f@ﬁ'et B'@Q?ﬂ%’?‘e?toaﬂi Ketns e when
the enti r buffers/ranies backeb e, poblsanmem trdinsfer te UPASDRLIE @oipldtée EPC. After

EPC is finished with the frame, it is enqueued to the Scheduler (if
present) or the Target Port QJeues DN- EDS t hen sends the franmes to the

oE Cont Lol o g e, 0 o i TR S5 21
some contro o ign, to t

N P | TR TR dosie s caBRDlR p&ﬁp@me&yamq BeSY 3nd decing what i o

Et her net . doRiith thél flam@ (Foraikl inddy, fillsh/Bic)0 THCEPE! s dboskENo seldfal Thi S
logic is Eﬁd al | ow t he Net Processor to interface to external 5

devi ces ( a“ﬂLﬂgﬂ’a@?Eﬂs‘BG@ aligyy the nicoprocessorstp keep ypwithithewor k

Processor mgvmmaarre@uemaﬂﬁe NetwsiR'PrdBegsor.e to SPM and then SPM
preforms the necessary functions to manage these external devices. UP-SIDE

Fl o#® 10 1) Frame arrives at PHY 2) Bytes are received by UP-PW 3) UP-PW
sends Fl SgmgpM:  ThidHobieTakéd He FERBS, dhd’finfnaf thein ftd PRIZMA cells for

transmission to the switch fabric. This logic is also capable of inserting the VLAN
header into the frame.

15 UP-SIF: This logic contains the UP-DASL macros and attaches to the external
switch 1/Os.

DN-SIF: This logic contains the DN-DASL macros and receives PRIZMA cells from
the external I1/0s.

20
DN-SDM: This logic receives the PRIZMA cells and preprocesses them for help in
frame reassembly.

DN-EDS: This logic takes each cell and assembles them back into frames. The cel
25 is stored into external Data Store, and buffers are linked together to make frames.

When the entire frame is received, the frame will be enqueued to the EPC. After

EPC is finished with the frame, it is enqueued to the Scheduler (if present) or the

Target Port Queues. DN-EDS then sends the frames to the appropriate port by

sending the frame, any alteration information, and some control information to the
30 DN-PMM.



4) UP-EDS stores FISH into UP-DS 5) UP-EDS sends header over to EPC 15 6)
EPC processes header and sends enqueue information back to UP-EDS 7) -

UP- EDS cowbiofriase t 0 recei ve the remai nder of frame frompdddghddssy UP- EDS
sends information to UP- SDM when appropriate data is ready to send to
switch 9) UP-SDM reads franme data an@#formats it into PRIZMA cells 20 10)
UP- SDM sends cells to UP-SIF 11) UP-SIF transfers the cells over the DASL
seri al | i DNsPMM: AlakEsthe infoimationtfot DNEDS and Forfriats thé framesintoBtisernet, | t he

o o o POR kel st b Harid SUbEBabndi. - caccemery  hior mati on 3
DNl-:EDSi :“(:acel ves the cell data and reassenbly. |2I8;rer§tion and : irl?kSDw([a)S 20
g)e DN- ED: ﬂ'queu&é% %%V\QME mghgﬁ%%gssqrﬁg '33{} &/3"‘8 recei ved
6) ] EPS perBHNbimmS&’Wﬂtgg?m7 equirsss I1Od. OFhENétWOrHRerggesss?F] SN]: rEz[a)ﬁe
|r:1t ova s?#@?u? sferetérg}g E)?) %9 Slaalﬁg@%d % Bééﬁa% s % Eps

servi ces néasmumndt@madagémseemmﬂamcsm into the PCB 9) DN EDS uses
the PCB to "unravel” the frane and reads the appropriate data 5 and sends
that data to DN-PVMM 10) DN-PMMiformats the data (wth alteration if

request edYPBIDEFIOWS the frane to the external PHY 11) DN-PMM i nforns

DN-1ISDS V\h_f:)n blEr;%resarr?\;e%at%l-lYonger needed and DN- EDS

2)  Byles are received by UP-PMM
3) UP-PMM sends FISH over to UP-EDS (Fish means a portion of a frame)
4)  UP-EDS stores FISH into UP-DS
5) UP-EDS sends header over to EPC
15 6)  EPC processes header and sends enqueue information back to UP-EDS
7 UP-EDS continues to receive the remainder of frame from UP-PMM
8) UP-EDS sends information to UP-SDM when appropriate data is ready to
send to switch _ :
9) UP-SDM reads frame data and formats it into PRIZMA cells
20 10) UP-SDM sends cells to UP-SIF
11} UP-SIF transfers -th_e cells over the DASL serial links to PRIZMA
12)  UP-EDS frees up buffers/frames when all the data has been taken

DN-SIDE Flow

25 1) DN-SIF receives PRIZMA oells , . _
2) DN-SDM stores celis and preprocesses them for reassembly information .
3) DN-EDS receives the cell data and reassembly information and links the cell

_into a new frame bn down side

4)  DN-EDS stores the cell into. DN-DS :

30 5) DN-EDS enqueues the frame to EPC when all of the data have been received
6) EPC processes the header and sends enqueue information back to DN-EDS




frees these resources 10 FRAME Control Flow 1) Header is sent to EPC from
UP-DS or DN-DS 2) EPC | ooks up header information in | ookup tables and
receives fra nqueue information 15 3)- EPC sengds the gaghigidRess or mati on
back to th“éagﬁgl?nd the frame is enqueued to thg appropriate queue 4) Cell
Headers and Frane Headers are sent al with thé frane data to aid in
reassenbly and frane forwarding 20 CP ntrol Flow 1) Control Point formats

a Gui ded Fpame g ﬁ&ﬂ%&h siﬁéﬁ%ewﬁb‘é‘%&iﬁeﬁﬂm@rﬁ" rosehf)dr k
Processor nqueuegt e ige Frame to the GCH "pi cép?ocesgor 3) The GCH
processes the @arti@uey® ane and reads or wites the requested 25 areas of

Rai ni er 4)gyThe (¢l ﬁfoﬁp i H 5) The
GTH updat eas) t he%&gg%%@ %?gﬁéa%@e%#ﬁgﬁhggﬁsn% iqon fméﬁf '&?ggtﬁzﬂm ) . 6)

An acknow 8)}dgerRNEDSustesdhePEBdo " unravelt thefwme andaeads theappseniate datassor

Cont 0l Fl ow 1) ' rGE uild a Guided Franme to send

I nformation to aﬁo{*‘g?m\@%%ﬂ@ PCT/ US00/ 20796 23 Rainier or the

Control Pol0)t DN-PMMdErmatsitherdate (with altesationdf nequested) anst sends theframeon f or

processi ng. A si.[ devi ce provi des nedia speed switching for up
P BBl PAY° |

to 40 Fast 5 ! Figure 2A). 80 Fast Ethernet Ports are
support ed then DNPMMinfofras DN-ESiwhen buffers areqodonges needed ant BN-BRSs Dat a

Al'i gned Synchrgﬁ%gig%$}é§6%§g) technol ogy (Figure 2B). Each DASL

differential p Mops of data. Two sets of eight pairs
provigde a 3.5 Gops dupl ex connection (8 tines 440 Mops in each

FRAME Control Flow

1) Header is sent to EPC from UP-DS or DN-DS

2) EPC looks up header information in lookup tables and receives frame
enqueue information

15 3) EPC sends the enqueue information back to the EDS and the frame is

enqueued to the appropriate queue

4) Cell Headers and Frame Headers are sent along with the frame data to aid
in reassembly and frame forwarding

20 CP Control Flow
1) Control Point formats a Guided Frame and sends it to the Network Processor
2) The Network Processor enqueues the Guided Frame to the GCH
picoprocessor - '
3) The GCH processes the Guided Frame and reads or writes the requested
25 areas of Rainier
4) The GCH passes any Table update requests over to the GTH
5) = The GTH updates the appropriate table with information from Guided Frame
- 6) An acknowledgement Guided Frame is sent back to CP '

30 Network Processor Control Flow
1) A Picoprocessor can build a Guided Frame to send information to another



direction). As shown in Figures 2C and 2D, |arger systens can built by 10
I nterconnecting multiple Interface devices to a switch such as IBMs* ’

Prizma- Ewihste The Interface device provides two of pbRfsedppresOPs dupl ex
DASL connections, one primary and one secondary, which can be used to

provi de a w ap-backpath for local fgqme traffic (when two Interface
devices are directly connected, Figure 2B) or a connection to a redundant

switch fabri cRéﬁigwq-.e?@omRﬁ@I@m Sw.). In view of the 15 above, the single
Net wor k Proce SOr. g}gt |s scale ble in that one chH; can be used to

provi de &1 ow %@u ati-Lash! OF'E%RH'%'T ae looation far PIREESPING - say 40) to
high end system (having reI atively hi gh port density, say 80 - n ports).

One Interface device int system.is cC ected to th st em processor via
20 up to ten Agngi®l Wﬁ@ytcemrﬂ\ﬂﬂ%m P@earsm'na ripr oot '%B?!s Et her net

porg . ThEthé?ﬁ&w?@t(mgai@musorastmﬁémémr&ﬁé&mﬁaﬁ@amﬁm Mtdtfagged in an

EEPROM attached to terface device and. |oaded duri nrg%l nitialization.

The syst davigesaesintercornaeharchyeing dBM s PataAligned Symchranous Hke®AS)a system

((afﬁgrniatg rarresgpﬁgwe psuF@P&?"gﬁﬁﬁmgalﬁzr ames%?e 5 ;H\Xlg?%gg across the
DASL | i nsets@fglghbpalts@mwde a3.9 Ghps:dupiex camectien (&trms%ltébaw@,a&b in the
f d d
e B P FETS 20 S it s i W
swW

conmuni ca e co troI orrra etvveen t triol Poi nt nd the
Ent®dded irtersonsanting le!nte;fasedﬂleﬁsioalswrtclmsmhmdeM sftyizmerk swittin pri or

?Lﬁﬁb"?ﬁ‘fﬁeiﬁmﬁé{;@ﬂ%“%h@% 9 offle,3. § Gtk tpfex DRSE heRBbR oie! © | o

Har d\l\lﬁr epmmm@mmndmm:amnﬂ?qmww@a wrap-badkpath foriocal Cgat a

S I [

c\(,)\llntstC r ucf‘gg{eh@#%i\ﬂﬁg%ﬁﬁlﬂﬁéﬁ dc‘ﬁ'ﬁ%gbalﬁ %&%&ﬁ%ﬁ%?&u‘%ﬁ%r&a The CP's
DeV| ce Dconmection tola retlundait Switche fabFic{rigurer 20 Backup Sw. )m!t!M@W@f[ ef aces of

Guffica. FRaRS YRESEPENeAGR Wgﬁh'%%ﬁabﬁﬁ?%% R, The

Gui ded Fraprevide arlowiead systemi(bavingreigtivelyiay porbdersity o8 dehighend rout ed ‘
back to %@s%gp(hg\ﬁnﬁ ?&%Jefy%iglﬂbrqﬁgnﬁfy?ﬁfsé’@ﬁ DohS).

One Interface device in the system is connected to the system processor via

20 up to ten 10/100 Mbps Fést Ethernet ports or a single 1000 Mbps Ethernet port. The

Ethernet configuration to the system processor is placed in an EEPROM attached

to the Interface device and loaded during initialization. The system processor

communicates with all Interface devices in a system (see Figure 2) by building

special Guided Frames encapsulated as ethemetframes. The encapsulated Guided

25 Frames are forwarded across the DASL link to other devices allowing all of the
Interface devices in the system to be controlled from a single point.

Guided Frames are used to communicate control information between the

Control Point {CP) and the Embedded Processor Complex and within the interface

30 device. A prior disclosure of Guided Cells which will elucidate the discussion here
is found in U.S. Pat. 5,724,348 issued 3 March 1998 for Efficient Hardware/Software




between an external CP and the interface device are encapsul ated to adapt
to the 10 protocol of the extern al network. As a consequence, if the

ext ernal WGl Ncl udes  ethernet, the Quided Franes Y& fdpahey! ated as
ethernet franes and so forth. Et her net encapsul atii'on provi des a means of
transport for Guided Traffic between e CP and the Interface device. The
Et hernet MAC (Enet MAC) of the 15 Interface device does not analyze the
Dest i nat i QRtefyd our ce Address (SA) when receiving franes.

Thi s anal 3SI S %?og?r?orrre y the EPC picocode. Guided traffic presumes
that the Interface device has not been configured and the DA and SA cannot

be anal ysed by]E‘oF%éEJe’eQ E/AC dﬂﬂﬁ‘lct Qﬁéglﬁ‘étﬁs al'ﬂ%S@:Pf "tl?éré?’ éoridtrub8Reent 1y

sel f-routing oes anal t he Et her net Ty'ge 20

field to oﬁwdednljtamm@ataiwersm@.lMMMtwq@BthWlwﬂwevgerw e this

the nTypeé@ae?{%@;éggf I"%hl S rggﬁi?eri@w egq?rom}kgp m)h?y gs jtmao

| nterface MsélmtrbbﬂW-\Cbil’lam reczewenmmeceuwddirammd plores,itdR dsFrame in
dat a buf f Qhgacid] dhiabiaS®! DEFRiory Tife Gk RN oiietiolhd abibbike! 11 the

CP processor are r"n en i an T or mat y as shown
in Figure lﬂadé-l@vm&;sew.randrmutedd)achb beiCR ds Fequired. GuideddframeSpassiagDr i ver

sends an ndl er
2 BekRgf b a3 i fielsfragkoefie 306 EhcapSullild BlagaliEle bCTC) b
IVAC 1od dr eswo(ocol oftiecextemal metwofia #s,a conspqueneke, iltheexdernal fiptweork includiesh at
I ndi cat es d and the cuid I € t franes
ot 1 ving oFtiemEtJ6s GHdBFRREE A Entabstisted b6 BiohTk hapiés and sifoff,
anal yzed by Enet MAC. For frames with an Et her net Type value matching the
contents of th I.ster, .the Enet str | DA, SA and
Et her net Type %‘E?Wéggﬁﬂa '85 Rrawdes, Pd@&aﬁ £ Bﬁ? %‘"Pﬁg L %§
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es called a Fis e e st.0 i endi or mat wi
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byte | ocations within the Fi ShthBY
Guided Traffic presumes that the nterface device has not been configured and the
DA and SA cannot be analysed by the EPC picocode. Therefore, these frames are
inherently self-routing. The Enet MAC does, however, analyse the Ethernet Type
20 field to distinguish Guided Traffic from Data Traffic. The value of this Ethernet Type
value of the Guided Frame must match the value loaded into the E_Type C
Register. This register is loaded from Flash Memory by the Interface device’s boot
picocode.

25 The CP constructs the Guided Frame in data buffers in its local memory. The
contents of a 32 bit register in the CP processor are stored in big endian format in
the local memory as shown in Figure 3. Having constructed the Guided Frame, the
CP'S Device Driver sends an Ethernet frame containing a DA for specific Guided
Cell Handler (GCH), an SA corresponding to the global MAC address for the CP or

30 the MAC address for specific interface, a special Ethemet Type field that indicates
a Guided Frame, and the Guided Frame Data. All Ethernet frames arriving on the



Byte 2, ..., Byte 15).. These 16 bytes are then stored in a Buffer in the U
DS begl nni ng at the FISh O location. Succeeding Fishes are.stored in
successi Woo bi/Biel0 | ocations within the Buffer (Fish 1, pcinidorzored SH 3.
etc.). Additional Buffers are obtained froma free pool as required to
store the renai nder of the CGuided Fraggre. The flow of guided traffic within
the interface device 1.0 is shown in Figure 4. The Enet MAC function. of
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Frane mW’“fﬁ"‘E oC 'Fgg&gq&za%ﬁ Su \?C ﬁgg&f?rgm t hg%& B?:Fgé#e s Frane.
Cofirol iocationmwithin ncBuffest(Flsbtb Frish 2EBBht 3 elagu Additional Buffersearen t he

mul ti cas @0 ?a‘ﬁboe 93%.)3 or nance
reasons, E’gﬁﬁ{ |J§ ra ﬁ"?%"é&“eﬁgﬁgﬁtﬁgt&o t e'nurpftchgsﬁtguq%@g@%ueue

i ndependent of the nunber of desti natlon bl ades indicated. WD 01/17179

T USOOR07957ne ol bt blied iraftE viihir biEHides V¥ 0s Sh6wh i Piglite 41 { ached

bl ade, the plI coco exam nes ame ‘Cont r ol
i nf or mat The EnetdMAS mmonmft ther lnterfaceededeej cxaminesi thet frame beaden ed on the
r do 0 6}rnal i ded
Py 2 Wihigton nd kSt Uik e e 4 Gl B Orpe EndiMABL 020

p| coc ode rerpdmsdbe fmmemyadar f!eiﬂlthe GuisedEizametandtbifersithe wemaladet efiitst he Qui ded
Frame' s Bhaifis R Hbrod dbvideBihieftal B BS MShbHE The'Eiet AT indicates that
the frame is to be enqueqe_d to the General Control (GC) Queuel for processing by
the GCH. When the end of the Guided Frame has be_é_n reaéhed, the Enqueue,
20 Dequeue, and Schedule .(_F._DS) logic enqueues the frame into the GC Queue.

The GCH picocode on the blade locally at{ached to the CP exémines the

Frame Control lnfonnatiqb (see Figure 6) to determine whether the Guided Frame

is intended for other bladgs in the system and whether the Guided Frame is to be

25 executed on.the down éige of the Interface device. If the frame is intended for

blades other than or in addition to the locally attached blade, the GCH picocode

updates the TB value in the Frame Control Block (FCB) with the TB value from the

Guided Frame's Frame. CerOI-information and instruct__é the EDS to enqueue the

frame in the multicast Target Blade Start of Frame (T B__SOF) Queue. For

30 performance reasons, all Guided Traffic is enqueued to the multicast TB_SOF queue
independent of the num_bqif of destination blades indicatéd.




enqueue the frame in the nulticast Target Blade Start of Frame (TB SOF)
Queue. |If the Frame Control information indicates that the GQuided Frane is
to be execwbathiion the up side, - the GCH picocode anal yzescyliSod2dveged Franme
and perforns the 10 operations indicated by the; i ded Conmands it
contains. Prior to processing of CGui d@8 Conmands;*~fhe pi cocode checks the
value of the ac nk/ oa k field of the Frame Control information. If this

val gedi s ' 0' b, litheframeds intendeddoraniytheilecally atagheddlade, the/BEHl picasodesi n]g. )
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e ot her t he val ue of the ac nk/
oacHOf i el donesat '@sun%ﬁeeéﬂmtb%&yﬁegfc°@wanﬂ§%&ahﬂnﬁ ate field is '0'b, the
p| cocode changes the resp/req field of the Frane Control infornmation to

"1'b to |nd|cateaGU|ded Fra response, repl aces the TB 01/ 17 79
PCT/ US00120796 Pi9Y 19 Pracessing Af Ghided Ganmands, the pigo lephe Vajue
processes m%kﬁaaaﬁﬁeld%mpﬁbmb Cohtoliffnfkiicte df Higvaue lismmmémmecour se
of processi ng Command, the picocode Fdat es the betlon Code

field of t@uid ﬁéﬁramulscmacar@ﬂrmwnm RBgC eétrﬁaﬂcemm-%é abnota) ue for
t he rreng nd. 5 The picocode routes the response back to the
B by Ce R

source by updating the TB value in the (FCB) with the val ue correspondi ng
to the Source Bl ade (LAN CP Addr Regi ster

If the value of the ack/noack field is ‘1'b, and the value of the early/late field
is “1'b, then prior to processing any of the Guided Commands in the Guided Frame,
the picocode constructs an Early Ack Guided Frame with the value of the TB field of

20 the Frame Control equal to the contents of the Early_Ack Guided Frame with the
value of the TB field of the Frame Control equal to the contents of the My_TB
Register. The picocode routes the Early Ack Guided Frame back to the CP by
updating the TB value in the frame’s FCB with the value contained in the TB field of
the LAN Control Point Address (LAN_CP_Addr) Register and instructing the EDS to

25 engueue the frame in the multicast TB_SOF Queue. The picocode then processes

| the Guided Commands of the Guided Frame and discards the Guided Frame.
‘Guided read commands shall not be of this category.

If, on the other hand, the value of the ack/noack fieid is ‘1'b and the value of
30 the early/late field is ‘O'b, the picocode changes the resp/req field of the Frame
Control information to ‘1 to indicate a Guided Frame response, replaces the TB



value for CP) and instructing the EDS to enqueue the frame in the nmulticast
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Pressure from the GC Queue or the GT Queue stimulates the picocode to
access and analyse the Guided Framés.-- All Guided Frames arriving on the down
side are initially enqueued in the GC Queue. The gth/gch value of the Frame Control
Information for these fra;i_ges- is examined by GCH picocode. If the gth/gch value is
‘0'b, the Guided Frame iS‘énque‘ued_in the GT Queue. Otherwise, the GCH picocode
examines the resp/féq field of the Frame Control information to determine if the
Guided Frame has aiready been executed. If the resp/féq has a value of ‘1', then
the Guided Frame has already been executed and is routed to the CP. Target pdrt
values corresponding to.C'P_ connections are maintained by EPC picocode. Frames
from these Target Port cjueues are transmitted from the Interface device back to the
CP.

If the respireq field has a value of ‘0'b, then the blade may be local or remote
with respect to the CP. This is resolved by comparing the value of the TB field of the
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side. Otherw se, the picocode (GCH. or Gh) .perfornms the operations

I ndicted by the Guided Commands contained in the Guided Frane. Prior to
processi ngg¥inihe @i ded Conmands, the pi cocode checksptlis;g,sg,@l“m of the a
noac field of the Franme Control information. If: thls value is'O b, then
the Guided Frane is discarded 10 follggwi ng processing. Gui ded read
commnds shall not be of this category. If the value of the ac nk/ field is
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mul ti cast TB_SOF Queue. Franmes residing in the TB SOF Queue are schedul ed

for forwarding tég‘ the EDS. The SDM builds the Prizma Cell Header and
Interface devi dtthevalue aftherck/naack fieldris Yitnand tbe velueif thecenriyfaleifieldiss. Cel |
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fromlinter
Queue corresponding to the CP. The picocode processes the Guided Commands

while either the Wrap Port moves the Early Ack Guided Frame from the D_DS to the

20 U_DS and enqueues the frame in the GC Queue on the up side or the frame is
transmitted from the Port Queue back to the CP. For frames wrapped back to the

" U_DS, the GCH picocode again sees this frame, but the resp/feq field will have a

value of *1'b. The GCH picocode routes the frame back to the CP by updating the

TB field in the FCB with the value contained in the TB field of the LAN_CP_Addr

25 Register and instructing the EDS to enqueue the frame in the multicast TB_SOF
Queue. Frames residing in the TB_SOF Queue are scheduled for forwarding by the

EDS. The SDM builds the Prizma Cell Header and Interface device Frame header

from information contained in the FCB. Cells from this frame pass through Prizma

and are reassembled into a frame on the CP’s local blade. The SDM of the down

30 side recognizes that the frame is a Guided Frame and signals the EDS to enqueue
it in the GC Queue. This time when the GCH picocode analyzes the frame; the



5 1f, on the other hand, the value of the a noa field is '"1'b and the val ue
of the early/iate field is '0" b, the picocode changes the resp/req field
to '1'b t@oepdhsate a Quided Frame response, replaces jhgy ?@J el d wth
the contents of the My TB Register, and then processes: eac | ded
Command within. the Guided Franme. Dupgng the course of processing a Cuided
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(62 any reason
aQui ded FQuevekiack to the QB For frames wrap};ed back to the U_DS, the GCH picocode

again sees this frame, ..pyt_ the resp/req field Wlll have a value of *1'b. The GCH
picocode routes the -fra?;ig back to the CP by updating the TB field in the FCB with
the value contained in thé’;TB field of the LAN_CP_Addr Register and instructing the
20  EDStoenqueuethe frame=in the multicast TB_SOF Queue. Frames residing in the
TB_SOF Queue are's?;héduled for forwarding by the EDS. The SDM builds the
Prizma Cell Header arid-'lhterface device Frame header from information contained
in the FCB. Cells from thus frame pass through Prizma and are reassembled into a
frame on the down slde of the CP's local blade. The SDM of the down side
25 recognizes that the frame is a Guided Frame and signals the EDS to enqueue it in
the GC Queue. This tlme when the GCH picocode analyzes the frame from the
D_DS, the resp/feq ﬂe!q :has a value of “1b. This lmplles that this blade is locally
attached to the CPand the Guided Frame is routed to the Port Queue corresponding
tothe CP. Frames from _this queue are transmitted from 'l_ntérf_ace device back to the
30 CP. '




field of the Frame Control information equal to '0000'h, then the GCH
pi cocode interprets the frane as, lntended for only this blade and act
accordi ngiys g1 flMss action is required during’i'nitializaticQmsiiies he val ue
of the My_TB Regl ster is '0000' h for 5+all bl adedi#The CP will initialize
the My_TB Register of the locally attaghed bl ade by sending Wite Guided
Commnd in a Guided Frane whose Frane ntrol Information has a TB val ue

of *0000' h. Anyf ﬁrah?féd%bﬁ%é%% éoduéd&bnnthkseaéﬁﬁeemﬂew%ﬁs Gui ded
Frame. This frane can be.-the Unsolicite e€d Franme_or any other form

of Gui ded fﬁl‘&ﬁﬁ e Framg Lantrol 'Q@ﬁ@?ﬂ?’é&qﬂﬁ'éﬁegogﬁ h; ¥eg the RCH ricqcedst r uct ed
in a way tihgipréfahe fanedd ifténdad Wlﬁﬂiwade énd Set aRebrdihgly. This actBn b) . iy

These franmes may be sent to one of E@CO processors, (GCH o

Within thds wﬁﬂenas lmﬂﬁlmw'btheme\ﬁft _TBiRagister vad@0001|5for
Unsob'C'teﬂlﬁu&e@‘hébﬁmumé{zé'tﬁémbﬁﬁ istet of IS&IB,%&S |nt

destined for the sane are constiTct ed using data D DS.

These fr sanding Wfﬂﬁeﬁuﬂﬁ%@maﬂﬂ ime Guidad Evamg cvkose Frameceentroly. These
franmes arqnf&.lgl Q%g ; @@Qf% -ﬂrded in the usual manner. Unsolicited
ne

Qui ded Frames or the ocal ly attached CP are constructed using
data buffers |n the D DS. These frarres are constructed in a way that

| cas o2 { ol A IR GRRs G SR EBC dof Bl pciideiBhe Tl 0 o1
t he 10P. Frizarae can e thailUnsglicited Gulded Fsarperior apy othexdarm of GuidedrFrapte. Gui ded
e e T L A
const r uct eatknowledgment (at adkﬁﬁﬁli?e@'b) These fiatmes may besent toonewf the twp t he EPC
(1 om 1 he" Boiliesembrlloif ST i ) snrhb B o B BHFL GE MR R
t he U DS aotter isladeicued to the GC Queue on the up side. Unsolicited Guided
Fr angs with a WO 01/ 17179 PCT/ US00/ 20796 ,
Unsolicited Guided Frames may also be sent to the CP. Guided Frames
destined for the same EPC are constructed using data buffers in the D_DS. These
frames are then enqi.leued in the GC or GT Queue for processing. These frames are
then processed and discarded in the usual manner. Unsolicited Guided Frames
20 destined for the loéélly attached CP are constructed using data buffers in the D_DS.
These frames are constructed in a way that indicates that they have been executed
by'the EPC (i. e. resp/ieq = *1'b, and TB = My_TB). These frames are enqueued in
the Port Queue oorrespondmg to the CP. Frames from this queue are transmitted
back to the CP. ' ' '
25 '
Guided Frames destined for another blade can be constructed using data
buffers in the D_DS or the U_DS. Unsolicited Guided Frames destined for the CP
are constructed in a way that indicates that they have been executed by the EPC
(i.e. resp/req = "1'b, and TB = My_TB). Frames constructed using buffers from the
30 D_DS are enqueued to the Wrap Port. These frames are moved to the U_DS and
enqueued to the GC Queue on the up side. Unsolicited Guided Frames with a



31 resp/req value of "1'b will be routed to the CP using TB value _in.the
LAN CP Addr Register. O herw se, the GCH picocode routes these franes

usi ng t hewbldinahaie of the Frame Control Information. opcrbssereeed
Frame...At the receiving blade, the frane is enqueued to the GC Queue of

t he down.. si de. The GCH of this blad815 executes and discard the frane

- (respffe-g = '0"b and gth/gci 1'), or enqueues the frane to the GI Queue

(respf = 'respireqrwalug of "A'Biwil-be couted tﬁtherQRu@ﬂE@TBh@Merlarthe LAN_CReAddn t Queue
cOr eSO diab i, HfBEn okt o Ehd FBmea iy 4B T\
si de. Fr orthe Frame @antrof hrfmalipntdiethe GmdadeEranﬂ |At\the hmvmge bladet theand are
oo s ndral slendjRlEe 1B 68 5¢ ERGe AL oL 10 ST i 1510
ahl olsi calt .executes and discand the frame!(respiieq =50y and g |gdﬁﬁ =byt')eooenthes the;]t \Agpg

t east _Si on

1050 o il hRTET cRiLeE (BRelE= (48 Bha obBEER 2/ F RO M " P e
ot g o o ot hooR e CoEarog oot e oc
o mai 'y i8iG drsabEere ey B are prbaver Birpeily et SBARUPE R PR, S Fr e
ipdat e { hoGeag o mis PO foi ﬁ?’gﬁ"*““““"*’“ ! “r“’"“"‘*“rﬁ“‘m*‘““’“’“"““ H°
ogeﬂgt i on.In e-5ame Way as) E‘Eﬁ?cq HF'BH&-E*# gg‘ﬁe%‘ﬁfeﬁstﬁ'g H'%rame i s
used by t k@netiligédifonmatfor iad{m@mes prepare the Leaf Page flel d of the
FCB. The provi des the arget Bl ade information while the GCH picot ode

fills in the other fields-in the FCB. This. FCB 25 information is used by
the SDM to preffs forimaesiebn isa |E§I@éﬁe§ﬁmﬂhﬂrﬁmh'ﬁhérﬁdst§gmfcalﬁbyh®d:r arre

Control information field-of the Quid Fi
oxpl anat e I ancHbe Jesst BGNEATS BYia Ot ernoBt 1 pys s WG besyHLWER o) | ous:
30 RSP T /o'&Gh Wﬂcre%@dtd\ﬁrdﬁﬂ@bﬁfommm@hgé value. This field is used

dlfferentla ween request (unprocessed) and response Cuided !
VJCHtI 25d? W~'"AP'Y* ~ stu a"~a,RSe........ -11911f-

Since Guided Frames must be routed and processed before the interface
device has been cont” gured by the CP, these frames must be self-routlng The
results normally obtained by Iook-up and classifi cation are contamed in this Frame

20 Control information fi eld of the Gulded Frame aIIowrng the chlp to update the FCB
with this information wrthout performing a look-up operatron The target blade
information contained in the Guided Frame is used by the Gurded Frame Handler to
prepare the Leaf Page field of the FCB. The CP provrdes the Target Blade
information while the GCH picocode fills in the other fields in the FCB. Thls FCB

25 information is used by the SDM to prepare the Cell and Frame headers. The format
of the Frame Control irpfqrmation field of the Guided Frame is show_n in Figure 6.

An explanation for the abbreyiatiorr at each bit position _in Figure 6 follows:

30 resp/req Response__ and Not Request indicator value. This field is used to
differentiate between request (unprocessed) and response Guided

R R N Y MATOA T ’ . 1AW



WO 01/17179 PCT/USOQ/ 20796 32 Franes.: 0 request | response 5 ac noac
Acknow edgnent or No Acknow edgnent control .value. This field is use to

control whebbginifeack) or not (noack) the GCH pi cacode ap&rosdeeges t he
Gui ded Frame. Guided Frames that are not to be adknow edged shal |l not
contain any form of CGuided Command tha32 perforns a read. 10 0 No

Acknow edgnent | Acknow edgment early/59 Early and Late Acknow edgnent
control value. Thi sﬁrambd is used to control whether the acknow edgnent
requested (ac noa = 1 b) égstoccurs bef ore (early) or after (late) the
GU| ded Frame has been ce)g Sed. This field is ignored when ac nk! oack =
"0"b. 0 Acknow edge hfterreémnsed Frame processing 1 Acknow edge before

Gui ded Franme processing 20 ne al Negative Acknow edgnment or Acknow edge All
control value. This field is ignored when the ack/noack field has a val ue
of '®Db unhddﬂuik&dowledmnﬂodﬂes\cknbwhdgpieat coniral vaket Thisyfield is

Acknow edge all Guided

Acknow edgnent deter‘fﬁeng)d 9‘5‘?} Q@%ﬁl?’/Pgélénoafg?fﬁéccgéﬁmf'gﬂﬁ%deonl y

Qui ded. F(rjarresdt hat ]Ehbknﬂﬁrledgwil mt(etfudeﬂlF;@ﬁﬁmeHgd Ffdmes tttakgty\hﬂcbr}imt Wil |

occur independent o t e va ac C nd ear Wi cour se
be a late acknow e g?fij 6@? °W’@'"Wﬁ°%ﬁ?d&¥ée\¢2€ﬂ'@mam tg aalue is
used to control V\hetdyﬂormbg rehd.ame i s processed on the up side or the down

f | 1 I 207
S|de1oTh|s ield is V\Doﬂolzgknowf gm%s 020796

1 Acknowledgment

early/late  Early and Late Acknowledgment control vaiue. This field is used to
' controi whether the acknowledgment requested (ack/noack = “1'b)
15 accurs before (early) or after (late) the Guided Frame has been
processed. This field is ignored when ack/noack = 0'b.
0 Acknowledge after Guided Frame processing
1 Acknowledge before Guided Frame processing

20 neg/all Negative Acknowledgment or Acknowledge All control vaiue. This field
is ignored when the ack/noack field has a value of *0'b unless a guided
command does not complete successfully.

0 Acknowledge all Guided Frames if ack/noack = "1'b. Early or
Late Acknowledgment determined by value of early/late.
25 1 Acknowiedge only Guided Frames that do not complete
successfully. This acknowledgment will occur independent of
the values of ack/noack and early/late and will of course be a
late acknowledgment.

30 up/down - Up or Down control value. This value is used to control whether the
frame is processed on the up side or the down side. This field is



33 ignored when.resp req is'l'"b. All.nulticast CGuided Frames shall have an
up/ value of'Ob. In addition, Quided Conmands that require the use ‘of GIH
har dwar e weei/gi9i nstructi ons shall have an up/ down valpggsbozeosb. 5 0 Down
side processing | Up side processing gth/gch General Tree Handl er or

Qui ded Cell Handier control value. TH83% value 10 is used to direct Guided
Franes to the proper picoprocessor. 0 GCH picoprocessor 1 GIH

pi coprocessor TB Tagnpred Bhenlespieq is " 1V%h &ll multigast GuidediFsarnes shalkHave fi el d

contains routing ' i HBE LU : i Qsition
corresponds to a T;aigdm%&& P%tﬂll’ga%'gédue | edE‘%i?JBB‘%H?Sﬁ?ZFF%“HE GQui ded
Frame is assuned t dhe bse bbGTHhardwaeelassistdnstrictions shalchavacaroupidoghy. A
value of " I'b in Qr?@eocﬁ‘ \gor e bit positions of the TB field indicates that
the cell is routed the” “correspondi ng Target Bl ade(s). Wen resp/req is
'1'l§ the field 20 contains the My_TB value of the responding bl ade. Wrd
1 of the Guided Frgme cantains. a cocrelator value (Figure 7). This value
is assigned by the™CP s WMF%WB%???%I ate Quided Frane responses wth
their requests. THe CoUpaideprocessiigides a plurality of bits w th assigned
functions. 25 Every Gui ded Command begins with a Command. Contr ol
Information field. This Conmand Control contains information that aids the

GCH pi cocgiigchn  piGenessd Treae Haridlerds GuidedCall Hendligreonteél value. THiS Gali@f or mat i on
val ue ipdi cates the total

is gshowmn 1n Figure 8 30 Length value: Thjs
nufer of 32 bit wiUReSIp@IERt{Euded Frames tojhe PEAPer RICGPIREERSR (O Vierd O)
The Address Inforngti OnGCQ_Tﬁcbﬁ'bdeshbr afiv-n WO 01/17179 PCT/ US00/ 20796

1 GTH picoprocessor

TB Target Blade value. When resp/feq is ‘0'b, this field contains routing
15 _ information used by Prizma. Each bit position corresponds to a Target
Blade. If this value is *0000'h, then the Guided Frame is assumed fo
be for this blade and is executed accordingly. A value of *1'b in one or
more bit positions of the TB field indicates that the cell is routed to the
correspondihg Target Blade(s). When resp/féqg is “1'b, the field ' "
20 contains the My_TB value of the responding blade.

Word 1 of the Guided Frame contains a correlator value (Figure 7). This
value is assigned by the CP software to correlate Guided Frame responses with their
requests. The Correlator includes a plurality of bits with assigned functions.

25 : _
Every Guided Command begins with a Command Control Information field.
This Command Control contains . information that aids the GCH picocode in
processing a Guided Frame. The format for this information is shown in Figure 8.
30 Length value: This value indicates the total number of 32 bit words contained

in the Control Information (Cmd Word 0), The Address Information (Cmd Word 1),

nan



34 and OQperand (Cmd Words 2+) portions of the Guided Frane. Conpletion Code
value: This field is initialized by the CP and is nodified by the GCH
pi cocode weeoipiBcessi ng GQui ded Conmands. The GCH pi cocof@risasomne this
field for conpletion statusfor the preceding Guidted Conmand in the conmand
list. Since all Guided Conmmand lists tggmnate with.the End Delimter
@Qui ded Command, the conpletion status of the last conmand is contained in
the End Dand@pesand(CiodiVards @n) portions ofthd Guided/Fraidg. 17179 PCT/ US00/ 20796
35 Gui ded Conmand type val ue (Synbolic Nanme) Type Synbolic Nanme Val ue
Type Description 5 End Delimter 0000 mark the end of a CGui ded Frane
sequence Bui | dCompletion €odevaiued Thisiiald i inititlized byithé CPSRid isaicdifsd bhyn 0010
execute so i Unsolicited, 0011 franes_initjiated bythe EPC
pi cocode Eﬁ%@éﬁﬁﬁdgggfé%rw???eésgg 'ﬂgﬁgéf’"%“?gt fhséé@m&a USRRir esses
gf% ifate s ﬁelg@d:ﬂ:bmméttoa sthtn‘s'fodrmepléaé@ing Guidt‘ﬂi@érﬁﬁﬁnﬂgn theERiriand 15 Reag
request re n readi ng regi ster gr menor ata 11 reserve
| nsert Leafml%q ﬁ@gﬁl'g%{; g@éﬂ"‘?’?d 8g‘§r@ﬂ§@§t€cwﬁ5 rtoe End Relimiter Guidedho1
update a | Coinménd,the Sonipletidn’ statulofiadastesmrhlAd i eanBifediRAne EaRPN for
reading of pejimiters Completion Code field.

10



Leaf Page data 1011 reserved Del ete Leaf 1100 delete a |eaf of the search
tree 1101-1111 reserved 25 The addressing information contained in the

GQui ded Fregmadentifies an elenent within the NetworKi pgrnf¥os@ssor ' s
addressi ng schene. The general formfor the Address Information field is
shown in Figure 9. 30 The Interface dgyice enploys a 32 bit addressing
schene. This addressing filnf WO 01/17179 PCT/USO0n0796 36 schene assigns
an addr es SuidedSommanddype value (SymbalicName)t ure of .the I nterface . device.
These structures are either internal to the Processor or connected to
interfaces underthe control of the Processor. Some of these structures are
accessed by the Enbedded ProcesshypeConpl ex (EPC) via an internal interface

called th terface The r i nder st.ryctures are accessed
vi a rrennr% \éﬁ?ﬂq" i'nt er f ace! \?Wfa'ﬂ al | b°?ﬁg Gg'ﬁeral .formof the
addr&ss i s-shown in F| gure 10. The Networ_k. Control l er is subdivided into
maj or chip islapnds. Each island i gi ven a _unj ue I val ue. This 5
bit Islandf 9@7‘@@ forns the 5 | si gni maléé tﬂaégidﬁﬁ?lzﬁm €addr ess

for structures control I'ed by that chip |sleeqhen];'be correspondence between
encoded | gl e and the ¢ i sl an shown in Figure 11.
The secon@ ﬁ%&égﬁ ?Fe Wb ad s consg'élggangﬁ 'ﬁe next .most significant
23 bits. s'ﬁhmrgad(w@ﬁs field is sgpent ed exdcuteissfiwaré agtish addr ess portion
and n el epent ddress portion nunbey of b]ts each segnent
ary i"‘éﬂ'f‘?'@Sand to 15 isl anoooqgorre is Vdg’é!ﬁl%%é)ﬁ RPGPdg f ew
Iarge Str pidck! Peitehi | e ot hers maypqppont ai nwmblaalabidaﬁéfdb?ddsé&mveFor that
reason there Ts no fixed size for these address segnments. The structure

address portion is used to address an arradd¥eE$®®n the Island while the

el ement agginficsie AWfild ON 1S used tgygaddr essyde Qlglichie!dath td hdisters or

memory. A
15 Read ' 0110 request and respond for reading
register or memory data
| 0111 reserved
Insert_Leaf 1000 insert a leaf into the search tree.
Update_Leaf 1001 update a leaf of the search tree
20 Read_Leaf : 1010 request and respond for reading of
Leaf - Page data :
1011 reserved
Delete_Leaf 1100 delete a leaf of the search tree
11011111 reserved |
25 |
The addressing information contained in the Guided Frame identifies an
element within the Networking Processor's addressing scheme. The general form for
the Address Information field is shown in Figure 9.
30

The Interface device employs a 32 bit addressing scheme. This addressing

e



the array. The remaining portion of the address is to accommbdate the Wb
20 Interface's 32 bit data bus limtation. This 4 bit word address is used
for sel eciydgingge Dit segnents of the addressed el enent.pchipishokdrogrecessary
for moving structure elements wi der than 32 bits across the Network
Controller's Wb Data Bus. Woird addresgs value' 0'h refers to the 32 nost
significant bits of the structure elenent while sequential word

addr essval s&&n@assigrmad aﬂdressmtwabexy Iaeeessiblq striictarn bf treginterface25 of

the structyre el The Wword [ f t he address ot
required f&? ﬁl?@?u?w? aéﬁceéag‘? ARWF?RSQF faf PN ﬁE{e%tgﬂ s

r ]g%atSﬁn, t Pﬁtélﬁc@&hﬂdéﬁtm a:ntrommf é?ﬁoc&ﬁmm?ﬂe td)ﬂhdse[kﬂ:\md?eﬁ are'itceét &emake use
o] e en eas i fican qof addres Q._access, .str ure

ol et o by BeEmbesitien SroaeotComplex fepLda o Bl inislagS SRR 1he IEber

| nt ersf ace. |nkdifdceat Tihe pémambler’sf trdetﬁmture@h#e%&cﬁsédw%aﬁ rtsantr%ﬂenel errent
Is greater_ than 32 bits in wdth. N 5%}9&!717 PCT/ 37 The

Enbedded. infestaces; inyaleagesdhe general fo fﬁ?ﬁj‘-’t&ﬁﬂ‘ﬂﬂd’ﬂ igure AQ. -

programmability of the Interface device Chip. It includes the follow ng.
conponents (see also Fiqure 12A): 5 N processjing units, called GH The

GcHs concur r ent The Netwark Oﬂﬁ"@l%&ﬁ-'bdi‘mﬁd into raaigF ekipiisiandse Fasbrisiand s uct i on
Menory. Eag; @é'dnﬁﬁawéﬁd mvaauéDPrﬁrseasﬁt neﬂmdlm lvalue%@ns tﬁéb'n‘\“&‘t @igﬁmcmt ch

e
contains a st ag pel I ne, and al so contai ns

sevetlal copiteef éb%@ﬂ@'es'-ﬁ Wéﬂ@ﬂ@)@&ﬂ#ﬁ?'@qw&ﬁ?w 'Slé@ﬂc'Fhe €O angndgr@pe
I nstructi Oﬁ?tgoré (r)r cod%flsié?ﬁnglamgélgﬂhb%‘ﬁ éiaha%h%s%ﬂgwﬁ(?ﬁ‘i:@u?e yhe

pi co- code frames and nanagi n ystem A Dispat cher:

Dequeues memrmmfﬂh%quwdmsmsa ﬂ!ﬁ w@m@avgmﬁ@rﬁa bits. After
d f
o dlown Do g AGBRSSETH Ecmered o B¥tuchlr et BEOIEAAE an' GERBR{)" P

GxH beconaddress portion<TTis niyabertot bity used-for each segment mayaary Wmtﬁlam)hbpr i ate
co nt‘{ﬁ) spat %Lég{d%hg' isldridé Smby SoMaRfohl) H i 1drgd shitiiufesSwhild Bindr® midle &<H

The contain many small structures. For that reason there is no fixed size for these
address segments. The structure address portion is used to address an array within
the island while the element address portion is used to address an element within
the array. The remaining portion of the address is to accommodate the Web

20 Interface’s 32 bit data bus limitation. This 4 bit word address is used for selecting 32
bit segments of the addressed element. This is necessary for moving structure
elements wider than 32 bits across the Network Controller's Web Data Bus. Word
address value *0'h refers to the 32 most significant bits of the structure element while
sequential word address values correspond to successively less significant segments

25 of the structure element. The word address portion of the address is not required for
structures not accessed via the Web Interface. For this reason, the Up Data Store,
Control Memories, and Down Data Store make use of the entire 27 least significant
bits of address to access structure elements. Another exception to this format is the
address for the SPM Interface. In that case all 27 bits of address are used and no

30 element is greater than 32 bits in width.



al so handles tiners and interrupts. 20 A Tree Search Menory (TSM Arbiter:.
There, are a nunber of shared internal and external nenory |ocations-

avai | abl aypegamh OxH. Since this nenory is shared an gfRish@ordes Used to
control access to the nmenory. The TSM can be accessed I rect y by the

pi cocode, which can for exanple be ugy to store aging tables in the 25
TSM Also, the TSMw ||l be accessed by the TSE during tree searches. The

Conpl et i on.-Uni The Embediied Fpssing chmblek (EPCh qmrwdémn‘dua@ﬁtrdl@&he First,

o e gl AR R i R elieS I Bl compSbanE . ouet
30 toget h(see\dlsdfigwmm ate paraneters called the FCBPage, |s gueued in

either a transm ssion queue, a discard queue, or a dispatcher queue.
Second, the WD 01/17179 PCT/ USOQ 20796 38 Conpletion Unit guarantees frane

seqgence. Si nd¢ prdcessing Imma:anémaxmurﬁe Gles c@iéﬂﬁre’ﬁtlﬁ eREORE pidoradé I aes
t hat bel 0& o, .sa fl own\o?lr ecau hx { hat these franmes are
enqueued tis$torgd in,2 coymonnstay QT‘ g?"h F@“Fiﬁbﬁfta PCEESINg The

Conpl et i ognitéble, eaksd eLP2hRich idoptainsa %bwluﬁy 16'6PRsaRI & AL Uar dwar e
5 Assi st E&% frame dis at ch. Cla55|f|er rdwar e Assist:_ For up-franes,

the O ass BxHalsqaontaing several cORIOPRRBIIS, like for axampla thenTres $rarch known

cases of gpgie formats. Classification results are passed to the GxH,
duri ng franme dispatch, in terms of the CIA and contents of 10 one or nore
sters. For dn-franes, the C assifier Hardware Assist determ nes the.

QA depend n%&ﬂm’h@ﬁhﬁe‘iﬁf? (398alfic during iNtRdliatith S odaih i Biodlcage ches.
the dassifier Hardware Assi st enera that 1's used by the
Conpl et i Jer {gfwarding frames aad ﬁ'ﬂ"ﬂﬂ'ﬁﬂ@%ﬁ!ﬁ@f&e 15 Up and do DataStore
Interface and arbiter: Each GxH has access to the up and do DataStore:

read access is provided when reading "nore Fish" and wite access is
provi ded when AWispaishen Raquenes rameaddsesses fram the yp ped dows dispetaber aSt or e.

g'c 3 ggst [‘E‘id’eu%& Eafbridefi&se Hé%uéﬂfﬁt&?er pRIfétcHak baf BRthE FrahlaSBadier flofithe Can
up or down DataStore (DS) and stores this in an internal memory. As soon as a GxH
becomes idle, the Dispatcher passes the frame header with appropriate control
information, like the Code Instruction Address (CIA) to the GxH. The dispatcher
also handles timers and interrupts.

20 . . _

A Tree Search Memory (TSM) Arbiter: There are a number of shared internal

and external memory locations available to each GxH. Since this memory is shared
an arbiter is used to control access to the memory. The TSM can be accessed
directly by the picocode, which can for example be used to store aging tables in the

25 TSM. Also, the TSM will be accessed by the TSE during tree searches.

The Compietion Unit (CU): The Completion Unit performs two functions.

First, itinterfaces the N Processing Units to the UP and Dn EDS (Enqueue, Dequeue

and Schedule Island). The EDS performs the enqueue action: a frame address,

30 together with appropriate parameters called the FCBPage, is queued in either a
transmission queue, a 'discard gueue, or a dispatcher queue. Second, the



up DataStore and one at a tinme can access the do DataStore, one arbiter for
‘each 20 DataStore is required. WEB Arbiter and WEBWAtch interface: The VEB
Arbi ter a%@& s anong the GkHs for access to_the \/\E%C.I%MMS have
access to , which allkows access all rrermry and registers functions
in Interface device. This allows any 25 to nodify or read all
configuration areas. The WEB can be thought of as the Interface device

menor y "choﬁﬁféu%@é\ﬁta&raﬁtéé‘é frafie sefidb e&.ﬁ:@%ﬁ%r&@@ &%h&lﬁle\/\EB from

outside the c usin I p- pi ns. ug, Inter e Step
Control : TﬁéHmes EW@%%"Q ﬁ@n@ﬁ:ﬁh%bemMEBmeqw tnsemﬂ%m@&bﬁ on the

chi p when I

VEBVAL ch £ oS efksnt‘ée:é)él SiiEled in e uy'BPuf BangRisshAf QRUes IR MR TR /o6

39 An enbeordet %@mplem Yoitusesrajsbelthat is ganesated by therGlassifiertidardwaree f our

types of E GDH (General Data Handler). There are eight
% Eac?‘%'é—tiq?g}si "iéﬁ%pa@ﬂP with the five coprocessors (which are

descrl bed in the next section). The GDHs are nmainly used for forwarding

frames. 10 GCH er hardware

asa o, SRR dBiyand RAGLE or s REIENG NarlGie Ay ||

pr ogr anmabprevidas a classifigzsiiohGfweliknows gasesxoffrainfe foimatS Elassificatitn resuitso . aI so

process da 0 has

D 1 onal SRR 19 08, . HiriiG s obBSiER, b Wimiecoring O o el

| nsetlt s 150mmrrderbeegastersTrFerdiﬁ;lﬁamesulshedzlasslfm:Hacdwarg&sdstidetehhmeetlnt ed

pi cocode, form o] a rel gt cogcod I|k agi ng

and to excﬁﬁl p88 8(“%?3?8?‘?7&?% %eﬁoh gaﬂi‘gff%P . When

there i s nQlassifier Hmat@Asﬂwgmratet adatialthatis usedbbyché eoiﬂpﬂmﬁmmw di ng

rel ated pi C%lcn?alnframeéeql n th| s case behaves exactly like a GDH 20

15 Up and dn DataStore Interface and arbiter: Each GxH has access to the up
-and dn DataStore: read access is provided when reading “more Fish" and write
access is provided when writing back the contents of the FishPool to the DataStore.
Since there are N Processing Units, and only one of them at a time can access the
up DataStore and one at a time can access the dn DataStore, one arbiter for each
20 DataStore is required.

WEB Arbiter and WEBWatch interface: The WEB Arbiter arbitrates among
the GxHs for access to the WEB. All GxHs have access to the WEB, which allows
access all memory and registers functions in Interface device. This aliows any GxH

25 to modify or read all configuration areas. The WEB can be thought of as the
Interface device memory map. The WEBWatch interface, provudes access to the
entire WEB from outside the chip using 3 chip-10 pins.

Debug, Interrupts and Single Step Control: The WEB allows the GCH or
30 WEBWatch to control each GxH on the chip when necessary. For example, the
WEB can be used by the GCH or WEBWatch to single step instructions on a GxH.



GIH (General Tree Handler). The GIH has additional hardware assist to
performtree inserts, tree deletes and rope managenent. The GIH w | |

process taf s when there are no franes (contai ni nﬁ"%ﬁr! agenent
commnds)wlatr??’i.{l?;EGDQ_ 25 GPH (CGeneral Power PC Handl er)". s‘é&f@]has

addi tional hardware as conpared w thgghe GDH and GTH The GPH interfaces
to the General Purpose Processor through a Milbox interface (i/f). 30 The
nunber of -GxHs (ten) is-a:."best-guess". Perfornmance eval uation.wll

determ ne how nuch GxH are really required. The architecture and structure
is yYYLFl < NyAnemgedded generakpurpose progessos, like a-PowssP€i/ 17179 PCTNS00/ 20796
40 conpletely scal eable towards nore GxH and the only limtation is the
amount of silicon area (which should then also include a |'arger arbiter
and i nstruct i ohherease four tyressf GxbH(Figure 12Bst ured as shown in Figure 12C. In
addigion to the CLP Wth 5 General Purpose Registers (GPR) and Arithnetic
Logic Unit (ALU), each GxH contains the followi ng five coprocessors: (DS)

Copr ocessor | nEBH (Ganeral Rata Haodler): dherecareieight GIDHs. Bach GDH has afull- i sl ands

t hat provj . ] : e DS 10
| nter Face Crb e Mg cckinbldbeBisiGBn o ddknbiy At g it i oRES

Copr ocess are fatily) usetlfor fopNanling frames.searches - in the trees, 'and al so
interfaces to the Tree Search Menory (TSM . 15 Enqueue Coprocessor.

I nterfaces the Conpletion Unit Interface and contains the FCBPage. This

Coptbcessor coBCH (BuidedGell HandlerrgThe &GH has exaitly thesamé hardwareas a .
enqueve SO neHEPEVEtTa el Haeiel cal orl beorposieRd by Shs e bier.n
execut e aprognammable omthe WEBO(CLPEnalTegistesedf théiGCHaip renabiesioto alsof or war d
e P CBP kg Ut (i, b} i 50 b5 4 T PR i ™ °
additional hardware compared to the GDH: hardware assist to perform tree inserts
15 and deletes. The GCHis used to execute guided-cell related picocode, perform chip
and tree management related picocode like aging and to exchange control
information with the CP é_r_t_dlor.another GCH. Wheq there is no such task to perform
the GCH will execute frame forwarding related picocode, and in this case behaves
exactiy like a GDH.
20 S .
GTH (General Tree Handler). The GTH has additional hardware assist to
perform tree inserts, tree deletes and rope management. The GTH will process
dataframes when there are no frames (containing tree management commands) in
the GPQ.
GPH (General PowerPC Handler). The GPH has additional hardware as
compared with the GDH and GTH. The GPH interfaces to the General Purpose
Processor through a Mailbox interface (iff).

30 The number of GxHs (ten).is a “best-guess”. Performance evaluation will
determine how much GxH are really required. The architecture and structure is

e



VWEB Arbiter and allows reading and witing to/fromthe Interface device
WEB. 25 Checksum Coprocessor. GCenerates checksuns on franmes stored in the

Fi shpool @ipsimsisded hereinafter). The, Processing,Units aicanssaaierss bet ween

I ngress processing and egress processing. It is”progranmabl e how nuch
bandwi dth is reserved for ingress 30 4g ocessing versus egress processing.
In the current inplenmentation, there are two nodes: 50/50 (i.e. ingress and

g%[rﬁlggogggoddiﬁ% e&WM @cdtéﬁbﬂvtt : _dﬁéﬁis@mrﬁ@iﬁﬂgﬁﬂélﬁ]ohlygm'oN\ﬁﬂlb'étﬁéltiﬁtof ¢ th
n S C S ch ba S, egress). .Operatiop o e
br ocesst ngpilsanated atighslioidh Bon Al relite lafael fiter fid patriction Fsbaved as an
event, as well as popping of a tinmer or an interrupt. The dispatcher 5
treats differe Y s in an identical fashio t hough there_ js a priority
(First i nterruachGah i sthichired 8 saownin Figwn 125 rinadeiten o fia ChBakes)
Wiengan evgBherab PhpUtelREGiskRrs I@BPRF%ﬁdwﬂthhielic Lo Qﬁﬂ'(ALE?],! el BRHi On s
given to the Processing Unit. For frame arrival events, this includes part
of the frafantaas the follewingifive SPREERERP®oNi ng from the hardware cl assifier.

For timer and interrupts, this includes the code entry point 10 and ot her
information that relates to the event. Wien a frane. arrives on the ingress

side, and the rD¥)&opsecesser|ntesfacey tlpterfages tonthe Pispaishpaand ke theisdb-a

pr ogr ammab = o |paWwitten
Poa G TRpHe e otko ot G haRCactsd 1l g SRTeHSmINY e BST

si del0 t he Interface conthirstheiso called FighPoal.a GQ There are four types of GJ s.
(and for each type, Figure 12B, there is. an ingress version and a egress
version): 20 GCQ contains franes that nust be processed by the GCH  GIQ
cont ai ns fr anesThenhreerSaarch Engine Goprecesisor (MSE)GThe TSEaRrfarmst seanchesr anes

(1t TSt BOnRSEESER Y B 1 e S ff (1oL can be

15 Enqueue Coprocessor. Interfaces the Completion Unit Interface and contains
the FCBPage. This Coprocessor contains a 256-bit register with additional hardware
assist that the picocode must use to build the FCBPage, which contain the enqueue
parameters. Once the FCBPage is built, the picoprocessor can execute an enqueue
instruction, which causes this coprocessor to forward the FCBPage to the

20 Completion Unit.

WEB InterfaceCoprocessor. This coprocessor provides an interface to the
WEB Arbiter and allows reading and writing to/from the Interface device WEB.

25 Checksum Coprocessor. Generates checksums on frames stored in the
Fishpool (described hereinafter).

The Processing Units are shared between ingress processing and egress

processing. It is programmable how much bandwidth is reserved for ingress

30 processing versus egress processing. In the current implementation, there are two
modes: 50/50 (i.e. ingress and egress get the same bandwidth) or 66/34 (i.e. ingress



when they are enabled to process datafranes). For the GDQ there are
multiple priorities, whereby franes enqueued in a higher.priority GDQ wi | [
be procesggdin7bef ore franes enqueued in a | ower priori peTAidGitAT9630 Sonme
Processing Units may be specialized. In the current inplenentation, WO
01/17179 PCT/ US00120796 42 there areqfour types of Processing Units (&xH)
(see also Figure 12B): GDH (General Data Handler). The GDHs are nainly used

for formagstb.mgicefasmbﬁ\dmthéee'gcbsﬂ Cell Handler). The GCH has exactly
the sane hardware as GDH. However, a guided frame can only be processed by
the GCH. It is programmable on the WEB (CLP_Ena register) if the GCH is

enabl ed to al SOperhfiere oftheRrooéssingESnils B eventdrivens EThalt ﬁ,eﬂm amiealri¢l e of a

. General T d| H has addi ti h
compar ed Tegfed 48 H0senAs Well 4R BB OF & HHEE O @R PRty JDS SRR ¢ 1 oc
del gt es_aféats RferertBUGRS IRH iderftital fefhion] thbugh thersisa ﬁbmwmsﬁﬁtewbpn there

are no frames cont ai ni managenent. nds) in t 15 GPH
( Gener al mﬂ @ﬂ%aifm&a@ﬁ@'ﬂ }WF aﬁzﬁ"ﬂﬂﬂﬁga“g&%&?ed to the
COH GTH.  preesiihy untted;fp?&pmté iﬂfdd?ﬁt|@ﬁ4%ﬂﬁkf8?ﬁio|ﬂ€é'\ﬁfo€€s§iu umaﬂérfeéme mai | - box

interface. 20 In an actual Ierrent ation, the rol GIH and GPH can

be i npl cAEMalayests. H"%mﬁlgl#es efa%fmjn%hﬁdﬁmnd F'%“ eING AN nent at i on
coul d g%a rﬁ?&‘wﬁé%%ﬁwgp&mrﬁerfdha .ﬁiGHua@dtnmhblu&eéwdoaé ghfiypeInt hol ds

forthe he purpose of the Datastore Coprocessor is:
To 1|0nterf%!ldaoﬂ‘§" °®ﬁ!ﬂ§&'@ﬁ§t°mﬂ%‘ﬁ"§ont ains frames that have been::

When a frame arrives on the ingress side, and the number of received bytes
of this frame has exceeded a programmable threshold, the address of the frame-
_ control-block is written in a GQ.
15 . . : S
When a complete frame has been re-assembled on the egress side, the
frame address is written in a GQ. There are four types of GQ’s (and for each type,
Figure 12B, there is an ingress version and a egress version):

20 -~ GCQ: contains frames that must be processed by the GCH.
GTQ: contains frames that must be processed by the GTH.

GPQ: contains frames that must be processed by the GPH.

25 _ : A

GDQ: contains frames that can be processed by any GDH (or GCH / GTH

when they are enabled to process dataframes). For the GDQ, there are multiple

priorities, whereby frames enqueued in a higher priority GDQ will be processed
before frames enqueued in a lower priority queue.

30 _ .

Some Processing Units may be specialized. -In the current implementation,

b B S T S T .
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received fromthe nedia, and the Down DataStore, which contains reassenbl ed
frames received fromthe Prizma Atlantic. 30 The Datastore Coprocessor also
recei ves cqfohgisat i on i nformation during the WO 01/ 17179-RfaStddeRig/ 20796

43 . dispatch of a timer event or interrupt. . The: Datastore Coprocessor
is able to cal culate checksuns on framgg. 5 The Dat astore Coprocessor
contains a FishPool (that can hold 8 fish), a scratch nenory (that can

hol d 8 fi siherezarel fourtypeswfiRrotessing Units (SxH) (seeealéovFigure 12BRhPool contents.
fromtothe up or down datastore. The Fi shPool can be seen as sone kind of
work area for the Datastore: instead of reading/witing. directly to a

Datastore, a | aGDH (General Data Handier)daTie GDHsea@ mainly LS frifasiardifg Nt O
t he Fi shpool 10,0r a |arger anmount of data is witten fromthe Fi shpool

into the Datast§PE"®The unit of transfer is a Fish, which equals 16 Bytes.
The Fpshpool can be seen as a nenory that can contain 8 fish, that is
rocessor architecture, the Fishpool

Swords of 128 kb ach. he P

is a register ag‘;@(gﬁgegféeﬁf@aﬂﬂhr STRE&(FHWF@XF#M% aanambm@sa 7-bit
byte addressDHO Howbvéd, arlidker fbfmel SarPdnfy BE-Plbbestbd By lthd A Si iki ke al |l
regi ster arra ' has a _circul ar addressing schemne. lI‘hat IS,

: hpoaol
addr essi ng P&Ogém't’{ﬁe S"Sh%ﬁ‘c’)vﬁﬁll@bﬁ' _Eng,regisignJif the GGhH iig enabled; o alse
Fi shpool rWMﬁﬂé@@hWﬁ%ﬁ’mgeﬁqﬂ(ésmlgﬁéltﬁﬁﬁﬂﬂkof roma Datastore

Coprgcessor point of view, fish-locations ol have a 3-bit
fi sh3020 address. Upon frame dispatch the first Nfish of a frame are

automatically cegy | ' I ] f Nis
programabl e | n?’g@%ﬁélchgﬁ? Fgﬁw@%ﬁfyﬂ@ﬁ%ﬁ?&@ia@ﬂﬁhﬁg@ﬁag @Q%o%?‘l' or up
frame di spdedhe GDH/GCHihardware assistdo perfém tigednserts, tree defetes@nd ropét i cast

more: byt oargegeRiort, | Phe |GTH \ill irdoSlh aplalilfis. wild theRDBRE ol fgnes ™
aut omat i cal(cgntaivingdreemanagementcommandsyinthe GRApool at the next fish
15 '
- GPH (General PowerPC Handler). The GPH has additional hardware
compared to the GDH/GTH. The GPH interfaces to the embedded PowerPC by
means of a mail-box interface.

20 In an actual implementation, the role of GCH, GTH and GPH can be
implemented on a single Processing Unit. For example one implementation could
have one Processing Unit for GCH and GPH. A similar comment holds for the GCQ,
GTQ and GPQ. '

25 - The purpose of the Datastore Coprocessor is:

To interface to the Up DataStore, which contains frames that have been
received from the media, and the Down DataStore, which contains reassembled
frames received from the Prizma Atlantic.

30

 The Datastore Coprocessor also receives oonﬂguraiion information during the



30 address, wrapping automatically to O when the boundary of the Fi shpool
has been reached. Al so, the picocode can read or wite the up/down

dat ast or swojinnfe absol ute WO 01/ 17179 PCT/ USOQ 20796 Adcr/asipeneé. The VEB
Coprocessor interfaces to the EPC WEB Arbiter. The EPC WEB Arbiter
Arbitrates anong the ten &H and the48EB Watch to becone a master on 5 the
Interface device WEB interface. This allows all GxHto read and wite on

t he WEB.diSpaich of atimecevantof interraptory conpl ex provi des storage facilities
for the Enbedded Processing Conplex (EPC) Figure 12A. The nenory conpl ex

I ncludes 10 the Tree-Search Menory (TSM Arbiter and a plurality of

on-chi p and oftheDzatastorer@oprosessdhis ablstor catculate checksums ort framesir es, counters
and anything else that the pico code requires nenory access for.
Furthernore, the menories are used to store data structures that are used
by $he har dwaiThe Datlsiofer Eeprocessor crpntum aFishRdol lithat kan hok 8 fisk))ya menory

{rcos. o shmtdh meindly il sBR O 8L Ri AnESorn SO rsaRtATe Yo SeRdRBIS  or b ca

glodek gs$usHPd&c®ﬂﬁmmmﬁeagldwom_brlﬁta%tora g’héqf-'lsh'i’r?&héblﬂo@sééﬁés det g! | ed
oC I agr a e nenor e re egrcn ne arblter

provi des H@Bﬁ’nﬁ’t T%]f\érﬁPﬁr:BﬁésS%%rf“ﬁﬁEd °§ %ﬁ%ﬂ&&%ﬂ%& Rs (GH)

ang t7 hef ][uamtbﬁesala ammbﬁmmé\aétumead fiomahé Dataistve intd thefFishpobP SRAM

an (0]

T.SM Ar bi_t | udes, trol Unit
(0081 ono" aUnBetanluLSt data 1S WEthG femibadRIPPAUloIBe DaEis. TH8 U rernr y

arbi ter \YivahsfePid% Figh, WHiEh efB4aIB 1B ByfesPUs structure interconnects the
Request Control Units and the arbiter units in such a way that each 25

control unit and its connected GxH have access to all menories: The control

uni t i ncl Udesmémﬁ%%ah%‘é&@ﬁﬁsB%e?ﬁcﬁ?{ha@éér?e&ﬁél%%httﬁﬁhs EWardided

Processor ﬁ d the arbiters. he SRAM arbiter units, anong ot her

t hi ngs, 3§§'t$ﬁ%d7 IB\”‘Q)@LBWSSQRM@% theFishpael isR (AISIEATaYH and t he
onshi p A28 Eytdd)| PaciRHMR in the Fishpool has a 7-bit byte address (0 .. 127) and
access is on a 16-bit or 32-bit basis. Like all register arrays, the Fishpool has a
circular addressing scheme. That is, addressing a word (i.e. four bytes) starting at
jocation 126 in the Fishpdol returns bytes 126, 127, 0 and 1. Furthermore, from a
Datastore Coprocessor point of view, fish-locations in the Fishpool have a 3-bit fish-
20 . address. '

Upon frame dispatch the first N fish of a frame are automatically copied in the

Fishpool by the Dispatcher. The value of N is programmable in the

PortConfigMemory. Typically, N equals four for up frame dispatch, 2 for down

25 unicast frame dispatch, 4 for down multicast frame dispatch and 0 for interrupts and
timers.

The picocode can read more bytes from a frame, in which case the Datastore

Coprocessor automatically reads the frame data into the fishpool at the next fish

30 address, wrapping automatically to 0 when the boundary of the Fishpool has been
reached. Also, the picocode can read or write the up/down datastore at an absolute

nmi



W01/ 17179 PCT/ USOV207% 45 The DRAM Arbiter Units, anong other things,
manages the flow of data between the Enbedded Processor (GxH) and the

of f-chip WoWhfieyi ces. Each Menory Arbiter contains a "lpeghisoiaetids access,
which is typically used 5 by other parts of the*ehip and has hi ghest
access priority. The DRAM Menories cad4run in two nodes of operation:

TDM node. Menory access to the four banks in the DDRAMis done 10

al t er nat i ragldressad- "wi ndows" and write-w ndows,. whereby in a read w ndow,
access to any of the four banks is read-only and in a wite w ndow, access
to any of the four banks is wite only. Using TDM node for rmultiple DDRAMs
al | ows shari ng.ThedNEBCoprocesser Wacesb@thWCWEBm ThecEPE WEB hi s

saves sone whi ch 1 : L es0o n- TDM node.
Mermory ac c‘%'i’ge'%' b%?ééﬁ 8'31‘?’“%3?&'?“%‘?31 %Bg@ﬁt&b@ eﬂﬁﬁ mastes Mot 1 ead
and ®ri te,thwnmﬁawaévnwwmumenmpmhllms alhiGxH toreadeananirite onothe can do
aread in A and a wite in bank 20 C wthin an access wi ndow. The TSM

Arbi ter ws N Requesters sinmultaneous access to . ‘M nenories. Wen
mul ti pl e Requesters want to access the same nenory, a round-robin

arbitration is_perforped. 25 The M nenories cap, have dif ent erties.
I n our current tdRVicenMemazy complex pigvides torage {P(j@ f‘ﬁ' r nal

SRAM extahaabdméshgacbmbml(sﬁ@myh@ﬂzﬂ ITPhé\neRioRy b6ifiplRR thclidggquest er s
PCT/1BSC ADBotSe-pakn Biakiars: (T W) FBHPLAa 2 Puralfy ”Bgﬁ-qm“a"a%{ﬁ%—%&%e
sub- menor i Rgmriokie& SThe memories store tree structures, counters and anything else that the
pico code requires memory access for. Furthermore, the memories are used to store
data structures that are used by the hardware, like free lists, queue-control-blocks,
etc. Any memory location which is not allocated for trees or which is not allocated
15 for trees or which is not used by the hardware is by default available for pico code
use, like counters and aging tables.

Figure 13 shows a more detailed block diagram of the memory complex. The
tree-search memory (TSM) arbiter provides the communication fink between the
20 Embedded Processors (GxH) and the memories. The memories include 5 on-chip
SRAMs, 1 off-chip SRAM, and 7 off-chip DRAMS. The TSM Arbiter includes ten
Request Control Units (each one connected to one of the Embedded Processor
GxH) and 13 memory arbiter units, one for each memory. A bus structure
interconnects the Request Control Units and the arbiter units in such a way that each

25 control unit and its connected GxH have access 1o all memories.

The control unit includes necessary hardware to steer data between the
Embedded Processor (GxH) and the arbiters.

30 - - The SRAM arbiter units, among other things, manage the flow of data
between the Embedded Processor GxH and the on-chip and off-chip SRAMs.



four banks in the DDRAM, which can be |ogically accessed sinultaneously.
5 Part of the Mnenories are used for control nenories containing '

i nt er nal lywoWffgredat a structures, which have a hi gh pri argrgsoezersss s

conpared to the picoprocessors. This also all ows debugging of the chip,
since the picoprocessors can read the4gontents of the control nenories. 10
The arbiter supports read access, wite access and read-add-wite, whereby
an N-bit integEhe DRAMdADiteroUnks; among:ather things; enanages)the flowhof datani ¢

operation, 15 A | ' ' M nenori es,
such thapehﬁ?nﬂﬁémddgg?ﬁ%ﬁs%@%ﬁ dgﬁjtﬁ%?ﬁfﬁﬁﬁ%ﬁﬁ@%\lﬁ%@l S transparent.
The concept of trees as used by the-Tree Search Engine to store and
retrieve inforgation. Retri.eval . i.e., - ' rts and
del etes are doﬁgch %%é@'@ﬁ@tﬂ'@?% \Rﬁ%’%ﬁ&?é S%Qﬁggﬁ%eﬁhmi%%%f or
exanpl e, pyiierparts of tiedehipand has highbst accesspriorify.i on of an | P source
address and | P destination address. Information |Is stored in a control

bl ock called Leaf, which contains at |east the Key (as will be seen |ater,
the stored bitTheDRAN Memdtidswah!nin irhiwdmedegiofiaperatioh: | eaf can al so contain
additional information, |like aging information,. or user information, which

can for 25 exanple be forwarding information |ike target blade and target

port numbers. Ther eTpMambde: eMedApadcebs td thefaurdahkdin the DDRAMs doned t r ee
type searches, nanely: fixed matcE, §_oftwar.e managed treﬁﬁand Iardgest_ __

pref®x match. An opRifespating readr Wi AN WitenEgs, WRRIRPY, In &, [P8d: o ¢
during a tree sear GRinigdwt BEceésdb @hldt khe fobP bERKN BJead-Dhlymrdid swiite ch are
used to increase search performance. WO 01/ %76*752 I?'%(I_}US%IU&O?Q? I\ﬁ7 The
search al gorit hm f owindew; aecess ta any, ofhthg four-pgpls.is wiite oply, Using JPM- 4 ¢ hm
operates on input 465bE il | PBHRANE! aifbws! Sisarifigy soer éontidh signaish on

t he Key, accesses gﬁlg r‘ecf@%mghé DT), wal ks, thér@g?a thr ?5ghsgg]t‘tern

Sear ch . between the DDRAMSs and hence this saves some chip (which is

15 _ a very.scé_roe resource).

Non-TDM-mode. Memory access to the four banks in the DDRAM can
be a combination of read and write, which must follow some specific
_ rules. For example, one can do a read in bank A and a write in bank
20 C within an access window.

The TSM. Arbiter allows N Requesters simultaneous access to M
memories. When multiple Requesters want to access the same
memory, a round-robin arbitration is performed.

25
The M memories can have different properties. In our current
implementation, there are .three memory types: intenmal SRAM,
external SRAM and external DDRAM.

30 _ The M memories and N Requesters are homogeneous: any Requester

can access any memory.

" TR



Control Bl ocks (PSCBs) and ends up at a Leaf (Figure 14). There are three
types 5 of trees, each with its own search algorithm which causes the tree
wal k to ooggeiasgmcording to different rules. For exanpl epcif/@80k0?96d Match
(FM trees, the datastructure is a Patricia Tregi-VWen a Leaf has been
found, this Leaf is the only possibl e4gandi date that can match the input
Key. For Software Managed Trees, there can be multiple Leafs that are
chained in. a |inked Somé memoriesiase logivally divideddrtdsnultiplé 8ub-neemdrigs(like e

checked with the input Key, until has _.been upd.or until the
chai n has been exha&gv%&%ﬁs'g-t%ﬁ%w&@’nﬁ&l‘@ n F?g -Eq%ca'i%p%chts?%, whi ch
conpares the input lghultaridouslye pattern. stored in the Leaf, verifies if

the Leaf really nmatches the input Key. The result of the search will be K
when the Leaf has been found and a match has occurred, or KOin all other

case 15 Thﬁ inEnitZ Sna'rt) of ﬂftnﬁweuﬁnmtérerusgdrfg'r _&?ﬁtrdlfmédneriéwlcbmiain’n_ﬁg g
paranmeters: Key ., bi : e st be built using special picocode
instructions 20 pr i'B*te"ﬁtﬁt'f@.d &%ﬁr%’f‘r‘%?s'i‘ﬁg'gﬁtwgl% ; P‘?‘H@Yea Pnly one
Key register. Howevgimpsitéd & thesicdprocessomn. CThib afsosdldweaibbubing l6f the egi st er
can be used by the picocode to build the key for the. next_search,

concurrently with tGhP. BHee,{BBRICORTACRSSAE read thegoptents ghthe contiohe TsE

bashes the Key and mémoges.the result in an internal HashedKey register
(thus 25 in reality, there are 2 Key registers). KeyLength (7 bits)..
Thi s1¢egi ster contains the length of the Key in bits. It is automatically

updat ed by har dvar e. Tiiyiaioiter Sifciisead ackii, iite adSeds &R feRdeatcritd] t S) -

This is an index into the LUDef Table, which contains a full definition of
the tree in which t Hhesgby an Ndeitinteger isiaddedinthepontentssofithe memory in amvp
01/17179 PCT/ USO0/ 2 ; cribed. in detail later. TSRNr (1 bit). The
search results can ggetgglgcoé%éagt??her in Tree Search Result Area 0 (TSRO or
TSR1. This is specified by TSRNr. Wiile the TSE

15 A general address scheme is used to access the M memories, such
that the physical location of an object in the memory is transparent.

The concept of trees as used by the Tree Search Engine to store and retrieve
information. Retrieval, i.e., tree-searches and also inserts and deletes are done .
20 based on a Key, which is a bit-pattern like, for example, a MAC source address, or
the concatenation of an IP source address and IP destination address. Information
is stored in a control block called Leaf, which contains at least the Key (as will be
seen later, the stored bit pattern is actually the hashed Key). A leaf can also contain
additional information, like aging information, or user information, which can for
25 example be forwarding information like target blade and target port numbers.

There are tree types (FM, LPM and SMT) and associated tree type searches,
namely: fixed match, software managed tree and largest prefix match. An optional
additional criterium for checking the leaf during a tree search is the VectorMask.

30 Roping, aging and a latch are used to increase search performance.



5 is searching, the picocode can access the other TSR to anal yze the
results of a previous- search. Vectorlndex (8 bits). For trees which ‘have

t he Vect ayd/agisiwnabl ed (which is specified in the LUDgctaigbdorost he
Vectori ndex denotes a bit in the 10 VectorMask. At the end of the search,

the value of this bit is returned amF can be used by picocode. The input
Key will be hashed into a HashedKey, as shown in Figure 14. There are six
fi xed hash al gthe searsh aalgoritiwbl for Fdvh dreeslig showhrit  Figureot4rs The Seerth 15

function),, lt,i i fied in.the.lLUDef.labl i ch_al ithmwJl|l be used.
a"or ogr wRRIplorEEEs on Hhuk Raralprere. e el e Rel rRAbI 8 kAN o1 put of
A s Dot vl ol el it g gt o AR P
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m Ini.'m' zeSoithest;i)leaanrmh n{shrmt $esch aﬁbﬁ%&hﬁwﬂc}ﬁh tausesithe t:’taéw& toTecf&ue- f I fF _
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in the HashedKey register. 30 The hash function is defi ned such that nost
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49 index. Into.the Direct:Table (DT). The search starts wth_ an access
into the ¢9Mrares thejpput Keywiththe patternistorgd in the,Leph yeafigsdtined gaf really The -

address %Eﬂ:gb@tﬂeelﬁﬂuttmfy. Erhgesult df the st Wil OR Wieh Bife Deaf Rablbedipst bits
of the HashedKey, as wel'l as. on tree-properties. as defined in the

LUDef Tabl feund-and ajrgatsh hagiogeureds opKP4nall othes\sasehe DTENtry can be seen as
thggroot of a tree. Th_e 'p_articul ar tree datastructure that is used depends

on the tree-type.

The input to a search operation consists of the following parameters:

- Key . (128 bits). The Key must be built using spéci_al picocode instructions
20 : prior to the search (or insert/delete). There is only one Key register.
 However, after the tree search has starte'df, the Key register can be
used by the.picocode to build the key for the next search, concurrently
with the TSE performing the search. This is because the TSE bashes
the Key and stores the result in an internal HashedKey register (thus,
25 - in realiity, ihere are 2 Key registers). |

KeyLength (7 bits).. This register contains the length of the Key in bits. |t is :
automatically updated by hardware during building of the Key. »

30 LUDefindex (8 bits). This is an index into the LUDeff able, which contains a full
definition of the tree in which the search occurs. The LUDefTable is
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At this point it suffices to say that a Patricia Tree datastructure is used
for FMtrees, and extensions to Patricia Trees for LPMand SMTI trees. 10
An exanpl Qy@im{-,h-g use of an 8 entry DT is shown in Fi gurgecyisookéregan be
seen that the search tine (i.e., the nunber of PSCBs that nust be
accessed) can be reduced by using a Ddg Thus, by-increasing the DT size, a
trade-off can be made between nmenmory usage and search performance. 15 As
can be seen from Fi gleseriliéd. maddE'Elatery can cont ai gt he fol | ow ng
information: Enpty. There aré no Leafs attached t®this DTEntry. 20 A
pointer to a Leaf. There is a single Leaf attached to. this DIEntry. A

poi nter toTSRRBCB. T(l16tﬁt§1 Thesearcie résiits can be stréd eittidraw Tred SeartihResulDTENt ry.
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"Choice Bit Al gorithnt usefs a certain tricto bUI|d a binary search tree
based upon bits sel SCEUEP ¢ APREVIONSSERC P ed "rules” in a. set or universe
of rules. All. our exanples are couched in terms of Internet Protocol (IP)
30 headers, but a fixed forpmat header of an pe could be used i nstead.
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Al gorithm finds certain ts which are especially useful .
Testing the few bits in effect elinmnates all but one or all but a few
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There are six fixed hash algorithms available (one “algorithm” performs no hash
15 function). It is specified in the LUDefTable which aigorithm will be used. A

programmable hash function may be used to add flexibility.

The output of the hash function is always a 128-bit number, which has the

property that there is a one-to-one correspondence between the original input Key

20 and the output of the hash function. As will be explained below, this property
minimizes the depth of the tree that starts after the Direct Table.

If colors are enabled for the tree, which is the case in the example of Figure

14, the 16-bit color register is inserted in the 128-bit hash function output. The

25 insertion occurs directly after the Direct Table. l.e., if the Direct Table contains 2V

entries, then the 16-bit color value is inserted at bit position N, as shown in the figure.

The output of the hash function, together with the inserted color value (when
enabled), is stored in the HashedKey register.

30 - The hash function is defined such that most entropy in its output resides in the
highest bits. The N highest bits of the HashedKey register are used to calculate an



operations are also appropriate. The bit tests and conpares are logically
organized in a binary tree. The tree is mapped into a hardware enabl ed

st ruct ur ayd hyatnwest.s bits 10 at hi gh speeds. Such test ipggnso@iehdss | N | ust
one rule or a small nunber of rules (called a |eaf chain) which the Key

mght fit. In the former case, the Kggis then tested in full by the rule.
In the latter case, the Key is then tested in a lattice of tests using
conpar es index intd therDirect Table(DT).S Each rul-e-in the rule -set i-s associ ated
with an action which is taken if the rule is the highest priority rule
which fits the key. Rules can intersect (one key fits two or nore rules).
In that case, msearmmmmqessmmmmb'ﬁueJaD'lZEntaynsreadfrom that any
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processi ng segnents of said search argunment which conprise only those
partlOs of the entries which are necessary to:identify the next 30 (child)

node, and sai %ﬁé%ﬂﬂebftﬂéuseBﬂéﬁabmgmsﬁomhc#@ﬁeﬁsnh%aﬁbeseensurred or

a (leaf) node I'acki ngmsal d second information is reached; conparing

with sai dthaithe: pdire-thsnumbesof BECBs dhatonustba ascassad) cambey st or ed
in the nogguadd Wuﬁh aamfl TR, fbvnﬁaééslﬁ@mT si280a trallé-offcahibd Hagé partial

mat ch bet ween t he searc argument and said entry is.found.in said current
node, bachetwaermemaniugageand reaeh REHYMIANGEessing said first |ink
I nfq@r mati on of said current node; and repeating the previous two steps

until said at 5 least partial match.is found or said root node is reached.
Figure 16 stsvsanhe seepdom figwe 1%ea RTEN, car iGoptrin dhe ifellowdng ce.

Pref er abl isorfiafibn: Nt erf ace deV| ce chip has. at least two integrated
par al | el -to ser| aI

L ~ Empty. There are no Leafs attached to this DTEntry.
20 - Apointer to a Leaf. There is a single Leaf attached to this DTEntry.
A pointer to a PSCB. There are more than one Leafs attached to this
DTEntry. The DTEntry defines the root of a tree.

The Search Algorithm for a software managed tree and algorithm for
25 generating the tree is set forth in US Patent Application Serial No. 09/312,148 .

An algorithm termed “Choice Bit Algorithm” uses a certain metric to build a
binary search tree based upon bits selected from items termed “rules” in a set or
universe of rules. All our examples are couched in terms of Intemet Protocol (IP)

30 headers, but a fixed format header of any type could be used instead.
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ports which receive parallel data and convert the data to a high speed

serial” data 10 streamwhich is forwarded. over a serial link to the
swi t chi ngwW@Rihrfedevi ce. Data received from sw tching friistostas ce on a
hi gh speed.serial link is.cenverted to parallelsdata by another: DASL. An

enbodi ment of the Serializer/Deserialigger termed Data Align Serial Link
(DASL) is described herein. 15 At feast one DASL interfaces the sw tching
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16 Each rule in the rule set is associated with an action which is taken if the rule
is the highest priority rule which fits the key. Rules can intersect (one key fits two or
more rules). In that case, rules can be given priority numbers 1, 2, 3, ..., so that any
two intersecting rules have different priorities (an administrator must declare which
rule dominates if a key fits two or more). Thus if more than one rule remains to be

20 tested after the bit tests and compares, the rules are tested in order of priority. A
lower priority number designates a rule with higher priority.

If no fit is found at all, some default provision may be specified.

25 The search algorithm for the longest Prefix Matching method is set forth in US
Patent 5,787,430. The method requires entering at a node of said database (root
node); determining a search path from one node to another through said tree-like
database by successively processing segments of said search argument which
comprise only those parts of the entries which are necessary to identify the next

30 (child) node, and said second fink information until said segments are consumed or
a (leaf) node lacking said second link information is reached; comparing with said



switch adapters (SA) have a common interface. 5 Atthe input switch
adapters, various services from packet switched and circuit swtched

i nterfaceweearmel | ected andconverted i nto uniform m ni pesksésRetdsavi ng. one
of several possible fixed lengths), with a header containing routing
information designating the requiredbdutput port (and outgoing Iink) of
the switch. Sone details on the m nipacket fornmat and on m ni packet

gener at i orseaich argumeptian eniry stnresida theonederat which sald sereh path endedpand n t he
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swi t Bhi ng legstipartial matﬂas:fwn@rs’ad)motnodms rédadhied ent i npl enentations are
considered and will be described separately. In one 20 inplenentation, the

switch fabric conprises a self-routing binary tree for each input port,
connecting t heFigus@et8 shews rgpuembodiment off theo miginitswitohing ; fabiie dwlcbch fabric
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par al | el fﬁhthll A Sefial Enk (ﬁﬁS@ﬁQHbﬁnbaumibﬁ”n of parallel bit streans are
t hen converted |nto a high speed serial stream which is transported via a

transm ssion nediumto the WD 01/17179 PCT/ USOQ 20796 53 receiver of the
ot hgs nodul e. At st 6/¢ DIASL infbifares thel switching! fablic demsima sdfiaMinks! he .

serial bit of d ntoth t.rans L on DASL lements' the
nmet hod of Q?@i?é'f’ﬁ@‘%s%q&" &t@ H?@@e' JTF  deiive %swm?\
fabric device. Likemse, parallel data from swntchlng fabric device is oonverted to .
serial data which is del_l\(gred to the serial links. The serial links can be aggregated
to increase throughput.. .

20 . o o .

Stili referring to Figure 16, fhe switching system includes switch fabric 11,
input switch adapters 13 (13-I . .13-k) which are connected to the switch fabric input
ports 15 (15-l. . .15-K), :_and output switch adapters. 17 (17-l. . .17-p) which are
connected to the switch fabric at output ports 19 (19-1. . .19-p).

25

Incoming and outgoihg transmission links 21 (21-1. . .21-q) and 23 (23-. . .23-
r) are connected to the__Switch system by line (link) adapters 25 (25-1. . . 25-q) and 27
(27-\. . . 27-r), respectively. The transmission links carry circuit switched or packet
switched traffic from and to attached units such as work stations, telephone sets or
30 the like (links designated WS), from and to local area networks (links designated
LAN), from or to lnte_Qrg_ted Services Digital Network -facilities {links designated
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5in parallel into a plurality of portions each having n bits, wherein n is
a fraction of N, serializing each n bit portion of the data stream
transferriwwgoy@dwh serialized portion over a. corresponsgdmgsoonesef a
plurality of parallel channels; and deserializing#gach transferred portion
of the data streamto restore the dataszstreamto resentation as N bits in
parallel. 10 In the drawi ngs and specifications there have been set forth
preferred 1SDK)Yor from andtbiany othey eomimunication eystems) Farthermule, protéssogs

specific ter descr i, pti o hu en. USes oIo y in a
generic an@%@fﬁ?ﬁ?ggi@&f’{g syﬁﬁg, é)mﬁ'snlé ’ngpg t‘? QH&e

uom WO 01switdh adapiers{SAY hatsy' & Gomimbn iterfaces cl ai n"ed is: 1 1. Appar at US
conprising: 2 a self routing switching fabric device directing data i nbound
to the apparatus 3 fromidentifiable addresses to flow outbound fromthe

appargtus to | dAﬂhéiﬁpadsm&haddpmeanoMeﬁvm@m:ﬁ paciat switchied aﬁd‘dirﬁﬁt havi ng.

t r{ .an out put t fo afI w t herethro 6 a control
ot ot on gukched infeaseesns dponyeRl inautaE) PUURACK BB NGy
connect ed op sderl aaséamélf&adfléﬁgthsa vmhde\ﬁeaaeaadnthmm-ﬂrdiutnﬁgnhfoﬁham nt

processor, each of said interface devi ces havin m_conduct or

substrat e; Qﬁgﬁaﬂﬂ 8 requjred oufniit post Otgeing @B’%Qf m?rsﬁ’é@ oPomg getailhst r at e,

the 11 nughehe ﬁimﬁéukéuahﬁammhﬁam p?edeeaﬁn ih thesinpdtawitch @dapters
i nstruction nmenory formed on said substrate and StOI‘In 13 instructi ons

acceldi pl yand %ﬁﬂpﬂmwdh@&%@&r%"mb@%ﬂsdﬁ'ﬂtheygwgﬂ fedhemext ng dat a
passing thg gSai d device 15 accessibly to said interface processors;
and 16 a plurality of input/output ports formed on said substrate;

The switch fabric routes the minipackets via a fast self-routing interconnection

network from any input port to any output port. The structure of the self-routing

15 network is such that minipackets can be routed simultaneously internally without any
conflicts.

The heart of the switching system is the swiich fabric. Two different
implementations are considered and will be described separately. In one
20 implementation, the switch fabric comprises a self-routing binary tree for each input
port, connecting the respective input port to all output ports; the switch fabric
comprises k such trees in combination (if k input poris are provided). in the other
implementation, a bus structure with an output RAM is provided as a slice for each
output port, connecting all input ports to the respective output port; the switch fabric

25 comprises p such slices in combination (if p output ports are provided).

DASL is described in Application Serial Number 09/330,968, filed 11 June

1989. The DASL Interface receives data from a parallel interface such as a CMOS

ASIC, partitions the bits from the parallel interface into a smaller number of parallel

30 bit streams. The smaller number of parallel bit streams are then converted into a
high speed serial stream, which is transported via a transmission medium to the



17 at | east one of said input/output ports connecting said data 18 nenory
wth external data nenory; 19 at |east two other of said input/output” ports
exchangi ngodat7aze 20 passing through the interface devi ®PEeTRISOR029§ ext er nal
network 21 under the direction of said interface processors; 22 said
control point processor cooperating wd3h said interface device by |oading
23 Into said instruction mem)rxdl nstructions to be executed by said

i nt er f acereneives oftheothermaduleli A difierendiat drivee with aenjeol impedange devesthe sai d
dat a eXCh@%yﬁ %ural | k%/mﬂfﬁ\testra?l'gﬂn s?aor?}'lngﬁaf | ow of data through said data

menory;, said ace devi ces being operatively
connected with each of 27 the input and output ports of said sw tching

(o 51 oAb ek by s bt B 6 .
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accordi ng ata flow |nt aratu IS 2 passed
t hr ough aﬁanﬁﬁa'ﬂlae@Oaéfjﬂ@J%%mt?EFS&‘%PG‘G 3 “8@ch and
data 3 f NBHs1A phfdhg). Sai d apparatus is passed through an |nterface devi ce
out bound from 2 said switching fabric device. | S. Apparatus conprising: 2

a sHf routing switching fabric device directing data inbound to the

apparatus 3 foOfRel 8RWings and %pé&ﬁéz&ﬁ:ﬁﬁsthéﬁ hbﬁé’\’bééﬁ ket Ferth 'preteired

apparatus to identifjed 4 addresses, said swtc tabrl c devi c&e havi ng.

an input pEbedimentesf tarinyentiops hererdisclosed and althp

the description thus given uses terminology in a generic and descnptlve sense only
and not for purposes of limitation.
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6 a control point processor; and 7 an interface device operatively
connected to said switching fabric device and 8 to said control point
processor weahgint erface device having: 9 a sem conductpgrnsse®fhseat e; 10 a
plurality . of interface processors forned. on said substrate, the 11
nunber. of said processors being at leag4 five; 12 internal instruction
menory formed on said substrate and storing 13 instructions accessibly to
sai d i nt er What ispelgimegldsr s; 14 internal data nenory. formed on said
substrate and storing data 15 passing through said. device accessibly to
said interface processors; 16 and 17 a plurality of input/output. ports.
formed on $ai d Appgaratusicomptisingt | east. one: of said i nput/out put ports
connecting said interpal .19.d Jenory W t.h external ta menor at
e “two ot ner® Bl Sl swihiiciaBud Heviee eilbcite e nhRund @ie PPPRRKIS

~1 11311111 1fromliténtiflablé iddaresbes 16 Hiow duttiolhtiFesiOhe Sapparattis toaidentifiedt hr ough
the jnterfa @r@gew ce,W th an_external network 2 the direction of

sai ¢ inter gaid syitching 42 eé’éf?tha("mmﬁel"gmr%%q H"lmpeﬁtf?ut ports
accagml i shuggfbwtﬁérém,gbgﬁ-peed i nt erconnection between said interface
device and 25 said sw tchi fabric device; 26 said control point
procﬁessor cooped §91 PW"FH"%‘%F?PW %L face device by loading 27 into said

i nstz uction ner@?wrawém@wasaaeﬁeeél@péﬁ @shnb&ea%éawr&m&hﬁaeamwessors
28 in directin he exchange of data between said data exch an?
ry.

i npd / out pdew%ané to,said Control peint prAvessorgech efsa, iteriacedevices

9 a semiconductor substrate;

10 a plurality of interface processors formed on said substrate, the
11 number of said processors being at least five;
12 intemal instruction memory formed on said substrate and storing
13 instructions accessibly to said interface processors;

14 data memory formed storing data passing through said device
15 accessibly to said interface processors; and '
16 a plurality of input/output poris formed on said substrate;

17 at least one of said input/output ports connecting said data
18 memory with external data memory;
19 at least two other of said input/output ports exchanging data
20 passing through the interface device with an external network
21 - - under the direction of said interface processors;
22 said control point processor cooperating with said interface device by loading
23 into said instruction memory instructions to be executed by said interface processors
24 in directing the exchange of data between said data exchange input/output ports and
25 the flow of data through said data memory; and
26 a plurality of said interface devices being operatively connected with each of
27 the input and output ports of said switching fabric device.
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1 6. Apparatus according to Claimb5 wherein each of said high speed 2

I nt erconnection input/output ports has: 3 alogic circuit which parses a
dat a str eppoempmremented as N bits in parallel into 4 a pwusbldoywsof portions
each having n bits, where nis a fraction of N, 5 a serializer

comuni cating with said |ogic circuitggwich serializes each parsed 6
portion of the data stream 7 a pluralityof channels conmmunicating with
sa|1d seri-2l i zeAppatatusatsbming todCldint % wherein daflowindintasalt) apparatusiis d

nhnol o BEtoR8 EUGh ohubipd YR nBouREle i BPkapH Bpoc 0Rde e 10 data

stream and 11 a desenali zer comuni cating with:-said channels and which
ives geri data a tr ferr her e throu h and restores the
o Uee it opabuf BbSrdino 8 et QB! i Rt o Sad Bpaigi oy .
cora)r i si npassédahroogh lenlmteﬁam devicautbalird ford Raid¥vitchimgFabifydéfoedper at i vel y

connected to said control point processor and 4 having: 5 a sem conductor
substrate: 6 a plurality of interface processors formed on said substrate,

thel 7 nwrber paigtug agcord aerciarhﬁ Meﬁinﬂﬁa%mﬁngflgtoéat‘iéé I Jr%l 'tl I
I Nt er na i nstruction

Ms WO 79 P Q0 0796 '5
mar?ory foP?F@GdWEQFG !5%%!'&4@5’;8'05 °§F€ switching fabyig W@M& bly to
saigd int en&mﬁgﬁahpsﬂas@bammsl 588d roughtial MterfacB davite ' outisBRMddons 21 J;
:substrate and_storing data 11 passing f hrough sai d device acceSS| ny to.
safd i nt é%é\ﬁ"t‘ﬁh‘ @5‘6@""’312 and 13 a pluralliity. of. input/output ports |
formed on said substrate; :

1 5. Apparatus compusmg . .
2 - a self routing swrtchmg fabric device directing data inbound to the apparatus
3 from identifiable addresses to flow outbound from the apparatus to identified
4 addresses, said swutchmg fabric device having an input port and an output port for
5 data flow therethrough
6 a control point processor, and
7 an interface devrce operatively connected to said sw:tchmg fabric device and
8 - to said control point prooessor sald interface device having:
9 a semxconductor substrate |
10 a plurahty of interface processors: formed on said substrate, the
11 number.of said processors being at ieast five;
12 internal instruction memory formed on said substrate and storing
13 instructions accessibly to said interface processors;
14 internal _data -memory formed on said st_ibstrate and storing data
16 passing -th_reugh said device accessibly to said interface processors;
16 and , 3 -
17 a plurality of input/output ports formed on said substrate;
18 at least one of said input/output ports connecting said internat
19 data memory with external data memory;
20 at ':!ejast two other of said inputloutput ports exchanging data
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14 at,least one of said input/output ports connecting said.internal 15
data nmenory with external data nmepory; :16.at |east two other of said
i nput / ougwropei® exchanging data” 17 passing through thgcindeghdrage devi ce
with an external network 18 under the direction,ef said interface
processors; 19 said control point procsgsor coopéerating with said interface
device by loading 20 into said instruction nenory. instructions to be
exe2t ed bydsgi'd inteL f apésging)msghmeiﬁférfaaedbwd Wémfarﬁ]m?rfmnm?ag( of data
betygeen sai ata exchan 1 nput/ out put. port ng:#x:22 the ow 0 ata
Chroi h said data rrermry?’ﬁdﬁﬂﬁg. irgeionof <8l ipterface fOREESABYi ce having two
\%@3 speed i nt e(rjconnect | ab least two oﬁgcbfgﬁidb@ﬂumtpuhzﬂ@g a&,l‘élniblﬁgmg'?c‘a circuit
[ parses a data stream presented as iits in pacrallel into a
pl uﬂ;l ity of portions ea?'whmﬁﬁa‘fﬁ'%m%?h%qu $§g

interfacerdeyigeiand of N;
28 26 seri alizer comuni cghidrevitohing fatsricddvigd: ¢ circuit which serializes each

29 rsed portion of the data stream . 30 a plurality of channels
con#ﬁni cating vﬁ?%"%’ﬁﬂpg'@ﬁrap?sﬁ%c%fm?m@ﬂWM@W@"’G&@&W!@&, t he

nunarer of o shié ieROEHdh MEMDY ivdtidtiohto badxbEfed b B i@ R6CesBlg | 0N
an%q one of said channel s bei n%ﬁ 33 associated w each of "sald panted
.pofd i ons Wydirestingithe exchange of data betweensaiddata pxchange inpsitfoutputportsandai t h

saizh channgiesfiow6f ddth Mroligis Said Aata hemvpy.| @l data streans transferred
t heret hrough and restores the data 36 streamto presentation as N bits in

parallel. 1 8. Apparatus according to Caim7 wherein . each of said high
8 Ef‘iﬁ; 17\54\' ?C%_)Ngc%ﬂﬁé.#gg'za%rdﬁ'\b' H |Cihind ! 5! Whérein each bt 'ddid ! high! spded® ™ VO
interconnection input/output ports has:

a logic circuit which parses a data stream presented as N bits in paralliel into
a plurality of portions each having n bits, where n is a fraction of N;

a serializer communicating with said logic circuit which serializes each parsed
portion of the data stream; '

aplurality of channels communicating with said serializer and transferring data
streams, the number of said channels being equal to the number of parsed portions
and one of said channels being associated with each of said parsed portions of the
10 data stream; and
11 a deserializer communicating with said channels and which receives serial
12 data streams transferred therethrough and restores the data stream to presentation
13 as N bits in parallel.

© 0 N OO b N

7. Apparétus comprising:
a control point processor;
an interface device operatively connected to said control point processor and
having: ' '
a semiconductor substrate;
a plurality of interface processors formed on said substrate, the
number of said processors being at least five;
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58 2 interconnection ports; is., connected to the other of said;high speed
I nterconnection 3 ports whereby data flow 'through said interface device
passes frewog@nednterface 4 processor thereof through pérmsdord®e connecti on
ports to another of said interface 5 processors. 1 9. Apparatus according
to daim7 further conprising a self rd@ting switching 2 fabric device
operatively directing data inbound to the apparatus fromidentifiable 3
addr eéBses. to flow outittemal instactiommemenirfared on said aubsirate anttistesibgs and

whereén 4 each of s?h @}g%éée&gmﬂb'ﬂ%%@at aﬁ# é&&é I's connected to

sai d Switching fabri rough t he appar at us
passt® i nbound from dnterriahidats. mamorg fprmedemosaldcsubairatesand storing datari c

devi g and outbound oyl by o 4B Gl e "

proct®si ng conpl ex iramdudi ng N processors, where N > 1; 3 a plurality of

ougout put POr Ll % Al nABut PR BrARRRRRL 0L (MO,
S e et et e o
Si 32 C positi gned I n ag @ngﬂhéggwgr%%?ﬁe% 9 output ports, said
at |gmst one DOM Side I\/A@t jeast twas othgr egsadhpiﬂoetpﬂhportéﬁxéhmumgﬁatg t he

ngicfigﬁgdd?tnaslaiodogg\%tp g#t’iqlﬂmlig?‘ lﬁ?ﬁg&a&.ﬁde@n@é D%EJ ﬂ@g%esm ng

conpygx and the at |east qpder¥¥biréttibn oflsaldl‘rﬁt@rfawdrotéssors'onnector system

operatlvely coupli,ng th UP Si de En d t h

Si det®nQuel DeQJesaﬁg%[ﬂ? %@%ﬁéw HﬁP e%‘%ge %‘f’?% lﬂaéng ingl e
L oot o s A 1t
the 41 ngl e KiAitRsting thegxena 039' %@%%WW : tﬁp tports a :

22 the flow of data through said data memory; and _
23 said mterfaoe dewce having two high speed mteroonnectlon ports, each of
24 - which has: o . . :
25 a logio oircuit which parses a data stream presented as N bits in
26 _ : parallel mto a plurality of portions each havmg n bits, where n is a
27 fractlon of N;
28 - a senallzer commumcatmg with said Ioglc clrcurt which senalrzes each
29 . parsed portlon of the data stream .
30 a plurallty of channels oommumcatlng with . sald serializer and |
31 . transferring data streams, the number of said channels being equal to '
32 : the number of parsed portions and one of said channels being I
33 assoclated with each of said parsed portions of the data stream; and !
34 ~a desenallzer communicating with said channels and which receives
35 : serial data streams transferred therethrough and restores the data
36 stream to presentation as N bits in parallel

1 8. Apparatus 'aeeording to Claim 7 wherein each of said high speed

_— RECTIFIED SHEET (RULE 91)

[

N



RECTI FI ED SHEET ( RULE 91) '1111' 11 ~1'11u" 111111 ~ h 111 /11_1 WO 01/17179
PCT/ US00/ 20796 59 1 11. The scal.abl'e. Net wor k Processor of CI aim 10

wherein. tweomnmector system 2 includes 3 a first convegghss d;,'?gul e, 4 a
second conversion nodule, 5 said--first and second conversion ul es

having. parallel inputs, serial 6 outpusg and being connected in the UP.
side; 7 a third conversion nodule; and 8 a fourth conversion nodule, 9
sai d tird civerconnestionpots és conhettedrtolihe othee o said. hlgl'ctdeedhmerdiﬂmé@lidrﬁ' 10

h
DU (Par 2phd wiBhie'teta BEN RRB ST PR defic Hasmeh o oo e daien
| i ne it er copresessarghereof thweughnsaid dhterdonneetionaports foparicther’ oft s fritéFace0r

secon% conve 'cg nodul e with at |east one of the serial inputs of the
third or fouhﬂn gs ‘ersion nodule 4 when input/output ports of a single

Net wor k Processor are to be coupled. 1 13. Apparatus conprising: 2 a first

cecond netvoPk praRdtR heithding C @ §hdhg Forrinnd,a S pamawohing 4
and 52 connﬁmordemetoﬁmméwrmmtdawnbbm fo thé tapj aﬁtherHaﬂgﬁ?lsr% t aggd

k connect Q em i ncl udi
Socond 7 moRRERSE S 1B HORGLBH sroRiine apbarae b Herdlied ARdmesen and wherein p
path @& the &actsof sa&l high epeéd mmo:mmpdné l3conneaed t@%%&)&eﬁh@m
ch one having a serial input unted in

;hwggt LO r t'{#ﬂ L’Xaaﬁé{%mllg @%Mﬁpaﬁﬂs inbrungSram ane interface

processors; processor to said switching fabric device and outbound from said switching fabric

7 device through another interface processor.

1 10. A scalable Network Processor comprising:

2 a processing complex ihcluding N processors, where N > 1;

3 a plurality of input/output ports;

4 at least one UP Side Media Access Control (MAC) module that processes
5 ingress data received from input ports;

6 an UP Side EnQue/DeQue Scheduler positioned in an up path and operatively
7 coupled to the processing complex and the UP Side MAC:

8 at least one DOWN Side MAC positioned in a down path and coupled to the
9 output ports, said at least one DOWN Side MAC processing egress data and

10 forwarding the processed data to output ports;

1 a DOWN Side EnQue/DeQue Scheduler positioned in said down path and
12 operatively coupled to the processing complex and the at least one DOWN Side
13 MAC; and

14 a connector system operatively coupling the UP Side EnQue/DeQue
15 Scheduler and the DOWN Side EnQue/DeQue Scheduler so that the input/output
16 ports in a single Network Processor or M Network Processors, where M > 2, are
17 operatively interconnected wherein data is exchanged between input/output ports in
18 the single Network Processor or the M Network Processors.
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11 a first conductor connecting the serial output on one of the nodul es on
the UP 12 side wth the serial input on one of the nodul es on the DOWN '
side of tweofd7tat 13 network processor; 14 a second CQirdussbésorssOnnecti ng

the serial output on one of the nodules on the I TILITIT iilill VIl VIII
1 111l RF . FLED SHEET (ULE-" n(r)im%® 01/17179 PCTNSO0/ 20796 60 15 UP
side with the serial. input on one of the nodules on .the; DOM side of the

second - 16 -network processor; and 17 a third-conductor connecting the

711 nQULPH. g Enab HotdBA b Eoaliot il 1Dy R chifeciy bR ©

second 2oduneludesi . 1 4. The apparatus of Claim13 further including: 2 a

fourth %onductorafﬁé}g.‘%ﬁg% Mrﬁ% ther serial output in the nodule on the UP
'K i i '

3 side of the sécon essor with the serial output of the nodule
on the 44 down alaéeondcumterémmmodnle;v\ork processor. 1 15. A nethod

ot of San 1 nt e PRBCHre} apricaseond' cerrshr: Biculve il Bt HeDlE B « ' ougn
a pluraity of int erbnﬁpatsahdrbeingaamwestedrmmaside the interface device; 5

di vi din t he mbqﬁt"g dat a. f|OWI@ first portion to be redirected by a
6 svu'tc I ng f abPi 8‘?/?"853‘%8‘ gu o884 portion to be tenporarily stored

apart fgomthe afourth teriversiori madule, device; 8 directing the first portion to
a switching fabri i ce.and the SES9 rtion 9 to el.ement; 10
o v B Dt B AR Byt Sle Souis 8B aBd bhRmsen o Ry rsl.
outbounn@ 11 from t hinpats| par’allét@utmnsanddmgeannéaedmmmmydé]e first and
second portions; and 13 directing the reconbi ned data fl ow out bound t hrough
an output port in

1 12. The scalable Network Processor of Claim 11 further including a transm|ss|on

2 lineinterconnecting at lgast oneof the serial outputs of the first or second conversion
3 module with at least one of the serial inputs of the third or fourth conversion module
4 when input/output pbl_t# of a single Network Processor are to be coupled.
1 13. Apparatus compnsmg
2 . a first network processor having an UP data path and a DOWN data path;
3 a second network processor having an UP data path and a DOWN data path;
4 and : : : .
5 a connector system interconnecting the first network processor and the
6 second network pro§essor, said connector system including first and second
7 wmodules with each Qo_n,_.e having a serial output mounted in an UP path of the first
8 network processor andthe second network processor; third and fourth modules with
9 each one having a serial input mounted in a DOWN path of the first network
10  processor and the second network processors; N
11 afirst conductor connecting the serial output on one of the modules on the UP
12 side with the serial input on one of the modules on the DOWN side of the first
13 network processor; | T
14 a second conductor connecting the serial output on one of the modules onthe
-
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14 accordance with the execution of the instructions by the interface
processors 1 16. A nethod according to Claim15 wherein the step of

comuni catwoguviri® data 2 flow t hrough t he pI ‘urality of pbEkeEbaFss
processors conprises parsing the data flowinto 3 portions and
distributing the parsed portions anong ®@e plurality of interface 4
processors for handling in parallel. RECTIFIED SHEET (RULE 91

15 UPsidewiththe senal lpput onone of the modules on the DOWN side of the second

16  network processor;’ and .

17 a third conductor connecting the serial output on th'e other module on the UP
18 side of the first module with the serial input on the other module on the DOWN side
19  of the second module..

14. The apparatus of Claim 13 further including:

a fourth conductor cbnnecting the other serial output in the module on the UP
side of the second network processor with the serial output of the module on the
down side of the first network processor.

BN

15. A method comprising the steps of:
receiving a data fiow inbound through an input port of an interface device;
communicating the inbound data fiow through a plurality of interface
" processors embedded in the interface device; :
dividing the inbound data flow into a first portion to be redirected by a
" switching fabric device and a second portion to be temporarily stored apart from the
B switchin fabric device;
' directing the first portion to a switching fabric device and the second portion
. - to a memory element;
receiving the first portion at an interface processor as a data flow outbound
- from the switching fabric device;
N recombining the first and second portions; and _
_ directing the recombined data flow outbound through an output port in
accordance with the execution of the instructions by the interface processors.

W 0O ~N O b W N -
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16. A method according to Claim 15 wherein the step of communicating the data
flow through the plurality of interface processors comprises parsing the data flow into
portions and distributing the parsed portions among the plurality of interface
processors for handling in parallel.
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