1 28 April 2006 METHOD FOR STORAGE AND TRANSPORT OF AN ELECTRONI C

CERTI FI CATE This invention concerns a storage and transport nethod for a
X.509 type certificate. 5 The electronic certificate, like for exanple
type X. 509, is a collection of information for everything concerning the

I dentification of a holder electronically. This certificate is given by an
accredited authority that undertakes to ildentity the hol der2gRpspsfiong
such a certificate. This is why, according to the | evel of undertaking of

the authority gj\vi 1 L | der
provi des guar anvgeﬂggp 'qugﬂ.mh%/iﬁ[g?@g %W%Ehﬁﬂm s
his identity. This certificate is scG&F&T'F&QAW conposed of a part
corresponding to the issuing authority and a part corresponding to the

hol der of the_certificate, which is called "explicit" éE Th;gﬁrt

cor r espondi ng TS {nvensignsmoeyng ansterageiandi tansnast mathod der aXo0P tyrgt es
given by this HHL&%Fé'ety. This part is called "inplicit". To render these
two parts insggar 5, a certificate conprises a signature witten on

these two parts by neans of the authority's private key. Wen such a
certificate i Theeekictredid tertifizats,dikegforsexaraple type X.50@tisra dalleclion of

ified thanks to th blic k f the i ' tharity. Thi b
found in the b¥etmelion: BroEveriRIg CanamPge thes HamTEaIRA, Py Rolder " °
i ndi cated ab : ' j f t jC f
ItheI certificgreg:trsowg%r@:ég@.gu %@lec‘lafcéﬁ? ﬁlﬁ%@?o e%/e‘%dr é% ggé\@tra Ié;lmgérg g%tg a

storage unit yAtiefakOSEY idntitpthe\Rbideapokbessingtsuchrd céitifiaate. which is the
certificate of 25 the issuing authority. 2

This is why, according to the level of undertaking of the authority giving
10 the certificate, they can demand that the holder provides guarantees of

his identity, for example that a notary confirms his identity.

This certificate is schematically composed of a part corresponding to the
issuing authority and a part corresponding to the holder of the certificate,

which is called "explicit”.

15 The part corresponding to the authority can be identical for all the

certificates given by this authority. This part is called "implicit".

To render these two parts inseparable, a certificate comprises a signature

written on these two parts by means of the authority's private key.

When such a certificate is received from a storage server, the signature is
20 verified thanks to the public key of the issuing authority. This key can be
found in the certificate originating from the issuing authority. As indicated
above, the signature allows one to verify the authenticity of the
certificate's contents. These certificates are generally stored in a storage
unit of a computer, as well as the root certificate, which is the certificate of

25 the issuing authority.



28 April 2006 There is thus an interest in disposing of a certificate
stored on a renovable support allowi ng the authentication nodule role to
be used in this way. For this reason, a sinple diskette is sufficient to
transport the certificate, 5 support used at tines to transmt such a
certificate to a user. Nevertheless this principle does not offer
sufficient security for the storage of the private key, whigfaipsil2o6e
necessary for on line transaction operations. This is why the aimof this

invention is £0 assure the portabiljty,.of an 10 el ect.ronic certjficate and
Lhe securi ty DRednis husass’ Msrestnin Kigposing; 87| sy iiinate: jsiarethion 3

certificate ir‘érﬁWab‘i@t%ﬁgBBFt ﬁhﬁvﬂﬂg%e é&ﬁ?ﬁfié&idﬁ%&&mé eI HETusett aﬁ

i dentity usurpation, aut hori1zation non-desired transactions or the
reproducti on this wapnsactions (replay). This aimis reached by a storage and
transporting nethod for an 15 electronic certificate, said certificate

the hol der of GBS B98N, oheknln Aakeds i SaTPcto st Berelicetne
i ssui ng aut haygprt G 8CtiRe538 drdri3mit 5@ ?'derﬁﬁc&ﬁﬁrt& aot‘]sefrhe hol der section

is contained in a removable security nodule and that at [east the
authority section is contained in a host 20 conputer. This nmethod al so has

t he advant agdNeverthadess this prisciplexdoes nobdffer suffiicientisesusityofosdhe sterage
security nodul.e, This nodule can have the form of .a mcrochip card, a
rodul e it ivaen v alseke, Sel 38 glscoeteRsal) st ot TRBHCIOR « hou
contact. 25 rdfigHysaction programes on Internet require an
aut hentication by a X 509 type certificate. It has been established that
part of this certificate 3

This is why the aim of this invention is to assure the portability of an

.10  electronic certificate and the security of the private key.

In fact, it is important that this certificate is not used for purposes
uncontrolled by the holder, such as identity usurpation, the authorization

of non-desired transactions or the reproduction of transactions (replay).

This aim is reached by a storage and transporting method for an
15  electronic certificate, said certificate having an authority section for the
issuing authority, a holder section for the holder of the certificate and a
signature section determined by the issuing authority, characterized in
that all or part of the holder section is contained in a removable security
module and that at least the authority section is contained in a host

20 computer.

This method also has the advantage of reducing the quantity of
information stored in the security module. This module can have the form
of a microchip card, a module with PCMCIA or USB interface, or even a

transmission module without contact.

25 The transaction programmes on Internet require an authentication by a
X.509 type certificate. It has been established that part of this certificate



28 April 2006 can be common to a | arge nunber of users and represents the
section suitable for the authority (inplicit) emtting such certificates.
It is thus advantageous, thanks to this invention, to store only the part
suitable for each user (explicit) in the renovabl e support, in our exanple
5 this security nodule is a mcrochip card. This avoids a redundancy of
data thus better use of the menory. In fadt, in these nodul g Apdataoe
storage having contractual type contents is preferred such as the
transactions carried out by the holder. Although this certificate is,.
fractonared,  CHa & GRAVIPY tBrd (a1 GUMERS O lerbla i regiasenis S seEliBhe o
the authority | ~al ; | deS i he rel ation

bet ween t hese ?%Belﬁ?léq %@@hﬂ%*l@lﬁgeﬁe@ﬁgngﬁhﬁ ed?ﬂm%é%g% s is nodified,
t he uni que i mage cannot be identical to the value of the cal cul ated

aut hent i cat i onltvistthushadyantageousythainkst toethis sovenficnt teostare amy tthespart

i t . 15 By, si t der.st, th t 1 i st i
deternining a SURHEAT FagH (e (FROED A dBRaPEGM BT SupRPE" 1t BRBIAIRS) o
Hash functign thﬁ@éewgﬁh%ut@rlg £REroRhip EarkNThidAlGiHS d f@ﬂﬁd@)ﬁcw datavat e

key of the entity signs. The algorithmused for the establishnent of

this signat urthussbetterarser gfigtheanenforgsn asymmetrical type. 20 For
verification of such a signature, one uses the public key of this entity
to deci pher the received signature and . this value is . conpared with th
esul T of the OreGadn tege P ed A, oot EYHE £y SRR e Sateritfs e
deci pher ed val el Slieh 48l Ul iRegoAs eaffedbut by e tiolddd cate i s
considered to %’% aut entpc ang Flave data integri ty? 25 The i nvention wl|
be better understood thanks to the follow ng detailed description, which
refers to att adlteeugh dhsngertifidatehisarfeacfionateds the neignaturei ohtthee issuingl e,

'n which: 10  authority on the ensemble of the authority sections and holder allows re-

establishing the relation between these two entities.

Therefore if one of the two parts is modified, the unique image cannot be
identical to the value of the calculated authentication with the public key of

the issuing authority on this signature.

15 By signature, one understands the process that consists in determining a
unique image of the data considered by this signature (by a Hash function
for example) and encrypting this unique image by the private key of the
entity which signs. The algorithm used for the establishment of this

signature is an encryption of an asymmetrical type.

20 For verification of such a signature, one uses the public key of this entity
to decipher the received signature and this value is compared with the
result of the unique image carried out on the data to authenticate. If the
deciphered value and the unique image are equal, the certificate is

considered to be authentic and have data integrity.

25 The invention will be better understood thanks to the following detailed
description, which refers to attached drawings, which are given as a non-

limitative example, in which:



4 28 April 2006 - figure 1 represents the verification of the certificate
of the issuing authority, - figure 2 represents the configuration show ng
the two parts of the certificate, 5 - figure 3 represents the

aut hentication of the reconstituted certificate, - figure 4 shows the
processi ng nethod of a transaction, - figure 5 represents the

aut hentication nethod of the tine, - figure 6 shows the conggg%th006
signature on the data set, - figure 7 shows the sent nmessage. 10 Figure 1
represents the_extraction of the public key of the rogot certificate by the
security nodal 894 Trrepresents dhei yerifigationcal i the; pertifieats fofcthe issuipge

I ssui ng aut h%hitﬁcy-thhi s unit asks the STB host unit to send the RCA root

certificate assocrll ted with the holder's certificate TCl1. This root

certificate contains the public key 15 CAPU of the issuing authority. This
key al | ows autfigurei 2atréprgsents fio deonifiguratiarorettawing ethec éwoi padat ef wheh t he
inmplicit part gr%d fhe explicit part of the holder's certificate. The STB

host unit sef85MCAIS root certificate to the security nodule SMto extract
the public key CAPU. At the tinme of the installation of the holder's

certificaie LRghRe3septesehis tHdalBentibatidrmbt ﬁfe %&oﬁeﬂﬁﬁéd%éntﬂ&té,ggge H5

that is the result of the Hash function on the root certificate
Concurrent with the extraction of the public key CAPU (see nodule X) the
Hash functi onfigdrecdshpws thatprocessingenethediof@ ansastioaxplicit and inplicit
data of the root certificate (explicit = part of the issuing authority,

implicit = 25 t of,l ' L £ : I ssuing aut hority)
and the resul FQQ{I-eIS5 ?%%'Ieggﬂ%%goé*thgpﬁggtie %‘%?’i‘é‘k &gﬁﬂeeﬁ'ﬁg'i nitially stored.
If the two values 5 28 April 2006

- - figure 6 shows the conclusion signature on the data set,

- figure 7 shows the sent message.

10 Figure 1 represents the extraction of the public key of the root certificate

by the security module SM.

The root certificate RCA is the certificate of the issuing authority. This unit
asks the STB host unit to send the RCA root certificate associated with
the holder's certificate TCI1. This root certificate contains the public key

15 CAPU of the issuing authority. This key allows authenticating the holder's
reconstituted certificate with the implicit part and the explicit part of the
holder's certificate. The STB host unit sends this root certificate to the
security module SM to extract the public key CAPU. At the time of the
/installation of the holder's certificate in the security module, the latter

20 conserves the image H5 that is the result of the Hash function on the root
certificate RCA.

Concurrent with the extraction of the public key CAPU (see module X) the
Hash function is carried out with the block B on the explicit and implicit
data of the root certificate (explicit = part of the issuing authority, implicit =
25  part of the authority having certified the issuing authority) and the result
HS' is compared to the referred value H5 initially stored. If the two values



differ, the authentication operations are stopped and the host unit is

I nformed. Wen the two values H5 and H5' are equal, the public key of the
issuing authority is safeguarded and can be used for authentication
operations of 5 the holder's reconstituted certificate. If the STB host
unit does not dispose of the root certificate, it can nmake the request on
the Internet network near for exanple to & site having a cepgiAfprl2066
directory (CDir) allowi ng access to desired certificates (CAL, , n).
10 In figure 2, a first smart card SML is represented in which the explicit
part TCEl of differ, Hbedarthentigation agperadionscaea steppadsiang dhet Begld unily thi n
the STB host . }b I s access software to Internet BR currently called

navi gat or. vaﬁﬂk Sgrd to the authentication functions, this programe has
security 15 software SA that carries out the interface with the smart

card. It is akNghealthe thvo ‘alaesH3 ahbeHbeats éqoal ¢he publis kelyadfethendsbiegause
of this, contains the data of the authority section TCll, The STB hos
unit is |inked@uthprityds saiagusrdedangbeany beyused fruthesticatiomape@tionsicede

to the seryer P S| ain the data of 20 the issuing
authority u@jgﬁ??}fdgggérplcéHE%@E%cfE?@@cgfgﬁe TSAu and the data about the
root certificate directory CDir. At the tine of the transfer between the

security nodulfetheMBT@HosthenibtBeshostt dispose dfithedabh ceetifiatagit toant imakeol der
section TCEl are sent to the host wunit according to a proced_urg@starti ng
at the securi the feauest onshe leiasnet NeiweRK neai foroexampletp @ $ife FaViker i bed

S I P G e S,

integrity of E:a one 'w proce
CA2, CAn).

10 In figure 2, a first smart card SM1 is represented in which the explicit part
TCE1 of the holder as well as its secret key TS1 are stored. Within the
STB host unit, is access software to Internet BR currently called

navigator.

With regard to the authentication fuhctions, this programme has security
15 software SA that carries out the interface with the smart card. It is also
able to transmit the certificate in its whole and because of this, contains

the data of the authority section TCI1.

The STB host unit is linked to the rest of the world by Internet for
example to accede to the servers PS1, PS2, the sites to obtain the data of
20 the issuing authority CauD, information about the time TSAu and the data

about the root certificate directory CDir.

At the time of the transfer between the security module SM1 and the STB
host unit, the data relating to the holder section TCE1 are sent to the host
unit according to a procedure starting at the security module

25 preponderantly.

This operation will be described in more detail further on.



illustrated in figure 3. The nmultinmedia unit or host unit, represented here
with the STB bl ock, transmts the data of the certificate contained in the
destination host unit of the security nodule SM For this purpose, if the 5
"authority" part (inplicit) is contained in its whole in the STB host unjt,
It is possible to store part of the "user"” data (explicit) in the host
unit too, the rest being placed in the security nodule SM 73Ro3fidebe are
organi zed in nodul e A supplied on the one hand by the STB host unit, and

on the other _hand by data TCE1l of the menmory of the 10 security nodule. It
i s inportant e Metificatianeot the integrityafthisceartidicatenits deee with thevprraassar e

not sinply s | te.fOr.. t : .S the
security mdﬁ'fl}eﬁ}éﬁf%ﬁﬁ@%ﬁméﬂ lte"(tn(%[gj'eér gjﬁ ﬂo‘?l?ﬂ%llé&@&t%%?ée%%ﬂgp ﬁ?éu ed by
nodul e A, ar avittethe STB bidckndraisntite tHel Babpof thel wettifiizde foontained in the
certificate CERT in view of being sent towards a service 15 provider.

Modul e A operdgstisatien hosy el ehthe seaurityr woduia St Eot His pwpesei fdhe

ol ement o e SHBORERY OfbIcRL FEbo AR LRGN BRGICH P STBPART & R one
extracts the ppisgibid t6 StoreGhdrt fof aRe t"igefradistar (exph€it)t inf theai@staaiit fwb, fthem t he
STB host unit (see 20 nodule X). The gathered data, excluding the

si gnat ure SCrast bgieg planed ip thewacerity moskile B4 t he task of determining a
uni que image fromthe assenbly of those data. This inage is obtained by a

Hash functio | gl L ect] : - W o)) LS [ ' ried
out on the dgthggge t|5n£rtz§ % egilééybm%l}%??é%%i O%Cﬁ%; o}‘\i?jtrglhsd g&%ﬁ%t ed
that there dSaB host emit,sandiay tHefdtReeRbndayedateeT CEWhofcthegneasory fuf thene

result as this function. This image is produced by a unidirectional
f unct i onl@nds@funityumodsls it ypdmpertantitenotenkengsthat the data TCE1 of the

security module are not simply sent to the STB host unit for treatment but

that there is the security module SM which controls the operation.

The data reconstituted by module A, are redirected towards the STB host
unit and form the certificate CERT in view of being sent towards a service

15 provider. Module A operates as a synchroniser and reconstructs the
certificate according to the predefined format and disclosed by the
composed block of elements TCE, TCI, SCAT.

In the certificate reconstituted in module A, one extracts the signature
SCAT from the holder's certificate coming from the STB host unit (see

20 module X).

The gathered data, excluding the signature SCAT, are sent to module B
that has the task of determining a unique image from the assembly of

those data.

This image is obtained by a Hash function (unidirectional and without
25 collision) which is carried out on the data set in a precise order H= f
(TCE1, TCI1). It is admitted that there does not exist any different data
set, which gives the same result as this function. This image is produced
by a unidirectional function and without Hash type collision. The used



28 April 2006 algorithmcan be of type SHA-1 or MD5 and this inage
expresses the data set singularly. The algorithmtype to use is specified
in the certificate. This inage is safeguarded in nodule 131 for future
use. 5 To verify if the two parts of the certificate are integral and
authentic, the security nodule SMextracts the signature SCAT of the
certificate and deciphers the latter in7nodule C thanks to bHile RiiRloog key
of the authority CAPU. For this operation, one considers the paraneters

contained in the 10 certifjcate, which Oll\ﬁécri b& E,he_ ki nd of sigenaiure and
the I ength AIOPAthMLAN benohdrg SHA-1: RE MPeaRd dbis, inage Lxpresses eyl at ed
and conpare : Lgue image 131. |If the two val ues correspond, the
certificat edqéstgaéu%{%mrgméw'and can be used for future operations disclosed
by nodule E. In negative, the smart card SMw |l refuse every transaction
oper ati on arthevdlgofithiortype 16 tbe iSTepauifed imithe Eerlicated Brisvimnage is
foll ow ng operation, which consi its I n authorizing a transaction. |If the

[

previ ous t estafgguardedin medulecRi fonfubure yse.certificate is positive (see
nodul es D and E of figure 3) the STB host nodul e can send the transaction

signed tq a P@Wﬁ% ﬁstiaest:\a/l%? pﬁo?tgucﬁ‘ theddstifitaRNafe fifBgRe drid hefrshtiey thedul e F

of the security ul e e that contains the acceptance rules. In
fact, it is gumssitplreotule 8M extriacts thersigmaturarBCAT of the cenificatatand | i st

f the instifutes, which ar t by the hol der. of t | 1) dul

S0 Tooen . ahihemhecbte 1 rSETR Ccnait 158 b g Bl v
certificate.ngu Once the transaction has successfully passed the filter of
nmodule F, it is ‘presented at nodule B, which calculates a Hash function H2

on the assenbly of the transaction Q The result B2 is stored for
subsequent For this operation, one considers the parameters contained in the

10 certificate, which describe the kind of signature and the length of the keys.

In module D, the reference value B1' is calculated and compared to the

unique image B1. If the two values correspond, the certificate is authentic

and can be used for future operations disclosed by module E. In negative,

the smart card SM will refuse every transaction operation and will inform
15 the STB host unit.

Figure 4 shows the following operation, which consists in authorizing a
transaction. If the previous test on the authentication of the certificate is
positive (see modules D and E of figure 3) the STB host module can send

the transaction signed to a server PS1, PS2.

20 A transaction Q can be filtered by module F of the security module SM,
module that contains the acceptance rules. In fact, it is possible to
determine a maximal amount or to enumerate a list of the institutes, which
are accepted by the holder of the security module SM. These conditions

can include a date of validity limit of the holder's certificate.

25.  Once the transaction has successfully passed the filter of module F, it is
presented at module B, which calculates a Hash function H2 on the
assembly of the transaction Q. The result B2 is stored for subsequent



8 28 April 2006 use. This value H2 is then signed by the private key TS1 of
the holder to formthe transaction signature SQIM Modul e A2 assenbl es the
data of the transaction Q and the signature of the transaction SQTMto
send it towards the STB host unit. According to a variant of the
invention, it is 5 possible to add, a validity limt of the transaction,
which is schematised by the time TMto the transaction Q A4api02006
determne this tinme is to use a tine stanp T which can be the current tinme
and to add the validity duratlon AT. So this time TMis represented by:

TME T + AT. 10 Thi valrdrt mt TM i adedtotran thetlrre
o the dot e isha P vabe i isRr siGRer oAt ritdle KSRT M or3he Melded G

the data set o iREtiahsaetioNViRihdiiie SCAMARdde A2 éggérhrse@ e dhe ser Vi ce
supplier, it wll verifyt limt 1's not passed. According to a

vari ant of théhe tramsecton Q rendithe ei‘gnatuml oﬂthqtrtansad;troﬂVS&TM toSséred tade

obligatory if a cert ansact i n anou IS reached. ure 5.the
aut hent i cat i ofPWgk a&\%#ﬁ@f HPﬁteUf‘l mBCEoRa %rt%dﬂ W”?Weoéf@ \%é}t'olﬁ]ﬂllft IS s
descri bed. Thpges.bré% Qé&aa?/gﬁi(ﬁj] a?) ﬁﬂlt%(ﬁ?hc%'tr%‘?lsgcﬁ@n% hué@BH‘ lﬂ@é by and a
signature on the two previous ta. e tinme stanp as wel as e‘random
part R and théthestigreal Mrie théArarrsactioaddm tted to 20 the security m)dul e SM
Starting with the ti ne stanp T, one determnes the validity limt TM by

ddi th lLidity t TJ. .Thi dt fi
g ey 2 et eégfrrﬁr%s@e 1S Bado Hee Anfmecstgy e TrvBich sart b ™™
aut hent i cati 0Byiranf9% idhd S ARTIEVaIRRyCBGFATHORT. %&vth%uﬁhre 7 s

a h time stanp T

described, nanely the calculation o uncti on on t
and the randomﬁeg@nmoby gN=af #eyT .t heir assenbly in nodule A

10 This validity limit TM is added to transaction Q at the time of the
determination of the Hash function in module B and at the time of the
data set in module A2. When the transaction is received by the service

supplier, it will verify that this limit is not passed.

According to a variant of the invention, the use of a validity limit TM can

15 be made obligatory if a certain transaction amount is reached.

In Figure 5 the authentication operation of the time furnished by the STB
host unit is described. Those time data comprise the time T said, a
random part R and a signature on the two previous data. The time stamp
T as well as the random part R and the signature STA are transmitted to
20 the security module SM. Starting with the time stamp T, one determines
the validity limit TM by adding the validity duration AT. This limit is used to
define a maximum duration during which a transaction can be marked by

this time.

The authentication is done in the same way as operations previously
25 described, namely the calculation of a Hash function on the time stamp T

and the random R in module B after their assembly in module A.

The intermediate result H3 is stored in module B3 for subsequent use.



The internediate result H3 is stored in nodule B3 for subsequent use. 9 28
April 2006 For determ nation of the value B3' (nodule C) one uses the key
TSPU which is the public key of the authority giving the time. Wen the
key TSPU is not available in security nodule SM a request is transmtted
via the STB host unit to research the certificate relating to the 5

I ssuing authority of the time T that condains this key. One og

(modul e D) then this calcul ated value B3'" with the unique inmage BS of t he
data T and R, to determine if the tine is authentic. In Figure 6_th

assenmbl y opdreit deteratinatien of thefvalue S3innedidetChrvacHsemh th%té@YnESE’é-{ ed,

and optional | he,tine, as, wel | aso ng to the 40
transacti on. %‘ﬁ 'ﬁrt%?/PUB@ 53)’[%@%?5 ’Iﬂ”‘Y%é‘}' % ﬁh,eate B2 of the
transaction and B3 of the tine are organized in nodule A and sent to

nodul e B t o \igfepr thienke Jtrrspﬂae‘nh niotizwailable iihdecurity weodule SN asieguest by t he
secret key of the holder TSL. The result is the signature SETM of the

envel ope t hdransmitiedovdadhe SsERhos! unitdageseash thecertifigaterslatingtatheel ope

aopect 17 o tsedtibryhofysthe THE TR be R YR Y casi ng seTm is
determ ned on the base of the values resulting fromthe Hash functions of

each step. Thhé compdares (icdeddNthe thywaldutatetdovaalie B3iavittatiee anijue
guar anteei ng that _each part of 20 the nmessage has not been altered. It

woul d al so H@agesB3ef ¢he dataaT@ndaRetcaﬁetaiau@@ ifdheitiprisaethepticaki ng  each

el enrent separately and cal cul ati ng the Hash function on these. Neverthel ess

Lh S teer ot ihTLEe B IRCaSeBl Bpbhltioh of Hfe Baititate BRAHESrARsSIdY Out

this operation
as indicated, and optionally the time as well as other data relating to the

10 transaction. The previous values B1 of the certificate, B2 of the
transaction and B3 of the time are organized in module A and sent to
module B to determine the Hash function. This value is then signed by the
secret key of the holder TS1. The result is the signature SETM of the

envelope the certificate assembly, transaction and time.
15  This envelope is shown in figure 7.

As the management of the memory is an important aspect in a security
module, the signature of the encasing SETM is determined on the base of
the values resulting from the Hash functions of each step. This way of
proceeding allows linking all the data and guaranteeing that each part of

20 the message has not been altered.

It would also be possible to calculate an encasing signature by taking

each element separately and calculating the Hash function on these.

Nevertheless this method involves the memorization of the entire

message to carry out this operation.



1. Storage and exploitation nmethod by a host unit (STB) connected to a
renovabl e security nmodule (SM of an electronic certificate, said
certificate having an authority section (TCl) of the issuing authority, a
hol der section (TCE) suitable for the holder of the certificate and a
signature section (SCAT) determ ned by the issuing authority,
characterized in that all or part of thejfpol der section (TCEpgisgp§orvosi ned
in the renovable security nodule (SM and in that at |east the authority
section is contained in the host unit (STB). 2. Storage and exploitation

met hod of an electronic certificate kAMSNg to claim 1, having the
followng steps: - transmtting the authority section (TCI) to the security
nodule (SM, - re onstituting the certificate in the security nodule (S

by assenblingl- th W@Q&ean%%plqﬁatipm@?tft%hbmaw'@@sti wnit (BTBReannegtedoloul e

Soct | ons. - dodEBRAARI Ry RIS U Bl T | EORERIe: “Ra
(CAPU) of th@eﬂnmmm@wlém@hyt Sectisit (TCIF of @hkoisebing Buthdrity car ed
sure val ue - conparl g)thls referred value (Bl') to the unique image
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2. Storage and exploitation method of an electronic certificate

according to claim 1, having the following steps:
- transmitting the authority section (TCI) to the security module (SM),

- reconstituting the certificate in the security module (SM) by assembling
the holder section (TCE) contained in the security module (SM),

- determining a unique image (B1) on the authority and holder sections,

- deciphering the signature (SCAT) thanks to the public key (CAPU) of the

issuing authority of the certificate to obtain a referred sure value (B1'),

- comparing this referred value (B1') to the unique image (B1) of the
authority and holder sections,

- informing the host unit (STB) if the two valués diverge and stopping the

exploitation.

3. Method according to claim 2, characterized in that the security
module (SM) deals with the data of a transaction to authorize according to

the following steps:

- reception of a transaction request (Q) by the security module (SM),



- determ nation of a unique inmage (B2) of the accepted transaction (Q and
cal culation of a signature (SQIM by the private key (TS1) of the holder,
- transm ssion of the data of the transaction (Q and the signature (SQTM
to the host unit (STB). 4. Method according to claim3, characterized in
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4, Method according to claim 3, characterized in that it consists in
adding to transaction (Q) a validity limit (TM) for determination of the
unique image (B2) and the transaction signature (SQTM) and transmitting
this validity limit (TM) with the data of the transaction (Q) and the
transaction signature (SQTM) to the host unit (STB).

5. Method according to claims 1 to 4, characterized in that the security
module (SM) receives a time stamp (T) and a random data (R) which are
signed by a certifying authority of the time and in that the security module
(SM) authenticates the integrity of this information (T, R) and informs the

host unit (STB) if the exploitation can continue.

6. Method according to claim 5, characterized in that the removable
. security module (SM) generates the validity limit (TM) starting from the
time stamp (T) according to a duration (AT) of the security module (SM).

7. Method according to one of the previous claims, characterized in
that the security module (SM) determines a general signature (SETM)
thanks to its private key (TS1) on the unique images of the certificate (B1)
of the transaction (B2) and of the temporary data (B3).

8. Method according to one of the previous claims, characterized in

that the removable security module (SM) is a smart card.



