SECURI TY MANAGEMENT SERVI CE Field of the Invention
[0001] The present invention relates to nobile device
security. In particular, the invention relates to a
system and nethod for securing a nobile comuni cation
devi ce. Background [ 0002] Mobi | e conmuni cati on devi ces,
such as a nobil e phone, have since becone the nost

wi dely spread technol ogy and the nbst common gadget in

the world. A SHCURIFY MANAGIVENTRERAGCENt S, one
singl e nobil e comuni cation device is new able to
provide a w de range of applications that reduces
significantly the anmount of itens to be carried by
users. As the nobile chigiipfdaipwatioryvi ce becone nore

rful i =3 r I I hy-on_t nofi | e,.
R i cat o ey o PHR SRS o BT Ikl IROR! bficutr,
ter mwerdlond@tagesateda pysterat adandthod it demtingla mobile communication
i,nf.ormati on. [0003] Therefore, it is inportant that the
A%t mation stored on or transmitting through the

nobi | e conmmuni cati on device is properly protected to
ensure the confidentiality, integrity, and the

avail ability of personal iBatkgrowtd on. Sunmary [0004]1n

@?g Ir g:gcgl\/}gg@g rcgnm%u?nslga%ﬁ)tn’ detvE]c%s,pgu%ﬁee?st a |nr11(\)/t()al et i)l?or}le, have since
become the most widely spread technology and the most common gadget in the world.
Along with the technology advancements, one single mobile communication device is
new able to provide a wide range of applications that reduces significantly the amount
of items to be carried by users, As the mobile communication device become more
powerful in features, users rely heavily on the mobile communication device for storing

and communicating personal) data and private and confidential information.

[0003] Therefore, it is important that the information stored on or transmitting
through the mobile communication device is properly protected to ensure the

confidentiality, integrity, and the availability of personal information.
Summary

[0004] In accordance with one aspect, the present invention provides a secure
communication manager for securing a mobile communication device from
unauthorized access of applications, data and hardware resided on the mobile
communication device. The secure communication manager comprises a plurality of
secure services adapted to operationally monitor and control of access and execution of
the applications and data; a plurality of drivers operable to interface the hardware with
the secure communication manager; a secure core operable to handle and manage the
secure services and drivers to detect for any unauthorized access of the applications,
data and hardware, the secure core is operable to detect the unauthorized access based

on security requirements and restrictions defined by the secure services and drivers.



conmuni cati on manager for securing a nobile

comruni cation device from unapt hori zed access of

appl i cations, data and hardware resided on the nobile

conmuni cati on device. The secure conmuni cati on nmanager

conprises a plurality of secure services adapted to

OEerationaIIy'nDnitor and control of access and
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to handl e and nanage the secure services and drivers

to detect for any unauthorized access of the )

BBPAli cat i ols ongjgmbodiperhatnincule soramypisaiien ewnagdrsiesides and

, : t . zed access based on
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secure services and drivers. 2 The secure
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devi ce. The nobil e communication device may conprise
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operable to facilitate security processing. [0008]In

et anot her enbodiment, the drivers include an
ém o/ codel® ¥t apether embodiment, the drivers include an audio/codec driver

and a camera driver.
Brief Description of the Drawings

[0009] ‘This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:



and a canera driver. Brief Description of the Draw ngs

3 [0010]FIG 1 illustrates a Rl ock diagram show ng
architecture of a secured nobile communication device

i n accordance with one enbodi nent of the present

invention; and [O0011]FIG 2 illustrates a bl ock

di agram of a security service of a nobile

09ndluni cat FdG. deil]usteatcmaalﬂm@(r diagmm whdwing neeclerbmed 6 At secured
of .t.he %{esent ention. ai ] ed Description

Robile Comanication” evice m accordance w11h one embodiment of the present

invention; and

[0011} FIG. 2 illustrates a block diagram of a security service of a mobile

communication device in accordance with one embodiment of the present invention.



[0012]In line with the above summary, the foll ow ng
description of a nunber of spgcific and alternative

enbodi ments are provided to understand the inventive
features of the present invention. It shall be

apparent to one skilled in the art, however that this

i nvention may be practiced without such specific

details. Sone of the dddahiles] Pesgripoen be descri bed at

| ength so as not to obscure the invention. For ease of
reference, common reference nunerals will be used
fdeagughout I fige WiGULE SbNCRAINBRAS! e TB116Win gf&s&@%n% a number
simlar features conmon to the figures.
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little or no security protections. For exanple, a

t el ephone conversati on between two nobile

comuni cation devices is usually coded/ decoded w th



6 [0016] Further, under the secure node, operations

through the canera device 112sand the audi o and codec
device 114 are al so supervised by the security service

125. Any software applications (including the device

OS 122) or hardware devices attenpt to access said

devices 112 and 114, locally or renotely, the access
apgicatond | Gendyiit, ieess @epplidatipns emavdasiéy 4&@%ssilBe iyl syl one using the

e utions of .sone .a jcatigns 13 even sone
e g R R
comruni cati on device 100 are restricted. [0017]In

accordance W th anot her enbodi nent, the secure .
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I t nmul ti nmedi a recor.der pl ayer .
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thecinpbilecemmheicston detige 0P \ieihahdadcen an@th@omrsem not the rightful

%\%ﬁglr IthXt %grrsgn may easily access the personal data, such as address book,

files/folders and etc. Under the secure mode provided by the secure service 125, the

above mentioned problem can be eliminated.

[0018] Still referring to FIG. 1, when the mobile communication device 100 is
switched under the secure mode, the security service 125 fully administers the security
of the mobile communication device 100. The dedicated security processor 118, when
present, is adapted to handle and process the security operations of the security service
125. Such dedication processor not only lighten processing load on the device
processor of the mobile communication device 100, but allowing more complex
security features to be implemented to enhance security without compromising
performance of the mobile communication device 100. In conjunctions with the
dedicated security processor 118, the secure algorithm 116 can be adapted to further
enhance the security level. The secure algorithm 116 includes ciphers, codec, keys
generators and handlers, biometric detector, access controller and etc. catering for

different type of operations on the mobile communication device 100.



125 conprises a secure core 200, a secure data service

202, a secure nultinedia servigce 204, a secure access
val i dation service 206, a secure algorithmdriver 208,

a secure codec driver 209 and a secure canera driver

210. These services and drivers are adapted to

interact with respective software applications and
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under the secure node. [0021] The secure core 200 is a
mai n conponent of the security service 125 that is
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leuelt 1aveqisaftaateaapplishiadnsi ndibgdeardSMEs ands migokighm vindlede a secure

-4, Uk ars ST L350 AIHRISHSS R RO B P i

2t aThs softent iappledhtiansdirRide RPFIVAE aphlEca@BR 2K € AhiuRindda recorder
called to process_the data. VWen necessary, the secure

Rlaxss ppplacation 252, ypessasing Raplisebens 2i3e njpnct applications 254, user
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%ﬁ?% id}:ggfali-t 2&% %?1@ Iuag gecg%gﬁ%rgéggv%f ﬁg% i[EeeseSsgfv%e% and drivers are
RS b 119Bf L GH e RBt v %ﬁaﬁarte ﬁgsﬁ&%ﬁ@ D&EE 'hh@wa%‘ ofrﬁ{eé%obﬂe

conpr essi on/ deconpressi on of the nultinmedia data.
epEcationt devisd i 180 sdlowinge the 0rolfiler conenws etionek:vinecldii toperate

f i media or.edits.existin | t.i mredi a data .
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level layer of the mobile communication device. The responsibilities of the services
include checking the type of data being accessed and providing/defining security

requirements for each type of data that requires protection. The drivers handle the



8 phone application 251 and the nultinedia recorder

and player application 252, instance nessages or

emai | s correspond to nessagi ng applications 253,

Internet contents correspond to Internet applications

254 and user's data corresponds to the user data
application 255. The Internet applications 254 include
dandelardrams eigoritines aimtplemeisedi mg thd i BAtRvelangdydrhef the mobile
i ke. The user. dat I|ca jons 255 ipclude file
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adratuons meesgemndllyct&:rﬂomﬁnenl bethe teRivaimd lmd\om o1 lslsiéWane rpplication as
data, .wi.rel ess nodul e controls, user applications
WRERHAINs, etc. Depending on the type of validations
required, the secure access validation service 206
interacts with software applications at software
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protect the nobile €omunica eV|ce

unaut hori zed access. [0026] The validati ons and

aut hori zatj on provgged by the secure access
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(fg@eunctlon Wi th the secure processor 260 and the

secure al gorithm 259, for exanple, for validations and

aut hori zati ons processing.

[0024] Typically, different types of data can be handled by one or more

corresponding software applications, for example, multimedia data corresponds to the



[0027] I n addition, data that relates to the Internet
application 254 and the user gata applications 255
processed under the secure data service 202 after the
verification through the secure access/validation

service 206. [0028] The drivers are provided to all ow

i nteracti ons between the operating system 122 with the
phepegplivaionsd wad ¢hamd] tahglin sethrider @id flher bpwidagueRs2, instance
| ayer under L@F secure npde. In particular, the secure

HGRHEFT n GPFleCOBBWOPS s BYSRIngr PRRJICRHRNSS &adyr Enternet. contents
B5RE&PSRPT0 HREANEHSIRGH SRCINCR Gt Iyl g(?lﬁ%spﬁnrfs to the user data

audi o/ codec driver 209 is used to drive _
apiedicetien dd6. dellicc dn@B8t applcdtives ce imclattel weweBI0owser, instant

sed to drive the cangra deyice 261. Sonme of th : :
1iF5ebe CUhtR 20, FE R ofboduer diiy aPPBYSIom L dnclude file
eaiterca/vidhiey @leckBic RAHRPPRMIRbRI ScdlédMelisy dhat are

nostly nmade without or wth mnimal security features.

When these drivers are provided in the secure service

t he deyjc Y by these driver re protected
928 e ooty reyR ekl oX iPE0RcHES 2B BBl tofifols on
seewiltbtyliiTeatlite ane datatnRemitiaeotBO mobilt vohhrhicadePi®dce 100.

r recejving pew drivers so that drjvers' activities
iﬁ% a%ﬂeé%b%s/nwbﬁdsﬁ osAbanst rmede aepesmdkier aveidanee of doubt, the local

SREW Lferd 42, ?ﬁs@%iﬂsﬂ%ﬁaxﬁfegﬁéﬁ &' g0 rnll@gfg] cg)%ﬁﬁ':fl{nzc%%% device by a

I nteracts ure processor _
uen| whethéromr mattzhrighidulseers ke adngae iatdess 288rstto sacks ey ehe mobile

hi gher. | evel of, data security. The secure processor ]
PRSP RS dﬁ“&%_ditgﬁf‘gg p‘i’%%‘@%%‘ﬁ?r‘“%ni PCRRY e gPER e RS n wireless
EBmUBRAL s C OUNYH SatdeOfte dRYAL §hd Qécupéaﬁgdegggaﬁ@ﬁil%ﬁ' Wice 206
rel ated processing. The securé al gorithm I ncl udes
BioydeIst hetlyildesd pgoatessesf tthat Inkrectadppicetionso A5dndhe user data

BTG BT e ST BB, £
periiiatiedsonNeraide GARL | UHE 8RlvatdsQhclD@E HREmSSEashlidions, user input

pr ot ection. 50030] he audi o/ codec driver 209 processes
depuvBrlstst madele fooshplso useh applichitionsl evécutiors 8tonf Dehending on the

S BETHD SAULON AP YGE: o1, A BodSu G A LGRS, v
adgvang hpsidadomgatsdtwd® layer, hardware/algorithm at the hardware layer or
both through the secure core 200 to handle more complex validations processing as
required. When necessary, the secure validation service 206 may initiate multi-
level/step verifications to increase the security level. The multi-level verifications can
be processed through the means in software and hardware layers. When any one of the
validations fail, the secure access validation service 206 ceases/denies accessibility of
the pending operations through the secure core 200. The wvalidations and

authentications provides by the secure validation service 206 to protect the mobile

communication device from unauthorized access.

[0026] The validations and authorizations provided by the secure access
validation service 206 include PIN code access, biometric verification, face
recognitions and etc. The validations and authorizations are generally required before

the execution of the relevant feature or access of the relevant data. It is also possible



conpr essi on/ deconpressi on of the audio signals are
protected for transm ssion. TBe secure service 125
protects the audio signals via encryption/decryption
of the audio signal prior to the signal transni ssions.
When necessary, the audi o/ codec driver 209 can be

di sabl ed/term nated by the secure core 200, thereby

dias ald eédues Wahddtont heviet B0/ £9dRe vAR¥AtRAs 208, alh@la8Bons while
secur.i t threat |s detected. [0031]Simlarly, the
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I mages or Vi eos e secure
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i nput s/ outputs are protected for transm ssion. The
Ejpﬁr?séngser vice 125 protects the canera inputs/outputs

via encryption/decryption of the canera

I nput s/ out pu When necessary, the canmera driver 261
Eﬂéﬁ?]be di sgbadaiﬁiﬁfbre rdmanh&fsﬁlatﬂ} 10 e kiwoeteppbeaiod @34 and the user

/1 audi o/ codec Vi
UG Pt B PR Sad M sl ol s ML G gincation
e uddr Y kelaek ddaedsAmliiktidnQkeridd 20t rations only. It is
understood that there nmay be other devices or secure

algorithms that require dedicated drivers in the
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e conmmuni cation ev ce W
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transcei vers.
so that drivers’ activities are also monitored and protected under the secure service 125.

[0029] The secure algorithm driver 208 interacts with the secure processor 260
and in conjunction with the secure algorithm 259 to achieve higher level of data
security. The secure processor 260 includes a dedicated processor unit integrated in the
mobile communication device for handling security related processing. The secure
algorithm 259 includes algorithms and processes that are adapted to handle
encryption/decryption, validations processing and etc. Generally, the algorithms and

processes are proprietary and configurable for better security protection.

{0030} The audio/codec driver 209 processes inputs/outputs from/to the audio
device 258 of the mobile communication device. The audio device includes

microphones and speakers. Under the secure mode, the coding/decoding and



[ 0035] The security features provided in accordance

with the present invention nofyonly protects

transm ssion frombeing stolen off the air, but also
prevents wongful user fromusing a stolen or m ssing
nobi | e communi cati on devi ce. [0036] The configurable
security service 125 defined above facilitates a
senpressieotiedongmesaivd ¢t the sodiloadigilald hespratebed tho lralasmission. The
further ex sion. The securi,ty service 125 provi.des .
e FOKT 128 RIPECSdRG UL igtakh Xis ecarioRLlsaEtion mhdhe audio

RRAI G8:110NBe §BHAIOPAIALIRRS. UWHE! n@eSEAH R 2 ili8 i@ Mriver 209
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aard bel disetleddteodinated by thmdecwt omde t208t thaelyy chsabhigésiminate the
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departing fromthe scope of the invention. 12 Cains

1. A secure_conmmunication manager for securi ng a
9871 e compimilarht ithn caoiacdrivar P9 umacashrsr inpeld/oatrgies Fom/to the

e L E T L A M
BRAY emodQhe Sicoding/decoding and compression decompression of the
inputs/outputs are protected for transmission. The secure service 125 protects the
camera inputs/outputs via encryption/decryption of the camera inputs/outputs. When
necessary, the camera driver 261 can be disabled/terminated by the secure core 200,
thereby disable/terminate the audio/codec device 258, when a security threat is

detected.

[0032] The drivers are provided therewith for illustrations only. It is
understood that there may be other devices or secure algorithms that require dedicated

drivers in the security service 120 for secure operation under the secure mode.

[0033] It is understood that the software applications and hardware of the
mobile communication device are illustrated in FIG. 2 by way of example only, not
limitations. It is understood that along with the technology advancement, it is
foreseeable that the mobile communication device will integrate with more features,
which can be software-based or hardware-based, or both. The security service 125 may
be expended accordingly to include other services and devices in accordance with

another embodiment of the present invention.

[0034] It is understood that different transceivers may require different wireless
module 256. In accordance with another embodiment, a mobile communication device

may consist of more than one wireless module 256 for different wireless transceivers.



a plurality of secure services adapted to

operationally nonitor and confyrol of access and

execution of the applications and data; a

plurality of drivers operable to interface the

hardware wi th the secure comuni cati on manager

a secure core operable to handl e and nanage the secure
0085l ces aftle deduviey Satwedpberied firo accandance atthhthe pzeeeht invention
access of the applicajions, data apd hardware, the

BOQNE PR HeioBiesicioiren ingetelet OHbS et ABPipsEtEts wrongful
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defined by the secure services and drivers,

wherei n the secure conmuni cati on manager resides and

ates at. an operating system | r. of the bi.l e
BB ot T Cordfitidiie R LR e TYE beBied AOud P Sles a secure
BROG@LindAeCREbIMgct A BdrMudher' CREARIOD. t he[‘lﬁ:e%&'hﬁty service 125

conmuni cati on manager resides and operates at the
Bowides iadditiopalt wencaseayicesstogensbloyinse mangge qThemenr gppkications and

§§?HEQHS%ﬁﬁéggkégygggﬁ&m%&cording to claim1l1, wherein
e plurality of sécure services include a secure data

service for managi ng data access and transm ssion, a
secure mul tinedia service for managi ng voice

8% Huni cat Mdnlcatngeidic sopbndimenis gy Dean described ged Wuswated, it is
A [ UL QO pRal 4 : .

LB W2k iy SRR SHAAAARHE DAl SPAL b ARRons thereor

seddire madentaithatjresenminageon addoudidegartiag dk@hnthd, scope of the

wherein the secure data service is operable to handle

B %curity, wherein the data includes text data and

mul ti media data. 5. The secure communi cati on manager

according to claim3, wherein the secure nmultinedi a

service is adapted to operationally encrypt/decrypt

and encode/ decode the nultinedia data. 13



6. The secure conmuni cati on manager according to claim

3, wherein the secure accessl¥alidation service

operable to control accessibilities of the

appl i cations and data, of which, the accessibilities

i nclude | ocal access and renote access, wherein the

secure access validation service denies access when a

validation fails. 7. The se®€fe conmuni cati on manager

according to claim6, wherein the validation includes

PI N code access, bionetric verification and face

Iy ecognechsnemmenicating meawgerios gening canplite sramagseation device

~ACC 0919 claim.; rein,the cure access _ .
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chamuatatses ioded thd feeh@BNLQTRAMNLS alanager voaplisingf the

nobi | e conmunj cation device. 9. The secure

conmamlEation! srsHE¥ Vigecilagieddot Pergtivnabls mopjiey and control of

b3S BRPbLEUFRIBIMAL HiicAGKH G OTPIT Ses one or more

w rel ess conmuni cati'on nodule.  10. The secure

c onmunplosdlity rofrdmeg e ropacabbr do ngtetface lthdé maiddwask ewelh nhe secure
rivers include a secure algorithmdriver for

t he d
CYPRURItG e BBBEEE al gori thm operable to facilitate
SeCURIiskyrP COGETRIAME 1o Hehdle M8 RERYE ShL QIMANAALs Ad drivers to

manager according to claim1, wherein the drivers
detaet] gt @np mnawfionied oeess drfi the ppplivdtions dner avddrardveare, thedecure

SECURI TY, WVANAGENENT SERVI CE ABSTRACT (0038] The present.
R TERPTHS SSTeHEUs APaUBT R dawett SO B rons and
restrictions defined by the secure services and drivers,
wherein the secure communication manager resides and operates at an operating

system layer of the mobile communication device.

2. The secure communication manager according to claim 1, wherein the secure

communication manager resides and operates at the operating system layer as a service.

3. The secure communication manager according to claim 1, wherein the plurality
of secure services include a secure data service for managing data access and
transmission, a secure multimedia service for managing voice communication and a
secure access validation service for validating access and execution of applications and

data of the mobile communication device.

4. The secure communication manager according to claim 3, wherein the secure
data service 1s operable to handle data security, wherein the data includes text data and

multimedia data.

5. The secure communication manager according to claim 3, wherein the secure
multimedia service is adapted to operationally encrypt/decrypt and encode/decode the

multimedia data.



nmobi | e communi cati on device. The security managenent
service has a secure core, a pjurality of services and

a plurality of driver. The plurality of secure

services are adapted to operationally nonitor and

control of access and execution of the applications

and data The plurality of drivers are operable to

bnt er flhe setire chamnndrm ﬁomﬁntdmagdsreatsemm,getocﬁmimdlﬂj Wﬁéﬂeﬁmhe secure
mana The secure cqre i s operabl n and

A EA KRB0 S i OBA Gl CR SO agney BHCs o s egelicafigns and date,

ahwhithatiehRtdsgiefliiRe HRaRicabediRE.AP Qﬁd FeldtOASes ,?\;h?ﬁlzl?ﬁle secure

hardware, the secure core is operable to deteé

aereet deﬂﬁ@@dsca@lc@é@lltmecssomhest@c\wﬂldatwrrfaqw| rements and
restrictions defined by the secure services and
drivers. The secure conmuni cati on nmanager resides and
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validation includes PIN code access, biometric verification and face recognitions.

8. The secure communication manager according to claim 6, wherein the secure
access validation service is adapted to provide validation for accessing a wireless

communication module of the mobile communication device.

9. The secure communication manager according to claim 8, wherein the mobile

communication device comprises one or more wireless communication module.

10.  The secure communication manager according to claim 1, wherein the drivers
include a secure algorithm driver for driving a secure algorithm operable to facilitate

security processing.

11, The secure communication manager according to claim 1, wherein the drivers

include an audio/codec driver and a camera driver.



