1 SYSTEM FOR THE VERI FI CATI ON OF AUTHENTI CI TY OF AUTQVATI C | DENTI FI CATI ON
SYSTEM (AI'S) SI GNATURES BY MEANS OF REMOTE SENSI NG 5 The present
applicatiwo2oaliasrag to the Automatic ldentification Systemigaishsioeshi ch has
been used by nost |arge ships or vessels for avoiding collision. In
particular, the application relates to a systemand to a nmethod for
verifying authenticity of Al'S nessages. 10 Vessel or ship detection using
renotely sensed data has been studi ed extensively. The renotely sensed data
can be obtained froma sensing device that is not in physical or in
intimate contact wwth the vessel. 15 In particular, many renotely sensed
data include Synthetic Aperture Radar (SAR) data, si nce operati on of this
active im inﬂ@?ystem does not depend on the ti on the

veat her . SPAt 1THF CovErage 18 %@Ué“)iﬁNaé?%TYcé)ﬁ BBT fo tamed using
a so-call edDﬁ@tarESARTlmang@rmdalsl ng oyNEtRER ©f Mﬂmsdetemb&ﬂrwessel can be
used for al -t maritime security and for safety surveillance. A
throughout FEVIEW of vessel detection is given in Crisp 25(2004); The
State-of-the-Art in Ship Detection in Synthetic Aperture Radar | nagery;
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10
Vessel or ship detection using remotely sensed data has been
studied extensively. The remotely sensed data can be obtained
from a sensing device that is not in physical or in intimate
contact with the wvessel.
15
In particular, many remotely sensed data include Synthetic
Aperture Radar (SAR) data, since operation of this active im-
aging systems does not depend on the time of day or on the
weather. A wide spatial coverage of the SAR data can be ob-
20 tained using a so-called ScanSAR imaging mode. Information of
the detected vessel can be used for real-time maritime secu-

rity and for safety surveillance.

A throughout review of vessel detection is given in Crisp
25 (2004); The State-of-the-Art in Ship Detection in Synthetic
Aperture Radar Imagery; Technical report: DSTO Information

Sciences Laboratory.

Document Corbane, C., Pecoul, E., Demagistri, L., Petit, M.
30 (2009); Fully automated procedure for ship detection using

optical satellite imagery; Proceedings of the SPIE, 7150, pp.

71500R-71500R-13 also shows optical imagery being used for

ship detection.



5(2008); Using synthetic aperture radar data to detect and identify ships;
SPI E Renote Sensing Newsroom DO : 10.1117/ 2.1200802. 1062 and by

Margarit ,w@2011Bastda M | anes, J. A., Tabasco, A (2009); pCpaBza11/051868 Shi p
nonitoring system based on synthetic aper- 10ture radar processing; Renote
Sensing, 1(3), pp. 375-392 respectively. Both works use the Al S nessages to
verify processing results. Conmmercial maritine information systens, such as
Al SLive sys- 15 temfrom "Ll oyd's Register - Fairplay", use the AIS
nmessages to verify data authenticity in general and the Al'S nessages in
particul ar by checki ng databases for _data inconsistencies and for data
anomalies. 20 It is an object of the2appl ication to provide an inproved
Automatic ldentification System (AlIS). The AIS systemis used by nost |arge
ships or vessels for avoiding collision and by vessel traffic services for

i denti fyi nghangrdrenl 6€atidxsifessel sn, 2hd toi SebelinevedrébatdchlcS-nmessages
of a vessel_,or ship can be authenticated ing an _objective or actual
observati on*6f 1 He \?gsggﬁe% SARCATS d]ésvia(% ISgS?%]:fﬁ’scei ver of the vessel
produces AFS neBsagzages, vwhihaghpbudes, @amngnotdrerstertopselidsgny.navi gati on
status, .l ongjt ude, l.atitud speed, headin type, .an i mensions of the
vessel . °| nqghéy)c’on “ex %¥miekheltslca88?f%%ei 6-’%,%5%3{%%% gleg%?ﬁ (€ i ncl udes a
part of thedvessigl sAiSsnmeSREg&coptée sSaeringetefsomnt, h@Ovessel11Al’S nessage.
The AI'S nessage,ds, algo called here as an AIS data. 5 The objective
observation’i's made by a r'enot ely operating and sensing platform as known
as an observat ilMargelratf of m RasibagMalamerrot €.sensiTepaseansh. Ttid0Gbser vati on
pl at f or ns i nc e.a.gr - d i ve ai rborne or
space- bor ngggfgﬁéon%% Sgﬁ‘? r?és%ﬂﬁg??ﬁ?rﬁfge%%t ggts%(gsoen. %‘Sfﬁléh?gﬁrr%ta?égens- 10 ing
referslPo tbservddsy orosessinyg BEmebs ectrsihpont &3)di $ranééS>oi®Za renote
place. Sensaus.useiforpbfie RIS 6o SCNal M9sahe0led odiLeel, gogtact with

t he observed o%j ects.” Such sensors can I nclude optical, infrared, sonar, or
radar meanS§esSASR®Esexafpl e, unmanned submarines can use the sonar neans.
The

Commercial maritime information systems, such as AISLive sys-
15 tem from “Lloyd's Register - Fairplay”, use the AIS messages

to verify data authenticity in general and the AIS messages

in particular by checking databases for data inconsistencies

and for data anomalies.

20 It is an object of the application to provide an improved Au-
tomatic Identification System (AIS). The AIS system is used
by most large ships or vessels for avoiding collision and by

vessel traffic services for identifying and for locating ves-

sels.

25
It is believed that AIS messages of a vessel or ship can be
authenticated using an objective or actual observation of the
vessel.

30 An AIS device or transceiver of the vessel produces AIS mes-
sages, which include, among other information, navigation
status, longitude, latitude, speed, heading, type, and dimen-

sions of the wvessel. In the context of this application, an



15 output of the renote sensing is often an inmage representing the observed
object. The verification of the AlS nessage serve to identify vessels that
pose a posei2blie138maurity threat to other vessels, to 20PCERABIAUIES1968
installations, to environnent, and even to society. Vessels that threaten
security may mani pul ate their Al'S nessages to i npersonate, to decoy, or to
represent other vessels by hiding their identity. Hence, authentication of
the AIS nessages is rather crucial. 25 In practice, the verification can be
performed by the observation platformor by another entity, which receives
the AI'S nessages and information of the objective observation and which
verifies the AI'S nessages using the 8bjective observa- 30 tion information.
4 isticis extracted or is derived fromthe objective observa- tion
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alarms or &FertS WHE E8n*he Coffifi cated to a central entity for further
verification or actlon This is unlike other observation pl at forns that
treat vgssehel %aogogg c%is%ch t;g%ogé A gégessagea can be
used as ground te re3ults, “duth d nggepana gyS|s whi ch
is conputedeoslm§zﬁﬁmduced(hw}¢Meno®senvamsenv@¢anf@ﬂatfdhe grsdupd truth
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t he instal
10 ing refers to observ1ng or sensing of objects from a distance

ALS essages

or a remote place. Sensors used for the remote sensing are
not in direct contact with the observed objects. Such sensors
can include optical, infrared, sonar, or radar means. AsS one
example, unmanned submarines can use the sonar means. The

15 output of the remote sensing is often an image representing

the observed object.

The verification of the AIS message serve to identify vessels
that pose a possible security threat to other vessels, to

20 man-made installations, to environment, and even to society.
Vessels that threaten security may manipulate their AIS mes-
sages to impersonate, to decoy, or to represent other vessels
by hiding their identity. Hence, authentication of the AIS
messages is rather crucial.

25
In practice, the verification can be performed by the obser-
vation platform or by another entity, which receives the AIS
messages and information of the objective observation and
which verifies the AIS messages using the objective observa-

30 tion information.

The verification includes identifying a part of the AIS mes-

sages to serve as an AIS signature. An appropriate character-



20 zone to be extended beyond a Very H gh Frequency (VHF) conmmunication
range of the vessel AIS. The vessel AI'S nessages can be verified outside of
this Al S wWbBRotioissuni cati on range. The Al S nessages can PhenBaliyoesibes checked
earlier for inconsistencies and anomalies. This is unlike other systens
where its 25 safety zone is limted to the VHS comuni cati on range of its
Al'S. The application provides an Al S nessage verification device. The

devi ce includes a renpote sensing device, an Al'S receiver, 30 a processing
unit, a comunication port. The renote sensing device is used for producing
renote observation information of a vessel. The AIS receiver is used for
recei ving Al'S nessages of the vessel ¥ The processing unit is used for
verify- 5 ing the vessel AlIS nessages using the vessel observation in-

f ormati on. l"angC comfit eatF o port 4P Rfed PO “eerthiing tahe a1 Vabout t he
recei ved AkSonessmagestiben mhevehbbhcadiionim samtotrlaceusssebrebhe renot e
sensi ng device can include djifferent t of sensors f di fferent
purposes. PROGHG 1501 BRentatl G tRe mite Eenst ng ‘eI es TriEFades an

opti cal sensoe forvepriodeadiugngenbt ecobsempvatii on dfracnation of rayvessel . In
anot her . npLe; (10, ment at jon, the rerpte sensing. devige Includes a sonar
sensor for prodhC|ng one” or Moré sonar images of an underwater Aull of the
vessel . Anbanommned csubfare e ceanrasesttthe ys 6nar figgmsor vet hf aftiphher

i mpl ementation,, the remote sensing device includes an infrared sensor for
produci ng one or nore infra- 15 red inages of the vessel. In a yet further

i npl ementation, the renote sensing device includes radar neans for

pr oduci ng 2_0 rLe,ra i - se_| n be used
o der i ve an onservad AlS Sharaorar Tt c of iha vicee: " Sloh S5 essel
speed, 1P ocaf b onsstraadi ag, canw:csi zach 20athahappl$ cetsiseacprovsi des a renote
sensing plgtierm othe,platfor mi nel udes an Al S message verddd cation device
that is described above. 25 The renpte sensing platformcan iInclude a
seabor ne plVat$orhich vEss@IRutAIt e nat iRFsIdEcetny rtdiroressEYiing pl at f or m can
i nclude anpajfborne tpkaLform tthatncaned.nclude, a-itiehatt: 1 dheqr gpot e
sensing platformcan also include a static platform such as a ground-based
station. 36 Therdmdl Ccéathdr’gis6vi-des a nmethod for verifying Al'S messages.

15
The verification has the advantage of increasing the size of
a safety zone for protected installations. This is especially
important for critical installations. The remote verification
of the vessel AIS messages enable the installation safety

20 zone to be extended beyond a Very High Frequency (VHF) commu-
nication range of the vessel AIS. The vessel AIS messages can
be verified outside of this AIS VHF communication range. The
AIS messages can then also be checked earlier for inconsist-
encies and anomalies. This is unlike other systems where its

25 safety zone is limited to the VHS communication range of its

ATS.

The application provides an AIS message verification device.
The device includes a remote sensing device, an AIS receiver,
30 a processing unit, a communication port. The remote sensing
device is used for producing remote observation information
of a vessel. The AIS receiver is used for receiving AIS mes-

sages of the vessel. The processing unit is used for verify-



The nethod includes a step of receiving AIS nessages of a vessel. Renote
observation information of the vessel is then 6 generated whilst a vessel
char act erwetbti/i3g744at er derived fromthe renote observarconBimi/eFoest i on.
Following this, the AIS nessages are verified using the derived vessel
characteristic. 5 Oten, the method includes a step of sending an alert
when a verification msmatch occurs. In the follow ng description, details
are provided to de- 10 scribe the enbodi ments of the application. It shall
be apparent to one skilled in the art, however, that the enbodi nents may be
practi sed without such details. Figs. below have simlar parts. The simlar
parts have the 15 sane nanes or sim Par part nunbers. The description of
the simlar parts is hereby incorporated by reference, where appropriate,

t her eby redﬂgiﬂber‘@ﬁéﬁilt%\ 61° Spext Wlt%ﬁﬁéeli’?ﬁfteilnﬁbﬁﬁ]év%l"r%"d‘l dgSure. 20
Fig. 1lillustraiesoman TheptawechiAbSisy st iEi gse@iddrustnaies =an observation
platformof _the AlS sys- tem.of Fi 1, and Fig. 3illustrates an AI'S

Veri ficati GATT W CHarEs ZEge 1SR AR Fhi bved oAl & Sy/Stém 10, The AIS
system 10 mnehatdes cacuessel or ship 12, which is at sea and which is at a
di stance froma nobil e seaborne observer 14, a nobile air-

bor ne/ space- borne observer 15, and a static observer 16. 30 The static
observer 16hesromwteandnsimg atdiitkonan amcAuSceaabfedntetayeentf tsgni8 is al so

in the Skys%@é'f%r‘%u%%ggé | ﬁ%%%%gggati&”%n%ng%£YE£é%ga%i89,tgﬁ%lr%nd'

mote sensing device includes an optical sensor for producing
remote observation information of a vessel. In another imple-

10 mentation, the remote sensing device includes a sonar sensor
for producing one or more sonar images of an underwater hull
of the vessel. An unmanned submarine can use the sonar sen-
sor. In a further implementation, the remote sensing device
includes an infrared sensor for producing one or more infra-

15 red images of the wvessel. In a yet further implementation,
the remote sensing device includes radar means for producing
one or more radar images of the vessel. These images can be
used to derive an observed AIS characteristic of the wvessel,
such as vessel speed, location, heading, and size.

20
The application provides a remote sensing platform. The plat-
form includes an AIS message verification device that is de-

scribed above.

25 The remote sensing platform can include a seaborne platform
or vessel. Alternatively, the remote sensing platform can in-
clude an airborne platform that can include an aircraft. The
remote sensing platform can also include a static platform,
such as a ground-based station.

30
The application provides a method for verifying AIS messages.
The method includes a step of receiving AIS messages of a

vessel. Remote observation information of the vessel is then



7 The vessel 12 has AlS nmessage links 13 wth the seaborne observer 14, the
relay entity 18, and the static observer 16. The seaborne observer 14 has
Al S conmmiDcatlvissr4ti nks 21 with the relay entity 18, thecraBzel/osi2¢8 and t he
static observer 516. Functionally, the vessel 12 serves as an observed
vessel . The static observer 16 serves a ground-based station. The

ground- based station, the vessel 12, and the airborne/space-borne 10
observer 15 serve as observation platfornms. The airborne/ space-borne
observer 15 can include an aircraft or a satellite. The relay entity 18 can
al so include a satellite. In practice, the vessel 12 has an Al S transceiver
that uses 15 the nessage |links 13 to6provide Al S nmessages or data to the
seaborne observer 14, the relay entity 18, and the static observer 16. The
Al'S nessagf§ "t HREITHE AT gariconedt SRULCGAGHtude 1PAETt Odfe Y Speed,

headi ng, typen @and rdnoeasionsvatibhei vessakid2. 20 1Thenyessel, AhS nessages
are used b% other vessels for. vgidin coll'isi on and b% vessel traffic
servi ces for- i HehtdFyi Ag° afid 1'6Cat i 4 e8Se s e VPdaht i F1Tatit6h i s used
for establishiag identity of vessels, which can pose a possible secu- 25
rity thpeat to other ships, to man-made installations, to environnent and
to society. Such vessel AlIS nessages may be not reliable. A vessel

t hr eat eni ngfsecuritey mpayodraimicquidat ea i $tpALE resdagesnt olpre-whdd sent a

fal se identity.. Two different nmnipuylations of the vessels AlS nmessages are
possi bl e. |rsf1y, it's ﬁynanlc 5aFa,'such as speed and direction, can be
nodi fi ed and, secondly, its static ship data, which can include size and
owner | nfony . MRNLOR: nGALDE hangede The,| ald &1 data,can he protect ed
from changi ng by using unh-erasable Al S device programnm ng through trusted
aut hor iLPi escrHowever snbhilsnerers bé dveraroidcasioy. urficeheil | iled aflPSr-

ranscei vegsy t halo RO 11 UNESLALCLED ARcel! BNBACIYEr AhANGRSoAS One
exanple, a freight ship | oaded wth dangerous goods can use a pl easure
craft Al S megskgerstpredenttiwutapse iddntiify. Alternatively, it can

mani pul ate its speed information to shows that it is slowng dowm, while it

is in fact progressing at full speed. The verification of
Figs. below have similar parts. The similar parts have the

15 same names or similar part numbers. The description of the
similar parts is hereby incorporated by reference, where ap-
propriate, thereby reducing repetition of text without limit-

ing the disclosure.

20 Fig. 1 illustrates an improved AIS system,
Fig. 2 illustrates an observation platform of the AIS sys-
tem of Fig. 1, and

Fig. 3 illustrates an AIS verification flow chart.

25 Fig. 1 shows an improved AIS system 10. The AIS system 10 in-
cludes a vessel or ship 12, which is at sea and which is at a
distance from a mobile seaborne observer 14, a mobile air-

borne/space-borne observer 15, and a static observer 16.

30 The static observer 16 is on land. In addition, an AIS ena-
bled relay entity 18 is also in the sky whilst a central co-

ordination entity 19 is on the land.



10 the AIS nessage is thus rather inportant and crucial. The static
observer 16, the seaborne vessel 14, or the airborne/space-borne observer
15 can rewoizoe/BBR4Al S nessages of the vessel 12. They &CIaB2a1/0H968
observation platforns for 15 maki ng an objective observation of the vessel
12. The observation can include optical, infrared, sonar, or radar inage
data. The observation platforns are also intended for verifying

aut ononmously, within their own system paraneters, the received vessel A'S
nmessage using the objective observation. 20 The seaborne observer 14 can

i ssue an observation request 23 of the vessel 12 to the

ai rbor ne/ space- borne observer 15 or the static observer 16 to initiate the
verificatiaon. AIterna%iver, the central coordination entity 19 can
initiate tR8S25° & P chtT i DY SrE_YF ng & Obs®t Vati'6nSF %93 of the
vessel 12 kertde ist,athe observerild, 1©r dnel the @iddior spsspacehaer.ne observer
15. The stﬁkic ohserver. 16 can glgo initiate the veri&icgtifp b¥hissuing an
obser vat i on"F eftEst 538t THe vessaf 6" PRe @ P58 ngn s W

observer/ spacerdornentdbty 308, Theer et ayelenti,t ynd Bcractss at Oc r @eairverAl S
nmessages fﬁ%ﬁ]the seaborne observer 14 and fromthe vessel 12 as well as to
9 transimt "the received data to the airborne observer/spaceborne 15.

Fig. 2 shows an Al'S authentication device 30 for an observa5 tion platform

of the AlS.syslemtQ,of Kl d.cke The authenticaliondeyice. 80 nehudes
processi ng uni 32 tHat i's connected to a menory unit 34, t0 & renote
sensi ng devieei3Bbseaovan M Sareecei ¥eyr@ind-spded cstatdomubhe atrioandport 1038.

Funct i onal Ly, .8 he. J,qunt & 5eal g, deyi o8, 36,15, used Lot obsaryiag or sensing

of an AlS vessel or ship froma distance or a renote ptace. The renote
sensi ng0devreerd®s il$ merve mydiobservation platforms. The air-

borne/space-borne observer 15 can include an aircraft or a

satellite. The relay entity 18 can also include a satellite.

In practice, the wvessel 12 has an AIS transceiver that uses
15 the message links 13 to provide AIS messages or data to the
seaborne observer 14, the relay entity 18, and the static ob-
server 16. The AIS messages include navigation status, longi-
tude, latitude, speed, heading, type, and dimensions of the
vessel 12.
20
The vessel AIS messages are used by other vessels for avoid-
ing collision and by vessel traffic services for identifying
and locating vessels. The identification is used for estab-
lishing identity of vessels, which can pose a possible secu-
25 rity threat to other ships, to man-made installations, to en-

vironment and to society.

Such vessel AIS messages may be not reliable. A vessel
threatening security may manipulate its AIS messages to pre-
30 sent a false identity. Two different manipulations of the
vessels AIS messages are possible. Firstly, its dynamic data,
such as speed and direction, can be modified and, secondly,

its static ship data, which can include size and owner infor-



15 rect contact with the observed vessel and it outputs inage data for the
menory unit 34. The AIS receiver 37 is used for receiving Al S nessages of

t he obserweadouegssalt and for sending the received Al S ne®PsAIBR11/051968e MeNOry
unit 34. 20 The nenory unit 34 is used for storing the inmage data that are
produced by the renote sensing device 36 and the AIS nes- sages that are
received by the AIS receiver 37. The processing unit 32 uses a programto
verify authenticity of the stored Al'S nmessages using the stored i nage data.
The pro- 25 cessing unit 32 is also intended for triggering an al arm when
the verification produces a msmatch _and for sending the alarmvia the
conmmuni cation port 38 to anot her entigty for further action. 30 In sumary,

t he enbodi rrent rovi des an objectijve verification of the vessel AlS nessage
or si gnat uf8*by" meaRs PG de dBRsTHY daf'at® THE' &fbBaP HENtS T dripli ses
stati onarycaSncwa{g} b@zSusiLﬁg nobidresent ¢ tAes dbha&e carvgemhbh@radordhi n an Al'S
frarrework oqu ?her ering wth exi %t Al S transceivers. One nethod of
verifyi ng LA hEMTPRI Y B RESVESs 1M Al 8§78 Weseageor's wedt: ifed bel ow,
The et hOdchlf:iﬂdz&iS Aassteqmsﬁelev)ehcsat}tam@eamﬁ:hamramsermstec mfs t he observed
vessel %2 frognthe ObjCECtI ve serrlvatl on The ér sage i v%rl fied using
the extPactéd eHaradt 6Fra¥Te. “The"VeriT1°¢&t i on elgperfsorl?re y ‘one of the
observati omlphadafrwermuﬂgoci@ candudé orpliesspes-cItf anfredegiget Ity Wi th
between obseryati on Bh oLl Ofame 4, A9.cANd 46, veri fdgation, M smat ches,

whi ch can Fefer to inconsTstencrés or anonalies, arét rai'sed as al arns
and are coﬁrnanismdedntformwelqmmpr ahoenttittay 19 i@rslfomnltlhedowmr mwhii¢at i on or
action. 15,Ihe, aythepti cHig-dfs:the.veanal ALS:Measage. (s veridd ed remtely,
whi ch prOVI es an a van age of creasing Size of a sa%ety zone around
prot ected ichstald atsissass Thehsaf spyheoneroanaektand ciegoad- t he Very Hi gh
Frequency (VHF) conmunication 20 range of the vessel AI'S. The verification
can al so be perfornmed earlier. Existing AIS systens do not need to be
changed t oThapterett cPRRsVENIGdi Fent Sealdirel wottsl fldei Prt &t 2décept ance and
imple- 25 peptatdoneabothe &J@%Q%HEPE caMbrr%QM%rze dHe 2k Spoessagesrare

recei ved by the observation platforns or observing entities wthout

changi ng exPStTRgeAl 2t r BiSceilver 8cbrag drarrati@h PIrATotRer dfor ds, the

exi sting AhSkif@nNscebyers: Femsariat ast W Lhoute oRar abi ongl &J},@@ges The

present wi de utilization of
vation can include optical, infrared, sonar, or radar image

data. The observation platforms are also intended for verify-
ing autonomously, within their own system parameters, the re-
ceived vessel AIS message using the objective observation.

20
The seaborne observer 14 can issue an observation request 23
of the vessel 12 to the airborne/space-borne observer 15 or
the static observer 16 to initiate the verification. Alterna-
tively, the central coordination entity 19 can initiate the

25 verification by issuing an observation request 23 of the ves-
sel 12 to the static observer 16, or to the airborne/space-
borne observer 15. The static observer 16 can also initiate
the verification by issuing an observation request 23 of the
vessel 12 to the airborne observer/space-borne 15.

30
The relay entity 18 acts to receive AIS messages from the

seaborne observer 14 and from the vessel 12 as well as to



30 AIS systemin the maritime shipping industry would result in an

i medi ate operation of the enbodinment. Fig. 3 shows an AlS verification

fl ow charwo4811/18874Fhe fl ow chart 45 includes a step 47 eCTaBR20Al/B51veceEi ver
receiving Al'S nessages froma vessel. The Al S nessages are then extracted,
as shown in a step 47. 5 A renpte sensing device provides observations in a
step 50. The inmage geo-references or extracted characteristics are then
produced fromthe observations, as shown in a step 52. 10 The extracted Al'S
nmessages are conpared with the extracted characteristics to verify |location
of the vessel, as shown in a step 54. Simlarly, the extracted Al S nessages
are conpared with the extracted chardcteristics to verify vessel feature,
such as vessel sjze and dinensions, as shown in a step 56, 15 The extracted
Al'S nessag&s?are tdmpar 8w th oEhe Bt e fed ekt e?&’?&??’%f{%%acteé det ermi ne
vessel chapaeteristics, such as vessel speed, as shown in a step 58. The
extracted Al'S nessages are conpared with the extracted characteristics to
determ ne vessel type, as shown in a step 60. 20 When a conpari son m smatch
occurs, anraberi d®wgeneratedutasnshowndnndavsteBBZor an otArerexanpl e of

| ocatiop verification using single and Polari25 nmetric Synthetic erture
Radar ig d§§8?i:§if%éﬁoa% EﬁﬁﬂgeFé%??%nyﬁ Rvol v&s Ffour néin stepsépl) | and
maski ng, 2) pre-processing, 3) pre-screening, and 4) discrimnation. The

first steppis 10.mmsk out |and.aceas sineg.only Jﬁe%%-%”-éh%;%g.“ﬁter area
are of interest. reover, this can hé}p t6°reduce Talse detections caused
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Functionally, the remote sensing device 36 is used for ob-
serving or sensing of an AIS vessel or ship from a distance
or a remote place. The remote sensing device 36 is not in di-
15 rect contact with the observed vessel and it outputs image
data for the memory unit 34. The AIS receiver 37 is used for
receiving AIS messages of the observed vessel and for sending

the received AIS messages to the memory unit 34.

20 The memory unit 34 is used for storing the image data that
are produced by the remote sensing device 36 and the AIS mes-
sages that are received by the AIS receiver 37. The pro-
cessing unit 32 uses a program to verify authenticity of the
stored AIS messages using the stored image data. The pro-

25 cessing unit 32 is also intended for triggering an alarm when
the verification produces a mismatch and for sending the
alarm via the communication port 38 to another entity for

further action.

30 In summary, the embodiment provides an objective verification
of the vessel AIS message or signature by means of remote

sensing data. The embodiment comprises stationary as well as



pl ayed for the subsequent pre-screening. Then the prescreening step | ocates
potential ship pixels in the masked i nput inmage. The final step, i.e.

di scri m maiDi20ny/138B4t 0 reduce the false alarmrate. For exampiod]/oibe
observation of a 5 ship wake can be enployed to confirmthe presence of a
nmoving ship target. In polarinmetric SAR (POLSAR) data, each pixel includes
a 3x3 Hermtian polarinmetric covariance matrix [cf. J.-S. Lee and 10 E.
Pottier, Polarinetric Radar |Imaging: From Basics to Applications, CRC
Press, Boca Raton, 2009, page. 146]: (1,542) (Js.$) (s.9$) ("Ess) (202)
("Ess) (s,9%) (js,%) (s2) where Srt denotes to the scattering el enent of the
recei ved polarisation r and transm tt%d pol arisation t. The subscripts 15 H
and V represent horizontal and vertical polarizations, respectively. The
matrix el efBRt S i1 e Hyonart™y( 8?5361%‘?%\%@%1%% AnceSTUTE The

i ntensitiesiohodh filneeentr pot ariitaatk onsingnamel yrdtdceivVerand V. The
intensity is related to the radar cross section art of a distributed target
by (rt = 47c (1,Srt12. 20 The phase differences, which provide the

i nf or mat i onnabeuthdche fprepagatigoandeb@yesitiinitheo elteet vesspatdrscaused by the
illum nated scatterers wih O{%sgect 1,0 different polarizations, are
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10 formed jointly with between observation platforms 14, 15, and
16. Verification mismatches, which can refer to inconsisten-
cies or anomalies, are then raised as alarms and are communi-
cated to the central entity 19 for further verification or
action.

15
The authenticity of the vessel AIS message is verified re-
motely, which provides an advantage of increasing a size of a
safety zone around protected installations. The safety zone
can extend beyond the Very High Frequency (VHF) communication

20 range of the vessel AIS. The verification can also be per-

formed earlier.

Existing AIS systems do not need to be changed to implement
this embodiment, which would facilitate acceptance and imple-
25 mentation of the embodiment. Moreover, the AIS messages are
received by the observation platforms or observing entities
without changing existing AIS transceivers or installation.
In other words, the existing AIS transceivers remain intact
without operational changes. The present wide utilization of
30 AIS system in the maritime shipping industry would result in

an immediate operation of the embodiment.

Fig. 3 shows an AIS verification flow chart 45.



FP (L) 5 The operator tr refers to the matrix trace. The conpl ex

mul tivariate ganma function F(L) is defined in [A T. Janmes, "Distributions
of matrixwoarilatgsd4and | atent roots derived from normal PERAPLEEPS19481N.

Mat h. Statist., volune 35, no. 2, Jun. 1964, page 487] as Fp (L) =
P(13-1)/2 HP F1).(3) 10 To detect ship targets in C and L-band
single-polarization intensity data, a direct statistical nodelling of ship
targets is ideally preferred. However, the nodelling is difficult since
ship targets are relatively rare. Thus, sea clut- 15 ter is chosen instead
of ship targets in order to describe the opposite. The correspondi ng

hi st ograns are then constructed indiyﬁdually for the intensity conponent of
different polarizations and are fitted separately with the gamma and

| ognormal distributions. The pdf of the ganma distribu- 20 tion is given as
1 efir(p)xfrhkexmw @hrtfix\indldpesWhesteepX 47Sof hen rradesténtensiety val ue and

T4 ar e oot Rl G0F By UEPRES1 TTRB Bi el ni et GoFBEFBA-t raittAg ar o, The
pdf of theckognoramgl adi shswibuin anscam e expressed as
5
A remote sensing device provides observations in a step 50.
The image geo-references or extracted characteristics are

then produced from the observations, as shown in a step 52.

10 The extracted AIS messages are compared with the extracted
characteristics to verify location of the vessel, as shown in
a step 54. Similarly, the extracted AIS messages are compared
with the extracted characteristics to verify vessel feature,
such as vessel size and dimensions, as shown in a step 56.

15 The extracted AIS messages are compared with the extracted
characteristics to determine vessel characteristics, such as
vessel speed, as shown in a step 58. The extracted AIS mes-
sages are compared with the extracted characteristics to de-
termine vessel type, as shown in a step 60.

20
When a comparison mismatch occurs, an alert is generated, as

shown in a step 62.

An example of location verification using single and Polari-

25 metric Synthetic Aperture Radar is described below.

Ship detection involves four main steps: 1) land masking, 2)
pre-processing, 3) pre-screening, and 4) discrimination. The
first step is to mask out land areas since only ships in the
30 water area are of interest. Moreover, this can help to reduce
false detections caused by land cover features. In the second
step, image enhancement is carried out, which is optional

provided that a constant false alarm rate detector is em-



1(1log x - p)2 exP{2a2( 5) 5 The paraneters m and u are the nean and
standard deviation of the intensity's natural |ogarithm which are also
esti mat edwbyougizgmy4al | the pixels in the training area. PETOR201I@51968
eval uation, it can be seen that the gamm distribution is found to be
better fitted for sea clutter conpared wth the | ognormal 10 distribution.
In order to detect potential ship targets fromthe C and L-band fully
polarimetric SAR data, a constant false-alarmrate detector is introduced
based on Wl ks' |anbda, i.e. A=X/X+Y.(6) 15 Both random matrices X and Y
have i ndependent p-variate central conplex Wshart distributions CE&n, I)
and CW (q, |). The nunber of degreeslzof freedom (or the nunmber of | ooks)
for X and Y_are denoted sekg)arately bg/ n and g. Andersen et al 20[cf. H H
Ander sen, RECHRT bj%r F8S B SoFERSeR” € aiTd P& I Er11e” S8R, PiShear and
G aphi cal bbdedsidfprstehel ddditdsvabtatei Zorphexp Nosimali nDesé ridxuedon,
Spri nger - Ver | ag,. New Yﬁ){lk, 1995, page. 61] showed. tagat the WIlks' |anbda
di stributi 6R°TS H' st Fbuti6h 6F°R' proauct Sof “p14rdepentent® *°
bet a- di str bhut etha andem 25 varraabl eBor Sixagelp, =13 fobsepobardmettr ec dat a
(assum ng HVL - VI-%K th(ra1 W I kms' Iag‘oga i S fdir%t jéf'lbutred as t%g rmoduct of 15
three i RdepBndetit b&fa- aF st BIed"F ardom Var i adl s °BT® and 'B3%wi t h
beta(n - 2shgp,tdhetetr(n - 1, q) and beta(n, q), respectively. The pdf of the
product w = B1B2B3 can be obtai ned based on theorem4.4.1 in [M D
Springer, The Al gebra of 5 Random Vari abl es, John WIley, New York, 1979,
pages 105- 1087po1amhimehris sher i spedshiRy odega, t Becivbebdsial iintegasd = Bansf orm
Fol Hermitian polarimetric covariance matrix [cf. J.-S. Lee and

10 E. Pottier, Polarimetric Radar Imaging: From Basics to Appli-

cations, CRC Press, Boca Raton, 2009, page. 146]:

<|SHH|2> <‘/55}m5;w> <SHHS;V>
C =| (V25 Siur ) <2|SHV|2> (V2swsi )|, ()
(swsim)  (V2swsiv)  (swl)

where S, denotes to the scattering element of the received
polarisation r and transmitted polarisation t. The subscripts
15 H and V represent horizontal and vertical polarizations, re-
spectively. The matrix elements in the diagonal (also known
as variances) are the intensities of different polarizations,
namely HH, HV, and VV. The intensity is related to the radar
cross section o, of a distributed target by {(6.) = 4w (| S.+|?).
20 The phase differences, which provide the information about
the propagation delays in the electric path caused by the il-
luminated scatterers with respect to different polarizations,

are embedded in the off-diagonal elements.

25 The Hermitian matrix A = LC is shown to follow a p-variate
(p = 3) central complex Wishart distribution for a homogene-
ous area, where L refers to the number of looks in POLSAR da-

ta [cf. J.-S. Lee and E. Pottier, Polarimetric Radar Imaging:



| ow ng the nethod of derivation proposed by Schatzoff [M Schatzoff, "Exact
distributions of Wlks's likelihood ratio criterion,”" Bionetrika, volune
53, no. 3W0,20pages4347-358, 10Dec. 1966], Gupta [A K @(piB2011/D¥19¢% i buti on
on WIlks' like- lihood-ratio criterion in the conplex case,” Ann. Inst.
Stat. Math., volunme 23, no. 1, 1971, pages 80-81] gave the exact pdf and
cunul ative density function of the WIlks' lanbda for p = 3. The asynptotic
distribution of the WIlks' lanbda is 15 shown by Khatri [C. G Khatri,
"Classical statistical analysis based on a certain nultivariate conpl ex
Gaussi an distri- bution,” Ann. Math. Statist., volune 36, no. 1, Feb. 1965,
pages 109- 110] as Pr( mlog A T) = ]IBQ’r(Z 22p4 T) +[ Pr((22p44 T)- Pr 22p4
71+ O(m 3 )\5 7 20 where fQq(% qr2 - 2)/3.
For |arge 5P‘ﬂe%asolrcs Sn%ip%ltol’?tllﬁﬁsfl%ct Péﬁﬁ?oﬁ??ft |R8ﬁ° 4%6g A is dis-
tributed asyapteidaalhyyagexd W thn2pthdegueessofa frreedgm i Sofidgt ecti ng
potenti al Shl p targets, the processing steps 25 are outlined below step 1)

pa)= AL olulza) @

r@)l

5 The operator tr refers to the matrix trace. The complex mul-
tivariate gamma function I',(L) is defined in [A. T. James,
“Distributions of matrix variates and latent roots derived
from normal samples,” Ann. Math. Statist., volume 35, no. 2,

Jun. 1964, page 487] as
P
r(z)=z"""T]r(z-1+1) (3)
i=1

10
To detect ship targets in C- and L-band single-polarization
intensity data, a direct statistical modelling of ship tar-
gets is ideally preferred. However, the modelling is diffi-
cult since ship targets are relatively rare. Thus, sea clut-

15 ter is chosen instead of ship targets in order to describe
the opposite. The corresponding histograms are then con-
structed individually for the intensity component of differ-
ent polarizations and are fitted separately with the gamma
and lognormal distributions. The pdf of the gamma distribu-

20 tion is given as

1 x
f(x)= x’glexp(— —j, (4)
(=) 0’T(B) 0
where x is the random intensity wvalue and I'(.) denotes the

gamma function. The scale parameter o and shape parameter [



16 Conmpute X2 X = E Lci, (8) where G

pi xel i

de- not eswOhle1tti38=M nunber of pixels in the training re@ConB2061/8310¢8 2)

Compute Y = LC, where  represents the covariance matrix of a test pixel
j. 10 step 3) Conpute - mlog A, where Ais given in (6). 15step 4) Mark
the test pixel j as a ship pixel if the following criterion is fulfilled:
mlog A > Ta.(9) 20 The critical value T is obtained fromthe chi-squared

distribution with a desired significance |level a. Note that n = NL and q =
Linthis test. step 5) 25

10

15

20

25

14

are estimated by using all the pixels in the selected train-

ing area.

The pdf of the lognormal distribution can be expressed as

B 1 _Jng—yy
= IE

The parameters p and ¢ are the mean and standard deviation of
the intensity’s natural logarithm, which are also estimated
by using all the pixels in the training area. From the evalu-
ation, it can be seen that the gamma distribution is found to
be better fitted for sea clutter compared with the lognormal

distribution.

In order to detect potential ship targets from the C- and L-
band fully polarimetric SAR data, a constant false-alarm rate

detector is introduced based on Wilks’ lambda, i.e.

A =|X|/|x+Y]. (6)

Both random matrices X and Y have independent p-variate cen-
tral complex Wishart distributions CW,(n, X) and CW,(qg, X).
The number of degrees of freedom (or the number of looks) for
X and Y are denoted separately by n and qg. Andersen et al
[cf. H.H. Andersen, M. Hgjbjerre, D. Segrensen, and P.S. Erik-
sen, Linear and Graphical Models for the Multivariate Complex
Normal Distribution, Springer-Verlag, New York, 1995, page
61] showed that the Wilks’ lambda distribution is a distribu-
tion of a product of p independent beta-distributed random

variables. Since p = 3 for polarimetric data (assuming

HV=VH), the Wilks’ lambda is distributed as the product of

refers to the covariance matrix of a
inthe identified training region of sea clutter. The variable N
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three independent beta-distributed random wvariables B;, B; and
B; with beta(n - 2, q), beta(n - 1, g) and beta(n, g), respec-
tively. The pdf of the product w = B1B;B3 can be obtained
based on theorem 4.4.1 in [M. D. Springer, The Algebra of
Random Variables, John Wiley, New York, 1979, pages 105-1071,
which is derived through the Mellin integral transform. Fol-
lowing the method of derivation proposed by Schatzoff [M.
Schatzoff, “Exact distributions of Wilks’s likelihood ratio
criterion,” Biometrika, volume 53, no. 3/4, pages 347-358,
Dec. 1966], Gupta [A. K. Gupta, "“Distribution on Wilks’ like-
lihood-ratio criterion in the complex case,” Ann. Inst. Stat.
Math., volume 23, no. 1, 1971, pages 80-81] gave the exact
pdf and cumulative density function of the Wilks’ lambda for
p = 3. The asymptotic distribution of the Wilks’ lambda is
shown by Khatri [C. G. Khatri, “Classical statistical analy-
sis based on a certain multivariate complex Gaussian distri-

bution,” Ann. Math. Statist., volume 36, no. 1, Feb. 1965,

pages 109-110] as
Pr(— mlog A < T) = Pr(;(zzpq < T)+%[Pr(;(22pq+4 < T)— Pr(;(zzpq < T)]+ O(m’3)
m
(7)

where m = 2n + p - gand r = pg(p + ¢ - 2)/3. For large val-
ues of n and with the first approximation, - m log A is dis-

tributed asymptotically as X2 with 2pg degrees of freedom.

For detecting potential ship targets, the processing steps

are outlined below:

step 1)

18AI S



37AI'S recei ver 38comruni cation port 45flow chart 2047step 49step 50step
52step 54step 2556step 58step 60step 62step 18 CLAIMS 1. An Autonmatic

| denti f i cwibizon/1ISysitem (Al'S) data verification conprisin@ChaBrenoileessensi ng
devi ce for produci ng observation

16

Compute X:
X=>1IC,, (8)

where C; refers to the covariance matrix of a pixel i in the
identified training region of sea clutter. The variable N de-

notes the total number of pixels in the training region.

5
step 2)
Compute Y = LC;, where C; represents the covariance matrix of
a test pixel 7.
10
step 3)
Compute — m log A, where A is given in (6).
15 step 4)

Mark the test pixel j as a ship pixel if the following crite-

rion is fulfilled:

- m log A > T,. (9)

20 The critical wvalue T is obtained from the chi-squared distri-

bution with a desired significance level a. Note that n = NL

and g = L in this test.

step 5)
25
Move to next test pixel and repeat Steps 2-4. Terminate the

execution if there are no more test pixels to be processed.



information of a vessel, an AIS receiver for receiving AlIS data of the ves-
sel , a processing unit for verifying the vessel AIS data
10usi ng twe 2usisel44observati on i nformati on, and RCTORIUNDTI968 on port
for sending an alert about the AIS data when an aut hentication m smatch
occurs. 2. The Automatic ldentification System (Al'S) data verifica- 15tion
devi ce according to claim1l, wherein the renpte sensing device conprises an
optical sensor for at |east one optical imge produci ng observation
information of a vessel. 20 3. The Automatic ldentification System (AlS)
data verifica- tion device according to claim1, wherein the renote sensing
devi ce conprises a sonar sensor for954oducing at | east one sonar imge of
the vessel. 25 4. The Automatic ldentification System (Al'S) data verifica-
tion devi ce"ELERI i AYMFBRcl ai m 1, wherein the renote sensing device
conprises an infrared sensor for producing at |east one infrared i mage of
the vessel. 30 i The Autoq$tgﬁllde tification System (AlS) data verifica-

t 4i'm £Y°

tion devi ce accordi n§*t8’c iérein the renpte sensing device
conpri ses radarllearssber pro-
5 13 message link
14 seaborne observer
15 airborne/space-borne observer
16 static observer

18 ATS enabled relay entity

10 19 central coordination entity
21 communication link
23 observation request

30 AIS authentication device
32 processing unit
15 34 memory unit
36 remote sensing device
37 ATIS receiver
38 communication port

45 flow chart

20 47 step
49 step
50 step
52 step
54 step
25 56 step
58 step
60 step
62 step

30



ducing at | east one radar inmage of the vessel. 19 6. A renote sensing

pl at f or m conpri si ng an Automatic ldentification System (Al'S) data
verifi catwornodeésse according to one of clainms 1 to 5. PCTIBR®11/6310¢%
sensing platformaccording to claim®6, where- in the renote sensing

pl atform conpri ses a seaborne platform 8. The renote sensing platform
according to claim®6, where- in the renote sensing platformconprises an
ai rborne platform 9. The renote sensing platformaccording to claimé,
wherein the renote sensing platformconprises a static platform 20 10. A
met hod for verifying AIS data conprising receiving AlIS data of a vessel
generating renote observation i nforngtion of the vessel,

deriving a vessel characteristic fromthe renote 25observation information,
and CLAIMS

1. An Automatic Identification System (AIS) data verifica-
tion comprising
5 a remote sensing device for producing observation
information of a wvessel,
an AIS receiver for receiving AIS data of the ves-
sel,
a processing unit for verifying the vessel AIS data
10 using the vessel observation information, and
a communication port for sending an alert about the

AIS data when an authentication mismatch occurs.

2. The Automatic Identification System (AIS) data verifica-
15 tion device according to claim 1, wherein
the remote sensing device comprises an optical sensor
for at least one optical image producing observation in-

formation of a vessel.

20 3. The Automatic Identification System (AIS) data verifica-
tion device according to claim 1, wherein
the remote sensing device comprises a sonar sensor for

producing at least one sonar image of the wvessel.

25 4, The Automatic Identification System (AIS) data verifica-
tion device according to claim 1, wherein
the remote sensing device comprises an infrared sensor

for producing at least one infrared image of the wvessel.

30 5. The Automatic Identification System (AIS) data verifica-
tion device according to claim 1, wherein
the remote sensing device comprises radar means for pro-

ducing at least one radar image of the vessel.



verifying the AIS data using the vessel characteristic. 11. The
nmet hod according to claim 10 further conprising 30sending an alert when a
veri fi catworronisssmtich occurs. PCT/IB2011/051968

19

6. A remote sensing platform comprising
an Automatic Identification System (AIS) data veri-

fication device according to one of claims 1 to 5.

5
7. The remote sensing platform according to claim 6, where-
in
the remote sensing platform comprises a seaborne plat-
form.
10
8. The remote sensing platform according to claim 6, where-
in
the remote sensing platform comprises an airborne plat-
form.
15
9. The remote sensing platform according to claim 6, where-
in

the remote sensing platform comprises a static platform.

20 10. A method for verifying AIS data comprising
receiving AIS data of a vessel,
generating remote observation information of the
vessel,
deriving a vessel characteristic from the remote
25 observation information, and
verifying the AIS data using the vessel character-

istic.

11. The method according to claim 10 further comprising

30 sending an alert when a verification mismatch occurs.



