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METHOD AND APPARATUS FOR DATA PROCESSING IN
EQUITY INCENTIVE SYSTEM

FIELD

[0001] Embodiments of the present disclosure relate to the field of software technologies,
and more particularly, to a method and an apparatus for data processing in an equity incentive

system.

BACKGROUND

[0002] As a form of redlization of employee ownership, the Employee Stock Ownership
Plan (ESOP, dso known as the employee stock ownership system) is an ingtitutional
arrangement for an owner and employees to share the ownership of a company and the right
to future earnings of the company. Since the long-term incentive system stores information
about long-term incentives granted by the company to the employees, which is of a high
confidential level, unrelated personnel, including development, operation, and maintenance
personnel, are not allowed to query the information.

[0003] In a conventional scheme, data is encrypted by a symmetric encryption scheme.
However, when data leakage occurs, usually both a secret key and a cipher text may be leaked,
or the secret key may be intercepted during transmission.

[0004] Therefore, it is urgent to find a data processing method for processing sensitive

information that can ensure data security of the sensitive information.

SUMMARY

[0005] The embodiments of the present disclosure provide a method and an apparatus for
data processing in an equity incentive system, capable of improving data security.

[0006] In a first aspect, a method for data processing in an equity incentive system is
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provided. The method includes: obtaining a mapping relation that includes a correspondence
between at least one data type and at least one encryption scheme; determining, based on the
mapping relation, a first encryption scheme corresponding to a first data type of first data;
encrypting the first data in accordance with the first encryption scheme to obtain afirst cipher
text; generating a first data packet based on the first cipher text and the first encryption
scheme; and transmitting the first data packet to a second device in the equity incentive
system.

[0007] A first device obtains the mapping relation that includes the correspondence
between the at least one data type and the at least one encryption scheme, determines the first
encryption scheme corresponding to a datatype of the first data based on the mapping relation,
generates the first data packet based on the first encryption scheme, and transmits the first
data packet to the second device. In this way, the first device uses different encryption
schemes based on different data types, and the second device obtains the first data by
decrypting based on an encryption identifier. That is, according to the embodiments of the
present disclosure, different encryption schemes are used for different data types, thereby
improving data security without affecting normal use.

[0008] In a possible implementation, the first encryption scheme is a random padding
encryption scheme, a non-random encryption scheme, or along text encryption scheme.
[0009] In a possible implementation, the first encryption scheme is the long text
encryption scheme; said encrypting the first data in accordance with the first encryption
scheme to obtain the first cipher text includes: encrypting the first data using a first secret key
to obtain the first cipher text, where the first secret key is a secret key corresponding to the
first data; and encrypting the first secret key to obtain a second cipher text; and said
generating the first data packet based on the first cipher text and the first encryption scheme
includes generating the first data packet based on the first cipher text, the first encryption
scheme, and the second cipher text.

[0010] In a possible implementation, the first encryption scheme is the random padding
encryption scheme; said encrypting the first data in accordance with the first encryption
scheme to obtain the first cipher text includes encrypting the first data using afirst secret key

to obtain the first cipher text, where the first secret key is a random secret key; and said
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generating the first data packet based on the first cipher text and the first encryption scheme
includes generating the first data packet based on the first cipher text and the first encryption
scheme.

[0011] In a possible implementation, the first encryption scheme is the non-random
padding encryption scheme; said encrypting the first data in accordance with the first
encryption scheme to obtain the first cipher text includes encrypting the first data using a first
secret key to obtain the first cipher text, wherein the first secret key is afixed secret key; and
said generating the first data packet based on the first cipher text and the first encryption
scheme includes generating the first data packet based on the first cipher text and the first
encryption scheme.

[0012] In a possible implementation, said encrypting the first secret key to obtain the
second cipher text includes encrypting the first secret key using a second secret key to obtain
the second cipher text, where the second secret key is a secret key agreed between the first
device and the second device.

[0013] In a possible implementation, said encrypting the first secret key to obtain the
second cipher text includes encrypting the first secret key using a second secret key to obtain
the second cipher text, where the second secret key is a public key corresponding to a private
key in the second device.

[0014] In a possible implementation, the method further includes, prior to transmitting, by
the first device, the first data packet to the second device, splicing, by the first device, the first
cipher text and the second cipher text to obtain the first data packet.

[0015] In a possible implementation, said generating the first data packet based on the
first cipher text and the first encryption scheme includes generating the first data packet by
using an encryption identifier corresponding to the first encryption scheme as a prefix.

[0016] In a second aspect, a method for data processing in an equity incentive system is
provided and is applied in a second device in the equity incentive system. The method
includes: receiving a first data packet transmitted by a first device in the equity incentive
system, where the first data packet includes a first cipher text and a prefix; decrypting, in
accordance with an encryption scheme corresponding to the prefix, the first cipher text to

obtain first data, where the encryption scheme is a random padding encryption scheme, a



10

15

20

25

30

non-random encryption scheme, or a long text encryption scheme; and performing data
processing on the first data.

[0017] The second device receives the first data packet from the first device, determines
the encryption scheme based on the prefix of the first data packet, and performs decryption
using a corresponding decryption method. That is, according to the embodiments of the
present disclosure, different encryption schemes are used for different data types, thereby
improving data security without affecting normal use.

[0018] In a third aspect, a termina device is provided. The termina device includes a
processor and a memory. The memory has a computer program stored thereon, and the
processor is configured to call and execute the computer program stored in the memory to
perform the method in the first aspect or the second aspect.

[0019] In a fourth aspect, a computer-readable storage medium is provided, and the
computer-readable storage medium has a computer program stored thereon. The computer
program, when executed by a computer, causes the computer to perform the method in the
first aspect or the second aspect.

[0020] In afifth aspect, a computer program product is provided. The computer program
product includes computer program instructions, and the computer program instructions,
when executed by a computer, cause the computer to perform the method in the first aspect or
the second aspect.

[0021] In a sixth aspect, a computer program is provided. The computer program, when
running on a computer, causes the computer to perform the method in the first aspect or the
second aspect.

[0022] In a seventh aspect, a communication system is provided. The communication
system includes an apparatus for performing any procedure in the above first aspect and an
apparatus for performing any procedure in the above second aspect.

[0023] According to the above technical solutions, the first device obtains the first cipher
text by encrypting the first data using the first secret key, encrypts the first secret key to obtain
the second cipher text, and transmits the first data packet including the first cipher text and the
second cipher text to the second device, such that only after the second device decrypts the

second cipher text to obtain the first secret key can the second device obtain the first data by
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decrypting the first cipher text based on the first secret key. In this way, it is ensured that the
first data cannot be found by the development, operation, and maintenance personnel when

they access a database, thereby improving data security.

BRIEF DESCRIPTION OF DRAWINGS

[0024] FIG. 1 is a schematic diagram showing an encryption process applied in an
embodiment of the present disclosure.

[0025] FIG. 2 is a schematic diagram showing encryption of a communication between a
service layer and an encryption and decryption service according to an embodiment of the
present disclosure.

[0026] FIG. 3 is a schematic diagram showing data packet-based encryption according to
an embodiment of the present disclosure.

[0027] FIG. 4 illustrates a flowchart of a method for data processing according to an
embodiment of the present disclosure.

[0028] FIG. 5 illustrates aflowchart of a specific method for data processing according to
an embodiment of the present disclosure.

[0029] FIG. 6 is a schematic block diagram showing an apparatus for data processing
according to an embodiment of the present disclosure.

[0030] FIG. 7 is a schematic diagram showing a structure of an apparatus for data
processing according to an embodiment of the present disclosure.

[0031] FIG. 8 isaschematic block diagram showing another apparatus for data processing
according to an embodiment of the present disclosure.

[0032] FIG. 9 is a schematic diagram showing a structure of another apparatus for data

processing according to an embodiment of the present disclosure.

DESCRIPTION OF EMBODIMENTS

[0033] Technical solutions according to embodiments of the present disclosure will be
described below in conjunction with accompanying drawings of the embodiments of the

present disclosure. Obviously, the embodiments described below are only a part of the
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embodiments of the present disclosure, rather than al of the embodiments. All other
embodiments obtained by those skilled in the art based on the embodiments in the present
disclosure without creative labor shall fall within the protection scope of the present
disclosure.

[0034] FIG. 1illustrates a schematic diagram of an encryption process. Encryption of data
occurs before the data is inserted into a data base (DB), and a cipher text is stored in the data
base after the encryption; and decryption of the data occurs after the DB is read, and the data
is decrypted after being extracted from the DB.

[0035] It should be understood that in the embodiments described below, “first”, “second”,
and various numerical numbers are only distinctions made for convenience of description,
rather than limitations on the scope of the embodiments of the present disclosure.

[0036] FIG. 2 illustrates a schematic diagram showing encryption of communication
between a service layer and an encryption and decryption service. The service layer and the
encryption and decryption service distribute a symmetric key by distributing a result of
asymmetric encryption of the symmetric key, thereby verifying information integrity. A data
packet contains a content that is encrypted and a secret key that is encrypted and used for
encrypting the content. A public key of areceiving side is used to encrypt the secret key for
encryption, which is not a must, and a symmetric key pre-shared by a send side and the
receiving side may alternatively be used for encryption. When a data packet is received by the
receiving side, the receiving side first decrypts the data packet using a private key or the
pre-shared key to obtain the secret key for encryption, and then uses the secret key to decrypt
a cipher text to obtain an origina text. In this embodiment, a data secret key for encrypting
data is enclosed in the data packet for storage, transmission, and use, and a master secret key
is no longer used to encrypt or decrypt data directly. Each piece of data has a secret key for
data encryption, which is called data key. Each data key is encrypted by a secret key
subjected to secret key management, and stored along with the data in the DB, a cache, or a
file.

[0037] For example, FIG. 3 illustrates a schematic diagram of data packet-based
encryption.

[0038] Specifically, an encryption process may be that an ESOP end transmits a plain text
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field to a KMS end, and the KMS end generates a secret key, encrypts the plain text field
using the secret key to obtain a cipher text field, encrypts the secret key to obtain an encrypted
secrete key, and finally, transmits the encrypted secrete key and the cipher text field together
to an ESOP server; or, the encryption process can be that the ESOP end transmits a secret key
configured to encrypt the plain text field to the KM S end, and the KMS end encrypts the plain
text field using the secret key to obtain the cipher text field, encrypts the secret key to obtain
the encrypted secrete key, and finally, transmits the encrypted secrete key and the cipher text
field together to the ESOP server.

[0039] Specifically, a decryption process may be that the ESOP server transmits the
encrypted secrete key and the cipher text field to the KM S end, and the KM S end decrypts the
encrypted secrete key to obtain the decrypted secret key, decrypts the cipher text field using
the decrypted secret key to obtain the plain text field, and finally, transmits the plain text field
to the ESOP.

[0040] FIG. 4 illustrates a flowchart of a method for data processing in an equity incentive
system according to an embodiment of the present disclosure.

[0041] It can be understood that an execution subject in this embodiment of the present
disclosure may be a first device, and the first device may be a first device in the equity
incentive system, which may be a service side (ESOP_service), i.e., a server device a an
ESOP service side.

[0042] At step 401, a mapping relation that includes a correspondence between at |east
one datatype and at least one encryption scheme is obtained.

[0043] The mapping relation between the at least one data type and the at least one
encryption scheme in this embodiment is illustrated in Table 1. encryption schemes in this
embodiment include, but are not limited to, random padding encryption, non-random padding
encryption, long text encryption, and non-encryption, which are specifically ranked from a
high security performance to a low security performance as. random padding
encryption>non-random padding encryption>long text encryption>non-encryption. Here, the
random padding encryption has disadvantages of inability to support a cipher text query and
long encryption time consumed for a long text greater than 4k. Therefore, the non-random

padding encryption and the long text encryption are more commonly used.
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Encryption : _ .
scheme Prefix Description Applicable datatype
Random Each time aplain text A , . .
padding FUTUS$001 corresponds to a random Fields not involved in a
. . query
encryption cipher text B
Non-random Each time aplain text A .
padding FUTUS$002 corresponds to a fixed H el_ds related to an
. : index/query
encryption cipher text B
A local AES encryption . .
FUTUS$TyThg4 o Atext or afile having a
eanérr]g tt?)(;:] KnMMKH5G1n g pirnagron t'isnpearlfgcn:sti length greater than a
yp $ Y ypk e;? predetermined threshold
Non-encryption Null Plain texts Non-sensitive data

[0045] As illustrated in Table 1, in the data types in this embodiment, the fields not
involved in the query include: remark information, communication addresses, and other
information that a management person will not retrieve; the fields related to the query include
user names, identity card numbers, phone numbers, etc., by means of which information the
management person needs to find data; the text or the file having the length greater than the
predetermined threshold includes various EXCEL files such as data reports, and PDF
electronic contract files; and the non-sensitive data includes various configuration items, etc.

[0046] In an embodiment of the present disclosure, the prefix is used to identify an
encryption scheme of the cipher text. That is, after data is encrypted, a label needs to be
attached to the encrypted data to indicate the encryption scheme of the data, so that a
decryption method can be determined when decryption is to be performed. For example, if a
plain text ABC is encrypted using the padding encryption scheme, then two pieces of
information need to be transmitted to an encryption machine, i.e., the encryption type:
padding encryption, and the plain text: ABC. After the encryption, the encryption machine
returns a cipher text XXYYZZ. In this case, the cipher text XXYYZZ needs to be stored in a
database. Since an identifer cipher text corresponding to the padding encryption is FUTUS$001,
the cipher text XXYYZZ may be stored as FUTU$00LXXYYZZ in the database. If
non-padding encryption is used, then the cipher text returned by the encryption machine is
SSDDFF. In this case, the cipher text SSDDFF may be stored as FUTU$002SSDDFF in the
database. When the cipher text needs to be decrypted, the prefix may tell the encryption

machine the decryption method to be used to decrypt the cipher text. If only the cipher text
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XXYYZZ is transmitted to the other side and the other side is notified that the decryption
method is padding decryption, then the decryption can succeed. If only the cipher text
XXYYZZ is transmitted to the other side and the other side is notified that the decryption
method is non-padding decryption, then the decryption will fail.

[0047] Optionally, the encryption scheme in the embodiments of the present disclosure
may be any one of the four encryption schemes in the above Table 1.

[0048] Optionally, the data type in the embodiments of the present disclosure may be the
data type corresponding to any one of the four encryption schemesin Table 1.

[0049] It can be understood that the step 401 may be generated by the first device, or set
by a user, or specified by instructions transmitted by another device, which is not limited in
the present disclosure.

[0050] It can be understood that, for the non-encryption scheme in Table 1, two involved
sides can directly interact using plain texts without encryption. For the convenience of
description, data types other than non-encryption data in Table 1 are described in the
following embodiments, but the present disclosureis not limited thereto.

[0051] At step 402, a first encryption scheme corresponding to a first data type of first
datais determined based on the mapping relation.

[0052] Specifically, when the first datais obtained by the first device, the first device may
determine the first encryption scheme corresponding to a data type of the first data based on
the mapping relation.

[0053] In an embodiment of the present disclosure, after the first datais obtained, first, the
data type corresponding to the first data is determined, and then the encryption scheme
corresponding to the data type is determined from the mapping relation based on the data type.
Specificaly, aprocess of determining the data type according to this embodiment may include:
determining a text length corresponding to the first data, and determining whether the first
data is first-type data based on a comparison result between the text length and a
predetermined threshold, where the first-type data includes a text or a file having a length
greater than the predetermined threshold; and matching a first target character type with
characters in the first data, determining, based on a matching result, whether the first data
includes a target field, and determining the first data as second-type data when the first data
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includes the target field, where the first target character type includes a name or a number, and
the second-type data includes afield related to an index or aquery.

[0054] At step 403, the first data is encrypted in accordance with the first encryption
scheme to obtain afirst cipher text.

[0055] In a possible implementation, the first encryption scheme is the long text
encryption scheme, and specifically, at the step 403, the first device encrypts the first data
using a first secret key to obtain the first cipher text. The first secret key is a secret key
corresponding to the first data. In addition, the first device further encrypts the first secret key
to obtain a second cipher text.

[0056] Specificaly, for sensitive information of different users, the first device uses
different secret keys. Or the first device uses different secret keys for different companies.
That is, different secret keys are used for different companies or different users, such that an
effect of isolation is achieved, thereby ensuring that a company can only obtain encrypted or
decrypted data of its own, and a user cannot decrypt data of other people.

[0057] It can be understood that the first data may be sensitive data of the user. For
example, the sensitive information is share-holding incentive information of an employee (i.e.,
option and stock information of the employee).

[0058] Optionally, the first device encrypting the first secret key may specifically be that
the first device encrypts the first secret key using a second secret key to obtain the second
cipher text.

[0059] Optionally, the second secret key is a secret key agreed upon in advance by the
first device and the second device.

[0060] Specifically, before data processing, the first device and the second device agree
on a same secret key in advance. In this way, the first device can encrypt the first secret key
using the secret key agreed upon with the second device. That is, after the first device
encrypts data using the agreed secret key, the second device can only decrypt the encrypted
data using the agreed secret key.

[0061] It can be understood that the second device in the present disclosure may be a
service end (KMS_servic).

[0062] Optionally, the first device encrypts the first secret key using a second secret key

10
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to obtain a second secret key, and the second secret key is a public key corresponding to a
private key in the second device.

[0063] Specifically, a pair of public key and private key can be set between the first
device and the second device. The public key and the private key are a secret key pair (that is,
one private key and one public key) obtained through an algorithm. A key that is disclosed to
the public is called the “public key”, and akey that is kept to itself is called the “private key”.
The secrete key pair obtained through this algorithm can be guaranteed to be unigque in the
world. That is, after the first device encrypts the first secret key using the public key, the first
secret key can only be decrypted using the private key.

[0064] In another possible implementation, the first encryption scheme is the random
padding encryption scheme, and specificaly, the step 403 may be that the first device
encrypts the first data using the first secret key to obtain the first cipher text, and the first
secret key isarandom secret key.

[0065] In another possible implementation, the first encryption scheme is the non-random
padding encryption scheme, and specificaly, the step 403 may be that the first device
encrypts the first data using the first secret key to obtain the first cipher text, and the first
cipher text is afixed secret key.

[0066] At step 404, afirst data packet is generated based on the first cipher text and the
first encryption scheme.

[0067] Optionally, step 404 may specifically be that the first device generates the first
data packet by using an encryption identifier corresponding to the first encryption scheme as a
prefix.

[0068] For example, as mentioned above, when the first encryption scheme is the padding
encryption, since an encryption identifier corresponding to the padding encryption is
FUTUS$001, the first data packet generated for the first cipher text XXY'Y ZZ and the padding
encryption scheme is FUTU$001IXXYY ZZ; and when the first encryption scheme is the
non-padding method, since an encryption identifier corresponding to the non-padding
encryption is FUTU$002, the first data packet generated for the first cipher text SSDDFF and
the non-padding encryption scheme is FUTU$002SSDDFF.

[0069] It can be understood that the encryption identifier may alternatively be in other

11
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[0070] It should be noted that when the first encryption scheme is the long text encryption
scheme, the encryption identifier corresponding to the long text encryption scheme is
FUTUS$TYThgdKnMMKH5G1n$, and the first data packet needs to be generated based on the
first cipher text, the second cipher text, and the encryption identifier.

[0071] In a possible implementation, the cipher text and the encryption identifier may be
spliced to generate a data packet.

[0072] Specificaly, the encryption identifier and the first cipher text may be spliced in a
manner that the encryption identifier is before the first cipher text. Or, when the first data
packet is generated based on the encryption identifier, the first cipher text, and the second
cipher text, splicing may be performed in a manner that the encryption identifier is before the
second cipher text and the second cipher text is before the first cipher text. For example, as
illustrated in FIG. 3, data_key is before the cipher text fields.

[0073] It can be understood that the first data packet may also be generated by other
splicing methods, e.g., nesting, combination, etc.

[0074] Exemplarily, in an embodiment, in a process of nesting of the cipher text and the
encryption identifier, to ensure the security of the cipher text and the encryption identifier, a
corresponding insertion position may be calculated based on data attributes of the first data
and the cipher text, and then the encryption identifier isinserted at a corresponding position in
the cipher text based on the insertion position. For example, when the corresponding insertion
position is calculated as n, the encryption identifier isinserted to a position n by starting from
a 1-st character of the cipher text, and characters at and after the original position n in the
cipher text are pushed backwards. Specifically, in this embodiment, the insertion position can

be determined by the following formula:

n=size cipmod(log2size cip)

[0075]  In the formula, SZ€_CIP represents a data volume of the cipher text, mod

represents a remainder operation, and n represents the insertion position of the encryption
identifier in the cipher text. The insertion position is determined by the above calculation

method, so as to insert the encryption identifier into the cipher text based on the insertion
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position. Further, when encrypted data is to be decrypted, an insertion position can be
calculated in the same method, then an encrypted cipher text is extracted, and then the
encrypted cipher text is decrypted, and then the cipher text is decrypted based on the secrete
key. With the above method, the security of the encryption scheme is improved, thereby
further improving the security of the first data.

[0076] At step 405, the first device transmits the first data packet to a second device.
Correspondingly, the second device receives the first data packet from the first device, and the
first data packet includes the first cipher text and a prefix.

[0077] At step 406, the second device decrypts, in accordance with an encryption scheme
corresponding to the prefix, the first cipher text to obtain the first data.

[0078] Optionally, when the encryption scheme is the long text encryption scheme, the
second device decrypts the second cipher text using a third secret key to obtain the first secret
key, and decrypts the first cipher text based on the first secret key to obtain the first data.
[0079] Optionally, the third secret key is a secret key corresponding to the second secret
key.

[0080] In a possible implementation, the third secret key is a secret key agreed upon in
advance by the first device and the second device.

[0081] In another possible implementation, the third secret key is the private key
corresponding to the above public key.

[0082] At step 407, the second device performs data processing on the first data.

[0083] Specifically, the second device performing data processing on the first data may be
that the second device performs a corresponding operation according to afirst data instruction,
or the second device forwards the first data to another device, and the present disclosure is not
limited thereto.

[0084] Optionally, after step 407, the second device may encrypt second data obtained
after the data processing on the first data and transmit the encrypted second data to the first
device.

[0085] In the embodiments of the present disclosure, the first device obtains the mapping
relation that includes the correspondence between the at least one data type and the at least

one encryption scheme, determines the first encryption scheme corresponding to the data type
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of the first data based on the mapping relation, generates the first data packet based on the
first encryption scheme, and transmits the first data packet to the second device. In this way,
the first device uses different encryption schemes depending on different data types, such that
the second device decrypts the cipher text based on the encryption identifier to obtain the first
data. That is, according to the embodiments of the present disclosure, different encryption
schemes are used for different data types, thereby improving data security without affecting
normal use.

[0086] FIG. 5 illustrates aflowchart of a specific method for data processing according to
an embodiment of the present disclosure.

[0087] It can be understood that the following description takes the first device being the
ESOP_service and the second device being the KMS _servic as an example, but the present
disclosureis not limited to thereto.

[0088] When the encryption scheme is the long text encryption scheme, the
ESOP_service and the KM S _servic agree upon in advance a public key PUB and a private
key PRI that are paired by an RSA agorithm. The KMS_servic transmits the private key to
the ESOP_service, but keeps the private key to itself and does not expose the private key to
public.

[0089] At 501, the ESOP_service generates a random string having a length of 256 bits,
the random string being used as a secrete key K1 for Advanced Encryption Standard (AES)
encryption.

[0090] At 502, the ESOP_service constructs data to be encrypted, a specific structure of
the data being ajson string PLAIN.

[0091] At 503, the ESOP_service encrypts PLAIN using the secret key K1 to obtain a
cipher text CIPHER.

[0092] In step 504, the ESOP_service encrypts the secret key K1 using the secret key
PUB to obtain a cipher text K2.

[0093] It can be understood that the present disclosure does not limit a sequence of the
step 503 and the step 504.

[0094] At 505, the ESOP_service splices CIPHER and K2, and transmits the spliced
CIPHER and K2 to the KMS_servic.
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[0095] At 506, the KMS_servic obtains the spliced CIPHER and K2.

[0096] At 507, the KMS_servic decrypts the cipher text K2 using the PRI corresponding
to the PUB to obtain K1.

[0097] At 508, the KMS_servic decrypts CIPHER using K1 to obtain PLAIN.

[0098] At 509, the KMS _servic performs data processing on PLAIN to obtain PLAINZ2.
[0099] At 510, the KMS servic encrypts PLAIN2 using K1 to obtain CIPHERZ2, and
feeds CIPHER2 back to the ESOP_service.

[0100] It can be understood that the KMS servic can also continue encrypting K1. For
example, KMS_servic uses the secret key agreed with the ESOP_service to encrypt K1.

[0101] At 511, the ESOP_service decrypts CIPHER2 using K1 to obtain PLAIN2.

[0102] It can be understood that if the KMS servic encrypts K1, the ESOP_service can
decrypt K1 first, and then encrypt PLAIN2 using K1.

[0103] The specific embodiments of the present disclosure are described in detail above
with reference to the accompanying drawings. However, the present disclosure is not limited
to specific details in the above embodiments. Many simple variants can be made to the
technical solutions of the present disclosure within the scope of the technical concept of the
present disclosure. These simple variants belong to the protection scope of the present
disclosure. For example, the various specific technical features described in the above specific
embodiments can be combined in any suitable manner without contradictions. In order to
avoid unnecessary repetitions, various possible combinations will not be described separately
in the present disclosure. For another example, different implementations of the present
disclosure can aso be combined arbitrarily, without departing from the concept of the present
disclosure, and should also be regarded as the content disclosed in the present disclosure.
[0104] It should also be understood that in the various method embodiments of the present
disclosure, numerical values of sequence numbers of the above processes do not mean an
execution order and should not constitute any limitation to an implementation process of the
embodiments of the present disclosure as the execution order of individual processes should
be determined by their functions and internal logics. It should be understood that these
sequence numbers can be interchanged with each other under appropriate circumstances, such

that the described embodiments of the present disclosure can be implemented in a sequence
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other than those illustrated in the figures or described in the present disclosure.

[0105] The method embodiments of the present disclosure are described in detail above
with reference to FIGS. 1 to 5, and apparatus embodiments of the present disclosure will be
described in detail below in conjunction with FIGS. 6 to 9.

[0106] FIG. 6 is a schematic block diagram showing an apparatus 600 for data processing
according to an embodiment of the present disclosure. As illustrated in FIG. 6, the apparatus
600 for data processing may include a processing unit 610 and a transceiver unit 620.

[0107] The processing unit 610 is configured to obtain a mapping relation that includes a
correspondence between at least one data type and at least one encryption scheme. The
processing unit 610 is further configured to determine a first encryption scheme
corresponding to afirst data type of first data based on the mapping relation. The processing
unit 610 is further configured to encrypt the first data in accordance with the first encryption
scheme to obtain afirst cipher text. The processing unit 610 is further configured to generate a
first data packet based on the first cipher text and the first encryption scheme. The transceiver
unit 620 is configured to transmit the first data packet to a second device in the equity
incentive system.

[0108] Optionally, the first encryption scheme is a random padding encryption scheme, a
non-random encryption scheme, or along text encryption scheme.

[0109] Optionally, the first encryption scheme is the long text encryption scheme; and the
processing unit 620 is specifically configured to: encrypt the first data using a first secret key
to obtain the first cipher text, where the first secret key is a secret key corresponding to the
first data; encrypt the first secret key to obtain a second cipher text; and generate the first data
packet based on the first cipher text, the first encryption scheme, and the second cipher text.
[0110] Optionally, the first encryption scheme is the random padding encryption scheme,
and the processing unit 620 is specifically configured to: encrypt the first data using a first
secret key to obtain the first cipher text, where the first secret key is a random secret key; and
generate the first data packet based on the first cipher text and the first encryption scheme.
[0111] Optionally, the first encryption scheme is the non-random padding encryption
scheme, and the processing unit 620 is specifically configured to: encrypt the first data using

the first secret key to obtain the first cipher text, where the first secret key is afixed secret key;
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and generate the first data packet based on the first cipher text and the first encryption
scheme.

[0112] Optionally, the processing unit 620 is specifically configured to encrypt the first
secret key using a second secret key to obtain the second cipher text, where the second secret
key is asecret key agreed between the first device and the second device.

[0113] Optionally, the processing unit 620 is specifically configured to encrypt the first
secret key using a second secret key to obtain the second cipher text, where the second secret
key isapublic key corresponding to a private key in the second device.

[0114] Optionally, the processing unit 620 is further configured to splice the first cipher
text and the second cipher text to obtain the first data packet.

[0115] Optionally, the processing unit 620 is further configured to generate the first data
packet by using an encryption identifier corresponding to the first encryption scheme as a
prefix.

[0116] It should be understood that the apparatus embodiments may correspond to the
method embodiments, and reference may be made to the method embodiments for similar
description of the apparatus embodiments. Details thereof will not be repeated here to avoid
repetition. Specifically, in this embodiment, the apparatus 600 for data processing may
correspond to a corresponding subject that performs the method 400 according to the
embodiments of the present disclosure, and the above and other operations and/or functions of
modules in the apparatus 600 for data processing are respectively configured to perform
procedures in FIG. 4, or corresponding processes of the method in FIG. 4. Details thereof will
be omitted here for ssimplicity.

[0117] The apparatus and system according to the embodiments of the present disclosure
are described above from the perspective of functiona modules in conjunction with the
accompanying drawings. It should be understood that the functional modules can be
implemented in a form of hardware, instructions in a form of software, or a combination of
hardware and software modules. Specifically, procedures of the method embodiments in the
embodiments of the present disclosure can be completed by hardware integrated logic circuits
in a processor and/or instructions in the form of software. The procedures of the method that

are disclosed in conjunction with the embodiments of the present disclosure can be directly
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embodied as being executed by a hardware decoding processor, or executed by a combination
of hardware and software modules in the decoding processor. Optionally, the software module
may be located in a mature storage medium in the field such as a random access memory, a
flash memory, a Read-Only Memory (ROM), a Programmable ROM (PROM), an electrically
erasable programmable memory, and a register. The storage medium islocated in the memory,
and the processor reads information in the memory, and completes the procedures in the
above method embodiments in combination with hardware in the processor.

[0118] FIG. 7 is a schematic block diagram showing an apparatus 700 for data processing
according to an embodiment of the present disclosure.

[0119] As illustrated in FIG. 7, the apparatus 700 for data processing may include a
memory 710 and a processor 720.

[0120] The memory 710 is configured to store a computer program and transmit codes of
the program to the processor 720. That is, the processor 720 can call the computer program
from the memory 710 and execute the computer program to implement a communication
method according to the embodiments of the present disclosure.

[0121] For example, the processor 720 may be configured to execute procedures in the
method 400 or the method 500 based on instructions in the computer program.

[0122] In some embodiments of the present disclosure, the processor 720 may include but
isnot limited to a general-purpose processor, a Digital Signal Processor (DSP), an Application
Specific Integrated Circuit (ASIC), a Field Programmable Gate Array (FPGA) or other
programmable logic devices, a discrete gate or a transistor logic device, a discrete hardware
component, etc.

[0123] In some embodiments of the present disclosure, the memory 710 includes but is
not limited to a volatile memory and/or a non-volatile memory.

[0124] Here, the non-volatile memory can be an ROM, a PROM, an Erasable PROM
(EPROM), an Electrically EPROM (EEPROM), or aflash memory. The volatile memory may
be a Random Access Memory (RAM) configured as an external high-speed cache. By
exemplary but not restrictive description, many forms of RAMs are available, such as a Static
RAM (SRAM), aDynamic RAM (DRAM), a Synchronous DRAM (SDRAM), aDouble Data
Rate SDRAM (DDR SDRAM), an Enhanced SDRAM (ESDRAM), a synch link DRAM
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(SLDRAM), and a Direct Rambus RAM (DR RAM).

[0125] In some embodiments of the present disclosure, the computer program may be
divided into one or more modules that are stored in the memory 710 and executed by the
processor 720, so as to implement an encoding method provided by the present disclosure.
The one or more modules may be a series of instruction segments of the computer program
that are capable of completing specific functions, and the instruction segments are used to
describe an execution process of the computer program in the apparatus 900 for data
processing.

[0126] Optionally, as illustrated in FIG. 7, the apparatus 700 for data processing may
further include a transceiver 730 that may be connected to the processor 720 or the memory
710.

[0127] Here, the processor 720 may control the transceiver 730 to communicate with
other devices, specifically, to transmit information or data to other devices, or receive
information or data transmitted by other devices. The transceiver 730 may include a
transmitter and areceiver. The transceiver 730 may further include one or more antennas.
[0128] It should be understood that various components in the apparatus 700 for data
processing are connected via a bus system. Here, in addition to a data bus, the bus system
further includes a power bus, a control bus, and a status signal bus.

[0129] FIG. 8 is a schematic block diagram showing an apparatus 800 for data processing
according to an embodiment of the present disclosure. As illustrated in FIG. 8, the apparatus
800 for data processing may include a processing unit 810 and a transceiver unit 820.

[0130] The transceiver unit 820 is configured to receive afirst data packet transmitted by
afirst device in the equity incentive system, where the first data packet includes afirst cipher
text and a prefix.

[0131] The processing unit 810 is configured to decrypt, in accordance with an encryption
scheme corresponding to the prefix, the first cipher text to obtain first data, where the
encryption scheme is a random padding encryption scheme, a non-random encryption scheme,
or along text encryption scheme.

[0132] The processing unit 810 is further configured to perform data processing on the

first data.
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[0133] Optionally, the processing unit 810 is further configured to decrypt the second
cipher text using athird secret key to obtain the first secret key, where the third secret key isa
secret key agreed between the second device and thefirst device.

[0134] Optionally, the processing unit 810 is further configured to decrypt the second
cipher text using athird secret key to obtain the first secret key, where the third secret key isa
private key corresponding to a public key in the first device.

[0135] Optionally, the first data packet is obtained by splicing the first cipher text and the
second cipher text.

[0136] It should be understood that the apparatus embodiments may correspond to the
method embodiments, and reference may be made to the method embodiments for similar
description of the apparatus embodiments. Details thereof will not be repeated here to avoid
repetition. Specifically, in this embodiment, the apparatus 800 for data processing may
correspond to a corresponding subject that performs the method 400 according to the
embodiments of the present disclosure, and the above and other operations and/or functions of
modules in the apparatus 800 for data processing are respectively configured to perform
procedures in FIG. 4, or corresponding processes of the method in FIG. 4. Details thereof will
be omitted here for smplicity.

[0137] The apparatus and system according to the embodiments of the present disclosure
are described above from the perspective of functional modules in conjunction with the
accompanying drawings. It should be understood that the functiona modules can be
implemented in a form of hardware, instructions in a form of software, or a combination of
hardware and software modules. Specifically, procedures of the method embodiments in the
embodiments of the present disclosure can be completed by hardware integrated logic circuits
in a processor and/or instructions in the form of software. The procedures of the method that
are disclosed in combination with the embodiments of the present disclosure can be directly
embodied as being executed by a hardware decoding processor, or executed by a combination
of hardware and software modules in the decoding processor. Optionally, the software module
may be located in a mature storage medium in the field such as a random access memory, a
flash memory, a Read-Only Memory (ROM), a Programmable ROM (PROM), an electrically

erasabl e programmable memory, and a register. The storage medium is located in the memory,
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and the processor reads information from the memory, and completes the procedures in the
above method embodiments in combination with hardware in the processor.

[0138] FIG. 9 is aschematic block diagram showing an apparatus 900 for data processing
according to an embodiment of the present disclosure.

[0139] As illustrated in FIG. 9, the apparatus 900 for data processing may include a
memory 910 and a processor 920.

[0140] The memory 910 has a computer program stored thereon and is configured to
transmit codes of the program to the processor 920. That is, the processor 920 can call the
computer program from the memory 910 and execute the computer program to implement a
communication method according to the embodiments of the present disclosure.

[0141] For example, the processor 920 may be configured to execute procedures in the
method 400 or the method 500 according to instructions in the computer program.

[0142] In some embodiments of the present disclosure, the processor 920 may include but
is not limited to a genera-purpose processor, a DSP, an ASIC, an FPGA or other
programmable logic devices, a discrete gate or a transistor logic device, a discrete hardware
component, etc.

[0143] In some embodiments of the present disclosure, the memory 910 includes but is
not limited to a volatile memory and/or a non-volatile memory.

[0144] Here, the non-volatile memory can be an ROM, a PROM, an EPROM, an
EEPROM, or a flash memory. The volatile memory may be an RAM configured as an
external cache. By exemplary but not restrictive description, many forms of RAMs are
available, such as an SRAM, a DRAM, an SDRAM, a DDR SDRAM, an ESDRAM, an
SLDRAM, and aDR RAM.

[0145] In some embodiments of the present disclosure, the computer program may be
divided into one or more modules that are stored in the memory 910 and executed by the
processor 920, so as to implement an encoding method provided by the present disclosure.
The one or more modules may be a series of instruction segments of the computer program
that are capable of completing specific functions, and the instruction segments are used to
describe an execution process of the computer program in the apparatus 900 for data

processing.
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[0146] Optionally, as illustrated in FIG. 9, the apparatus 900 for data processing may
further include a transceiver 930 that may be connected to the processor 920 or the memory
910.

[0147] Here, the processor 920 may control the transceiver 930 to communicate with
other devices, specifically, to transmit information or data to other devices, or receive
information or data transmitted by other devices. The transceiver 930 may include a
transmitter and areceiver. The transceiver 930 may further include one or more antennas.
[0148] It should be understood that various components in the apparatus 900 for data
processing are connected via a bus system. Here, in addition to a data bus, the bus system also
includes a power bus, a control bus, and a status signal bus.

[0149] According to an aspect of the present disclosure, an apparatus for data processing
is provided. The apparatus includes a processor and a memory. The memory has a computer
program stored thereon, and the processor is configured to call and execute the computer
program stored in the memory to cause an encoder to perform the method according to the
above method embodiments.

[0150] According to another aspect of the present disclosure, a computer storage medium
is provided. The computer storage medium has a computer program stored thereon. The
computer program, when executed by a computer, causes the computer to perform the method
according to the above method embodiments. In other words, the embodiments of the present
disclosure further provide a computer program product including instructions. The
instructions, when executed by a computer, cause the computer to perform the method
according to the above method embodiments.

[0151] According to yet another aspect of the present disclosure, a computer program
product or a computer program is provided. The computer program product or the computer
program includes computer instructions that are stored in a computer-readable storage
medium. A processor of a computer device reads the computer instructions from a
computer-readable storage medium, and executes the computer instructions such that the
computer device performs the method according to the above method embodiments.

[0152] That is, when implemented by software, implementation can be made in the form

of acomputer program product completely or in part. The computer program product includes
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one or more computer instructions. The computer program instructions, when loaded and
executed on a computer, produce al or a part of the processes or functions described in the
embodiments of the present disclosure. The computer may be a general purpose computer, an
application specific computer, a computer network, or any other programmable device. The
computer instructions may be stored in a computer-readable storage medium or transmitted
from one computer-readable storage medium to another computer-readable storage medium.
For example, the computer instructions may be transmitted from one website, computer,
server, or data center to another website, computer, server, or data center via a wired manner
(such as coaxial cable, optica fiber, Digital Subscriber Line (DSL)) or a wireless manner
(such asinfrared, wireless, microwave, etc.). The computer-readable storage medium may be
any usable medium that can be accessed by a computer or a data storage device such as a
server or a data center integrated with one or more usable medium. The usable medium may
be a magnetic medium (for example, a floppy disk, a hard disk, a magnetic tape), an optical
medium (for example, a Digita Video Disc (DVD)), or a semiconductor medium (for
example, a Solid State Disk (SSD)), etc.

[0153] It should be understood that in the embodiments of the present disclosure, “B
corresponding to A” means that B is associated with A. In an implementation, B can be
determined based on A. However, it should also be understood that determining B based on A
does not mean that B is determined only based on A, instead, B can also be determined based
on A and/or other information.

[0154] In the description of the present disclosure, unless otherwise specified, “at least
one” refers to one or more, and “a plurality of” refers to two or more than two. In addition,
“and/or” describes an association relationship between correlated objects, including three
relationships. For example, “A and/or B” can mean A only, B only, or both A and B. Here, A
and B can be singular or plural. The symbol “/” generaly indicates an “or” relationship
between the correlated objects preceding and succeeding the symbol. “at least one of the
following items’ or similar expressions refer to any combination of these items, including a
single item or any combination of a plurality of items. For example, at least one of & b, or ¢
can represent a, b, ¢, aand b, aand ¢, b and c, or a, b, and ¢, where a, b, and ¢ each can be

singular or plural.
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[0155] It should aso be understood that expressions such as first and second in the
embodiments of the present disclosure are only for illustrating and distinguishing the
described objects, rather than to describe a specific sequence or represent a specific limitation
on a number of devices in the embodiments of the present disclosure, nor do they constitute
any limitation on the embodiments of the present disclosure.

[0156] It should also be understood that specific features, structures, or characteristics
related to the embodiments of the present disclosure are included in at least one embodiment
of the present disclosure. In addition, these specific features, structures, or characteristics can
be combined with one or more embodiments in any suitable manner.

[0157] In addition, terms “include’, “have’, and any variations thereof are intended to
cover non-exclusive inclusions. For example, a process, method, system, product, or server
that includes a series of steps or units is not necessarily limited to those clearly listed steps or
units, but may also include other steps or units that are not clearly listed or are inherent to the
process, method, product, or device.

[0158] It can be appreciated by those skilled in the art that the modules and the steps of
the algorithm of examples described in combination with the embodiments disclosed herein
may be implemented in electronic hardware or a combination of computer software and
electronic hardware, depending on specific applications and design constraint conditions of
technical solutions. For each specific application, professionals and technicians can use
different methods to implement the described functions, but such implementation should not
be considered as going beyond the scope of the present disclosure.

[0159] In several embodiments provided by the present disclosure, it is to be understood
that, the devices, apparatuses and methods disclosed can be implemented in other ways. For
example, the apparatus embodiments described above are merely exemplary. For example, the
modules are merely divided based on logic functions. In practica implementation, the
modules can be divided in other manners. For example, multiple modules or components can
be combined or integrated into another system, or some features can be omitted or not
executed. In addition, mutual coupling or direct coupling or communication connection
described or discussed can be implemented as indirect coupling or communication connection

via some interfaces, apparatuses or modules, and may be electrical, mechanical or in other
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forms.

[0160] The modules illustrated as separate components may be or not be separated
physically, and components shown as modules may be or not be physical modules, i.e., may
be located at one position, or distributed onto multiple network units. It is possible to select
some or al of the modules according to actual needs, for achieving the objective of
embodiments of the present disclosure. For example, respective functional modules in
respective embodiments of the present disclosure can be integrated into one processing
module, or can be present as separate physical entities. It is also possible to integrate two or
more modules into one module.

[0161] The above description merely illustrates specific implementations of the present
disclosure, and the scope of the present disclosure is not limited thereto. Any change or
replacement within the technical scope disclosed by the present disclosure that can be easily
conceived by those skilled in the art should fal in the protection scope of the present

disclosure. The protection scope of the present disclosure is defined only by the claims.
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CLAIMS

What isclaimed is:

1. A method for data processing in an equity incentive system, applied in afirst devicein
the equity incentive system, the method comprising:

obtaining a mapping relation that comprises a correspondence between at least one data
type and at least one encryption scheme;

determining, based on the mapping relation, afirst encryption scheme corresponding to a
first data type of first data;

encrypting the first data in accordance with the first encryption scheme to obtain a first
cipher text;

generating a first data packet based on the first cipher text and the first encryption
scheme; and

transmitting the first data packet to a second device in the equity incentive system.

2. The method according to claim 1, wherein the first encryption scheme is a random
padding encryption scheme, a non-random encryption scheme, or a long text encryption
scheme.

3. The method according to claim 2, wherein

the first encryption scheme is the long text encryption scheme,

said encrypting the first data in accordance with the first encryption scheme to obtain the
first cipher text comprises:

encrypting the first data using afirst secret key to obtain the first cipher text, wherein the
first secret key is a secret key corresponding to the first data; and

encrypting the first secret key to obtain a second cipher text; and

said generating the first data packet based on the first cipher text and the first encryption
scheme comprises:

generating the first data packet based on the first cipher text, the first encryption scheme,
and the second cipher text.

4. The method according to claim 2, wherein
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the first encryption scheme is the random padding encryption scheme,

said encrypting the first data in accordance with the first encryption scheme to obtain the
first cipher text comprises:

encrypting the first data using afirst secret key to obtain the first cipher text, wherein the
first secret key is arandom secret key; and

said generating the first data packet based on the first cipher text and the first encryption
scheme comprises:

generating the first data packet based on the first cipher text and the first encryption
scheme.

5. The method according to claim 4, wherein

the first encryption scheme is the non-random padding encryption scheme;

said encrypting the first data in accordance with the first encryption scheme to obtain the
first cipher text comprises:

encrypting the first data using afirst secret key to obtain the first cipher text, wherein the
first secret key is afixed secret key; and

said generating the first data packet based on the first cipher text and the first encryption
scheme comprises:

generating the first data packet based on the first cipher text and the first encryption
scheme.

6. The method according to claim 3, wherein said encrypting the first secret key to obtain
the second cipher text comprises:

encrypting the first secret key using a second secret key to obtain the second cipher text,
wherein the second secret key is a secret key agreed between the first device and the second
device.

7. The method according to claim 3, wherein said encrypting the first secret key to obtain
the second cipher text comprises:

encrypting the first secret key using a second secret key to obtain the second cipher text,
wherein the second secret key is a public key corresponding to a private key in the second

device.
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8. The method according to claim 3, further comprising, prior to transmitting, by the first
device, the first data packet to the second device:

splicing, by the first device, the first cipher text and the second cipher text to obtain the
first data packet.

9. The method according to any one of claims 1 to 8, wherein said generating the first
data packet based on the first cipher text and the first encryption scheme comprises:

generating the first data packet by using an encryption identifier corresponding to the
first encryption scheme as a prefix.

10. A method for data processing in an equity incentive system, the method being applied
in a second device in the equity incentive system and comprising:

receiving a first data packet transmitted by a first device in the equity incentive system,
wherein the first data packet comprises afirst cipher text and a prefix;

decrypting, in accordance with an encryption scheme corresponding to the prefix, the
first cipher text to obtain first data, wherein the encryption scheme is a random padding
encryption scheme, a non-random encryption scheme, or along text encryption scheme; and

performing data processing on the first data.

11. An apparatus for data processing, comprising modules configured to perform the
method according to any one of claims 1 to 10.

12. An apparatus for data processing, comprising:

amemory having instructions stored thereon; and

a processor,

wherein the processor, when executing the instructions, causes the apparatus to perform
the method according to any one of claims 1 to 10.

13. A computer-readable storage medium, having a computer program or instruction
stored thereon, wherein the computer program or instruction, when executed, performs the
method according to any one of claims 1 to 10.

14. A computer program product, comprising computer program codes, wherein the
computer program codes, when executed by a communication device, cause the

communication device to perform the method according to any one of claims 1 to 10.
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