
Figure 1

1/20

Security
Code

Protection 
Code Generator

Protection
Code

Code Generator 2

Transaction
Payload

Code Generator 3

Authentication
Code

Encryption
(Client)

Encrypted
Transaction 

Payload
Decryption

(System)

Key

Privacy
Code

User Data

Encryption
(User Data Protection)

Encrypted
User Data

Decryption
(Multiple Scenarios)

Key

User Record

User Record

Registration

Transaction

Verification 
Code

Encryption
(Registration)

Encrypted
Reset Payload

Decryption
(Reset)

Code Generator 4
User 

Verification 
Data

Key

Reset Payload

User Record

Protection
Code

User Authentication 

and Data in Transit

Security Code Reset

User Data Protection



Security
Code

Authentication
Code

Protection Code
Generator

Security
Code

Protection
Code

Protection Code =
Security Code

Protection
Code

Code Generator 2

Security
Code

Privacy
Code

Protection Code
Generator

Protection
Code

Code Generator 3

User 
Verification 

Data

Verification
Code

Security
Code

Protection
Code

Code Generator 1

Code Generator 4Code Generator 4

Figure 2

2/20



Username

Retrieve
Data

User
Record

Data

Figure 3

3/20

Username

User
Record

Create new User Record

Figure 4



Security
Code

Authentication
Code

Authentication Code
Generator

Store
Authentication Code

User Record

Figure 5

4/20

Security
Code

Privacy
Code

Privacy Code
Generator

EncryptionUser Data
Encrypted
User Data

Store Encrypted
User Data

User Record

Key

Figure 6



User Verification 
Data

Verification
Code

Verification Code
Generator

Encryption
Encrypted

Reset Payload

Store Encrypted
Reset Payload

User Record

Key

Security
Code

Protection
Code

Protection Code
Generator

Reset Payload

Encode

Figure 7

5/20



Protection Code
Generator

Security
Code

User login providing 
Username

and Security Code

Username

Protection
Code

Code Generator 2

Authentication
Code

Protection
Code

Encode

Transaction
Payload

Encryption

Key

Encrypted
Transaction

Payload

Encode

Secure 
Transaction 

Message

Figure 8

6/20



Username

Decode

Secure 
Transaction 

Message

Encrypted
Transaction 

Payload

Retrieve
Authentication Code

Authentication
Code

Decryption

Is decryption 
successful?

Key

User is AUTHENTICATED Security Code is INVALID

Yes No

Transaction 
Payload

Figure 9

7/20



Decode

Protection
Code

Code Generator 3

Privacy
Code

Payload

Decryption

User Data

Username

Retrieve
Encrypted User Data

Encrypted
User Data

Key

Output Parameter

Figure 10

8/20



Store Encrypted
User Data

User Record

Protection
Code

Code Generator 3

Privacy
Code

Encryption

Encrypted
User Data

User Data

Key

Figure 11

9/20



User Verification 
Data

User is verified by  providing 
Username

and User Verification Data

Username

Verification Code
Generator

Verification
Code

Retrieve Encrypted 
Reset Payload

Encrypted
Reset Payload

Decryption

Key

User Verification Data is 
INVALID

Is decryption 
successful?

User is VALID

NoYes

Reset Payload

Figure 12

10/20



New Security
Code

New 
Authentication 

Code

Authentication Code
Generator

Store
New Authentication Code

User Record

User is requested for a 
new 

Security Code

Figure 13

11/20



Store Encrypted
User Data

User Record

New Protection
Code

Code Generator 3

Privacy
Code

Encryption

Encrypted
User Data

User Data

Key

Protection Code
Generator

New Security
Code

Figure 14

12/20



Verification
Code

Encryption
Encrypted

Reset Payload

Store Encrypted
Reset Payload

User Record

Key

 New Security
Code

New Protection
Code

Protection Code
Generator

Reset Payload

Encode

Figure 15

13/20



New User 
Verification Data

New Verification
Code

Verification Code
Generator

Encryption
Encrypted

Reset Payload

Store Encrypted
Reset Payload

User Record

Key

Protection
Code

Reset Payload

Encode

User is requested for a 
new 

User Verification Data

Figure 16

14/20



Figure 17

15/20

Security
Code

Protection 
Code Generator

Protection
Code

Code Generator 5

User Data

Local Access 
Code

Encryption
(User Data Protection)

Encrypted
User Data

Decryption
(Session)

Key

Verification 
Code

Encryption
(Registration)

Encrypted
Reset Payload

Decryption
(Reset)

Code Generator 4
User 

Verification 
Data

Key User Record

User Record

User Authentication and 

User Data Protection

Security Code Reset



Protection Code

Local Access 
Code

Code Generator 5

EncryptionUser Data
Encrypted
User Data

Store Encrypted
User Data

User Record

Key

Protection Code

Security
Code

Figure 18

16/20



Username

User login providing 
Username

and Security Code

Security Code

Local Access Code 
Generator

Local Access 
Code

Retrieve 
Encrypted
User Data

Encrypted User 
Data

Decryption

Key

Is decryption 
successful?

User is AUTHENTICATED Security Code is INVALID

Yes No

User Data

Output Parameter

Figure 19

17/20



Store Encrypted
User Data

User Record

Local Access 
Code

Encryption

Encrypted
User Data

User Data

Key

Figure 20

18/20



Decryption

Local Access 
Code

Encrypted
User Data

Protection Code

Code Generator 5

Decode

Reset PayloadUsername

Retrieve
Encrypted User Data

User Data

Key

Figure 21

19/20



Store Encrypted
User Data

User Record

New Security
Code

Local Access Code
Generator

New Local 
Access Code

Encryption

Encrypted
User Data

User Data

Key

User is requested for a 
new 

Security Code

Figure 22

20/20


	Process for User Authentication, Security Code Reset and User Data Privacy v8.vsdx
	1/20
	2/20
	3/20
	4/20
	5/20
	6/20
	7/20
	8/20
	9/20
	10/20
	11/20
	12/20
	13/20
	14/20
	15/20
	16/20
	17/20
	18/20
	19/20
	20/20


