1 Description Title of Invention COMMUNICATION DEVICE, COMMUNICATION METHOD AND
PROGRAM Technical Field [0001] Embodiments of the present invention relate to a

communication device, a communication method, and a program. 10 Background Art [0002] IC
(Integrated Circuit) cards that incorporate an integrated circuit capable of information recording and
computations have been put to practical use. Particularly, 15IC cards, also called smart cards, that
include a processor in an integrated circuit and realize advanced information processing are widely

used for various applications today as a meaﬁgsglf_i %%ement or a means of personal identification in

daily life. [0003] In general, information processing'on an IC card is performed upon 20receiving a

command issued from an external device which can communicate with the IC card. As for commands

issued to the IC card, there are various typlea th? cause the IC card to execute information input and
. . . 1 f,ho Vel:llhon

output, computations, security processing or the like." Therefore, many IC cards developed recently

incorporate @0 epetAtiLSySIDEWICE| efdneaN herehafidrasiamOS) ek porides a platform
25for executing such a group of commands in its circuit. There are cases where a plurality of kinds of
OSs arg incorporated into an IC card in order to allow the IC card to work in conjunction with a plurality
of external devices conforming to different Spesifieatioirgiand expand the versatility of the IC card.

[0004]
[0001]

Embodiments of the present invention relate to a communication device, a
communication method, and a program.
10
Background Art
[060027
IC {Integrated Circuit) cards that incorporafte an integrated circuit capable of
information recording and computations have been put to practical use. Particularly,
15 1C cards, also called smart cards, that include a processor in an integrated circuit and
realize advanced information processing are widely used for various applications
today as a means of settlement or a means of personal identification in daily life.
[0003]
in general, information processing on an IC card is performed upon
20  receiving a command issued from an external device which can communicate with
the IC card.  As for commands issued to the IC card, there are various types that
cause the JC card to execute information input and output, computations, security
processing or the like. Therefore, many IC cards developed recently incorporate an
operating system (which is referred to hereinafter as an OS) that provides a platform
25  for executing such a group of commands in 1ts circuit,  There are cases where a
plurality of kinds of (Ss are incorporated into an IC card in order to altow the IC
card to work in conjunction with a plurality of external devices conforming to
different specifications and expand the versatility of the IC card.
[0004]



As techniques related to the IC card incorporating a plurality of OSs, techniques described in Patent -
Literature 1 and Patent Literature 2 below, for example, are known. For example, Patent Literature 1
discloses a technique that incorporates an OS for contact IC cards and an OS for contactless IC cards
into one 5circuit and holds link infoimation to data manag-d by each OS to thereby enable data sharing
between the OSs. Further, Patent Literature 2 discjoses a technique that manages processing history
of each individual command to thereby prevent another command from being executed by another OS

during execution of in.Q8..10.Citation List Patent Liter [0005] Patent
Literature 1.JP 2002- gg%ﬁ%%)?ﬁ%g%ﬁﬁﬁ%%%éfrg 3P 256 ?fff;w f?k& ﬁlﬁn%ary of Invention
Technical Problemye0d81abetonv&aemtd sittrtionJoed ivehelatitisudeirahlevidazse a function of a
second OS of an If: car bg/ using.a protoc I tipat ciggv%g)rk |% ;% %nc%{c:‘?r;jt %F ly Vc\llﬁg ! f|_rs(t) (S)ISS grg;z :gd

£xa N:H . e, ale
card, for examprffé? i EGH A Case, T i interface th

by making mpelifisation to thE secontOF; thedesudity lovefnfihesecand Qg desneases. Further,
application of the tech\g}io*ge zthgi(jléggploseol in Patent Literature 1 or 2 raises the necessity to add a
function’to bBfiT S84 \BRich L SET RSB Serh Gt he Sty Bk EEARIBIfiROf the OS
itself [0007] sB-an¢ Brogtamhab enalie.aalineheammangs betwres @ 8 mithoutidecreasing the

security level of the OSs. Solution to Problem
manages processing history of each individual command to thereby prevent another

command from being executed by another OS during execution of 2 command by a

certam OS.
10
' Citation List
Patent Literature
[0005]
Patent Literature 1. JP2002-259922 (A)
15 Patent Literature 2: JP 2007-122289 (A)
Surmmmary of Invention
Technical Problem
[0006]
20 However, a situation occurs where it is desirable to use a function of a

second OS of an IC card by using a protocol that can work in conjunction only with a

first OS of the IC card, for example. In such a case, if an interface that accepts a

command from the first OS is prepared by making modification to the second OS,

the security level of the second OS decreases.  Further, application of the technique
25  disclosed in Patent Literature 1 or 2 raises the necessity to add a function to both OSs,

which causes a possibility of reducing the versatility or extensibility of the OS itself.

10007

Embodiments of the present invention provide a novel and improved communication

device, communication method,



[0008] 5According to one aspect of the present invention, there is provided a communication device
which includes a first operating system that executes commands belonging to a first command group,
a second operating system that executes commands belonging to a second command group different
from the first command group, and a determination unit that, when a first command belonging to 10the
first command group is received from an external device, inputs the first command to the first operating
system, when a first response is output from the first operating system as a response to the first
command, transmits the first response to the external device, and when a second command belonging
to the second'¢ Wﬁﬁqéﬁ%ﬁ?é@&@ﬁ?ﬁSﬁ?W@%b%ﬁ%@%t‘éﬁﬁla@,‘id@miﬂgdho the first
command, 15apkts thesecendeommand to the second operating system and then inputs a second
response as a response to the second command output from the second operating system to the first
operating syﬁgmﬁifﬁﬁ@d]rﬁmﬁbr, when the second command belonging to the second command
20group is reggjggpl from an external device, the determination unit may input the second command to
the second operating system, and when a second response is output from the second operating
system & a responséf§arBnsdeony eeprehahthequeivad ifroentihe, étermapetenicgl she determination

unit may transiaiie;seRANGLISSPOSS 1B £ device, 2010010 Further, the first operating

system may include a command cOnVersion Unit that CovaHiCat ieatt BReEEHIfiand belonging to the
first commangograapdaterhrgnmiaadite mmgimgtoghesecendod tpnatdgsespn [k 1] 4 Further,

the commands helanging to the. first command group may contain a header section and a data section,
and the command convers%lr%i| Su%?gor%%lf/l%gon%ﬁ%nc%gﬂm%&%%‘8§Pr e BsmrhbrSelonging to the

second commemeigndgoiipartiie detamection ohthe:sommandibelepgingite thefitsh gegnmand group.
510012} Furthgs 4hs {1t ARSI Wsiem may further indlude,a conyersion table for
command to the first operating system, when a first response is output from the first
operating system as a response to the first command, transmits the first response to
the external device, and when a second command belonging to the second command
group is output from the first operating system as a response to the first command,
15  inputs the second command to the second operating system and then inputs a second
response as a response to the second command output from the second operating
system to the first operating system.
[0009]
| Further, when the second command belonging to the second command
20 group is received from an external device, the determination unit may mput the
second command to the second operating system, and when a second response is
output from the second operating system as a response to the second command
received from the externa! device, the determination unit may transmit the second
response to the external device.

25 [0010]

Farther, the first operating system may include a command conversion unit
that converts at least one command belonging to the first command group into &

command belonging to the second command group.
[0011]



converting a command belonging to the first command group into a command belonging to the second
command group, and the command conversion unit may convert a command by referring to the
conversion table and acquiring a command 10 belonging to the second command group associated
with the command belonging to the first command group. [0013] Further, the first operating system
may include a first command conversion unit that cpnverts at least one command belonging to the first
command group into a 15 command belonging to the second command group, and a second
command conversio%un}ilt thﬁ} convertscgttléeast one command belonging to the first command group

e

g G B R S AR B R d 5Ot e enG Eroiit ety graiedmmunication

into another command]{)te

device may fhethier inctideaadhitthiepetating=40 systemhaHexReUIeR FAMMARIsReignging to a third
command grou differ%nt from the first command group and the second command group, and the first
operating sygf)é%ﬂ% R ERTHRS U ConHRhbel RS tharmaprd eomvesnsl srieastome command

belonging to fhedirstseommanthgrouRrnia Bsammandhelanging.in. 1 sprand command group, and a
second command.conversion unit that converts at 25 least one commarid bélonging to the first

commarfy ar Q.Ppwrﬁto a command belonging to the third command group. [0015] Further, when
the second commangh skt H%%Hl%aftiﬁ% OREIATING SYSIBN) 358, [eSPonse o the ac})ifstfcommand, the
Oidentifying an ap ¥ ST

determination unit may rewrite information plication of the’second operating system

and containedP T $HE SR<EEpRaEbhstanzid skchrifingiteompratbrminetb corvespandence table before
inputting theﬁgg@ﬁgg@g@@@%@%&?@gggger&tii@%%])ésotem%%Oloﬂversi Further, the commands
y COi

belonging to the second command group m ntain a header section an nau&éttglggction, and when
the second coWVRERERBuEpdttYgRichim fist tbperatingsystebicand seppenge @hadisgt command, the

determipatiog 4t Ay iRpuUL mmand to the second, operating system only when the
header section of'?hegl s%cc)nd%rﬁ%@r%q %a(aﬁ%f%u A Pre le% (?rr‘?ﬁ% @%83@%@%&%&%&& 10[0017]

Further, whethahz$econdarssponge as a response to the second command is not output from the
second oper iﬂ% ystem even after a predetermined time interval has elapsed from input of the
second command'to the second operating system, the determination unit may input the second

command to the secbndbepehatingisystening system may include a first command conversion
unit that converts at least one command belonging to the first command group into a
15 command belonging to the second command group, and a second command
conversion unit that converts at least one command belonging to the first command
group into another command belonging to the second command group.
[0014]
Further, the communication device may further include a third operating
20 system that executes commands belonging to a third command group different from
the first command group and the second command group, and the first operating
system may include a first command conversion unit that converts at least one
command belonging to the first command group into a command belonging to the
second command group, and a second command conversion unit that converts at
25 least one command belonging to the first command group into a command beionging
to the third command group.
[0015]
Further, when the second command is output from the first operating systemn
as aresponse to the first command, the determination unit may rewrite information

30  identifying an application of the second operating system and contained in the



15again. [0018] Further, when the second response as a response to the second command is not
output from the second operating system even after a predetermined time interval has elapsed from
input of the second command to the second operating system, the 20determination unit may input a
response indicating occurrence of an error to the first operating system. [0019] Further, according to
another aspect of the present invention, there is pravided a communication method in a
communication device including a first 25 operatingssystem that executes commands belonging to a
first command group and a second operating system that executes commands belonging to a second

command grot RAFROFBRTREACAMENRE: leohmrRdRE g, sarespimelertestahls dfprof, when a first
command bejgnaing i@.dhe st command GRLP-iS, G '\épﬂiﬁgmﬁ%xternal device, inputting the first

command to the first operating system; when a first 30response-is output from the first operating
system as a IQ@b@hse to the first command, 6 transmitting the first response to the external device;

when a second CW%%&E%&JHH&&H&%@%%%%‘BS%@@Q& {IOlépnlilr%é)nlgput from the first operating

system as a response to the first comman the second commang totiéecond operating
system; &nd fiepiainyhesbcsnetiespohsaldatptionthevienahe ependtingnbasieragatresponse to

the second cgmmand:Qutput from the first operating system to the first operating system. [0020]
Further, according to émo%t%%r a%{ge tgtoe t ges grreeS %rﬁen%()eﬁﬁ% Theraaay We%%‘ﬁ%{fr‘é‘?ﬁ causing a

computer cortribiiiay tpenimunicatiomieviod to tHOfmnekdonasarfi sy aperatingvsystan: that executes
commands ing to a first command group, a second operating system that executes commands
R R B e mrecima e groti

. 14 ¢ . .
belonuing to a second command group I#d & determination
unit that, whed-aifirst command belonging to the first command group is received from an external
device, iﬁ‘p“tﬁ%ﬂ]‘% first command to the first operating system, when 15 a first response is output from

S . . ) .
the first operating system as a response to the first command, transmits the first response to the

external device, andWieics seeantoammandhalonaingria bessesond command raun s output from
response to the first command, inputs the second command to the

the first operating system as a
second ope r&ﬂh&@éﬁ%ﬂ%ﬁ& SRR SRR ARG sHATFOrifERs Bredeisomdectbitme el
20command outaebeamdheiapeontapeaina sy Md e e TRL ARG R/sig, Adyantageous

Effects of Invention | . .
determination unit may input the second command to the second operating system

15 again.
[0018]

Further, when the second response as a response to the second cornrﬁmd 18
not output from the second operating system even after a predetermined time interval
has elapsed from input of the second command to the second operating system, the

20 determination unit may input a response indicating occurrence of an error to the first
operating system.
[6019]

Further, according to another aspect of the present invention, there is

provided a communication method in a communication device incloding a first

25 operating system that executes commands belonging to a first command group and a
second operating system that executes commands belonging to a second command
group different from the first command group, which includes the steps of, when a
first command belonging to the first command group is received from an external
device, inputting the first command to the first operating system; when a first

30 response is output from the first operating system as a response to the first command,



[0021] = As described above, the communication device, the communication method, and the
program according to embodiments of the present invention enable calling of commands between OSs
without decreasing the security level of the OSs. Brief Description of Drawings [0022] [Fig. 1] Fig. 1
is a pattern diagram showing an overview of a commuri cation device 30according to a first
embodiment. 7 [Fig. 2] Fig. 2 is a block diagram showing a logical configuration of an intermediate
layer according to the first embodiment. [Fig. 3A] Fig. 3A is an illustrative diagram showing an example

of a format q:fr a co%m%a:g%. I‘fi . 3B Figi.%Bﬁistan il u%grativ_e lagram showing an example of a format
of a response. F19. AFFiy. 415 & BR agram %%8\‘3\/ 3590y 26FRIUHA0BHTBI first operating

system accdselingzincthetfisscembedimentd «ifig. ipALEIG: Bbrsibefisthalfofan Yustrative diagram
for illustrating command éo onversion praocessing by a command conversion unit according to the first

embodiment [ETROBE ¢ B REEHE LRI Gt A Getrad o Bragrsiordrilnaserading command
conversion presessing ya %ﬂﬁﬁ%@@%yﬂéﬂﬁw@%ﬁ%@ﬁ%{lﬁ&%éiE%ESHE&%%%#&?EJ- 15[Fig. 6]
Ste

Fig. 6 is a block diagram showing a logical configuration of a second operating s m &ccording to
the firstembodiiReAt ESROPPETY . heissanfrsramsa digrarnlifonihstiatingstreecprotessing paths in a
communicaigrideyigenerafifildsBldrg. 8 is an illustrative diagram for illustrating a relationship between

types
yP 100201

Further, according to another aspect of the present invention, there is
provided a program causing a computer controlling a communication device to
10 function as a first operating system that executes commands belonging to a first
command group, a second operating system that executes commands belonging to a
second command group different from the first command group, and a determination
unit that, when a first command belonging to the first command group is received
from an external device, inputs the first command to the first opeﬁaﬁng system, when
16 a first response is output from the first operating system as a response to the first
command, transmits the first response to the external device, andwhen a second
command belonging to the second command group is output from the first operating
system as a response 1o the first command, inputs the second command to the second
operating system and then inputs a second response as a response to. the second
20 command output from the second operating system to the first operating system.
Advantageous Effects of Invention
[0021]
As described above, the communication device, the communication method, and the

program according to embodiments of the present invention enable calling of commands

|3
o1

between OSs without decreasing the security level of the OSs.

Brief Description of Drawings
10022]
[Fig. 1] Fig. 1 is a pattern diagram showing an overview of a communication device

30  according to a first embodiment.



200f external devices and the processing paths in Fig. 7. [Fig. 9] Fig. 9 is a flowchart showing a flow of
a transfer destination determination process according to the first embodiment. [Fig. 10] Fig. 10 is a
flowchart showing a flow of a first command execution process according to the first embodiment.
25[Fig. 11] Fig. 11 is a flowchart showing a flow of a second command execution process according to
the first embodiment. [Fig. 12] Fig. 12 is a block diagram showing a first alternative example of the
intermediate layer according to the first embodiment. [Fig. 13] Fig. 13 is a block diagram showing a
second alter tiv%ﬁgam le of the 30intermediate layer according to the first embodiment. 8 [Fig. 14]

Fig. 14 is a pat@raldidgrans albosh G aRBveIRRATSF 4 (08HiRh GARCHREATIS. & SUEFIRYAR a second

embodiment]d¥ig ad&d:fige 15tife RI0SKkKliagran showing a logical configuration of a first operating
system according to the second embodiment. 5[Fig. 16] Fig. 16 is a block diagram showing a logical

configurationoigart fhtditedinds pylusteditindisTae Seving amssammn o Rigommmg.a17 is a block
diagram showipganexample of a hardware configuration of a communication device. 10Description of
Embodiments [0023]h . Hereinafter, preferred embodiments of the present invention will be
described in détaiPRith ieréRricaroltivstegspendiaararanhoysndotne txanplams sgevifigatidn and the
drawings, elemgritsdhat have substantially the same function 15and structure are denoted with the

same reference signs, and repeated explanation is omitted. [0024]
[Fig. 4] Fig. 4 is a block diagram showing a logical configuration of a first operating

system according to the first embodiment.
[Fig. 5A] Fig. 5A is the first half of an illustrative diagram for illustrating command
10 conversion processing by a command conversion unit according to the first
embodiment.
[Fig. 5B} Fig. 5B is the latter half of an illustrative diagram for illustrating command
conversion processing by a command conversion unit according to the first
embodiment.
15 [Fig. 6] Fig. 6 is a block diagram showing a logical configuration of a second
operating system according to the first embodiment.
{Fig. 7] Fig. 7 is an illustrative diagram for illustrating three processing paths in a
communication device.
[Fig. 8] Fig. 8 is an illustrative diagram for illustrating a relationship between types
20 of external devices and the processing paths in Fig. 7.
[Fig. 9] Fig. 9 is a flowchart showing a flow of a transfer destination determination
process according to the first embodiment.
[Fig. 10] Fig. 10 is a flowchart showing a flow of a first command execution process
according to the first embodiment.
25  [Fig. 11] Fig. 11 is a flowchart showing a flow of a second command execution
process according to the first embodiment.
[Fig. 12] Fig. 12 is a block diagram showing a first alternative example of the
intermediate layer according to the first embodiment.
[Fig. 13] Fig. 13 is a block diagram showing a second alternative example of the

80  intermediate layer according to the first embodiment.



Further, description will be given in the following order. [1] First Embodiment 20[1-1] Basic
Configuration of Communication Device [1-2] Example of Flow of Communication Process [1-3] First
Alternative Example [1-4] Second Alternative Example [2] Second Embodiment 25[0025] [1] First
Embodiment [1-1] Basic Configuration of Communication Device Firstly, a basic configuration of
a communication device 100 according to a first engbodiment of the present invention is described with
reference to Figs. 1 to 6. 30[0026] 9 Fig. 1 is a pattern diagram schematically showing a
communicatigy deﬂ %100 %ccordingtto the first embodiment of the presgnt invention. An external

device 10 and the C(j Wuridatioh BREL 688 oSBT O RS VICTO 02 A STHEBREFHAR device 10 is

a communicaioiteavicedihatcaneominmbodismyrth the communication device 100. For example, the
external devi&e 13&1@/ be a reader/wrjter that reads and writes information recorded on the
f&device’#0

communicati B HEF IR haIESiRAOEF R 49 HE RIS K AN AHEM processing device

that providesoperaibitrarytap plicativnet e atésREBYUsi dinetions mounted on 10the communication
device 100. [0028] On the other hand, the communication device 100 is typically implemented as

a contact or acdsS i drdoraclash. Barier, she Kammuiettnwalisarateniiy #e a
communicatipReppediiiecinslided drialy farmation LamupeRication

[Fig. 17] Fig. 17 is a block diagram showing an example of a hardware configuration

of a communication device.

10 Description of Embodiments
[0023]

Herenafter, preferred embodiments of the present invention will be
described in detail with reference to the appended drawings. Note that, in this
specification and the drawings, elements that have substantially the same function

15  and structure are denoted with the same reference signs, and repeated explanation is
omitted.
[0024]
Further, description will be given in the following order.
[1] First Embodiment
20 { 1-1] Basic Configuration of Communication Device
[1-2] Example of Flow of Communication Process
[1-3] First Alternative Exampie
[1-4] Second Alternative Example
[2] Second Embodiment
25  [0025]
[1] First Embodiment
[1-1] Basic Configuration of Communication Device
Firstly, a basic configuration of a communication device 100 according to a

first embodiment of the present invention is described with reference to Figs. [ to 6.

30 [0026]



15tenninal such as a cellular phone. The communication device 100 provides a command group for
executing input and output of information recorded in its device or various computations, as described
later. Then, when a command is input from the external device 10, the communication device 100
executes processing corresponding to the command and outputs a response to the external device 10.
20[0029] Referring to Fig. I, the communication device 100 includes a communication unit 110, an
intermediate layer 120, a firewall (FW) 130, a first oBerating system (referred to hereinafter as a first
OS) 140, a second operating system (referred to hereinafter as a second OS) 160. 25[0030] The
communication unit 118is & Coratistmisaasrn sebmaeticrly shediiras communiciivndel the

communicationgeuieshQOyih heeamakaayisedOnori of cammands,fiom the external device 10

to the communication device 100 and output of responses from the communication device 100 to the
external devidd 80d tha@paHBrsRgEToUgh the sermsimésdionRigitl110. For example, when the 10
communicatigpegeyice 100 performs contactless communication with the external device 10, the
communication unit 110 can be implemented as a communication interface conforming to standard
specificafion such as NEC{Reat faideCommumivation)af)o8divice thehedntenmedidtadayer 120 is a

logical hierarchy,piovided between the.. unigation unit 110 and the first OS 140, the second OS
160. The intermediate layer g%%eterrﬁ%r%?s@ithf%%é%ﬁé st %nfeﬁéeg}ct%i selertf &S 160 as a
transfer destirrtion efitectatmedd mngurfitemnfizextema dedicbohQlanshiansfeygitie 10command, as

described in detail later. Further, the intermediate layer 120 outputs a response returned for the
Qe (el e ! Eema?% Vé?efﬁyﬁeﬁ%ﬂr Tl TP ERASY 178 0f8he first OS 140 or

transferred command to the exffe?rna evice

the second OB 160 tHatptheridore; arhieansapplicnicolliog aseess teinzemanoek the fifsld@g 140 and the
second QS lg% or the Iikeejt§0%r8 ded.in the intermediate layer 120. 15[0032] The firewall 130 is

Vi t
provided to prevgﬁltné}’al%g%ccessegrlcgo Rﬁand input and output from being performed directly between

the first OS 1f028id the second OS 160. In this embodiment, the firewall 130 is logically implemented

in practice by a mem ontrol gleaéls included in the intermediate layer 120, which is described
20later. However, the AES Gy B SorIEmisatar K\ Rg idhny Wity Wpiemoniedrea between

the OSs, for axaropiesdQ§3@ntactless [C card or IC chip.  Further, the communication device

100 may be a communication module included in an information communication

15 terminal such as a cellular phone. The communication device 100 provides a
command group for executing input and output of information recorded in its device
or various computations, as described later. Then, when a command is input from
the external device 10, the communication device 100 executes processing
corresponding to the command and outputs a response to the external device 10.

20 [0029]

Referring to Fig. 1, the communication device 100 includes a
communication unit 110, an intermediate layer 120, a firewall (FW) 130, a first
operating system (referred to hereinafter as a first OS) 140, a second operating
system (referred to hereinafter as a second OS) 160.

25  {0030]

The communication unit 110 is a communication interface that mediates
communication of the communication device 100 with the external device 10.
Input of commands from the external device 10 to the communication device 100
and output of responses from the communiéation device 100 to the external device

30 10 are performed through the communication unit 110.  For example, when the



The first OS 140 and the second OS 160 execute input and output of information held by the
communication device 100 and predetermined computations 25 according to input commands. In this
specification, among commands which are executable in the communication device 100, a set of
commands executed by the first OS 140 is referred to as a first command group, and a set of
commands executed by the second OS 160 is ref 5Ed to as a second command group. For example,
the first OS 140 may be Java Card (registered trademark) OS, and the second OS 160 30may be

Felica (registered tra.demarg) 089%51 he like. Specific configurations of the 11 first OS 140 and the
second OS 160 ALEBFANY O THE D BEFMERE S8 HERETbeMA IR P erfodsaxtemnalrhe overview of

the communigation idg virec3Athasrorting:te: the first sebgslimentaf s fresemtiygnation is described
above with reference to Fig. 1. Hereinafter, a detailed configuration of each of the intermediate layer

120, the first BE 740 SHEVR 3 IO HERIY & B e sl amsuah B Ry e iBiglblock diagram showing a
detailed configunatign@tithe. 10intermediate layer 120 according to the embodiment. Referring to Fig.
2, the intermediate layer 120 includes a packet translation unit 122, a determination unit 124, a
temporary st unit 126, and a memory control unit 128. [0036] When a communication packet is

received by the commupigRYRiERiE A 158 packrbIRRSIAlANINdZZRNSlg(gs the content of the
etermine

communication packet and directs the determination unit 124 to e transfer destination of a
command foPRECEon dotol ki ansbidsriare 89 660 Ahthisaimed Othd @dmrhan thacoqeidéaddrom the

communicatign paskeida.aifred dMHbedRRARa Stasad %g%#%%ﬁ@%@%&%de{e&%”Pa“O“ unit 124

. 4 ¥ T X
detetmines which of a command belonging to the first command group to ransterred to the first OS
140 (which isleeiapteentolacreinmfied it firetctmardenipbdd acdbrmdndisdtonding to the second

commay eyajal SISl e DS TREIS 93490 NOSLS ST Dregaly e« soon

response returned for the transferred command to the external device 10 or further
transfers it to either one of the first OS 140 or the second 0S 160. Furthermore, a
means of controlling access to memory of the first OS 140 and the second OS 160 or
the like is provided in the intermediate layer 120.

15 [0032]

The firewall 130 is provided to prevent data access or command input and

output from being performed directly between the first OS 140 and the second OS
160. In this embodiment, the firewall 130 is logically implemented in practice by a
memory control means included in the intermediate layer 120, which is described

20 later. However, the firewall 130 may be implemented by physically dividing a
memory area between the OSs, for example.
[0033]

The first OS 140 and the second OS 160 execute input and output of

information held by the communication device 100 and predetermined computations

25 according to input commands. In this specification, among commands which are
executable in the communication device 100, 2 set of commands executed by the first
OS 140 is referred to as a first command group, and a set of commands executed by
the second OS 160 is referred to as a second command group.  For example, the
first OS 140 may be Java Card (registered trademark) OS, and the second OS 160

30  may be Felica (registered trademark) OS or the like. Specific configurations of the



[0038] Fig. 3A is an illustrative diagram showing an example of a format of a command received
by the communication device 100. Referring to Fig. 3A, a command 50 includes a command header
section 52 and a command data section 54. 30 The command header section 52 contains a command
code for identifying the type of 12 the command, a parameter for executing the command or the like,
for example. On the other hand the command data, section 54 contains data to be processed by the
command or the like. Further, processing to select an application may be implemented by setting a
code to com an%)éelection %an application to the 5command header section 52 and including an
[

application cBtE 1t iaertigfii SFFapbitadh fsexdmniorte corhakmanhiseseahsmind data section

54. [0039] Thesdetgssaination unit 124 refers to the command code contained in the header section 52,
for example, and when it determines that the above-described 10command received from the external
device 10 is HH&*ldst command, the determination unit 124 inputs the first command to the first OS 140.

Then, when a 1eSponSe. &% ESPONSE I8 416 (RLARRIARC (Uhish. seigted lorpgreiafer as a s

response) is output from the first OS 140 after that, the detelmination unit 124 outputs the first
response to fhePpdiERertAibREShinY oIl &b itdeRibernkonitetthofBreesediimlldevice 10 through

the communigalian. ol +10:dA040)nieurFi 35 is andualali diagram shouing, an grample of a

format of a response transmitted fromthe communication device 10 ferring to Fig. 38, a response
60 includes &rebhdase datsceerdibif 6@ dasstivad. section 64. The 20response data section 62
contains dat?oggg}lired or generated as a result of executing a command or the like, for example. On
the other hand, the status section 64 contains status infoi'nation indicating whether execution of a
command ends nornkadlyZois erdsckishograadlyhomting kikdetfied Thnfiguration of the

10 intermediate layer 120 according to the embodiment. Referring to Fig. 2, the
intermediate layer 120 includes a packet translation unit 122, a determination unit
124, a temporary storage unit 126, and a memory control unit 128,

[0036]
When a communication packet is recéived by the communication unit 110,

15  the packet translation unit 122 translates the content of the communication packet
and directs the determination unit 124 to determine the transfer destination of a
comumand for the first OS 140 or the second OS 160. At this time, the command
acquired from the communication packet is stored in the temporary storage unit 126.
[0037]

20 The determination unit 124 determines which of a command belonging to
the first command group to be transferred to the first OS 140 (which is referred to
hereinafter as a first command) and a command belonging to the second command
group to be transferred to the second OS 160 (which is referred to hereinafter as a
second command) the above-described command received form the external device

25 s, for example.

[0038]

Fig. 3A is an illustrative diagram showing an example of a format of a
command received by the communication device 100. Referring to Fig. 3A, a
command 50 includes a command header section 52 and a command data section 54.

30 The command header section 52 contains a command code for identifying the type of



25In this embodiment, there is a case where, after the determination unit 124 inputs the first command
to the first OS 140, the second command to be transferred to the second OS 160, instead of the first
response, is output from the first OS 140. In such a case, the determination unit 124 determines that
the second command is output by referring to the command code contained in the command header
section 3052 shown in Fig. 3A, for example, and inguts the second command to the second OS 160.
After that, when a response as a response to the second command (which is referred to hereinafter as
a second response) is autput from the second.0S.160, the determination.unit 124 inputs the second
response to%ﬁ% |P§i%@%§8%%?ﬁ%%ﬂ%ﬁf ‘%%%%Ehc?o%od%?ﬁﬁm%@ergtﬁef%%aﬁgh miéfﬁg it to the
external devibe difiefTinend, Bwhemihentstrespaisesis dnalnodtputdrenpibefitst ®SHA0, the
determination unit 124 outputs the first response, to the packet translation unit 122, so that it is
transmitted t%ofﬂlél@gé)ﬁw%f% |Ceeﬁb"§i\%ﬂi’ PR TR ARGRRIFEIADMBOAS] Further, when the
determinatioimphitnk34 detessrinesatbadihe eammanddleraesiveaiitpptihgaxigral device 10 is the
second command, it inputs the secaond command to the second OS 160. Then, when the second

respons® asCQTERHUHYER ftﬁ%@@&&?d%ﬁﬁﬁ%&ﬂ%ﬂ&@ﬁaﬂf%ﬁﬁﬁ@gé%H’&l@é/ Y6 the determination
unit 124 outpyisitag SeePHEERPORID InthRINackald@ASIALN dHpitst2Re$@4hat it is transmitted to the
external device 10 through the communication unit 110. Determination as to 15whether the second
response ast q:fe(gponse to the second command is input to the first OS 140 or transmitted to the

external device 10 can e RAdRRICIEIACTANY S1aripaR Hag¥ale Bate ks for dletermining a

transfer destination into the temporary storage unit 126, for example. [0043] 20Note that, when a

response asi§3EEREANS s etnaleomahenidt dstesngs thahiealesoferaietso even after a
predetegmined,fime infervakdeinadin advansalasalarsart Hemdhadnpit gidhe second command to

the second OS 160, for example, the determination unit 124 may input the'second command to the

second OS ﬂ@@%@@ﬁilwwﬁé@ééll}fp%@w arssporsendsatheshonsSibihe SSoontaScammand is not
output even alter,a predateimined fipe ﬁ?&%@kﬁ%@%ﬂ%&%é&%@?&& iAlaRdndeg,may notly the

first OS 140 of the occurrence of an error by inputting a response containing status information
indicating tirnespenso)theofitst O 4D e fhrse Kiimighe after that, the determination unit 124

outputs the first response to the packet translation unit 122, so that it is fransmitted to

15  the external device 10 through the communication unit 110.

[0040]
Fig. 3B is an illustrative diagram showing an example of a format of a

response transmitted from the communication device 100. Referring to Fig. 3B, a
response 60 includes a response data section 62 and a status section 64. The

20 response data section 62 contains data acquired or generated as a result of executing
a command or the like, for example. On the other hand, the status section 64
contains status information indicating whether execution of a command ends
normally or ends abnormally or the like.
[0041]

25 In this embodiment, there 1s a case where, after the determination unit 124
inputs the first command to the first OS 140, the second command to be transferred
to the second OS 160, instead of the first response, is output from the first OS 140.
In such a case, the determination unit 124 determines that the second command is
output by referring to the command code contained in the command header section

30 52 shown in Fig. 3A, for example, and inputs the second command to the second OS



[0044] 14 The description of the intermediate layer 120 according to the embodiment is continued by
referring to Fig. 2. [0045] The temporary storage unit 126 temporarily stores commands and responses
5exchanged between the packet translation unit 122 and the determination unit 124 and between the
determination unit 124 and first OS 140 or the second OS 160, control data or the like. The temporary
storage unit 126 can be implemented by using R J (Random Access Memory), for example. [0046]
10The memory control unit 128 controls the operation of each of the first OS 140 and the second OS

160 in order to avojd. that memory access occurs concurrently between the first OS 140 and the
second OS ié)g an%%frf rg@&ﬁ§eﬁi°ﬂ’i‘§e(ﬁ§rﬁﬁ’?ﬁﬂ%§ﬁ6ﬂ BevreondeompRpddmBISPdntrol unit 128

can be implepantaddnetisingiar KIQWBcMM L Pbareory Managrment Yaibndanexamelg: Alternatively,
the 15first OS 140 and the second OS 160 may be mounted onfghysmally different IC chips, and

power suppREIE EARHIRE ERib A BE e JitrsteabiF tRenstein gy el Ul 2Bhq90uuThe detailed
configuratiopeftagptermediaterlayar 20 Recordingte theemhegdinaatis.describgd,above with

reference to Figs. 2 and 3. Note that the 20intermediate layer 120 may be implemented as a kernel of

the communfiiohBUEEIrss ek IW@‘&fﬁ%dh@rﬁﬁﬁa@%&fghﬁW@m@@ﬁWﬂﬁe
intermediate; @VSﬁt%ge foe ﬁa@ﬁ{@%g}%e%%mm@t%%9&%&%6&2?9%@&%5 flggcribed above, may be

implemented as a kernel of the communication device 100. [004
transmitted to the external device 10 through the communication unit 110.

[0042]
Further, when the determination unit 124 determines that the command

10 received from the external device 10 is the second command, it inputs the second
command to the second OS 160. Then, when the second response as a response to
the second command is output from the second OS 160, the determination unit 124
outputs the second response to the packet translation unit 122, so that it is transmitted
to the external device 10 through the communication unit 110. Determination as to

15  whether the second response as a response to the second command is input to the
first OS 140 or transmitted to the external device 10 can be made by temporarily
storing a flag value or the like for determining a transfer destination into the
temporary storage unit 126, for example.

[G043]

20 Note that, when a response as a response to the second command is not
output from the second OS 160 even after a predetermined time interval defined in
advance has elapsed from the input of the second command 1o the second OS 160,
for example, the determination unit 124 may input the second command to the
second OS 160 again. Alternatively, when a response as a response to the second

25  command is not output even after a predetermined time interval has elapsed, the
determination unit 124 may notify the first OS 140 of the occurrence of an error by
inputting a response containing status information indicating timeout to the first OS
140, for example.

[0044]



25Fig. 4 is a block diagram showing a detailed configuration of the first OS 140 according to the
embodiment. Referring to Fig. 4, the first OS 140 includes a first execution environment 142 and
applications 150A and 150B. [0049] The first execution environment 142 is a software group that
provides a 30platform for the first OS 140 to execute the first command group. The first 15 execution
environment 142 mainly includes a first command translation unit 144, a first command execution unit
146, and a first storage unit 148. [0050] The fir %command that is input to the first OS 140 by the
determination unit 124 of the intermediate layer 120 is first converted into a format which is executable
by a CPU (Central Pré8ge&snssiniien ofrthse iRepsriie daramizficstoniaer &g sobydiseeitst command
translation unjg g&ﬁiﬂggi%tpé&;gl{%@oﬁp%.siprage unit 148. Then, the first command is executed by the
first command execution unit 146. [0051] 10The applications 150 (150A and 150B) are arbitrary
applications tH¥t4perate on the first OS 140 by execution of the first command. The tern "application"

involves an applet, sofyg%ﬁtlegr?n{%ﬁéjg{%%ggzmp@d9%8%} rsmgeéilég %@l %g}%gf?%%ﬁgggtions 150A

and 150B is executed Is on an application code or the like contal in'the
commané datxeenticd bawéehehfirped@tormmlatidroynsetidgadobddetesomanandisil&2dion of an

application to e command Readslsasion.23 2f 13 ¥t RMmMAd oL Xampls- 18952]

control data or the like. The temporary storage unit 126 can be implemented by
using RAM (Random Access Memory), for example.
[0046]

10 The memory control unit 128 controls the operation of each of the first OS
140 and the second OS 160 in order to avoid that memory access occurs concurrently
between the first OS 140 and the second OS 160 and a failure occurs in the
communication device 100. The memory control unit 128 can be implemented by
using a known MMU (Memory Management Unit), for example. Alternatively, the

16 first OS 140 and the second OS 160 may be mounted on physically different IC chips,
and power supply to each IC chip may be controlled by the memory control unit 128.
[0047]

The detailed configuration of the intermediate layer 120 according to the
embodiment is described above with reference to Figs. 2 and 3. Note that the

20  intermediate layer 120 may be implemented as a kernel of the communication device
100.  Specifically, a common management function group of the intermediate layer
120 for the first OS 140 and the second OS 160, which is described above, may be
implemented as a kernel of the communication device 100.

[0048]

25 Fig. 4 is a block diagram showing a detailed configuration of the first OS
140 according to the embodiment. Referring to Fig. 4, the first OS 140 inciudes a
first execution environment 142 and applications 150A and 150B.

[0049]
The first execution environment 142 is a software group that provides a

30 platform for the first OS 140 to execute the first command group. The first



In this embodiment, when the application 150A is executed for the first command, input and output of
information corresponding to the application 150A, 20predetermined computations or the like is
performed, and the first response is output to the temporary storage unit 126 of the intermediate layer
120. [0053] On the other hand, when the application 150B is executed for the first command, the
first command is converted into the second commagnd by a command 25conversion unit 152 included
in the application 150B, and the second commandis output to the temporary storage unit 126 of the
intermediate layer 120. [0054] 16 illustrative diagrams for iIIustratingt examples of command

conversion grotRLiaR S By e AT Sk s MRS St S REs) TasigHeA At binfand header

section 52a ¢f-a fisshsapIernd SOasaNtans:pa command gogdadndigating that the command is the first
command. Further, a command data section 54a contains a series of information constituting a

command hé&f&?ksection of the second command after conversion. Then, the command conversion

unit 152 extracts the-pammipRQchAal $ecilan A ah e IRAUDA stoAmmRNG SAR:ANGAURS It 0

thereby convert the first command 50a into the 10 second command. [0056 On the other hand, in

Fig. 5B, % comthahthhBdgaresbagdrysphrris first eomnpieddBoa tomalishacdmrasiiadifle indicating
that the commang s the:firshimmant 13t ke ik SAMEUIRE ACAMMand Lonyersion table TBL |

is held 15in advance in a storage area available to the command conversion unit 152. Then,
the first command translation unit 144 and output to the first storage unit 148. Then,

the first command is executed by the first command execution unit 146,
[GO51]

10 The applications 150 (150A and 150B) are arbitrary applications that
operate on the first 0S 140 by execution of the first command. The term
"application” involves an applet, software containing a simpler logic only or the like.
Which of the applications 150A and 150B is executed s determined based on an
application code or the like contained in the command data section 54 of the first

15  command by setting a code to command selection of an application to the command
header section 52 of the first command, for example.

[0052]
In this embodiment, when the application 150A is executed for the first
command, input and output of information corresponding to the application 150A,

20  predetermined computations or the like is performed, and the first response 1s output
to the temporary storage unit 126 of the mtermediate layer 120,

[0033]
On the other hand, when the application 150B is executed for the first
command, the first command is converted into the second command by a command

25  conversion unit 152 mcluded in the application 150B, and the second command is
output to the temporary storage unit 126 of the intermediate layer 120.

[0054]
The conversion of a command by the command conversion unit 152 can be

realized by a technique shown in Fig. SA or 5B, for example. Figs. 5A and 5B are



the command conversion unit 152 acquires a command code of the second command associated with
the command code contained in the command header section 52b of the input first command 50b from
the command conversion table TBL | and outputs it to thereby convert the first command 50b into the
second command. For example, 20in the example of Fig. 5B, the first command XI can be converted
into the second command YI, and the first comma d§:X2 can be converted into the second command
Y2. [0057] As is understood from the illustrations of Figs. 4 and 5, when the first 25command is
executed by the first OS 140, the first response or the second command is output from the first OS 140

to the inteimadistertiredizogmedan s taipg paamlpta! eamand e oRERoR HAReHfERMo the

extemal devige. 10,and.the,sesnd, ¢ommand is input to the second OS 160. [0058] 17 Fig.6is a
block diagram showing a detailed configuration of the second OS 160 according to the embodiment.

Referring to Fi§38] the second OS 160 includes a second execution environment 162 and applications

172 and 174. [0059] ke second exeaulon £RYIEENMENLLAY 15 SlwalearospdaLpiovides a

platfoini for the second O 1_60 to execute the second command group. The second execution
environrfient 4 eomndciritguadisaiise doridheoramanadianbafion enimesl. a Seedwd eommand

execution ung, af’&?ﬂﬁa%%%ﬁ@g $IagR YL 1680090 A TS Serndhaap Tand dhatyis input to the
second OS 160 by the

header section of the second command after conversion. Then, the command

conversion unit 152 extracts the command data section 54a of the input first

command 50a and outputs it to thereby convert the first command 50a into the
10 second command.

[0056]

On the other hand, in Fig. 5B, a command header section 52b of a first
command 50a contains a command code indicating that the command is the first
command, just like in Fig. 5A. Further, a command conversion table TBL1 is held

15 inadvance in a storage area available to the command conversion unit 152.  Then,
the command conversion unit 152 acquires a command code of the second command
agsociated with the command code contained in the command header section 52b of
the input first command 50b from the command conversion table TBL1 and outputs
it to thereby convert the first command 50b into the second command. For example,

20  inthe example of Fig. 5B, the first command X1 can be converted into the second
command Y1, and the first command X2 can be converted into the second command
Y2.

[0057]

As is understood from the illustrations of Figs. 4 and 5, when the first

25  command is executed by the first OS 140, the first response or the second command
1s output from the first OS 140 to the intermediate layer 120. Then, as described
earlier, the first response is transmitted to the external device 10, and the second
command is input to the second OS 160.

[0058]



determination unit 124 of the intermediate layer 120 is first converted into a format which is executable
by a CPU or the like of the communication device 100 by the second command translation unit 164
and output to the second storage unit 168. Then, the second command is executed by the second
command execution unit 166. 15[0061] The applications 172 and 174 are arbitrary applications
that operate on the second OS 160 by execution otlot}we second command. In this example, when the
application 172 or 174 is executed for the second command, input and output of information ..
corresponding to each, apé)!ication, predetermined com'%utations or the 20like is performed, and the

second response is dutb(t foaRletkARsEaN) Devige anradedsomdarionddishe 185erA 9. Which of
the applications Lédandddfiz exfriaskia. determingd Basgd manaRRlwEEarsodg L the like

contained in the command header section 52 of the second command, for example. [0062] 25The
second resp@risEBdtpuEHY A EBVIFETBRE N frodfaprlisedent [darandahtd by the second OS 160 is
transmitted fr[%ggffe intermediate layer 120 to the external device 10 through the communication unit
110 when the second command is received from the external device 10 as described above. On the
other hahd, when thel$ecsaencorinsahansoarpurfeoh fBd fissodBatdarane betond/ résponse is input

t0 30the 1. 0540 by he LEHPERIAE)RY2E20: 4 0063 cornThE S6EGNC tE300NSE 1t s

output from the second OS 160 and input to t 40 Is process y the apgﬁgg?%n 150B that
has output thexsegormensmenanuf fd2examplendndes atpeitctodthenimtend ediatetlayemit2ZB4s the first

response 5%‘9" 6Lgf;th%seconﬂﬁp mmand.t'l'l%egn, the first response is
t e

taiains, g execution tesultof the second command,
transmitted from the intermediate féyer 190'10 the externa Vlce%eouﬁrough the communication unit

110. [0064] Nobédhat the first storage unit 148 and the second storage unit 168 may be

10 The second command that is input to the second OS 160 by the
determination unit 124 of the intermediate layer 120 is first converted into a format
which is executable by a CPU or the like of the communication device 100 by the
second command translation unit 164 and output to the second storage unit 168.
Then, the second command is executed by the second command execution unit 166.

15 [0061]

The applications 172 and 174 are arbitrary applications that operate on the
second OS 160 by execution of the second command. In this example, when the
application 172 or 174 is executed for the second command, input and output of
information corresponding to each application, predetermined computations or the

20 like 1s performed, and the second response is output to the temporary storage unit
126 of the intermediate layer 120. Which of the applications 172 and 174 is
executed is determined based on an application code or the like contained in the
command header section 52 of the second command, for example.

[0062]

25 The second response output as a result of execution of the second command
by the second OS 160 is transmitted from the intermediate layer 120 to the external
device 10 through the commumication unit 110 when the second command is
received from the external device 10 as described above.  On the other hand, when
the second command is output from the first OS 140, the second response is input to

30  the first OS 140 by the intermediate layer 120.



10those divided virtually by the function of the memory control unit 128 described above. Specifically,
the first storage unit 148 and the second storage unit 168 may be configured by physically a single
recording device. [0065] [1-2] Example of Flow of Communication Process 15The basic configuration
of the communication device 100 according to the embodiment is described above with reference to
Figs. Ito 6. Summarizing the above description, paths of processing by the communication device 100
are mainly three kinds of paths shown in Fig. 7. [0066] 20Referring to Fig. 7, a first processing path is
a path in which the first command received from the external device 10 is executed by the first OS
140, and the 1iﬂ%@?flasponse output from the first OS 140 as a result is transmitted to the external device

10 (P la, b). [0067] 25 sesend REgassingPatuis & PRER invbich dhedisghcommpndieggived from the

external device 10 is converted into the second command by the first OS 140, and the first response

containing a FE&LIPBrldRde prpertrel Suchs inmand BYRIBas sas AHS theserosdtput from the first OS
140 and ransgiliadip 16exiapnel ARGR 10RRA 1AM ORI AUV praGRssapath s a path

in which the second command received from the external device 10 is executed by the second OS

160, andthe WatepiaEsIbaSESUm lffFé#H tHahsesasnadosmeorss a Fesulths fissignsiraito the external
device 10 (P32 HRelom o SARGRASUIEY AP A SQMINIERIAN BRIRIIDRween the

external device 10 and the communication deviCe 100 supports the first conu-na y. The external

device 10 in soghrausgsbas shiswhlas an external device 10a in Fig. 8.
[0064]

Note that the first storage unit 148 and the second storage unit 168 may be

10 those divided virtually by the function of the memory control unit 128 described
above. Specifically, the first storage unit 148 and the second storage unit 168 may
be configured by physically a single recording device.

[0065]
[1-2} Example of Flow of Communication Process

15 The basic configuration of the communication device 100 according to the
embodiment is described above with reference to Figs. 1 to 6. Summarizing the
above description, paths of processing by the communication device 100 are mainly
three kinds of paths shown in Fig. 7.

[0066]

20 Referring to Fig. 7, a first processing path is a path in which the first
command received from the external device 10 1s executed by the first OS 140, and
the first response output from the first OS 140 as a result is transmitted to the
external device 10 (Pla, b).

[0067]

25 A second processing path is a path in which the first command received
from the external device 10 is converted into the second command by the first OS
140, and the first response containing a result of executing the second command by
the second OS 160 is output from the first OS 140 and transmitted to the external
device 10 (P2ato d).

30  [0068]



[0070] 10The external device 10a in Fig. 8 can issue the first command and use an arbitrary
application operating on the first OS 140 by a first processing path P1 of the communication device
100. In addition, the external device 10a can issue the first command and use an arbitrary application
operating on the second OS 160 by a second processing path P2 of the communication device 100. At
this time, it 15appears to the external device 10a gg,if only the first command is executed by the
communication device 100. This means that it is not necessary to make modification to the external

device 10a in order tg provide arbitrar licatign.seryices, of the first OS 140 and the second OS 160
10 a user. [0071] 20PN HE} PR ESRAT MR @ B WHECE LErFAOPHCEBR BRORSEEIRh the

communicatiforievica kB sippestsithessecord bomoandid alsa showd indtigedhdThe external device
10b can issue the second ¢ mmtE‘?d and use an arbitrary application operating on the second OS 160

by a third proEERIFyPHRH S B it BRURILSHGH ERiRE PofrRrHsieckin 15rtHE 88 ond OS 160 of

the 25commuysieatiom @eyieg. 100 is provided with a special interface for accepting access from the first
OS 140, there is a possibility that the interface is abused by a user who makes connection through the
external™eviC¥ap. However, in this embodiment, because the second OS 160 accepts only the

second command asusyalidheseeurithiavelehihnsesand SSA6 tassankdesieass. 30(0072] 20

Figs. 9 to 11 are flowcharts showing an example of communication processing by the communication

device 100 268N 2dHE SRIBBURHEHOTR VE eI IS eReWS he bW sraransferidestitstion
determinatiogpIacesshyethg detsrmination unlh29sohibe dniimediale daygiigd, S(0073] Referring to

Fig. 9, the transfer destination detelruination process starts
[0070]

10 The external device 10a in Fig. 8 can issue the first command and use an
arbitrary application operating on the first OS 140 by a first processing path P1 of the
communication device 100, In addition, the external device 10a can issue the first
command and use an arbitrary application operating on the second OS 160 by a
second processing path P2 of the communication device 100. At this time, it

15 appears to the external device 10a as if only the first command is executed by the
communication device 100. This means that it is not necessary to make
modification to the external device 10a in order to provide arbitrary application
services of the first OS 140 and the second OS 160 to a user.

[0071]

20 Further, an external device 10b whose communication protocol with the
communication device 100 supports the second command is also shown in Fig. 8.
The external device 10b can issue the second command and use an arbitrary
application operating on the second OS 160 by a third processing path P3 of the
communication device 100. At this time, if the second OS 160 of the

25  communication device 100 is provided with a special interface for accepting access
from the first OS 140, there 1s a possibility that the interface is abused by a user who
makes connection through the external device 10b.  However, in this embodiment,
because the second OS 160 accepts only the second command as usual, the security
level of the second OS 160 does not decrease.

30 [0072]



triggered by reception of a communication packet from the external device 10 through the
communication unit 110 (S1202). The received communication packet is written into the temporary
storage unit 126. 10[0074] Next, the packet translation unit 122 translates the content of the
communication packet and, when the first command or the second command is contained in the
communication packet, directs the determination upjt 124 to determine the transfer destination of the
command (S1204). 15[0075] Then, the determination unit 124 determines the transfer destination
of the command by r ,ferring)to the command header section 52 of the received command, for

example, and identiffilsy th& oY SEaHHBOHEE AR SXMRHRl SPRHEWESHIRT command (S1206).
As a result, wherdhigdseehechrmmantols 4o dy SupommBands 201e Saigrmination aitd 24 inputs the

first command to the first OS 140, Further, when the received command is the second command, the
determinatioF&iiy TSRS thatseeand s slaimiiprodgierstationms aes . M08 w6] Upon input of the

first commanghtheifEsh® en O exgeHles dha fish2 pemmand (S1208). An execution process of the
first command by the first OS 140 is described in detail hereinafter with reference to Fig. 10. [0077] 21

access to mé %} of the first OS 140 is permitted by the memory control unit 128 of the intermediate

ayer 120 frsty (514024 {8076) Fheo, e diskepmuiad SPASIEHO N 14 et igs received the fs

Scommand in the first OS 140 translates the first comman converts it Into an executable format
(S1404). FurtfisgctedHirsecsotipnaric: erguntivisalisin paskekcuted¢etfirsatdemimantl converted into the

executable fﬂ%ﬂéﬂ%}é@o@m{gg?c%]don unit 110 (81202). The received communication packet
is written into the temporary storage unit 126.
10 [0074]

Next, the packet translation unit 122 translates the content of the
communication packet and, when the first command or the second command is
contained in the communication packet, directs the determination unit 124 to
determine the transfer destination of the command ($1204).

15 [0075]

. Then, the determination unit 124 determines the transfer destination of the
command by referring to the command header section 52 of the received command,
for example, and identifying the command as either the first command or the second
command {(S1206). As aresult, when the received command is the first command,

20 the determination unit 124 inputs the first command to the first OS 140. Further,
when the received command is the second command, the determination unit 124
inputs the second command to the second OS 160,

[0076]

Upon input of the first command, the first OS 140 executes the first

25  command (S1208). An execution process of the first command by the first OS 140
is described in detail hereinafter with reference to Fig. 10.

[0077]

Fig. 10 is a flowchart partially iltustrating the flow of the first command

execution process by the first OS 140. Referring to Fig. 10, after $1206 of Fig. 9,



In this step, the process branches off depending on whether the application 10150 that operates by
execution of the first command performs conversion of the command or not (S1408). For example, the
application 150A shown in Fig. 4 generates the first response as a response to the first command
without performing conversion of the command (S1410). In this case, the generated first response is
written to the temporary storage unit 126 of the intgrmediate layer 120. After that, 15the process shifts
to S1210 of Fig. 9. [0080] On the other hand, the application 150B shown in Fig. 4, for example,

includes the command conversign ynit 152. Therefore, when the application 150B operates, the first
command fs GSTTBREATT TS SHE0Rt DS RR B T GRRaA BGED FOBIDHN18) (51412)

The second genmmancgengeaiad gothigtgtqgiiaoggi_tten to the temporary storage unit 126 of the
intermediate layer 120. After that, the process shifts to S1210 of Fig. 9. [0081] The description returns

to Fig. 9. Wh %ﬂesponse as a response to the 25first command is output from the first OS 140, the

determination unit 12¢4,detereTnaswhathel thadespansashauitibe.tansmitied e extemal device
10 or transferred to the second OS 160 (S1210). [0082] 22 the communication unit 110 (S1212), and

a series bf proceEskib By 8bRmlHicasitrsihe rsocemnmanhand GeTHdhaintvaen the second

command is QLSO SISt 0% 140 ihe determination unis 124 Inputs the s66gad gammand to
the second OS 160. 5[0083] Then, upon input of the second command, the second OS 160

executes thetkpBs1i¢eommerersrrakiniahexseatitbiprovess Gtiteésecond command by the second
0OS 160 is d%@a@?d in detail hereinafter with reference to Fig. 11.

In this step, the process branches off depending on whether the application
10 150 that operates by execution of the first command performs conversion of the
command or not (S1408). For example, the application 150A shown in Fig. 4
generates the first response as a response to the first command without performing
conversion of the command (S1410). In this case, the generated first response is
written to the temporary storage unit 126 of the intermediate layer 120.  After that,
15  the process shifts to S1210 of Fig. 9.
[0080]
On the other hand, the application 150B shown in Fig. 4, for example,
includes the command conversion unit 152. Therefore, when the application 1508
operates, the first command is converted into the second command by the command
20  conversion unit 152 (§1412). The second command generated in this step is written
to the temporary storage unit 126 of the intermediate layer 120,  After that, the
process shifts to S1210 of Fig. 9.
[0081]
The description returns to Fig. 9. 'When a response as a response to the

first command is output from the first OS 140, the determination unit 124 determines

[
=il

whether the response should be transmitted to the external device 10 or transferred to
the second OS 160 (S1210).
[0082]

At this time, when the first response is output from the first OS 140, the

30  determination unit 124 transmits the first response to the external device 10 through



[0084] 10Fig. 11 is a flowchart illustrating the flow of the second command execution process by the
second OS 160. Referring to Fig. 11, when the second command is input to the second OS 160 as a
result of the determination in S1206 or 51210 of Fig.9, access to memory of the second OS 160 is
permitted by the memory control unit 128 of the intermediate layer 120 firstly (S1602). 15[0085]

Then, the second command translation unit 164 th% has received the second command in the second
OS 160 translates the second command and converts it into an executable format (S1604). Further,

the second command execution uni uteg the second command converted into the executable
format (S1608. Cfﬁfﬁ&}g%ﬁw@n‘}ftﬁg%iig}%?gs%%gé%mgg%ﬁ%% He¥econd command is

generated by.shenappliaatiod=li2 00d éddshovom b &ighs: Hanexanan!géS360%) cThenseeend response
generated in this step is wri é)%the temporary storage unit 126 of the intermediate layer 120. After

en
that, the proCSSREARTLESHET 851 Y. 8¢ S8IETRTYHAR HUbLADIRRFEIIFEEEE GO PN the second
response asia tespanshl toshgsecond command is output from the second OS 160, the determination
unit 124 determines whether the response should be transmitted to the external device 10 or
transferfed &4 hirst 0S 140 (S1216). 30[0088] Li At this time, when the second command is

received fom the extaipal dayicRAd.hedaRisinalRR AL 184 JEanSEUs g saarliesponse (o the
e

external device 10 through communication unit 110 (S1220), and a series of processing by the
communicatRis UV REOREH3d 2i00891An exesHiRE pRerHidthwIserctitk ssepratdmmiand is output

from the first.Q3,1ABshecdS gIERINANCR Uikl 24 NRMENG ReerRd resBange p the first OS 140. At

this time, the second response is processed by the application 150B that has output the second
command, fdP8&%&mple. The first response is thereby generated (S 1218). 10[0090]

10 Fig. 11 is a flowchart illustrating the flow of the second command execution
process by the second OS 160. Referring to Fig. 11, when the second command is
imput to the second OS 160 as a result of the determination in S1206 or $1210 of
Fig.9, access to memory of the second OS 160 is permitted by the memory control
unit 128 of the intermediate layer 120 firstly (S1602).

15 [0085]

Then, the second command translation unit 164 that has received the second
command in the second OS 160 translates the second command and converts it into
an executable format (51604). Further, the second command execution unit 166
executes the second command converted into the executable format (S1606).

20 [0086]

Then, the second response as a response to the second command is
generated by the application 172 or 174 shown in Fig. 6, for example (S1608). The
second response generated in this step is written to the temporary storage unit 126 of
the intermediate layer 120.  After that, the process shifts to S1216 of Fig. 9.

25  [0087]

The description returns to Fig. 9. When the second response as a response
to the second command is output from the second OS 160, the determination unit 124
determines whether the response should be transmitted to the external device 10 or
transferred to the first OS 140 (81216).

30 [0088]



Then, the first response generated based on the second response is transmitted to the external device
10 through the communication unit 110 (S1212), and a series of processing by the communication
device 100 ends. [0091] 15An example of the flow of the communication process by the
communication device 100 is described above with reference to Figs. 9 to 11. Note that, although the
example in which the second command converted Kom the first command by the first OS 140 is
executed by the second OS 160 with no particular réstriction is shown herein, restrictions may be
imposed on transfer of %%mmands 20between QSs through the intermediate layer 120 as in alternative

examples of the embOHIHE e B R haTETROSOW! EESSy e RIbmRticE B aaYISk Fig. 12 s a

block diagramoshiendeganeenfigiiation standniiadiniecauer2pdaQ arsrrdingtaiadivgtalternative
example of the embodiment. Referring to Figé.él12, the intermediate layer 120 according to the
iLd

alternative exdriBIRUHEI0 S PRRIkat A HRIEAOA Uit 1D 2ndeterinfRitBRRHNRRY Sieemporary

storage unit }g@nauiemeny/deenisalgsnit,d<8, and a condition holding unit 132. [0093] 24 The
condition holdinggunit 132 holds a condition that is defined in advance for the second command to be

transferred td4H&%decond OS 160. [0094] For example, a command code which indicates the type
of the command for wiiGhdtARSIER{PTIERR firSt QS IAR S REIMLIEHAMANY GRAMRARG codes that can

be contained in the command header section 52 of the second command, may be held in the condition
holding unit 139; tharricasaatmyRhéAtirrgichectewmhiasbniith theftsin@$hieteomiviand code held

by the conditj [ ' ' ‘g fi - g Vination unit 124 can

transfer the ts{g{:&o%%{gcg%r%%%ﬁ%%%}g l#(?sqeg %@%éd&?&%%é@%a@& urt ?rjfa%[}aéfélr%b‘ﬁe, an

application ctifesosioith esperified &1 applipdtion Bfetfiess caspods© 8 60ty sehichtedllfig im the first

OS 14Q s pg’l(\gpg d may be held in the condition holding unit 132. In this case, only when the second

command 15which contains the application code held by the condition holding unit 132 is output
Then, the first response generated based on the second response is

transmitted to the external device 10 through the communication unit 110 (S1212),
and a sertes of processing by the communication device 100 ends.
[0091]

15 An example of the flow of the communication process by the
communication device 100 is described above with reference to Figs. 9to 11. Note
that, although the example in which the second command converted from the first
command by the first OS 140 is executed by the second OS 160 with no particular
restriction is shown herein, restrictions may be imposed on transfer of commands

20 between OSs through the intermediate layer 120 as in alternative examples of the
embodiment described hereinbelow.,

[0092]
[1-3] First Alternative Example
- Fig. 12 1s a block diagram showing a configuration of an intermediate layer

25 120 according to a first alternative example of the embodiment. Referring to Fig.
12, the intermediate layer 120 according to the alternative example includes a packet
translation unit 120, a determination unit 124, a temporary étorage unit 126, a
memory control unit 128, and a condition holding unit 132.

[0093]



from the first OS 140, the determination unit 124 can transfer the second command to the second OS
160. Further, the determination unit 124 can transfer the second command to the same application of
the second OS 160 until an application code which specifies another application is selected
subsequently in the condition holding 20unit 132. [0096] Thus, according to the alternative
example, it is possible to restrict the transfer of commands from the first OS 140 to the second OS 160
according to the type of the command or the like. The security of the communication device 100 is
25thereby further enhanced. [0097] Note that, when the determination unit 124 does not transfer

the second command BufSACHER inkingvasisddakls serndiicadbat imfefipadimgdyensethe first OS

140 that the gecaRdeamMaMHiaRCIIRNSIBEBE LY Faliling a'esPjise 30containing a
predetermined error code to the first 05 140, for example. 25 [0098] [1-4] Second Alternative Example

Fig. 13isa b[ggﬁ"diagram showing a configuration of an intermediate layer 120 according to a second

aternative example o1J1emBOUIBE A REIENGA it LB NBIMEdialeaver 127 ccording fo

the alternative example includes a packet translation unit 120, a detefrmination u 5 , a temporary

storage Onit YaBckhtrRBHG I eBrito o B hinrenagdedeateiye d8hear daltatleoperation unit 136.
00%5]  injie manegesntiahe L34, dnigpe Aonlialioncode uiich denifcs g 10appicaion

of the second OS 160 is held in advance in a format associated one-to- Bhe With an ar Pary external
specification b8dentbiiexangiag [0100]2. InThemashenlyarstertiegd¢hendecandcowhiand output from

e o RGO s T R e ke 12
first OS 140, the determination unit 124 can transfer the second command to the
10 second QS 160.
[0095]

Further, for example, an application code which specifies an application of
the second OS 160 for which calling from the first OS 140 is permitted may be held
in the condition holding unit 132. In this case, only when the second command

15 which contains the application code held by the condition holding unit 132 is output
from the first OS 140, the determination unit 124 can transfer the second command
to the second OS 160. Further, the determination unit 124 can transfer the second
command to the same application of the second OS 160 until an application code
which specifies another application is selected subsequently in the condition holding

20 unit 132,

[0096]

Thus, according to the alternative example, it is possible to restrict the
transfer of commands from the first OS 140 to the second OS 160 according to the
type of the command or the like. The security of the communication device 100 is

25  thereby further enhanced.
10097

Note that, when the determination unit 124 does not transfer the second
command output from the first OS 140, the determination unit 124 may notify the
first OS 140 that the second command is not transferred by returning a response

30 containing a predetermined error code to the first OS 140, for example.



above-described application code and then inputs the second comniand to the second OS.
Specifically, in this alternative example, the management table 134 serves as a correspondence table
for hiding the unique application code of the second OS 160 from the first OS 140. In this case, the
external specification code is also a code 20which identifies the application of the second OS 160, and
the external specification code may be an arbitrary,character string using alphabets and numerals or
the like, for example. [0101] The table operation ufiit 136 is an interface for registering, changing or
25deleting a comhination of the external specification code and the application code in the
managemen@[%%q 134. For example, the table operation unit 136 receives a command for
management [[a}qlpga@gﬁ@tmnéﬂﬁigbe@%qg belong to the first command group and the second
command group from the external device 10 through the communication device 100 and registers,
changes or deletes thichiribin AR5k Sistreshpviredecbarabmeelipn samasdigetmisr table 134.

26 [0102]  120MeqQding 10 a%@;ﬁami@@@gelﬁpr%m@%%@mpnﬁ@ﬂ%?(g%*ﬂfggnﬂfies each
|

application of the second OS 160 is hidden from the first OS 140, and the external Specification code

which isYegibfetbs neashee lAvkd Avsragehnsnoshiltasativere e difideinstaadket is thereby
possible to fyrther enbanse e SeaurbyLhihe samaw %@éﬁ%&%ﬁﬁ?&%%ﬁ@ ﬁ?%dk{ce the effect of a

change in the application of the second OS 160 on the first he first embodiment of the
present inve RO geseabbriabiye withazerederénlde 164iged hdabB: Aprerdimg:ito 136 embodiment, as -
described inge|atipn to Fig. 8, it is possible to use application services by the first OS 140 and the
second OS 160 of the communication device 100 through the device that supports the first command
only. This eliminatesithiénoadagesigpporbla phdralitynofieapphivaicationipreticoisdetfeemthe

conmupcaih s 194118 BSTHAI8YER 19, ety A pandng peyepaio of e
interface for acceptingactessfroreanbipeci@Stithecsdeyufity deueirdé the OS does not decrease. [0104]
[0100]
Then, when transferring the second command output from the first OS 140

to the second OS 160, the determination unit 124 refers to the management table 134,

15 rewrites the external specification code contained in the second command to the
above-described application code and then inputs the second command to the second
OS. Specifically, in this alternative example, the management table 134 serves as a
correspondence table for hiding the unique application code of the second OS 160
from the first OS 140. In this case, the external specification code is also a code

20 which identifies the application of the second OS 160, and the external specification
code may be an arbitrary character string using alphabets and numerals or the like,
for example.
[0101]

The table operation unit 136 is an interface for registering, changing or

25  deleting a combination of the external specification code and the application code in
the management table 134. For example, the table operation unit 136 receives a
command for management table operation which does not belong to the first
command group and the second command group from the external device 10 through
the communication device 100 and registers, changes or deletes the combination of

30  the above-described codes in the management table 134.



Further, restrictions may be imposed on exchange of commands between the 200Ss by providing the
intermediate layer 120 with a means of filtering transfer of the commands. Further, information such as
the application code which is necessary for execution of a command by the second OS 160 may be
hidden in the intermediate layer 120. This enables further enhancement of the security of the
communication device 100. 25[0105] [2] Second Embodiment In the first embodiment, the
example in which only one means of converting thé first command into the second command is
provided in t}g(g first OS 140 in the communication device 100 is described. However, a plurality of
means of 30 rting the first command into the second command may exist. 27 [0106] Fig. 14

is a pattern diagram A@B&%@%'|M§BR¥YHI@1@@Q9&H§HB}%iﬁﬁig%%ﬁ%i@ﬁ%@%IQha second

embodiment of the present invention. Referring to Fig. 14, the communication device 200 includes a

communicatitdsiHiE s happlicatipnedi e sa5erd0s, Lofiswidiend anrites trst54% 1 40sesdnd OS 160
and a third Qe 180 FArPEs: (BRI EAPRLIEAUION device.aDfhis £ANReHiadQ.an.exignal device 10

through the communication unit 110. [0107] In this embodiment, the intermediate layer 220 is a logical
hierarchy pldéBlg 1dbetndernpetehinsiandatidnuihierehd pertitie frdo0s 240 a9 tecond OS 160 and
the third OS B Aher merRRialR e FA0RmNGeRRe Al bR ISIQSR40. g econd OS 160
and the third OS 180 as a transfer destination of a command input from the extérnal device 10 and
transfers the2gbhngitado FbetseroRtboMenidreiasic?228Gutputs a response returned for the
transferred nd to the external 15 device 10 or further transfers it to another OS. Furthermore, a
means of controlling access to memory of the first OS 240, the second OS 160 and the third OS 180
or the like is providedlw fhretiensrodiiztedtger 122&f0bO8h Thei fikisQHaHahslre s&hond OS 160 and

the 05 LAAHEGH RIPYI31S, 20RUBHERL e AR DA R SREA R koo 6 vioe 100 and

predetermin
Fig. 8, it is possible to use application services by the first OS 140 and the second OS

160 of the communication device 100 through the device that supports the first
command only. This eliminates the need to support a plurality of communication
protocols between the communication device 100 and the external device 10, thereby
15 expanding the versatility of the communication device 100. Further, because it is
not necessary to provide each OS with a special interface for accepting access from
another OS, the security level of the OS does not decrease.
[0104]
Further, restrictions may be imposed on exchange of commands between the
20 OSs by providing the intermediate layer 120 with a means of filtering transfer of the
commands. Further, information such as the application code which is necessary
for execution of a command by the second OS 160 may be hidden in the intermediate
layer 120. This enables further enhancement of the security of the communication
device 100.
25  [0105]
[2] Second Embodiment
In the first embodiment, the example in which only one means of converting
the first command into the second command is provided in the first OS 140 in the
communication device 100 is described. However, a plurality of means of

30 converting the first command into the second command may exist.



computations according to input commands. Specifically, the first OS 240 executes a first command
which belongs to a first command group, the second OS 160 executes a second command which
belongs to a second command group, and the third OS 180 executes a third command which belongs
to a third command group.. 25Further, the first OS 240 includes two command conversion means that
convert the first command into the second commag? and the third command, respectively, as
described later. [0109] 28 On the other hand, the third OS 180 includes an execution environment and
applicationsrr'm?;}rgge the configuration of the second OS shown in Fig. 6, for example, and executes
the third co and outputs a third response. [0110] 5Fig. 15 is a block diagram showing a detailed

configuration of the first @5i24Qaeqording-ientaaembrdinanb Refesinthinigale, HgifiEst OS 240

includes a first execution environment 142 and applications 250A and 250B. The first execution

environmentA 42 FeRdHEsa #irscenthrmhrdmardatiths orsatdnsentsionRelaninestediigion unit 146

and a first storage i BidaHBRAL e apPlicatian 102704 inr/kESS @,sammand conversion unit
252A. The application 250B includes a command conversion unit 2528. [0111] The applications 250

(250A ahd 2888dArdRTSHZaPrdHERY thifh afErme DR4hefivsood 3R b dyepstectiich of the first
command. VAHCIROf the,de2RRIICEHARSRRRRARN, 708 (S Exaaad IS dstermined by fhe method of

selection using the application code or the like contained in the command data section b4 of the first
command, fddkErmphehroarpmvnisiempaidinient, the command conversion unit 252A converts the
first 20commang-tnput from the inteiinediate layer 220 into the second command to be executed by the
second OS 160. Further, the command conversion unit B converts the first command input from the
intermediate layer 220 thitoethbafiraeobrtim artdroedaexeyaté@ bis thothind DS 86y Suckiconversion of

e otk Ra RIS ARSI T S TR BB RORIRILIR g 54 o

the third OS 180.  The intermediate layer 220 determines one of the first OS 240,
the second OS 160 and the third OS 180 as a transfer destination of a command input -
from the external device 10 and transfers the command. Further, the intermediate
layer 220 outputs a response returned for the transferred command to the external

15 device 10 or further transfers it to another OS.  Furthermore, a means of controlling
access to memory of the first OS 240, the second OS 160 and the third OS 180 or the
like is provided in the intermediate layer 220.
[0108]

The first OS 240, the second OS 160 and the third OS 180 execute input and

20 output of information held by the communication device 100 and predetermined
computations according to input commands.  Specifically, the first OS 240 executes
a first command which belongs to a first command group, the second OS 160
executes a second command which belongs to a second command group, and the
third OS 180 executes a third command which belongs to a third command group.

25 Turther, the first OS 240 inciudes two command conversion means that convert the
first command into the second command and the third command, respectively, as
described later.

[0109]



25second command or the third command associated in the conversion table or the like, as described
with use of Fig. 5, for example. [0113] Fig. 16 is a block diagram showing a detailed
configuration of the intermediate layer 220 according to the embodiment. Refening to Fig. 16, the
30intermediate layer 220 includes a packet translation unit 222, a determination unit 29 224, a
temporary storage unit 226, and a memory control.ynit 228. [0114] When a communication
packet is received by the communication unit 110,2tli§1e packet translation unit 222 translates the
content of the comm niﬁggion zzlcke S5and directs the determination unit 224 to determine the transfer

destination of a commandd td: Bebitd GRel SHBHYISSIREBSHIR gIVdeDaemat this time, the

command acgitestisagthgikemebnicalivnpackabisStRRIdR he JeMR@iary sigrage unit 226. [0115]
10The determination unit 224 determines the transfer destination of the command by reference to the

command h&X8BP% ARG FEEBEHECBthenTamaRdivad qHoRv e tBik FPRIUsSice and in accordance
with a comnyandgode or the like contained in the command header section 52, for example. When the
determination unit 224 determines that the command received from the external device 10 is the

15first cdmmand, folékaimptet BrekSiaermaonvingadeaieleonfiaumnticcontthaiddRe first OS 240.
Then, when syfirstgRRonse s uiBulfsam: thelisshQF 2402513 15sRaRse Lo g fitalgemmand after

that, the determination unit 224 outputs the first response to the packet translation unit 2a22, so that it is
transmitted f3rhEXSRtEIPRFTBYRIBIED thiduryd e liesnimuRicafiondAR0BLO. ToiG6] Further, when

the second commaRA s ARHERS A7 RARASE, Al [isheRTINAN: (o &xpTIRle, fe determination

unit 224 inputs the second command to the second en, when'a secon rresponse asa
response to ¢hEEwadria entinphand! is4éLapdefos theagecont @6 160rtve, deteppiication unit 224 inputs

ine 2536condssenanegoxls fah OS.2400g! e SURU g SESand commgpd, e her
command conversion unit 2528,
[0111]
The applications 250 (250A and 250B) are arbitrary applications that
operate on the first OS 240 by execution of the first command. Which of the
15  applications 250A and 250B is executed is determined by the method of selection
using the application code or the like contained in the command data section 54 of
the first command, for example.
[0112]
In this embodiment, the command conversion unit 252A converts the first
20 command input from the intermediate layer 220 into the second command to be
executed by the second OS 160. Further, the command conversion unit B converts
the first command input from the intermediate layer 220 into the third command to
be executed by the third OS 180.  Such conversion of the command is performed by
extraction of the command from the command data section 54a or acquisition of the
25  second command or the third command associated in the conversion table or the like,
as described with use of Fig. 5, for example.
[0113]
Fig. 16 is a block diagram showing a detailed configuration of the
intermediate layer 220 according to the émbodiment. Referring to Fig. 16, the

30  intermediate layer 220 includes a packet translation unit 222, a determination unit



[0117] Further, when the third command is output as a response to the first command, for
example, the determination unit 224 inputs the third command to the 30third 05 180. Then, when a
third response as a response to the third command is 30 output from the third OS 180, the
determination unit 224 inputs the third response to the first OS 240 that has output the third command,
rather than transmitting it to the external device 10 50118] The temporary storage unit 226
temporarily stores commands and responses exch%nged between the packet translation unit 222 and
the deteimination unit 224 and between the deteimination unit 224 and first OS 240, the second OS
160 or the thirt O SBECEEHITEN BERATYE &1k f0ETPTO cmérPhemba®ontrol unit 228 controls
access to megary|of the first OS 240, the second OS 160 and the third OS 180 in order to avoid that
memory access occurs concurrently among the first OS 240, the second OS 160 and the third OS 180
and a failure occurs it thHé SHMRTIHTEEHEM RBgled B08C0ER0]Y IR stsnmanisithoughinbtGhown in Fig.

16, restrictionsePavkBe RABRA Qﬂi%ﬁi‘%ﬂﬁe{%éscﬁ{@%’ﬂgi BFIRDINE QR S,RYPraVding the

intermediate layer 220 with a means of filtering transfer of the commands in this émbodiment also, as
in the firSt emiBeditrstt Hmdgiaminmienaidi’eddn detehwiap thic atiosfeodestiviicbne fiecessary for

executon of aGoATSH IR 060T O 160 95 D 1H,05.180 sy e 201cen fom th frt O

240. [0121] The second embodiment of the present invention is des ove With reference
to Figs. 14 téliecamhendasawitsdraairte OSsnansintorppraketiintothdicdhmmigation device 200 as
in this emboqmggé, L@{tpj%/.iding the first OS 240 with 25a plurality of conversion means that convert
the first command into the second command and the third command, respectively, for example, it is
possible to ulél &pblication services by the three OSs through the device that supports the first

o o e SR IR S e concasn pocas bt e
communicaticmdeuneeh200fFenthan, thecatsadhdsheader section 52 of the command received
from the external device and in accordance with a command code or the like
contained in the command header section 52, for example. When the determination
unit 224 determines that the command received from the external device 10 is the
15 first command, for example, the determination unit 224 inputs the first command to
the first OS 240. Then, when a first response is output from the first OS 240 as a
response to the first command after that, the determination unit 224 outputs the first
response 10 the packet translation unit 222, so that it is transmitted to the external
device 10 through the communication unit 110.
20 [0116]

Further, when the second command is output as a response to the first
command, for example, the determination unit 224 inputs the second command to the
second OS 160. Then, when a second response as a response to the second |
command is output from the second OS 160, the determination unit 224 inputs the

25  second response to the first OS 240 that has output the second command, rather than
transmitting it to the external device 10.
[0117]

Further, when the third command is output as a response to the first

command, for example, the determination unit 224 inputs the third command to the

80 third OS 180. Then, when a third response as a response to the third command is



31 not necessary to provide each OS with a special interface for accepting access from another OS,
the security level of the OS does not decrease. [0122] Further, rather than providing a command
conversion means for each OS as 5in this embodiment, it is feasible to classify a command group
executed by one OS into two sets and provide a plurality of command conversion means
corresponding to the respective sets. For exampl hen the second OS 160 supports both of a
command group for radio communication and a command group for wire communication, the first OS
240 may include a first ¢ rr]E 1(ril(P%%cgnversion unit that 10 converts the first command into a command
S

for radio conSHHEHICAR; A4 B PSR RBHOR I G At RIS ABR VRHE BP9 Ebmmand into

a command fa¢ WiEeOOIHUURICALS Bulpus s B LOBSBMIATONMEcOmbiRIngRe command filtering
processing by the inteimediate layer 120 shown in Fig. 12, for example, more detailed setting of the

security leveF fRIRAHE VISR Bf OS is enabled, and the safety of 15the communication device 200 is
further enhaneerk)[0123] It should be noted that a series of processing according to the first and the
second embodiments described in this specification is typically implemented by software operating on
a comp@ter provided iRCtHERIRARIGHIEREROMESAEdemipprarlis oy es sRskaislgrand siowisesan example

of & configuralianAiasewels i wich asiRtiasafipssosing cRding a A Rrabediment

operates. [0124] In'Fig. 17, a CPU 902 controls the overall operation of the communication device. In
ROM (Read @Al 9 dogrmaiproeRamiddstaAbihGrst P26tk 28vdmdl ©6f the sethes of processing

or data is stored HyR4AMI08-RARIQYaM. 1?'1?%.& or the like to be executed by the CPU 902 is

temporarily stored. An MMU 908 controls access to memory from the CPU 902. Further, although not
shown in Fig0119]

10 The memory control unit 228 controls access to memory of the first OS 240,
the second OS 160 and the third OS 180 in order to avoid that memory access occurs
concurrently among the first OS 240, the second OS 160 and the third OS 180 and a
failure occurs in the communication device 100,

[0120]

15 Note that, although not shown in Fig. 16, restrictions may be imposed on
exchange of commands among the OSs by prox_riding the intermediate layer 220 with
a means of filtering transfer of the commands in this embodiment also, as in the first
embodiment. Further, information such as the application code which is necessary
for execution of'a command by the second OS 160 or the third OS 180 may be

20  hidden from the first OS 240.

[0121]

The second embodiment of the present invention is described above with
reference to Figs. 14 to 16.  In the case where three OSs are incorporated into the
communication device 200 as in this embodiment, by providing the first OS 240 with

25  aplurality of conversion means that convert the first command into the second
command and the third command, respectively, for example, if is possible to use
application services by the three OSs through the device that supports the first
command only. This eliminates the need to support a plurality of communication
protocols between the communication device 200 and the external device 10, thereby

30  expanding the versatility of the communication device 200.  Further, because it is



17, an additional application may be further stored by incorporating nonvolatile memory such as
EEPROM (Electrically Erasable and Programmable ROM). 30[0125] 32 The CPU 902, the ROM
904, the RAM 906 and the MMU 908 are connected to one another through a bus 910. An input/output
interface 912 is also connected to the bus 910. [0126] 5The input/output interface 912 is an interface
for connecting the CPU 902, the ROM 904, the RA 906 and the MMU 908 with a communication
circuit 914. [0127] The communication circuit 914 transmits and receives a communication packet

ith the external device 10 in confoimity with.a predetermined 10 icati . Th
communicatit BT GLI ALY CSHOR G AR oM ASG41 SOTBHPA B

specificationaabiE 13348 centaict torsinnd tieahi d esyiotratg:tastandard specification of 1507816 or
the like, for ﬁé\ajl%e. [0128] The preferred embodiments of the present invention have been
described a ith reference to the accompanying drawings, whilst the present invention is not

limited to the above examples:iel cau $eoARRESOREkaIIBdhe-AbMaY diRdyasiRu Altggnations and
modifications within the scope of the appended claims, and it should be understood that they will

naturally confe B FER MRS RHnIE S Easihledp Hassnp R commandmenr presvies &y e, the
processing dasctibedewithdpeoofdeiasi gl bisbpnareesailysRiesiied acsesHingithe sequence

shown in the flowcharts. Each _ processing step may include processing executed in parallel or

individually. SITEREBOFLIve SaiyrtHiH fr@Rimplectiberigromer OF dFpIREReAS BPBRFROS is not limited to
the number igdicaled ndhisepeaifiicatipmihe.anRicalions AR REANdeH PLsieleted

communication, the first OS 240 may include a first command conversion unit that
10 converts the first command into a command for radio communication and a second

command conversion unit that converts the first command into a command for wire

communication. In such a configuration, by combining the command filtering

processing by the intermediate layer 120 shown in Fig. 12, for example, more

detailed setting of the security level than the units of OS is enabled, and the safety of
15  the communication device 200 is further enhanced.

[0123]

It should be noted that a series of processing according to the first and the
second embodiments described in this specification is typically implemented by
software operating on a computer provided in the communication device. Fig. 17 is

20  ablock diagram showing an example of a configuration of hardware by which a
series of processing according to each embodiment operates.
[0124]

In Fig. 17, a CPU 902 controls the overall operation of the communication

device. In ROM (Read Only Memory} 904, a program describing a part or the

25  whole of the series of processing or data is stored. In RAM 906, a program, data or
the like to be executed by the CPU 902 is temporarily stored. An MMU 908
controls access to memory from the CPU 902.  Further, although not shown in Fig.
17, an additional application may be further stored by incorporating nonvolatile
memory such as EEPROM (Electrically Erasable and Programmable ROM).

30 [0125]



according to need by the method of rewriting the content of EEPROM described above, for example,
33 Reference Signs List [0131] 50command 52command header section 5 54command data section
60response 62response data section 64response status section 100, 200communication device
10110communication unit 120, 220intermediate layer 122, 222packet translation unit 124,
224determination unit 126, 226temporary storage wunit 15128, 228memory control unit 130firewall
132condition holding unit 134management table 136table operation unit 20140, 240first operating

! | . t
system 142first execyfion eRYIRIMENt ROM 904, the RAM 906 and the MMU 908 are

10

20

25

30

connected to one another through a bus 910.  An input/output interface 912 is also
connected to the bus 910.
[0126]

The input/output interface 912 is an interface for connecting the CPU 902,
the ROM 904, the RAM 906 and the MMU 908 with a communication circuit 914.
(0127]

The communication circuit 914 transmits and receives a communication
packet with the external device 10 in conformity with a predetermined
communication protocol.  The communication circuit 914 may support contactiess
communication conforming to standard specification of 1ISO14443, contact
communication conforming to standard specification of ISO7816 or the like, for
example.

[0128]

The preferred embodiments of the present invention have been described
above with reference to the accompanying drawings, whilst the present invention is
not limited to the above examples, of course. A person skilled in the art may find
various alternations and modifications within the scope of the appended claims, and
it should be understood that they will naturally come under the technical scope of the
present invention.

[0129]

For example, the processing described with use of Figs. 9 to 11 is not
necessarily executed according to the sequence shown in the flowcharts. FEach
processing step may inciude processing executed in parallel or individually.

[0130]

Further, for example, the number of applications of each OS is not limited to
the number indicated in this specification. The applications can be added or deleted
according to need by the method of rewriting the content of EEPROM described

above, for example,



144first command translation unit 146first command execution unit 148first storage unit 25150, 250(A,
B) application 152, 252(A, B) command conversion unit 160second operating system 162second
execution environment 164second command translation unit 30166second command execution unit
168second storage unit 172, 174application 180third operating system 35 CLAIMS Claim 1 A
communication device comprising: 5a first operatigsg system that executes commands belonging to a

first command group; ‘a second operating system that executes commands belonging to a second
command group different from the first co&r};?gn%gggg&; Epsg

[0131]

50 command

52 command header section

5 54 command data section

60 response

62 response data section

64 response status section

100, 200communication device
160 110 communication unit

120, 220intermediate layer

122, 222packet translation unit

124, 224determination unit

126, 226temporary storage unit
15 128, 228memory conirol unit

130 firewall

132 condition holding unit

134 management table

136 table operation unit

20 140, 240first operating system

142 first execution environment
144 first command translation unit
146 first command execution unit

148 first storage unit
25 150, 250(A, B) application

152, 252(A, B) command conversion unit

160 second operating system
162 second execution environment
164 second command translation unit

30 166 second command execution unit



a determination unit that, 10when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system, when a first
response is output from the first operating system as a response to the first command, transmits the
first response to the external device, and when a second command belonging to the second command
group is output 15from the first operating system ag,a response to the first command, inputs the
second command to the second operating system and then inputs a second response as a response
to the seconi mmand output from the second operating system to the first operating system. 20
Claim 2 The éﬁumurﬁ?&gﬁéj aﬁa&ﬁSéllgécording to claim 1, wherein, when the second command
belonging to e, sgdapplearviand group is received from an external device, the detemiination unit
inputs the seﬁggd coﬂr%r«nand to the second operating system, and 25when a second response is
output from the"secoltid SBFAHHESYSEEM as a response to the second command received from the
external device, the determination unit transmits the second response to the external device. Claim 3
30The communication device according to claim 1, wherein 36 the first operating system includes
a command conversion unit that converts at least one command belonging to the first command group
into a command belonging to the second command group. 5 Claim 4 The communication device
according to claim 3, wherein the commands belonging to the first command group contain a
header section and a data section, and



the command conversion unit converts a command by extracting a 10 command belonging to the
second command group from the data section of the command belonging to the first command group.
Claim 5 The communication device according to claim 3, wherein 15the first operating system further
includes a conversion table for converting a command belonging to the first command group into a
command belonging to the second command group and the command conversion unit converts
a command by referring to the conversion table andsacquiring a command belonging to the second
command group 20 associated with the command belonging to the first command group. Claim 6 The
communication device according to claim 1, whereir first operating system includes a first
command conversion unit that 25 converts at least one command belonging to the first command
group into a command belonging to the second command group, and a second command conversion
unit that conVefi& least one command belonging to the first command group into another command

belonging to the secangseMMaRHAresR:30 a8 37 The communication device according to
claim 1, further comprising: a third operating system that executes commands belonging to a third

commarid group différERt RBFFAHE RStedHinbrE it sentmandssedongitprdist group, wherein
the first opergting,systgm,icludes a first command conversion unit that converts at least one
command belonging to thé first command group into a command belonging to the second command
group, and a secondécEAMhABCEBNEsiBEN it thatconyersakieistdnebogimasetbaibnging to the

first comma%&@%iﬁm G F@gpﬂ&gl&{é%& E%Itlg}%gggd comrgna&'nd group. 10 Claim 8 The

communication device according to claim erein whet the Second command is output from
the first operating systéstrasicatagpumsdits.the first command, the determination unit rewrites
mformaltéon when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system,

when a first response is output from the first operating system as a response
to the first command, transmits the first response to the external device, and

when a second command belonging to the second command group is output
15 from the first operating system as a response to the first command, inputs the second

command to the second operating system and then inputs a second response as a

response to the second command output from the second operating system to the first

operating system.

20 Claim2
The communication device according to claim 1, wherein, when the second:
command belonging to the second command group is received from an external
device, the determination unit inputs the second command to the second operating
system, and
25 when a second response is output from the second operating system as a
response to the second command received from the external device, the

determination unit transmits the second response to the external device.

Claim 3

30 The communication device according to claim 1, wherein



15identifying an application of the second operating system and contained in the second command
according to a predetermined correspondence table before inputting the second command to the
second operating system. Claim 9 20The communication device according to claim 1, wherein the
commands belonging to the second command group contain a header section and a data section, and
when the second command is output from the firs%%perating system as a response to the first
command, the determination unit inputs the second command to 25 the second operating system only
when the header Seﬁif(?)? of the second commgnd satisfies a predetenuined condition set in advance.

|

Claim 10 The commiftficATotPFaEe HELBRdG Yo AR NFRE RIRvESion unil e eRBvEskond
response asa kasponsedritaceendiaomaantris BoheasRuLIR 1he secand.Qperating system even

after a predetermined time interval has elapsed from input of the second command to the second
operating syREATHEIRG ARERRRORASH f%he second command to the second operating system
again. 5 Claim 11 The communication device according to claim 1, wherein when the second
response as a response to the second command is not output from the second operating system even
after a ﬁed&éﬁ"%ﬁed time interval has 10elapsed from input of the second command to the second

operating system, th@y@%&mg%gﬁmgmpy&&fgﬁ%o%saﬁgigawﬂgr&%currence of an error to the first

operating system. Claim 12 15A communication method in a communication device including a first
the commands belonging to the first command group contain a header

section and a data section, and
the command conversion unit converts a command by extracting a
10 command belonging fo the second command group from the data section of the

command belonging to the first command group.

Claim 5
The co_mmunication device according to claim 3, wherein
15 the first operating system further includes a conversion table for converting
a command belonging to the first command group into a command belonging to the
second command group, and
the command conversion unit converts a command by referring to the
conversion table and acquiring a command belonging to the second command group

20 associated with the command belonging to the first command group.

Claim 6
The communication device according fo claim I, wherein
the first operating system includes a first command conversion unit that
25 converts at least one command belonging to the first command group into a
command belonging to the second command group, and a second command
conversion unit that converts at Jeast one command belonging to the first command

group into another command belonging to the second command group.

30 Claim 7



operating system that executes commands belonging to a first command group, and a second
operating system that executes commands belonging to a second command group different from the
first command group, the method comprising the steps of: when a first command belonging to the first
command group is received 20from an external device, inputting the first command to the first
operating system; when a first response is output from the first operating system as a response to
the first command, transmitting the first response to the external device; when a second command

belonging to the second command ro%%is_ output from the first operating system as a response to the
first command, input?lq& ﬁ?@’?@%ﬁ%&fﬁi MRS Sedlsia FeysteRingand inputting a

second responise oupyfipdie eeAnCeRERLG. SYS B AR ALARONSR 916 Sepond command

output from the first operating system to the first operating system. program causing a
computer co ﬁ%ﬁ%ﬁ%&%@?ﬁ#@%&%ﬁ&%’e@@@f@ fiprationdsgroup arifibst spendtimgrsystem that
executes com%}}g%gpging to a first command group; 5a second operating system that executes
commands belonging to a second command group different from the first command group; and a
deteimirfation unit thabeisempetringcrstaamiadattsgi iy tocterfisst commmith grathis received from

an extemal deylce InRYIS G ISk SRMIERANLID e {15l operating sysjem, 10when a first response is

output from the first operating system as a respoiise to the Tirst o a%‘iaﬁllfrﬁﬁ%ﬁits the first response
to the externediaviod, einhging (olba weeconscoamthand:peindging:tandhesesgnt command group is

cu o S M S e s et
second comgrand itputdrometiebskepiukapehatihgr$ystamaaithefirst
10
Claim 8
The communication device according to claim 1, wherein
when the second command is output from the first operating system as a
response to the first command, the determination unit rewrites information
15 1dentifying an application of the second operating system and contained in the

second command according to a predetermined correspondence table before

nputting the second command to the second operating system.

Claim 9
20 The communication device according to claim 1, wherein
the commands belonging to the second command group contain a header
section and a data section, and
when the second command is output from the first operating system as a
response to the first command, the determination unit inputs the second command to
256 the second operating system only when the header section of the second command

satisfies a predetermined condition set in advance.

Claim 10

The communication device according to claim 1, wherein



operating system. COMMUNICATION DEVICE, COMMUNICATION METHOD AND PROGRAM
ABSTRACT Provided is a communication device including: a first operating system that executes
commands belonging to a first command group; a second operating system that executes commands
belonging to a second command group different from the first command group; and a detennination
unit that, when a first command belonging to the fig%t command group is received from an external
device, inputs the first command to the first operating system, when a first response is output from the
first operating system as atBres onae to the first command, transmits the first response to the external
&é%’(?n Coh

device, and when a AEPBISh G FoRARSS A A sE6Mh PGS0 S 8Yutput from the first

operating systepiaonrespeasadesbedinst semmansh iTauts theiseeapttsemmand-ig;the second
operating system and then inputs a second response as a response to the second command output

from the secHABFHEABHGRYSEMC SR rsrapandiaghs sserrdrepitisntaavaDiswing Fig. 2

determination unit inputs the second command to the second operating system again.

Claim 11
The communication device according to claim 1, wherein
when the second response as a response to the second command is not
' outpuf from the second operating system even after a predetermined time interval has
10 elapsed from input of the second command to the second operating system, the
determination unit inputs a response indicating occurrence of an error to the first

operating system.

Claim 12
15 A communication method in a communication de‘vice including a first
operating system that executes commands belonging to a first command group, and a
second operating system that executes commands belonging to a second command
group different from the first command group, the method comprising the steps of:
when a first command belonging to the first command group is received
20 from an external device, inputting the first command to the first operating system
when a first response is output from the first operating system as a response
to the first command, transmitting the first response to the external device;
when a second command belonging to the second command group is output
from the first operating system as a response to the first command, inputting the
25  second command to the second operating system; and
inputting a second response output from the second operating system as a
response to the second command output from the first operating system to the first

operating system.

380  Claim 13
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15

39

A program causing a computer controlling a communication device to
function as:

a first operating system that executes commands belonging to a first
command group;

a second operating system that executes commands belonging to a second
command group different from the first command group; and

a determination unit that,

when a first command belonging to the first command group is received
from an external device, inputs the first command to thé first operating system,

when a first response is output from the first operating system as a response
to the first command, transmits the first response to the external device, and

when a second command belonging to the second command group is output
from the first operating system as a response to the first command, inputs the second
command to the second operating system and then inputs a second response as a
response to the second command output from the second operating system to the first

operating system.



