
1 Description Title of Invention COMMUNICATION DEVICE, COMMUNICATION METHOD AND
PROGRAM Technical Field [0001]       Embodiments of the present invention relate to a
communication device, a communication method, and a program. 10 Background Art [0002]        IC
(Integrated Circuit) cards that incorporate an integrated circuit capable of information recording and
computations have been put to practical use. Particularly, 15IC cards, also called smart cards, that
include a processor in an integrated circuit and realize advanced information processing are widely
used for various applications today as a means of settlement or a means of personal identification in
daily life. [0003] In general, information processing on an IC card is performed upon 20receiving a
command issued from an external device which can communicate with the IC card. As for commands
issued to the IC card, there are various types that cause the IC card to execute information input and
output, computations, security processing or the like. Therefore, many IC cards developed recently
incorporate an operating system (which is referred to hereinafter as an OS) that provides a platform
25for executing such a group of commands in its circuit. There are cases where a plurality of kinds of
OSs are incorporated into an IC card in order to allow the IC card to work in conjunction with a plurality
of external devices conforming to different specifications and expand the versatility of the IC card.
[0004]  



As techniques related to the IC card incorporating a plurality of OSs, techniques described in Patent
Literature 1 and Patent Literature 2 below, for example, are known. For example, Patent Literature 1
discloses a technique that incorporates an OS for contact IC cards and an OS for contactless IC cards
into one 5circuit and holds link infoimation to data manag-d by each OS to thereby enable data sharing
between the OSs. Further, Patent Literature 2 discloses a technique that manages processing history
of each individual command to thereby prevent another command from being executed by another OS
during execution of a command by a certain OS. 10 Citation List Patent Literature [0005] Patent
Literature 1.JP 2002-259922 (A) 15Patent Literature 2:JP 2007-122289 (A) Summary of Invention
Technical Problem [0006] 20However, a situation occurs where it is desirable to use a function of a
second OS of an IC card by using a protocol that can work in conjunction only with a first OS of the IC
card, for example. In such a case, if an interface that accepts a command from the first OS is prepared
by making modification to the second OS, the security level of the second OS decreases. Further,
application of the technique 25disclosed in Patent Literature 1 or 2 raises the necessity to add a
function to both OSs, which causes a possibility of reducing the versatility or extensibility of the OS
itself [0007]  3 and program that enable calling of commands between OSs without decreasing the
security level of the OSs. Solution to Problem 



[0008] 5According to one aspect of the present invention, there is provided a communication device
which includes a first operating system that executes commands belonging to a first command group,
a second operating system that executes commands belonging to a second command group different
from the first command group, and a determination unit that, when a first command belonging to 10the
first command group is received from an external device, inputs the first command to the first operating
system, when a first response is output from the first operating system as a response to the first
command, transmits the first response to the external device, and when a second command belonging
to the second command group is output from the first operating system as a response to the first
command, 15inputs the second command to the second operating system and then inputs a second
response as a response to the second command output from the second operating system to the first
operating system. [0009] Further, when the second command belonging to the second command
20group is received from an external device, the determination unit may input the second command to
the second operating system, and when a second response is output from the second operating
system as a response to the second command received from the external device, the determination
unit may transmit the second response to the external device. 25[0010] Further, the first operating
system may include a command conversion unit that converts at least one command belonging to the
first command group into a command belonging to the second command group. [0011]  4        Further,
the commands belonging to the first command group may contain a header section and a data section,
and the command conversion unit may convert a command by extracting a command belonging to the
second command group from the data section of the command belonging to the first command group.
5[0012] Further, the first operating system may further include a conversion table for 



converting a command belonging to the first command group into a command belonging to the second
command group, and the command conversion unit may convert a command by referring to the
conversion table and acquiring a command 10 belonging to the second command group associated
with the command belonging to the first command group. [0013]        Further, the first operating system
may include a first command conversion unit that converts at least one command belonging to the first
command group into a 15 command belonging to the second command group, and a second
command conversion unit that converts at least one command belonging to the first command group
into another command belonging to the second command group. [0014] Further, the communication
device may further include a third operating 20 system that executes commands belonging to a third
command group different from the first command group and the second command group, and the first
operating system may include a first command conversion unit that converts at least one command
belonging to the first command group into a command belonging to the second command group, and a
second command conversion unit that converts at 25 least one command belonging to the first
command group into a command belonging to the third command group. [0015]           Further, when
the second command is output front the first operating system as a response to the first command, the
determination unit may rewrite information 30identifying an application of the second operating system
and contained in the  5 second command according to a predetermined correspondence table before
inputting the second command to the second operating system. [0016]        Further, the commands
belonging to the second command group may contain a header section and a data section, and when
the second command is output from the first operating system as a response to the first command, the
determination unit may input the second command to the second operating system only when the
header section of the second command satisfies a predetermined condition set in advance. 10[0017]
Further, when the second response as a response to the second command is not output from the
second operating system even after a predetermined time interval has elapsed from input of the
second command to the second operating system, the determination unit may input the second
command to the second operating system 



15again. [0018]        Further, when the second response as a response to the second command is not
output from the second operating system even after a predetermined time interval has elapsed from
input of the second command to the second operating system, the 20determination unit may input a
response indicating occurrence of an error to the first operating system. [0019] Further, according to
another aspect of the present invention, there is provided a communication method in a
communication device including a first 25 operating system that executes commands belonging to a
first command group and a second operating system that executes commands belonging to a second
command group different from the first command group, which includes the steps of, when a first
command belonging to the first command group is received from an external device, inputting the first
command to the first operating system; when a first 30response is output from the first operating
system as a response to the first command,  6 transmitting the first response to the external device;
when a second command belonging to the second command group is output from the first operating
system as a response to the first command, inputting the second command to the second operating
system; and inputting a second response output from the second operating 5system as a response to
the second command output from the first operating system to the first operating system. [0020]
Further, according to another aspect of the present invention, there is provided a program causing a
computer controlling a communication device to  10 function as a first operating system that executes
commands belonging to a first command group, a second operating system that executes commands
belonuing to a second command group different from the first command group, and a determination
unit that, when a first command belonging to the first command group is received from an external
device, inputs the first command to the first operating system, when  15 a first response is output from
the first operating system as a response to the first command, transmits the first response to the
external device, andwhen a second command belonging to the second command group is output from
the first operating system as a response to the first command, inputs the second command to the
second operating system and then inputs a second response as a response to the second
20command output from the second operating system to the first operating system. Advantageous
Effects of Invention 



[0021]       As described above, the communication device, the communication method, and the
program according to embodiments of the present invention enable calling of commands between OSs
without decreasing the security level of the OSs. Brief Description of Drawings [0022]       [Fig. 1] Fig. 1
is a pattern diagram showing an overview of a commuri cation device 30according to a first
embodiment.  7 [Fig. 2] Fig. 2 is a block diagram showing a logical configuration of an intermediate
layer according to the first embodiment. [Fig. 3A] Fig. 3A is an illustrative diagram showing an example
of a format of a command. 5[Fig. 3B] Fig. 3B is an illustrative diagram showing an example of a format
of a response. [Fig. 4] Fig. 4 is a block diagram showing a logical configuration of a first operating
system according to the first embodiment.    [Fig. 5A] Fig. 5A is the first half of an illustrative diagram
for illustrating command 10conversion processing by a command conversion unit according to the first
embodiment. [Fig. 5B] Fig. 5B is the latter half of an illustrative diagram for illustrating command
conversion processing by a command conversion unit according to the first embodiment. 15[Fig. 6]
Fig. 6 is a block diagram showing a logical configuration of a second operating system according to
the first embodiment. [Fig. 7] Fig. 7 is an illustrative diagram for illustrating three processing paths in a
communication device.      [Fig. 8] Fig. 8 is an illustrative diagram for illustrating a relationship between
types 



20of external devices and the processing paths in Fig. 7. [Fig. 9] Fig. 9 is a flowchart showing a flow of
a transfer destination determination process according to the first embodiment. [Fig. 10] Fig. 10 is a
flowchart showing a flow of a first command execution process according to the first embodiment.
25[Fig. 11] Fig. 11 is a flowchart showing a flow of a second command execution process according to
the first embodiment. [Fig. 12] Fig. 12 is a block diagram showing a first alternative example of the
intermediate layer according to the first embodiment.       [Fig. 13] Fig. 13 is a block diagram showing a
second alternative example of the 30intermediate layer according to the first embodiment.  8 [Fig. 14]
Fig. 14 is a pattern diagram showing an overview of a communication device according to a second
embodiment. [Fig. 15] Fig. 15 is a block diagram showing a logical configuration of a first operating
system according to the second embodiment. 5[Fig. 16] Fig. 16 is a block diagram showing a logical
configuration of an intermediate layer according to the second embodiment. [Fig. 17] Fig. 17 is a block
diagram showing an example of a hardware configuration of a communication device. 10Description of
Embodiments [0023]         Hereinafter, preferred embodiments of the present invention will be
described in detail with reference to the appended drawings Note that, in this specification and the
drawings, elements that have substantially the same function 15and structure are denoted with the
same reference signs, and repeated explanation is omitted. [0024] 



Further, description will be given in the following order. [1] First Embodiment 20[1-1] Basic
Configuration of Communication Device [1-2] Example of Flow of Communication Process [1-3] First
Alternative Example [1-4] Second Alternative Example [2] Second Embodiment 25[0025] [1] First
Embodiment [1-1] Basic Configuration of Communication Device            Firstly, a basic configuration of
a communication device 100 according to a first embodiment of the present invention is described with
reference to Figs. 1 to 6. 30[0026]  9         Fig. 1 is a pattern diagram schematically showing a
communication device 100 according to the first embodiment of the present invention. An external
device 10 and the communication device 100 are illustrated in Fig. I. [0027] 5The external device 10 is
a communication device that can communicate with the communication device 100. For example, the
external device 10 may be a reader/writer that reads and writes information recorded on the
communication device 100. Further, the external device 10 may be an information processing device
that provides an arbitrary application to a user by using functions mounted on 10the communication
device 100. [0028]         On the other hand, the communication device 100 is typically implemented as
a contact or contactless IC card or IC chip. Further, the communication device 100 may be a
communication module included in an information communication 



15tenninal such as a cellular phone. The communication device 100 provides a command group for
executing input and output of information recorded in its device or various computations, as described
later. Then, when a command is input from the external device 10, the communication device 100
executes processing corresponding to the command and outputs a response to the external device 10.
20[0029] Referring to Fig. I, the communication device 100 includes a communication unit 110, an
intermediate layer 120, a firewall (FW) 130, a first operating system (referred to hereinafter as a first
OS) 140, a second operating system (referred to hereinafter as a second OS) 160. 25[0030]         The
communication unit 110 is a communication interface that mediates communication of the
communication device 100 with the external device 10. Input of commands from the external device 10
to the communication device 100 and output of responses from the communication device 100 to the
external device 3010 are performed through the communication unit 110. For example, when the  10
communication device 100 performs contactless communication with the external device 10, the
communication unit 110 can be implemented as a communication interface conforming to standard
specification such as NFC (Near Field Communication). [0031]         The intermediate layer 120 is a
logical hierarchy provided between the communication unit 110 and the first OS 140, the second OS
160. The intermediate layer 120 determines either one of the first OS 140 or the second OS 160 as a
transfer destination of a command input from the external device 10 and transfers the 10command, as
described in detail later. Further, the intermediate layer 120 outputs a response returned for the
transferred command to the external device 10 or further transfers it to either one of the first OS 140 or
the second OS 160. Furthermore, a means of controlling access to memory of the first OS 140 and the
second OS 160 or the like is provided in the intermediate layer 120. 15[0032]        The firewall 130 is
provided to prevent data access or command input and output from being performed directly between
the first OS 140 and the second OS 160. In this embodiment, the firewall 130 is logically implemented
in practice by a memory control means included in the intermediate layer 120, which is described
20later. However, the firewall 130 may be implemented by physically dividing a memory area between
the OSs, for example. [0033] 



The first OS 140 and the second OS 160 execute input and output of information held by the
communication device 100 and predetermined computations 25 according to input commands. In this
specification, among commands which are executable in the communication device 100, a set of
commands executed by the first OS 140 is referred to as a first command group, and a set of
commands executed by the second OS 160 is referred to as a second command group. For example,
the first OS 140 may be Java Card (registered trademark) OS, and the second OS 160 30may be
Felica (registered trademark) OS or the like. Specific configurations of the  11 first OS 140 and the
second OS 160 according to the embodiment are described in detail later. [0034]         The overview of
the communication device 100 according to the first embodiment of the present invention is described
above with reference to Fig. 1. Hereinafter, a detailed configuration of each of the intermediate layer
120, the first OS 140 and the second OS 160 is described. [0035] Fig. 2 is a block diagram showing a
detailed configuration of the 10intermediate layer 120 according to the embodiment. Referring to Fig.
2, the intermediate layer 120 includes a packet translation unit 122, a determination unit 124, a
temporary storage unit 126, and a memory control unit 128. [0036] When a communication packet is
received by the communication unit 110, 15the packet translation unit 122 translates the content of the
communication packet and directs the determination unit 124 to determine the transfer destination of a
command for the first OS 140 or the second OS 160. At this time, the command acquired from the
communication packet is stored in the temporary storage unit 126. [0037] 20The deteiuiination unit 124
detetmines which of a command belonging to the first command group to be transferred to the first OS
140 (which is referred to hereinafter as a first command) and a command belonging to the second
command group to be transferred to the second OS 160 (which is referred to hereinafter as a second
command) the above-described command received foul' the external device 25is, for example. 



[0038]        Fig. 3A is an illustrative diagram showing an example of a format of a command received
by the communication device 100. Referring to Fig. 3A, a command 50 includes a command header
section 52 and a command data section 54. 30 The command header section 52 contains a command
code for identifying the type of  12 the command, a parameter for executing the command or the like,
for example. On the other hand the command data section 54 contains data to be processed by the
command or the like. Further, processing to select an application may be implemented by setting a
code to command selection of an application to the 5command header section 52 and including an
application code for identifying an application to execute the command into the command data section
54. [0039] The determination unit 124 refers to the command code contained in the header section 52,
for example, and when it determines that the above-described 10command received from the external
device 10 is the first command, the determination unit 124 inputs the first command to the first OS 140.
Then, when a response as a response to the first command (which is referred to hereinafter as a first
response) is output from the first OS 140 after that, the detelmination unit 124      outputs the first
response to the packet translation unit 122, so that it is transmitted to 15the external device 10 through
the communication unit 110. [0040]         Fig. 3B is an illustrative diagram showing an example of a
format of a response transmitted from the communication device 100. Referring to Fig. 38, a response
60 includes a response data section 62 and a status section 64. The 20response data section 62
contains data acquired or generated as a result of executing a command or the like, for example. On
the other hand, the status section 64 contains status infoi'nation indicating whether execution of a
command ends normally or ends abnormally or the like. [0041] 



25In this embodiment, there is a case where, after the determination unit 124 inputs the first command
to the first OS 140, the second command to be transferred to the second OS 160, instead of the first
response, is output from the first OS 140. In such a case, the determination unit 124 determines that
the second command is output by referring to the command code contained in the command header
section 3052 shown in Fig. 3A, for example, and inputs the second command to the second OS  160.
After that, when a response as a response to the second command (which is referred to hereinafter as
a second response) is output from the second OS 160, the determination unit 124 inputs the second
response to the first OS 140 that has output the second command, rather than transmitting it to the
external device 10. Then, 5when the first response is finally output from the first OS 140, the
determination unit 124 outputs the first response to the packet translation unit 122, so that it is
transmitted to the external device 10 through the communication unit 110. [0042] Further, when the
determination unit 124 determines that the command 10received from the external device 10 is the
second command, it inputs the second command to the second OS 160. Then, when the second
response as a response to the second command is output from the second OS 160, the determination
unit 124 outputs the second response to the packet translation unit 122, so that it is transmitted to the
external device 10 through the communication unit 110. Determination as to 15whether the second
response as a response to the second command is input to the first OS 140 or transmitted to the
external device 10 can be made by temporarily storing a flag value or the like for determining a
transfer destination into the temporary storage unit 126, for example. [0043] 20Note that, when a
response as a response to the second command is not output from the second OS 160 even after a
predetermined time interval defined in advance has elapsed from the input of the second command to
the second OS 160, for example, the determination unit 124 may input the second command to the
second OS 160 again. Alternatively, when a response as a response to the second 25command is not
output even after a predeteimined time interval has elapsed, the determination unit 124 may notify the
first OS 140 of the occurrence of an error by inputting a response containing status information
indicating timeout to the first OS 140, for example. 



[0044]  14 The description of the intermediate layer 120 according to the embodiment is continued by
referring to Fig. 2. [0045] The temporary storage unit 126 temporarily stores commands and responses
5exchanged between the packet translation unit 122 and the determination unit 124 and between the
determination unit 124 and first OS 140 or the second OS 160, control data or the like. The temporary
storage unit 126 can be implemented by using RAM (Random Access Memory), for example. [0046]
10The memory control unit 128 controls the operation of each of the first OS 140 and the second OS
160 in order to avoid that memory access occurs concurrently between the first OS 140 and the
second OS 160 and a failure occurs in the communication device 100. The memory control unit 128
can be implemented by using a known MMU (Memory Management Unit), for example. Alternatively,
the 15first OS 140 and the second OS 160 may be mounted on physically different IC chips, and
power supply to each IC chip may be controlled by the memory control unit 128. [0047] The detailed
configuration of the intermediate layer 120 according to the embodiment is described above with
reference to Figs. 2 and 3. Note that the 20intermediate layer 120 may be implemented as a kernel of
the communication device 100. Specifically, a common management function group of the
intermediate layer 120 for the first OS 140 and the second OS 160, which is described above, may be
implemented as a kernel of the communication device 100. [0048] 



25Fig. 4 is a block diagram showing a detailed configuration of the first OS 140 according to the
embodiment. Referring to Fig. 4, the first OS 140 includes a first execution environment 142 and
applications 150A and 150B. [0049] The first execution environment 142 is a software group that
provides a 30platform for the first OS 140 to execute the first command group. The first  15 execution
environment 142 mainly includes a first command translation unit 144, a first command execution unit
146, and a first storage unit 148. [0050]        The first command that is input to the first OS 140 by the
determination unit 124 of the intermediate layer 120 is first converted into a format which is executable
by a CPU (Central Processing Unit) or the like of the communication device 100 by the first command
translation unit 144 and output to the first storage unit 148. Then, the first command is executed by the
first command execution unit 146. [0051] 10The applications 150 (150A and 150B) are arbitrary
applications that operate on the first OS 140 by execution of the first command. The tern "application"
involves an applet, software containing a simpler logic only or the like. Which of the applications 150A
and 150B is executed is determined based on an application code or the like contained in the
command data section 54 of the first 15command by setting a code to command selection of an
application to the command header section 52 of the first command, for example. [0052] 



In this embodiment, when the application 150A is executed for the first command, input and output of
information corresponding to the application 150A, 20predetermined computations or the like is
performed, and the first response is output to the temporary storage unit 126 of the intermediate layer
120. [0053]        On the other hand, when the application 150B is executed for the first command, the
first command is converted into the second command by a command 25conversion unit 152 included
in the application 150B, and the second command is output to the temporary storage unit 126 of the
intermediate layer 120. [0054]  16 illustrative diagrams for illustrating examples of command
conversion processing by the command conversion unit 152. [0055] In Fig. 5A, a command header
section 52a of a first command 50a contains 5a command code indicating that the command is the first
command. Further, a command data section 54a contains a series of information constituting a
command header section of the second command after conversion. Then, the command conversion
unit 152 extracts the command data section 54a of the input first command 50a and outputs it to
thereby convert the first command 50a into the 10 second command. [0056]         On the other hand, in
Fig. 5B, a command header section 52b of a first command 50a contains a command code indicating
that the command is the first command, just like in Fig. 5A. Further, a command conversion table TBL I
is held 15in advance in a storage area available to the command conversion unit 152. Then, 



the command conversion unit 152 acquires a command code of the second command associated with
the command code contained in the command header section 52b of the input first command 50b from
the command conversion table TBL I and outputs it to thereby convert the first command 50b into the
second command. For example, 20in the example of Fig. 5B, the first command XI can be converted
into the second command Yl, and the first command X2 can be converted into the second command
Y2. [0057] As is understood from the illustrations of Figs. 4 and 5, when the first 25command is
executed by the first OS 140, the first response or the second command is output from the first OS 140
to the inteimediate layer 120. Then, as described earlier, the first response is transmitted to the
extemal device 10, and the second command is input to the second OS 160. [0058]  17         Fig. 6 is a
block diagram showing a detailed configuration of the second OS 160 according to the embodiment.
Referring to Fig. 6, the second OS 160 includes a second execution environment 162 and applications
172 and 174. [0059] 5The second execution environment 162 is a software group that provides a
platfoini for the second OS 160 to execute the second command group. The second execution
environment 162 mainly includes a second command translation unit 164, a second command
execution unit 166, and a second storage unit 168. [0060] 10The second command that is input to the
second OS 160 by the 



determination unit 124 of the intermediate layer 120 is first converted into a format which is executable
by a CPU or the like of the communication device 100 by the second command translation unit 164
and output to the second storage unit 168. Then, the second command is executed by the second
command execution unit 166. 15[0061]         The applications 172 and 174 are arbitrary applications
that operate on the second OS 160 by execution of the second command. In this example, when the
application 172 or 174 is executed for the second command, input and output of information
corresponding to each application, predetermined computations or the 20like is performed, and the
second response is output to the temporary storage unit 126 of the intermediate layer 120. Which of
the applications 172 and 174 is executed is determined based on an application code or the like
contained in the command header section 52 of the second command, for example. [0062] 25The
second response output as a result of execution of the second command by the second OS 160 is
transmitted from the intermediate layer 120 to the external device 10 through the communication unit
110 when the second command is received from the external device 10 as described above. On the
other hand, when the second command is output from the first OS 140, the second response is input
to 30the first OS 140 by the intermediate layer 120.  18 [0063]         The second response that is
output from the second OS 160 and input to the first OS 140 is processed by the application 150B that
has output the second command, for example, and output to the intermediate layer 120 as the first
response  5 that contains the execution result of the second command. Then, the first response is
transmitted from the intermediate layer 120 to the external device 10 through the communication unit
110. [0064] Note that the first storage unit 148 and the second storage unit 168 may be 



10those divided virtually by the function of the memory control unit 128 described above. Specifically,
the first storage unit 148 and the second storage unit 168 may be configured by physically a single
recording device. [0065] [1-2] Example of Flow of Communication Process 15The basic configuration
of the communication device 100 according to the embodiment is described above with reference to
Figs. Ito 6. Summarizing the above description, paths of processing by the communication device 100
are mainly three kinds of paths shown in Fig. 7. [0066] 20Referring to Fig. 7, a first processing path is
a path in which the first command received from the external device 10 is executed by the first OS
140, and the first response output from the first OS 140 as a result is transmitted to the external device
10 (P la, b). [0067] 25A second processing path is a path in which the first command received from the
external device 10 is converted into the second command by the first OS 140, and the first response
containing a result of executing the second command by the second OS 160 is output from the first OS
140 and transmitted to the external device 10 (P2a to d). 30[0068]  19 A third processing path is a path
in which the second command received from the external device 10 is executed by the second OS
160, and the second response output from the second OS 160 as a result is transmitted to the external
device 10 (P3a, b). [0069]         A case is assumed where a communication protocol between the
external device 10 and the communication device 100 supports the first conu-nand only. The external
device 10 in such a case is shown as an external device 10a in Fig. 8. 



[0070] 10The external device 10a in Fig. 8 can issue the first command and use an arbitrary
application operating on the first OS 140 by a first processing path P1 of the communication device
100. In addition, the external device 10a can issue the first command and use an arbitrary application
operating on the second OS 160 by a second processing path P2 of the communication device 100. At
this time, it 15appears to the external device 10a as if only the first command is executed by the
communication device 100. This means that it is not necessary to make modification to the external
device 10a in order to provide arbitrary application services of the first OS 140 and the second OS 160
to a user. [0071] 20Further, an external device 10b whose communication protocol with the
communication device 100 supports the second command is also shown in Fig. 8. The external device
10b can issue the second command and use an arbitrary application operating on the second OS 160
by a third processing path P3 of the communication device 100. At this time, if the second OS 160 of
the 25communication device 100 is provided with a special interface for accepting access from the first
OS 140, there is a possibility that the interface is abused by a user who makes connection through the
external device 10b. However, in this embodiment, because the second OS 160 accepts only the
second command as usual, the security level of the second OS 160 does not decrease. 30[0072]  20
Figs. 9 to 11 are flowcharts showing an example of communication processing by the communication
device 100 according to the embodiment. Fig. 9 mainly shows a flow of a transfer destination
determination process by the determination unit 120 of the intermediate layer 120. 5[0073] Referring to
Fig. 9, the transfer destination detelruination process starts 



triggered by reception of a communication packet from the external device 10 through the
communication unit 110 (S1202). The received communication packet is written into the temporary
storage unit 126. 10[0074] Next, the packet translation unit 122 translates the content of the
communication packet and, when the first command or the second command is contained in the
communication packet, directs the determination unit 124 to determine the transfer destination of the
command (S1204). 15[0075]         Then, the determination unit 124 determines the transfer destination
of the command by referring to the command header section 52 of the received command, for
example, and identifying the command as either the first command or the second command (S1206).
As a result, when the received command is the first command, 20the determination unit 124 inputs the
first command to the first OS 140. Further, when the received command is the second command, the
determination unit 124 inputs the second command to the second OS 160. [0076] Upon input of the
first command, the first OS 140 executes the first 25command (S1208). An execution process of the
first command by the first OS 140 is described in detail hereinafter with reference to Fig. 10. [0077]  21
access to memory of the first OS 140 is permitted by the memory control unit 128 of the intermediate
layer 120 firstly (S1402). [0078] Then, the first command translation unit 144 that has received the first
5command in the first OS 140 translates the first command and converts it into an executable format
(S1404). Further, the first command execution unit 146 executes the first command converted into the
executable format (S1406). [0079] 



In this step, the process branches off depending on whether the application 10150 that operates by
execution of the first command performs conversion of the command or not (S1408). For example, the
application 150A shown in Fig. 4 generates the first response as a response to the first command
without performing conversion of the command (S1410). In this case, the generated first response is
written to the temporary storage unit 126 of the intermediate layer 120. After that, 15the process shifts
to S1210 of Fig. 9. [0080]         On the other hand, the application 150B shown in Fig. 4, for example,
includes the command conversion unit 152. Therefore, when the application 150B operates, the first
command is converted into the second command by the command 20conversion unit 152 (S1412).
The second command generated in this step is written to the temporary storage unit 126 of the
intermediate layer 120. After that, the process shifts to S1210 of Fig. 9. [0081] The description returns
to Fig. 9. When a response as a response to the 25first command is output from the first OS 140, the
determination unit 124 determines whether the response should be transmitted to the external device
10 or transferred to the second OS 160 (S1210). [0082]  22 the communication unit 110 (S1212), and
a series of processing by the communication device 100 ends On the other hand, when the second
command is output from the first OS 140, the determination unit 124 inputs the second command to
the second OS 160. 5[0083]         Then, upon input of the second command, the second OS 160
executes the second command (S1214). An execution process of the second command by the second
OS 160 is described in detail hereinafter with reference to Fig. 11. 



[0084] 10Fig. 11 is a flowchart illustrating the flow of the second command execution process by the
second OS 160. Referring to Fig. 11, when the second command is input to the second OS 160 as a
result of the determination in S1206 or 51210 of Fig.9, access to memory of the second OS 160 is
permitted by the memory control unit 128 of the intermediate layer 120 firstly (S1602). 15[0085]
Then, the second command translation unit 164 that has received the second command in the second
OS 160 translates the second command and converts it into an executable format (S1604). Further,
the second command execution unit 166 executes the second command converted into the executable
format (S1606). 20[0086] Then, the second response as a response to the second command is
generated by the application 172 or 174 shown in Fig. 6, for example (S1608). The second response
generated in this step is written to the temporary storage unit 126 of the intermediate layer 120. After
that, the process shifts to S1216 of Fig. 9. 25[0087] The description returns to Fig. 9. When the second
response as a response to the second command is output from the second OS 160, the determination
unit 124 determines whether the response should be transmitted to the external device 10 or
transferred to the first OS 140 (S1216). 30[0088]  Li         At this time, when the second command is
received from the external device 10, the determination unit 124 transmits the second response to the
external device 10 through the communication unit 110 (S1220), and a series of processing by the
communication device 100 ends. [0089]         On the other hand, when the second command is output
from the first OS 140, the determination unit 124 inputs the second response to the first OS 140. At
this time, the second response is processed by the application 150B that has output the second
command, for example. The first response is thereby generated (S 1218). 10[0090] 



Then, the first response generated based on the second response is transmitted to the external device
10 through the communication unit 110 (SI212), and a series of processing by the communication
device 100 ends. [0091] 15An example of the flow of the communication process by the
communication device 100 is described above with reference to Figs. 9 to 11. Note that, although the
example in which the second command converted from the first command by the first OS 140 is
executed by the second OS 160 with no particular restriction is shown herein, restrictions may be
imposed on transfer of commands 20between OSs through the intermediate layer 120 as in alternative
examples of the embodiment described hereinbelow. [0092] [1-3] First Alternative Example Fig. 12 is a
block diagram showing a configuration of an inteiediate layer 25120 according to a first alternative
example of the embodiment. Referring to Fig. 12, the intermediate layer 120 according to the
alternative example includes a packet translation unit 120, a deteimination unit 124, a temporary
storage unit 126, a memory control unit 128, and a condition holding unit 132. [0093]  24        The
condition holding unit 132 holds a condition that is defined in advance for the second command to be
transferred to the second OS 160. [0094]         For example, a command code which indicates the type
of the command for which transfer from the first OS 140 is permitted, among command codes that can
be contained in the command header section 52 of the second command, may be held in the condition
holding unit 132. In this case, only when the second command which contains the command code held
by the condition holding unit 132 is output from the first OS 140, the determination unit 124 can
transfer the second command to the 10second OS 160. [0095]         Further, for example, an
application code which specifies an application of the second OS 160 for which calling from the first
OS 140 is permitted may be held in the condition holding unit 132. In this case, only when the second
command 15which contains the application code held by the condition holding unit 132 is output 



from the first OS 140, the determination unit 124 can transfer the second command to the second OS
160. Further, the determination unit 124 can transfer the second command to the same application of
the second OS 160 until an application code which specifies another application is selected
subsequently in the condition holding 20unit 132. [0096]         Thus, according to the alternative
example, it is possible to restrict the transfer of commands from the first OS 140 to the second OS 160
according to the type of the command or the like. The security of the communication device 100 is
25thereby further enhanced. [0097]        Note that, when the determination unit 124 does not transfer
the second command output from the first OS 140, the determination unit 124 may notify the first OS
140 that the second command is not transferred by returning a response 30containing a
predetermined error code to the first 05 140, for example.  25 [0098] [1-4] Second Alternative Example
Fig. 13 is a block diagram showing a configuration of an intermediate layer 120 according to a second
alternative example of the embodiment. Referring to Fig. 513, the intermediate layer 120 according to
the alternative example includes a packet translation unit 120, a determination unit 124, a temporary
storage unit 126, a memory control unit 128, a management table 134, and a table operation unit 136.
[0099]          In the management table 134, a unique application code which identifies an 10application
of the second OS 160 is held in advance in a format associated one-to- one with an arbitrary external
specification code, for example. [0100]         Then, when transferring the second command output from
the first OS 140 to the second OS 160, the determination unit 124 refers to the management table 134,
15rewrites the external specification code contained in the second command to the 



above-described application code and then inputs the second comniand to the second OS.
Specifically, in this alternative example, the management table 134 serves as a correspondence table
for hiding the unique application code of the second OS 160 from the first OS 140. In this case, the
external specification code is also a code 20which identifies the application of the second OS 160, and
the external specification code may be an arbitrary character string using alphabets and numerals or
the like, for example. [0101] The table operation unit 136 is an interface for registering, changing or
25deleting a combination of the external specification code and the application code in the
management table 134. For example, the table operation unit 136 receives a command for
management table operation which does not belong to the first command group and the second
command group from the external device 10 through the communication device 100 and registers,
changes or deletes the combination of 30the above-described codes in the management table 134.
26 [0102]         According to the alternative example, the unique application code which identifies each
application of the second OS 160 is hidden from the first OS 140, and the external specification code
which is registered in advance in the management 5table 134 can be specified instead. It is thereby
possible to further enhance the security of the communication device 100 and reduce the effect of a
change in the application of the second OS 160 on the first OS 140. [0103] The first embodiment of the
present invention is described above with 10reference to Figs. Ito 13. According to the embodiment, as
described in relation to Fig. 8, it is possible to use application services by the first OS 140 and the
second OS 160 of the communication device 100 through the device that supports the first command
only. This eliminates the need to support a plurality of communication protocols between the
communication device 100 and the external device 10, thereby  15 expanding the versatility of the
communication device 100. Further, because it is not necessary to provide each OS with a special
interface for accepting access from another OS, the security level of the OS does not decrease. [0104]



Further, restrictions may be imposed on exchange of commands between the 20OSs by providing the
intermediate layer 120 with a means of filtering transfer of the commands. Further, information such as
the application code which is necessary for execution of a command by the second OS 160 may be
hidden in the intermediate layer 120. This enables further enhancement of the security of the
communication device 100. 25[0105] [2] Second Embodiment        In the first embodiment, the
example in which only one means of converting the first command into the second command is
provided in the first OS 140 in the communication device 100 is described. However, a plurality of
means of 30converting the first command into the second command may exist.  27 [0106]        Fig. 14
is a pattern diagram schematically showing a communication device 200 according to a second
embodiment of the present invention. Referring to Fig. 14, the communication device 200 includes a
communication unit 110, an 5intermediate layer 220, a firewall 130, a first OS 240, a second OS 160
and a third OS 180. Further, the communication device 200 is connected to an external device 10
through the communication unit 110. [0107] In this embodiment, the intermediate layer 220 is a logical
hierarchy placed 10between the communication unit 110 and the first OS 240, the second OS 160 and
the third OS 180. The intermediate layer 220 determines one of the first OS 240, the second OS 160
and the third OS 180 as a transfer destination of a command input from the external device 10 and
transfers the command. Further, the intermediate layer 220 outputs a response returned for the
transferred command to the external  15 device 10 or further transfers it to another OS. Furthermore, a
means of controlling access to memory of the first OS 240, the second OS 160 and the third OS 180
or the like is provided in the intermediate layer 220. [0108] The first OS 240, the second OS 160 and
the third OS 180 execute input and 20output of information held by the communication device 100 and
predetermined 



computations according to input commands. Specifically, the first OS 240 executes a first command
which belongs to a first command group, the second OS 160 executes a second command which
belongs to a second command group, and the third OS 180 executes a third command which belongs
to a third command group. 25Further, the first OS 240 includes two command conversion means that
convert the first command into the second command and the third command, respectively, as
described later. [0109]  28 On the other hand, the third OS 180 includes an execution environment and
applications just like the configuration of the second OS shown in Fig. 6, for example, and executes
the third command and outputs a third response. [0110] 5Fig. 15 is a block diagram showing a detailed
configuration of the first OS 240 according to the embodiment. Referring to Fig. 15, the first OS 240
includes a first execution environment 142 and applications 250A and 250B. The first execution
environment 142 includes a first command translation unit 144, a first command execution unit 146
and a first storage unit 148. Further, the application 10250A includes a command conversion unit
252A. The application 250B includes a command conversion unit 2528. [0111] The applications 250
(250A and 2508) are arbitrary applications that operate on the first OS 240 by execution of the first
command. Which of the  15 applications 250A and 250B is executed is determined by the method of
selection using the application code or the like contained in the command data section 54 of the first
command, for example. [0112] In this embodiment, the command conversion unit 252A converts the
first 20command input from the inteiinediate layer 220 into the second command to be executed by the
second OS 160. Further, the command conversion unit B converts the first command input from the
intermediate layer 220 into the third command to be executed by the third OS 180. Such conversion of
the command is performed by extraction of the command from the command data section 54a or
acquisition of the 



25second command or the third command associated in the conversion table or the like, as described
with use of Fig. 5, for example. [0113]           Fig. 16 is a block diagram showing a detailed
configuration of the intermediate layer 220 according to the embodiment. Refening to Fig. 16, the
30intermediate layer 220 includes a packet translation unit 222, a determination unit  29 224, a
temporary storage unit 226, and a memory control unit 228. [0114]         When a communication
packet is received by the communication unit 110, the packet translation unit 222 translates the
content of the communication packet 5and directs the determination unit 224 to determine the transfer
destination of a command for the first OS 240, the second OS 160 or the third OS 180. At this time, the
command acquired from the communication packet is stored in the temporary storage unit 226. [0115]
10The determination unit 224 determines the transfer destination of the command by reference to the
command header section 52 of the command received from the external device and in accordance
with a command code or the like contained in the command header section 52, for example. When the
determination unit 224 determines that the command received from the external device 10 is the
15first command, for example, the determination unit 224 inputs the first command to the first OS 240.
Then, when a first response is output from the first OS 240 as a response to the first command after
that, the determination unit 224 outputs the first response to the packet translation unit 222, so that it is
transmitted to the external device 10 through the communication unit 110. 20[0116]         Further, when
the second command is output as a response to the first command, for example, the determination
unit 224 inputs the second command to the second OS 160. Then, when a second response as a
response to the second command is output from the second OS 160, the determination unit 224 inputs
the 25second response to the first OS 240 that has output the second command, rather than
transmitting it to the external device 10. 



[0117]           Further, when the third command is output as a response to the first command, for
example, the determination unit 224 inputs the third command to the 30third 05 180. Then, when a
third response as a response to the third command is  30 output from the third OS 180, the
determination unit 224 inputs the third response to the first OS 240 that has output the third command,
rather than transmitting it to the external device 10. [0118]         The temporary storage unit 226
temporarily stores commands and responses exchanged between the packet translation unit 222 and
the deteimination unit 224 and between the deteimination unit 224 and first OS 240, the second OS
160 or the third OS 180, control data or the like. [0119] 10 The memory control unit 228 controls
access to memory of the first OS 240, the second OS 160 and the third OS 180 in order to avoid that
memory access occurs concurrently among the first OS 240, the second OS 160 and the third OS 180
and a failure occurs in the communication device 100. [0120] 15Note that, although not shown in Fig.
16, restrictions may be imposed on exchange of commands among the OSs by providing the
intermediate layer 220 with a means of filtering transfer of the commands in this embodiment also, as
in the first embodiment. Further, information such as the application code which is necessary for
execution of a command by the second OS 160 or the third OS 180 may be 20hidden from the first OS
240. [0121]         The second embodiment of the present invention is described above with reference
to Figs. 14 to 16. In the case where three OSs are incorporated into the communication device 200 as
in this embodiment, by providing the first OS 240 with 25a plurality of conversion means that convert
the first command into the second command and the third command, respectively, for example, it is
possible to use application services by the three OSs through the device that supports the first
command only. This eliminates the need to support a plurality of communication protocols between the
communication device 200 and the external device 10, thereby 30expanding the versatility of the
communication device 200. Further, because it is 



31 not necessary to provide each OS with a special interface for accepting access from another OS,
the security level of the OS does not decrease. [0122] Further, rather than providing a command
conversion means for each OS as 5in this embodiment, it is feasible to classify a command group
executed by one OS into two sets and provide a plurality of command conversion means
corresponding to the respective sets. For example, when the second OS 160 supports both of a
command group for radio communication and a command group for wire communication, the first OS
240 may include a first command conversion unit that 10 converts the first command into a command
for radio communication and a second command conversion unit that converts the first command into
a command for wire communication. In such a configuration, by combining the command filtering
processing by the inteimediate layer 120 shown in Fig. 12, for example, more detailed setting of the
security level than the units of OS is enabled, and the safety of 15the communication device 200 is
further enhanced. [0123] It should be noted that a series of processing according to the first and the
second embodiments described in this specification is typically implemented by software operating on
a computer provided in the communication device. Fig. 17 is 20 a block diagram showing an example
of a configuration of hardware by which a series of processing according to each embodiment
operates. [0124] In Fig. 17, a CPU 902 controls the overall operation of the communication device. In
ROM (Read Only Memory) 904, a program describing a part or the 25whole of the series of processing
or data is stored. In RAM 906, a program, data or the like to be executed by the CPU 902 is
temporarily stored. An MMU 908 controls access to memory from the CPU 902. Further, although not
shown in Fig. 



17, an additional application may be further stored by incorporating nonvolatile memory such as
EEPROM (Electrically Erasable and Programmable ROM). 30[0125]  32         The CPU 902, the ROM
904, the RAM 906 and the MMU 908 are connected to one another through a bus 910. An input/output
interface 912 is also connected to the bus 910. [0126] 5The input/output interface 912 is an interface
for connecting the CPU 902, the ROM 904, the RAM 906 and the MMU 908 with a communication
circuit 914. [0127]        The communication circuit 914 transmits and receives a communication packet
with the external device 10 in confoimity with a predetermined 10communication protocol. The
communication circuit 914 may support contactless communication conforming to standard
specification of IS014443, contact communication conforming to standard specification of 1507816 or
the like, for example. [0128]        The preferred embodiments of the present invention have been
described above with reference to the accompanying drawings, whilst the present invention is not
limited to the above examples, of course. A person skilled in the art may find various alternations and
modifications within the scope of the appended claims, and it should be understood that they will
naturally come under the technical scope of the 20present invention. [0129] For example, the
processing described with use of Figs. 9 to 11 is not necessarily executed according to the sequence
shown in the flowcharts. Each      processing step may include processing executed in parallel or
individually. 25[0130]         Further, for example, the number of applications of each OS is not limited to
the number indicated in this specification. The applications can be added or deleted 



according to need by the method of rewriting the content of EEPROM described above, for example,
33 Reference Signs List [0131] 50command 52command header section 5 54command data section
60response 62response data section 64response status section 100, 200communication device
10110communication unit 120, 220intermediate layer 122, 222packet translation unit 124,
224determination unit 126, 226temporary storage unit 15128, 228memory control unit 130firewall
132condition holding unit 134management table 136table operation unit 20140, 240first operating
system 142first execution environment 



144first command translation unit 146first command execution unit 148first storage unit 25150, 250(A,
B) application 152, 252(A, B) command conversion unit 160second operating system 162second
execution environment 164second command translation unit 30166second command execution unit
168second storage unit 172, 174application 180third operating system  35 CLAIMS Claim 1 A
communication device comprising: 5a first operating system that executes commands belonging to a
first command group;        a second operating system that executes commands belonging to a second
command group different from the first command group; and 



a determination unit that, 10when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system,        when a first
response is output from the first operating system as a response to the first command, transmits the
first response to the external device, and when a second command belonging to the second command
group is output 15from the first operating system as a response to the first command, inputs the
second command to the second operating system and then inputs a second response as a response
to the second command output from the second operating system to the first operating system. 20
Claim 2 The communication device according to claim 1, wherein, when the second command
belonging to the second command group is received from an external device, the detemiination unit
inputs the second command to the second operating system, and 25when a second response is
output from the second operating system as a response to the second command received from the
external device, the determination unit transmits the second response to the external device. Claim 3
30The communication device according to claim 1, wherein  36        the first operating system includes
a command conversion unit that converts at least one command belonging to the first command group
into a command belonging to the second command group. 5 Claim 4 The communication device
according to claim 3, wherein        the commands belonging to the first command group contain a
header section and a data section, and 



the command conversion unit converts a command by extracting a 10 command belonging to the
second command group from the data section of the command belonging to the first command group.
Claim 5 The communication device according to claim 3, wherein 15the first operating system further
includes a conversion table for converting a command belonging to the first command group into a
command belonging to the second command group, and           the command conversion unit converts
a command by referring to the conversion table and acquiring a command belonging to the second
command group 20 associated with the command belonging to the first command group. Claim 6 The
communication device according to claim 1, wherein the first operating system includes a first
command conversion unit that 25 converts at least one command belonging to the first command
group into a command belonging to the second command group, and a second command conversion
unit that converts at least one command belonging to the first command group into another command
belonging to the second command group. 30 Claim 7  37 The communication device according to
claim 1, further comprising:        a third operating system that executes commands belonging to a third
command group different from the first command group and the second command group, wherein
the first operating system includes a first command conversion unit that converts at least one
command belonging to the first command group into a command belonging to the second command
group, and a second command conversion unit that converts at least one command belonging to the
first command group into a command belonging to the third command group. 10 Claim 8 The
communication device according to claim 1, wherein        when the second command is output from
the first operating system as a response to the first command, the determination unit rewrites
information 



15identifying an application of the second operating system and contained in the second command
according to a predetermined correspondence table before inputting the second command to the
second operating system. Claim 9 20The communication device according to claim 1, wherein        the
commands belonging to the second command group contain a header section and a data section, and
when the second command is output from the first operating system as a response to the first
command, the determination unit inputs the second command to 25 the second operating system only
when the header section of the second command satisfies a predetenuined condition set in advance.
Claim 10 The communication device according to claim 1, wherein  38         when the second
response as a response to the second command is not output from the second operating system even
after a predetermined time interval has elapsed from input of the second command to the second
operating system, the determination unit inputs the second command to the second operating system
again. 5 Claim 11 The communication device according to claim 1, wherein         when the second
response as a response to the second command is not output from the second operating system even
after a predetermined time interval has 10elapsed from input of the second command to the second
operating system, the determination unit inputs a response indicating occurrence of an error to the first
operating system. Claim 12 15A communication method in a communication device including a first 



operating system that executes commands belonging to a first command group, and a second
operating system that executes commands belonging to a second command group different from the
first command group, the method comprising the steps of: when a first command belonging to the first
command group is received 20from an external device, inputting the first command to the first
operating system;         when a first response is output from the first operating system as a response to
the first command, transmitting the first response to the external device; when a second command
belonging to the second command group is output from the first operating system as a response to the
first command, inputting the 25second command to the second operating system; and         inputting a
second response output from the second operating system as a response to the second command
output from the first operating system to the first operating system.  39         A program causing a
computer controlling a communication device to function as:         a first operating system that
executes commands belonging to a first command group; 5a second operating system that executes
commands belonging to a second command group different from the first command group; and a
deteimination unit that, when a first command belonging to the first command group is received from
an external device, inputs the first command to the first operating system, 10when a first response is
output from the first operating system as a response to the first command, transmits the first response
to the external device, and        when a second command belonging to the second command group is
output from the first operating system as a response to the first command, inputs the second
command to the second operating system and then inputs a second response as a 15response to the
second command output from the second operating system to the first 



operating system.  COMMUNICATION DEVICE, COMMUNICATION METHOD AND PROGRAM
ABSTRACT Provided is a communication device including: a first operating system that executes
commands belonging to a first command group; a second operating system that executes commands
belonging to a second command group different from the first command group; and a detennination
unit that, when a first command belonging to the first command group is received from an external
device, inputs the first command to the first operating system, when a first response is output from the
first operating system as a response to the first command, transmits the first response to the external
device, and when a second command belonging to the second command group is output from the first
operating system as a response to the first command, inputs the second command to the second
operating system and then inputs a second response as a response to the second command output
from the second operating system to the first operating system. Representative Drawing Fig. 2 




