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; e3e}}TXD. 6dTQ 1 3 DEC 2004 PAYMENT FOR NETWORK- BASED COMVER( Q\LDEJ:
TRANSACTI ONS E PHONE TECHNI CAL FI ELD The invention con rﬁﬂaﬁ
commer ci al tr#@h’@%@ﬁﬂ%“em, and in particular the paynent process of
such a transacti . Al'so concerned are systens, conputer- program
products, and conplft'" program el enents ir[pl enenting aspects of such a
commercial transaction schenme. BACKGROUND OF THE | NVENTI ON The advent of

t he I nternet angaof rote I ions networks led to a whol e new set of
net wor k- based com@???wallcpi r\a&ngggzﬁ)‘lgg'%éﬁé?e%ovhﬁﬂéﬁCér\e ‘DRIAING AGOPIERRE Y
referred to as electronic corrrrer[c%]‘\(@\e“r%i(ﬁﬂlﬂ.éf Rrifed: to as e-comerce)
schenes. mote] rcial transaction in its broadest sense conprises three
basi c actﬁ\lflﬁﬁmggﬁ%%@s@oner sel ects and orders goods or services. This
step or sequence of steps is referred to as ordering process. After the
conpl etion of the ordering process, there is usually a service rendered or
some goods delivered by a "nerchant' (herein referred to as delivery
process) andirtvheri®h é§cs ar other consideration to be paid by the
'‘custoner’' for these selg\gﬁgggﬂg%{mﬁé%%s)mﬂ%%lhi?'élé, g inpapayheile fAGESS-

Typi cal | Y§TOaesi & vstke basedt i @osoverme] Alsolcbansagt 1,00, fol lows the pafterns
shown in [;:rbg%g[g a%I or Fiqure 2. Either the cust omsY°*'HAS CHvEgiPsegsamonce
(whi ch i ncl udeg TRSOBRECE PrREram slamsis ienoémenag 4s gat dr detail ), and then
whenever ttdneaclestsoREhe returns to a nerchant's sys?em I den ifcy <ot to the
system (e.g., Lay logging in or sending a cookie), or the custoner has to
provide credit card details every tinme he enters into a transaction with

t he mrc%@KG@@N@/\DFim{}Emwjfo\i nafirst step 10, the custoner

sel ects one or nore deliverables. This can be done by browsing an online
cat al og, T1‘or exampl e. Then, the custoner invokes a 11~3DEC200 2
checkout 'pF8EEEY of thetlafpraa ana oFFiegUdeamlmfca%néfﬂ,‘?wgﬁ{sﬁhoam,' s S)'Stem 117
slop 12, n&tkl%rk.%gd?gﬁ{mé ow needs to disclose credi Tal°d wBelsiney whdf ot her
data, such as the delivery HOPe4an sshemene bmarahanie cdrﬁm%HR%@f&%%@t( step 13,
the mer chantromhavges d@cQustOR § cLedit card account Finally, thé°

del i verag,)]l i?&sli%{ are di spat ched by the ‘er CHENE ‘Do Cbiaese dstcomperc (t@packidni N
Figure 1). THE Hfet Wopkcwasetscommbnai aliifansackiQn., scheme illustrated in
Figure Lsersicas tihansacsj gn, scheme without pre-registrd Fon 2An¢.LHErY 00dsldr t he
steps 10 - 13 take place  OVEr % MEPY Hrelerred o W ticsomprceyst RRE; hhe. cust oner
can ei t Herthpholveing pradess, eneedistys6and, nuyber to an operator (or an autrorited
phone mamél_aﬁ]t,eg) or fax it in. Such a Syt é}ﬁdi%rSGé@(grOiObedleli\mddSnp@tent

5, 72al163, as 5 br{ o trbrern-aedmvemmOCQSS) and there is some money or other

considerati ' / ‘ ’
tion to be paid by the ‘customer® fo these services or goods, refery

ed /me
- to as payment

Tvo; ) ) :
ypically, a network-based commercial transaction follows the

. patterns shown in Fioure |
‘ or
Figure 2. Either the customer h )

. . L

! $ lo register once (which includes the one-time disclosure of
credit-card detaj /

tails) and then whenever the customer returns to a merchan(’s system identif

ystem identify

£ , o
(o the system (e.g., by logging in or sending a cookie), or the cy
credit card details ev

itsel

stomer has to provide

ery time he enters into a transaction with the merchant

’ h
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| nstead of providing the nmerchant with the credit card details, sj)ﬁtl -s
the custoner can provide checking account details and thus aut hgr td:g?[]ﬂl,

merchant to do a direct debit to the respective account. The conpany
Amazon. de offers this schene, for exanple. A very simlar schene is
illustrated in Figure 2. This schene is different fromthe one described in
connection with Figure 1 in that it conprises a separate one-tine

regi stratdiRek&l ep, 1% . Jhi egi.st.ration step 13 is usually carried out just
once, preferabl 3? when Bgdzlr ?l]ng'ggmdgl (il”\?[gfle[a]bﬁ' PP SYRENFINSED b e o uDleming

thi s registy atidono stsefpse tihen chsitREer Jhedst ans Wehhs e Merchant and
provi des address information and credit-card ‘details to Cthhé"rfﬁgt'fﬁé‘nlt).m%t eps
10, 11, 13°UMY M4 URiGvEHes et UesmirshFiigling: cd I heSiunoencihe ratisd oeE . 1as

al ready righs er L akl. Jnecessary information with the merchant in step
15, the mer cﬁlént %lﬁﬁ'lld;l/ﬁegséé‘(ﬂ% 'tSBa[%é%/dc% hAnCTFIRPbIoE PesomenirepHd imBighant
system ab. Gephated:-byseatemmkbeialPirSadttndch Yl Gk EXA lae of a -

net wor k- baﬁed conmerci al transact | on- SCheme W ?ﬁ“%‘?‘éaﬁ 18815 LS ansagrion

i nher ent SHrYBe dikep! edesiperton. over the Internet is the paynent process. In
nost cases the custoner is required to enter credit-card details (e.g.) the
card nu”tt%uzllt hag fnane of the card holder, and the card's expire date) into
an el ect ronrc FOrAE 58S L9 ahd fAke Plass ovax theinteiet Néitheshe caseneme kyabe@r can
over the clthEgsHRE it heldN&iNES i s supposed to deliver. The problem
with this solution is mani fcrﬁﬁ:ﬂ%%er\im%ng%?%PIEotanz?}ﬁﬂma‘f’ﬁé’hefﬂfs{”éﬁ‘éwqftrlahOt 0
entrant tieitéredith cartnietdabiitbetion LS gaRISTANGS, QL 0MLYARRY, | 08, BT chant
potentially use the credit card details for other purposes, the cust offer

al so hat $,40 frust the merchant to protect the credit card data adequately.
Recent evEITY Have dnawrr et aissilipticordil Qubesiaily, isskytiopeiheEveanihoughr

t he cust gr@lidatnd-£ast,-0as e of disputing the purchase and have the
credit card conpany-cancel B%‘ﬁ’é; ?n@ﬁé%@ﬂ[f]%’rﬁz,ep ThECEHERbReto néivent thel esdie

car - vi es respectburadesurarther ddskpany RagazBRIH6 bRt hNGHESL 18, Llask ] of accepting
forged credit card details and delivers w thout getting reimbur sed by the
credit card conpany. The renedy of obtaining clearance fromthe credit card
conpany {'s"HYE "alaggke necisnidwitwald iafteury pi Gakd ¢ hih e GEBSHNT B, (e PaynMent by
credit card.tsyt,00,.expensive for small amuntsO nmoney. Mobile tel ephone
systens ar e ver yn ﬁ”ﬁ%‘ﬁ‘y"“u%‘éfa‘:@a%ﬁm b3t it 6pmBYwE @rgPaAtonartang egauldngetep
extent i hdependent afiootephs id phanpetrRAGLOLNES Det warks, There is a secure
payment ro,ceﬁ)g i n place that al ?QV\ESr t he }élér rricg’rr';sI Kok % I‘V;];ef’ﬁéqeflnéli‘stoners
for the Zselag“ ¥ ke E’rﬁbim? Bhfcabrjm:;hls'ﬁ{q:gisghd@ratte;gy&_i ?nﬁnérﬁérlrle@i:aieksewgmd jd _
comuni Calet@AFe afi bt ion S rowing digital cellular standard, is
one partiécul ar qexxgﬁp} e&(r) a ver Qr%%boﬁll?%‘rdﬂ%ﬂ?‘?aéd erdpHothe myyeltaemsS i dsel 0GSM
system i §1.d 3digi t@hrehhs etnsy:sih e 66 eatRde 1R REOMIR & Pekwor k which al | ows
customers to use their GSM phones in many countrfleeg?@ﬂcéaﬁwlﬁgtﬁ%pkﬁ?s

i npl enent @G By RIvTAIEn voth @ fricsthant incer | s iercliftisangptnecAURLELESH s EACh
carrier Basniadiof Q) rs,. . n respect of whore the carrier holds
private inf or mat i o\r{:m[rh(eélqlz%r?ﬁ%lf%[%’naééﬁgﬁ&@r%s%%lﬁ-gihllﬁl isndypindloxmapicon’,a cal |
dest i nat haowsik-basdd mehhedsaafanbaYioRdciidd §ii: PR fALLLET S are independent!y
adm nistrated and are responsible for their custorsrefor billi ng pur poses.
In other words, there exists a well established and secure paynment process
bet ween 1 PN PIediem ahd-cohmiarccoust drenmd is 6 p@h&RI 86l s O LG (pz{sgssent

i nventi QHetcﬁ’st{?E]QHsde an inproved transaction schene. It is another object
of the presen FVERIYGH 1 5MBE g1 idearsflelans| (e fre Hicatai dnuber, greahingnofitapr oved
transactdaehhSI@BEARd the card’s expiry date) into an electronic form and transmit the data - in the

best case encrypted - over the internet to the merchant who is supposed to deliver. The

problem with this solution is manifold:



N . 1

.y .0 13 D E C 200g 4 SUMVARY OF THE I NVEN TI ON According to t1h3 BIE@G?@UI‘.
i pventi on, a lransaction schene is proposed that |lies toether the existing
nobi | e tel ephone Infrastructure and the fixed network (e.g., the internet)
to solve the problens identified in the introductory portion of this
specification There is therefore provided, in accordance with a preferred
enbodi nent of the present invention, a nethod for enabling a custoner

havi ng a¢cesscisomeicus toneius yist @Bl iangkdalcimRib e,cPRoRELW L) d?.%sgzﬁ]i gt.ed phone
nunber, to order- a deliverable that is offered by a nmerchant” systemat a
certain pri'eEhintHECHBPIEARHEY wydbeaicHy castégsisdot hihoughpbhe, CustarBl: Syst em
and a net woy. ction is performed on the custonmer systemto order
the deli vergg? erl']q"llﬁlg n%ﬁé%n‘lé“ h‘)ulHﬁger[ ¥ YHE 88 (gReHcly sRefsatc watsend an
order confdhomattherstonptidieiodel 4 Marahle Bhen g kil ne..dhen,, the
ordering of the deliverable is confirmed usi ng t Ee Lﬁlt)e&bﬁqé‘%eﬁ%ﬂ)e"stuée {9 B t
a responsetBSHIMBE ke pihahtscgydtiens te drodiacadrnngnny ecer i n@nisibhenpr esent
i nvention, 2 bl issued by the carrier systemfor the nobile phone

i s char gedcu\?ﬁo?’h@{%hép%heerl?séicﬁ“\SP i”&é/eb%{ﬂ‘a” f“h‘L“ﬂLel i verabl e are nade available to
the custoner. There is noreover provided, in accordance with a preferred
enbodi MentTief meRAaMBERD the eI AcOhting BRLRQ il 2hd8NL 1 del i ver abl e
that is offered by a mer chant sy%t _n%n t A ce?%ofétl (%ir%fi?%lés. ar?dngeébvfbgrﬁﬁﬁ@ét with
t he i nventdcgimg rehiebuse haftte Sydit emiicompacesRde Bl PBYHL@inFHSI QAR SHSLEM:

and net wor I§éd.g'he deliverabl e Ls di spl ayed to a customer on the custoner
syst em and” &H' SELCBRPRYY BdIX 81 AYd cornarhisaist wperlls seemnsenioeder t he

del i verabl e. The phone nunber of a nobile phone (43; 73) of the custoner is
sent to theymenhehanteagystem and : onfirmation for the deliverable
is received on the nobile lprtlone)fp%gllﬁggggr(rfélr%ﬁ[r}agm%‘fm%ﬂ "38tY-verabl e is
confirmed using the nobile phone by transmitting a response to the nerchant
syst em oMobde &lgaronk eystays t@emerfiviady Msedt&&ﬁnrﬂ@xhiké&%naglsgrﬂssmﬁ%@wg?arpé/ t he
cust oner . lFur.tcyer re, there is provided, in accordance with a preferred
enbodi mert“be" %H%rﬂéé@m the hertet B odenet higeksf Bherpriot essingaybyena prereehant
syst em t he.omhdes)iRfs Be CUS] hyf Qr. |iverabl e that is offered by this
rrerchantlmsyst1em at a %ert%?srr:f%grllil g{e?” gjrn%ﬁ§/r?lﬁ’eﬁ%FSﬁﬁP mobilepheneDEC 2p04
has access to a custonmer system and a nobile phone with an associ ated phone
nunber . Becgodilngstm fohedbily €O MIRordhhi EHSHONBNin SYSL M S enabl ed, t o

di splay the deliverable and "to allow tﬁe cust orﬁ%ryrjt?atcgl%(F)Qr‘ldfés'rt Ctlﬁ\ém(ge?"FU%lr abl e
at the rféVBRARRNEYEL smngiPattictke csusplemér 'ys pemlandolilaietopiic syA r@r s
confirmagsons @k, t.heydel iy le is sent to the nobile phone using flit
phone nunbers){si nd bgandlg%ebragéag%fs %rnﬁﬁrtef“c? 'S PTPAY R RT MOBh M ReRl o Gustonereity ed
froma caerther G§Mspb®nes'ﬁhﬁﬂnythtﬁnded.imerm{%eixﬁormgﬁnv\?ﬁéﬁiehéglb% A Q08 of
cust oner .fThere i.s nmoreover provided, in accordance wth a preferrede

enbodi meRECEA! tHECEAR SEreR soEpTieaach cawterdes i srovimandtdmegs by respear 6 er

syst em t\ngo RAYERHE; f stoner. wWho ordered a deliverabl e through
a mer chant Isysteml?illtollicg&g r\taz[aél)ﬁ]ﬁgrp%glz)?] rgﬁé?gg "Pe: fULEoRePINAS iderBador.0 a

cust onercadyst@mtians aadmdhdd dThanegwilld) TARd 135506k at '

Accor di ng to this method, transact |gon information an@?ﬁ%%gﬁéﬁwﬁ%gg of
the nobid'd PhbiiBOR He dHtiheineesiemersfprbididepi moeaf Intdugerdedrily ehablegisty ometjhe
mer chant. syt confirmation for the deliverable is sent to the
nobi | e peﬁone tﬁésa}ar?'g%rgg ergglgl%lﬁeélﬂ ﬁ?%ésrbegﬁaerhwecﬁaﬂécr“ thfeH sasteBs $ or t he
deliverable is received through the nobile phone. A phone bill naintained

by the darsrdneibjey ot &id frdent Higc MR b&:RNQ0E, 15, gharded with the certain
price and an of der con]jfri rmation or éyﬂgﬂﬁn L@%‘ i\?(ﬁr’rg?ri’%ﬁ“?'kscé’éﬂ?' ﬁdsthe

mer chantangihst ebpecdfehepiesermomentiet (Pprovidded, iniphkAGEATHARE &, a{yﬂnﬂar@@eecf erred
enbodi ment of. the present invention, a merchant systemfor offering a

del i ver abi"&i4 Sﬁh‘ﬁﬁ?v\ork to a potential custonmer. Also provided is, in
accordance with a preferred enbodi nent of the present invention, a cattier
system for handling the paynent process part of a comrercial transaction
bet ween a customer, using a custonmer system and a nobil e phone, and a
merchant system In addition, a conputer program product and a conputer
program el enent are provided that inplenent the nmethods according to the
present invention. The drawbacks of known systens and schenes are avoi ded
by the schenmes and systens as clainmed in the attached clains. The present
invention allows to inplenent a nore secure marketplace for comerci al
transacti ons.
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o] DESCRI PTI ON OF THE DRAW NGS 13 DEC 2004 The invention is d s:fr' Eed in
detail below with reference to the follow ng schematic draw ng tlj sCth@[]ip
noted that the Figures are not drawn to scale. FIG 1 is a schematic
representation of a known el ectronic transaction schene. rlIG 2 is a
schematic representation of a known el ect4onic transaction scheme with
pre-registration step. rIG 3 is a schematic representation of an

el ect r oni eUMMAdAE CIoNHEdheENWidk pre-registration step, according to one
enbodi nent of the present invention FIG 4 is a schematic representati on of
anot her el ectronic transaction schene. according to another enbodi nent of
the preseftCirApéEne lonpreRinGindniisn,a (sokenmhisch bhosk b ass am af, @n. grbgdi ment
. . . . . Tl T N OZether (he

i n accordangg, Wi h“ét{%gc ﬁrese t invention. FIG Gis a schematic bll ock ™

di agram of - anét AP G I alP R s Awie snd Abre 6x el nerwork (ehye (e BsENE) [dYEnE Q.
FIG 7 ispateahanatis epresentation of the el ectronic transactron scheme
under | yi nlg sone (E)T?h![fﬁél lﬁ@ﬁo@?ﬁéﬁ?%”ﬂf“'t“ﬁé”‘p‘ll‘é“s“é’ﬁ‘t“‘Fﬁ{f)é‘nti on. 1 pEC 2004
DESCRI PTITC]\I OF PREFERRED EMBODI MENT ' | ~he basi c concept of the present

i nvent i onTliese dabercfhegprafider, it he ohBsEEwt LM Pal, hsqdefined. Customer
system A custoner sygbtem is a networ k-gﬁta;ﬂcrﬁg I?%X%I]g\gl?l@ee“f ﬂg CRESCEbme
conput i nd"EHPEBE P et forgpahing caslemepbnsogatcesOMUEBISIdRESm and a mobile

wor kst at i gHag) r ops ersonal djgital assistants (PDAs), network
conput er stm)anc\llﬁgaloa\é %é%tﬁh %@rher} “ l%é’rfﬁlo @e‘é’r%%\)\ﬂi@bbﬁbﬁé%ﬁf@@ﬂﬂwpli hetchantbel t

conput er ssystpock etcecaimptic®r The WetShnvatehes i kb, 4 t ed conputer,

el ectronic wallets, car conputers, m\tlag?c. The n%?ev(\lllolﬂ O%%éﬁlﬁee%{sfo ng)risé'S[éP“twa
est abl i sHEH V06 gherctapiseesiormiben thearushynaregnsmab oar: ik ednRr TRE | i nk.
A cust omeyhogY St |.s@.be, an aggregati on of several devices. This

cust orre[mﬁs];(/)st eml%l[%rc(gf{}lh%}?%fl?)#’ h3ele g‘?‘?do Y a0 etist sprdidesh fomye tioli ahtisien
some ser Vo te oobilopling. SR tgosdsriVd & Be NEL . The .cust oner system may be
a gener al gur ose device especi al I“yg pro(gigrarr\TVfg(IE;£ 6 POFFBrhPRe st Bp ot t he
pr esen][ ipﬁa‘éenp? ‘GHIS T A &S%Yisé@tf@ﬁmrplpﬁm swit¢rh oa|0cp:|(ij gp-ri@aaiﬁtewf,e{é&%l‘cﬁné bl
control s gihien@aviGe,t 9 e steps. In addition, a custonef system
may corrprpi_sena dat atl)lésgn(grgﬁ @pplasihﬁ(?ﬁﬁ“gﬁ {144 St e iahdsdrelsshoae cadHargad uni t
t hat conngdtt$e cortantpeicephone d&ﬁt’M/@lBlKmr@ﬁh@ld@ﬁxﬁ@]@bl@qgitl?eealsporm yunits.

Cr.

There is moreover provided, in accordance with a preferred embodiment of the present

nvention, a method for ordering a deliverable that is offered by a merchant system at a certajn

price. In accordance with the invention, the merchant system is accessed through a customer

system and network. The deliverable is displayed to a customer on the customer system and an
i [s

action 1s performed on the customer system to order the deliverable. The phane number of a

mobile phone (43; 73) of the customer is sent (o the merchant system and an order

confirmation for the deliverable is received on the mobile phone. The ordering of the

deliverable is confirmed using the mobile phone by transmitting a response to the merchant

System or to a carrier system. Finally, the deliverable is obtained by the customer

Furthermore, there is provided, in accordance with a preferred embodiment of the present

s o .
tnvention, a method for processing by a merchant system the order of a customer for a

deliverable that is offered by this merchant system at a certain price. Whereby the customer
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2004

Merchant system A nerchant systemis a network-attachable syste"‘rﬂoDEC
aggregati on of systens, which are enployed by the nerchant, or by sonebo
on behalf of the merchant, in order to offer services and/or goods via a
networ k. Such a nerchant system has conputing capabilities. A -nerchant
system may conprise, for exanple: per son%l conputers (PCs), workstations,
| apt ops, network conputers, servers, and-so forth. In addition, a nerchant
system may, GQpr i se a dat abase entertaining an el ectronic (online)
cat al og. , égéa%{é}gi !uon“ Unit"¢ Rat'“ eokiddchsbiloplant et igphonecnetwerk,. and, ot her
devi ces ayccuniitsio (Hhe, JIBI; t . .systemis programred to performthe steps of
the present i nv%nti on. Fé(?lh?lﬁqi Lskﬁ%(ﬁlb%os 'élf”‘P’ﬂégﬁﬁ?‘&%’dhflﬂsyét%mimybﬂaemd‘to
equi pped f‘uWHhCaﬁpW“pw latedsolid danerdinad (EORI QLS L0 sygtem-to perform
t hese Stﬁi?@anemép , DEC [2]€E04 8 The word 'deliver TP T S e Qs it salsias a
synonym for ~ goo s,'D'g?8 i€ Qg pE feisthe gelensablt SRS Crol (BE HORS f&lvices etc
.|t subsboresnemes ¥hhhAg, .t 20gt ble as wel | as intangible - that~ ¢ Y1B% ean
be:delivered (eg via a network or °f'Rf BHGRCRGRUEBHRE omak ratieatetifbut i @Rriq,
channel sSYS&iehl s, theglaliadratiaiid made é"\%‘i’lrabl%rn%l]eo(f SFhat_ can be nmde accessi bl e,
such as a dat abase,-or sone collection of dll glutlofbed' art. Exanples are:
ef fect S’Tlf"ur ni shings, furniture, gear, novables, possessions, property,
commodi t | €4¥ lSrr'@P@r“?é(ﬁ‘tl?@é{“@ﬁO@kqoréztmfafwitt}/\ﬁﬁ@%rre’aré—‘%tgd@lﬁe stft?scri tions)

) . ! . . ntof the ?
news papeinsent®yn B Soq BF 1At ed rgeldl a, _equi pment, softcopres, digrftied
i mges, videos, audi o St KNS YGtiARSSysiEnY he peyme andosos fortdlstolne ot d
" net wor kordgred heleéiverabis ek oash Q-n?é{a'%'ﬂ %’;e‘?ﬁ atcon%)rut er .networks and
comuni cation networks of any kind. en ref EFAThE % Yhetahortksjusmmel gss,
fi ber-based, 'OFf CEHBMEL baatankbt wobKs phse: WRRAL ag%oéirﬂ’e%gﬂmﬁml i s a legal
entity OfcdaedisOm, fif 76&“}56‘{9“% or indirectly offers, sélfs)"dr% ends one or
nore del i vel%a.b es. Typical @XHMoNdelopmatst wivat sharenuAgent she 56 hEESone
suppl i erds odpgied ifutobslerih £ Bf BSEALAL 1 retail ers, sal espersons) °
shopkee@érr) . tradesper sqnsi? vengjgzlg%ﬁa%fﬂe 10UEECT P Shgems Anmadwf act ur er s,
broker , BAREMA4ANHER eél|el1}’@1‘gfulbﬂ5u$dn0mstbe&gﬁ)ml@)b,hoﬁélﬁisj§9t{feorth. A customer' is

. ) 2P Z e phoné number as

a | egal oef¥richb¥fiQha RE SO (NAL. direct!y or indirectly wi shes "Pedceemr  buy,
| ease, or borrow one or snore 4&F{VEFEBFEE OMRghe alobex amphes, M B huyers,
cl i ent s MaBpGadby she QIOSEESES:, foP HeGHASR o gt}no ers, readers, subscribers,
i censegﬁde_'cl'gef._ter.ns "nobi | e phone” 1Is sed’ o TElAFS D B¥acoginami e dingianal
phones that “CHHABEEM O Pay MM ePrfasnativarinedng LRI €5, AL & fjandpor tabl es, GSM
phones, cellul ar phones, Smartphones, Featurephones) transportabl es,
satel i Trerpho and so farth. "' ~i _ . 9 13 DEC 2004 The present
i nvention chaﬁgzesmt'ﬂxgO(\:Iﬁjreg’éﬂtdc%?%f‘aIk‘ﬂﬁaasB@f@mnlﬁjd&hheﬁ@wlﬁ@ﬁmsénﬁ‘ﬂead of
usi ng alfepdin agaardhant bysietn RIQRRSEM Q) MLilize the existing nobile phone
networ k,jnfrastructure o of dergilggfaicrg% r|E]l(’)1r(°1 V12 BAGVBITK G mpotemsa unithenean
i nvent i ve dCRERE’ i tricprrdanasgiight « atefaredsdraodi Si it . F%Sénhe one of Figure
2), thecatat9aeh ﬂggg idlgs Lhe mmobile phone number to the eNEAEAT 9 n a
regi stration’'step 2 é{ as ©i 19 Rt BPCES mrguraecotimdioail S8hR61ib PR Rken 4
del i ver@blossy, @t 1 hewhackqu emgin nore or |less as they are. The
result of the checkout pr oges@,ﬁﬁg\j@%}%fe%’coﬁgnad@s‘% mgechppysysiemat ed in Fi gure
3 and {5161 ifxiloi ned bel ow. the custoner accesses the merchant systemthrough
the cu Sydt@npuldihgognast noelict SHS b P nnected t hrough a network
(e.qg., i;nlﬁpeé]l,é;]t[ﬁ{nnet[ or world w de web) ?ﬂg&)tﬁﬁgi%grmrﬂﬁ QY 8icdyipvidebrtens er
may be used on tHhacadt Hhending eiteppiescnsidentibn be abl e to access the
merchant system ' the customer perfornms an action on the custonmer system
i N or ddhetd@asig: del j verahl es) (step 20 in Figure 3). There are
di f ferent sch?ﬁgggﬁ%’%n“ Sﬁr%!Cfrﬁea“arsf“etffrf‘étaﬂawmﬂhb)cmstsomest@dg%gﬁg 2
del i vefHibhesd)n bnlatunehed EREm S U Y& i 0an 2 ”exangl, e. select a deliverable
fromal: electronic catal og by a nouse cl1dk'®¥8i0 Bypisuteni ngoa debliever abl e
into amsahlb% Arfy{ o &pminercial transactions,



R} f \7

rn an optional step) the custoner invokes a checkout process (st1e§ BECnZUU4
Figure 3). This is usually done by clicking on a button to submit the

order, or by having the custonmer confirmthat the selection of deliverables
was conpl eted. No conventional checkout process is required if a

singl e-action ordering schene is inplenenied, as for exanple described and
claimed in US patent s,960,411. This US patent is incorporated by

ref er enceDESCRePTENG ANt RasHs W @bt ai n the phone nunmber of the custoner’s
nobi | e phone (step 22 in Figure % Since the nobil e phone nunber has been
regi ste:rglg wth the nerchant in a pre-registration step 28, the nerchant
syst em mehhefievohianhi scphone; nuhe Qm., IFenory: . 13 DEC 2004 to the
mer chant t, .prox)i des the customner- %Ig)ﬁlq?”gbhrﬁiwﬁ%ﬁlB‘thé@éW@aésgch(cemgc,dra\m'ngs_
speci al conf? PRECIER ok snasber nardrawspeci.al  confirnation c-noi | address)
by sending this confirmati on address to the custoner's nobil e phone (step
23 in Figure ~j. the custoner confirns the order by using the nobile phone
anti tire confirmation address (step 24 in Figure 3). If the confirmation
addr ess i§Galspeci al it | one nunber, then the custoner dials
this con}iéngti on phgﬁé;d’&&ta%@g%ﬁr%? ”anioﬂé)fﬂﬁ*'b’iol‘*@ pErdiveic @heritinsehe hhe

cust omer *$ends an es amilenfatiomirbe e, e to the confirmtion e-mail
address. the merchant r,mni.torﬁs tﬁtemlgahggﬁlﬂ\ﬂg (I:]aeﬁfimioﬁt‘fi‘@é?ﬁ%wg schega¢ heth | D)
on the phone connedfi 848868 baped with the confirmation phone number or

the i ncoRri@g3 e- mai |; 25 in Figure 3). The caller ID usually is the
caller's nobile phéf\%gc%%ga? 'eé)ﬁdeFBﬂagﬁ&ﬁﬁ?” Tiset pree chanictiomycHeaRpy @, | | st of
open transactions ardrepReati&sRECtI-VE i.l e phone. nunbers or e-mail

addr esseg é)f t he associ ated cus?o%@gr@ﬂbgnaﬁpﬁﬁa%‘?m@ﬁ&@ arpencustonet.’ s
response I(e'.‘b.) t h& LE8EBAET fepravobialien phafe HUREE, Qr, %@{#-.is detected, the
mer chant consi ders,the ilgg@n transa%ti on associ ated wi I IIN phone t o
be succelstsIGf %I y cl osed ? on‘?‘Pr“?‘?é&”) odinggqé ofyheghiesetit mneliyyn. mobi | e phone
carrier ‘ggers t e schanhgidQodf 4 nt due to the custoner via the
mobi | e phone carrier's billi ngggsgllts? %rrﬁ?%%nreem?%(ﬁméﬁ%‘t“d‘ﬁé?fdPfgceuniithUel Yesent
identified through™#H8%pbi | e phone nunber (step 26 in Figure 3); the

mer chantiilgalges t he, j abl e avail able to the custoner (step 27 in Figure
3). A schenme, accor i%k%e\{]?%lct %C%Cmg@@moﬁWéWfiftmlbpdi\r\lildnlﬂﬁuicc@fcﬂn&e@iitﬁttﬁgtiOn
is illustrated in [Fegur@vedionThi s schenme conprises the foll ow ng steps:

t he custﬁ{ﬁez accesses the merchant system through the custoner systemand a
networ ki "t'h c_ustdPréﬁCIﬁérﬂﬁl@‘n‘m'emmz_amlloth@@le&h@ni@lﬂr%é?%ﬁr]SYSJ emin order to
sel ect the delivergpl.es) (st e(?%BO in Figure 4); 1 SUEAE Y eaning
optional step, the custoner i HVoFVes! tkerewst oventiqgr.ocess (step 31 in
Figure 4 ). This is usually done by clicking on a button to submt the
order, or by having the custonmer confirmthat the selection of goods was
conpleted; tile inmerchant needs to obtain the phone nunber of the
custoner's nobile phone (step 32 Figure 4). Slnce 111 the present exanple

t he nobi | e phone nunber has not been registered with the nerchant in a
pre-registration step, the custonmer has to provide the nmerchant systemwth
t he phone nunber; the nmerchant provides the customer with a confirmation
address (e.g., a special confirmation phone nunber or a speci al
confirmation e-mail address) by sending this confirmati on address to the
custoner's nobile phone (,step 33 in Figure 4).



the custoner confirns the order by using the nobile phone and t113 DEC 2004_
cpnfifnation address (step 34 in Figure 4). If the confirmation address 1S
a special confirmation phone nunber, then the custonmer dials this
confirmation phone nunber with the nobile phone. O herw se, the custoner
sends an e-mail fromthe nobile phone to7the confirmati on e-nmail address.
the merchant nonitors call indications ("caller I1D') on the phone

connect i OEASSPqi|@Redr WREFFIIE:1S PRA L OFRLG@R@hone nunber or the incom ng
[ 59 _ :

e-mails (step 35 in Figure 4). e nerchant relay keep a list of open
transactions and the respective nobil e phone nunbers or e-nmail addresses of
t he assoq%gﬁed custonqrﬁ,in a dat abase. Once the custoner's response (e.g.

t he cust oner®¥¢ Y PHORE SHUMDEN IO & (ot blbtdedier tvebavisrichaintlogonsilefaresi t he
open transaction associated with the nobile phone to be successfully closed
(confirned); the nmerchant and/or nobile phone carrier triggers the charging
of the afwpstamedsgsi¢o: Akeasiomst QBRI Wi BndiherkTRRIch S 1PRORE: AT Li&h %%)inkr“nn
system where. the custonmer is uniquely identified through the nobile phoﬁe
nunber ( %%I@Bllé@&i ey ase gpersopplecareit A fb Cimkeskstdiensiativear Bpldpsayabdahl e

to the cyst L ~in Flgure 4). 3 004 12 13 DEC 2004 Anot her
enbod: mont o e ReT by eba aTeRtoRw e con dndtitt 1ty aapmkeet Wik plurs. 5.

' Thi s Fi galmepitityésltanmpyuesy pevkedtompeiet, e @Bifch&amth%ﬁegr%d %&?@%‘{E‘?

i nvol ved. The custoner uses a custoner system 40) such as a por bl&

conput er CEHENIE Falgisnee cempyiersactel ord ok ¢@ngetiort ineithatearanstled viHgome
cust oner . gystem40, 6 i : boar 1 and a display 92. In addition,

t he custonerlha§:éod%g@Féégﬁgﬁgﬁ%%eﬁfi%F§D§UQ§E$PB§Fgﬁ WERR 3shbdat e (SIM
54 card. aggr&amooaif devesal ale Cic € ThisCAK G spiteih i$EaRd 6256 i ah J]alsﬁosmg

m croprocessor clip which stores information such as the nobi’l e phone
nunber . THETS) 04HY ST8e ehicBer Imr tosek £evds videnerohik & hphonembds i@ rimake | t
live, asphpdlgated ows.in Figure 5. The nobile phone 43, after being
activate@;?conﬁ%cgépéfg&% ﬁngfng?eygﬁﬁ8ﬁénﬁ%¥“ﬁﬁﬁﬁgéné@?%@%(%‘Wﬁmmﬁéﬁmork)
and to ainéntedh, beh eprione;ngiennyiky Srégide so@vRURld Cosiit phed 1.8l D&
network:  PST agﬁ a carrier systen1ig. The Hnbile ?elepﬁ%ﬁg‘%gﬁﬁggﬁbEg and
the fixed Pl @PhBh¥ WA CRSSBEREcar Pargetpsise b dtlhhdseteherhinkeds tiel @phone
net wor k &fhseambke; £8aghed [ hone 43. In other words, the
nobi | e phone 43 has accesggég%bhgﬁéggafg 28% ?%%8@“69d9ﬁ‘r TXEd °f 8PBphone
network 56. For Sake of sinplicity , the carrier system 48 just conprises a

server 493 and a grinter 50. In the present exanple, the merchant system 45
conpri ses “a SRrVEETAE MECHAR SHHEW 187 NGtk aHadnblersesicat @l apgieganth af dat abase

58 with @slehst w I j The rchant .system 45 (s |linked to
t he netdgrk 44.ﬂ&ﬁ?fﬁgpﬁg?gfgfﬂgqﬁéFgrgﬁfqgf?Pg Oﬁ¥¥PheWﬂ%OBL%§@H¥m”L‘”
enbodi metiteias i salvices mdioi gooBS viahatetiveric 80AEE R Haft HRE N hxedntsligphone
netmork(%ijpbte that the call-in unit 55 mght also bé connected to"the.
mobi | e netWBrREYrY BEIAhgNt SYHEMIR SRR Sic s $5@8plehpe raerat hampuigpSPER), 45

t hr ough wékeaGyss SySt t etwork .44, The, nerchant system 45
offers an onIine’gﬁ?ﬁ?bﬁﬁ&F?ﬁﬁggﬁﬁgaggﬁﬁghéwgé%g?ﬁb#”&ﬁPHO%HﬁF?E@“¥or each
item | riYthe presenpriexedmitese tiertdelngweradd@ntlohSndicaplay 6Pk & NEmhar
display(%f t he cus#% 6r system 40. The customer now perforns an action on

t he cust ornr%efm’s&?szf & g Bty Pe A4 Blhskiiedtestrandelihgenabbant 4dsterTii s can be

done by et =l t ' tton that is also displayed.

17 thid o EReERN RS O et Pl b O tPs b ubbss i Tamehimts her e
13 DECeR004y bhSeqrippadorioh hgfrostedié vt aht e5a V&l , i

process may be finishe%. Thehﬁérghant systen14gﬁﬁgsﬁkﬁ%§&gfgi§g§ﬁ%6ﬂ%ﬁ

or der céHW¥Tnation process. In an optional step, the custonmer may invoke a

checkout process prior to the confirmation process. This is usually done by

clicking on a button to .submt the order, or by having the custoner

confirmthatt the selection of deliverables wwas conpl eted. According to

the present invention, the nmerchant system 45 needs to obtain tl~e phone

nunber of the customer's nobile phone 43. If the nobile phone nunber has

been registered with the nerchant system45 in a pre-registration step, the

mer chant system 45 can fetch this phone nunber froma nenory inside the

server 46, for exanple. If no nobile phone nunber has been pre-registered,

t he customer needs to provide this nunber to the nmerchant system 45. This

can be done via the custoner system 44 or via the nobile phone 4_i. The
mer chant system 45 provides the custoner with a confirmation address. In
the present exanple, this confirmation address is a special call-in phone

nunber provided by tt~e nerchant system 45. For this purpose, the nerchant
system 45 has a call-in unit 55 that is connected to the fixed tel ephone

L e N mm— B I PP .




13 DEC 2004 14 50 that is controlled by a billing. software regi\ai[ﬂg@r?@m?
server 49). The billing software send a print job to the prinmer 50 to
generate ;a bill 51. This bill 51 is sent to the customer by regular nail,
‘as schematically depicted by tLe arrow 52. One has nmany different options
as tl~e when and how to create the bill. &he billing software nmay conpri se
elll accrual nodule which collects all itens that need to be bill on a
per - cust oher whasidslivAhbihe 1end:) ofcBn ACCAHNt.I riod, e, .g.. at the end of
each nonth, the bill may be creat e(dfl gﬁﬁgﬁgﬁ,{Qg%(%91§elﬁaiifbg“’tg‘h‘é“?“c*u%'@ﬁer.
Thi s apprdacH i®naceeptabte. kubherdeliverab! esqale,not) L@mu%%ﬁ?{‘.s'l‘é?a“g(’.r
nor e expetql%i%edeqiig,klic\(/l gqblve,sli it is appropriate to issue a bil Fori gL}‘ SU §
Delivery of the del’lveraBle' Hdy o8y enhEaeishartenedignbite gayngntsuef athe
bi I'|. Thecgalar i@ ov@yuidd$QrSHRGE b C ce the bjl| Dardling _
procedures to a trusted %artyP%'?'ﬂgEgﬁgég#%e%és)]g{%egrr%%raéﬁ&laﬁ@“%%s%}‘e tAdssticme
same, exceptieiised the faantles fatelfdie, heorBisgs Yuhni.es, Wehi %vmgg%gq%sgg
forvvardeqﬂ.g)gerbh% Ig}esd@etctive.'ic}hru ted party. Paynent of open bi'f'l's Yo
ank " aCEHtfit me

S Can
accept ed vi C

aefite. clorly, stéfhsmarc heigdes, amdicriptianst fangheers The
carrier godimarls pREeh io : i cregit.limt for some or all of their
cust omerg. Afte!rmt he%%:dllf@ Ullﬁ\%/gge’lgés{%ﬁog&s’%gngﬁié?la%eﬁe‘”ﬂﬁﬁ audig sireams,ssued
and the &RBure, pairendyyanche tust oner) the nerchant system 45 makes t he
deliverable 41 available to the custoner. Depending on the kind of
deliver-able, there are many different ways to actually do this. If the

del i ver altiie w&dant @@t i At 1s.prepared for shipnment and
delivered to the cus%ﬁ%ﬁelﬁiﬁggp}apggyltlé)nﬁrn? fedr?.CO NPREW R orknedeqest rowe e athary

pi ck it @FWheAl ahekiddl Wien ait @inigso aBidk ARGIdNE fileEMadE, éﬁJc". ! ?‘;6 may
simply make, it ar\l/eai | abl e for downl oad by the customer system® ?‘psﬁ I
approach), or t he '8eéVer 46 may send it to the custoner system 40 (push
approach). The merchant system 45 and/or the carrier system 48 may conprise
har dwar e npdul es, software nodul es or hardware and software nodul es that
per f or m then&/ahanouis adtgpsnofy drlpersphelsﬂﬂtre@ﬁh@imﬂdirecué%f s2?0%, lolﬁ A to the
above deﬁ%rr'éggﬁj,e%gqo%hﬁleq%@%ﬁthe carrier system handl ed the paynént °pr 6ess
mainly. to anot hét enteBi-freRtItrest Hanprkasentiei apeett daimsrs tshepRas [Hiefi b Syss em
can al s oarEynQules s hidd o r ion closure steps. f or this

pur pose, the merchant systsgksﬁ%n%b%&g?% t he "dETRIP L o e Mo perc o sass act i on
to the cdffI%efs gjpariamurcTherclanr bk, Ghoses idveutdnansagty QR Wi it he cust oner
as described above. In this case, the carrier systemrieeds a speci al
call-in nunber and a call-in unit that is able to nonitor incomng calls.
When t heAcusttoner icaldes] &4irs of8d ks o g cal l-in unit recogni zes
the caller, 1D and not igf%i es %heéé:gcr)dr ?‘gpd{g%}ggé)ﬁ?ns&rscéﬁ\'/é'ﬂS‘.hesl'f?eacﬁﬁlé(nb“% lease,
transact PoM¥ A NS pomer dokivaraites abasenl ieramies @AY b Rlrs SYiSh€Monlhg. Ser ver
compar eSpJoQEec?@'pL hadR ‘é\%h t he gn_tri s in this database to corrpf‘ete a
transaction. 1T the serverPHE: HFest BOndtReRs digenseed. | er 1D with an entry in
t he database, the custoner's order is deened to be conpleted and the
paynent Process, isb,i niti e},t.ed. As part of this paynent process the carrier
di rect | y' thisfged abile Phrmaiiis ushdeotsobdune: Eﬂﬂfngeffﬂrdigj[Q%Bﬁethé[lconIT%}?IOCQ’r rier
system a\lv?rQIeE‘sOéHaEh(gSE%‘e JTer chant, system of the successful conpletion of
the transaction and Cfedifs*fhe e

{ransact ion and cf i PEHH‘FFECSSM@@th cwmmmheesammﬂl]m; The
mer chantF eshdni§ bOLEID ; ' o.the custoner. Severa

ext ensi ons toﬁthese e#%odiﬁgﬁﬁgﬁggéﬁgggé%%i%?ﬁyﬁ%tead of providing the
confirmation call-in nunber to the custonmer) the nerchant (or carried can
send a GSM short nessage service (Si\M5) nessage to the custoner system
containing an order ID (which is displayed to the customer on the custoner
systenis screen or on the nobile phone display) and the confirnmation phone
nunber to dial. The SM5is the ability to send and receive text nessages to
and from nobi |l e phones. The text can conprise of words or nunbers or an

al phanuneri c conbi nati on. The custonmer can then match the order 1D
contained in the GSM SM5 received to the order |ID displayed. Using the GSM
phone's SIvlS nunber extraction feature, for exanple, the custoner can
confirmthe order by calling the nerchant or carrier fromthe GSM phone.

s 13 DEC 200g
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16 Another alternative is that the merchantt systemtransmts p"a?tDﬁCt.ZﬁU
checkout process a<.y o W'eb |oge containing a checkout applet (lI o 4
cornmruni cate locally with the custonmer nobile phone (for exanple, using
t he Bl uetooth protocolj. The custoner woul d confirmthe order through the
appl es and the applet causes the nobile phone to prepare tl~e confirnmation
cal | . Th?{ custoner would then just have to initiate the call. Instead of
doi ng a donhiasmmtiihengald romer could send a GSM SMS or an e-nail
to the ntg;f;?a}nt gystzm \}}le?écgﬁl(])(fﬁzg&gﬁnﬂbvtﬂl?f@ﬁ'“thicé)”T”l]qfﬁ@t%Céﬂ?@ds.ilmlei(gcure 6.
The cust 4 §56R1 qurd us s pmerossy st @M 0he SUGH,. (Psrsenal conputer with a
t ouch scggggjeQ:éb that is connected to a net %?EOQJ:#I%EO(Q.CL‘Ff“"t'gé”'\?\b“ﬁlltléllw de
web) . In addit i dh "t HE @0<P8BE has ~ nobile phone 73 :~. ith a SIML c~: d
--' . The nobil e phone 7 3 connects via a nobile tel ephone network 73
(e.g., af\gSM_netV\prk i and to a fixed tel ephone network 86 (e.g., a PSTN)
and a caf‘f{'érneystemnige schmenmiti he-tekeRRoNg rk 83 and the fixed
tel ephong, eté/vor_k,.ﬁg ﬁre ar_rangedll)suc% tﬁat tﬂg(%il}]&aerﬁot”éq dpHidas wehohk 86
can be reached HYYAFY e mashie pdophonabéar (8 thdoercsaken aQbgiSt AR 6 ?gt he
carrier iBustRO KOriHS: GRORLESES aféE?rrver 79, a database 88, ‘afd a“billing
modul e 30. Fugtherrnor 6. the “cAPT el ¥Gabietn) pad the dhidek qun sspiternenbadiagnt i s
connect e@sSAsahey drieNRhBRsiil0ofihe ¢abdkol i ~ that is connected to the
mobi | e tg] ephone network 83. In thghg’?[jggéesﬁlt}%e\&eé’ﬁblcgj‘“&eﬁeasrfﬂid%fﬂminsfy'gmxem 75
conpri ses” ¥ EeWldiediglowy dat abase 7 7 with an online catal og. The merchant
system 75 is linked to the network 74 (e.g., via noden). The custoner
accesses system 75 through the custoner system 70 and the
net wor k 74@'#%?“%%%2%%?% té@%éﬁ‘??‘&”’é@f’b‘ﬂ“@%ﬁ tbntisneneatyaleag WEDSIMI%ELOUS
itens togetden inidicacPrtiregof hidtem .In the present exanple, the
deliverable 71 is displayed oﬁﬁilﬁgg\dge's% @ﬁlr@%’mf)tfo‘t"@]%tfsqeo\ﬁ@?) g yfet em 70.
The cust offEFMRBU YK oF biswanr mey bonse(dmntllnec§y§&1@ﬂ§f5te§r}’ﬁ1tcfﬁé]er7to Lnprder to
sel ect thgdef [ihg%@g{ag[Z%t Thi s can be done by touching & P68 Yt ton 72
that is also displaye n The touch screen 93. if this is the only
deIiverabI}e the custoner wants to obtain) or if there are no other
del i ver ablhesusvaict ablf@mstdhe -6k 854 cess _my be finished. .An order
r 13 ~ IZS)@:L #é confirmati onggl;%Hle- &‘@@%‘ bhifzmt’ Qeler toppalesnihel delianrabpidonal
step,, the Eust'Bresu ey Thevoke differeditsednesl kidhOCRSS: Bf Lok 2fi8,, Lhe
confi r matdeQn: PUOGESSH) (‘gfé[%mi)sthsual |y done by clicking on"a bdtt'oR"6te
subnmi t the1 order, or bylLaviiiy® the scUst dittr fog erdrplm tchat 2 tkbeersigb echi gn of
del i ver abl'&dronascacdopbet eghbusbesar di . the present. invention, the carrier
system 78 needs to obt gi n the pﬁ%gngBE 18?'}‘0‘%‘* It"?fég@dg‘t%h%}o'PBmg@bhl e phone 7
3. If themgobipl.e pgone nunber has been registered with the merchant system
75 and/ or'" AEPEARY s, _%19§tl%ﬂm¢8mwnkea awreclfcﬁglpsgclégast(lsgi@ 2%55931' t<h§%gﬁ\r’r| er
system 7&sgaly (ﬁ(g]tecgf} Jlf&kﬁ} %honbe nunber froma nenory inside %L}ﬁ% eP 76 or
79, for ([alxarrlgée. 1Y o et 1% PEAe SHuRb die dider, belnhprieg tegidstortedon the
cust oner Ui lssdatipn oV deevefHss the. nerchant system 75 or carrier
system 78, This.cal| be done via ﬁ%g{p(l:%g%'or\rhr%go@%'ﬂ%‘?ﬁl cherksp! ppaesshe nobi | e
phone 73! “HHEI Hk? @Héﬁtaegygpmﬁmgsmnmlsdspmeh@n@@te?é'ﬂo§e9£m€;@ Qpen
transact cRime®ifus fhe, %g(ﬁrhi g@n‘t- fier (order I1D) and a uni gueé' ¢t ahdact i on
nunber, to the carrier 3ystan 781 o:Palephisgngsupprotd byt redRechant  syst em 75
assi gns Elhn order ID for each deliverable 71 or set of deliverables ordered
a parti‘ctieanechsiioreds o TRiS, iHaf ion can be exchanged via a dedicated
line 87, for exanple. Li Eg\?\rn] g]g,p%ﬁ%hﬁ?”r’ioirihes8}§£0é1h€r7%fn@@ﬂﬁ penkinked2vi a t he
net wor k 78U %3} Rénca-ter mhbite plevis th@fbed Bas b-EQErfg‘?{t&ieﬁr 'ﬁ%&?}tem 78 keeps a |ist
. . J W1
of open b q@ggﬁjﬂliqns aﬁg t he respective nobil%e phone fferehagt innhe
associ ated GHSt Ondtaeh A5dat Atdaniassicmhey Gerhvers plRn€ QURAE Lo MNE GHSLOMEr S
response (received fromthe call-in unit 85 via link 89) with the eRbri es
in the database 88. Once the custoner's response (e.g., the custoner's
caller 1D and/or the order 1D is natched with an entry in the database 88,
the carrier system 78 considers tl~e open transaction associated with the
nobil e phone 73 to be successfully closed (confirnmedl. The carrier system
78 needs to provide the custonmer with a confirnmation address. In the
present exanple, this confirmation address is a special call-in phone
nunber (e.g., a special GSM service nunber). The carrier system 78
generates a GSi ~-1 SMS nessage with the order I D and a uni que transaction
nunber. This SM5 is send to the custoner's nobile phone 73. The custoner
receives this SM5 on the nobile phone 73. The custoner then returns the
received SMs ~ 3 DEC 200a |8 nessage to the special call-in phone nunber
provi ded that he wants to conplete the ordering process I~e initiated for

o -— o ~R AN o
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sonebody manages to break into the carrier's system The ner chant‘I gyptgg 3@04
and/ or the carrier system 78 may conpri se hardware nodul es, software

nmodul es or hardware and software nodul es that performthe various steps of
the present scheme. Extending the previous enbodi nent, the custoner can
send the GSM SMS nessage received fromthe carrier to another special

servi ce nunber to abort the transaction. For this purpose, the carrier may
enter tai n tmomsRegh ko SBEVILE Sy NURRRLS], Q08 TALdT ARsaction confirmation,
the other for _tra.nsaia{cliilonS abort. Yo% .mjlg.m(?”. %Ehs%’“ £ 30849 According
t o anot her C@%@gﬁlmn’_ﬂupnc‘t henbararizepcar! mrr ehandn yisti EMJIraY) L%Es”cq(lﬁ‘m%M SM5
nessage W thn‘]irm'r F\C%'d@t- .to the custoner's nobile phone once the-

transacti on- has BEEAdifet€sbt By 9ymeiohtohdeahomnsicodStiomeguredn store this
"recei pt" away.. Another inprovenent would be to send a GSM SM5 to the
cust oner '»s iEhis| 1P ReORe, W & al |l s about e pill. This gives the

cust omer to review V\halt”\mhlébjoﬁg %ké@nér[r&CeP50tDp%BE?%eF"‘W‘ FU”%H'é'“tiPi'@édranﬁ
probably t (etemddié Bigdret Br isheofonpiayiaBe addibssii§ 2 bSO IRBSHE] t9.send a GSM
SMS to the cus{orrer once the delivery process hgs been ﬂ.“ﬁ%‘foi“é?é)aeBPm er,
conpl et ed. NP thheisanendizlaiiecondirgwtien phbiaesroiomtverit the enadile pﬁthQI’ﬂ)[ihQﬁW'S&S
docunent ; faen, ' r could receive a user |ID and password via a GSM
SMS. Anot her eﬁ@%‘%ﬁ%%% %%’ﬁ?;“e’w&&“é"%éﬁ@@ {ide corlitgrasions-esiagimbcar d
is enployed to provide for a transaction schene that is very convenient. In
thi s enbodilwentrchant Sidnitorsl the acdri §o €MPhaxadothat | Nsya specific SIM
application. TIlc merchant systemor the car rsﬁerals%gzlﬁ rn ‘é]aé’ggﬁf‘d??w%%on
whi ch embotfiSREAtddrith the cPnvsmticomhpee impbenenbettyosendsmails pegl 24 1G5zl SMB

message comt gi,Pi g etails (e.g.,. a special call-in nunber and/or an
order |ID ?)E) t he Ctjgtbgﬁrg?ﬂslsﬁﬁebcial“%[ ?)ﬁ(?%‘?l? Ryigtes ag/osn@ne. e roectlarsi t s

in the phomey &neb & hit@foppl SatsaiisorSMRd MRS SRS vEXL he order detajls
fromthe SMS nessa and interactively ob ai ns t%@ggﬁgéeo%wgs%ﬁé%{ to

€, g
t he order %%%%Qfg“ffﬁ?%m%lawd lsestdonss insidagptibe ey padodngh&oneeihnol (4 he (3SM
phone, forCLgm}ﬁnO%%&%e tﬁ@ custonir. gonfi rns the order, the SIMcard
aut omatical Iy sends of f'a GOM SKE WESEAde ¢ o° et themetdhantpsneiiant hsystrem or
t he carri erarSadtidntaskatiidie@ivas thd@os0NEAd AL iLEN Iy Anether variation on
the previously described enbodi nent sﬁi s poégi %I&glﬁ%t%l%éggeudg SEMYREEW r el ess
appli catior pr otocol (VJAP). Instead of using a SIM application, as
descri bed 'h™tRe an5atd/ yapakjicapienc chsicneiashante systemarey: Aseud hee pugh
feature ofc \WopR 1,0 ' ss_markup | anguage (V' M.) deck (script
applet) to ttﬁéﬁ&@?@%b@e@ﬁ -Cgaﬁ%‘m%rl Se%l‘lﬁt%l\@'s ﬂ‘bwg‘?f‘ﬁfm QUSNRMENNE LaispE et
contai ns tilentgiadehrouph andnalsiksptone nGHSEORRY, 10, G9pf LM the order.  t ~ 3
OEC zoos 20 In yet another enbodinent) the nerchant system forwards the
details of an open transaction to t third-party conpany that specializes in
| ransact i dA° Eﬁb‘ﬁ@m makesthredd rstabirervaileble egiltstesethani(titp 2hat Feorpany and
provided it with the credit card details (or account detail s~for direct

debit or ing simlar). . : ,
A%Qf’f@l‘ia acgmgmg to ﬁle)presenl mvention, without pre-registration is illustrated in Figure

4. This scheme comprises the following steps:

* the customer accesses the merchant system through the customer system and a network:

* the customer performs an action on the customer system in order to select the deliverable(s)

(step 30 in Figure 4);



The preferred inplementation of the present invention is the c‘h@e%%?pﬂ!}e
rr‘erchént systemtransfers an open transaction to a GSMcarrier. The

carrier then sends a GSM SM5 nessage, containing the nmerchant's order 1D
and a uni que transaction ID, to the custoger' s GSM phone. The custoner
confirms the order by sending the SMS mes age on to a special service
nunber eng eirnt,lz%i ned by the GSMcarrier. 'The GSMcarrier charges the anount
due to the cUStENEPIS Bhoteusiamer imaties b ebedkhel merehant) of it i aUst qmegers
confirmati onya@and,credit.s: th rchant's account with the anmount due. The
aut henti cat i onl%mg O@u@t %Jﬁr%r' & ?”sggHﬁci)”n!t‘)eﬁ“EEP‘i ‘%6 Of ¢d e ona imasdsuttombecon firm,
consi der ed hat the ghtcafh diheops eaeptmpnw@ntion. The present schenmes are based
on the assunption that there is one custoner per nobile phoné) nanely the
owner. In_other words, it is not envisaged to "Share" a nobile phone with
anot her per 8oR°&iHeknteHi & wWoaindhgphenctihentet herhnek 8an the, R %Flgni[ér}/do
order delivgpabligsepn. hehalf of the owner. A |ogical |npr oveﬁrent whi'chs "

- o1 1 1 n{ e. bil ’ .
rectifies thrs vveziness i's PESE S Bed C\tlivg‘i: BW°1A Pheramwhbanies herbeenbedimrnt .
Accor di ng tvatiathetrhethernodrerbistar; i | nst misuse is obtained by
requiring the user of a rmgi I etgghrg%géfigﬁ,t[%%@g?ﬁ%g O Proidq tBemsrehaphe
phone be uS&HCTITHi theimjopapubbercombi ned with the key stored in type nobile
phone to forma conposite key, which could be used for authentication. Such
an errbodi.mm:tm Lacﬂabte _deai %lned around a SIMcard which offers a nechani sm
for authentication Vi 4CPIRCusAmE: PN & con femai greatidass s aelp hakpaadii on bef or e
or whil e usom@naaimHhbse in ti-on wWith the present transaction
schemes. This_i nhi biqjts uﬁgﬁP%odrrinlz gaggcgoﬁgrr(‘f?“?%%‘”??db?crdéesﬁﬁdh@ﬂding th3 DEC
2004 21 | SPRlygEtioriadiieds ionthe hestomet s wiob)le pn&&r@k?@@ hhe, systemillustrated
in higurcs S an;l ~~ ol v~ exanples of systens inplenmentihg the present

invention ffy confiqurati on all construction of the various el enents
(i f the syst ché[togﬁeﬁoﬁffé@g‘v\%i’“ PEC%HBMSJH&{W@@U@ aheieamd tsofdnfRfr@ ol HOSE

skill ed i n(sdpe3aimtFighilel4)r 8eQOMNZ8MLNG y .nodi ficati ons and changes can
b~ made tofh:ehﬁli partfculrdar enbodi lmgntls¥ %@%%il%%ap%éaﬁé%ﬂ@%k@é Pehounber,
departing F¥BMmaHEGpirdials dndcadopetiof phdte: i MGt 0w e LR QUL e 7
sinmplifi edrh’é%HEtSﬁ%PEé}tdi on of the schene, accordi ng1 toetn ebﬁﬁgg]gréentmﬁem‘be’
invention, is grven 'l ﬁaPﬁf@a‘i)PSHh‘ihEQObl”érPP@@émlat comitheioakdasil address.
confirmation process is assuned to be part of the paynment process. Figure 7
i's a generakinzechdneRfoagBRlLAL |RBN Al &L aRsactl on scheme. according to the
pr esent i\rll\ivsgqr):ct,%og, .ghgre tfhe cugtlo ?ar“ lég]?%tﬁ%}sc(h%ﬁﬁ@‘ g@,)%{lﬁae eIy @nné@ion

i nteract tPF Eae hLotthe poniTimetioh phpisen 63odr ndigat €§mihat b h nmer 60 and
mer chant Ci).lThgl;necg@%HI%Q,?(gencentrgt es on the orderi r{gj’ p?%léigge%ﬁlﬁﬁe”e

del i very process. The paynert? prét8BY #ansp@iasend tercsprstiofaiob8O phsisk
carrier 62wngichs psenfd)adar s andsoanty L8l : ), een the carrier 62 and
merchant 61 on t|~e other hand (ellip. Se %Lls)%m?rﬁ ' ﬁ@aﬁﬁ’%@eﬁ’ﬂ%%ﬁﬁﬁ@mwm
ordering pFo8ss (gl hesygossy's nobipphsesnitrhie) fsQlete@¥ed1Hd@nerchant cons;
activitiesfaghd onsi..{H) t?e.caitloger 60 contacts the ferchant 61 tsﬁ(ljecffjgh
the custoner system and & het Work! onobirerkasttomesué@s el ome an act i on
on the cugtaifemegystemin order to select the deliverable(s); (3) in an
optional step) the custonmer 60 invokes a checkout process. (4) the nerchant
61 obt ai ngl t he C(%hone nunber of the custoner's nobile phone; and (~) the

mer chant® é1¢ Bercdantindforolpleqphidecartiberrip it OREE 60 Wi confirmation

addr ess (%erom% %pqgi al ﬁho e call-in nunber). f‘h%ng‘gﬁp%n morwq ducstotha | i pse
64), conpri sas f hé PoMOB4G PRecaEt iy sthiBopars b onshert Me dhgneyst ATBN 160
confirns tdwtoeder oy, BSifsh; il e phone and the confirmation address;
(2) the carrier 62 n%ni tors 1% %OF%E%%E%BS%BI%P B hatYatons ("caller ID') on
a phone Ih&e associated with tile confirmati on phone nunber or the incom ng
e-mai | s *( Hotwerchait hdkes tliesdedivviabicatvh b1 0f, he resented in Figures 4
and 5 where the nerchant system noni tors | H%&Lﬁﬁnﬁ t@aﬁ igyFigure 4).
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~ 3 0~C zoos 22 Tl~e carrier 62 may receive a list of open tr PN — he
respective nobile phone nunbers or enmmil addresses of the. asigﬁﬁﬁﬁ 2064
custoners fromthe nerchant6l1 . This informalion is kept by the carrier 62
in a database; (3) tl~c carrier 62 triggers the charging of the anmount due
to the customer 60 via the carrier's billing system The payment process
(ellipse 65 z) conprises the following activities/actions: (1) the carrier
62 notifV@§“1%émﬁﬁm®hanuﬁﬂizmtxmhen&ua@esstmhmhk@ﬂﬁ@&%t@ﬂi#ﬁﬂy,r@dhts t he

, . AR A8 (Sam P T
nerchantr§OI%qpynt with the amount due. The delivery process (élllpsé 63))
conpri ses the % 01" "G hg "ae ol Yietddgiraciarbrstnd(s1jic e mirchant c6lomakest.he
del i ver akh&oavaklabl et A€, rer 60. Wth the nobile phone a security
t oken is.introdu%éd? Awﬁghpgé$§ﬁ@%g%ggﬁgﬁLﬁﬁ“é“E%NN@%%N@?”éﬁﬁ”bé4(cgwthe
PI N- pr ot eeiteg)( per sonabei gerid 40 cahpois WIS BY .14 § qRMEry, Fach. mobil e
phone i s thus uniquely identified a%d its owner ¥§1£288wﬂ§fjﬁﬁé%¥ab?Wdﬁ?
bei ng cust'dners iisi AgOps Bfraicd 3ovivh e arlberibéore tthginfodGENE [P BARE):. ATHR card
cust oner ;@h readi,asa,; ¢ont ract ual l.ati anship with a carrier for billing
purposesf Th%re(§§e&ﬁpﬂfgﬁaég%ﬁﬁﬂg?%égﬁé?QV?OPH€e$ﬂP§“§ﬂﬁh@@MQNBhnkmMaded
by the GSmth Asibociaile@hhnd Mahb@ar Bheonlichdadd ¥, ext and,enhanced. 1n
contrast to Ehe current nodel of paynpntlovernthéﬁ g%@#ﬁSSh%”PEQ%BHWQ%$$g
ones crelff Pagatdigetuinfisaied byarossrie ligwre Swho then can in the worst case
m suse the credit card data - v.. ith the present invention in its various
i npl enen i the custamer is in control of the paynment process again as
he has tgﬂéﬁggﬁ%#55%?§ﬁ@?1éﬁ&ﬁa%ﬁﬂmﬁbéwymﬁﬁyWhhﬂKbﬁumﬂhﬁnmmmeuwnh63(afq
cust oner aiESMeatw ei@) ¥ivd o BQERaR Lon.he is already famliar with (the
carrier) and which serves as a ngd?%ée“?ﬁ#r (5§Pﬁ¢“?ﬁﬁsﬁﬁ§Pﬂ%§§§@?UeThe
ner chant "8 % e ol Metndrenidrictesabtsmv & fiha lﬂﬁm\éﬂ%l@ﬁl%@ing@\t(jl-gg@ﬁ.@d\{\ﬁé Exéﬂagai n,
tile carfp h%ngggv&ggséeky_on %rgﬁgustoner being verified and probably even
having a certain credi’t 5448 diRthe vl lelgphpry net@pricss thebdpayariat
process irsmibnendliia phoSEEUNE oad wishd (& i shed ,channel between the
customer and the carri er, there is né[n2é§9kﬂﬁggﬁé vt FSSDP thheervices
t r ansact POHE dudhekethstyehote netwa s I EoCs 2Q0g s 23 1oy Ofl Rk QR bs‘?érﬂ’%? o he
CUStOneraﬁMﬁkﬁgh%QR@¥Q§qn gchant ystem This allows to S|Ilyﬁlfy ny of
today's transaction schéiedPA"Es ¥ based schene | ol | the advantage over
ot her nobil e tel ephone systens that the data i ~x; ,i,~", transm ssion
bet ween Inh@e praapsraxht®leS (HedRd- b ah < its is conveyed. Wthout encryption
eavesdropping is very%single in 55§$$%ﬁ§§énlg ﬁb?%”(%fﬁ:?dﬁwéﬁﬁdﬁkwéhahog
mobi | e pHYHE Caipdesns) a dMabidees stelliephisns ape mmﬁ&i@{ﬁseTiq@Hle?&%ﬂ%@%m‘%X 48 is
nunber qﬁ}ghﬂg%&gﬁgwggpbigrs Each carrier has it's own custoners, in
respect of whom the"earti SPTRGIMESS 3R Patcdapioemet orihe pteatitngiton i Maimess
addr essesgalbin hdings inaf RIBREdcA- 1o TRE HodS; ying bill etc. Thus, r!
di stinction should be made in cgnneétloﬁg&P@%[Fﬁgm% féskﬁeHEBQ?F%%d“U““
t r ansactoRIEE ks deenssesimotiembhfionerabiioniedtiych the carrier shares with
the nmerchant systemor other parties involved, and the information which is
generalhﬁgﬂg%%gte as between the custoner, and the carrier. Carriers have
two net hods 6 i FEFEt PaterdRemyalered ihroughliee oeketplyace: 4sgld inng basi c
t el ephonRtseNVILa% e derdhP ! oint, or by providing new (probably
fee-based).s§yvice§ that a¥§&$$£aé§é§§néﬁagﬁcﬁﬁPﬁéwﬁywﬁﬁéﬁﬁwéﬁé@@ﬂ@mswnﬂhe
present d PRl orchiiena Igdedrescamdlengl@nh SN e & pees Vi that, c e oferred
by a cangier1 Consuners and busi nesses want Feasy tgqﬁﬁﬁgﬁgﬁgﬁﬁeﬁﬁa%d '
product s 't hat ©8&t 195190 {thelile cesnprenoweeds nand arieneashd yuaesessihheso The

growt h Qﬁd&hgsg@&QEggﬁh%ﬂﬂ)é?ETEFMICﬁﬁ rcial transaction schenes presented

herein are good exanples © es® HRIYONE G @deltapounerckick Notile, ratiattut tone

i nvent i ¢ thst inalsordesidyeatiechit R (hOb QL REE t schenes. It can essentially
be used for every process where a cgnfiyﬁg%ggﬂdlgﬁnﬁﬁﬁﬁWﬁﬁD 3P atishberon

iI's required.
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The individual steps of the processes described herein and |i $t I -
attached clainms not necessarily have to be carried out in the$§f3%ﬁTB?mD#

? 3 ~ ~ C 2004 24 rhhe present invention can be realised in hardware,
software, or a conbination of hardware and software. Any kind of conputer
system or outer apparatus adapted for cal¥ying out the methods descri bed
herein is suited. i1 typical conbination of hard v. are and-software: could
be a genéfal® pliepddeccdmputer: lléyshemlwttohl Iaommmt er: (prognamd fat., ly\{nen

bei ng Ioaﬂggn%qn ﬁm\ted iontrol S tht? nputer system such that it

carries olt the nethods GEsCH Bed heras ’h‘“‘“lfﬁ'él)b’rﬁés*eht A iventi opp.can al so be

erbedded clidnar SATPULAL 1 OGLAT) Pr0 ses all the features
enabl i ng the inpl enent ation o(f %leﬁt]&' é(\mzjcesé]?lf 'gpldo 'HEPETH TR Whiadh vvhen

| oaded i AOBE Ebﬁl]?ﬁj\t“éﬂ 0'$y$7tlem1 t0 ufbnabllhe o dercar ByhOkip ﬂt'@%§ﬁoﬂﬁ%t fodsi ¢ th[?h
2004 25 %@g o]( Qod for enabl ing a custonmoer who has access t

cust oner "8y st (L ibera P Vas cgigpietedappi | e phone (4 3; 7 31 with associ at ed
phone nunber, to order a deliverable(4 ; ; 71 ) offered by a nmerchant

system iscsdrding 142 ric rising accessing the merchant
syst em (4§C 17}5ng[ h%eoﬁlé?ﬁ@rt ﬁ'@e@ug? Hgfmé Pta?ﬁ RGEE mdsaﬁabaun@meke (ddber

74); peof thr:m:ustgman saedbilerphofe 40gf EShOBTRY piRHE 4 Lo order. t
del i verabl e 41 71 ) obtai ning the phone nutrrrlt(?ggqrbg Pas lﬁn’e Lo F@ Q’e( 43;
73);  selff ’Stﬁ‘tTdﬁ’ IcHPer e patrdtom dtep, thdmedbhivesabl £ &ﬁﬂfctcm)nst;ﬂoh@e

mobi | e e - | nmber of the nobile phone (43; 73
con:‘l rmpﬂgﬂtgﬁé%oxﬁaezﬁ?rlﬁ%goflp?%e e&&ﬁlet}gga{élfjgm(‘mie H ngymefyl C:jgtong ntltméengrtnzm | e )

phone (4eni8y-ragsitransBicus@mkeERATIE pididdBisTRE ystem (45 75) or to
a carri efl systei., ::-:5: 78): chargihg a phone. ﬁ%?[ e Ch‘ B sYS's8difed by
the carri BF cay 8¢ dpnerviaghe agjorersysthm 4comyin ttprhcnnmle(léta)neh 353) with the
certain price; and nmaking the deliverable (41; 71 ) available to the

cust oner ;
The merchant system 45 provides the customer with a confirmation address. In the present

example, this confirmation address is a special call-in phone number provided by the

merchant system 45. For this purpose, the merchant system 45 has acall-in unit 55 that IS

connected to the fixed telephone network 56. The customer confirms the order by dialing this

special call-in number with the mobile phone 43. A connection is established from the mobile

phone 43 via a wireless channel to a base station. The base station feeds the call into the fixed

telephone network 56. The server 46 monitors the incoming call indications (“caller ID”). The

merchant system 45 keeps a list of open transactions and the respective mObllC phone numbers

of the associated customers in database 58. The server 46 compares the customer's response

(received from the call-in unit 55 via link 59) with the entries in the database 58. Once the

customer’s response (e.g.. the customer’s caller ID) is matched with an entry in the database

58, the merchant system 45 considers the open transaction assocjated with the mobile phone

43 to be successfully closed (confirmed). The merchant system 45 triggers the charging of the

amount due to the customer via the mobile phone carrier’s billing system where the customer
1S uniquely identified through the mobile phone number. For this purpose, the server 46 may

connect to the server 49, e.g., via a leased line 57. The carrier system 48 comprises a printer



© & Y

2. Method for ordering a deliverable (41; 71 ) tha}sgzgofggzggs?&gapfic 2004
: ] X i , conpr
merchant system!4s; 75) at a certain price t Th0) 705 ann a2 e k
‘ t system (45; 75) through a custonmer system ;
FEQFh?Z); ydisplgying the deliverable. (41; 71 ) to a custoner on the

; ; ~ ~~ ) form ng an action on the
r system (40; 70); 3 C 200°,1426 per _
gﬂ:tgggr ysten1g40 70) to order the deliverable ~:~ 1; 71 ) at the
mer chant §§

droem <(O41501W(5)y a tslendkagwhikec pmn%”num}g(s Oy «'fthgpm I e ho]nlgrgaéw
73) of the custgner- 0 the nerchant system ( recei vim

confirmat i SHYEIGP 1P Hee 8l en B} ahicac @42 biTS 1) Ton ithé ] nobinl © lﬁ@@tﬁk@m(]él?’ln\ 7@311’1 ar

(41; 71) using the nobile phone
(43 75) PR Qe ROy e s chines wét B 0PT8)s or e whe

f
carrier- syshemdé&8ated89 billohhabmi l%gsc;fh@ug% ay V&l 1Sgdl§ acmuajé%%p#ier \x:i\l/g%h()d or

i hant system ( or er 0
82??52?58 CBP %%% T?e&v}?s @hameeﬁso bt bereda byx -tse @ nakianit myéﬁ@m&xﬂ%cggﬁ&mi%; Zn q

tem
2 Tobi 1 s’ Ead, UERP IR RbDT B B@lsrﬁﬁéﬁ%gﬁ%t‘éééﬁﬁ%b%i haing enab) i ng
t he custonsnnmysTEﬂmbﬁﬁmcﬂka&@nﬂﬂ@Hﬂﬁyd&n%ﬁﬁﬁ%b @HégFéP%ﬁ&@

MyEe t he
th tonei to order 5
Tor chant SPETHS (aeratays (i eahepous LomBre SMSURI (4%, %A B ALYRLK

(44; 74); 'may even be conditioned on the payment of the bill. The carrier may also

subcontract/outsource the bill handling procedures to a trusted party. The present scheme

remains more or less the same, except for the fact that the necessary information needs to be

forwarded to the respective trusied party.

Payment of open bills can be accepted via bank account, credit card, cash, check, and wire

transfer. The carrier and/or merchant can specify a credit limit for some or all of their

customers.

After the bill 51 was issued, or after the bill 51 was issued and the amount paid by the

customer, the merchant system 45 makes the deliverable 41 available to the customer.
Depending on the kind of deliverable, there are many different ways to actually do this. If the
deliverable is a tangible item, then it is prepared for shipment and delivered to the customer

by mail of courier. Likewise, the customer may pick it up. When the deliverable is an

intangible item, the server 46 may simply make it available for download by the customer

system 40 (pull approach), or the server 46 may send it to the customer system 40 (push

approach).

The merchant system 45 and/or the carrier system 48 may comprise hardware modules,

software modules or hardware and software modules that perform the various steps of the

present scheme.
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| i i | i i bile ph C ?8@
ling the sending of an order confirmation to the no A
52?29ktge phone nunger; for the deliverable (41; 71) ordered via tgﬁg
customer system (40; 70); receiving an order confirmation or parnent ol e
confirmation froma carrier system(48; 78); and ~ naking thﬁ geflvera
(41, 71) available to the customner. 131D E C~~00~ i 27 Metho ort .
hanaling by a carrier system (48; 78) the paynent process for a4gus7g) o
who or deredoaligeld M@El@@\lcedg(q@'%bedmmQo&@@é@é’ng élm:t‘( C any hﬁ%ﬂoec?@ﬁé) "HAVPhg

rice, the custonmer having
gg;;glgeg“éh‘hﬁw’6h10nﬂ@hGUSUb@hnmsyﬂhEﬂp@4Gn17@)1bﬁ1&5@%ﬁ¥hﬂﬁuggkh¥ﬁéiﬁge

o]

t he nobi | hOHAI aV|qg an associ ated phone nunber, the ne np

obtalnlng t1 ansactibi PRFGPHEHPBAIPEE stape. Bﬁdbﬁnngnflhhemd&hnweﬁamhﬁ1ﬁron1

t the one nber .of "the nobile
;Egnge EZ"Q@ mflé(fm ‘??ﬁ&f‘i"a“aﬁ)f%#fé@r%@%ﬂ’ﬂ"?%a i EW%‘?’H ¥ Qulishedisabthe (41; 71)

to the mbbisselipherd (hd8ysiFapr assaagg%udaeib{@h@n@flmyH%L%remgedaﬁ\f‘/cg' gbf{l% n%ggougfl‘)the
der confirmation for
gﬁg:g?ngpg%%ﬂgﬁ@‘%PPnggY%QB%ﬁ W&mﬁﬂhmn@dmbyoUhﬁnoanmbmmu§yﬁkewm64&u:78)

he,certain ] and _sending an order
Lgaff?ﬁaggg%hgi&ﬂggﬁégﬁﬁg%ﬁg%P%%t|on touphéaﬁ@P@ﬁéﬁF‘?9%&%%@$M@ﬁﬁ?5ﬂhe5

t hediTief systean msgrvor. Theaipah Bransde6:&i Are E!@@edﬁ%racck%asé 5&19% %r Sy
The ne

log (47, 77) with a plurality of i ver abl
Sfef g::f |gﬁh%3“t$fgcogﬁt§? ?(Caéael H?h‘?é”lhﬁtermdl fm@‘,liﬂadmiliasenoEQmpl@rEI){]lr&hs@&tl@n If
h orm.ng an action on t e customer
gcgfszi”?ﬁgﬂmggéﬂ1n oré%blﬁ%&ﬁgfect H@6@@?NUth%F@”§%1We?E“¥va§Oﬁhe1>

met hod ofiecahea tmbt com2sted ompPrhie piaf@ehhBoSLERSniated As part of this payment process.
the carrier directly charges the amount due to the customer’s phone bill. The carrier system
also notifies the merchant system of the successful completion of the transaction and credits

the merchant’s account with the amount due. The merchant makes the deliverable(s) available

to the customer.
Several extensions to these embodiments are possible.

Instead of providing the confirmation call-in number (o the customer, the merchant (or carrier)
can send a GSM short message service (SMS) message Lo the customer system containing an
order ID (which is displayed to the customer on the customer system’s screen or on the mobile
phone display) and the confirmation phone number to dial. The SMS is the at;ility to send and
receive text messages to and from mobile phones. The text can comprise of words or numbers
or an alphanumeric combination.

The customer can then match the order ID contained in the GSM SMS received to the order
ID displayed. Using the GSM phone’s SMS number extraction feawre, for example, the

customer can confirm the order by calling the merchant or carrier from the GSM phone.
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sendi ng the phone nunber of the nobile phone (43; 73) fromthe 10 5%%22004
system (40; 70) or the nobile phone (43; 73) to the nerchant sysle n
75) ; ,. , , 13 D E C 2004 28 storing the phone nunber sO that it is
obtainable if needed by the carrier systemid4g; 7~)and/or nerchant system
i 45; 75). 8. The method of claim3 or 4)leonprising the steps: recei vi ng
t he phone nunber of the nobile phone (43; 73) fromthe custoner system (40;
70) or thendtehide RNone (43ie A)chanBiRIdNY: jone. nupber _so that it is
obt ai nabl e if needeg b)ﬁ/\K l&ﬂ?%ﬁﬁ?helpﬁ%%dtnggnq%Qﬁ;{hpgfigﬁéﬁg%rt]'r“r“e]‘r("é'hBHt""“sys't em
(45; 75) Wb pTivecametihiod agfieclcait npilet Bat @n cbmmnhedr.ed ctinewstepe of $gndi ng an
order confirmation for t he\de‘l.ig\éﬁ)&%e (41; 7 1 ) to the mobile phone (4 3;
73) is cl'Ona oY OHEAIRS ORI C st deaigarotpeoh) THE gretonsd vofuldtaiimi2ihe
; wher ei n o dng 188P, : I, M ; r nficnation for t!~e deliverable
(41; 71 ) by fi i ﬁ/bf@cbirpﬁgﬁ\{%ﬂ% ‘@]:??E%TS ﬁgqﬁ@%ﬁlﬁr’%d‘bﬂ'eB‘”Géﬁ}f %Wél“ﬁia“%%m 1
| . The wmelhbd: ofstwhaiwedd Qienghaihmd Oy inwhes eicratthe GSW SM5 nessage
conprises ai special Call-111 phone nunber and/or an order identifier
(order ID). 12. The nethod of claim 10, wherein the customer perforns an
action of¥¢ efolsinga pirdhiena(iag calf,3he rustonderout dsendnfdG s INME RLERLLAY (©f,d he
deIiveral'l)rllequ(a?%' S@% 13. The method of claiml1, 2, 3, or 4, wherein the
nobi | e phone éy ) pronpts the custonmer for a personal identification
nunber (PIN) for authentication purposes. 14. The method of claim1l or
;3|h2| (r:nugi Oﬂ?i’ﬁ@th@r anibdin@hi it Y Rfradalih YeLaPkepnd SR &" 84 gngstgrgelzresg'tstle?nn”/g}/
such as a personal computer with a touch screen 93, that is connected to a network 74 (e.q.,

the world wide web). In addition, the customer has a mobile phone 73 with a SIM card 7.
The mobile phone 73 connects via a mobile telephone network 73 (e.g., a GSM netwerk) and
to a fixed telephone network 86 (e.g., a PSTN) and a carrier system 78. The mobile telephone
network 83 and the fixed telephone network 86 are arranged such that the f{ixed telephone
network 86 can be reached from the mobile phone 73. For sake of simplicity, the carrier
system 78 just comprises a server 79, a database 88, and a billing module 80. Furthermore. the
carrier system 78 in the present embodiment is connected via a link 89 (o a call-in unit 85 that

is connected to the mobile telephone network 83.

In the present example, the merchant system 75 comprises a server 76, a database 77 with an
online catalog. The merchant system 75 is linked to the network 74 (e.g., viaa modem). The
customer accesses the merchant system 75 through the customer system 70 and the network
74. The merchant system 75 offers an online catalog with various items together with a price
for each item. In the present example, the deliverable 71 is displayed on the display 93 of the
customer system 70. The customer now performs an action on the customer system 70 in
order to select the deliverable 71. This can be done by touching the radio button 72 that is also
displayed on the touch screen 93. If this is the only deliverable the customer wants to obtain,

or if there are no other deliverables available, the selection process may be finished. An order
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comuni cation link (82, 74). 20. Merchant system (45; 75| for offering a

i Ag; i (44, 49 via a net potential custoner
del i ver abhecordifg;to thel presewt Rvan et wer clIIQéAS’VSI Y/ S Malg glye pl pingiengp! a
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mobile phone number has been pre-registered, the customer needs to provide this number to

the merchant system 75 or carrier system 78. This can be done via the customer svstem 70 or

via the mobile phone 73.

The merchant system 75 forwards the details of an open transaction, e.g., the order identifier
(order ID) and a unique transaction number, to the carrier system 78. For this purpose, the
merchant system 75 assigns an order ID for each deliverable 71 or set of deliverables ordered
a particular customer. This information can be exchanged via a dedicated line 87. for example.
Likewise, the carrier system 78 can be linked via the network 74 (o the merchan: system 75.
The carrier system 78 keeps a list of open transactions and the respective mobile phone
numbers of the associated customers in database 88. The server 79 compares the customer’s
response (received from the call-in unit 85 via link 89) with the entries in the database 88.
Once the customer’s response (e.g., the customer’s caller ID and/or the order ;D) is matched
with an entry in the database 88, the carrier system 78 considers the open transaction
associated with the mobile phone 73 to be successfully closed (confirmed). The carrier System
78 needs to provide the customer with a confirmation address. In the present example, this
confirmation address is a special call-in phone number (e.g.,a special GSM service number).
The carrier system 78 generates a GSM SMS message with the order ID and a unique

transaction number. This SMS is send (o the customer’s mobile phone 73. The customer

receives this SMS on the mobile phone 73. The customer then returns the received SMS
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‘ i . 70); a nqd IB 900,
by the potential custoner on the custonmer system (40; r
fgceiviﬁg an order for the deli verable (41; 71 ) fromthe custongr tZQQ

i i ; |l e for causing a
40; 70) via the network and network interface; a nmodu :
gonfirn%tion address to be transmtted to8the nobile phone (43; 73) through
a nobile tel ephone network (53; 83); a nodule for receiving an order
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The above embodiments can be modified by implementing a housekeeping process that
checks the database for transactions that are older than a pre-defined expiry age. In Figure 6
this is schematically illustrated by the symbol 90. In this example, the housekeeping process
goes through the database 88 to find entries that liave expired. These entries are ther
flushed/removed. This allows to remove open transactions that have not been confirmed by
the customer within a predefined period of time. The expiry time can be anything between
seconds, hours and even days. The housekeeping process avoids the database to be filled up
and it provides for additional security because any open transaction might be misused if

somebody manages to break into the carrier’s system.

The merchant system 75 and/or the carrier system 78 may comprise hardware modules,
software modules or hardware and software modules that perform the various steps of the

present scheme.

Extending the previous embodiment, the customer can send the GSM SMS message received
from the carrier to another special service number (o abort the transaction. For this purpose,

the carrier may entertain two special service numbers: one for transaction confirmation, the

other for transaction abort.
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26. The nerchant system (45; 75) of claim 20, whereby tire nDdui%kf
qaking the deliverable (41; 71) available to the custoner eithe iﬁ;&éZO@e
deliverable (41; 71) to be delivered via a conventional distribution
channel ) or whereby the nodul e causes the deliverable (41; 71) to be
delivered via a comunication link (82,!94) to the customer system (70), or
wher eby the nodul e causes the deliverable (41; 7 1 ) to be nade

downl oadabioedib hreughha Geuvmntaatic@ard ik n(B2ian? d)sicn? fhay EBS1 MBLEPANE, syst em
(45; 75) of claim 20, whereby the confirmation address is a call-in nunber
or an e-'Haifléaydhesscceny’ tothe chepakantm @yistreémg ds;e (I6}ranfactbahm 2Q, wher eby
t he nmodul.e.f.or ) C ' ~confirmation address to be transmtted generates a
GSM swsqﬁggégﬁgg%%ﬁ%pg%?ﬁéefH%OEEhff} ?ﬂhﬁ AfGes8Ya%9. Carrier system
(48; 78) for handling the paynent process part of a comrercial transaction

bet ween & &UStONRE ve S HGUST L eMgtent (405 «(9),,.and a npbile phone
(43; 73), and aﬂﬁeréﬁgﬁgggsggéﬁy%ggf(gygf?qagéggﬁ§g%Hgd8&%@gﬁé?08?§éVb a
del i ver alstals@bant Mg b)ll. thisgicer thaicnstpmiec® @victheha®ieghamas syt aBpA&: «i(§) by
perfornhﬁ an a%{iog qn t he gustoner system the carrier system (48; 78)
conpri si g?”“%ﬁP preaphly dhe wedhald isHne of B¢l ephone network (56, 53; 86;
83), a processing unit (49; 79); a nodule for receiving via a

el 1 ver apic POt R AT SR RS " ORR fetsTo Ik Prsaen oo roer

causi ng iaiteadfdrcoaiplaa. adde @85 vé@blees (s it &dde & he Ie810PR 43;
73) through a nobile tel ephone network (53;.§§);[ ’fggﬁgg5§8840§589§w&335|e
for recdlVFHPLEAN Grdbieceiyanivsrail ot pastupmieda bEIMSM®bi | e phone (43; 73)
using the confirmation address, for the deliverable ordered by performng

an actio t he custoner syst a nodul e (49, 50; 79, 80) for chargin
t he CUS'[A(}}TOSEQYSCITE) OéihrélerbtilT foxtcéil;a_gg'lwljerwq?ehcutsWérger’5 GSM SIM card is)employed to 91 ng

provide for a transaction scheme that is very convenient. In this embodiment, a SIM card is
employed that contains a specific SIM application. The merchant system or the carrier systerm
(depending on which embodiment of the invention is implemented) sends a special GSM

SMS message containing order details (e.g., a special call-in number and/or an order ID) to

the customer’s mobile phone. The customer’s SIM card sits in the phone and intercepts this
SMS message, extracts the order details from the SMS message, and interactively obtains the
customer’s consent to the order process. This can be done using the keypad and screen of the
GSM phone, for example. In case the customer confirms the order, the SIM card automatically
sends off a GSM SMS message (o either the merchant system or the carrjer (@r it initiates the

confirmation call).

Another variation on the previously described embodiments is possible if one uses the
wireless application protocol (WAP). Instead of using a SIM application, as described in the
last paragraph, the merchant system may use the push feature of WAP (o push a wireless
markup language (WML) deck (script applet) to the customer’s WAP-enabled GSM phone.

This WML applet contains the order ID and asks the customer (o confirm the order.



certain price; a nodule (49; 79) for sending a paynent confirnaikﬁa} o.the
mer chant system (45; 75) causing the nerchant system (45; 75) to {h§004
ordered deliverable (41; 71 ) available to the custoner. 30. The carrier
system (48; 78) of claim?29, whereby sonme or all of the nodules are

realized in formof software nodul es that?0 when executed by the processing
unit (49; 79), provide the nodul es' functionality. 31. The carrier system

(48; 78) bf y<n|aabtl‘lﬁb2&nb&\ﬁ"lﬂfcﬁbl/hctlh_@rc'hﬁflkl%@h@ﬁhefoﬂeilﬂ@ﬂ% (.iC%li@()pleoiﬁgl ﬁX‘M.%thm
t el ephone network (56; 86? that is connectable to the nobile eiephdne '
net wor k (5§P“§BT?YgZN*mhe1@&Pﬂh@ﬁ¢§wsﬂewmeﬂ@;uw&yﬂqi1bbahmm®99mm®@§@hy1the

processing. unjt (49. 79) resides in a conputer system 33. The carrier
systen1(48?H%%b(%P”@PéF%?@@f”&ﬁé&%ﬁgﬂﬁﬁég@bh@pfi'WFS%*&H@#%§§mNENHCbakl-in
nunber orde @-dmidhiagddngss) 34. The carrier system (48; 78) of claim 29,
whereby the nodule for causing a confirmation address to be transmtted
generates a GSM SMS nessage conprising the confirmation address. 35. The

carrier SWBQenﬁ@?@mnmmembaMHnﬁﬁuhcpﬂp&hshﬂgmanQﬂhbth&\WR%Eu&ﬁﬁ%mHQﬂQsﬁEﬁfle
to the telggﬁgne network (86, 83). 13 DEC 2004 33 36. The carriersystem

(78) of clHii'85" ORfeirayctqn e s cagiiet The Gidbaric theastglsedGsM $MS
cal | -in upkf, : . I i1, (850 is reachable fromthe
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The:, car©bdf psyst €ne (TBImer coafiah iR rdeaien§inkdhas MRUsEXEaPH NG, d'ﬁ%
t hat renoves, oBen orders for which no confirnat?on is recei%ﬁd Wt |Ek§

pre- def i n&dY'perroacoinefamed gthe NSO spiitcsrTisrOY¥any priatioges demdsi age &

conput er e edi mhavi reon: uter program code neans, when
Car 8- proo e 1o Ebadee o Ay FER g A TR o Bt e AT ver abibs( 41

71 ) thatthesnotifenedchynawienehanbugystem (45, 75) at a certain price,
wher eby the custoner uses a custoner system (45; 75) and a nobil e phone
(43; o

The authentication of customers is an interesting issue that needs to be considered in light of

the present invention. The present schemes are based on the assumption that there is one
customer per mobile phone, namely the owner. In other words, it is not envisaged to "share” a
mobile phone with another person since this would give the other person the opportunity to

order deliverables on behalf of the owner.

A logical improvement which rectifies this weakness is described below in form of another

embodiment.

According 1o another embodiment, protection against misuse is obtained by requiring the user
of a mobile phone to type in a short PIN before the phone be used. This PIN may be combined
with the key stored in the mobile phone to form a composite key, which could be used for
authentication. Such an embodiment can be designed around a SIM card which offers a
mechanism for authentication via a PIN. This PIN is required as authorization before or while
using a mobile phone in connection with the present transaction schemes. This inhibits

unauthorized usage of the mobile phone.



} : {

731, execute procedure to access the nerchant system (45; 7 51 tgrgt% t he
customer system (40; 70) and a network (44; 74); display the dJI % IEO(M
(41; 711 to the customerr on the customer system (40; 70); perform an
action on the custoner system (4G 7 0) to order the deliverable (41; 7 1)
at the nerchant system (45, 75); send $he phone nunber of the nobile phone
(43; 7 3) to the nerchant system (45; 75): receive an order confirmation

o ot he Aekiveral oAb il el LNE.RELLE RO (45: T3L:  confirmthe

ordering of the deliver e

t r ansm\exneppeng ey yomt Nep BLENANTcSYSLBMCARi0n/R)M 0L @e g@]hr J &N System (48
781; obtain the deliverable (41; 7 ( ). 1 3 DEC 200g 34 59N conput er
pr ogr am EPERERCN G pY Yasiong clecowmputiehe prstgnam: ¢ odewaanswh orrenabhing, a

cust oner, E%%%E easkclil%!(' .vel' abl e @4_1; 71) lt,hat, is offered by a merchant
syst em {45 475) "81 HILEH ARSI CCORRE b hiie eadifisiians ige shan ssashorrer
system (dde t89)e pltc@aNORbIEMRARNE s th3d he); ; ogedure to access
t he mer chant sys?zgm(45; 75) i E?gusgcﬁﬁ)t%ﬂgzgaﬁns%Lgon\g)r%gl%?g%g%ﬁf)g: H?B)lhﬁrfcﬂ’“é[
net wor k dpd4coraf:the divepliay the deliverable (41; 71) to the custonmer on the
custoner system (40; 70); performan action on the custoner system (40;
70) to grder the deliverable (41; 7 1 ) at the nerchant system (45; 7_5);
send t he pHole ' fuvibel e reprrsenaben ef haspleia3ccardingtto thagresmr ahantiosyist em

E ﬁg WZ)BI) ;i\éengﬁrgﬁlgsv %rﬁg}?ic%g*gf;?rrése%?ﬂfoinrtﬁg%}d%p c&?frim;[art]i%n %?(l)cle\s/se Jrse}llgéuerne(ddfllo;bgplar% o?n
the payment process. Figure 7 is a generalized representation of a transaction scheme,
according to the present invention, where the customer 60, merchant 61, and carrier 62
interact with each other. The ellipse 63 indicates that the customer 60 and merchant 61
interaction concentrates on the ordering process and the delivery process. The payment

process is between the customer 60 and carrier 62 (ellipse 64) on one hand, and between the

carrier 62 and merchant 61 on the other hand (ellipse 63).

In the present example, the ordering process (ellipse 63), comprises the following
activities/actions: (1) the customer 60 contacts the merchant 6 1 through the customer sysiem
and a network; (2) the customer 60 performs an action on the customer system in order to
select the deliverable(s); (3) in an optional step, the customer 60 invokes a checkout process.
(4) the merchant 61 obtains the phone number of the customer’s mobile phone; and (3) the
merchant 61 or carrier 62 provides the customer 60 with a confirmation ad(ireZS (e.g., a special

phone call-in number).

The payment process (ellipse 64), comprises the following activities/actions: (1) the customer
60 confirms the order by using the mobile phone and the confirmation address; (2) the carrier
62 monitors the incoming call indications (“caller ID”) on a phone line associated with the
confirmation phone number or the incoming e-mails (note that this is a variation of the

scheme presented in Figures 4 and 5 where the merchant systern monitors incoming calls),
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conflrn1the ordering of the deliverable (41; 71 ) using the nDbliéde§@§2004
(43; 73) to transmit a response to the nmerchant system (45; 75) or

carrier system (48; 78); obtain the deliverable (41; 71). 40. A conputer
program product conprising a conputer readable medi um having thereon:
conput er program code nmeans, when said programis | oaded, for processing by
a nerchant system (45; 75) the order of a custoner for a deliverable (41;

71) that Tihs cafifeeredh RYicLhe. MBLC at a certain price, the
cust oner haV|ﬁ§'ecce§§Cto a cd§?2n$nﬁlnsmp%'(AH’h7%¥P%ﬁH“émHﬁ%nﬂ@nphone

(43; 73) ”\Mﬂlbhl\a“sSOOIlIatlﬁduﬂb0691hﬂuﬁﬁbel’a)ccltLQMQ)F)QQUL@I11p1r19?1€cqa[]1%1EP | 13 DEC
2004 35 .enable the custoner system (40, 70) to display the defﬁUerabIe (4
Y A T R o 1 4 2 'bbslfldmhbcmelﬁaﬁ?emztﬁ«eamst@mﬁmmm@Qdegodlhgmq%pn\(ﬁrgl@le

(41, 71)”@¢“ﬁguﬁdgegpq@ EQO%G'ﬁY%%éﬁ%ﬁE“geVIa the customer system740; 70)

and a network hBi'We: BFleah order confirmation to
the nobil e phone (43; 73) using the phone nunber, for the deliverable (41,

71 ) ordéhedapihénttpheeccusl , an or
COﬂfIFﬂHtIOﬁ %9 bgynént cgﬁgF?ﬁéﬁﬁgnkgﬁgﬁﬁgg%én$a”P'@?gFQHPiiﬁ“h?SWWWIﬁQKe

the deli wrfe?éllbc (mcham@l alvh Elainleﬁsﬂﬁlowtnbﬁctﬁbu&h@@?érdusﬂ;eméc‘ﬁ?ﬂ%"%c% uRNO]Lam
el enent |s& conput er program code neans for processing Wi
mer chant sy f 5, 75) the order of a customer for a dellverable (41; 71)
that is offered by the nerchant system (45; 75) at a certain price) the

cust oner Thay{) a cust oner S ste (40; 70) and a nobile phone
(43; 73) W %{éhnglss @?gst%é%ﬂ% @g %%%EFS %‘t‘é’ p%&él@@(ﬂequ@ (1enizbinerchhet

cust omer 6 syskenn¢ 46liverle boaidbeRbaye L8 Heldover abl e (41; 71 ) to the
custoner; enable the custoner to order the dellverable (41; 71) at the

mer chant -~ stem 45 75) via the custoner system (40; 70) and a network
(44:; 74)ViSdEpre th@h@@ndsqqgnofrom xsnrdeqdemedan f1f&ﬁb9ﬁor§@(sbﬁ?a§@é§!¥?i;)9 one

(43; 73hﬂH§kqut %mggagﬁxggyPeﬂhuh he deliverable (41, 71 Vi a

the custoner sys Siion number) by its owner. Each moblle phone is

!
thus uniquely identified and its owner is known (the exception being customers using prepaid

SIM cards for their GSM phones). The customer already has a contractual relationship with a

carrier for billing purposes. There are billing standards (e.g., the TAP3 standard introduced by

the GSM Association) that are continually extended and enhanced. In contrast to the current
model of payment over the internet - transmitting ones credit card details to the merchant who

then can in the worst case misuse the credit card data - with the present invention in its

o . . .
various implementations the customer is in control of the payment process again as he has to
o * .

give consent for each and every payment. Furthermore, the customer is dealing\vith an

organization he is already familiar with (the carrier) and which serves as a neutral third party

(in most cases). The merchant on the other hand deals with a known organization as well

again, the carrier) : ely - bei ifi
(ag arrier) and can rely on the customer being verified and probably even having a

certain credit limit granted by the carrier.

Since the payment process is done via a secure and well established channel between the

customer and the carrier, there is no need for encryption of the transactions and exchange of



receive an order confirmation or paynent confirmation froma cafrq
(48; '78); make the deliverable (41; 71) available to the custol&ﬂjﬁ?m
conput er program product conprising a conputer readable medium having

t her eon: ~ 3 DEC 200 36 conputer program code neans) when said programis
| oaded, for handling by a carrier systerd348; 78) the paynent process for a
custoner who ordered a deliverable (.~ 1 ; 71 ) through a nerchant system

(45; 75) ldermadigerticabremihi: cesiotibesyG st onechawkNg, acGess 1o & Gust oner
system (40: ,7% And a mobil e phone (43; 73) w th assoCi at"ec?ﬂﬁhéﬁ%s’rfﬂjﬁﬂé’r,
and the cUst ShEMHavii Ry Perferiees an action on the custoner systemto order
the deliverable, to execute procedure to: obtain transaction information
for the Rr(%ﬂ'f-ﬁ&c??fclgehe, Ide-l iverable (41; 71) fromthe nmerchant system (45;
75); obtain the pRone hUlber “ofnage onpibihe’ pabielc(dBond 8)sicnisend naniof der
conf i r matra@mit Q6 b detiMenall & f 414 1l Hst0, the nobil e phone (43; 73)

usi ng the p?ﬁone number;  receive t hrough t'he'Wobi F& phohe™ (iagit c7gyy raiwnor der
conf i r matd¥6FC1PEPINE hevaelsimer abh evifedeks ndd)orRider 8d W@ L h t r system
char ge aﬁyggmg bill (51; 81 ) nmintained by t%egcér rier § glkl%r'nl%(q% He78) for
t he nobi phone (43; 73) with the certain price; and send an order
confirmati on or paynent confirmation to the nerchant system (45; 75). 43. A
conmput erMphRgkAM L)L {orfOM i sjng. c uter program code neans for

handl i ng by a cgﬁrpegg @yoégse&@CW§!cn%jeqma Pavhet b peassfios. Bactustiorer
who or de'raedt aodelduvterabd, e (4ddsct SANhbAN g2, HES f.System (45; 75) at a
certain pri ce%}d he cust oner I&uﬁavi ng access trolgglgggﬁgrrlﬁr#@%f“é r}ﬂj{ng?@) and
a mobi | & PHEN (a3es, PYYingitprrea socingtieds phomenpuithes ., B b Re USSP

ld
havi ng perfdedaf-Aastion, on 8 custoner systemto order the deli verabl e

o) cCtion w t T ] -7 : S !
to execute procedure tro: an, & heéreir gescn bed transaction schemes between the information

which the carrier shares wi y ies |
a s with the merchant system or other parties involved, and the

information which is generally private as between the customer, and the carrier

Carriers have two methods (o differentiate themselves in the marketplace; selling basic

tel Vi : ' i I idi
ephone services at a lower price point, or by providing new (probably fee-based) services

that are viewed as added value by their customers. The present invention is a good example
g b

for 3 Caruie ~ feor i
or such a service that can be offered by a carrier. Consumers and businesses want ‘easy to

understand and use’ products that satisfy their complex needs and are easily accessible. The

growth of the internet and the new commercial transaction schemes presented herein are good

examples of these market forces at work.

Note, thal the invention is not restricted to Internet payment schemes. It can essentially be

used for every process where a confirmed and authenticated transaction is required.

The individual steps of the processes described herein and listed in the attached claims not

necessarily have (o be carried oul in the given order.
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obtain transaction information for the ordering of the deIiverabIﬁéf ; 7%
) fromthe nmerchant system (4S; 75); 1 13 CEC 20D4 37 obtain't ghgﬁé 004
nunmber of the nobile phone (43; 73); send an order confirmation for the
deliverable (41; 71 ) to the nobile phone (43; 73) using the phone nunber;
recei ve through the nobile phone (43; 73 an order confirmation for the
deliverable (41; 71) ordered via the custoner system charge a phone bil

(51; 81) Thaprsaitned:rbyn thebcaniiet insysdemc( 48war8)orfakniheonibi L e Rhope

(43; 73) wth the certain price, and send an order confirmation or paynent
confir mat'ion {Vb‘“f'h/g”-’ lﬁl&h)éﬁit‘»mgy(é‘.f B sy <)t7w5)' apIEEus adapted for carrying out the

: ﬁl A%UAQ@,&&O%A?E%I{%,%\%h%tHﬁsﬁ\@uﬁy\&)I,B\édﬁ&mﬁg%&%l (')A@rﬂa\\gxé'an(-sof ( ézn:eﬁ%ﬁld be

a general purpose computer system with a computer program that, when being loaded and
cexecuted, controls the computer system such that 1t carries out the methods described herein.
The present invention can also be embedded in a computer program product, which comprises
all the features enabling the implementation of the methods described herein, and which -

when loaded in a computer system - is able to carry out these methods.
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charging a phone bill (51; 81) issued by the carrier system (48; 78) for the mobile

phone (43; 73) with the certain price; and

* making the deliverable (41; 71) available to the customer.

2. Method for ordering a deliverable (41; 71) that is offered by a merchant system (45; 75)

at a certain price, comprising

* accessing the merchant system (45; 75) through a customer system (40; 70) and a

network (44; 74);

* displaying the deliverable (41; 71) to a customer on the customer system (40; 70);
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al the merchant system (45, 75);

* sending the phone number of a mobile phone (43; 73) of the customer to the merchant

system (45; 75);

* receiving an order confirmation for the deliverable (41; 71) on the mobile phone (43;

73);

* confirming the ordering of the deliverable (41; 71) using the mobile phone (43; 73) to

transmit a response to the merchant system (45; 75) or a carrier system (48; 78):

* obtaining the deliverable (41; 71).

3. Method for processing by a merchant system (45; 75) the order of a customer for a
deliverable (41; 71) that is offered by the merchant system (45; 75) at a certain price, the
customer having access to a customer system (40; 70) and a mobile phone (43; 72 with

associated phone number, comprising

* enabling the customer system (40; 70) to display the deliverable (41; 71) to the

customer;

* enabling the customer to order the deliverable (41; 71) at the merchant systemn (45: 75)

via the customer system (40; 70) and a network (44; 74);

* enabling the sending of an order confirmation to the mobile phone (43; 73) using the
phone number; for the deliverable (41; 71) ordered via the customer system (40; 70);

* receiving an order confirmation or payment confirmation from a carrier system (48;

78); and

\* making the deliverable (41; 71) available to the customer.
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customer having access to a mobile phone and havmg performed an action on a customer
system (40; 70) to order the deliverable, the mobile phone having an associated phone

number, the method comprising:

* obtaining transaction information for the ordering of the deliverable from the merchant

System (45; 75);
* obtaining the phone number of the mobile phone (43; 73);

* sending an order confirmation for the deliverable (41; 71) to the mobile phone (43; 73)

using the phone number;

* receiving through the mobile phone (43; 73) an order confirmation for the deliverable

(41: 71y,

* charging a phone bill (51; 81) maintained by the carrier system (48; 78) for the mobile

phone (43; 73) with the certain price; and

* sending an order confirmation or payment confirmation to the merchant system (45;

75).

5. The method of claim 1 or claim 3, wherein the merchant system (45; 75) offers an online

catalog (47; 77) with a plurality of deliverables for selection by the custgmer.

6. The method of claim 1 or 2, comprising a checkout step (21) after the step of performing

an action on the customer system (40; 70) in order to select the deliverable 41;71).
7. The method of claim 1 or 2, comprising the steps:

* sending the phone number of the mobile phone (43; 73) from the customer system (40;

70) or the mobile phone (43; 73) to the merchant system (45; 75);



T

10 10 100V+SHLO% () - 9$#10%& () - 2@B, COPFXGYG} [ 9+C 10nn! # £/ #10% a3 DEL: 2004

Of BHLONWNE! () - @2  #10% [ & () - ! 7T0@" L0OWNE ()- o
#109& ()- L $109& ()-TYGZE G Q@ GoG H gHC 10nn! # f/#11 F #10%& ()- 3

109%&' ()-" @O%&: () -, &L10%& ()-y310% ()-s 10nn 10nnl.L M MEZNNNz[<1C 10 100
1#109%&' ()-1." 109 ()-*f#100& ()-19L'g 28

109w () -1 L1 2" 10%m& ()-! 65$10% & ()- TNNNNECOPQINC 10 100 1#109%0S

109%H& () - 0#20%d&ing i h L OUNEN bk r § QHLOYBLOH ) imh B3 OUd&GEd o 1 carricr system (18-
10Q@>SNU>WWWwwi [ MC 10 100 1#10 10HH 10HH 10HH 4S

10044H8! () - ! 0&YS ZNLBOGHHIC () 15y 02 MEADIBIIE! () - | #O@LO%HE' () - VWWVGY] _] aBMC 10

8.

—
~o

13.

14.

The method of claim 3 or 4, comprising the steps:

* receiving the phone number of the mobile phone (43; 73) from the customer system

(40; 70) or the mobile phone (43: 73);

* storing the phone number so that it is obtainable if needed by the carrier system (48;

78) and/or merchant system (45; 75).

The method of claim 1, 3, or 4, wherein the step of sending an order confirmation for the
deliverable (41; 71) to the mobile phone (43; 73) is done by means of a GSM SMS

message.

The method of claim 2, wherein the step of receiving an order confirmation for the

deliverable (41: 71) by the mobile phone (43; 73) is done through a GSM SMS message.

The method of claim 9 or claim 10, wherein the GSM SMS message comprises a special

call-in phone number and/or an order identifier (order ID).

The method of claim 10, wherein the customer performs an action on the mobile phone

(43; 73) in order to confirm the ordering of the deliverable (41; 71).

The method of claim 1, 2, 3, or 4, wherein the mobile phone (43; 73) prompts the

customer for a personal identification number (PIN) for authentication purposes.

The method of claim 1 or claim 3, wherein a plurality of deliverables is offered for

selection by the customer.
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10. #10%&’ () iv{;1%{(:{5g’%[y];l{cquglgmjrgéol (WAP) in order 1o push a wircless markup. language

(WML) script applet to the mebile phone (43; 73).

16. The method of claim 1, 2, 3, or 4, wherein the merchant system (45; 75) assigns an order

identifier (order ID) for each deliverable (41; 71) or set of deliverables ordered.

17. The method of claim 1, 2, 3, or 4, wherein the merchant system (45; 75) or carrier system

(48; 78) maintains a list of open orders.

18. The method of claim 17, wherein a housekeeping process is carried out to remove open

orders for which no confirmation is received within a pre-defined period of time.

19. The method of claim ! or claim 4, wherein the phone bill (51; 81) is either delivered to
the customer through a conventional distribution channel (52), preferably by mail, or 10

the customer system (70) through a communication link (82, 74).

20. Merchant system (45, 75) for offering a deliverable (41, 71) via anetwork (44; 74) to a
potential customer using a customer system (40; 70) and a mobile phone (43; 73),

comprising

* anetwork interface connectable (o the network (44: 74),

* aprocessing unit (46; 76);

* adatabase (47; 77) for maintaining detailed information about the deliverable 41:71);

* amodule for making the deliverable and some or all of the detailed information about

the deliverable (41; 71) displayable to the potential customer on the customer system

(40:; 70y,
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* amodule for receiving an order for the deliverable (41 7 1) from the customer system

(40; 70) via the network and network interface;

* a module for causing a confirmation address to be transmitted to the mobile phone (43

73) through a mobile telephone network (53; 83):

« a module for receiving an order confirmation issued by the mobile phone (43; 73), or a
payment confirmation issued by a carrier system (48; 78), for the deliverable ordered

from the customer system;

* amodule for making the deliverable (41; 71) available to the customer.

21. The merchant systefn (45; 75) of claim 20, whereby some or all of the modules are
realized in form of software modules that, when executed by the processing unit (46; 76),

provide the modules’ functionality.

22. The merchant system (45) of claim 20, comprising acall-in unit (55) connectable to a

telephone network (56, 53).

23. The merchant system (45) of claim 22, whereby a special call-in number is assigned to

the call-in unit (55) so that the call-in unit (55) is reachable form the mobile phone (43)

when dialing the call-in number.

24. The merchant system (45; 75) of claim 20, whereby the processing unit (46; 76) resides

in a computer system.

25. The merchant system (45; 75) of claim 20, whereby the module for making the
deliverable and some or all of the detailed information about the deliverable 41;71)

displayable is an online-catalogue module.
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deliverable (41; 71) available (o the customer either causes the deliverable (41; 71) to be

delivered via a conventional distribution channel, or whereby the module causes the

deliverable (41; 71) to be delivered via a communicati_on link (82, 74) to the customer
system (70), or whereby the module causes the deliverable (41: 71) to be made

downloadable through a communication link (82, 74).

27. The merchant system (45; 75) of claim 20, whereby the confirmation address is acall-in

number or an e-mail address.

28. The merchant system (45; 75) of claim 20, whereby the module for causing a
confirmation address to be transmitted generates a GSM SMS message comprising the

confirmation address.

29. Carrier system (48; 78) for handling the payment process part of a commercial
transaction between a customer, using a customer system (40; 70) and a mobile phone

(43; 73), and a merchant system (45; 75), whereby the customer orders a deliverable (41;

71) at a certain price at the merchant system (45; 75) by performing an action on the
customer system; the carrier system (48; 78) comprising:

* an interface connectable to a telephone network (56, 53: §6: 83),
* a processing unit (49; 79);

* amodule for receiving via a communication link (57; 87) detailed information about

the ordered deliverablé (41, 71) from the merchant system (45; 75)

* amodule for causing a confirmation address to be transmitted to the mobile phone (43;

73) through a mobile telephone network (53; 83);
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10965& ()-!f, %lgg/dﬁ%géog}n%atlon ad%re for the dehvera le ordered by performing an action on the
customer system; -

* amodule (49, 50; 79, 80) for charging the customer’s phone bill (51;781) with the

certain price;

* amodule (49; 79) for sending a payment confirmation to the merchant system (45; 75)
causmg the merchant system (45; 75) to make the ordered deliverable (41; 71)

available to the customer.

30. The carrier system (48: 78) of claim 29, whereby some or all of the modules are realjzed
in form of software modules that, when executed by the processing unit (49; 79), provide

the modules’ functionality.

31. The carrier system (48: 78) of claim 29, whereby the telephone network s a public
switched telephone network (56; 86) that is connectable to the mobile telephone network

(53; 83).

32. The carrier system (48; 78) of claim 29, whereby the processing unit (49; 79) resides in a

computer system.

33. The carrier system (48; 78) of claim 29, whereby the confirmation address is acall-in

number or an e-mail address.

34. The carrier system (48; 78) of claim 29, whereby the module for causing a confirmation
address to be transmitted generates a GSM SMS message comprising the confirmation

address.

35. The carrier system (78) of claim 29, comprising a call-in Wnit (85) connectable to the

telephone network (86, 83).
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open orders for which no confirmation is recerved within a pre-defined period of time,
38. A computer program product comprising a computer readable medium, having thereon:

computer program code means, when said program is loaded, for enabling a customer (o
order a deliverable (41: 71) that is offered by a merchant system (45; 75) at a certain

price, whereby the customer uses 2 customer system (45; 75) and a mobile phone (43:

73), execute procedure 1o

* access the merchant system (45; 75} through the customer system (40: 70) and a

network (44; 74);
display the deliverable (41;71) to the customer on the customer system (40; 70):

perform an action on the customer system (40; 70) to order the deliverable 4171 at

the merchant system (45; 75);
send the phone number of the mobile phone (43; 73) to the merchant system (45: 75):

receive an order confirmation for the deliverable (41 71) on the mobile phone (43;
73);

* confirm the ordering of the deliverable (41,71 using the mobile phone (43 73) 1o

transmut a response to the merchant system (45, 75) or a carrier system (48; 78):

* obtain the deliverable (41;71).
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39. A computer program element comprising:

computer program code means for enabling a customer to order a deliverable (41,71)

that is offered by a merchant system (45; 75) at a certain price, whmeby the customer

uses a customer system (45; 75) and a mobile phone (43; 73) to execute procedure to

* access the merchant system (45; 75) through the customer system (40; 70) and a

network (44; 74);
* display the deliverable (41; 71) to the customer on the customer system (40; 70);

* perform an action on the customer system (40; 70) to order the deliverable 41;71) at

the merchant system (45; 75);
* send the phone nufﬁber of the mobile phone (43 73) to the merchant system (45; 75);

* receive an order confirmation for the deliverable (41: 71) on the mobile phone (43

73);

* confirm the ordering of the deliverable (41; 71) using the mobile phone (43; 73) to

transmit a response to the merchant system (45; 75) or a carrier system (48; 78);

* obtain the deliverable (41; 71).
40. A computer program product comprising a computer readable medium, having thereon:

computer program code means, when said program is loaded, for processing by a -

merchant system (45; 75) the order of a customer for a deliverable (41; 71) that is offered -
by the merchant system (45; 75) at a certain price, the customer having access to a

customer system (40; 70) and a mobile phone (43; 73) with associated phone number,

to execute procedure to
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* enable the customer to order the deliverable (41; 71) at the merchant system (45: 75)

-via the customer system (40; 70) and a network (44; 74); -

. * cnable the sending of an order confirmation to the mobile phone (43; 73) using the phone

number, for the deliverable (41; 71) ordered via the customer system (40; 70);
* receive an order confirmation or payment confirmation from a carrier system (48; 78);
* make the deliverable (41; 71) available to the customer.
41. A computer program element comprising:

computer program code means for processing by a merchant system (45; 75) the order of
a customer for a deliverable (41; 71) that is offered by the merchant system (45; 75) at a
certain price, the customer having access to a customer system (40; 70) and a mobile

phone (43; 73) with associated phone number, execute procedure to
* enable the customer system (40; 70) to display the deliverable (41; 71) to the customer:;

* enable the customer to order the deliverable (41; 71) at the merchant system (45; 75)

via the customer system (40; 70) and a network (44; 74);

enable the sending of an order confirmation to the mobile phone (43; 73) using the phone

number, for the deliverable (41; 71) ordered via the customer system (40; 70);

* receive an order confirmation or payment confirmation from a carrier system (48: 78);

*

* make the deliverable (41; 71) available to the customer.

42. A computer program product comprising a computer readable medium, having thereon:

{
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to execute procedure to:

* -obtain transaction information for the ordering of the deliverable (41; 71) from the

merchant system (45; 75);
* obtain the phone number of the mobile phone (43; 73);

* send an order confirmation for the deliverable (41; 71) to the mobile phone (43; 73)

using the phone number;

* receive through the mobile phone (43; 73) an order confirmation for the deliverable

(41; 71) ordered via the customer system;

* charge a phone bill (51; 81) maintained by the carrier system (48; 78) for the mobile

phone (43; 73) with the certain price; and
* send an order confirmation or payment confirmation to the merchant system (45; 75).

43. A computer program element comprising:

computer program code means for handling by a carrier system (48; 78) the payment
process for a customer who ordered a deliverable (41; 71) through a merchénl system

(45, 75) at a certain price, the customer having access to a customer system (40, 70) and
a mobile phone (43; 73) with associated phone number, and the customer having performed
an action on a customer system to order the deliverable, to execute procedure to:

* obtain transaction information for the ordering of the deliverable (41;71) from the

merchant system (45; 75);
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(41; 71) ordered via the customer system;

* charge a phone bill (51; 81) maintained by the carrier system (48; 78) for the mobile
phone (43; 73) with the certain price; and

* send an order confirmation or payment confirmation to the merchant system (45; 75).



