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BACKGROUND

[0001] ng

I. Field of Invention
[0008] The invention generally relates to authentication systems and more particularly,

authentication systems using a modifiable apparatus.

II. Description of the Related Art

[0009] Access to the Internet and use of electronic data systems have grown steadily
among the general public. Electronic commerce has been eagerly embraced by both
consumers and businesses due to the relative ease with which one party can purchase or
sell to another party without the inherent complications involved with running a “bricks
and mortar” establishment. For example, users may gain access to banks (online or by

automatic teller machines (ATM)), a private network such as an intranet, a secure server
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[0013] A new token generates a different access code that corresponds to secure
information in the new token. Therefore, the access code must be re-registered and/or
re-associated with the user in each of the one or more network(s). This can be

cumbersome and create inconvenience to users, thereby discouraging users to upgrade
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associated with the authentication information. The apparatus may comprise a housing
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authentication information.

In another aspect, a user replaceable module for performing authentication using

authentication information received from an external authentication module is disclosed.
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Transmission of the authentication information may comprise emitting sound tones
associated with the authentication information.

In still a further aspect, a user replaceable module for performing authentication
using authentication information received from an external authentication module is

disclosed. The authentication module is configured to generate the authentication
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using the cryptographic key.
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generated w1thm a separate entity, hereinafter called “authentication module.” The
authentication module may then be placed in various devices and/or apparatus capable
of transmitting the generated authentication information,- such as digital signature(s).
Therefore, users may easily, conveniently and/or inexpensively add and remove
functions as desired to the device and/or apparatus. Also, it should be noted that the
authentication module may also be configured to transmit an access code, such as a
password or PIN, as well as digital signatures and other information used for
authentication, hereinafter called “authentication information,” that allows a user to

access a private database, network, or system.
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Also, it is noted that the embodiments may be described as a process which is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the

operations may be re-arranged. A process is terminated when its operations are
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encloses authentication module 120 in input unit 140. Furthermore, housing module110
may comprise additional elements such as an additional storage medium and processor
(not shown) to control the receiving and transmitting of the authentication information
Accordingly, authentication module 120 may be embedded or placed in housing
module 110, namely input unit 140 of housing module 110, but is also removable from
housing module 110. For example, a user may remove authentication module 120 from

housing module 110 and place it in another housing module. Thus, authentication



shapes. Also, input unit 140 may, for exanple, have a
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aut henti cation nodul e 120 ]
the user may even downgrade from a complex and/or expensive module to a simple

and/or inexpensive module. Still alternatively, as a container, various elements may be
added and/or removed to and from the module to diversity and/or change the function of
the module. The various elements may be plug-in modules that allow users to simply

attach to the module for enabling certain functions.
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embedding (340) the authentication module i 1n a second module configured to transmit

authentication information, such as for example by emitting sound tones associated with
the digital signature.

Authentication module 120 may be ifnplemented based on a smart card, for
example according to the standards defined in ISO/IEC 7816, or an integrated circuit

card (ICC). The size of authentication module 120 may be small enough to embed in
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PeefRaanitd2 iy 60ebhEkiedid GmleBRiPIdRes associated with the digital

signature. In some embodiments, sound component 500 may comprise a sound

reception unit (not shown) configured to receive an external signal. Furthermore, in
some embodiments, the sound generation unit may be a speaker and the sound reception
unit, if implemented, may be a microphone. In such case, the sound tones emitted by

sound component 500 comprises audible tones.
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an advant age when audi bl e ton are gener at
uni quiMoyeaven sesmhtonzpongitgli 30ahaysilsmedmprise aAhodidatontblat converts a

O B R OB U b B S e omany
Rt pddalaton RRAARuGOHRHIABILSbut not limited to Dual Tone Multi-Frequency
(DTMF) and Frequency Shift Keying (FSK). For example, co-pending U.S.
Application Serial No. 10/356,144 and U.S. Application Serial No. 10/356,425 disclose
modulation techniques to encode digital data into sound waves.

Referring back to Figure 1, authentication module 120 may be programmed to
carry multiple keys that would identify an individual to multiple entities. For example,

authentication module 120 can be programmed to generate an audible signature that



carry the capability to generate sounds. Hence,
apparatus 100 can be advantageously inplenented to
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appropriate software. In addijfion, apparatus 100 can
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IH@EWsaQiéfé Qhsh HRVE thé‘?ﬁhﬁ@fr af &guamygl@ﬁﬁg ﬂﬁ%&%esponds
|nto heir “equi pment. An infftared por

e use
dol\eaeh agewdishy plurallﬂyo@‘ecrwptogmpbicah@s swoilldriave tdmmues&und tones

aiaggiu\(}ﬁh ﬁ'?eggo Cﬂgn& ti?rﬁg'( Lﬁ%ﬁﬁ@@% U%ﬂ_(g%l’ %Pl be'used for

@@ﬁﬁf@hgqm@aﬁ/agme@waﬁgﬁtl ng of infrared frequenm es
can be made by an add-on device that works in

[0057] conj uAégureh ine bleck d@gmgomamplemthe[maan svlemcp8rbetween an

[0058]

[0059]

PR AOME" G el A IRBHOTAEA HELE' RTod Ay token

conver ure I nt

dmgletmhteﬂl agﬁﬁ(bdlﬂ@GIm}s drsed t® arBeritRAtnS edbntity aNthe iKd10Mal. For
nodul atﬁlﬁgn t echni ques, incl udj ng but not limted to

BYEN0SeSPleCHlanation mt}lat p m:garty @ faintsnds @ gesess information
Bl g e GPATEI, i RIS s, iy 10 i

Pemiimity Mo a rﬂl@t@ﬁ&eﬁl@ﬁt shiosal) csepledriadaibahpudar 6465 kuihogheiscomputer

10 &7 7 Rgmisuicofin Pl Heisbase SE0HRER o ot TOBAD A Rupeaergisy or et

FRibRe tcﬁ{e@gﬂlﬁmﬁﬁe%ﬁt aﬁaﬁlﬁt}ieﬂﬂéhﬁdﬂpllﬁfoﬁﬁﬁ%ﬂ hagpguléd are then
identify an indi'vidual to nultiple entities. For

dpsmpitied by gomiputer 6d@td &tabas@l ulapage? ©30.amatabager mgmmnébo verifies

atur t hat,. WO 2004/.1140
e PERS Bl oesBl S2 S Pel fporp G igfnfigghioe S database
1660 Fitg paeshéRe cdd theh pro@eéd Wik & idadirddiehbdctibhon over a
t el ephone line. Authentication nodul e 120 can al so be

progr %ﬁ%ﬁn%%vege@a@ﬁaﬂ@t% the; Eedmessici penatye gambe ersured through

’Iag:ﬁhlé@%k‘)r Brbdefiute ol ﬁiﬁ&artnﬁ%rsgf}léﬁé%g ﬁ%? %Cf:?en]{ Jtl?e signature

ter net wor k over oGke
as ge:mpajld:cbm Tespdnise to etchalidnge Tiom dstahneanﬂﬂagm 630at Thm; token 610

et e S F RS Spderer e S o Ll e
19 s&kH hs@CoBAE chRpneRf bEidkeR b LoRPrises a sound generation unit and a
sound reception unit, so that token 610 can detect audible tones from the speakers of
computer 650. Token 610 may also have other elements as described below with
reference to housing module 110 of Figure 1.

Namely, in addition to sound component 130, housing module 110 may
comprise a power source (not shown) configured to provide power to authentication

device 120 and a second processor (not shown) configured to control sound component



[ 0056] Thus, storage nmedium 410 may maintain a
plurality of cryptographic keys and processor 420 nay

w@emenatoe7 a digital signature from one of the PCT/DS2004/§19960

of cryptographic keys. Here, gach one of the

plurality of digital signature that corresponds to

€30h HyEin@mddiR PloUha) filrthePEorpridRlA8haPRinG Jfedsut WRHeH:, such as
have uni que sound tones associated with the digita

i Rivsaliehpert, piseriadperts ovlp giniversak paishbus. e Simidayly, hewsitgmodule 110
£ omBREAI IR P R M AUEREALL hls ok HBEhg modute

I agr am of an e
duo he miteraet withn asotBércantiGo thriigphwa s @ther it B4 shiall g8fdtation. For

verifi er, such as a database nmanager, wherein a

SEEPPIe; they spad copmpenentane de £agsd ion apthenticatign dinetions and an

i e [ Lb Ve0f i LVi .. FE .
S g ol SARRY o oS RY S m  pp of e

GPYPtogramne signetuagsceste & nfesonzt camput@r ot det eglchayiga of public key
d aba*se manager 630. First party 620 holds or places
tORER? in proximty to a m crophone (not shown)

[0060] Coupl g6l sofhe@eEBHMIHALS, a@.ﬂoactfvﬁﬁ(;h CORfireRRAP ¢5E e ﬁo%ééf%ned into

[0061]

[0062]

in conmuni cation with database manager 630. Tok

denungtaadde Lo tso thajdatsteert parts mdamot epeebeusingamodule 110
' Lon. i nformation. The tones are then . .

A0 B bRl B Hhipolf %R BTy insapporated with

Batsiba seodEaager s630 tHer ahi &8ivatidie dhd@ntdahyb@fpdrfor®bd. Here,
pa{%‘%%/, 620 by retrieving authentication information o
frbstcaon sipdule 1285wl 1t gererpis ot digit glznature walpsspr eudionation is

i e ti . I nat |
H AL I 00 TR o B L TR b
dnsun@ thodhleolighmay gehabteesogrd taep an part pracpdtsce] ai@s&ivn even

L TCEL O M-

TRASERAIRASn doMS in HRKEPMOIOa PERNeBGRLLALS ke ad. Alternatively,
cryptographic signatures in response to a signal from
ﬁﬁnémaémazansmud@mmw frouc h oaeeprimtp whereio o ot intefface is a

610 i t j t d .
SRS Recha S0 R SEKEN SRe Bl B0l enabte voio
aecdpiition.t OVisise récRENitibe BEREkELHE WEIl kaOWR YL &he %O%nddwin not be

e

Token 610 may al so have other el enents as descri
gispesiedinidetaikhergiRence to housing modul e 110 of Figure

1. [O ' L n onponent ,

housi %ggﬂr}rlgdui zlt(?[ iﬁi\%ge;&* %ggﬁpﬁﬁtégs g%ﬁ‘érg’@fw% olap%tew‘(“ﬁg?’e to use a
Slelfignechiniti-Breryechcly ( DAMEF) dtsideavmiiput theoattiveiéd €adel Ofhis has the
device 120 and a_..second processor  (not. shown) ) )
afrnIage oL deqUErng filtleoProsesiimg COBMUBHI NGB0 0 iseEnsive and

ESahio S 0RATIN O DARIF %&nﬁ%eﬁ%ﬁ%&ﬂ arsr%qla’felﬁho"rfk : ﬁﬁ%ﬁlljegwore, as an

further conprise another”form of Input erene
addedgegmity preshutivoy housingsmpdwe 1p0can boprogrammmedtsbdcome inactive

e
al | owm kfllisiteg efBOdinfents, the functionality of sound component 130 can be
supplemented with an infrared port. Various laptop computer manufacturers, printer
manufacturers, and PDA manufacturers have incorporated infrared ports into their
equipment. An infrared port may be used advantageously in those circumstances where
the use of a sound component would be awkward and undesirable, such as in a public
place.  Similarly, sound component 130 can generate ultrasonic frequencies.

Alternatively, the generation of ultrasonic frequencies can be made by an add-on device



110 to interact with another entity through neans
ot her than by sound generation. For exanple, the

waeomwadiwonponent may be engaged for aut henti caP€DIS2004/019960

[0063]

[0064]

[0065]

functions and an output elemgnt can be engaged for
data transfers, such as the backup of the

GliaY MR 2D BbGuSiBRANHE 8 BRIRD1AyPEESRRRbCO & afd-on device
t he exchange of public key informtion. [0060 In

enensaeeted tos the anemplarwembashimerigthiqughmndibaionéseor through an
@g{égﬁg into housing nodule 110, so that another
y nmay hot use housing nodule 110 fraudulently or

aCCI d&htg| dnybodhaénte farpbdornéing SRthehfiéSioha@oupBnNthBQise of sound
i ncorporated with housing nodul e 110 such that an

soer bpars bepnctrsembadantipweyssy X showld agpigrles noted that techniques, other
Aahhefidsioat 'o NsoREY oﬁe% ﬂ)é iHplenSSHi&d % eiagfbsgdlg'atuﬁlenmatlon

SI gnat ure Un €essS a con 1on s receil
hﬁusmah@nnoﬂhblefoté,Oa@S khowh Hechmhmkl tfoytrﬁxisrrhh %.uﬂh@htﬁiﬁflon may be

| t |.d ted that 110 .
AR BT TrHe desaubesL AR ko i PGB o the st and scope
%I’ﬁ{é int&fegh NiBR ﬁSEﬁ’Kﬁfl‘ar WY Iﬂlbﬁtﬁhymf‘fé Lf?ﬁls&a(i’ver or output unit

generate an audi bl e aut entlcatlon si gnat’ure
Configduredatol wansorh theoamshdnticativn ihformatibn aadl e mnplememied in lieu of

bR Frok U an, YRR of Pt ol it oo nponent 130, may

bot e f BgRrddS prt, Mh C kRO O gnsaiiflerntRiSaieer MAAY! & Q@ ol@Sunication
sufficient processing ability to enable voice

Ffé’ésé'yﬁﬁlﬁméﬁcel‘(ﬁil ce recogni tion nmethods are well known

th di d
0, LIS Lol ROl ng UBGHAEEP e SEhBlappe modute for
padoraimng amthahma&on mpmster myledsﬂ;ee)icharlg&? nﬁdltw;alu gade the module

ltl-Frequen (DTMF dewceto i nput the actlvatlon
e m&}iﬂﬁ@u}ga etSﬁ@e aéiﬁvaﬁ%a&lga 159 ullféq%y Maigaining; the authentication

S
5 3 1 S A0 S RO .
a@heﬁh@m mo&wlletfhemﬂmrm;:atam dfhis aldtdmjussem:mravbyi the inconvenience

BEEAtbliRne FHSH fiRafBreiag o G P e Rraberipation

| nput FarffiRr@etd, \iﬁfsh&ﬂd GRdfoted HHE 3116 |f6‘re§$1h§| en?JJaﬁﬁents are merely
enbodi nent's, the functionality of sound conponent 130

exgnies asg pﬁpﬁb arasntoe e vionkireed pnflimsitiog thorinventimni oer example,

fa urer rinte nuf act ur
l‘“ﬁgé@’%ﬂ?mnu S%t uf er%s i?i’%ve | ﬁ%"g&ﬁ&lg} ledne}ﬁﬁfapgrogg %te{htﬁ various
Ciyptogtdphicr schébidspBatt are\mavailiblar edviBfdolerBxltiiR SQ&ne of the
advant agequsly in_thagse ci rcurrst ances where t

boiaisis dhave ke deverioreivih Beicrmkea GIEHACK g ‘fhaEPQPe of the
ﬁ%ﬂtlcﬁﬁs laf¥0 % gllﬂtglblecto o’ﬁle?ﬁ&ﬁl&?icﬁh&?fﬂf&m&?l%ﬂggchc.%%gmc{}as PINs

can gene te ultrasonic frequenc
N Othbmmcesseioyles t Aecogéinglyathieatesafiptiontafahe® ambodiments is intended to

E% gﬂﬁ% ﬁ%ggn Ao /t%gglggﬂywé@%& t%% %la?rl?ls d?\vsl s%gh V\ilq)e present teachings

can be readily applied to other types of apparatuses and many alternatives,

modifications, and variations will be apparent to those skilled in the art.



that works in conjunction with the exenplary
enbodi nent. Such an add-on device would be connected

wao oothetoexenpl ary enbodi ment through audi bl e tPCEESN4/019960
through an output elenment. [QP63] Thus, embodinents
for perform ng authentication through the use of sound
tones have been described. ¢jo r, it should again be
noted that techniques, other than em ssion of sound
tWhatds clemmedde i npl enented to transnit authentication
i nformati on. Therefore, any known techni ques to
transmt authentication may be applied to the

dnbodiAppataustos sérfdatnofhativhtioRQisindeRMNABE ekiemial t he
spi.rit and scope of the invention. Mre particularly,

SHihepticaiian moduienivhersin the pethenticptien medulgas gnnfiguredito generate
i .ad. LAansHi at.1 cation i nformation

Cr?gglfe %tgééiﬁrgrg Fgeﬁr}r%{rlf '@g ’ {liqﬁ taP#%%u%F&Hﬁlg%{% conponent 130.

Exanplarsnoft unit tenfigued tosecebitethe alithaiticateinshoggepadent

130, may be an infrared port, a radio

t r ans AMOPERY Pubeepssd fe theinputainite ertighrad P segei vsrihe authentication
(kBN on! Rérh WARREA Y on AR ndBun bR W ClthilidatioRY
splitting allowng a user replaceable no U1e T or
pefofroatiinng aut henti cation, a user may easily exchange,
nodi fy or upgrade the nodule while naintaining the
same aut hentication nodul e By maintaining the
aut heThi 6Bpdrais o EIGHM €, whdiéin YRSippaBYuCRRipRMe to use
sanme uni que cryptographic infornmation in'the
aut hesthorging sedriscomprisioe thainpetimitcaditemoutfitivgital | ows
users to avoid the inconveni ence of re-establishing
and/ or updating relationships with verifiers for
dut helThe appdratns of 1QIGD] , wihoréi @igduiut vintt coMPHE ABuAPERAponent
th]gftl t he foregoing enbodiments are nerely exanples
SAvgired decarts the apiharitcatieniniarmation fiopythe athertication medule and
FOEm A% Bnes a@%ﬁth%H Wﬁﬁ”tﬂe%tﬂéﬁﬂ&ittﬁ) eBnfidfbnPe
configured to I nplenment any one 0O Uhe various
cryptographi c schenes that are avail able. Moreover,

| t hoygh sone of .t he e‘gh’oodi nts have been descri bed
Wt h 8 apRanRias ehclanyd reran dhe-oupd COppRNEREGARPTISES t he
| nventicefivdrsionliSie cApd 6 3R BiphiQm Bt 6 M deBRURON
i nformation such as passwords, PINs of other access
aviherticafior ferimatioy and henvds sler dythdntinatidn infeemetidriticsnnd tones;
i.s;intended to be illustrative, and not to limt the
scope of the clains. As such, the present teachings

can be sowaiddnyradpp lhi€ Govipledtb 1S conyBBfonAnitd8RAgAtdd6 Smit sound
and many alternatives, nodifications, and variations

¥amep agsacigisd avityihe pghenticadonsiformationn the art. WO

2004/ 114097 PCT/ US2004/ 019960 16 CLAIMS What is
clainmed is:

5. The apparatus of claim 4, wherein the sound component further comprises:

a sound reception unit coupled to the conversion unit, configured to receive an

external signal; and
wherein the conversion unit is configured to convert the external signal into data
used for generating the authentication information.

6. The apparatus of claim 3, wherein the sound tones comprises audible tones.

7. The apparatus of claim 3, wherein the sound tones comprises infrasonic tones.



1. Apparatus for perform ng authentication using a

renmovabl e external authentication nodule, wherein the
waedohenopTat i on nodul e is configured to gener ap€r/US2004/019960

authentication information, the apparatus conprising:

an input unit configured to receive the authentication

nodul e; and an output unit coupled to the input unit,

configured to receive the authentication information

& om tlhe apparhias of daim drwhaveinltiee sondd tanes cempmndes ulttagonic tones.

aut hentication information. 2. The apparatus of claim

1, wherein the apparatus conprises: a housing nodul e

©onpr iMiengpirbiRs bNElkim UnitieréifiGhd ifthendtRibn iHfratich coliiises a

apparatus of claim1, wherein the output unit

PigB&UE. sound conponent configured to receive the

aut hentication information fromthe authentication

nodule and to emt sound tones associated with the

dot herlihemppiratns bfiélaiitwinsein4he afigendipgivhahfesmeafiorcéodhptises an

3, wherein the sound conponent conprises: a

A6FR7eF&%n unit coupled to the input unit, configured

to receive the authentication information and convert

t he aut hentication information into sound tones; and

d 1s ourldegpprzatas phHelaiomi twisaweip tdmodule fietheo oarepsses a display.

unit, configured to emt sound tones associated with

the authentication information. 5. The apparatus of

abai Mhe aphahih 6f &1kigh 5OVIREeis ﬂf&lﬁ?ﬁﬂﬁﬁtﬁb‘ kilrMRF configured to couple

conprises: a sound reception unit coupled to the

demapdhantistionneduleonfi gured to receive an externa

signal; and wherein the conversion unit is configured

to convert the external signal into data wused for

déner a{ useg rdpieeestilé hediile fad pepforitfgGiuttthtieiion @singhGthentication
%@oaratus of claim3, wherein the sound tones

RppatadecgivadrTam ap peigtmabautheniicatippapedule, vrerein fhem 3,

R T R S, S
aoheaiule @mpatsangei n t he sound tones conprises ultrasonic

tones. .9. The apparatus of cJaim1, erei.n the
it ettt P cqtRdeep FeRowhBPuals e gepbaton module;
si gnatybtpuflfhit &ﬁ?leaiw Heahpst vaft, SnBiloied to YRER R &dglgentication

aut henti catiton I n .or nat | on_ CQfT'pr ses 'an access CcCo .
infornpionpng 40 Bransmibthe gthemtichtiomindormiationymdrodul e

furth %h a&858f c':cﬁl%fedqo 'escpultg% ‘unit, configured to cause the output unit to

transmit the authentication information.

14.  The module of claim 13, wherein the output unit comprises:
a sound component configured to receive the authentication information, convert
the authentication information into sound tones, and to emit sound tones associated with

the authentication information.

15.  The module of claim 14, wherein the sound component comprises:
a conversion unit coupled to the input unit, configured to receive the
authentication information and convert the authentication information into sound tones;

and



12. The apparatus of claim11, wherein the input unit
is further configured to couple the authentication
wor@ui1ew913. A user replaceabl e nodul e for perPCr/IE2994/019960

aut hentication using authentigation information

received from an external authentication nodul e,

wher eiaRothteger@bHida Rhit ¢8ip18 o PRE bdiretsfort @B, bOYE&RPed B emit sound

gener ate the authentication information, the ™odule

oS epsormatpd veith theputhentidation sreimptioad t o renoveabl y

couple to the authentication nodul e; an output unit

coupled to the input unit, configured to receive the

det he e e@idulyof dldinorsyRiberih 8 Souind dohidashtifufhe comprises:

authentication jinformation; and an actuator coupled to

the o@pHRd EreRtionuEHcoyRIed i the conygation wait, sonfignred ioireceive an
' he authentication information. 14. The

tﬁ%ﬁlﬁagagﬁﬂé%‘ng m 13, wherein the output unit conprises:

a soumhesamherventersion iy iy @afipmred e einvertttheexternal signal into data

aut henti cation, i nformatjon, .convert the

ASThion BFREL3 g he ﬁ‘ftg?%?ﬁl‘ﬁﬁnforﬁn&“%und tones, and to

emt sound tones associated with the authentication

i nformati on. 15. The nodul e of claim 14, wherein the

ddund The mpelntemf ctaimpld, whsreinsthe sonndrtenascomprrisescmdihletnes.

to the input unit, configured to receive the

aut hentication informati on and convert the

a8t hemhe eafduRofichfier ITeivherid e SoERWdehpoR&R Sompase; WO

2004/ 114097 PCT/ US2004/ 019960 18 a sound generation

uni t @6ORYEHOR Bit peupdeshipdhesingnt wiit, eonfigurdd tguecsivetthe

S0 S s O s

sodind conponent further conprises: a sound reception

unit coupled to the conversjion unit, configured to
r ecei ¢EPeRker eauplediig theGogKersion yaH, gwicd t@ frait sound tones

aoueafealvAth WlhihbRiGARE |ihEioho conver!t the external
signal into data use or generating the

aut hentication information. 17. The npdule of claim

18 THE® BistulelT PGS, AP GRS ieoRmanas dither compises:
CONPOBRMitropRERY dovBRed tAtHRBM R SibR nit Nohfis@E@ i clife bExternal

i nput unit, configured to receive the authentication
isighak 4 i on and convert the authentication information

I nto %Et%ﬂl 2 %gﬁx;ersigﬁ]gnit is configured to convert the external signal into data

used for generating the authentication information.
20.  The module of claim 14, wherein the sound tones comprises infrasonic tones.
21.  The module of claim 14, wherein the sound tones comprises ultrasonic tones.

22.  The module of claim 13, wherein the authentication information comprises a

digital signature.

23.  The module of claim 13, wherein the authentication information comprises an

access code.



a speaker coupled to the conversion unit, configured
to emt sound tones associated with the

wa@aiohenoprati on i nformati on. 19. The nodul e of PCT/EE2904/019960
18, wherein the sound conponeqy further conprises: a
m cr ophone coupled to the conversion unit, configured
2. I €0G] MnABcfhGhotille fob kAR ablyAdM: %g{oei ef fBlaceable module
conversion unit is configured to cone t the external
bpyinglan putpot it avherpde thefoutputyamie tsaonfigureth éo receive authentication

aut henti cation i nf.ormati.on. 20. Th dul e of. ¢l aim
PrortGHiona < ran Ry AR ionn g G S PoStiegieoR module
compfising21. The nodul e of claim 14, wherein the sound
tones conprises ultrasonic tones. 22. The nodul e of

cl ai mpPragaaedinm configued ameintain ¢ eryplographirdayosnd

conpr i . 23, u

CP S b BLIDRRUERR cot B ISl e
@othpritichasn aiforndatioa using dekcrypO2PRid/kEF 4097

PCT/ US2004/ 019960 19 24. An authentication nodul e for
renmovably coupling to a user replaceabl e nodul e

haVi NeyaRuRhistion oliule Y Elafih D4 Hie@ilRY %utﬂéﬂtitcatli(ﬁl information
configured to recelve authentication 1 nformtion an
comprisassindigita gighetutd. cat i on i nf ormati on, the

aut henti cation nodule conprising: a storage nedi um
configured to maintain a cryptographic key; and a

REOC e The huthestitagon hddiReslafh 2dSwABEINURY aRREH-AErER fdrRiation
generate the authentication information using the
copprisRgraasaeess Rede: 25. The aut hentication nodul e of

claim 24, wherein the authentication information

conprises a digital signature. 26. The authentication

odul &hefhuttleatiditidd modtiof chaith N8, whiérbRthé §iafaigd edium maintains a
i nformati on conprises an access code. 27. The

RUEHEN of eaPIagrenMsKAYS of clai m 24, wherein the storage

di . ntai : : :
\Anﬁ elr g?arﬁgﬁ%lgh%:pgécegsor L abd oY aﬁﬁleﬁﬁ&éghlg Eﬁfﬁl?‘.mé@ i‘ﬁg%r%ne of the

cesso% generates the
iphfrartyref coyptdgrapmckeys.of the plurality of
cryptographi c keys. 28. A nmethod for perform ng
aut henti cation using renoveably coupl ed externa
28! henl ineibl 6t JERPHhRcGahehEilieH uEiﬁ% 9&H&Fe@bl§ coupled external
aut henticationinformation, the nethod conpri sﬁ) ng:
anthentication module configured to generate authentication information, the method

comprising:
configuring an input unit to receive and couple the authentication module; and
implementing the input unit in a user replaceable module configured to receive

the authentication information and to transmit the authentication information.
29.  The method of claim 28, wherein transmitting the authentication information
comprises:

emitting sound tones associated with the authentication information.

30.  The method of claim 29, wherein the sound tones comprises audible tones.

31.  Themethod of claim 29, wherein the sound tones comprises infrasonic tones.



configuring an input unit to receive and couple the

aut henti cation nodule; and inplenenting the input
w@riol/114098 user repl aceabl e nodul e confi gured POI/US2004/019960

receive the authentication igéornation and to

transmt the authentication information. 29. The

B2l hodrteim&thd &F cidhm 29)Gfildin thedB&H tbhéstInipMBes ultrasonic tones.

aut hentication information conprises: emtting sound

tones associated with the authentication information.

. T 0 .cl.aj m, 29 erein.the soqund. tones .
Bror el otaif R, Préiegy MG AL G i REsoR Fopagrises a
whigitad bignithe. sound tones conprises infrasonic tones. WO
2004/ 114097 PCT/ US2004/ 019960 20 32. The met hod of
claim?29, wherein the sound tones conprises ultrasonic
taanes. P el Al . .

S hormne aetbekh R herchi, B B oHIGh Eleobdtin comprises an
sicegsatedee. 34. The nethod of claim 28, wherein the

aut hentication informati on conpri ses an access code.

35. A user replaceable nodule for performng

a8t hery iigertdpPitestié BB AR LN FrAl CithenAER1d u1ngrbuthentication

received froman external ‘authentication no
whiermatipnthecivegufrdne an estatniabauthedichiton moddefwipneiadhd o

te the aut.hentd catj.on information,. the. dul.e
2ifhehficafion modhte s Conenred 5 rengipiy BeoaieHEAHoD ipfpgmation, the
andduddongaisingn nodul e; neans for receiving the
aut hentication information; and neans for
t r ans #1920 foy reReveablyiterplingtoitemauthgntication medulgs. The
nodul i pa t-he. . for transmtting
conpr?§%§§ﬁhg%%hgﬁg%#W¥¥¥%£%? gﬁaﬁﬁﬁgigﬁi%%%tication
i nf or metanofor itmahamistingnitle tothesticatdtinforaansnf or em tti ng
sound tones associated with the authentication
information. 37. The nodul e of claim35, further

G@ITPI IThi Rghduld BFREm 33! wﬁ%‘éﬁi the Hgaaﬁwfof ﬁ%ﬁs‘iﬁiﬁ}ngséog‘gﬂ es:
and neans for converting the external signal Jin dat a
used fpangyfomeommteitigg thieuthentidation inf@tiation imé ssurelttbmss; and
38. The nodul e.of clai,m 33, wherein the t hent.i catj on
i or ASEROIP oI SuBdto

nei§iaa§opgn|tedswlghglp@ﬁ entiegtion ormation.
nodul e of claim 33, wherein the authentication

informati on conprises an access code.
3 The module of claim 35, further comprising:

means for receiving an external signal; and

means for converting the external signal into data used for generating the

authentication information.

38.  The module of claim 33, wherein the authentication information comprises a

digital signature.

39.  The module of claim 33, wherein the authentication information comprises an

access code.

40.  An authentication module for removeably coupling to a user replaceable module

having a conversion unit, wherein the conversion unit is configured to receive



40. An aut hentication nodule for renoveably coupling

to a user replaceabl e nodule having a conversion
w@Riol/114Er ei n the conversion unit is confi guredI/Us2004/019960

recei ve WO 2004/ 114097 PCT/ USg004/ 019960 21

aut hentication information and to emt sound tones

asthegicatiedintdditibh %n@’tbt QEREdunAtktoRA aséo@fa%d%ttﬁ R auftftication

aut henti cation nodul e conprising: neans

irdPimadioni aathemt}qatlolgmplgﬁ@omysmahd maans for

gener t| uthentlc f] for tion using the

crypt %lgr %?? 'S‘}mngl?lc §15'913ng% perform ng

aut hepiehsafor Qenersingdhs STBMERMioN @ CHIG6N Bhe Rk yptographic key.
aut henti cati on nodul e, wherein the authentication

nodul e is configured to generate authentication

iwnf or

4Bt fapiales e REh G iR D Mg PERRRcabY courte gxtermal
amﬂlbtﬁn:hhmamdmle whettinghe anthemieaticn hodule m)ioﬁﬁgﬁﬂed Bggdndeate

ut.upit.in a use ceabl.e nodul e configured to
F“é gticat I?Ihlélf%fmalt@ﬂtL ﬁ@ﬁ CPRPHPREt i on and to enit

soundploReRyr AL GH ifut it RFreciid f
i or Rt hon CagEa B Bl e AT b b utenticaton
awdhlsnenc at i on u3| ng renoveabl y coupl ed exter naI

aut henti c %)I on _,nodul V\,herg n,the aut h?ntl

ti
modul BPE BB TPISEIAE (e SwEit i sostpregiacsblempfle gpafisured
tdRcEPP tHealutienticHiidh isfoRfation 2NB ! bRitGeRd ﬁﬁéseﬁséc‘i’ated with the
recei ve the authentication nodul e, the nodule
evthprticstipryinfermatiaput unit configured to receive and
coupl e the authentication nodule; and a sound
conponent configured to receive the digital signature

#2.0m Apparatustfbregerfociaingamtivnticttion astgiremevéablysupléd external
tones. associated with the digital signature. 43. A

aubenticaienmedpleewheeini the muRebErta HP e i RoRERTRd it gwsrate 2
%QQSI?IMI&@E Pgl Kidecei ved froman external

aut henti cation e, erein the authentication

nmodul e maluteaehfiguned tb teoeige theraathentitetiod ingddudd, the module

si gnat.ure, the nodul e conprising: an input unit

CHPTYS ed to rempveably couple to the authentication
nmodul e;  aa$ fipthaEPERPRERY 16 AlBIVEUnd eoﬁﬂ}@me@ﬁﬂfem%klbn module;
confi gured to receive the digital signature, convert

emk digital signature into sound tones, and to emt

sound tone ociate ature
oo an oot BEPBRARIRRE] o dkd'6 Rt g AN Ao figm e
aatiadicatopmoeiit and keerie E(btafd%nes associated with the digital signature.

43. A user replaceable module for performing authentication using a digital
signature received from an external authentication module, wherein the authentication
module is configured to generate the digital signature, the module comprising:

an input unit configured to removeably couple to the authentication module;

a sound component coupled to the input unit, configured to receive the digital
signature, convert the digital signature into sound tones, and to emit sound tones
associated with the digital signature; and

an actuator coupled to the conversion unit and the sound component, the actuator

configured to cause the sound component to emit the sound tones.



configured to cause the sound conponent to emt the

sound tones. WD 2004/ 114097 PCT/ US2004/ 019960 22 44.
w@\nooaidoent i cati on nodul e for renoveably coupl PEyUS®OE019960

user repl aceabl e nodul e havi a conversion unit,

wherein the conversion unit i'S configured to receive a

dirgi t Al auflAREkih SRRk foPrdbveat1fy 63 3

with theaug‘lleg?t a]I S?gngat ur{e, th% 9a%§%t?cg?§gﬁgn%ﬁﬁémdule

bavipg h somgrsien wiit végeeimthdiconversioh g issebnfiguned konteagive a digital

cryptoqgraphic.key;. and a prqocessor. caupl.ed to the

e L A e R R

shi@eRicdtiéh Hdtine cbﬁgriﬁhg:pt ographi c key. 45. A nethod

for perform ng authentrcation using renoveably coupl ed

ext er Agtoraggumdsiwn cenligused feoniineicaeypiggrapbictksyyander at e

a digi [ h . C I SiNng: . .

cont 1 BartcsSoBRseELip chi o B Heiuah SERIBY pspeeiee disia

sighiverd st the oryprgidpdic legd | npl ementing the i nput
unit in a user replaceable nodule configured to
receive the digital signature and to emt sound tones

35S 0CiAdhefloddrpet Btk AnhBhtichligR ALt femoveably coupled external
authentication module configured to generate a digital signature, the method
comprising:
configuring an input unit to receive and couple the authentication module; and
implementing the input unit in a user replaceable module configured to receive

the digital signature and to emit sound tones associated with the digital signature.



