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JFOR AUTHENTI CATION 5 Background of the Invention 1. Field of the

I nvention THe2PHe$ENT |nvent|on mmmmmm‘mmwmmrally to di gi tAIT/SEndosohi2nar e
piracy. More 10 particularly, t nvention relates to a system
and a nethod for authentication to pse¢ent piracy in a digital system 2.
Description of the Related Art The piracy and illegal copying of software
and other digital media has becone extrenely pervasive and currently
results in billions of ddY$ERSAND MEFHORERR MG THENTIGATION 15 and sof t war e
owners worl dwi de. This problemis conpounded by the advent of faster and
nore technol ogi cally advanced conputers, the devel opnent of i nexpensive
mass storage nedia (i.e. CDs, DVDs), as well as copying devices such as CD
witers,swhich aid in various aspects of digital piracy. Each

t echnol ogi cal breakt hrough seemingly results in a new and better way to 20
illegally copy intellectual property bel onging to another. Exanpl es of
digital piracy include: the ganredufi oPiRPThGLAypSOftware to sell to
others, the installing of a srng%%——prcprrerary-suigmare package on sever al
different systens, placing a copy of proprietary software on the Internet,
or even dowhl bixtl offhedpyemitight ed | mrages fromthe Internet. Wile digital
piracy is fairly common anong nany end users who have lawfully 25

purchased the * i.cally occurs .at a.reseller
| evel . For |ns?g%08 Sgﬁf%%@ﬁ %ﬁy %5. %gﬁgmﬁ¥§?$Wﬂﬁﬂﬂnﬁ%lﬁﬁﬁFe
copi es af apathilwdy ﬁnep;liregﬁamvelﬁlondblgte&% a&ylsdér@ ahd b @nc¥iodafosl bﬂhénﬂcaﬁ/dnqgo file

to different custoners. These counterfeit versions
prevent piracy in a digital system.

2. Description of the Related Art

The piracy and illegal copying of sofiware and other digital media has become

extremely pervasive and currently results in billions of dollars in lost revenue for media

15  and software owners worldwide. This problem is compoﬁndéd by the advent of faster
and more technologically advanced computers, the development of inexpensive mass
storage media (i.e. CDs, DVDs), as well as copying dévices- such as CD writers, which

aid in various aspects of digital piracy.

Each technological breakthrough seemingly results in a new and better way to

20  illegally copy intellectual property belonging to another. Examples of digital piracy

include: the copying of proprietary software to sell to others, the installing of a single

proprietary software package on several different systems, placing a copy of proprietary
software on the Internet, or even downloading copyrighted images from the Intemet.

While digital piracy is fairly common among many end users who have lawfully

25  purchased the software, large-scale piracy typically occurs at a reseller level. For
instaﬁce, a reseller may duplicate and distribute multiple copies of a software program, a
digital audio file or a digital video file to different customers. These counterfeit versions

are sometimes passed on to unsuspecting customers. Hardware distributors have been

known to preload different systems using a single software package. ‘In such instances,
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are sonetinmes passed on to unsuspecting custoners. Hardware distrijut@ansysr

have been known to preload different systens using' a single software
‘package. |weuokoissgt ances, 1 *@0002* 2 9 JAN 2007 WO 200slG20050d57

PCT/ SG2002/ 000227 custoners are either not provided with original manuals,
di skettes. and/ or conpact disc CDs) or are.sinpl. | ed W|th |rate
copi es of CAEOIBEFEe Nﬁﬁéﬂ@ﬁﬁ%‘éﬁ%ﬂ&? %”@g%&’al% Hjlégf‘F ‘??p%‘rqforﬁP@B’I‘cé

di gi tal r(ﬁﬁg) J}gt/fresiuléﬁ g o (}Haga oBfes EhgeBLhods is the use of

trialware ore sot re 5 product. Trialware may be
I npl emented by either prograrrm ng an expiration date or a usage counter
into a softwar eNpmmgmarmethshoa;osnbhbthe rhinpdntt pretem s aligtal pirewf hayg been

product to a particul duration a nu of .tri 1ines, Jvely,
after whi cI"ile‘lleF’z1 PBtogctPEdn Qi 153%‘? ofF & ar%walie o reatnBt UgagE O he%{%er s are
then fO%Ceﬁlr&dﬂacte'Trlih%mla%@h@&ﬁapléxﬂ@né@rw eivtRF @tdgﬂa:ﬂbntg% dxpRatitetdags ot qui t

using it altogether dware keys are another type_ of anti-pi racy

devi ce t hatusigs aoumiaD ity msDé?GVBCQ)PIOﬂFf’éWerﬁuchlal @é}&fped@é‘ts‘o\‘ e 5¢ tofietr 0 IYAET dwar e
keys are devices, that are PRE Mﬁ% Once
t he softwalpéqC gx&ﬂ&muéar al{%% et e(:e?ghrr%g?%}egs%r%%nggy’aaﬂ% ar dwaree key

inasiml @[‘otmphémodemeﬁ(ﬁ ldmge:diehamcheﬂ duisereard thendesed Butthegsirehagr i nt er,

monitor or a npuse Progr a sof t uch that it only operates
when an 15%%165?50&0@@%’6%@%@1 u§m°fW§ "prevents illegal use of the

software. As the nunber of hardware keys distributed to end users

correspgnd to t pRrdnidREYsQe Sﬁ@heﬂ 6 65 @ifti-pipacy ceaie dhat tifteorambhiyarsed wi | | not
wor k when installed on anot her stemw thout the requisit har%vvare key.

Anot her  commyanicHedal p$er<a‘c89ffWé’@h agdreare keysre dejtiges dhat e ripgged inie sgedted ¢ aj n
20 registrat] %gf E%Xma)nﬁi} I $hod YRPLd kD Ys EREuRES it WRhEdSQIPABLrReARI & & he

sof tware cdn
hardware key in a similar manner to detecting other hardware devices (such as a printer,

monitor or a mouse). Programming the software such that it only operates when .an
15  appropriate hardware key is attached prevents illegal use of the software. As the number .
of hardware keys distributed to end users correspond to the number of seat licenses

purchased, the software will not work when installed on another system without the

requisite hardware key.

Another common anti-piracy technique is to réquire the .entry of a certain

20 reglshratlon key that is supplied by the software company before the software can be
installed. Tradl’uonally, the registration keys are given only with the onomal software
package, although some are issued electronically. Unfortunately, ,th_ere is nothing to
prevent the holder of the registraﬁbn key from installing the software on multiple
systems. In addition, many of the electronic registration keys are based .on the user’s

25  personal information (i.e. such as the user’s name), therefore, some hackers have

developed programs to calculate registration keys for random names.

Unfortunately, as with the use of the registration key, all of the above anti-piracy
systems (and many others) are easily circumvented by hackers. A common method of
combating these anti-piracy techniques is to disassemble the coding of the Application

30 Programming Interface (API) to assembly language and, thereafter, decompile the
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installed. Traditionally, the registration keys are given only wptsh jakiegg
original software package, although sonme are issued electronically.
‘Unf or t unat &¥@ 2o04toh&ne is nothing to prevent the hol der ofpdimsoegiosirat i
on key frominstalling the software on nmultiple systens. In addition, nmany

of the electronic registration keys are based. an the user's 25.persgnal

i nfor mat i on®FFIRY lgtéﬁgeagﬁl R SHEE _‘s’a}ﬁ%ﬁﬁf?‘ SWB} BFQFQ}E%‘{?RPE*IP;SQ%OR% ave
devel oped pg@glhaBow,ahs Bh&kY dheasiBAeSihRithOprok@MSod RF cdrRRIMANRIE Frithin
Unfortunately, as with the use of the registration key, all of the above

ant i - pi r acythe syograsmriisela pebhribatyt boptseessl] e eneasiqynanlicnetive atgedthsy. hackers.
A common net hod of conbating these anti-piracy techniques is to

di sassenbl e t he ' pd i: catd r ] 5 ce.LAPl) to
assendly | anguads Snnt HledbAEe PaPt hEBhEA7 e 0" TRl S Sl B ot
200-/1) s55hat RolotHEHODY fOfiagdimard entiypadsah byl agapitet inchero ghdoiendigital

| anguage. Wth the know edge. gained fromthe rogramflow, .the hacker can
easily re- Wi ¢ {ds 5F8&G§H%&r toshqve gy fi-RURSy FfF’i%o t oAt PR Wtegaﬁ%daﬁﬁltﬁgr am
itself,. suchilhaindsdsthupagssssall the anti-piracy authentication
algorithns. In view of the foregoing, it is extrenely desirable to have an
anti-piracy system 5 that cannot be easily re-progranmed or bypassed by
conput er hackers and other digital pirates. It is also desirable to have
an anti-piracy systemthat can be integrated with existing mass storage
devices. 3 1 2 9 JAN 2007 Summary of the Invention The present invention
fills these needs by providing a systemand a nethod for 5 authentication.
It should be appreciated that the present invention can be inplenented



i n nunerous ways, including as a process, an apparatus, a system ?gdﬁ\f\j Sy
or a nethod. Several inventive enbodinments of the present invention are
descri bed bel ow. An aspect of the present invention is defined in claiml
of the appended clains. 10 The authentication sequence is preferably
encrypted or hash-coded. The data fromthe web server to be stored on the
second storage unit may al so beS r}%gicop %. llTh .Ornead-only menory unit
preferably includes a shutdown down the host and the
aut henti cati on system when a series of incorrect passwords is 15 received
by the mcrocontroller. The fi rfili%%torage unit, the mcrocontroller, the
read only nenorb'hﬁrﬂr?SFntaWHe‘itWé' RYF sedy Ay erayading arsystemendr apethod for
i mpl enent ed, BnfafibA9eshoGll B @ﬁ@ﬂéd fraP fhe rbsehindbRrfodA e 1 it have
h ead-only dte

the first storage unit and the nory unit 1 ncorpor Into the

m cr ocont r o henero® wiaps, angudihgps @ drozatsoei agparated, atsysteqr @ devite ona artiodn, t he
aut henti catiion al gorithm, i.s inpl nted on ei.ther fir e or hardware.
The first gf%‘?rﬁ ngm’ivf ewoﬂﬁ@gﬁﬁgpre%ﬁﬂv&“% ?Iﬁidﬁsctrﬁ\é\@ i’%lﬁa’-'onl y menory
unit and the authentication sequence is preferably hard coded into the

authentication algorithm Alternatively, the first storage unit may be
| ocat ed wit hi n #Heaspeted dhespissengenvgatior ks, defisedrinselaiond of $iseappendedt di@ms.

i nvention i 100 i i n rd as_,defined in aim
18, 11 10g IhedubEhRaoh Reab R ER PhBubas BB e The B rihm
nunber of iwebserverto hEaserad b shegeeoricegteiayethit Bay alsbhemattheodsgb server and

that is to be stored in the storage unit may al so be hash-coded. 30 4 2 9

JAN 2007 Other aspects and advantages of the invention will becone _
apparent fromt *i(ﬁefreéd-emgr}ﬁeﬂe}ﬁhﬁi?gré%&%&l&' RELOL a SRIBOWA SR HNGdnan W th
t he acconpanyi ng draw ngs,
down the host and the authentication system when a series of incorrect passwords is
15  received by the microcontroller. The first storage unit, the microcontroller, the read-
only memory unit, and the second storage unit are preferably implemented on a single
chip. In addition, it is also a preference to have the first storage unit and the read-only

memory unit incorporated into the microcontroller.

20 In a preferred embodiment of the present invention, the authentication algorithm
is implemented on either firmware or hardware. The first storage unit is preferably
located within the read-only memory unit and the authentication sequence is preferably
hard coded into the authentication algorithm. Alternatively, the first storage unit may

be located within the second storage device.

25
A second aspect of the invention is a method for authenticating a password as
defined in claim 18. It is also preferable to shut down the entire system if a certain
number of incorrect passwords are received. Data from the web server and that is to be
stored in the storage unit may also be hash-coded.
30



5 illustrating by way of exanple the principles of the invention. gmﬁﬂg &%N
2007 WD 2004/ 015515 PCT/ S&002/ 000227 Brief Description of the o 2
The present invention will be readily understood by the follow ng detailed
description in conjunction with the acconpanying drawings. To facilitate
this description, like reference nunerals designate |ike structural
elements. 5 Figure 1 illustrates a schematic of an authentication systemto
verify a password froma host in accordance with one enbodi ment of the
present inventi @ithefFhsputs add iadl aRAgeRIITIh inRERETT 1] HeOEm&ApFatbdiefdh GRE | on
systemto verify a password froma host in accordance mntﬁ a further

enmbodi nent following dstatlsé shesdripfiont falsen irFPquunretionwithy therascermpanyseghdrastings, of an
aut hent L cat ' S r o froma host in accordance
with an(s)t héfr“ﬁ)sgr%%%%’ﬁ@ﬁﬁéfgﬁélgé& seﬁ?pvi?sn(\)c/%eﬂﬁ% POy RAtIGE gure 4 illustrates a
schematic of an authentication systemto verify a password froma host in
accordance with yet another enbodi nent of the.present invention. Figure 5
illustrates a nethod for authenticating a password froma host in
accordance wth one enbodi nent of the present invention. 15 Figure 6
illustrates a schematic of a conputer systemusing an anti-piracy file
manager in accordance with a further enbodi nent of the present invention.
Figure 7 illustrates a schematic of an authentication systemfor receiving
data froma web server in accordance with anot her enbodi nent of the
present invention. 20 6 2 9 JAN 2007 WD 2004/015515 PCT/ SG2002/ 000227



Detail ed Description of the Preferred Enbodi nents A system and a hethod20br
‘authentication in a digital systemare provided. In the follow ng
"descri pti om0 nuwerdus specific details are set forth in oP§8rSGHN2pNMR27de a
t hor ough under st andi ng of the present. invention. It will be understood,
however, to one 5 skilled in the art, that the present invention may be
practiced without some or @piePhethidpeiorspetlid Dragdhgs! s. |1 n ot her

i nstances, well known proc&SS operati ons have not been described in detail
in order not to unnecessarily obscure the present invention. Figure 1
illustrates an dtitehpreséntainventiosywiles 1Gadily waderstgod Yyatswrlgving fetgiiada

host 14 in accordance with one e I e t . kv o0, 4

Aut hent i cat FSHPIPE T SFBHREEY ﬁ?ﬁg eésn‘agc%?qggslpﬂét ﬁ%g‘ggsnum ?B._%E%mg@rﬂemasd- only
menory * ( ROMestrigioh, [1& r@Rebrae fuférals dadismdtd e dfctubietenmant rol ler 20 is.
coupled to host" 14, first storage unit 16, ROM unit 18 and a second

storage unit 22. Mcrocontroller 20.is.preferably coupled ta.host. 1
t hr ough B Uni veriEgyre E};e‘#]f‘%ﬁat@lfssci‘%ﬁ)c X ?‘Bﬁ‘?”gif‘f‘ WY&E‘P}JP V@H‘@'o%l??‘?éﬁ?@ of

the presentg| 119 QecoRMEAMth onSeriBotRenT P iR Rt indéntigAl t  Of
m crocontro JI’rg\réehg% Fﬁcrot her nor e,o b%th first storage unit 16 and second

storage wunit 22 may be one of a nunmber of mass storage devices, including
hard drives, fl dfigyre 2dillukzatesar schemetica®l & pyth@HCHOROTCRY i VEEY, 2 BHEWO™s t he
ThunbDri ve nuf act.ur ' : i td . gt orage units
may be uti Iggr&?hloﬁt%ﬁgg)ﬁ %lg?%’rgﬁgs?%?] %g%ﬁpgdl?%m#ﬂgﬁrggegfﬁg%m?}hss st orage
device. The mass storage device may al so be placed with 20 mcrocontroller
20 to form a si rigkeeSniljpstratsrasichematicagfanaithentigatiomosysieman vatifhepasseerdi on
sequence 24, which.i s used to.veri assworde 12, A tication
al gor i t Ain 2813 hgg lPléﬁﬁqgaﬁf%‘vﬁggg%%gn%ﬁ%etn%gféé eé%”ﬁ@ﬁ??@h sequence 24
is programmed onto ROM unit 18. In addition, ROMunit 18 preferably
conpri ses a shutmgiwe 4ailigstrtéshnsch8matRecdars nthdntisatical ystemt thverifnaiposstied dat a
25 are hard coded, the cgntent of Rg\/l unt%,t .18 c ﬁ_'not be .decgrrﬁ)i | ed or
altered. UpBem ahosidp aromsdanas Witk yet spother s it o fiediresstf IPWAHEY and execut es
aut hentication algorithm 26 :

Figure 5 illustrates a method for authenticating a password from a host in

accordance with one embodiment of the present invention.

15 Figure 6 illustrates a schematic of a computer system using an anti-piracy file

manager in accordance with a further embodiment of the present invention.

Figure 7 illustrates a schematic of an anthentication system for receiving data

from a web server in accordance with another embodiment of the present invention.

20



“to verify password 12 with authentication sequence 24. Access to s?go%mw
_storage unit 22 is perm.tted only if password 12 is verified. 7 2 \
'2007 WD 2001210328515 PCT/ SG2002/ 000227 Password 12 may bECESGesEdy7 a
user or a software program executed by host 14 after receiving. a guery
frommcro controller 20. Because. authentication algorithm?26 is hard
coded onto ROM t aut Degailed Pdsonipgionjef she Preferraddowbotdnegts he. software
program resi dent on host 14 does not breach the copy protection provided by
the present 5 invention. It wll. be_apparent. tqg.one skilled in th rt that
password 12 may %@'%G%F?Q/%P’@\tﬁogtf?ﬁ P IC%WBP%Etal‘é%’tgfsyite?eﬂﬁgﬂjgédegf I
comuni cat i GlioRet ASESR! niREBuOlsPEIiS QRthilh ta¥e sBf REHACRI okBOWN pedllide £0 an
aut hori zed user. I n addition, password 12 and authentication sequence 24
may form pahoroogh andepitondisngrafdhepresrahinveatioonlt Hilb be sadwsioed hageerus dne s

~fingerprints, iris. face .or voice as aut t] QD s. . 10,P rd 12
may ol o0 bexpieddp s g proreneafy RRal ) B oo MaEE e sy P
recogni zabl geqnk Yickiisaulh etk Getinass, akl@d kb p2cea dpérbgsef have matbdanown to
an end user, As descrjbed_above, authentication algorithm26 is preferably
i npl enent edleawibgd iygRipibn der MPTQARCCPRTBHP LI RVPISER IMYOPlAR that it i s
tanper resistant; that is, authentication algorithm?26 will be either

extremely diffi qif%’&re'tlpillﬁ;ﬁfé?éfss‘ﬁ RRFLAERTon st 10 vetid 8 phtsBrd 14 Froand
therefore extrenely difficult to bypass.. Shutdown algorithm 28 is '

pr ef er abl y liogbl 4 i pceondaace withemerqmhodimepdioddhe bresand inveptiee Aufhglicatipy

shutting down _the, enti.r t Lf ri of - Snof '
receive bf ¥ Cr ocbnrr%{urd Sfflz?&fgépai?nu%h? ﬁérhn? ?aég{nll%ﬁl%gl&?? g&nogﬁggr ar;‘:@rd arsnay
def i ne t he mideocbnidstienatbdficrotonttiar26eistcopplisd woltads 14 Ifirgwedtadeaingrie, ROM syst em

shuts down. 20 Shuytdown al gorithm. 28 yay al . progr d not cept
anyror e pad¥iichd . fesepend st ?333u&@ﬁe&ﬁ‘éﬂnﬁﬁgﬁzgl%regfaﬁg‘?&g{)feg%q ﬁ?ftg ut'down
al gorithm 38y ,ukf h@ﬁ\%@l S&1aPBud RS Eentroller. _ :

In other embodiments of the present invention, ROM unit 18 may be formed as
15 part of microcontroller 20. Furthermore, both first storage unit 16 and second storage
unit 22 may be one of a number of mass storage devices, including hard drives, floppy
disks, or removable flash memory devices, such as the ThumbDrive manufactured by
Trek 2000. In addition, the two storage umits may be utilized in _oﬁe physica.l structure to
‘form a single mas.s storage device. The mass storage device may also be placéd with

20 ‘microcontroller 20 to form a single chip.

First storage unit 16 stbrés an aﬁthcntication sequence 24, which is used to verify
password 12. An authentication algorithm 26 to authenticate password 12 with
authentication sequence 24 is programmed onto ROM unit 18. In addition, ROM unit 18
preferably comprises a shutdown algorithm 28. Because these algorithms and other data

25  are hard coded, the contents of ROM unit 18 cannot be decompiled or altered. Upon
receiving password 12, microcontroller 20 1oads and executes authentication algorithm 26
to verify password 12 with authentication sequence 24. Access to second storage unit 22

is permitted only if password 12 is verified.



- used by brute force application prograns to-identify password 12 wopl gdn 2007
~ becone an extrenely tedious process for hackers. The. al gorithm woul d
“therefore Q 8N4PEeht i al  hackers from even attenpting tPGTEEGHOPFHpI227
passvvord 12. 25 Second storage unit 22 is used to store prograns and/ or

files, which areps@fbid €dmaf B4 eflerbdl 8L R a@@ﬁvaﬂa%ré@aﬁ%ecﬁé%ﬂﬂo@ﬁld)f
such f| les include executable programs: (such as a software install er),

digital audafﬁerfrw@‘sn alqgﬁlvaﬂonwndeowmmélsr 2G. rBepauge fueentication Agariden 26 #nd
library fil-es. o | er. owsa essto Se¢ d stor.age n|t 22
Trom hust 1AEAGHAGE 0 RO oFTLdy. BuBioeh SEORRILR B0 PRSI G i o
~controller 2for z&l&sﬁieﬂﬁmb?&ﬁﬂ doc¥ ot Bﬁeéu @11-5511}5 picfelli BRI BB Z/prélebihough

illustrated in.this enbodi nent, as separate entl ties, It should be evident
to a per§oninykptiqredt Wil b%éppafept forene sHllde it A biplepasPRordfi2msey by LPTAEE uni t

16; ROM i f
‘ways. Folrmiai‘hénélgi Ofaghqm%{%?é) co Ier%uﬁg?@y tgorcgggaju%&? Ifglep nlrt018_

and second piotycafkndwt énlP 2o mﬂayuthmzﬁdluﬂnl dneddition,qnssvai Nglaad setiertioaitmct or

chip. In an altern tlve nbodi ment,. . m crocgntroller 20 and ROM unit, 18 may
be i npl enenfWHERS pf%fq%aaaﬂ. ot & iy Slspicaing RIPFRGY Tig & USSFife.

present inveptdronnd R8s ¢{car & VBRR 29a8Rkntickifod Akdnkty of design that may easily
be "altered dépending on a user's requirenents. For exanple, on one hand,

the use of 10 nultiple chips may allow different vendors to rranufacture

different parts Bissved Lumpeplse babragamyed axe thosofarcoupangpahest 1
f ab t
abri cating eth Hb?écgﬂ% : O%ﬂ{g&tt%%noﬂéoglél?\?%rand B dBSre e n%{a lé:govc?ﬁ f&%%n@éep) may

be | ess expenstve an etter or mance. tion ROM uni t
18 and m cras daﬂ;arxbbd ebovﬂpamlnaanbamataégbrkﬂm aﬁés pefieatdp implementad pn herdwamr e

difficult to ar at e ad ta stor.ed. 15 Fi e,2 .
illustrates® "f‘rﬁc-.('?ﬂcil s{8§rﬁ°§%§ o' %mP?rﬁeﬂﬁﬁ‘gsé\%fsdgééenftlFWa
: algonthm 26 will be either extremely difficult to reverse engineer or extract data from,

15 and therefore extremely difficult to bypass.

Shutdown algorithm 28 is preferably implemented as a deterrent -against brute
force attacks by shutting down the entire system if a series of incorrect passwofds is
received by microcontroller 20. An authentication system programmer may define the
maximum number of incorrect passwords allowed before the system shuts down.

20  Shutdown algorithm 28 may also be programmed to not accept anymore password entries -
fof a specified amount of time. By using shutdown algorithm 28, trial and _err_or'methodé
used by brute force application programs to identify password 12 would become an
extremely tedious process for hackers. The algorithm would therefore deter potential

hackers from even attempting to identify password 12.

25 Second storage unit 22 is used to store programs and/or files, which are required
for a program on host 12 to run. Examples of such files include executable programs
(such as a software installer), digital audio files, digital video files, image files, text files,

| and library files. Microcontroller 20 allows access to second storage unit 22 from host 14

only if the correct password 12 has been received by microcontroller20.



host 54 in-accordance with a further enbodi ment of the present .invemst o 2007 -
‘Authentication system50 conprises a first storage unit 56, a ROM unit 58
"and a mi cro®oWPtOISfEr 60. Mcrocontroller 60 is coupl ed POT/SRYYRNEE2T fi r st
~storage unit 56, ROM-unit 58 and an encoder 62. Encoder 62 is further

“coupl ed 'to asecombush N@geedM thiSdubbdifneht Stepage eatiits, 2A@hbAd St evidsntan
aut henti cati on sequence 66,. whi-ch i.s uséd.to verify password 52. An :

aut hent i cat foonP@asgorilisdn tegart 51359%1%6?%”@5?@%&?@\%}’%53512“? 5, R4 Htéd ont o

ROM unit - 58. it ; d otk " Upon
RO Sl PRt oS shably cigyuten epslihcongel 09 Lo
aut hent i cat info@hgelidr 20iEBstbraga/enit 16, R wr k. &2 seddnld seouddeamttiZé atdayde

sequence 66, 25 Access to,second,stgrage unit 64 is perm.tted. only if
passwor d® 52ienetsd g 2 SHig edo“ﬁﬁlcgpg‘b“?ﬁ%t ﬁﬁiPYO S‘feﬁ“‘er (pH L PO bt he

entire systemidn2,%8hoead RONMLENY S RESDEAUPEenichted RGEILYSMHalY separate from
m crocontroller 60. An authentication’system progranmer determ nes the

maxi mum numnthe stocedge migor rect password attenpts allowed. Data to be read from
or witten onto second storage unit 64 is first. decrypted or 30 encrypted

respectively by .gncoder } e i . used

9 2 9 JAN 2007 %Pig_%fﬁ g‘%@ﬁ%%&%’%&%ﬁ%g%%f?gﬁ%g%g‘?@ﬁ?@%ﬁ Bea ng

| nt er nat i onglterddadidpeinting Yot 4 @serAl ganiréthents. (HobeAjmplBaba onkrieanypthe arse Stfandar d
(DES) encryption, Triple Data Encryption Standard. -.(3-DES). encryption,
and Pr ety wydglepehips day S&W d“%r%ﬁc"?%wr}ﬁ Fﬁ’éuféﬁﬁrrgeﬂggr%f %%o%dﬁ‘@t or age
unit 64, a hagdBEatith!dstBal G tRNRerIAnIBKBH SRS hOhretdd ifRAKGNSSo e | T he
manages to read 5 the contents bypassing microcontroller 60 (for exanple,
by using - achipsofes)a siagleeship)prey herlgsssexneasive @edh pauitidee heties sreslgrmanceledbder

t illustrated). L t 0. i '
it oo - PRI iRy i B G Bic B ler 50 e BORLEH B b SEBTE R 8500
pr Qt ect ed bpofeattiicult to separate the ROM to read the data stored. o

15 .Figure 2 illustrates an authentication system 50 to verify a password 52 from a |
| host 54 in acc_drdance with a further embodiment of the present invention. Authentication
systern 50 cdmprises' a first stbrage unit'56, 2 ROM unit 58 and 2 microcontroller 60.
.M.icrocontroller 60 is coupled to host 54, first sforaige unit 56, ROM unit 58 and an
encoder 62 Encoder 62 is further coupled to a second storage unit 64. First storage unit
20 56 stores an authentication sequence 66, which is used to verify passWord 52. An
| authentication algorithm 68 to authenticate password 52 is programmed onto ROM unit |

58. ROM unit 58 preferably includes a shutdown algorithm 70.

Upon receiving password 52, microcontroller ~ 60- ldads and executes
authentication algorithm 68 to verify password 52 with authentication sequence 66.

25  Access to second storage unit 64 is permitted only if password 52 is verified. Shutdown
algorithm 70 preferably shuts down the entire system if a series of wrong passwords is

~ received by microcontroller 60.. An authentication system programmer determines the

maximum number of incorrect password attempts allowed.

Data to be read from or written onto second storage unit 64 is first décrypted or -

30 éncrypted respectively by encoder 62. Many different enczypﬁon schemes may be used



~coding. In addition, authentication sequence 66 is preferably encryptad @67
hashed as well 10 to. prevent hackers fromunraveling authentication
‘sequence 680 IWHEI¥EY be acconplished without  requiring afd&fiAPBHAT2
encoder if first storage unit 56 is |located wthin second storage unit 64.
Figure 3 il bustncatles6? swiheling iloteofatiomel abttie Br¢gptidnodlsyghem@doi Paerify

d. 102 f host_104 i >cor Wit th rhodi f
The’ o eeont ERggpiion e GEShentvaset o RS cPEh: SofMaiirers SRas I ¢
106 and a neraaRat mlﬁr@tgy &0& PM&E@F@ B} dRFyphi8 tHeS ob1RHRI B echfd fieste 104,
e

ROM unit 106 and an encoder 110. ncoder 110 is further coupled to a
st orage uni tnil§4.a agkerotilant by tormadegonsetoh fieroatepts evenuif e mapeses & wadswor d

vori Ty pASclgrioans PePRrE Bsins Rt BTt EE] b bR EA R, 110! O

ROM uni t  106a59#6fdE32abk pe&Oiiiehi&Sed a dbttddn@nt dugetdd) by bt Bisedts ddaspirthded in .

previ ous enbodi nents, upon receiving password 102, mcrocontroller 108
| oads and es@teRteel EeARREHRIN- al gorithm 114 to verify password 102
wi th authentication sequence 116. Access to storage unit 112 is permtted

only if passwor ﬁn&%ﬁ&e%y Y& ddid 86red S HEcAQNVBoRIE Akt b ML IR PrteREEbEraR! ¥
used to shut down the 25 entire systemif a Series of incorrect passwords
i s recei vededimgri Inraddisions aithegticatios seq@ypnerbdis oerdtrably guerbeiad ot hasherhassedlence

116 directly int t hent i i on.alaori - ' i.bly i nqpul 1.pl

pl aces, elﬁmd%/qf ipé%‘?eflg;hag?ﬂauﬁ‘%énﬁ?%‘gﬁlfﬂgnh‘gtgéﬂﬁlé:%\%oé 'S%%ﬁ%?ecééhes'rﬁgugg?a% ially
more di ffi cudcbmplihedrwhgiiout Gequitiggs alditiondl exvdéerad fine Btorapt idn5Gagoenae, not
only is reconpilation necessary (if using a conpiled | anguage), but al so
suf fici ent y%ﬁ%?@t%éﬁwtﬁ- the i nplenentation is required to ensure
that the change will not cause 10 2 9 JAN 2007 WD 2004/1)15515

PCT/ SG2002/ 00022FjguRy oG8 ated] 4 WERmaHUCIT 1 ABRSMICBHSRKRRerh 1001 fof Varfita fOr a
hacker to r g;sg&'grgdr '?Or‘r’_l] from a host 104 in accordance with another embodiment of the présent
15 | invention. Authentication system 100 compn'ées a ROM unit 106 and a microcontroller
| 108. Microcontroller 108 is coupled to host 104, ROM unit 106 and an encoder 110.
"Encoder 110 is further coupled to a storage unit 112. An authentication algorithm 1_14' to
-authenticate :password 102 is programmed onto ROM unit 106. " An authentication
sequence 116 to verify password 102 is .ha.rd code into.authentication algorithm 114.

20 ROM unit 106 preferably comprises a shutdown algorithm 118.

As 'describ.erd in previous embodiments; upon receiving pa.s.sword 102,
microcontroller 108 loads and executes authentication élgorithm 114 to verify password
102 with authenticétibn sequence 116. Access to storage unit 112 is permitted only if
password 102 is verified. Shutdown algorithm 118 is preferably used to shut down the

25  entire system if a series of incorrect pésswords is received by microcontroller 108.

By hard coding authentication sequence 116 directly into authentication algorithm
114, possibly in multiple places, modification of authent_ication_sequence 116 becomes
substantially more difficult. In order to change a hard code authentication sequence, not
only is recompilation necessary (if using a corhpiled laliguage), but also sufﬁcient

30 understanding of the implementation is required to ensure that the change will not cause

10



authentication system 100. Figure 4 illustrates an authentication syStésn 2007
150 to verify a password 152 froma host 154 in accordance w th anot her
‘embodi ment Wef 200kve13tesent i nvention. 5 Authentication sy$cermc2uBOm27
conprises a read-only nmenory (ROM unit 156 and a m-crocontroller 158.. -

M crocont r ok®#ard SRilu®. CEMPH 60 fAsiBeShaledit REBbunil: 158,@Bd tanepeRfRder

160. Encoder 160 is further coupled to a storage unit 162. Data to be read
from or w authepficshensysteordfe unit 162 is first decrypted or encrypted
respectively by encoder 160. Alternatively, hash-coding may be enployed to
protect the data : j t > - 1Qs unj rage._unit i s nmade
b of o types Eraa dsfets B At o P PAAIEpN b 18T R 20
private stohage 184edn 16GordAreautifiendrotizdri embséiaisanced kB8, pmwbét hidventieged to-
ver ify password 152, is stored in private storage area 166. An - -
aut hent i éat SHeRIERYOPT HREDL 7YY 6T BT e At IcedkPEY JASEWST (RDOBD W&t Jpdgrdfed
ont o ROM uniy; NN I : L@ t ' I 172.
PUDI | ¢ 5t or Bea A oEEl 4] ettt lc? 130 1 SRb RIS 1y el RPN BP0 b
under - decl aenqogert Hg). ninsodey 160 iscfudheidoapleé tom stotage agie 162 DatkG2 be réhd Kenif or

exanple a storage unjt wth jC dresses ranging from Q00 to 1000, if
only physic8l Wélgta? QBOUY "ﬁgilgjoﬁa%sgg?féﬂﬁﬁf%rdwtc&g’é ﬁﬁ%@ﬁi’&%gw Em (0S)
such as W nemwauteaiatingpthadtbdodidid@iafPBentdloyeatio Reotéans dgh stha pr fssnce of
physi cal addresses 20 501 to 1000. Under such circunstances, data stored

within physrehlé%ddr esses 000 to 500 will be accessible to any user. This
area i s known as a public storage area. Conversely, the undecl ared

physi cal _address%r@@%nit%i@soﬂlaﬁé)ﬁﬁbftﬁéity)f:%&-%f%&t%f%%e%@agz §gﬁ!ﬁﬁ: hese
158 ‘and ¢

addresses are only be available to mcrocontroller ( n only be
accessed byaigh 164anhapryaesigege ase 166f tAmarwhantiojioaseq@Bcth@i whihns sedur e

operating c Ll r i.nstruct hos 54 to.read. data.from or
ot o data B RRSoRTEs I8 Shrd phlR, Wee 408 60 hu s BpleE R ipE fledicy
access pri Vil o aithentigse ans®orBbi2 is o gammedrontROBOubalse. RE@YNam 1I79st

first enter password 152, . ) : :
L 15 also contains a ghutdown algorithm 172. Public storage area 164 and private storage area

166 may'be created by under-declaring the memory size available on storage unit 162.

.T_ake for example a storage unit with physical addressés ranging from 000 to

1000, if only physical addresses 000 to 500 are dcbla.red to an operating system (OS) such

_ as Windows, on host 154, the OS will not be aware of the presence of p_hysicél addresses
20 501 to 1000. Under such ciré_umstance_s, data stored within physical addfesses 000 to 500
‘will be accessible to any user. This area is known as a public storage area. Conversely,

the undeclared physical addresses 501 to 1000 form a private storage area since these
addresses are only be available to microcontroller 158 and can only be accessed by an

authorized user or software program.

125 | Under non-secure operating -conditions, any -user may instruct host 154 to read
data from or write data onto public storage area 164. However, if a user wishes to-access
private storage area 166, the user or the software program must first enter f)assword 152,
which is then sent to microcontroller 158 for authentication. Upon receiving password
152, microcontroller 158 executes authentication algorithni 170 to verify password 152

30  with authentication sequence 168. Access to private storage area 166 is permitted only if

11



which is then sent to microcontroller 158 for authentication. Upon
‘receiving password 152, mcrocontroller 158 executes authenticati 6 JAN 2007
“al gorithm wthabeoomeri fy password 152 30 with authenticati ecTseguenoe2168.
Access to private storage area 166 is permtted only if 11 2 9 JAN 2007

WO 2004/ 015515 PCT/ SG2002/ 1100227 password 152 .i erifjed.. Shutd
al gori t hm PFBWeHLLY HoViiificRe Ewtdom é{%@%t@m ﬁlzﬂiu%%é?\"{ééﬁ%?nvﬁégsﬁerug\é\?a
passwor ds ig:Jecei ved By ohel0s £oaEPbY Ricrdefmollirayge 5 illustrates a

met hod 200'§or aut'ﬁe-nt Pcatl ng a password from-a host in accordance with
one enbodi nent of the present invention. An authentication-sequence is 5
first provided Figuee blilbeskrazo2 mptdodREP dpapthensicefingda PAssyord fem shey dye
unit. Al so proyided,,in anpother bl | [ i {ithm
Whi ch 15 SEBRBEPR iR s AT LRen R PSR BRI ke
passwor ¢ i $i-@Rr&Aed ih R Bk 02%86 pedfetallyastorsdint mdirse sipragg uaim ATogrpadsinor d i s

then received'in a block 206 by a mcrocontroll eéjthat executes an,

aut hent i catn enotheraplgdy 294 ris 28 aptentisation 1gPatROIBLCH; 16 ' fe tha (YAt T at i on
lo sequencg d.n _a decisi f SsWHib el $n 87d Like Qi

deci si on br¥¢k rgﬁgﬁag ggns?mt g%{%l %19?1%/05%’5 lé%g?ﬂsuchtag I:tlhg seconé b‘sgltabr age
unit in thegofbaverdeser Theghsendrdds tenteeived in 2 tleclp2@aibyt 2 mitréaentzollsr ek  210.

The user is then able to read fromor wite_.onto the second storage unit,
which is SrepEsaB Juhedicgtegeoring f Vﬁﬁé’s%r?ﬁsf‘gorﬁofﬁggg? f%“ﬁ‘&“‘i“%g" eci si on
bl ock 2Q8, Lheniseh dvkitibn bcReogleni ed access to the second storage unit and,
met hod 200 will end in a block 212. Alternatively, if the password is

incorrect, the user may be given addit|onal 023 nces to enter the %i ht
password. Howevé&ithe @@W@mw%’é@f@@smwﬁ% gy\'i?'FcF?s t8a§§‘Wf‘t8§I¢8’f3“F E%rrect
Passwor dS. i, JEGR! SledhidEnik ORBRE N bfbodishE g illhel bbbt i £5108k

schemati c a conput system 250 using an anti-piracy file 20 manager
252 in accatoaflte weértié thenfable hheread Eornodtiwiita onisf the lsecopd stosage uniy which éh.
Anti- _ -preferably encrypfcd. If the password is not verified in decision block 208, the user will
15 be aenied access to the second storage unit and method 200 will end in a block 212.
Altemaﬁglely, if the password. 15 :incorrect, the user may be given additional chances to
enter the right passW.ord. However, sysfen; is preferably shut down if a series of incorrect

passwords is received by the microcontroller.

Figure 6 illustrates a schematic of a computer system 250 using an anti-piracy file
20 - ménager 252 in accordance with a further embodiment of the breserit invention. Anti-
piracy file manager 252 is coupled to an ahti-pirécy authentication engine 254 and a
storage unit 256. Anti-piracy manager 252 answers requests from a number of software
programé 258 that rtequest diffetent authentication schemes from anti-piracy
authentication engine 254. Access to storage unit 256 is guarded by an authenﬁqation
25  system 260. In this exemplary system, the flexibility of the 'pres'ent invention allows for
" authentication of many different types of sofiware programs at the same time through

anti-piracy file manager 252.

Figure 7 illustrates a schematic of an authentication system 300 for receiving data
from a web server 302 in accordance with another embodiment of the present inivention.

30 Authéntication system 300 is coupled to a host 304, which is connected to web server



piracy file manager 252 is coupled to an anti-piracy.authenticatidf &0
254 and a 'storage unit 256. Anti-piracy manager 252 answers requests from
a nunber ofvGsuhi/wares progranms 258 that request different pausbentiocab? on

schenes from anti-piracy -authentication engine 254. Access to storage unit

256 is guarﬁ%?gg%%l%}?l&'stxrp ee'}{hﬁlg ?cthapu a2 5% 5d0eM 680 t*oﬂ I-ﬂ)'fs§3 S BRI Mo

system the T i1t ent 1nvention a aut ent| cation
of many di fafuﬂfeﬁmctatlbymg‘asemf3(E)prﬁe/ﬁarabﬂypwmgaaJTBB abnricher.s afvanipleyeoft hnsstbﬁgh
anti-piracy file manager 252. Figure 7 illustrates a schenatic of.

- aut hent i catiPghds 9519@?8@%)@0%#6% By RFIPREa Agtel prss R Ry ér I

accor dance ggop St;?/déﬂte g%leémgagime@fd 1%55%1ﬁrgst R32Bhe 'aﬁargra&b;]é% 30

Aut hent i cat’i"on Ois c toa 304 is connected to
web server 12 2 .9 JAN 2007 CVO 2004/ 015515 PC T/ SG2002/ 000227 302,
typi cal Iy -by usmmgememéatta&omwh@pveoﬁoa apessvibaneeeh A b0siGR4 iiesified04 s

| ed t h t t.em 300 :
Coupl .0 o USBLLSALIM 05 F AR BRI Sl BAABE SORIRRRET
assi stant (PBAhose Miiee)LSord APaltdredby Bie @é@t&@ﬁ&e@ﬂi@bb@dys(enﬂﬂﬁ’y@]@abé ed)

_nmobi |l e phone and a tablet., 5 To retrieve data_fromweb server 302, a
password r eeaigE Wcm@bmaem@méﬁworrd@&c a%‘yﬂ%ﬁﬂ%ﬂ%fqm%s@s% 300.

~.The pas Smrvgnlﬁ(?atfox R gxlz% L BleBika¥n s%b%‘?ﬁocﬁéenﬁé’ a é?]lt.lgé’é%gu st 8 1*39 st. If

the password T's entere e user, e aut hentication system may al so be
conf i gurced accesatcet seavdmwﬁeﬂppn secpbzsgmhc dequssi,chetasereer BDAgemfsracedss tcox  an
retina scan. .If the . verificati S ccesful aut henti cat.i system 300
sends a rede’é’sl?a*ﬁPgﬂéﬁﬂ%B@c“eé Paf o’JFh %H%B’c% S 1 gh (g[%/glps 58@ | {ﬁb

recei ving tdafiné GKHsRSbr NERASAY Pro@ER. I BétabseAtlee ShtHeftitionellghaga avi ng

t he secured data:. The data may be in the formof_ a nusic file_ or an online
book or a $uthepigetionsygeaniOopEchgdecadnd HuMABARrsed juser Bilydwt DRmblnto

aut hent | calinde? bf Thatld e vAf 6P Uime3h BRG] SRI!SES andiitkbec1Ot be

15  will be unable to access the data on web server 302.
In another embodiment of the present invention, the password is embedded in the
data to be retrieved from the Internet. Host 304 sends arequest for the data to web server
302. Upon receiving the request, web server 302 sends the paésword enﬁbedded in the
requested data to authentication system 300 for verification. If the verification is
20  successful, authentication system 300 allows host 304 to access the data, upon where it
-may be'displayed or executed. In a preferred embodiment, the data from web server 302
--is encrypted. Decryption of the data is carried out in authenﬁ_cation system 300 before

use in host 304 or storage in authentication system 300.

Other embodiments of the invention will be apparent to those skilled in the art

25 from con31derat10n of the spec1ﬁcatlon and practice of the mven'aon Furthermore,
certain terminology has been used for the purposes of descriptive clarity, and not to limit

- the present invention. The embodiments and preferred -featurgs described above should

be coﬁsiderec_l exemplary, with the invention being defined by the appended claims.



circunvent or change the verification scheme in authentication sysfem 300.
and, hence, 15 will be unable to access the data on web server 3029 VAN 2007
"anot her enbodi ment of the present invention, the password is enbedded in
the data to be retrieved fromthe Internet. Host 304 sends a-request for
the data to web server 302. Upon receiving the request, web server 302
sends the. password enbedded in the requested data to authentication

syst em 300. fOf erification. If the verification is 20 successful,

aut hent i ca%ﬂéstem 300 allows host 304 to access the data, upon where it
may be displayed or executed. In a preferred enbodi nent, the data from web
server 302 is encrypted. Decryption of the data is carried out in

aut henti cati on dyst erABoBhdnicaitan system forvehifisa p@eworst; thet systagebeing

aut henti cat i on sy, m her. enbaodi ts . of t inventi.on will be
appar ent t 8™ es%ef%}sg?qplﬁgg t(l) %?ﬁefora%?ng%n.&qﬂ‘orn cgﬁ?rgvc‘)’ﬂg’i a&‘grca{“PBﬁme t he

speci fieation andirpysierhgceniofo stdre ah Av@Bitication kefueh&r nore, certain
term nol ogy has been used for the purposes of descriptive clarity, and not
to limt the pRds¥henlymemry SRt torperearsthertirtionaheprithias erred features

descri bed above L < W I I.,on:bein
dofined by the. Anmerisandfer COOLE R Gt SPURLEE NgL taldtapnly HERb il N0
aut hent i catihdn vepsenrr,twhevan isiiyd nacpasstvalled js tb receswesthighpasevorg andekamged f or

coupling to .g hgst .for conmmuni cation therewith,. and co ising: 5 a first
stor age_unptidegeniion A EREkHR ARY Sdereh LA Brssatop fIgebENS ¥ HeHs Spdun
to stong apagwon®WithGald MthealisiontsBiliende;Bhgr ocontrol I er coupled to said
first storage unit, said read-only nmenory unit, and a web server, wherein

sai d m crocont r @lseeqndjstorage wistequpeedda seid prisogprteplien th sxrsclatacfrory shid web
aut hentication algorithm ng wher ei n id authenticatiqn algorithmis to
verify sai avy a“p?gghseﬁ%‘P d C?ﬁs ﬁo Ssagcli %Cgﬁf %é“n ?(‘:13? ilso%ensnztiﬁfllgo csgfdgand
microcontroller only if said password has been verified,
wherein the system is arranged to receive data from the web server, via the host,

15  in encrypted form and to decrypt that data before use thereof in the host.

2. The authentication system as recited in claim 1, wherein the password is

received by said microcontroller from said host.

20 3. The authentication system as recited in claim 2, wherein said read-only
memory unit further comprises a shutdown algorithm to shut down said host and said
authentication system after a number of incorrect passwords is received by said

microcontroller.

25 4. The authentication system as recited in claim 2, wherein said password is

received by said host from said web server.
5. The authentication system as recited in claim 2, wherein said

authentication algorithm is hard coded on one of a group consisting of a firmware and a

30 hardware in said microcontroller.

14



a second storage unit coupled to said microcontroller to store daz @ fANow07
said web server and wherein access to said second storage unit is
pernitted by smidissm crocontroller only if said password hagseean ekt fied,
wherein the systemis arranged to receive data fromthe web server, via the
host, 15 in encrypted. formand to decrypt that data before use thereof in.
t he host. 2. The authentication systemas recited in claim1l, mherein the
password is recgived m.crocont rol from said Qgst @

aut henti cation s3§/st eng%/ aPe(e:n tcatbon R g i ijmri?/(\]h%lr malm Sai T ER 2 nffecondrrermry
uni t furthemoggapﬁﬁ&ﬁ&famsﬂﬂéﬁ@NWbaé@wg|thn1to shut domn said host and said
-aut hentication systemafter a nunber of i ncorrect passwords is received by
said mcrocontroller. 25 4. The authentication systemas recited in claim
2, wherein said password is received by said host fromsaid web server. 5.

The aut hentication sysieRAs At %@té agllééi@dziin IR @ Rk said second

authentication algorithmis hard coded on one of a grolUp consisting of
firmnar e “anstomge 80it hees daghy meorysai d ni crocontroller. 14 2 9 JAN 2007 WO
21) 1) 4/ 015515 PCT/ SG 2002/ 001) 227 6. The authentication systemas recited
in claimb5, wherein said second storage unit is a renovabl e storage
device. 5 7. The authentication systemas recited in claim®6, wherein said

second storage mnlt'Dﬁﬁ&mﬂkﬁﬁ&mﬂmnﬁﬁymnSm;EhaKQUHheﬁhhﬁan0Wh§¥ﬁt@ﬂuas
recited in claim?2, wher aid mcrocontroller gnd said read-only menory

Uit are | MRIESRERIFTOAS, Sidhgreony BEROBotc e EMGented on & single

10  semiconductor chip.

9. The authentication system as recited in claim 8, wherein said first storage

unit and said read-only memory unit are incorporated into said microcontroller.

15 10.  The authentication system as recited in claim 1, further comprising an
encoder coupled between said microcontroller and said second storége unit, wherein said

encoder is to encrypt data that is to be written onto said second storage unit.

11.  The authentication system as recited in claim 10, further comprising a
20  decoder coupled between said microcontroller and said second storage unit, wherein said

decoder is to decrypt data that is to be read from said second storage unit.

12.  The authentication system as recited in claim 11, wherein data stored in

said second storage unit is hash-coded.

25

13. The authentication system as recited .in claim 12, wherein said

authentication sequence is encrypted.

15



9. The authentication systemas recited in claim8, wherein said first
storage wunit and said read-only nenory unit are incorporated i nt o2sarN 2007
"mcrocontroller. 15 10. The authentication systemas recited in claim1,
further conprising an encoder coupled between said mcrocontroller and
sai d second storage unit, wherein said encoder is to encrypt data that is
to be witten onto said second storage unit. 11. The authentication system

as recited in clagim10, further. conprising..a,.2Q .decpder coupl,ed between
Sai don cr ocont r o or 1R RN el STETE £ P! (e ForErat S decoder i s
to decrypt agidbmtidakiah séfuch&@ B@agieasdicfir om sai d second storage unit. 12. The
aut hentication systemas recited in claim1l, wherein data stored in said

second storage unit is hash-coded. 25 13. The authentication system as
recited in claiml2, LN Sai i j ). o (o} ed. 15
2779 San 2007 18 TSeRh kB Ro sy b 4C R ERY AeF FUERAR s SRR YRAS

wher ei ns5 saiudit alobtad wdthin @ind sadioahcmemsryhastendodedein 35d alithentddstioant i cati on
systemas recited in gkginll, wg?rein said. first storage 5 unit is |ocated
Wi thin sai 8°FUSBEE 1P sRdRD IR0 SHAAIS ST n sai d aut hentication sequence
is hard coded into said first storage unit. 16. The authentication system
as recited in claim15, wherein said second storage area further conprises
a public storagdb6ar edhandthanprativnsysten es saggedimedaint 15, Wherelheaidgedoardt i cat i on
systemas recite stoqgg&gunit is |located

§ d i 51fllaimlG mhqgein sai d fi%ﬁt .
wi thin sai GOREARTRUIPE, QEPTEFRA P ICSAPASS BER AT L PTYAlGY 42 18. A nethod
for autpenticating a password, conprising:

17. The authentication system as recited in claim 16, wherein said first

storage unit is located within said private storage area of said second storage area.

18. A method for authenticating a password, comprising:

15 coupling an authentication system to a host for communication therewith,;

the system receiving said password;

the system receiving data from a web server, via the host, in encrypted form,
wherein said data is stored in a storage unit of the system;

the system providing an authentication sequence;

20 the system executing an authentication algorithm to verify said password with
said authentication sequence, wherein said authentication algorithm is stored on a read-
only memory unit of the systefn;

the system permitting access to said data on said storage unit only if said
password is verified; and

25 the system decrypting the data before use in the host.

19.  The method for authenticating a password as recited in claim 18, wherein

said password is received from said web server.

30
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15 coupling an authentication systemto a host for comrunication therewth;
the systemreceiving said password; the systemreceiving data from28 wal 2007
server, via the host, in encrypted form wherein said data is stored in a
storage unit of the system the system providing an authentication
sequence; 20 the system executing an authentication algorithmto verify
said password with said authentication sequence, wherein said

aut henti cati on gorithmis ore n read- on menof. ni t. _of the
System the oystlm paniRetonsEielitefnt SPtraRLas RO i BBt oniy
if said pasapwasshordiseelidréd Beaugdrd 25 the system decrypting the data before
use in the host. 19. The nethod for authenticating a password as recited in
claim 18, wherein said password is received fromsaid web server. 30 16 2
9 JAN 2007 20. The method for authenticating a password as recited in
claim 19, wherein said password is entered by a user. 17

17



