DESCRI PTI ON DATA PROCESSI NG METHOD AND | TS APPARATUS 5 TECHNI CAL FI ELD The
present invention relates to a data processing nethod, ig l mmmmmmu Its
program a sem conductor circuit, and an authentication mmmmm ful
in the case of conducting a transaction {hrough a network usi.pgs@an |1 C 10
(integrated circuit) built into a card or a nobile term nal apparatus.
BACKGROUND ART At the present time, communication systens using |IC cards
etc. for transactions through the | AESGREPRBION ot her 15 networks are being
devel oped. I n such a conmunication systens, a server receives fromfor

exanple reader/witers of 1C cards or PCs (personal conputers) processing
requests using the IC cards and perforns user authentication, data

encryption and decryppaon, PRECESSING! RETHPHOARDS TG aAbPARAGUEPOVe expl ai ned
comuni cati on system however, it is envisioned that processing requests

for a large nunber of 1C cards wll be received sinmultaneously or in short
time periods. 25 In this case, the server has to be able to efficjiently

5 TECHNICAL FIELD

The present invention relates to a data processing
method, its apparatus, its program, a semiconductor circuit,
and an authentication apparatus useful in the case of
conducting a transaction through a network using an IC

10 {(integrated circuit) built into a card or a mobile terminal
apparatus.

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions through the Internet and other

15 networks are being developed.

In such a communication systems, a server receives
from for example reader/writers of IC cards or PCs (persoﬁal
computers) processing requests using the IC cards and
performs user authentication, data encryption and decryption,

20 and other processing.

In the above explained communication system, however,
it is envisioned that processing requests for a large number
of IC cards will be received simultaneously or in short time
periods.

25 In this case, the server has to be able to efficiently
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- 2 - handl e such processing requests. Further, a server sonetines executes
a plurality of application prograns for processing for procedures relating
to a plurality of settlenment businesses and perforns 5 processing using

sel ected application prograns in accordange- wWith the processing requests.
Such processing requests also have to be efficiently handled. Further, in
t he above ex&lal ed co ni cati on system . the application program executed

by the serve RFRFITF D FRIRIYR key i nformation for accessing

| C cards and operatlonal commands for operating the IC cards. Here, the
key information andusides. énhdexvanranne igesdexemkes oniplunality nefiager
of the server if expecting security of transactions using the IC cards. 15
Ther ef ore, i mrppldqgatsion pregramsgforgrddes sinyg cor prodedatdeantdelasing zed
the application progranms upon request fromthe above service providers.

Wth the managera @Gldfelitef \6f S8 OELEMdIE A\t iteSdSd Znd Jp&Ppbimat i on
progranms in this way, however, there 20 is the problemthat the | pad on

t he manager Ii‘ﬁ%&'a% aglngbgéi?éte& ?Hﬁaﬁﬁcgt@ﬁ% ﬁ&%@%ﬂg 4 SEEUEFaah 85

exanpl e, appllcatlon progr Ity o cre card conpani es or
ndi vi dual ”ﬁﬁ%‘*ﬂ%@gﬁgspaﬁéga%‘&ﬁ'péé%%%g%‘sg r ?%c?s”’ig%h%%%d‘#éﬁﬁe%aﬁgiso
computers et %a\;e to be efficiently handled.
Further, in the above explained communication system,
the application program executed by the server has to

10 describe codes using key information for accessing IC cards
and operational commands for operating the IC cards. Here,
the key information and operational commands can be kx.aown
only by the manager of the server if expecting security of
transactions using the IC cards.

15 Therefore, in the past, the manager of the server
produced and customized the application programs upon
request from the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there

20 is the problem that the load on the manager becomes great.

Further, in the above explained server, for example,
application programs of a plurality of credit card companies
or other businesses run. Such application programs are

produced by the individual businesses and downloaded to the

25 server using personal computers etc.



As expl ai ned above, however, when the above explained server runs
application prograns of a plurality of businesses, it is necessary to
ensure that the processing of each application programnot be nonitored or
tanpered with by 5 another application prpgram On the other hand, there is
a demand for providing diverse services while transferring data between
application prograns. Fuyrther 3%ndividual busi nesses downl oad their 10

appl i cati on program® P¥PLAINed: 3hPve, hewener g Whrsmthe akevsr exniainedn
need. Wen i ndividual businesses downl oad application prograns to the

server or delBfFvansung@rpkigatirppsggzams ¢of aiplerabity lnfleveinessess
necessary to prevent prograns 15 in the server frombeing illicitly
tanpered wtht As ;mdmdsarpctd snswxa | thalg the précassixqnpf ceathere i s
t he techni que of authentication processing using key information when

accessi ng t happllitiitid# it dgirans Uidt Ky mon €6rEd | O i:&npéﬁé&dwwhtﬁg _
menory of a term nal apparatus 20 (personal conputer), however, so.there is

Fur thor - £he T5E At Sl I 3 Sofver has a buil1-in CPU The
case, 0ata 11 ons. 008 SR TG Mo R = demah Aol RATYLSHRT
external nmenory, so that data can be viewed
diverse services while transferring data between application
programs.

Further, individual businesses download their

10 application programs to the server, then debug them in
accordance with need.

When individual businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs

15 in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus

20 (personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server
has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

25 In such a case, data flows over the bus provided between



by probing the bus. Wen the above expl ai ned server perforns e-comerci al
transactions, personal authentication, and other highly 5 confidenti al
processi ng, however, as expl ai ned above, there is a problemin security if
the data is probed. Further, the above explained server is sonetines
conprised of a single conputer. In this case, a single conputer runs a

plurality of 10 ograns relating to a plurality of services_provided by

di ff erent bué:ihr?eé'gésg{‘?me?‘ws%@%%P@E‘?‘W&naf’eﬁﬁ?bH"f%/ta E& PRe¥teYrddat a
such as with settlenents, there is the problemthat there is a possibility
of the highl ¥ @¥Fakiayg ithe &t owned by each business being illicitly 15
acquired or tanpered with by another business. Further, there have been the

fol |l owi ng probl ens Whiesn thesabgva expleinied sarvganpezifotnspateomnerthalabove
expl ained conputer. FIG 133 shows the basic configuration of a general

20 conput er Ghndadttivhs OpodfindD astiantidatidn, lavd s&tREL Kgnhiperforns

processing using the instructions and data of a programread froma nenory

603. The U R i st I f SS. . L 5 0 an
addr ess b%sP 604, - 5 Ifatsjlr hggégtsﬁzl%@%agggg?éaas% oen%J't e r%aér?ovr%y ggérér

wites 1inl tisa%C%r%b&% Oina sceoéltu:ﬂl_y Signt le Sc?aot?a' is probed.

Further, the above explained server is sometimes
comprised of a single computer.

In this case, a single computer runs a plurality of

10 programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibility of the highly
confidential data owned by each business being illicitly

15 acquired or tampered with by another business.

Further, there have been the following problems when
using a conventional general computer as the above explained
computer.

FIG. 133 shows the basic configuration of a general

20 computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603.

The CPU 602 outputs an address for access in the memory

25 603 to an address bus 604.



The nodule A, nodule B, and nodule C stored in the nenory 603 are
processing units of a program having specific 5 functions. A debugger 605
checks the operation of the CPU 602 at the tinme of devel opnment of a
program It uses a HALT signal to tenpormr4ly halt the operation of the
CPU 602, read internal information of the CPU 602, and informthat 10

information to the ram Her in FI.G 133, | S assunped t hat
the module A has 5%5%2\ & 'f Eﬁpgﬁgégeﬁfsofﬂ fHSmMF‘émBré’r&?%é’%Hbgg

Here, assunme that the routine of the basic function included in the rmdule
A is highly dehfitd@fgending tqich contrpk signal 802 he nmodule A is a basic
function, it is necessary to provide an environnent enabling the devel oper
of the module B ofhepawidmle o dodilep Bt angd epdube A shoxredkas ther
this, there is the nethod of distributing a library. This is expressed in
an i nt er nedi aietdriN§0308rdaivetss sidy aniit@hof 4 Prdace hadiwgcBpaaikasguage
(normally called an "assenbly | anguage”) , but analysis is relatively
easy. Thete gihcilddd) possibility that the processing routine of a program
desired to be kept confidential wll end up becom ng knovvn Further, as

anot her neans, the b rmdul 25 exa |.e S
stored in the nennry%g‘%gr? a anggm-c té‘r?d °R ld han ‘ir}’[s)? ;Egﬁf %%

library, the devel oper devel ops the sof t war e assum ng that the basic
modul e is pré&fe bea‘%m%%peevﬂepmeatqfoﬁ program. It Uses a HALT signal

to temporarily halt the operation of the CPU 602, read
internal information of the CPU 602, and inform that
10 information to the program developer.
Here, in FIG. 133, it is assumed that the module A
has a basic function used by the module B or the module C,
Here, assume that the routine of the basic function
included in the module A is highly confidential. In such
15 a case, since themodule A is a basic function, it is necessary
to provide an environment enabling the developer of the
module B or module C to develop its program. As one means
for this, there is the method of distributing a library.
This is expressed in an intermediate language between
20 a higher language and machine language (normally called an
"assembly language"), but analysis is relatively easy. There
is a high possibility that the processing routine of a program
desired to be kept confidential will end up becoming known.
Further, as another means, the basic module (in this

25 example, the module A) is stored in the memory 603 in advance



Even with this neans, however, there is the problem 5 that it is not that
hard for the devel opers of the nodules B and Cto read the nodule A stored
in the nenory 603. At this tinme, the read content is in a nmachi ne | anguage
of a level which the CPU 602 executes,-hgit-there are tools for converting
this machi ne | anguage to an assenbly | anguage. 10 The routine can be

anal yzed rel ati yel asily. Further, there.is the problemthat .the

devel opers oF“q'hﬁzﬁsﬁﬁlg{a‘B"éﬁﬂg@"&&ﬁ 3 dibsazy.| the develqper develsnspy
the CPU 602 in the mddle of execution of the nodule A at the devel opnent
stage of theitheyrarfitare Reauning cthat tthe asie modinbe cbis aprepent at
content-of the sane:and thereby learn the entire processing routine of the
program of tlae apethilfid ldeatimr., an application programrunning on the
above expl ai ned server handl es key data, charging data, |og data, 20 and

ot her high securit Evdd ait thid Maatf ViHswdiely] dere S tH1d pPasS1&REN A

demand for protecting it fromillicit tanpering or monitoring. A first
obj ect of st hgresant 4 RN et harhofes:ozhgedea?ga%argrg@eéﬁgnﬂoaaiagd,
sem conductor circuit, and program 25 able to efriCiently perform

Cecond object P4 e 1 ds TR BRFHE 4 Teoreduifetha Herar: Sidcchhy
met hod, sem conductor circuit, and program enabling a user to produce and
cust om ze an t¥f itdde orfhe read content is in a machine language of a
level which the CPU 602 executes, but there are tools for
converting this machine language to an assembly language.
10 The routine can be analyzed relatively easily.

Further, there is the problem that the developers of
the modules B and C can temporarily halt the execution by
the CPU 602 in the middle of execution of the module A at
the development stage of their programs so as to learn the

15 data handled or the content of the same and thereby learn
the entire processing routine of the program of the module
A,

Further, an application program running on the above

explained server handles key data, charging data, log data,

20 and other high security data set by the service provider,
so there has been a demand for protecting it from illicit
tampering or monitoring.

A first object of the present invention is to provide

a data processing method, semiconductor circuit, and program

25 able to efficiently perform processing in accordance with



5 program of the user to be executed by a server without allow ng the user
to learn highly confidential information. A third object of the present
invention is to provide a data processing nethod, sem conductor circuit,
and program able to prevent each individpal application programfrom 10
bei ng i nfluenced by another application programwhen the same sem conduct or

circuit runs a_plurality of plication prograns. A fourth object of the
present invel iGFIS% q‘ﬂ}%ﬁ’b\ﬁaﬁepr%%%ﬁ%f‘%rﬁ?z 3%®- net hod, semi conduct or
circuit, and program 15 allow ng transfer of data between application
prograns i n accor d@ngecapdrohjedt af theppresantninerbtioppis dst Poavigdeogr am
frombeing illicitly tanpered with, nonitored, etc. by the user of another
appl i cati on prdgtanpydeessig seEtthodcrendodndiiotori ¢ixii t Jandappbygikani ty

of application 20 prograns. Af if th object of the present inventionis to

provi de a dnAHYIGE S Wb BEd GshrodiEdd CAN UGk DEorki 26 Uk » apBLi B8R LRAL T ON
appar atus, and program enabling the content of access to a server, or other

sem condust Oprlddalail lof AHE wisbd o0 & bbbl G0 (2NEEr VAL i tBBRE L0 the

same. - 8 A’si} obj ect of the present 1nventi I's to provi
Cont | dont | al PS BILAR RS BoRE HR IR B S CARERSCPEARr PEPFRAKEGRry
confidential data between the 5 sem conductor circuit and a sem conduct or
storage circuit A third object of the present invention is to provide
a data processing method, semiconductor circuit, and program
able to prevent each individual application program from
10 being influenced by another application program when the
same semiconductor circuit runs a plurality of application
programs.
A fourth object of the present invention is to provide
a data processing method, semiconductor circuit, and program
15 allowing transfer of data between application programs in
accordance with need while preventing each application
program from being illicitly tampered with, monitored, etc.
by the user of another application program when the same
semiconductor circuit runs a plurality of application
20 programs.
A fifth object of the present invention is to provide
a data processing method, semiconductor circuit,
authentication apparatus, and program enabling the content

of access to a server or other semiconductor circuit to be

25 restricted in accordance with rights to the same.



t hrough an external bus. A seventh object of the present invention is to
provide a data processing apparatus enabling the confidentiality of

i nstructions and data to be nmintai ned between prograns 10 when executing
a plurality of programs. An eighth objectgof the present invention is to
provide a semconductor circuit enabling the confidentiality of a program
to be executed to be inproved. A ninth object of the present invention is
to provide 15 a d& &ifthceRiral ebphamrresent invemddomis tesPEP¥vidam
enabl-ing the security of an application programrunning on the server to
be i nproved wheempconddictgpraciecuiteandidata proc@seing methodt egabl tdg
circuit. DI SCLOSURE: OF THE | NVENTI ON 20 To achi eve the above expl ai ned

obj ects, the tha aonFidmpSidlli thetdP Hota tte Bé midintPtnéd cdvéhewhanent i on
is a data processing nethod perforned by a semi conductor circuit in

accor dance Wil g (01 dH1PTQSEERIIOLLOUER S EORRE SLRG he steps

of : generating JOb managenen ta 25 including JOb execution order data
showi ng ap order. executl plural it ob formn

processi ng i r?emélcct%lrd a°£r91tc°e FWrn & ro%dé33|srlegmlr°e°c1"%‘§ é?’é?%% ﬁgf3u§ﬁovm ng
the state of ro ress of executiaqon of the plurality of jobs for each of
the pluralit ’fﬁf‘?"&fu&{% sel ecting 5 one job managenent data

fromthe generat ed plurality of job nanagenent data based on a
predeterm ned rul e gevgnt:hn:gajact of the present invention is to provide

a data processing apparétus enabling the confidentiality
of instructions and data to be maintained between programs
10 when executing a plurality of programs.
An eighth object of the present invention is to provide
a semiconductor circuit enabling the confidentiality of a
program to be executed to be improved.
A ninth object of the present invention is to provide
15 a data processing apparatus, its method, and its program
enabling the security of an application program running on
the server to be improved when providing a service using
an IC or other integrated circuit.
DISCLOSURE OF THE INVENTION
20 To achieve the above explained objects, the data
processing method of the first aspect of the invention is
a data processing method performed by a semiconductor circuit
in accordance with a plurality of processing requests,
comprising the steps of: generating job management data

25 idincluding job execution order data showing an order of



a job to be executed next based on the status data and the processing
order data of the selected job nmanagenent data, executing the selected
job, and updating the status data 10 of the selected job nanagenent data in
accordance with the execution of that jof._In the data processing nethod
of the first aspect of the invention, first, the sem conductor circuit
generates job nmanagenent data including job execution order data 15

showi ng an orefecHiien R 13 dleFabity R Jehs ofoFBiRI FBFAFASiRFoéBSsSi ng i n
accordance with a processing request and status data showi ng the state of
progress of aaandancewithea maogedsing sequelss: and statnwidatizespbwiabi ty
of processing requests. 20 Next, the sem conductor circuit selects one job
managenent dathe fetatd o€ pepgrasadofl ekatutionfof dhe PAWGAIRY oFafjabBased
on a predeterm ned rule. Next, the sem conductor circuit selects the job to

be executed ¢ etm.eafOEhafmﬁ@w@yQ%%z@&sfs%g%e&ﬁa_amg séPelidfy data

of the selected job managenent data. - 1 Next, t'he sem conductor, cirfcuit

creutes i o i ABemR peblCe ROl ERU U AL 5 L1

o O o i, AR 1% S BLSCESo 0 FeL e of 1R 110
a job to be executed next based on the status data and the
processing order data of the selected job management data,
executing the selected job, and updating the status data

10 of the selected job management data in accordance with the
execution of that job.

In the data processing method of the first aspect of
the invention, first, the semiconductor circuit generates
job management data including job e#ecution order data

15 showing an order of execution of a plurality of jobs forming
processing in accordance with a processing request and status
data showing the state of progress of execution of the
plurality of jobs for each of the plurality of processing
requests.

20 Next, the semiconductor circuit selects one job
management data from the generated plurality of job
management data based on a predetermined rule.

Next, the semiconductor circuit selects the job to
be executed next based on the status data and the processing

25 order data of the selected job management data.



updating the status data of the selected job nanagenent data, then

sel ecting one job managenent data fromthe plurality 10 of data nodul es.
Further, the data processing nethod of the first aspect of the invention
preferably further conprises a step of - ge@l ecti ng one job managenent data
fromthe plurality of data nodules after updating the status data of the
sel ected job 15 nanagenent data. Further, the data processing nethod of
the first aspect BPFX et}‘ﬁv’éﬂﬂ"aﬂn‘ﬂ‘t‘%?%?é[')‘ﬁpq’tﬁ EecH @ thecistested of
del eting the job managenent data when all jobs formng the processing in
accordance wjolp .t he processing request finish 20 being executed. Further,
the data processing'nethod of the first aspect of the invention preferably
further conprises Nextgp thie sedtiziotidugtidic dimRAISivpHAtREBISHS dtDEaSN
integrated circuit having a storage unit storing data to be used for

processi ng 2Yaftdl o PhBCSEVEELEAT{&B wba&%ﬁ@am&oaé%&aanauwﬁ 11
or a communi cati on appar atus | nput ti ng and outputting data wth th

integrated cCighildridh u-féﬁ)r circuit of a second aspect of fhe
invention is a sem conhductor citcuit for processing data 5 in accordance

with a plurality of prpcess equest s risin anlnterfacefo
inputting the pl ur APEEPSE ng Pﬁ@cfﬁabggt'%at}%?g%f’gr &IP&J??P‘FSF

storing job nmanagenent data incl udi nglj ob execution order data show ng
of the invention preferably further comprises a step of

updating the status data of the selected job management data,
then selecting one job management data from the plurality
10 of data modules.

Further, the data processing method of the first asp'ect
of the invention preferably further comprises a step of
selecting one job management data from the plurality of data
modules after updating the status data of the selected job

15 management data.

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
deleting the job management data when all jobs forming the
processing in accordance with the processing request finish

20 being executed.

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
receiving the processing requests from an integrated circuit
having a storage unit storing data to be used for processing

25 for a procedure performed with the semiconductor circuit



an order of execution of a plurality of jobs formng 10 processing in
accordance with a processing request and status data show ng a state of
progress of execution of the plurality of jobs, and a control circuit for
generating the job nanagenent data for @ach of the input plurality of
processing requests and storing it in the storage circuit, selecting 15

j ob t data.f t h ted pl | i t f j.ob t
data, sel ect Fig aRRYRASATHS™ ABERSR By bRPuELIpg: sad eyEpLEERdCHaFAe
status data and_ the processing .order data of the selected job managenent

data, and upddtihFhe dntagrated firHtithe sel ected j ob managenent data in
20 accordance with the execution of that job. In the sem conductor circuit
of the second aspeét semicomduabomidigicuitthef |/ adcand iagpact opithel ity of
processing requests. Next, the control circuit generates job managenent

25 data i ncl usivethfien ebee Giltdemi comiic et acidewi gf o Proleessidg data
execution of a plurality of jobs form ng processing in accordance.with a

processi ng 1 q@eHcHHhnddtwistla RN 16y ¢ %ﬁ&ﬁiﬁggéﬁése_ﬁ

execution of the plurality of jobs 1in accordance with urality of

processing r S . 5 St L n forage cCi 11.,Next, the
control ci rc%%t%%ga se:%{% aonneﬁjug%zeén%érggégn%nlté&g%€%nq ?%'n? t%it:a&% %Jr'gYi ?%/ of job
managenent data. Next, the control circuit selects apd executes the job to

be execut ed RFACGBIINGT FLTURS LY n1d STRFATS RATHLLE for storing Jo

management data including job execution order data showing
an order of execution of a plurality of jobs forming

10 processing in accordance with a processing request and status
data showing a state of progress of execution of the plurality
of jobs, and a control circuit for generating the job
management data for each of the input plurality of processing
requests and storing it in the storage circuit, selecting

15 one job management data from the generated plurality of job
management data, selecting and executing the job to be
executed next based on the status data and the processing
order data of the selected job management data, and updating
the status data of the selected job management data in

20 accordance with the execution of that job.

In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of processing
requests.

Next, the control circuit generates job management

25 data including job execution order data showing an order




10 processing order data of the selected job managenent data and updates
the status data of the selected job managenent data in accordance with
execution of that job. A programof a third aspect of the invention is a
programto be executed by a sem conductonacircuit for 15 processing data in
accordance with a plurality of processing requests, conprising a routine
for generating job managenent data jncluding _job execution order data
showi ng an oPte®*e5u R h Ruzality 2% 1ioh3 [IRIRG BFegePFbREsiPng in
accordance with a processing request and status data showing 20 the state
of progress @fc@m&RQ%Hi&h 3 Rrqsiegsing yeqhiesthand fshatars dagh shewing
plurality of processing requests, a routine for selecting one job
managenent dat @tatemdfhemensssd aaf eptamatidry of tlod phorgrientoflajabsa
routine for selecting the job to be executed next based on the status data

and 25 the prHecasEordancdcwithl hefpliiea BELE e priotlasEanddeEBibstsldnadat a,
a routine for executing the selected job, and a routine “for updating the

status data qf. ted J J@]a&ﬁmg{ a in accordance with the
executiongof %t%ogajesog&%dgfaﬂ%)oces& g rrext-%"g%ébf a fourth aspect of the 5
I nvention is a dat?: roc g‘si nwt od.gerf,gr rreg bx a_ sem conductor circuit
running an appl i cat e&F pF8g ShPEsPL prEcBLs R§LPEES: PRY 28PMPPBTERERE
using an integrated circuit, wherein the sem conductor circuit can view
cor r espondend@tan fnam tthey Rigteal ity @f i ifp canagsesrierdatao bet ween

operation codes used for the application program
Next, the control circuit selects and executes the

job to be executed next based on the status data and the

10 processing order data of the selected job management data
and updates the status data of the selected job management
data in accordance with execution of that job.

A program of a third aspect of the invention is a

program to be executed by a semiconductor circuit for

15 processing data in accordance with a plurality of processing
requests, comprising a routine for generating job management
data including job execution order data showing an order
of execution of a plurality of jébs forming processing in
accordance with a processing request and status data showing

20 the state of progress of execution of the plurality of jobs
for each of the plurality of processing requests, a routine
for selecting one job management data from the generated
plurality of job management data, a routine for selecting
the job to be executed next based on the status data and

25 the processing order data of the selected job management



to operate the integrated circuit and the nanes of the operations, that
I's, the operation nanmes, having the sem conductor circuit receive as input
an operation describing program describing the operations of the 15
application programusing the operati on pgnes, and having the

sem conductor circuit obtain the operation codes corresponding to the
operation nanes described in the operation describing program by view ng
the correspofi@d&feediTiRE%ing £0F sxequiing fhe srdestesd h@grcﬂﬂ#éﬂ-‘%‘ﬁtébﬁes to
20 define the processing of the application program Further, the data
processi ng mfoxoupdetrdndi thet statuesfdaka hfidhecsedpcted jobonanagement
preferably further conprises having the correspondence instructing data
further showdata isoracespRixeTe ariltdt Wiss dabscwicsmte H e npsb and key 25

i nformati on used when the integrated circuit perforns - 14 operations

correspondi ng to tROYA tAP Pridedd it Tae thl A i Fodth SRIBLAVE Qe
circuit obtain the key information™ corresponding to the operation, nanes

described.in. ratj crj.bi rogr. Vi ew
corresponiendbvEntiRH 3 A SGEH UL R ARG et ithed oy & nion to
define the processing of the appl.icatiaon J)rogram . Further, the data
processi ng mECHSEF T SRk BRI (e aBRERI P RERIEHR vEPHIr t her

conprises having the sem conductor circuit generate job managenent data 10
i ncl udi ng j oPrecessiingh rladringnite shamagpdurerusingian ciktegratedf a
plurality of jobs form ng processing of the
circuit, wherein the semiconductor circuit can view
correspondence instructing data indicating correspondence
10 between operation codes used for the application program
to operate the integrated circuit and the names of the
operations, that is, the operation names, having the
semiconductor circuit receive as input an operation
describing program describing the operations of the
15 application program using the operation names, and having
the semiconductor circuit obtain the operation codes
corresponding to the operation names described in the
operation describing program by viewing the correspondence
instructing data and use the obtained operation codes to
20 define the processing of the application program.
Further, the data processing method according to the
fourth aspect of the invention preferably further comprises
having the correspondence instructing data further show the

correspondence between the operation names and key

25 information used when the integrated circuit performs



application programand status data showi ng the state of progress of
execution of the plurality of jobs, select the job to be executed next
based on the status data and the 15 processing order data of the job
managenent data, execute the selected-jqR, -and update the status data of
the selected job managenent data in accordance with the execution of that
job. A sem conductor circuit of g fifth aspect of the 20 inventjon is a
sem conduct oPPAFANHANS SPTFEARPRGIRG to fihase PRATRELGR NANRT anct haVindg
processing relating to a procedure using an integrated circuit, conprising
a storage citheuiseriglondugton aigreuwish ohkaice thetkextimformationndi cating
correspondence between operation codes used for 25 the application program
t o operat e tleonndsppratioty dio ctlid opedration mames ddédsd¢iibedeinmt thas, that
i's, operation nanes, an interface for inputting an operation describing

program des@pdiatd drh Aedaidiin) pRlogiat BRPYieatihgNtRE08s APeESbAdentBE
operation nanes, and a control circuit for obtaining 5 the operation codes

correspongdin . raf,l ri .l ngt [ [
Gescr i bing it ARgiaeS hipf e URSCICOELIAC Ky DPRb-REELEh B8
usi ng the obtaj.ned Q%Sration codes to define the processing of the

appl i cati on ﬁéﬁﬁQﬂnt REPGe i ¥ ihR WP A FREA D RTRFETPi ft h aspect of
the invention, the interface inputs the operation describing program
descri bi ng the opeFsrithexof the datd irradessinogatthod of the fourth

aspect of the invention preferably further comprises having
the semiconductor circuit generate job management data

10 including job execution order data showing an order of
execution of a plurality of jobs forming processing of the
application progrém and status data showing the state of
progress of execution of the plurality of jobs, select the
job to be executed next based on the status data and the

15 processing order data of the job management data, execute
the selected job, and update the status data of the selected
job management data in accordance with the execution of that
job.

A semiconductor circuit of a fifth aspect of the

20 invention is a semiconductor circuit for running an
application program for performing processing relating to
a procedure using an integrated circuit, comprising a storage
circuit for storing correspondence instructing data
indicating correspondence between operation codes used for

25 the application program to operate the integrated circuit




usi ng the operation nanmes. Next, the control circuit obtains the operation
codes 15 corresponding to the operation nanes described in the input
operation describing programby view ng the correspondence instructing
data. Next, the control circuit uses thejgbtai ned operation codes to
define the processing of the application program 20 A programof a sixth
aspect of the invention is_a programto be executed by a sem conduct or

circuit runnPRg names)nf dhe APeFaIGen f FhderkHr RRRFIF IR RAMRS 1 6Bt i g
to a procedure using an integrated circuit, conprising: a routine for

i nputti ng aniofgexrfiacen ftasdmitiing gy opaXa tiawe rddpeibingeregran of t he
application programusing - 16 nanmes of operations for the integrated
circuit, thadestribimy dhed ppeaaEtsion o Whd) applicd £V o Xer af POSTvdg C e

i nstructing data indicating correspondence between operation codes used by

the applicatitpe RN nRy Atddi) D ddifcddlt e Atk CES L Wb LAl AGe
operation nanes to obtain the operation codes corresponding to the

Coutine Tor T8 SER R S SRR A RO fed

the "obt ai ned operation co fi'ne processing of

t he application pr.ogram A dat g processin t hoq of a seventh aspect of
the Vhventi BRBCEIBHE LD st AT, SRR PO TP RS P Tb ket or
circuit executing an application program onprising the steps of: -
protecti ng e¥dewing, thieqgnnesprndence instructing data and using the

obtained operation codes to define the processing of the
application program.

10 In the semiconductor circuit of the fifth aspect of
the invention, the interface inputs the operation describing
program describing the operation of the épplication‘program
using the operation names.

Next, the control circuit obtains the operation codes

15 corresponding to the operation names described in the input
operation describing program by viewing the correspondence
instructing data.

Next, the control circuit uses the obtained operation
codes to define the processing of the application program.

20 A program of a sixth aspect of the invention is a
program to be executed by a semiconductor circuit running
an application program for performing processing relating
to a procedure using an integrated circuit, comprising: a
routine for inputting an operation describing program

25 describing an operation of the application program using




program nodul es formng the application programby a f irewall 15
allocated to the program nodul e in advance in a plurality of firewalls,
registering a programnodule linked with firewall identification
information for identifying the f irewal hgal-l ocated to the program nodul e,
and executing the program nodule conditional on the registration being 20
perfornmed. The data processing nethod of the seventh aspect of the

i nventi on pr%%l%ﬁpf%?ﬁlwaée@% Ntggrated | diFeRit datbatri®sfer or
data viewing anong a plurality of program nodules registered Iinked with
the sanme fir opedation damesd, cat¥orting ofomtviewing grorespondegndat a
transfer - 17 or data viewng anong a plurality of program nodul es

regi stered |iinstrudtiinglidd e eirididd €y | cotesdpindaniddbetwben mati on. The
data processing nethod of the seventh aspect of 5 the invention preferably

further conpigpetatidh sbass wied b?eaié Eﬁbﬁﬂ%a@iﬁh&%ﬁ@&iﬁ?%ﬁﬁ&f&@ﬁﬁg

i nked with downl oad key informafion t0 be used en” downl oadi ng t he

program Hodyhg 1AM NG QU AGAL dilie SR SONALAL LLALl Lo (b

sem conduct or - CI rcul en recelving a oWnt request
program nodul,e, using .the downl oad key i nfg mation registered linked with
t he program ﬁ’&ﬂll%’ﬁ IR £99es RREH nding &9 prhe LRPERVHPR RSt he

program nodul e when judging that downl oad is possible. A sem conduct or
circuit of aﬁleéqyithﬂ{aépebhe sfPertation describing program, and a routine

for using the obtained operation codes to define processing
of the application program.

10 A data processing method of a seventh aspect of the
invention is a data processing method performed by a
semiconductor circuit executing an application program,
comprising the steps of: protecting each of a plurality of
program modules forming the application program by a firewall

15 allocated to the program module in advance in a plurality
of firewalls, registering a program module linked.with
firewall identification information for identifying the
firewall allocated to the program module, and executing the
program module conditional on the registration being

20 performed.

The data processing method of the seventh aspect of
the invention preferably further comprises a step of allowing
data transfer or data viewing among a plurality of program
modules registered linked with the same firewall

25 identification information and prohibiting data transfer




15 invention is a sem conductor circuit for running an application
program protecting each of a plurality of program nodules formng the

application programby a f irewall allocated to each program nodule in
advance in a plurality of firewalls, reghstering a program nodul e |inked
with 20 firewall identification information for identifying the f irewall

allocated to the program nodul e, and executing the program nodul e

condi tional @F data atjiewing jameneinPlyalotnef progoym anedilesni nt h
aspect of the invention is a 25 programto be executed by a sem conduct or
circuit for xretfistemsrlitlivkexdh waipiH | tiof faent ofi ¥evaIDnpdéstfisatdohi ne
for protecting each of a plurality of program nodules formng the
application pnEyradadier firewall allocated to each programnodule in
advance in a plurality of firewalls, a 5 routine for registering a program

The Tirewall  al | oot baae ORSrngrihandnl s SN Al 44805L S0,
dat o pr ocbes F AATOLEA™ FRfer aRhe A Eren oM ines orpf o bopa ar:
processi ng nmethod performed by a sem conductor circuit for executing an
appl i cati on FeSIEHRTing mhREIGHAR Redyle sEur then deinkerd wi th cdlevnlead a
plurality of application progranms protected by f irewalls, registering 1-5
i n advance akegndinficamatororaltombel g ssdmatnerr alownl dsdivegnthe program
module from the outside of the semiconductor circuit to the
semiconductor circuit and, when receiving a download request
10 for the program module, using the download key information
registered linked with the program module to judge if
download is possible and downloading the program module when
judging that download is possible.
A semiconductor circuit of an eighth aspect of the
15 invention is a semiconductor circuit for running an
application program, protecting each of a plurality of
program modules forming the application program by a firewall
allocated to each program module in advance in a plurality
of firewalls, registering a program module linked with
20 firewall identification information for identifying the
firewall allocated to the program module, and executing the
program module conditional on the registration being
performed.

A program of a ninth aspect of the invention is a

25 program to be executed by a semiconductor circuit for



the application progranms perfornmed through the firewalls, judging if a
communi cation request satisfies the registered condition when an
application program generates a request for conmunication with another
application program and 20 executing comqguni cati on between the application
progranms in accordance wth the conmunication request when judging that

It satisfies the regi stered gandition. A sem conductor circuit of an |lth
aspect of t h@xqu'e‘ﬂ'tq AR APPI 1SRRI BFOSEAM; FONPEiftnghazEopkdBReRaENt | v
executes a plurality of application - 19 prograns protected by firewalls,
regi sters i nPrpkavting eaghliof on pluraliwi o) porgram oacdehedeforminghe
application prograns performed through the firewalls, judges if a

conmmuni cat i ortheeGupgslti cseit i i i pasogiem ey &t £1 rewvaDN0all6cabedhed @iach
application program generates a request for conmunication with another

application preghaR mshERXettifsvakdili £301 @FaDEEYESE FDBa@RPIECaLI ON
progranms in accordance wth the comruni cation request when judging that it

satisfiess the, ISqisFEE 'Hrg@a aﬂ%{%&%@ﬁgﬂ%ﬁ&& vﬁ.iifhcfﬂreggé%ge

ITth aspect 1ndependent execut rality o pl'rcation program
Bvance 8 coReTEhF YL AIAPIRARIh 29 | e Re eene | Hhe S6%agaficar i on
prograns performed through the firewalls. Further, that sem conduct or
circuit j udg@sl]iqcaé:ed to the program module, and a routine for executing
the program module conditional on the registration being
performed.

10 A data processing method of a 10th aspect of the
invention is a data processing method performed by a
semiconductor circuit for executing an application program,
comprising the steps of: independently executing a plurality
of application programs protected by firewalls, registering

15 in advance a condition for allowing communication between
the application programs performed through the firewalls,
judging if a communication request satisfies the registered
condition when an application program generates a request
for communication with another application program, and

20 executing communication between the application programs
in accordance with the communication request when judging
that it satisfies the registered condition.

A semiconductor circuit of an 1llth aspect of the

invention is a semiconductor circuit which

25 independently executes a plurality of application




comuni cation request satisfies the registered condition when an
application program generates a request for conmunication wth anot her
application program 20 Further, that sem conductor circuit executes
comuni cati on between the application pragrans in accordance wth the
comuni cat i on request when judging that it satisfies the regi stered
condi ti on. rﬂgg mof c’gteth&l'bas ect lthe I nvention, % 25 program
for maki ng a Conddtiore erreutY eXetite & r5edtn ersZﬁn fQyance a
i ndependent | y executl n urality of application progranms protected by
firewalls, a<SWd %Pr %g’r%‘l’%‘?? FEmmIR LEdFoEPatenl T APPL cakiofi ng
conmuni cati on bet vveen the application prograns perfornmed through the
firewal | s, 5pragnanshedrfoinatdithrodgh themfireealbs, rpagdges $6tasfies
the regi stered condition when an application program generates a request
for comuni caidmuniddticoriregue P psa€osf Déis PENY T Péyisberadr avhdneibar
executing communication between the application prograns in accordance 10
with the gomynisald BLeeionerod +lf| dehd Pdted ta SRLSELESEoLNE
regi stered conditionqﬁ) data pr ocessél ng rr%ﬁod of aalgééﬁéééggeg?Lof t he
I nvention is C i . . conduct uit or
a sem conduct%ﬁﬁ%%ﬁ%%?gtﬁé% %\gsl Ql%ﬁyg?ﬁég%gm g’(ﬁir)]aucf: res
circuit dovvnl oads a. ooggﬁ runnj i n_the sem conductor, circuit,

8

conpri si ng t FE™PEHEak RE"t §‘§’P11&6’ﬁ&&85‘oﬁ’r%9¥€'ﬂ? fimageordaprevar e

with the communication request when judging that it satisfies

the registered condition.

10 The semiconductor circuit of the 11th aspect
independently executes a plurality of application programs
protected by firewalls.

Further, that semiconductor circuit registers in
advance a condition for allowing communication between the

15 application programs performed through the firewalls.

Further, that semiconductor circuit judges if a
communication request satisfies the registered condition
when an application program generates a request for
communication with another application program.

20 Further, that semiconductor circuit executes
communication between the application programs in accordance
with the communication request when judging that it satisfies
the registered condition.

A program of the 12th aspect of the invention is a

25 program for making a semiconductor circuit execute a routine




structure conprised of a plurality of layers and having downl oad signature
verification key information 20 corresponding to each |ayer able to be
viewed by the sem conductor circuit, having the sem conductor circuit
verify downl oad signature information gepgrated in accordance with a

downl oad request using the downl oad signature verification key information
when receiving the 25 downl oad request, and having the_ sem conduct or

appar atus - Pr Fndspandentdy axequting g itwral s RS tapplieakieonad a

program of a |ayer corresponding to the downl oad signature verification
key i nfor mat peearaems paotented by Fficewadds,cendotutdnel fon tégigbeningd
signature information being 5 legitimte. Further, the data processing

met hod of thdnl3dvairieea coriditiicon rBeantd Xivwind hesmmiata 6£6n b&tweén Of
having an authentication apparatus store access nmaster key information

cor r espondi ngnled a%ﬂlwtitdh W aiin & "W 8B d %ﬁ#b bend - Pi A paded

bel ongs, having the authentication apparatus transm1 the downl oad request

hat socts nabpsinglsel phugi A LR | SomhE JUEER LERNAEE ERETRPINE °°

i nf ormati on d transmt that downl oad .signature jnformation 15 to the
sem conduct o ?‘a F&ﬂ"tsmel’—“tﬁ‘{ﬁtﬁné)lt %ﬁ%%%éﬁwm%@mgfm 13t h

aspect of the invention further conprises a steps of: having an
aut hent i cat i gengnhes & raqtest Fan idammunigatidn with gnother

application program, and a routine for executing
communication between the application programs in accordance

10 with the communication request when judging that it satisfies
the registered condition.

A data processing method of a 13th aspect of the
invention is a data processing method by which a
semiconductor circuit or a semiconductor storage apparatus

15 accessible by the semiconductor circuit downloads a program
running in the semiconductor circuit, comprising the steps
of: having the semiconductor circuit have a software
structure comprised of a plurality of layers and having
download signature verification key information

20 corresponding to each layer able to be viewed by the
semiconductor circuit, having the semiconductor circuit .
verify download signature information generated in
accordance with a download request using the download
signature verification key information when receiving the

25 download request, and having the semiconductor apparatus




of the sem conductor circuit and having the authentication 20 apparatus
encrypt use the identification information as plain text using the access
master key information to generate downl oad master key information and use
that downl oad master key information to2dererate the downl oad signature

I nformation. 25 A sem conductor circuit of a 14th aspect of the - 22

I nvention is ] | JC Ul i a_sof r sfructure conprised
of a plurali ta?/' lg)fwr}:]%eq?%q}e%g?eél}h&? %‘e’niégﬁﬁgﬁ%ﬂuﬁ% \g?’ %?V%%??giaspﬁﬁgﬁ o]

vi ew downl oad signature verification key information corresponding to each
layer, 5 velff fda¥ SFFed e nrheedoHn et tgRAtIFe accor dance
with a downl oad request using the downl oad signature verification key

i nformati on Weaificadiigmday infarmationqaed femdthat overifiecationr of

t he downl oad request to downl oad a programof a |layer corresponding to 10
t he downl oad ceonglisttitmaly e fileatdown kad | siigiataire ninSerina € Don thaéing
verification to that sem conductor circuit or a sem conductor storage
circuit agcegwgiltinitd.ne sem conductor circuit conditional on the

downl oad signature information being legitimate. 15 The sem conduct or

circuit of the 14t 'i'um%‘il, Pheldifta %ﬁ%ﬂ%&gﬁ%‘éﬂo&%@ieﬂé‘ga%thé\glaQ@d

request, verifies the ownl oad siIg t1on generated correspondi ng
USi wnl oad signature verificatjon, ke
?ﬁfgrﬁgtigﬁwgéx¥ﬁéw¥ﬁ¥§¥tf§%r¥Lé¥her comprf%es a steps og: hav1ngyan

authentication apparatus store access master key information

corresponding to a layer to which a program allowed to be
10 downloaded belongs, having the authentication apparatus

transmit the download request to the semiconductor circuit,

and having the authentication apparatus use that access

master key information to generate the download signature

information and transmit that download signature information
15 to the semiconductor circuit.

Further, the data processing method of the 13th aspect
of the invention further comprises a steps of: having an
authentication apparatus store identification information
of the semiconductor circuit and having the authentication

20 apparatus encrypt use the identification information as
plain text using the access master key information to
generate download master key information and use that
download master key information to generate the download
signature information.

25 A semiconductor circuit of a 14th aspect of the



20 Further, that sem conductor circuit allows the issuer of the downl oad
request to downl oad a program of a |layer corresponding the downl oad
signature verification key information used for that verification to that
sem conductor circuit or a sem conductokppstorage circuit accessible by 25
the sem conductor circuit conditional on the download - 23 - signature
information being legitinmate. An authentication apparatus of a 15th aspect
of the invedfiVE@RHiOMmis# RaMpicRIUsten AEewkt BRavagra sefhearecation
when downl oading a programrunning in a 5 sem conductor circuit to a

seni conduct ol t@uatiine (vappri ged wof tavpluakiky wE bayers scdhefeinptheal ity
of layers or a sentconductor storage apparatus accessible by that

sem conduct osemiraaridyctsimreintewice ess abilkd eto kedew downbbadnsignatasaondi ng
to a layer to which a programallowed to be 10 downl oaded bel ongs,

transm tting viea FAQUY i KAfUaStolmatidle SORESHPENELNG €b T EALR 1§?drvsi ng

that access master key infornmation to generate the downl oad signature

serm condugt on o v St iindRIES PAeS I ClBEERERR B, S pect

of the inventi%rst tr nsmtlsvﬂtép%éjoml oad request to the

seni conduct o8 nee Mitheét 99 HeRY Rt i v ph e dewiteddaccess

master key information to generate downl oad signature 20 information.
signature verification key information when receiving a
download request, and allows the issuer of the download
request to download a program of a layer corresponding to

10 the download signature verification key information used
for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download signature
information being legitimate.

15 The semiconductor circuit of the 14th aspect of the
invention, when receiving a download request, verifies the
download signal information generated corresponding to that
download request using download signature verification key
information.

20 Further, that semiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor

circuit or a semiconductor storage circuit accessible by

25 the semiconductor circuit conditional on the download




Further, the authentication apparatus transmts the download signature

I nformation to the sem conductor circuit. A programof a 16th aspect of
the invention is a programto be executed by a sem conductor circuit having
a software 25 structure conprised of a pRurality of |layers, conprising -
24 a routine for verifying dowl oad signature information generated in
accordance with a downl o request when receiving such a downl oad request
using the doRHIRFURS UMALAD BT AL MR mati on of a
corresponding 5 layer in the plurality of layers, and a routine for

al l owi ng the i ssuén duthantdsatinn arrpratus efiawll B aspeeiyref the a

| ayer corresponding'to the downl oad signature verification key information
used for thatinsenticgatisomn cauthsartssatioondapparatus cuséd ofon

sem conductor storage 10 circuit accessible by the sem conductor circuit

condi tional avtHdift il i Gty Nidwh Foa di i '@ ip Loy Pah NBuhShgi RLE. A
sem conductor circuit of a 17th aspect of the 1nvention is a sem conductor

circuit havi nud afdhd¥RC eSS £ Gid G @@{%M&@twp&ié@&ie%a‘f?iﬂgeési ng

circuit, wherein 15 the data processing circult 1nputs and outputs QJata
with a bus aqutside of.éhai seniconductQ§ q%rcui th%ou h £h£ dat a

i nput / out put SSYFCARES RFTHTHRY  CARFIIRT LF £ i?i)‘fﬁ? ’cﬁ"‘gu? FYREFLOF
encrypts data input fromthe data processing circuit _in units of

pr edet er m ned EAMGANHFLOT REFKAIRIAPRAIEA Feacerssible byisthaberypt s

data input fromthe bus and outputs the sane to the data processing
circuit, andsesdfocambiatximcircuit, storing access master key information

corresponding to a layer to which a program allowed to be

10 downloaded belongs, transmitting the download request to
the semiconductor circuit, and using that access master key
information to generate the download signature information
and transmitting that download signature information to the
semiconductor circuit.

15 The authentication apparatus of the 15th aspect of
the invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access
master key information to generate download signature

20 information.

Further, the authentication apparatus transmits the
download signature information to the semiconductor circuit.
A program of a 16th aspect of the invention is a program
to be executed by a semiconductor circuit having a software

25 structure comprised of a plurality of layers, comprising



I nput/ out put transactions through the bus in units of m nunber of data

| nput/ out put transactions when Nc/No=n where the bus width of the bus is
Nb and the data length is Nc 25 and the smal | est whol e nunber of n or nore
is m - 25 The sem conductor circuit of 2yhe 17th aspect of the invention
I nputs and outputs data with a bus outside of the sem conductor circuit
through the data input/output , processing circujt. 5 At this tinme, the data
input/output3ﬂ§93ﬁ%“?ﬂ#§5¢ﬁ%?1 g AW 31IRA beke FRECHPRERSR| ng
circuit in units of predeterm ned data | engths and outputs the sanme to the
bus. Further ganerakad impgeendance withia dewenload veguestowhenut from
the bus and outputs'it to the data processing circuit. At this tinme, that
dat a i nput/ oxtemeieipparaicls a plowrolomsd dedque sip b ¢ ind pthe t devasheadons
through the outside bus in units of mnunber of data input/output

transacti ons sligynataird\G/EF i SEEL én 1y DLtsF 8-kl €1 O ébeab@érfésﬁlbmamﬂgt he
S R

data length is Nc and the small est whol e nunber of n or nore

Further, kn Hhg SeqnCepdysietatityWe 1906 8 %ﬁam il He o BE1LRYRRLT ON

preferably the“data input7output 20 circuit en accessing a sem conduct or
storage o1t csle SRS P olp bRt Pt Lo oRhiEegE' BLagesal
of a layer corresponding to the download signature
verification key information used for that verification to
that semiconductor circuit or a semiconductor storage
10 ecircuit accessible by the semiconductor circuit conditional
on the download signature information being legitimate.

A semiconductor circuit of a 17th aspect of the
invention is a semiconductor circuit having a data processing
circuit and data input/output processing circuit, wherein

15 the data processing circuit inputs and outputs data with
a bus outside of that semiconductor circuit through the data
input/output processing circuit, and the data input/output
circuit encrypts data input from the data processing circuit
in units of predetermined data lengths and outputs the same

20 to the bus, decrypts data input from the bus and outputs
the same to the data processing circuit, and performs data
input/output transactions through the bus in units of m
number of data input/output transactions when Nc¢/Nb=n where
the bus width of the bus is Nb and the data length is Nc

25 and the smallest whole number of n or more is m.



as to access the sem conductor storage circuit in units of storage areas
in which the data of Nc is stored and uses 25 that second address to access
t he sem conductor storage - 26 <circuit. A data processing nmethod of an
18th aspect of the invention is a data_pkgcessing nethod perfornmed by a
sem conductor circuit when accessing a sem conductor storage 5 circuit
when a sem conductor circuit and the sem conductor storage circuit are

connect ed t hrough Fheusendgenduatayr Hiacuwitteof dthe ditkly mspactiaf thebe
witten in the sem conductor storage circuit in units of predeterm ned

dat a | engt hs iawvéntagmp unputs ahd eatpute databusth debuspbutgidet afi that
from 10 the bus, and perform ng data input/output transactions through the
bus in units semiBdndditowfcitiivi t NfhEdUYH Pthe d&€dSBgpu®/Su¥ped Nc/ Nb=n
where the bus width of the bus is Nb and the data length is Nc and the
smal | est wholgJuyHEng Hidby¥emore is m 15 A data processing apparatus of
a 19th aspect of the ‘Invention conprises a storage circuit for storing

i nstructipons and dgta,of. a _pluraljity.of_progr a_.computation circuit

f or accesging t he ?toFgég g??@uiﬁhetﬁ?gﬁgﬁn u??%ﬁ%ﬁ?%s?gﬁch eeﬁﬁﬁyﬁang
the instructions and 20 data of the plurality of prograns to execute the
plurality ofthe datadnpat Fremithe daka RFFIRPLIING Fixont pbRedni b8t ween
the transmission |line and the storage circuit for setting the transm ssion
| i ne and theogt@mggpugnminthdata lengths and outputs the same to the

bus.
Further, the data input/output circuit decrypts data
10 input from the bus and outputs it to the data processing
circuit.

At this time, that data input/output apparatus
performs data input/output transactions through the outside
bus in units of m number of data input/output transactions

15 when Nc/Nb=n where the bus width of the bus is Nb and the
data length is Nc and the smallest whole number of n or more
is m.
Further, in the semiconductor circuit of the 17th
aspect of the invention, preferably the data input/output
20 circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
circuit, converts the first address to a second addresé so
as to access the semiconductor storage circuit in units of
storage areas in which the data of Nc is stored and uses

25 that second address to access the semiconductor storage



one of a connection state and di sconnection state based on 25 a control
signal, a connection control circuit for generating - 27 the control
signal for control to set the transmssion |line and the storage circuit to
one of a connection state and disconnechgon state based on access range
defining data defining an address range in the storage circuit able to 5
be accessed while the conputation circuit is executing the plurality of
prograns for FEXIIH- t he plurality of programs, an address in the storage
circuit for which the conputation circuit issues an access request, and
executing program A dettau@rioressing methed Wi cn W8t gemartant ntke
plurality 1.0 of prograns the conputation circuit is executing, and an

| nput / out put invietrtizae ind rLWdtd Prodyudind etkbd pertdimegd Bpta with the
conputation circuit through the transmssion |ine and inputting and

outputting dalemiWdniddi®Peisbdetifherd Babeddliagid 3ehl HonduwdtRA 8tUfagdd
Further, in the data processing apparatus of the 19th aspect of the

[ ti f ' t ' A h trol
cignal i i CSRr Rt WhE® o BUREELRARCERY ERende Khi LIS FRRLESaHBMER [ ]

a connection .state when the address in the storage_circuit for which the
20 conput at i GFFAIULEFeAdFe8rgcorpacted thryah @ Pys) jeoPRELSiRg, ERe
range corresponding to a program bei ng executed defined by the access
range defi ni sFep@ afanengryptingdata tocbatwnltenia thadsemicogductert t he
transm ssion line and the storage circuit in a disconnection state when it
I S not storage circuit in units of predetermined data lengths and

outputting the same to the bus, decrypting data input from

10 the bus, and performing data input/output transactions
through the bus in units of m number of data input/output
transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Nc and the smallest whole number
of n or more is m.

15 A data processing apparatus of a 19th aspect of the
invention comprises a storage circuit for storing
instructions and data of a plurality of programs, a
computation circuit for accessing the storage circuit
through a transmission line and using the instructions and

20 data of the plurality of programs to execute the plurality
of programs, a connection switching circuit interposed
between the transmission line and the storage circuit for
setting the transmission line and the storage circuit to
one of a connection state and disconnection state based on

25 a control signal, a connection control circuit for generating



25 inside that address range. - 28 Further, a sem conductor circuit of a
20t h aspect of the invention is a sem conductor circuit for executing a
program conprising a first transm ssion line, a storage circuit for
storing instructions or data for executihpg the 5 program a conputation
circuit for operating based on the instructions read through the first
transm ssion line from the storage circuit, a first connection swtching
circuit for 4@ copfrodesippal fPaReRtEebta isat he thansmissdon dipeuit
in one of a connection state and di sconnection state 10 based on a first
control signand dheecdrmraggymn meiatewint sy drodi o) £ i cannéctdon setatagaadsecond
transm ssion line woutside of that sem conductor circuit and the first

transni ssi on diistrinedtifom s ta td BEEdd Bh dodés fNFange SASPRLhG Odathat €
based on a second control signal, and 15 a connection control circuit for

outputting tlyg arf | e | {151 td I SC pg§& L O e
second connect?gﬁ% tc%i{%%%siércui t %ﬁ %ﬁpt%ﬂ%étﬁe |%§t£‘b%§;n%§ol
signal ingtruycti C I the first.connection switching.circuit and
out put t i ng t (e\é s?ecgr?%r&g& (::Lo% &‘g‘le g?’é‘ﬁgltaﬁ: o ﬁ&ﬁcﬁétcbﬁnﬁf?fzgﬂlf‘g %ﬁ?
second connegtion switching circuit when outgutting the first control

si gnal i nst r A5} ih¥s 05 RECTF IS tiP% Rach PEt the plygalidy of PEegrams,
circuit. Further, in the sem conductor circuit of the 20th 25 aspect of
the inventi o@n addressoad thenstorage sviinghithfor which the computation

circuit issues an access request, and executing program
instructing information which which program in a plurality

10 of programs the computation circuit is executing, and an
input/ocutput interface circuit for inputting and outputting
data with the computation circuit through the transmission
line and inputt}ng and outputting data with the outside of
that data processing apparatus.

15 Further, in the data processing apparatus of the 19th
aspect of the invention, preferably the connection control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the

20 computation circuit issues an access request is inside the
address range corresponding to a program being executed
defined by the access range defining data and generates the
control signal indicating to set the transmission line'and
the storage circuit in a disconnection state when it is not

25 inside that address range.



- 29 circuit is connected through the second transmssion line to a
storage apparatus at the outside of the sem conductor <circuit. Further, in
the sem conductor circuit of the 20th 5 aspect of the invention, when the
conputation circuit reads instructions fgomthe storage circuit, the
connection control circuit outputs the first control signal instructing
connection to the first connection switching circuit _and_ _outputs the
second control sigRYrthesyr gaceeRgcorduskrEcELisRuis PE ane0tRcasmeebnPEct i on
switching circuit. A sem conductor circuit of a 21st aspect of the

i nventi on i sthesdmvestdiest drs @ raamitcdngluabasr girepit foyrexgcutimgprasi ng
an encryption/decryption circuit for storing encrypted instructions or
data of the program, eompHilsing kb fiatst ttrdisntidqidn thimaigha astorigé
transm ssion line outside of that sem conductor circuit to a storage

appar atus, apdrcQd ¥l BEoRAnkYRh8EruBLibHs!t beNdalh £8f3ekdPutihy’ eHgh the
first transmssion line fromthe storage apparatus a conputation CIrCUIt

for perform pcw : ut %t ngn&lﬁﬁ!nag_g‘_\%eﬁ] &Q‘} to@eéi@fﬂg@ﬁ%&&@é or a, a

sel ection ci om1connun| bé?meen a

second ynnam | ine outside of th m conductor ,circuif, K and_the
conput ati on &PF%EPP N5 repdy t gEHPFBItngﬁaFStaﬁﬁaﬁsmﬁBﬁ%PBIit??cﬁ??mfor

outputting to the selection circuit the 25 control signal for instructing
to disall ow tbemstiorageyeirayit, a first connection switching circuit

for setting the first transmission line and the storage
circuit in one of a connection state and disconnection state

10 based on a first control signal, a second connection
switching circuit for setting a second transmission line
outside of that semiconductor circuit and the first
transmission line in one of a connection state and
disconnection state based on a second control signal, and

15 a connection control circuit for outputting the secon@
control signal instructing disconnection to the second
connection switching circuit when outputting the first
control signal instructing connection to the first
connection switching circuit and outputting the second

20 control signal instructing connection to the second
connaction switching circuit when outputting the first
control signal instructing disconnection to the first
connection switching circuit.

Further, in the semiconductor circuit of the 20th

25 aspect of the invention, the second connection switching



bet ween the second transm ssion line and the conputation circuit while the
conputation circuit is performng processing using instructions or data of
the program A data processing apparatus of a 22nd aspect of the 5
invention is a data processing apparatuspgonprising a storage circuit for
storing in predeterm ned storage areas a plurality of application prograns
each conprised of a plurality of data nodul es including processing routine
data descri FiF§FYodes Sanpechad tdwraugh dhnareend nkrapsmigsiqp line
integrated circuit to provide a service and storing nanagenent data
showi ng | i nké® Bog&oragen appaxatodulad, ther eutslide dfit thessemicondachgr

anot her data nodul e'in processing according to that data nodul e, and
second key dafixdwdar for transferring data with the integrated circuit in
processing 15 according to that data nodul e and a sem conductor circuit

perforning processipygthrat it tHe deiilddnidudiae i di da 8 tHPBY €5
vi ewi ng the managenent data in that processing, wusing the first key data

corresponging J J{'%% 17b2 JP8H t k@:‘ftﬁi%‘)tgg 3—. td* ' “g' Lng
t he second keyE%%ta 0 correspon ?%gq¥o ha aﬁéu%% gfgp §¥?P§§s 3% éata
with the intggégted,circu't. Fyrther, in the data processing afparatus of
the 22nd asp&EtEBCHHRNY igiP FrrageFir THEE st thaerreetien stores
as a data nodule at |east one of |og data of processing 25 perforned
perforned usiceptued garguibdedtpuds deafiivatrontol signadginstouctingf or
regi stering the data nodule in a storage ‘

connection to the first connection switching circuit and

outputs the second control signal instructing disconnection

10 to the second connection switching circuit.

A semiconductor circuit of a 21st aspect of the
invention is a semiconductor circuit for executing a program,
comprising an encryption/decryption circuit for storing
encrypted instructions or data of the program, encrypting

15 data to be output through a first transmission line outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instructions or data input through the
first transmission line from the storage apparatus, a
computation circuit for performing computation using the

20 decrypted instructions or data, a selection circuit for
selecting whether to allow communication between a second
transmission line outside of the semiconductor circuit and
the computation circuit based on a control signal, and a

control circuit for outputting to the selection circuit the

25 control signal for instructing to disallow communication



area, programdata show ng a routine for deleting registration of the data
nodul e fromthe storage area, and programdata showi ng a routine for
defining the storage area 5 for storing the application program Further,
in the data processing apparatus of the 3gnd aspect of the invention,
preferably when processing in accordance with another data nodule is to be
executed by _a sem conductor circuit, the seniconductor circuit uses the 10
managenment dReivesnoihs pedongd Yrapspiesian ddasodichEhe computation
predeterm ned data nodule and the first key data corresponding to the

ot her data nmodecaidndhides tthiee auiniparta tdaira qipthdid: firspeafomigdet er m ned
data nodul e bei ng executed conditional on the obtained two first key data
mat chi ng. 15ppodalsd g0 MREATIg I nstidust itins cd3Idhtas e tthd piegramyention is
a data processing nmethod whereby a sem conductor circuit for communi cating

with an integrat edaCyhthll brotesBinlg0APPATATYSS dH af QP U dfadt ¥ Uik
transfers data with a storage circuif, conprising the steps of: ,, when the

st orage 29 ci;rcuit .stores in,predetermned storg?e ar eas. a.xpl ura+i thGOf

appl i catidn programsehen 83 priacedsing PPERERIEY BT obt o Frodtr 8%

I ncl udi ng processing routine data descrjbing  processing routi nesefor
comuni cat i n§iFed B 9t eTing 1t iRradetarpisied itheRpde AR TR and stores
managenent data 25 showi ng |inked together a data nodule, first key data
used - 32 fplurailidyamdt la@pldatatirod iregransy coedsiognpriset wflamce with
that data nodul e, and second key data used for
plurality of data modules including processing routine data
describing processing routines for communicating with an
10 integrated circuit to provide a service and storing
management data showing linked together a data module, first
key data used for using another data module in processing
according to that data module, and second key data used for
transferring data with the integrated circuit in processing
15 according to that data module and a semiconductor circuit
performing processing relating to a service based on a data
modules, viewing the management data in that processing,
using the first key data corresponding to that data module
to use another data module, and using the second key data
20 corresponding to that data module to transfer data with the
integrated circuit.
Further, in the data processing apparatus of the 22nd
aspect of the invention, preferably the storage circuit

stores as a data module at least one of log data of processing

25 performed performed using the data module, program data



transferring data with the integrated circuit in processing according to
t hat data nodul e, having the sem conductor 5 circuit perform processing
relating to a service based on the data nodul es, having the sem conductor
circuit view the managenent data in the3precessing relating to the service
and use the first key data corresponding to a data nodule to use another
dat a m)dule,s ndiggvgn Rpe sggicgpduq;on 10 @i&gq%t use .t he secgnd key
data corresp8RarAg% 3 THEIRS X RTINS 508 1Y mPERAL H & BEORRIS
service to transfer data wth the integrated circuit. A programof a 24th
aspect of th@TefveREAFFaS daty sieiing @ peeubdnaitfrr iele kiR conduct or
circuit for comunicating 15 with an integrated circuit to perform
processi ng f ¥egdsdriatiiep of rhecdazadmpduidef Eremnghdasbovagh areapragd
circuit, conprising, when the storage circuit stores in predeterm ned

st orage ar eapragram dhithyshbwipgld eahitihe £PiolEfimivfdhe atpiragadapbaa
plurality of data nodul es 20 including processing routine data descri bing

processing e ighRTifngy tHIMEAEYIGHd tibVigdbg¥an Nt egrated circuit to
provi de services and stores nmanagenent data showi ng |linked together a data

rodul . 111t ke danizeds hoy4dte A ORas A SRR AU AR 22,
Lo that | dat a®SRB O MR 4G AR AR PO SHF AT P Lo e
service based on the data nodule, a routine for view ng the

accordance with another data module is to be executed by

a semiconductor circuit, the semiconductor circuit uses the

10 management data to obtain first key data corresponding to
the predetermined data module and the first key data
corresponding to the other data module and uses the other
data module from the predetermined data moduie being executed
conditional on the obtained two first key data matching.

15 A data processing method of a 23rd aspect of the
invention is a data processing method whereby a semiconductor
circuit for communicating with an integrated circuit to
perform processing to provide a service transfers data with
a storage circuit, comprising the steps of: , when the storage

20 circuit stores in predetermined storage areas a plurality
of application programs each comprised of a plurality of
‘data modules including processing routine data describing
processing routines for communicating with an integrated

circuit to providing a service and stores management data

25 showing linked together a data module, first key data used



managenent data in processing relating to the service and 5 using the first
key data corresponding to that data nodule to use the other data nodul e,
and a routine for using the second key data corresponding to that data
modul e in processing relating to the segyice to transfer data with the
integrated circuit. 10 According to the above expl ai ned present invention,
the follow ng effects can be achieved. That is, according to the first to
third aspectg°6f“5%ﬁ5 RRPEReroAata: modulgs dnpprocesging da acrargdance
processing nethod, sem conductor circuit, and programable to 15

ef ficiently wathothapr datasmedule,aandr sacoadikiely slatar gsedifidier of
processi ng requests: According to the fourth to sixth aspects of the

invention, itrhfisgegstingedaeapiDth dhel iddegratedeasragittifngkocessing
sem conductor circuit, and program enabling a user to produce 20 and

custom ze a”aéBBEB‘iﬂgi €8 RhAR ﬁ@t‘&r mk'&%l‘é%?'hatv‘ln%le e Fdnfikdibddtoser ver

w thout informng t user of highly confidenti I nformati on. According
to the seventh_to.ninth_ aspects of the _inventio it s possible to
provi de 25 daf’érﬁ}%ge?sefné’ Pﬁgg,essﬂ‘ggserﬁqcaorﬁ c?f(?r acisrecﬁ}'ip c,e é’r?dsep&r o°gr? am
able to prevent each - 34, application programfrom being influenced by

anot her  appFheadertd Prdgles: Arrnd e geRigrpauctey sEESPpEi tieYorhe

progranms on the sane sem conductor circuit. According to the 10th to 12th
aspects of tmsnagemenitodata in the processing relating to the service

and use the first key data corresponding to a data module
to use another data module, and having the semiconductor

10 circuit use the second key data corresponding to the data
module in processing relating to the service to transfer
data with the integrated circuit.

A program of a 24th aspect of the invention is a program

to be executed by a semiconductor circuit for communicating

15 with an integrated circuit to perform processing for
providing services and transferring data with a storage
circuit, comprising, when the storage circuit stores in
predetermined storage areas a plurality of application
programs each comprised of a plurality of data modules

20 including processing routine data describing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing linked
together a data module, first key data used for using another
the data module in processing according to that data module,

25 and second key data used for transfer of data with the



5 it is possible to provide a data processing nethod, sem conductor
circuit, and program nmade in consideration of the above explained prior
art and allowing the transfer of data anong application prograns in
accordance with need while preventing_eggh_application programfrom being
10 illicitly tanpered with, nonitored, etc. by a user of another
application programwhen running a plurality of application_ prograns on
the same seniBéfgFeted Girapit 1R @RQAeRPINT tarcorsling tacthatasfredr s of
the invention, it is possible to provide a data processing nethod, 15

sem conduct omoduleyi &, rauthnatfonpexf appara procemsdngoredaiingbte the
restrict the content of access to a sem conductor circuit of a server etc.

i n accor danceetiviilkte based ght théddDtdlinmghile | lae rbdtinendot8irlersAgCtRe Of
the invention, 20 it is possible to provide a sem conductor circuit and

data procesahRQahlehdd e it gRIdY A Thd NecAfay iald tyafficdaliqeven

when transmtting highly confidéntial data between the sem conductor

reeordi nohl  SSThEP RN kot RogIGath’ ElLtasbOhALAY 88 EHLE BREa HSaufe

According to a aspec he i nventi |
provi de a data processi g’q: apparatus aple to paintain the confidentiality

of instructi &Rs188d W mashitiers ARt St or pr3ing i the of

programs. According to the 20th and 21st aspects of the invention, 5 it is
possi bl e to peoende keysdateomhrreapanding ttalfihat glata module in

processing relating to the service to transfer data with
the integrated circuit.

10 According to the above explained present invention,
the following effects can be achieved.

That is, according to the first to third aspects of
the invention, it is possible to provide a data processing
method, semiconductor circuit, and program able to

15 efficiqntly perform processing in accordance with a large
number of processing requests.

According to the fourth to sixth aspects of the
invention, it is possible to provide a data processing method,
semiconductor circuit, and program enabling a user to produce

20 and customize an application program of the user to be
executed by the server without informing the user of highly
confidential information.

According to the seventh to ninth aspects of the
invention, it is possible to provide a data processing method,

25 semiconductor circuit, and program able to prevent each



I nprove the confidentiality of the program executed. According to the 22nd
to 24th aspects of the invention, it is possible to provide a data
processi ng apparatus, nethod, and programable to inprove the security of
an application 10 program runni ng on a-sgigver when providing a service
using an IC or other integrated circuit. BRI EF DESCRI PTI ON OF THE DRAW NGS
FIG 1 is a view.of the overall configuration of a conmunication system of
an enbodi nenfPBLicAEioN. Pregran fRashBedng Pingluenced, Ry apgherxpl ai ni ng
the software configuration of a SAMchip shown in FIG 1. FIG 3 is a
functi onal bRpPRigaddoanpPsPgnam vhes xunning capdushdityi af REplicator| G 4
Is a view for explaining information stored in a storage unit shown in
FIG 3. FlG progzamsviosw ther sane aenixprddatomiciarowitored in an external
menory of the SAMunit shown in FIG 1. FIG 6 is a view for explaining

servi ce definitionac2erdiblhetdaind sbeWntd N2khGspects ¥ thhGnveh€idnVi ew
for explaining the processing in a SAMchip using the service definition

t abl e dat . |, F ' ' f
expl i iy COVmaRIEoEAR IR Y b ate bedaddethd adtlodll

[ h AM chi
bl ock di agra?e?n&c%n%u%torc cie:cuit, and program made in consideration

of the above explained prior art and allowing the transfer
of data among application programé in accordance with need
while preventing each application program from being

10 illicitly tampered with, monitored, etc. by a user of another
application program when running a plurality of application
programs on the same semiconductor circuit.

According to the 13th to 16th aspects of the invention,
it is possible to provide a data processing method,

15 semiconductor circuit, authentication apparatus, and
program able to restrict the content of access to a
semiconductor circuit of a server etc. in accordance with
its right.

According to the 17th and 18th aspects of the invention,

20 it is possible to provide a semiconductor circuit and data
processing method able to maintain the confidentiality of
data even when transmitting highly confidential data between
the semiconductor circuit and semiconductor storage circuit
through an external bus.

25 According to a 19th aspect of the invention, it is



shown in FIG 1. FIG 10 is a view for explaining the data stored in a
storage unit shown in FIG 9. 10 FIG 11 is a view f or explaining the
format of IC card entity data generated by the SAMchip. FIG 12 is a
state transition chart of the IC card _egiity data shown in FIG 11. FIG
13 is a viewf or explaining a processing routine 15 of an IC card
procedure managenent task shown in FIG 10. FIG 14 is a view for

expl ai ni ng thessgiblgl toopreatiidena datahprosessingmrparaiemblieowein FIG
1. FIG 15 is a view for explaining the overall operation of the

communi cat i omaspthdém thewconfideBtihlidy BIfGinbErustd onsevarfdrdagepl ai ni ng
communi cation protocol between an IC card and SAM chip. FIG 17 is a

functional bbaekednapid Wiwh@nTex@cutley & PADaTEIRS, TN Phdfrdudcks of
the SAM chip shown in IG 9. 25 FIG 18 is a view for expl aidrﬁkng anot her

mode of use - 37 fbobl:BAN.O T 2BLE AP ol e el olod Bha G Gltion

configuratlon of t . nication systemof an‘embodi nment ! .
AR A RER R TR T R CE I S
an 1C of theimprove the confidentiality of the program executed.
According to the 22nd to 24th aspects of the invention,
it is possible to provide a data processing apparatus, method,
and program able to improve the security of an applicaﬁion
10 program running on a server when providing a service using
an IC or other integrated circuit.
BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
15 invention.
FIG. 2 is a view for explaining the software
configuration of a SAM chip shown in FIG. 1.
FIG. 3 is a functional block diagram of an IC of an
IC card shown in FIG. 1.
20 FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG. 3.
FIG. 5 is a view for explaining information stored
in an external memory of the SAM unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

25 table data shown in FIG. 5.



I C card showmn in FIG 19. FIG 22 is a view for explaining information
stored 10 in the storage unit shown in FIG 21. FIG 23 is a view for
expl ai ning an external nenory of the SAMunit shown in FIG 19. FIG 24 is
a view for explaining the format of nodugg -managenent data shown in FIG
23. 15 FIG 25 is a functional block diagramof the SANIchip shown in FIG
1. FIG 26 is a view for explaining_tasks executed the CPU shown in
FIG 25. FIG 27 i¥1§- fI70Vhscﬁa?’t"eP'oF°§xﬁP‘§ilﬁ‘|1H@“9hé=ht?pé’Fé’ﬁ°(ﬂ?1n§) impra
downl oadi ng an application programfromthe personal conputer to an

ext ernal nenSAM sgémnuﬁnmtke servijc@ defingd tion dabdeadathoandxstriptng
the operation of the SAM chip executing an application programshown in
FIG 19. 25 pkEgras ishownviiewFI®&. &xpl ai ni ng the operation during - 38 -
execution of an application program FIG 30 is a view for explaining the

overal | operation Fq_t;.tbeiaombwtfbgne&?itamm?omnmnﬁﬁus& @ 31is
a functional block diagram show ng nore specifically the function blocks

of the SANICQEE ? W%XﬁFaHFIG. 25. FIG 32 is a view for expl aining anot her

node of use

FIG. 9 is a functional block diagram of the SAM chip
shown in FIG. 1.
FIG. 10 is a view for explaining the data stored in
a storage unit shown in FIG. 9.
10 FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.
FIG. 12 is a state transition chart of the IC card
entity data shown in FIG. 11.
FIG. 13 is a view for explaining a processing routine
15 of an IC card procedure management task shown in FIG. 10.
FIG. 14 is a view for explaining the overall operation
of the commuhication system shown in FIG. 1.
FIG. 15 is a view for explaining the overall operation
of éhe communication system shown in FIG. 1.
20 FIG. 16 is a view for explaining communication protocol
between an IC card and SAM chip.
FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 9.

25 FIG. 18 is a view for explaining another mode of use



FIG 33 is a view of the overall configuration of the 1.0 communication
system of an enbodi nent of the present invention. FIG 34 is a view for
expl aining the software configuration of the SAMchip shown in FIG 33.
FIG 35 is a functional block diagramof3an.IC of the 15 IC card shown in
FIG 33. FIG 36 is a view for explaining the information stored in the
storage unit shown in FIG, 35 FIG 37 is a view of the external nenory of
the SAM uni PfsitH® SAM ©hdP-33. 20 FIG 38 is a view for explai ning AP
selection data shown in FIG 37. FIG 39 is a view for explaining inter-AP
communi cation dat EIShodd ia #\Gewpf [Eh@ oferadlachuficgigaghiobl ofktheagr am
of the SAM chip 25 shown in FIG 33. - 39 FIG 41 is a view for

expl ai ni ng t esshmumdiecatiienh Bystdre dEPldrs kmbbodimdntCoflOthd-Ipredents a view
for explaining the functions of the settlenent processing routine task
shown in Fl Gindbnticdnl .G 43 is a flow chart for explaining the processing
of the inter-A P comunication task shown in FIG 41. FIG 44 is a view for

oo Gy SR, SATUARG A LSRG el C 4 1 2
configuration of the SAM chip shown in FIG. 19.
FIG. 21 is a functional block diagram of an IC of the
IC card shown in FIG. 19.
FIG. 22 is a view for explaining information stored
10 in the storage unit shown in FIG. 21.
FIG. 23 is a view for explaining an external memory
of the SAM unit shown in FIG. 19.
FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.
15 FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1.
FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25.
FIG. 27 is a flow chart for explaining the operation
20 for downloading an application program from the personal
computer to an external memory shown in FIG. 19.
FIG. 28 is a flow chart for explaining the operation
of the SAM chip executing an application program shown in
FIG. 19.

25 FIG. 29 is a view for explaining the operation during



10 of the comunication systemshow in FIG 33. FIG 46 is a functional

bl ock di agram showi ng nore specifically the function bl ocks of the SAM
chip shown in FIG 40. FIG 47 is a view for explaining anot her node of
use 15 of the SAMchip. FIG 48 is a vigy of the overall configuration of
the comuni cation system of an enbodi nent of the present invention. FIG
49 is a view for explaining the _software 20 configuration of the SAM chip
shown i n Fl cexgagutippcefsen appligaddiom Bragxd® di agram of an

aut hentication unit of a business using the application programshown in
FIG 48. FIG 51 |iFIg&.v3@u s ar viapl fomiexplainingntheoovetal heop&batibnial
aut hentication unit-shown in FIG 50. - 40 FIG 52 is a view for

expl ai ni ng t Bg tHactommuniidatd ond@ydtend shicageSs Xeinit9 shown in FIG 50.
FIG 53 is a functional block diagramof an authentication unit of a

sof tware devel oper pof azhandl Qr Funckd¥aa1s BIWRK ﬁiﬁb@m“%;hoﬁiﬁr? Abde 2

view for explaining the function of the download processing unit shown in

G P R A S B R T P A0 o 0
FIG. 25.
FIG. 32 is a view for explaining another mode of use
of the SAM chip.
FIG. 33 is a viaw of the overall configuration of the
10 communication system of an embodiment of the present
invention.
FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.
FIG. 35 is a functional block diagram of an IC of the
15 IC card shown in FIG. 33.
FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.
FIG. 37 is a view of the external memory of the SAM
unit shown in FIG. 33.
20 FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.
FIG. 39is a vigw for explaining inter-AP communication
data shown in FIG. 37.

FIG. 40 is a functional block diagram of the SAM chip

25 shown in FIG. 33.



FIG 56 is a view for explaining the function of the download processing
unit shown in FIG 55. FIG 57 is a view for explaining the external nenory
of the SAMunit shown in FIG 48. 15 FIG 58 is a functional block diagram
of the SAMchip shown in FIG 48. FIG 39 is a flow chart for explaining
the operation for downl oadi ng an application programfrom a personal
conputer to an ext er nal shown in FIG_. 48. 20 FIG 60|saV|veor

expl ai ni ng processFR§- fégeés fr é(ﬁ?é’ctfPﬁneﬂf?}ﬁd“&Hgl &asksy requked

comuni cation system shown in FIG 48. FIG 61 is a functional bl ock

di agram showthg F8Ye shewaciim FHQ.y 4he function bl ocks of the SAM chip
showmn-in 25 FIG 58. - 41 FIG 62 is a view for explaining anot her node
of use of the SAVFEBI.p42H & a 6Biew forvieswplhdniagpithenfungchiondi 6£ceheon of
t he conmuni cati on systemshown in FIG 48. 5 FIG 64 is a view of the

overal | conf sgittdlemen tOpridiR s ANG Hdutine tauls sHBwH iah rrdodipent of the
present invention. FIG 65 is a vi ew for expl aining the software .

configuration of tpe GSA%c{lépang ﬁ” Géxp %1E£%né€?i§r%%¥é§%$or

expl ai ning the external menory of t unit

of the inter-AP communication task shown in FIG. 41.

FIG. 44 is a view for explaining the inter-SAM
communication task shown in FIG. 41

FIG. 45 is a view for explaining the overall operation

10 of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
spaecifically the function blocks of the SAM chip shown in
FIG. 40.

FIG. 47 is a view for explaining another mode of use

15 of the SAM chip.

FIG. 48 is a view of the overall configuration of the
communigation system of an embodiment of the present
invention.

FIG. 49 is a view for explaining the software

20 configuration of the SAM chip shown in FIG. 48.

FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
program shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

25 mutual authentication unit shown in FIG. 50.



FIG 67 is a functional block diagramof the SAM chip shown in FIG 64.
FIG 68 is a view for explaining the relation between 15 the CPU, bus
scranble unit, and external nmenory shown in FIG 66. FIG 69 is a view for
expl ai ning the address space between t+hgoCPU and external nenory shown in
FIG 68. FIG 70 is a functional block diagramof the bus 20 scranble unit

shown in FIG 67. g g%lsaview or exiajnin wite operatio of
t he exter nal mem)rg![ y Phe*Bu? LEPUnbPe ?fﬁ‘lg) a’s‘%’i}ﬁ ﬁ:‘alhe éf?ft \ ?#é%?Z is
a flow chart of the operation showmn in FIG 25 71. - 42 FIG 73 is a view
for expl ai ni AgWAlPaddPEpceRsisg snit ghown dmAIGre ARy by the bus scramble
unit shown in FIG 67. FIG 74 is a flow chart of the operation shown in
FIG 5 73. FIG 75FI§.a53i aw Aofusgtienplnhlowkt diagrepessi mp of a
scranbl e key in a scranble key managenent unit shown in FIG 70. FIG 76
IS a view f oautkphtidatd ohWundt @F0GeSBftark) didvel cpaidt & keahdTer
scranbl e key managenent unit shown in FIG 70. FIG 77 is a view:for
expl ai ni ng syhielR Lhokadidf F2e. 48.
FIG. 54 is a view for explaining the function of the
download processing unit shown in FIG. 53.
FIG. 55 is a functional block diagram of the
authentication unit of the manager of the SAM chip shown
10 in FIG. 48.
FIG. 56 is a view for explaining the function of the
download processing unit shown in FIG. 55.
FIG. 57 is a view for explaining the external memory
of the SAM unit shown in FIG. 48.
15 FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.
FIG. 59 is a flow chart for explaining the operation
for downloading an application program from a personal
computer to an external memory shown in FIG. 48.
20 FIG. 60 is a view for explaining processing for a
transaction using an IC card of the communication system
shown in FIG. 48.
FIG. 61 is a functional block diagram showing more

specifically the function blocks of the SAM chip shown in

25 FIG. 58.



scranbl e key in the scranble key managenent unit shown in FIG 70. 15 FIG
78 is a view for explaining switch timng of a scranble key in the
scranbl e key managenent unit shown in FIG 70. FIG 79 is a view for
expl ai ni ng pi peline processing by a pLpgiine processing control unit shown
in FIG 70. 20 FIG 80 is a view for explaining the overall operation of

t he communi cation systemshown in FIG 64. FIG 81 is a functional block

di agr am showi ng noF&G-spécifi davigwi fer iexplaining anether inedsof 1o
shown in FIG 67. 25 FIG 82 is a view for expl ai ning anot her node of use
- 43 of theoSAbhehiSpM Eh@p.83 is a functional block diagram of a conputer
used in electronic settlenent formng a related art of the present

invention. 5 FIG P46i.s63 YeeW vibweEbraeipl@iniagsaf MydiFidatiGnllgy of a
conmputer of FIG 83 and an enbodi ment of the present invention. FIG 85 is

a view for e%ﬂgaeehmn&%we%ﬁftehcs%ms i ¥4 eqgy the conputer shown
in FIG 83. 10 FIG 86 is a view for explaining the storage state of the

menory shown in FI &r eié)re‘mre‘{]or}gtlhel g}’&gzéisa?? g&vr% lon gi.a |ng

the storage state F g nenory s

communication system of an embodiment of the present
invention.

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64.

10 FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional block diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining the relation between

15 the CPU, bus scramble unit, and external memory shown in
FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus

20 scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus scramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

25 71.




FIG 88 is a view for .explaining the correspondence 15 between the
application prograns and types of I1C cards showmm in FIG 84. .FIG 89 is a
view of the configuration of a conputer according to an enbodi nent of the
present invention. FIG 90 is a view of ape-configuration of a judgnent 20
circuit shown in FIG 89. FIG 91 is a view of the configuration of a fetch
judgnent circuit s L FIG 90. FLG 92 js,a view for _explaining fetch
access range defiﬁgﬁg éat éssﬂo\ﬂhe\'né‘ﬁ(f aining g repd | Peratigt et ch
inter-AP call relation - 44 - defining data shown in FIG 91. FIG 94 is a
vi ew of the &BAf PEEeaRAdnmEMOEYr PXdthe byaeseramble| enihoshovn M FIGO.

FIG 95 is a view for explaining read access range 5 defining data shown
in FIG 94. BlIG 96 is a view for explaining read inter-AP call relation
defining data shown in FIG 94. FIG 97 is a view of the configuration of a

wite judgnment ciFzgit74heva flokl Ehadl.off kHd CpeRRtionishbiW {RIFIG.
explaining wite access range defining data showmn in FIG 97. FIG 99 is a

view for £xphgining wite inter-AP call relation defining data shown in
FIG 97. FIG 100 is a view for expl aining anot her enbodi nent

FIG. 75 is a view for explaining switch processing
of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 76 is a view for explaining switch processing

10 of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 77 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

15 FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG. 70.

20 FIG. 80 is a view for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

25 FIG. 82 is a view for explaining another mode of use



15 of the present invention. FIG 101 is a view for explaining another
enbodi nent of the present invention. FIG 102 is a view of the
configuration of a sem conductor chip of a first enbodi nent of the present
20 invention. FIG 103 is a view for expigining the software configuration
of the sem conductor chip shown in FIG 102. FIG 104 is a view for

expl aining the configuration of a program nodule showmn in FIG 102. 25 FIG
105 is a vi eRfothen8AMofhiABuration of a - 45 seniconductor chip of a
second enbodi nent of the present invention. FIG 106 is a view for

expl ai ni ng the conFIgur 88i da aofuacpiogadnbiodkl diaheram of Bl CompiterS FlI G
107 is a view for explaining the unit of encryption and decryption

perforned byubBa eACéYattebhileCsyptlenenti F64hingadVWWeldtdd Gri 06f kb
parity data. FIG 108 is a view for explaining key information table held

by the encryg}jaggf‘@eg_;%?}xltq_gnqi rcuit shown in FIG 105. 10 FIG 109 is a
view of the overall configuration of a comunication system of the present

S0 o oG 9L 58 Y eSS FAEY g e
expl ai ni ng angt her SAM chi p 15 which the SAM chi p, shown in FIG 109
conmuni cat esO#i ehcomputer of FIG. 83 and an embodiment of the present
invention.
FIG. 85 is a view for explaining the types of IC cards
handled by the computer shown in FIG. 83,
10 FIG. 86 is a view for explaining the storage state
of the memory shown in FIG. 83 before writing.
FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after writing.
FIG. 88 is a view for explaining the correspondence
15 between the application programs and types of IC cards shown
in FIG. 84.
'FIG. 89 is a view of the configuration of a computer
according to an embodiment of the present invention.
FIG. 90 is a view of the configuration of a judgment
20 circuit shown in FIG. 89.
FIG. 91 is a view of the configuration of a fetch
judgment circuit shown in FIG. 90.
FIG. 92 is a view for explaining fetch access range

defining data shown in FIG. 91.

25 FIG. 93 is a view of fetch inter-AP call relation



FIG 112 is a functional block diagramof an IC card shown in FIG 109.
FIG 113 is a view for explaining the nmenory shown in FIG 112. 20 FIG
114 is a view for explaining the software structure of the SAM chi p shown
in FIG 109. FIG 115 is a view for explgyning the storage areas of the
external menory shown in FIG 109. FIG 116 is a view for explaining an
application 25 program AP shown in FIG 115. - 46 FIG 117 is a view for
expl ai ni ng t Refipdag catashoy§inc {LGn B enent data APE shown in FIG
116. FIG 118 is a view for explaining the processing of the SAM chip
shown in FIG 109. F3GEl G4 10 a wiaw iofvther confligquriatydrief amesas used
in an I C card operation nmacro command script programshown in FIG 118.

FIG 120 is gudgaénitolcivduiti HHuw g AAtgranapenent  storage area shown in
FIG 115. 10 FIG 121 is a view for explaining the AP managenent table

oL 3T L o THER, B G M ol BTN S AR TLC
124 is fupct id%rtu.g_lnitr)llgocaét(g agram %fn tEt}%SW _chi p shown in FIG 109.
FIG. 96 is a view for explaining read inter-AP call
relation defining data shown in FIG. 94.
FIG. 97 is a view of the configuration of a write
judgment circuit shown in FIG. 90.
10 FIG. 98 is a view for explaining write access range
defining data shown in FIG. 97.
FIG. 99 is a view for explaining write inter-AP call
relation defining data shown in FIG. 97.
FIG. 100 is a view for explaining another embodiment
15 of the present invention.
FIG. 101 is a view for explaining another embodiment
of the present invention.
FIG. 102 is a view of the configuration of a
semiconductor chip of a first embodiment of the present
20 invention.
FIG. 103 is a view for explaining the software
configuration of the semiconductor chip shown in FIG. 102.
FIG. 104 is a view for explaining the configuration

of a program module shown in FIG. 102.

25 FIG. 105 is a view of the configuration of a



FIG 125 is a view for explaining tasks, progranms, and data stored in the
menory shown in FIG 124. FIG 126 is a view for explaining the format of
the 20 IC card entity data 73-x. FIG 127 is a view for explaining the
state transition of the entity status dgfa shown in FIG 126. FIG 128 is
a flow chart of the processing perfornmed by the IC card procedure
managenment task, 25 FIG 129 is a view for explaining the processing which
- 47 the SAM%+5°5%P?B?HBCMBn°§cee§§1=ﬁgdp1a@£e§smﬁg opfdkhe pyesenEd by

other application elenment data APE in accordance wth a routine defined by
application theemhionat a APE when executing a job at step ST4 of FIG 128.
5 FIG 130 is a view for explaining the processing which the SAM chip

perforns when acce®BGNgLPE oLessi vijew! £6At dxpIeining bHeO&Bﬁfi?ﬁﬁh'tﬁ;ahi on
el ement data APE in accordance wth a routine defined by application

el ement dat ag APE #\pggraﬁxggg{,j_ggsﬁoggbiﬂtF§é¢p1§§4 of FIG 128. 10 FIG 131
is a view for explaining the overall operation of the communicati.on system

shown in_FIG 109. i_S iLw for.explaini,ng the overall qperation
of the communi cati%ﬁé%s?t]yg% &%&ﬁxi%ﬁﬁlib&nﬁqﬂgﬁ%%i%‘A'Ign\?rré’ﬁ(%f'c?f’
explaining the prior a 1 EST FOR WORKI NG, THEGI NVENTI ON Next ,

t. 5 X
enmbodi ment s ?ﬁdtﬂﬁcmgbﬂ{‘ PRAYERTTS | FhepancryBEiPRédeGrYRti@Rer ence to

the attached draw ngs.
circuit shown in FIG. 105 and parity data.

FIG. 108 is a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. 105.
10 FIG. 109 is a view of the overall configuration of
a communication system of the present embodiment.
FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
FIG. 111 is a view for explaining another SAM chip
15 which the SAM chip shown in FIG. 109 communicates with.
FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109.
FIG. 113 is a view for explaining the memory shown
in FIG. 112,
20 FIG. 114 is a view for explaining the software
structure of the SAM chip shown in FIG. 109.
FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

25 program AP shown in FIG. 115.



First Enbodi nent The present enbodi nent is an enbodi nent corresponding 20
to the first to sixth aspects of the invention. FIG 1 is a view of the
overall configuration of a comrunication system 1l of the present

enbodi ment. As shown in FIG 1, the comygnication system 1l uses a server
2, ICcard 3, card reader/witer 4, personal conputer 25 5, ASP
(application service provider) server 6, and SAM - 48 (secure application
modul e) unit 9 to BmitTae a HrirwHfox explaining tlhe stvpeerofrkhe

settl enment processing or processing for other procedures using the IC card
3 (integratapplicationcélémentbrdseatAPRvadwonin BIGhelBAM unit 9 has an
external nmenory 7 and a SAM chip (sem conductor circuit of the present

invention) 8. The KA i@ £ hasvidwe £&F tavas Paitid JtH@lpASc@Ss SHRGWSE i N
FIG 2. As shown in FIG 2, the SAMchip 8 has, froma bottom 10 | ayer

toward a toped&VghmM ANipVékeeh YRrPrg! a¥gs, OS layer, [Iower handler |ayer,
hi gher handl er |ayer, and AP layer. The |ower handler |ayer includes a

driver |ayer. Her t P. | ayer. i ncl udes licatign prograns AP-1
AP-2, and AP-3 defklla‘[nq ’ngﬁ pgrA\oJ(':ge uress o%roﬂseexga)ﬁgjtmjénq Cf:o'%%r%p'%ga%&%yu%?%dit
card conpani es or other businesses 151, 15-2, and 153 shown in FIG 1. In
the AP | ayer*® t3ft I anch OPAFaARiaS BacTRpepmmapds scriph RECYTaf)SPR¥ | gher
handl er | ayer are provi ded between

in FIG. 118.

FIG. 120 is a view for explaining the AP management
storage area shown in FIG. 115. |
10 FIG. 121 is a view for explaining the AP management
table data shown in FIG. 120.
FIG. 122 is a view for explaining the SAM ID.
FIG. 123 is a view for explaining the APP table data
shown in FIG. 120.
15 FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.
FIG. 125 is a view for explaining tasks, programs,
and data stored in the memory shown in FIG. 124.
FIG. 126 is a view for explaining the format of the
20 IC card entity data 73_x.
FIG. 127 is a view for explaining the state transition
of the entity status data shown in FIG. 126.
FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task.

25 FIG. 129 is a view for explaining the processing which




themwi th firewalls FW 20 The application program AP-1 is defined by a

| ater explained service definition table data (correspondence instructing
data) 201 and script program (operation describing program) 211 stored in
an external menory 7. The application pgrogramAP-2 is defined by a later
25 explained service definition table data (correspondence - 49

instructing data) 20_2 and script program (operation describing program
21 2 stored e t$RM R EP nRerierRs yWhyen Fpeeaphny cRreeaspingram APts i s
defined by a | ater explained service definition table data (correspondence
5 instructi rdpfined R0 odhardapplipatprogebeménpelata KPE dasacibrdgnpeogr an
21 3 stored in the external nmenory 7. The SAM chip 8 is connected through a

SCSI port, tvwieth B ioutdine definkd bicagSli cL£E16H Sl emditt At =S aPEeyhéni S
connected through the Internet 10 to a plurality of term nal 10 apparatuses

includi ng a PEES@EPhg COPHL €Lt OsLépt §P4CHE HEQT 188d personal conputers
161, 162, and 163 of " the” businesses 151, 15 2, and 15_3. The personal

conputer .5, for e | e.nl S.CONNected  through.a serial port .or USB port to
a Dunb type card %E;'eggglr 2 \ﬁ/r?tvelre"4%°fh%x%g?g"?’%%0t§}7 ﬁrﬁc&ss&qgegﬁﬁ s for
exanpl e w rel ess_communpi cati on corres'gondi ng to the ghysi_cal | evel with
the 1C card &® G FRHNPOELATRA EheD 2FCeFTIRG  ArecaRdingspEndatapacket s

fromthe I1C card 3 are %enerat ed and anal Xzed at
defined by other application element data APE in accordance

with a routine defined by application element data APE when
executing a job at step ST4 of FIG. 128.
10 FIG. 131 is a view for explaining the overall operat:"Lon
of the communication system shown in FIG. 109,
FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.
FIG. 133 is a view for explaining the prior art.
15 BEST MODE FOR WORKING THE INVENTION
Next, embodiments of the present invention will be
explained with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding
20 to the first to sixth aspects of the invention.
FIG. 1 is a view of the overall configuration of a
communication system 1 of the present embodiment.
As shown in FIG. 1, the communication system 1 uses
a server 2, IC card 3, card reader/writer 4, personal computer

25 5, ASP (application service provider) server 6, and SAM



20 the SAMunit 9 side. Therefore, the card reader/witer 4, personal
conputer 5, and ASP server 6 interposed between themonly act to store the
commands or response content in data payload portions and relay the sane.
They are not involved in encryption ar4gecryption of data, authentication,
25 and ot her actual operations in the IC card 3. - 50 The personal
conputers 161, 16 2, and 16 3 can download the |ater explained script
program to tRecysf @RRLicaEen madnhele ureh r9 | seRmUBIC ke gt reugie- 1,
AP-2, and AP 3. 5 Next, the conponents shown in FIG 1 will be expl ai ned.
[IC Card 3] theGIrdamnet fih cnd e i ks ek tdlgpnien O fprocd s e 8. As shown
in FIG 3, the ICcard 3 has an IC (integrated 10 circuit) 3a provided

with a storgg®desdirdy) 0¥ e Hidieduidd Wing enstRE agoramt 50, as
shown in FIG 4, has a storage area 551 used by a credit card conpany or

other businessnt té&i%ﬂ&gﬁt%ﬁatﬁ_é Gt D verisdgiess 15_2, and a 15
storage area 55 sed by a business 15 3. Further the storage unrt 50

stores key |nforrr?.th| ogm’egtfgr squ ggtgng?g eexgg r| %gﬁtﬁ orage

area 551, key in used g ng acces s rrg F

storage area 552, an |nfornat|on ysed for judging the 20 access right
to thg st org‘@ cﬂr ircuitof %tpreserjxt J.gnvegntlon) . d

The SAM chip 8 ha_s the software configuration as shown
in FIG. 2.

As shown in FIG. 2, the SAM chip 8 has, from a bottom

10 layer toward a top layer, an HW (hardware) layer, OS layer,
lower handler layer, higher handler layer, and AP layer.

The lower handler layer includes a driver layer.

Here, the AP layer includes application programs AP 1,
AP_2, and AP_3 defining procedures for use of the IC card

15 3 by credit card companies or other businesses 15 1, 15 2,
and 15 3 shown in FIG. 1.

In the AP layer, the application programs AP_1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

20 The application program AP_1 is defined by a later
explained service definition table data (correspondence
instructing data) 20_1 and script program (operation
describing program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

25 explained service definition table data (correspondence




key information is used for nutual authentication, encryption and
decryption of data, etc. Further, the storage unit 50 stores identification
information of the 1C card 3 or the user of the IC card 3. 25 Next, the
SAM unit 9 will be explained in detaiL.4§ 51 [External Menory 7] FIG 5 is
a view for explaining the data and prograns stored in the external nenory
7 shown in FIG 1. As shown in FIG 5, the external nenory 7 stores service
5 definiti od-nstixuctiqnog detalaid |2 aud sopphtprorgracr topexatdon scri pt
program 211 of the business 151. Further, the external nmenory 7 stores
service defdeniddidiricalpmodgining 20 2 adbddd Gk bl as:atd 0a IBRdorg Oand
script program 212 .of the business 152. 10 Further, the external nenory 7

stores service defgial tﬁgméaaé@cﬁa oy rdh Apnd '&&éﬁﬁ%é@% Efle%é@fro

command script program 213 of the business 1I53. The service firnirtion

table data W1 ALAR SedEiNP SAF (LIPS EHLNELe e | ©

card operation macro conman scrlpt progr ans

written usin 0 C Further, the seryice definition table
it & 5015 paS R T k) MBIl St fmAR o P KRR CIARRFALLRR | pt

programs 20 211, 212, and 213 are scranmbled to be stored in the external
menory 7. TResSSEibifePregramn @b @taredirin the external memory 7.

The SAM chip B is connected through a SCSI port, the
Ethernet, etc. to the ASP server 6. The ASP server 6 is
connected through the Internet 10 to a plurality of terminal
10 apparatuses including a personal computer 5 of the end user
and personal computers 16_1, 16_2, and 16_3 of the businesses
15 1, 15_2, and 15_3.
The personal computer 5, for example, is connected
through a serial port or USB port to a Dumb type card
15 reader/writer 4. The card reader/writer 4 realizes for
example wireless communication corresponding to the physical
level with the IC card 3.
Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
20 the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not
involved in encryption or decryption of data, authentication,

25 and other actual operations in the IC card 3.



descranbled at the SAMchip B. In the present enbodi nent, the script
programs 211, 212, and 213 are produced using the personal conputers 25
161, 162, and 16_3 shown in FIG 1 by the businesses 151, - 52 15 2, and
15_3 and are downl oaded through the SAMgghi.p 8 to the external nenory 7.
Further, the service definition table data 20_1, 20 2, and 20 3 are
produced by the nmanager of the SAMunit 9 upon 5 instruction fromthe

busi nesses” 151, 13h® parporsd campyters ol L f_r and| 83 repn he service
definition table data 20 1. As shown in FIG 6, the service definition
tabl e data dmymlivad dhe letest explaivedt ypeipt rmogsan dperthiel SAMnahkp) , 10
addr esses, service nunbers (operation codes), key version information, and
key infornatd cdro chisetdmiczei €leeiy pepel fFeion PvGrame ARNE, asBi Pnesndt o the
service provided by the application programof the business I51. The
service typaglnment is an identifier 15 viewed instead of the service
nunber of the™Service which the application program of the business 151

can use..ln the p t ' t ., as.shown i I s Re" "Rd",, "W,
and "W"are usedrb%} ’hgﬁggé)%ﬂg&?@%%sgfgﬁeﬁ?g&d;f git?f‘gl]sgfv?%glﬁéf‘?ﬂi'tion
tabl e data 201 correspond'gﬂ to 20 the business 151. In the present

enbodi nent, the Ié%ﬁMQT?4) ation macro command script program 211 define

servi ce content conbi ni ng
FIG. 3 is a functional block diagram of an IC card

As shown in FIG. 3, the IC card 3 has an IC (integrated
10 eircuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
area 55_1 used by a credit card company or other business
15_1, a storage area 55_2 used by a business 15 2, and a

15 storage area 55_3 used by a business 15 3.

Further, the storage unit 50 stores key information
used for judging the access right to the storage area 55;1,
key information used for judging the access right to the
storage area 55_2, and key information used for judging the

20 access right to the storage area storage area 55 3. That
key information is used for mutual authentication,
encryption and decryption of data, etc.

Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the IC card 3.

25 Next, the SAM unit 9 will be explained in detail.



a plurality of service type elenents and reflects this into the later
explained IC card entity data (j ob nmanagenent data) 25 so as to be able to
provi de a service conbining services - 53 corresponding to a plurality of
service type elenments. For exanple, a ggrvice conbining a service for
reading data fromthe IC card 3 and a service for witing data in the
server 2 can be defined in the IC card entity data. 5 The service nunber in
t he service defi nilExfennall Memamys 701 is an operational command issued to
the IC card 3 and analyzable by the IC card 3 when performng a service
provi ded by the bijitheSsisba.vildswe faddngeasining thesdatacandepragtams t abl e
data 10 201 indicates the address at which data relating to a procedure

relating to dttredrie S b SRV ikéind 4P €7 C41dWtin SIS o1 €d. The "key
version information" in the service definition table data 201 shows the

version of the kewg dRoLATY FREL &) %ﬁsdem%@éh@gg% ts%%flre%egxlhgfﬁghe

"key information" in the servicé definition t s t y

i nf or mat Lon whe vy di t servige. For exa e._key information
used whe%l a(é(:ézfgigfl\r,%?%gé s@%ﬁ%glﬂ%d -alr eaan%é@o?af e°‘?fn¥al%? 'f'%‘ér?c card 3
shown in FIG 3 by the service defjnition table data 201 is set. Further,

in the servi AR RERF AL bt ' huginesti b lised when

accessing the storage area 552
Further, the external memory 7 stores service

definition table data 20_2 and IC card operation macro
command script program 21 2 of the business 15 2.

10 Further, the external memory 7 stores service
definition table data 20_3 and IC card operation macro
command script program 21 3 of the business 15 3.

The service definition table data 20_1, 20 _2, and 20_3
have the same format.

15 Further, the IC card operation macro command script
programs 21 1, 21 2, and 21_3 are written using common macro
commands.

Further, the service definition table data 20_1, 20_2,
and 20_3 and IC card operation macro command script programs

20 21_1, 21 2, and 21_3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,
21 2, and 21_3 are produced using the personal computers

25 16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,



of the 1IC 3a is set. 25 Further, in the service definition table data 20_3,
- 54 key information used when accessing the storage area 553 of the IC 3a
is set. Next, the IC card operation macro conmand script program 211 will
be explained. 5 The script program 21 .15 a program for defining the
application program of the business 151 running on the SAM chip 8 and the
procedure of rf ormed th 3 when executing that

rocessing. p
appl i cation Jp$—e%f amd| :ﬂs %ea‘b?’eg’éﬂ ‘é‘ﬁﬁgﬁ?gﬁﬂt g"éﬁ“ﬂ?pf‘ﬁ?nﬁﬁ"l ghiP 835
shown 10 in FIG 7, the SAMchip 8 uses the service definition table data

201 and scrif® Phegeskeonal memer¥rate |C card entity tenplate data 301,

an i nput data block 31 x1, output data block 32-x2, |og data bl ock 33 x3,
and conput ation defuriher, diieaservike e fihitsiarh tabIBMapa(ﬁmMrEOr el,ati ng
to the 15 business 151. FIG 8 is a view for explaining the commnds used

for describdng 20163 ldze PrdduRRIAbyOBhEPHARa§OFTEH LIS ISAM urlOW agen2l_ 1,
21 2, and 21_3. In the commands, commands for the SAM chip 8 itsel, 20 are

given the fifsdetetéfon’ &omwéhaebsemaggésrféail '95!9, 2Ra" g5l gn of the IC

card 3 are given the first letter "C'. Furthers the setond |efter is

selectively used i a rdnevmththea l|c t.i on. Far le,.for an
i ssuer setting d Egﬁ ar;étclgongcﬁq"e{m OF PXB1G P TRdt he } Servicy é?gg nLiof;e

table data 20_1.

As shown in FIG. 6, the service definition table data

20_1 has entries of service type elements (operation names),
10 addresses, service numbers (operation codes), key version
information, and key information.

The "service type element" shows the name assigned
to the service provided by the application program of the
business 15 1. The service type element is an identifier

15 viewed instead of the service number of the service which
the application program of the business 15 1 cah use.

In the present embodiment, as shown in FIG. 6, "Rc",
"RA", "Wd", and "Wc" are used as the service type elemeﬁts
of the service definition table data 20_1 corresponding to

20 the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity data (job management data)

25 8o as to be able to provide a service combining services



25 type element declaration, it is "S", for a sinple read - 55 declaration
fromthe ICcard 3, it is "R" , for a sinple wite declarationto the IC
card 3, it is "W, and for a service type elenent conputation definition,
it is "F'. The commands used for descrifsng the script programs 5 211,
21 2, and 213 include an SC command, SO conmmand, SI command, SL command,
SF command, CI command, CS command, = CR command, and CWcommand. The SC
command i s E£IAFAIPRAYLRT ofe iy PHarabiberobf servitcenkypenehemertsof | C card
entity data which the SAM chip 10 8 can process sinultaneously. For

exanpl e, when t he EBAMexlampl® ,casaividd avebining pronesicd Fod r&adang
entity data, "SC.1000" is described. The SO conmand is a comrand for

decl ari ng t hiathatfrdh otke fDC ERFAT Moahdea Osépvicdatsr bhpckingxdata whi ch
the 15 data read fromthe I1C card 3 is stored anong the data bl ocks

provided in ¢fie W& P Saihsd BSE{REAT [ PRECEESERHaUShEt tHs\ﬁ.}@ card 3

based on the later explained IC card entity data. For exanple, en t he

data blogks 1 to ar OVi 0. n storing the.data. read fromthe
IC card 3 in the g’ilg}ea eb'l%lc{é %‘Wl“r%ede%ec’ﬁ %?i.g%’éms?"%'bngﬁ?{iei s a
command for cijEd 'ng fhe data block for formng the input data bl ock 31
x| in which 9 %‘iv, 1% R WerrLirnal ( rmpend ot geved stet thedIansAgdt he

data 25 bl ocks provided in the SAM chip 8 when perform ng processing
3 and analyzable by the IC card 3 when performing a service

provided by the business 15 1.
The "address" in the service definition table data
10 20_1 indicates the address at which data relating to a
procedure relating to the corresponding service type elemént
is stored.

The "key version informatioﬁ" in the service

definition table data 20_1 shows the version of the key
15 information used when providing that service.

The "key information" in the service definition table
data 20_1 is the key information used when providing that
service.

For example, key information used when accessing the

20 storage area 55 1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20_1 is set.

Further, in the service definition table data 20_2,
key information used when accessing the storage area 55 2
of the IC 3a is set.

25 Further, in the service definition table data 20_3,



- 56 wusing the I1C card 3 based on the later explained I1C card entity
data. For exanple, when the data blocks 1 to 10 are provided, when storing
the data to be witten in the ICcard 3 in the 5 data blocks 2, 3,

"Sl:2,3" is described. The SL command i s54 command for declaring the data
bl ock formng the log data bl ock 33 _x3 for storing the log data relating
to an operatjon anpng the data bl ocks provided in the SAM chip 8 when
perform ng pfB¥eiRfafmating pRed vhep agrgssipgsthecfteragrapzeacR5L i ned
IC card entity data. For exanple, when the data blocks 1 to 10 are

provi ded, whEntheoifngdathe Beg.data in the data block 4, "SL:4" is

descri bed. The SF command is a command for providing the data 15 bl ock
form ng the conputiéxbn theéi ICngaddt apétratkodmdcrdeacmmnihdgstbepdefinition
of the relation between the service type elenents relating to the IC card

3. The contepfogfaﬁhglcgnwylatbgne fhbhgdg data bl ock 34x4 becones the
pre-processing Information of the IC card 20 entity data. The CI .command

oo For 86 N R 1 A1 bogif A MBARS wrle,
I C card typeaégigéggyognngggxt:ahme ot_2 ihlecbgggi.geggt !I.EZldJ%t?ﬁiﬁgSJn the SAM
chip 8 and the procedure of processing performed by the IC
card 3 when executing that application program.
In the present embodiment, as explained later, és shown
10 in FIG. 7, the SAM chip B8 uses the service definition table
data 20_1 and script program 21 1 to generate IC card entity
template data 30_1, an input data block 31 _x1, output data
block 32_x2, log data block 33 x3, and computation defining
data block 34 x4 used for the procedure relating to the
15 business 15 1.
FIG. 8 is a view for explaining the commands used for
describing the IC card operation macro command script
programs 21_1, 21 2, and 21 3.
In the commands, commands for the SAM chip 8 itself
20 are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".
Further, the second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service

25 type element declaration, it is "S", for a simple read




The CS command is a conmand for declaring sinultaneous operation of a
plurality of services to the IC card 3 by citing service type el enents.
The CS command can al so declare a function defining processing anong
service type elenents. 5 For exanple,-ig5is possible to declare I1CS:

"Re"+"Wel t+l " Wi ". Based on the content of the CS command, service type
el enent deshg g I.nfo natl of the IC card epgtt data _ and processing
order i nfor ng®f ﬁr Fion Icl‘Ba‘l‘Ft@'CR cbfdha e artidrle wrdit® dat a

read fromthe 1C card 3 |n a designated data bl ock when the relation anong
service typedestagationstaothaelf meard vherl tsi & diffandnd fam@a desuridsed) .

For exanple, when storing the data read fromthe IC is card 3 in the data
bl ock 1, "CR:fthlelémeht| computiationbddfinIkéon)V ¢amiandFeecl ares to wite
data stored in a designated data block to the 1C card 3 when the rel ation

among service typerké eddihsnds Wwedd desd RS iRX AR %cx\&wp&fdgtﬂéﬁ& dat a

storedinthe dat a bl ock 202intheICcard3 "CW Sl : W:"'
described, The £F spnpungnhges] aj %éﬂ?a&' ‘Edﬁuﬂqg-&f AP ULA i on
content spanniTig servi ces. For— exanpl e, en descri |ng corrput atlo’n content

SPANNI 10, ST abgsRol) kiCcShalRht BEOBiudund! € cShRREH ST Frbmebit,
CR command, and CW command.
The SC command is a comman'd declaring the number of
the maximum number of IC card entity data which the SAM chip
10 8 can process simultaneously.
For example, when the SAM chip 8 can simultaneously
process 1000 IC card entity data, "SC:1000" is described.
The SO command is a command for declaring the daea
block for forming the output data block 32 _x2 in which the
15 data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained IC card entity
data.
For example, when the data blocks 1 to 10 are provided,
20 when storing the data read from the IC card 3 in the data
block 1, "S0:1" is described.
The SI command is a command for declaring the data
block for forming the input data block 31_x1 in which the
data to be written in the IC card 3 is stored among the data

25 blocks provided in the SAM chip 8 when performing processing



exanmple, ""W"=If ("W">10) then ("WC'-10;"WI"="W"*0.08+"Wi")". This
formul a expresses the operation of subtracting 10 fromthe val ue of W
when the 5 renni ning nunber of services W is |arger than 10 and adding a
nunber of points corresponding to 8% of 3% as cunul ative points to W.
[SAM Chip 8] FIG 9 is a functional block di agram of the SAMchip 10 8

showmn in FIG 1. in F t he 8 has an ASPS
communi cat i oﬂsfﬂgAﬁ‘acé uﬁFFdGBGbéfﬁgr ﬂ&l n§P§r°r08ﬁR&ﬁi‘Béf’1 3fr CATE f ace

unit 61, bus scranble unit 62, random nunber generation unit 63,
encrypti on/ deet¥byi datanit 64, 15 storage unit 65, and CPU 66. The SAM
chip 8 is a tanper-resistant nodule. The ASPS conmunication interface unit
60 is an i nterfacEousadaniple, wheh tihe datiapbloeksdhita DMtdrd prokSdeder ver
6 shown in FIG 1. 20 The external nmenory conmuni cation interface unit 61

i s an interfWR@nusedring tHe HatdtdBePwirithedaia vhéhrthCar@xs aialngrenory
7. The bus scranble unit 62 scranbles output data and descranbl es, i nput

data when i ngathi BoaRd 8ut gut tvg@gzdgt,alsZQQt_,g;:gggg the external nenory
comuni cation interface unhit 61. The random number generation unit 63

generates random The SL command is a command for declaring the data

block forming the log data block 33 x3 for storing the log
data relating to an operation among the data blocks provided
in the SAM chip 8 when performing processing using the IC
10 card 3 based on the later explained IC card entity data.
For example, when the data blocks 1 to 10 are provided,
when storing the log data in the data block 4, "SL:4" is
described.
The SF command is a command for providing the data
15 block forming the computation defining data block 34 x4
describing the definition of the relation between the service
type elements relating to the IC card 3.
The content of the computation defining data block
34_x4 becomes the pre-processing information of the IC card
20 entity data.
The CI command is a command for declaring the issuer
of the IC card 3 (business).
The information specifying the business defined by
the CI command becomes the IC card type information of the

25 IC card entity data.




nunbers used at the tinme of authentication processing. The
encryption/decryption unit 64 encrypts data and 5 decrypts encrypted data.
The storage unit 65, as explained |ater, stores tasks, prograns, and data
used by the CPU 66. The CPU 66 executes wm7ptedeterm ned program (program
of the present invention) to execute the |ater explained 10 script

downl oad task, script [nterpretation task, entit eneratiaon task (job
managenent data prtﬁﬁc‘%‘gf]&? 18y cop@ g°ﬁr%?%cﬁﬁ’e“%+&@’éﬁ@rﬂ°%%k
(job managenent data mnmanagenent task), and other tasks. Next, the tasks,
prograns, an@Pgrafisnopéda plupality ofosegvigmist tes thiel IheazdiZabyed.
FIG 10 is a view for explaining the tasks, prograns t and data stored in
t he storage cntingSserssicddype aléhé&ntd( Thd CSteasmmtared sani #lsd@edlenh t ask
69, script interpretation task 70, entity generation task 20 71, IC card

procedur e NMAAGSIEEL ok ABEifPing Provds siRRY ahbAh s&B¢ile RAeHrty.
progranms 211 to 21 3, service definition tables 201 to 20 3, IC card entity

t | at t 301 Cg ' ta_ 73: i nput data bl ock
Bingl? gdfgu? dataF%?o§8a§§f§2,9FggsSE%EL%ngke§3§§§?agﬁd 85 conput ati on

defining datg nggguiﬂﬁxﬂ."- §Q The script downl oad task 69, as shown in
FIG 7, domnF ads™t he ge?v ge definition table data 201 to 203 from for

exanpl e, the conputers of businesses and | oads
Based on the content of the CS command, service type

element designating information of the IC card entity data
and processing order information are determined.

10 The CR command declares to store data read from the
IC card 3 in a designated data block when the relation among
saervice type elements is not defined (when SF command is
not described).

For example, when storing the data read from the IC

15 card 3 in the data block 1, "CR:SO:1="Re"" is described.

The CW command declares to write data stored in a
designated data block to the IC card 3 when the relation
among service type elements is not defined.

For example, when writing data stored in the data block

20 2 in the IC card 3, "CW:SI:2="We"" is described.

The CF command declares the data block describing
computation content spanning services.

For example, when describing computation content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

25 is described.




themin the SAMchip B. 5 The script interpretation task 70 uses the
service definition table data and script programto generate the 1C card
entity plate data, an input data bl ock, output data block, |og data bl ock,
and conputation defining data bl ock forggach business. 10 The nunber of
data bl ocks generated for each business is not particularly limted. Wen
the entity generation task 71 receives from for exanple, the ASP server 6

an entity productiDprthetesthe§F dataibdeskpd| handoperibed 3w ider 9% t hen

generates the IC 15 card entity data used for processing of a procedure

bet ween t haexaeptea;d"3WahaIf KiWecH2d8)uthey the I1C card entity plate data
corresponding to that business. At this tine, the IC card entity plate
dat a becones(tWe"elagswdasdweCxoand+ewdi')y . This formele ciprbasesiithe

i nstance . of that class. 20 The processing for generation of the IC card

entity datacp¥rhBeofinbét yuBeRaERLhGN1bDASKoN] thk! halkfeC Bl FcNGHen thdet ai |
| ater. The 1 C card procedure managenent task 72 uses the one or nore IC

card entify Q%Qi3§ﬁ§exgl{ijxlﬁg lod Qe&@?cﬁfsolgégfs g.gi_xtggfz_ihgﬁaing a@%l}g%#edgsngs 151

processing for a pro etween the 1C car _
brocedureo pBrFBRRER BERECHER Triranteyiers  to i BF W e b dativanses
151 to 153 proceed simultaneously.
points to Wd.
[SAM Chip 8]
FIG. 9 is a functional block diagram of the SAM chip
10 8 shown in FIG. 1.

As shown in FIG. 9, the SAM chip 8 has an ASPS
communication interface unit 60, external memory
communication interface unit 61, bus scramble unit 62, random
number generation unit 63, encryption/decryption unit 64,

15 storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface used for input and output of data with the ASP
server 6 shown in FIG. 1.

20 The external memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7.

The bus scramble unit 62 scrambles output data and

descrambles input data when inputting and outputting data

25 through the external memory communication interface unit



5 The I C card procedure nmanagenent task 72 executes the plurality of
processing for procedures in parallel. The I C card procedure nanagenent
task 72 deletes the 1C card entity data 73-x when the series of procedures
have been conpleted. 10 The processing ® the | C card procedure nmanagenent
task 72 will be explained in detail later. The script progranms 211 to 21 _3
are input bysihe script download task 69 from for exanple, the external
menory 7 to the storage unit 65. 15 The service definition table data 201
to 203 are input by the script downl oad task 69 from for exanple, the
external nenory 7 ‘Bhe mandem nuypher generajdomnnibse3 grnexates andan y
tenpl ate data 301 to 30 _3 are generated by the script interpretation task
70 and used memb@Pst esptatts thel aimes pfwaathgatdicattiion prede@sdargl entity
data 73-x of the procedures relating to the respective businesses. The IC

card entity data 7Bhg éficggpeishfdebyyptofinlihiy 6gcaaeaipta Wava ahdisi ng
the IC card entity tenplate data 301 to 30_3 as for exanple classes as an

instance of 588,,28sCbAgsgpted Batalhe input data block 31 x|, output data
bl ock 32 _x2, 10g data block 33-26, and conputation defining data bl ock

3axa are generat el 406 S84 Wl BOTRL SR dATkeLD, DERLes il 021
programs, and data used by the CPU 66.
The CPU 66 executes a predetermined program (program
of the present invention) to execute the later explained
10 script download task, script interpretation task, entity
generation task (job management data production task) and
IC card procedure management task (job management data
management task), and other tasks.
Next, the tasks, programs, and data stored in the
15 storage unit 65 will be explained.
FIG. 10 is a view for explaining the tasks, programs,
and data stored in the storage unit 65.
As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
20 71, IC card procedure management task 72, IC card operation
macro command script programs 21 1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3, IC card entity data 73 _x, an input data block

31_x1, output data block 32 x2, log data block 33 x3, and

25 computation defining data block 34 x4.



5 The IC card entity data 73-x is generated using IC card entity tenplate
data of a correspondi ng busi ness already generated by entity generation
task 71 in the SAMchip 8 when for exanple the SAM chip 8 receives a
processing request for processing usinggghe IC card 3 and the application
program 10 of a predeterm ned business fromthe ASP server 6. FIG 11 is a
view for explaining the format of the |1C card entity data 73 x. As shown
in FIG 11, the ICgb‘arﬂ':’%hPFt9°Hai'-aa¢3t§9ha§9rnﬁﬁagbﬁt’ﬁt ipoFaAGer 7,
information 80, entity IDinformation 15 81, entity status information
(status dat ajlo8@loadsc&he sepwicel defanidiodl tabdeyidatat Poe lelten@2@ 3
designating information 84, processing order information (processing order

data) 85, pEfoll 0£6%SkREmplE)! Ak @BmPateddd o0 Busin@ERTY Ahd IIY{dmat i on
87. 20 The managenent pointer information 80 is a bidirectional pointer

for managi ngeh 88 Lfr eRLIsKRIM bhi d?Qa 73-x in the storage unit 65. The
entity IDinformation 81 IS useg or a request for generation of |IC card

entity data 73-x, nfirpation 25 of the.state of ,progres del eti.on, or
t he rest%bf a serigge-sﬁﬁlp%flﬁggﬁggg%ﬁ lﬁgi%§3 hé |E383r§h nfPEY *F4t a
73-x. The entity . IDinforpation 81 also hecones a return value given to
the end use??f¥ﬂétéﬂPiF?bFB Aatsr pRd SFTAPtCBrPILABnFe GenaFeteidhe i pt or
when opening a file in a general file system 5 The entity status

i nfornmati on 3¢ cavdentictyipkatefdata, an input data block, output data

block, log data block, and computation defining data block
for each business.

10 The number of data blocks generated for each business
is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server 6 an entity production request, it
conducts polling with the IC card 3, then generates the IC

15 card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

20 The processing for generation of the IC card entity
data by the entity generation task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entity data 73 x present in the storage unit

25 65 to execute processing for a procedure between the IC card



progress of a procedure relating to an IC card 3. The basic states of the
|C card entity data 73 _x include, as shown in FIG 12, the state of
processing for investigating the services which the IC card 3 can use
(RS), the state 10 of processing by whj the SAM chip 8 authenticates the
IC card 3 (Al), the state of processing y which the IC card 3

aut henticates the SAM chip , the state of processing for reading
data fromth?2 $E§ch?€18°€ﬁys ﬁdltﬁe dBaBe of processing for witing data
inthe ICcard 3 (W. 15 In the present enbodi nent, the processing for

I nvestigati ng t he wsthesreddet psmlomdimentt f @ pglherBAMy o) prdbdeBdsing
authenticate the IC card 3, the processing for the IC card 3 to

aut hent i cat egbpeppbibaiirBsSpek8rieaC Batwaan’ ar pmciatill&g &3t ad rapdde | C
card 3, and the processing for 20 MW|t|ng data in the IC card 3 correspond

to jobs. A"30Dn4 Bfie® Hkihgﬁgeg %y_t B | 5“'3'& e%@%%&;‘lqﬁnéoq{s i ch an

order of execution s etern1ne car procedure nanagene t ask
72. Note that Al and for ual aut henti 5 process

i wmen et ¢ o Fo (FHad iR aits ndhadanentorash, 77 rrctes, e
enbodi nent, considering the connunlcatlon time on the Internet 10, the
above- nentldnbﬂraba§Yc°§tHF@§°&Pénga§°§hEWﬁcﬁﬁuFﬁ@ dmapanaldedition chart

of FIG 12, nmanaged divided into post-startup (af ter issuance 5 of
command) states anTheol| edrxd prddadureomnagemens ponsie)72 stalietsas the

IC card entity data 73_x when the series of procedures have
been completed.

10 The processing of the IC card procedure management
task 72 will be explained in detail later.

The script programs 21_1 to 21_3 are input by the script
download task 69 from, for example, the external memcory 7
to the storage unit 65.

15 The service definition table data 20 1 to 20_3 are
input by the script download task 69 from, for example, the
external memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to 30_3 are
generated by the script interpretation task 70 and used as

20 templates (classes) when generating the IC card entity data
73_x of the procedures relating to the respective businesses.

The IC card entity data 73_x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

25 classes.



Specifically, the state of processing using the IC card entity data 73-X

I s managed by the instance generation (IC card entity data generation)
state, RS post-startup state, 10 RS conpleted state, A post-startup state,
Al conpleted state, A2 post-startup statp,-A2 conpleted state, R
post-startup state, R conpleted state, Wpost-startup state, Wconpleted

state, and instanc | C card,eptit t deletion state. The |C card type

i nformation 83 is ?H%o?ﬂﬁ?&oﬁagﬁrb¥3%€s€%e¥fyi%EF??E&éﬁﬁﬁrﬁi&?*g%ﬁﬂﬁg'that

| C card 3. The IC card _type information 83 is set with information defined
by the O cohREndaFa PAeCkddakdonensheemsutationmdafiaing daka ticlof

generation of the IC card entity data 73-x. 20 The service type el enent
desi gnati ng BAf sdmatrieogedératied byt thes aonipt: titerdretaiiioroftadie B&rvi ce
defined in the service definition table data used in processing using the

| C card entity datNex&,xthdlEC sind @ titie daltanyBt x0RS1YNSé idiplaiwednt i on
84 25 is set with one or nore service type elenents designated - 65 by the

CS commang in the @hgvecmBakhoBREite" HAkaP73952 s genlkta tdd i Parer ati on
of the IC card entity data 73-x. The procesSing order information 85 shows

the 1C card SRERIH HoP Ppmbate dfes LE R o liinme il BOBERS SRS o
12. That is, the processing arder information 85 uses the
generated by entity generation task 71 in the SAM chip 8
when for examplé the SAM chip 8 receives a processing request
for processing using the IC card 3 and the application program
10 of a predetermined business from the ASP server 6.
FIG. 11 is a view for explaining the format of the
IC card entity data 73 x.
As shown in FIG. 11, the IC card entity data 73 x has
management pointer information 80, entity ID information
15 81, entity status information (status data) 82, IC card type
information 83, service type element designating information
84, processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.
20 The management pointer information 80 is a
bidirectional pointer for managing the IC card entity data
73_x in the storage unit 65.
The entity ID information 81 is used for a request

for generation of IC card entity data 73 x, confirmation

25 of the state of progress, deletion, or the rest of a series



service type elenents to show the order of execution of jobs corresponding
to the basic operations of the I1C card 3. 10 Here, the jobs, as explained
earlier, correspond to the RS, Al, A2, R and Wshown in FIG 12. Specific
operations on the IC card 3 are realizeghhy the order of processing
designated using the jobs. For exanple, for processing using an IC card 3
with only reading with no nutual aut hentlcatlon 15 the proceSS| ng .order

i nf or mat i on @5 REOGRASIRT peingstbe IC gaxd entity,daka 73sx. oFhe Y and
witing wiwth nutual authentication, the processing order information 85 is
set wth 'IFS- mfomtm>wlalamebwm@ reeize valte giNen tgFhe set
with the 20 order of jobs shown in FIG 12 corresponding to the order of
servi ce el enendsugdesi gThéedniitiyh#DCinfornmitdonn 8iLheorale@penisn ttico rtdb
script program when generating the 1C card entity data 73-x. The

pre- prOcess'8stﬂiﬂﬁaﬁtkﬁan8ﬁpb§1ﬁ§tafEQﬁbtﬂﬁ ASBené2alCififle GyWtdg W th
managenent data for perform ng processing - 66 wusing the IC card entlty

data 73- F °
ata 734 For exagplee g, PLELBLACERELINALELA BB LAB,EO the SRl

poi nts of a corrput a service desig int
bl ock. 5 Further, when_an |nter-serV| C Qnput atlon funct I s not

defined, t hepﬁ?grﬁﬁﬁcgganBrPﬁPGPﬁﬁt Feragdngs toem G £ ﬁer}ir "equest ed

processi ng charge. For exanple, in the case of settlenent, the state
The basic states of the IC card entity data 73 __x include,

as shown in FIG. 12, the state of processing for investigating
the services which the IC card 3 can use (RS), the state

10 of processing by which the SAM chip 8 authenticates the IC
card 3 (Al), the state of processing by which the IC card
3 authenticates the SAM chip 8 (A2), the state of processing
for reading data from the IC card 3 (R), and the state of
processing for writing data in the IC card 3 (W).

15 In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authenticate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the IC card 3, and the processing for

20 writing data in the IC card 3 correspond to jobs.

A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

25 processing between the IC card 3 and SAM chip 8.




relating to the amobunt of charge or nunber of points given 10 etc. is set.
The post-processing information 87 is set with data of the processing
result of the IC card entity data 73-x required at the ASP server 6 side.
For exanple, in the case of settlenent,g4t-is set with data show ng the
exi stence 15 of a normal end to the settlenent. Next, a routine for
processing by the 1C card procedure nanagenent  task 72 shown in FIG 10

relating to a pIur%?¥??°rof1?C§Ear8§°3°ﬁ§|ﬂﬂbadbPﬁP§P|F?“SFdPélegr&thtlty
data 73-x w1l be explained. 20 The I C card procedure managenent task 72
is for exanptemmunihcabihonytiwenonsthe tnktapnaet Ithe theyadbeve-mentigmadhi p
8 shown in FIG 9. FIG 13 is a flow chart of the processing perfornmed by
the I C card pasiedatatesnagenecas shskwn7in ZheSis¢ptBltransitiobhehaztcar d
procedure managenent task 72 selects one |C card entity data 73-x for

executing theenerd. PLOGREFAIEH devhidel 1hEs Postasitay tilp (Sfeard siiiddde data
73-x present in the storage unit 65. 5 The nethod of selection of that IC

card entigly galdomslaid) B¥atis WA UEAEIELLE! YaPebe Haddi poid ﬁyyaﬂswt a

73- X present in the storage uni r to assign a priority
sel ect by prngLgx in the order of the highest priority. Step ST2:

Specifically, the state of processing using the IC
card entity data 73 _x is managed by the instance generation
(IC card entity data generation) state, RS post-startup state,

10 RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup
state, R completed state, W post-startup state, W completed
state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

15 specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73_x.

20 The service type element designating information 84
shows the service type elements of the service defined in
the service definition table data used in processing using
the IC card entity data 73_x.

The service type element designating information 84

25 is set with one or more service type elements designated



10 The I C card procedure managenent task 72 judges if the job of the IC
card entity data 73-x selected at step ST1 has already been started up.
When judging that it has been started up, it proceeds to the processing of
step ST5, while when judging that it -haés not been started up, proceeds 15
to the processing of step ST3. Step ST3: The I C card procedure nanagenent

task 72 judges fromthe entity status informnmatid i of
the 1C car gb nﬁ‘?;%%acf%m}?-‘é( J}slnelst"eh(ﬁ ea At &%‘%%%%ﬁ?ﬁ%ﬁ%he
state transitjion chart _shown in FIG 12 the processing.rel ati ngl t o that
entity data FRej kimadofecgpneratiopnef; hge Ik cagdegnfdty thieX-
processing order information 85. At this tine, the processing order

i nformation 85 25 Theéiprecedeingderder infoumathonf 8bosbowsi Fhet leadear vice
- 68 elements set in the service definition table data as expl ai ned

earlier. Stepfhidacdtiton G aebtviicese§obs gt imnthegskoddssing tusimgy 5
the job selected at step ST3. The I C card procedure managenent task 72

execut es & hegnhObc UsdAd diei dpldatdl 9aks,r ehati 9, tené hatatdddhditGion
above-nentioned input data bl'ock 31-xI5, output data block 32-x2, |og data

bl ock 33-x3, jpand. coppptatiqQg defining data 10 block 34-x4.

own
That is, the processing order information 85 uses the
service type elements to show the order of execution of jobs
corresponding to the basic operations of the IC card 3.
10 Here, the jobs, as explained earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using
an IC card 3 with only reading with no mutual authentication,
15 the processing order information 85 is set with "RS->R".
Further, in the case of reading and writing with mutual
authentication, the processing order information 85 is set
with "RS->A1->A2->R->W".
The processing order information 85 is set with the
20 order of jobs shown in FIG. 12 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 73_x.
The pre-processing information 86 is set from the ASP

25 server 6 side with management data for performing processing



At this time, the IC card procedure managenent task 72, when issuing a
conunand to the IC card 3 in execution of a job, uses the service el enent
corresponding to that job as a key to search through the service
definition table 15 data to obtain the sg vice nunber corresponding to that
service elenment (operational command of IC card 3 able to be analyzed by
the IC card 3), . Further, the IC card procedure nanagenent task 72 uses

t he obt ai nedi8ingi thenlifheprrdoentity dateodda®d to the 1C card 3. 20
Further, the 1 C card procedure managenent task 72, as explained using FIG
4, when key i nf or ier mxampkeqtihecpref-progeseivgninfiormatagn 8bcks et he | C
card 3a, uses the service elenent corresponding to that job to search

t hrough t hewSen \Poih e ldMat éspi tdt Lol Hornailch olft ai setvic& epsifgnated

i nformati on corresponding to that service element. Further, - 69 the IC

card procedu{g PRO2EAPNERALal BEKck2 uses that key information to perform
mut ual authentication wth the IC card 3, encryption and decryption of

data, and ot her o] LN ta] h ' .erm ned
5 storagg area ofpfﬁggﬁé#bgyggg.ggs egeng?nggé §§§B?§g§§? o?k&&% %@h t he
| C card procedure nanagenent _task 72 issues a GO nd . to t I.C car,d 3 and
is waiting fb% PRE ﬁ?gégggsnﬁhPegﬁprﬁPCFﬁélPé &Rggggétﬁﬁﬁﬁa§1ﬁﬁu?ﬁ%:card
procedure managenent task 72 receives the %rocessing result fromthe IC
card 3, it seithithe requested processing charge.

For example, in the case of settlement, the state
relating to the amount of charge or number of points giQen
10 etec. is set.
The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
15 of a normal end to the settlement.
Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.
20 The IC card procedure management task 72 is for example
constantly being started up on the CPU 66 of the SAM chip
8 shown in FIG. 9.
FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

25 Step ST1:



the IC card entity data 73-x. Step ST6: The I C card procedure nmanagenent
task 72 updates the 15 entity status information 82 of the IC card entity
data 73-x shown in FIG 11. In this way, in the present enbodinment, the IC
card procedure managenent task 72 perfogys- processing for a plurality of
| C cards 3 present in the SAMchip 8 in parallel 20 while selecting in
order the IC card entity data 73-x for the plurality of |C cards 3.
Therefore, the SAVFR® :F)éIS"%%FF'l PRIGRAYER RARAILRARE dtr ki 14 e Th D& ng
even when receiving processing requests for procedures using a plurality
of |1 C cards BC @ardiesmtityiedabar?3|x ofrer axegnting kthe aanhirkadessing(
systemshown in FIG 1 will be explained. FIG 14 and FIG 15 are views for
expl ai ni ng téatousr she pipealdiitgnodf ICheardmentiityt idartas /St emplresteowvn i n
FIG 1. Step ST21: 5 The businesses 151 to 153 or a party requested by
those businesgegngr Q€Be8gacCunR B5Q9rans 21_1, 212, and 213 descri bi ng
processing for transactions perforned by the businesses using the IC card

3 for  exampl e on e PRL3R0A! op CQURMERS BNt BsT end822cAUd OBy datd | G

1. 10 Further, the nanager of produces service efinition

table data 203 nay 584 Suceas iVl sl ol 1c"Sa o0 REL BT aded 8 4°°

present in the storage unit 65 or to assign a priority order
and select by priority in the order of the highest priority.
Step ST2:
10 The IC card procedure management task 72 judges if
the job of the IC card entity data 73_x selected at step
ST1 has already been started up. When judging that it has
been started up, it proceeds to the processing of step ST5,
while when judging that it has not been started up, proceeds
15 to the processing of step ST3.
Step ST3:
The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73_x selected at step STl which state
20 of the state transition chart shown in FIG. 12 the processing
relating to that entity data is in and decides on the job
to be executed next from the processing order information
85.
At this time, the processing order information 85

25 defines the order of execution of jobs using the service



Step ST22: The service definition table data 201, 202, and 203 15 produced
In stop ST21 are stored in the external nmenory 7. Further, the script
prograns 211, 212, and 213 produced at step ST21 are downl oaded fromthe
personal conputers 161, 162, and 163 fhggugh the Internet 10, ASP server
6, and SAM chip 8 to the external memory /. That 20 downl oad processing is
managed, as shown in FIG 7, by the script downl oad task 69 in the SAM
chip 8. Stepeéﬂ295t¥hée§cFPthPnF@FU#@PaﬂPSH“F&é?“?GaPHetﬁ@ﬁ&Nﬂ%ﬁnp shown
in FIG 7 uses the service definition table data and script 25 programto
gener at e t heekflaanddepariyepl.ate data, input - 71 data bl ock, output data
bl ock, | og data bl ock, and conputation defining data bl ock for each

busi ness. The genegggpdsgata is stored in the storage unit 65 of the SAM
chip 8 shown in FIG 9. 5 Step ST24: The user is issued the IC card 3. As

shown in FIG 4, t@ esieréQEdUBhEcéﬁuQL kgﬁaégmaﬂt ehskhe2l Graditd Hpstores

key information used for transactlons he busi ness the user contracts

with., 10 t hat . t he us%ﬁ bu3|Q%ss may al so contract w th each

t
ot her af ter P?sagﬁcgeéf €§P § tHrough the Internet 10 etc. Step
ST25:

The IC card procedure management task 72 executes the
job using the data blocks relating to that job in the
above-mentioned input data block 31 x1, output data block
32 _x2, log data block 33 x3, and computation defining data

10 block 34 x4.

At this time, the IC card procedure management task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a key to search through the service definition table

15 data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to
be analyzed by the IC card 3) . Further, the IC card procedure
management task 72 uses the obtained service number to issue
a command to the IC card 3.

20 Further, the IC card procedure management task 72,
as explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the service definition table data and obtain the key

25 information corresponding to that service element. Further,



For exanpl e, when the user uses the personal conputer 15 5 to access the
server 2 through the Internet 10 to try to purchase a product, the server
2 issues a processing request through the Internet 10 to the ASP server 6.
When the ASP server 6 receives a processgqg request f romthe server 2, it
accesses the personal conputer 5 through 20 the Internet 10. Further, as

shown in FIG_ 16A,  a processi reguest issued b e card,reader/witer 4
for the IC cthe I ?%r?rﬁﬁgﬁ?agﬁﬁ gﬂ?ﬁﬂ@ﬂePgegﬁéﬁsBHaPSEBWﬁbfgr Y | nter net
10, and ASP server 6 to the SAMchip 8. Step ST26: 25 The ASP server_ 6
outputs to timfermathbp Boapesfiermymutual ppghentisatieguwith tha Intity
production request stores information showi ng the issuer of the IC card 3.

Step ST27: 5Sca¥h@n3| henEiYpthon 8ndedecyygptinnenifi tatpr,odnd iodhenr equest, as
shown in FIG 16B, it conducts polling with the 1C card 3. Step ST28: The

entity gener?£$8855§ﬁ§ 4Ad0bbtRenSANCRighe jted@eteskla priddatatiicred! the
|C card entity data 73-x present in the SAMchip 8 after the end of the

pol l'i ng E§ “LEQLQ?%h§f?ﬁ?éknﬂﬁhnﬂﬁbﬁﬁr935.ined by the SC command of the

script program n the maxi mum nunber, it proceeds to the
processing of ste8t§g23ms$hlle if not, it ends the processing.

Step ST5 is performed when the IC card procedure
management task 72 issues a command to the IC card 3 and
is waiting for the processing result of the IC card 3.
10 When the IC card procedure management task 72 receives
the processing result from the IC card 3, it sets this in
the IC card entity data 73_x.
Step ST6:
The IC card procedure management task 72 updates the
15 entity status information 82 of the IC card entity data 73_x
shown in FIG. 1l.
In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of IC cards 3 present in the SAM chip 8 in parallel
20 while selecting in order the IC card entity data 73 x for
the plurality of IC cards 3. Therefore, the SAM chip 8 can
simultaneously proceed with the processing even when
receiving processing requests for procedures using a
pPlurality of IC cards 3.

25 Next, the overall operation of the communication



15 Step ST29: The entity generation task 71 specifies which business' IC
card entity plate data to use based on the information show ng the issuer
of the IC card 3 stored in the entity production request for exanple and
uses that 20 specified IC card entity pl@ie data to generate the IC card
entity data 73-x. This corresponds to the I nstance generation shown in

FIG 12. Step ST30: 25 The SAM chip uts o.the ASP server 6 the
entity 73 Iﬂ%?qh%h?@ch’t‘di'@ﬁtl}y"ﬂ?ii 3*XPyBLBPEred at step ST29 Step
ST31: The I C card procedure managenent task 72 of the SAM chip 8
investigates the SE¥Gi ddsandhFIE .t b 4@ viewsFemaxrlaisdngrihe overall
processing corresponding to the job RS showmn in FIG 12. Step ST32: The IC
card procedusperatbgenesfit thaskomiunicabiofAbystémchi phewautine fIiGcatles t he
legitimacy of the IC card 3. This is processing corresponding to the job
Al shown in FIG gg%psngTSS The IC card 3 authenticates the Ieg|t| macy

of the SAM 15 chip
5 The businesses 15 1 to 15_3 or a party requested by
those businesses produce script programs 21 1, 21_2, and
21_3 describing processing for transactions performed by
the businesses using the IC card 3 for example on the personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1.
10 Further, the manager of the SAM chip 8 produces service
definition table data 20_1, 20_2, and 20_3 corresponding
to the businesses 15_1 to 15_3.
Step ST22:
The service definition table data 20_1, 20_2, and 20_3
15 produced in step ST21 are stored in the external memory 7.
Further, the script programs 21 1, 21 2, and 21_3
produced at step ST21 are downloaded from the personal
computers 16_1, 16_2, and 16_3 through the Internet 10, ASP
sarver 6, and SAM chip 8 to the external memory 7. That
20 downlcad processing is managed, as shown in FIG. 7, by the
script download task 69 in the SAM chip 8.
Step ST23:
The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service.definition table data and script

25 program to generate the IC card entity plate data, input



This is processing corresponding to the job A2 shown in FIG 12. By steps
ST32 and ST33, the IC card 3 and SAMchip 8 nmutually authenticate each
other. This corresponds to FIG 20 16C. Step ST34: The I C card procedure
managenent task 72 of the SAM chip 8 repds and wites data necessary for
the procedure wth the IC card 3. 25 This is processing corresponding to
the jobs Rand - 74 Wshown in FIG 12 and FIGS. 16D and 16E. Further, the
| C card procdatacbhankgenntputadrtarbleek, dogofpieabileskiom®d a specified

based on the pre-processing information 86 of the IC card entity data 73_x
to perform Scompdetationnddfpndogsdatg bdpckofput saichnbusimgsishe data read
fromthe IC card 3..Step ST35: As shown in FIG 16F, the I C card procedure

managenment task 7PhefgéhRerSEdHEchhRa8igubpukadt iA Rhacetoirager @nuld 65 10
step ST34 to the ASP server 6. Step ST36: For exanple, the IC card

procedure megagdefENsalakip’ 8 gﬁgghegntggGchqard entity data 73-x. As
: . :

expl ai ned above, according'to e conmuni cation 15 systeml1, it is

possi ble to generajg th .card entity data 73-x for each processing for
a procedur e occurr%ﬁﬁpmﬁF#E}he

The user is issued the IC card 3.

As shown in FIG. 4, the storage unit 50 of the IC 3a
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

10 Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer

15 5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through

20 the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card reader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

25 The ASP server 6 outputs to the SAM chip 8 an entity



IC card 3 and to have the I C card procedure nmanagenent task 72 use the
plurality of IC card entity data 73-x to sinultaneously proceed with
processing for a plurality of 20 IC cards 3. Further, according to the

aut hentication system1, since it is sufiicient to store the IC card
entity data 73_3 actually used for the processing of the IC cards 3 in the
storage unit 65, it is possible to use the storage areas 25 of the storage
unit 65 effiBFefppyion $8q“P3Fther, according to the authentication system
1, as shown in FIG 12, since the |IC card procedure managenent task 72
manages the st at esThatesatityorrefuekdopopeayeste stogesdiinfeamatinn
post-startup states'and conpleted states, it 5 is possible to start the
executi on of showingbthehdsssear of tthe JCocassi 3g relating to another job in
the state while waiting for data fromthe I1C card 3. Therefore, it is
possible to elimpgaepg sirg7wait tine caused by transfer of data with the
|C card 3 through the Internet 10. 10 Further, according to the

aut henti cation sysﬁﬁghlgPet BRMSEhYLC8 Q%E%&hr%iso%nt ggltg__t@a&ﬁ,dmjj&gs a

name show ng the type service provi y each businfness, that is, the

[ I , th nb h L\ [ | C d d
The key | nf o REERBY ueBA=DRER B QVidn -4 5 RepeRrs PerLinbnighicty [

the external nenory 7. Therefore, businesses 151 to 153 not devel opers of
the SAM chi pI§ <@&f Froduce their own application prograns for running on

Step ST28:
The entity generation task 71 of the SAM chip 8 judges
10 if the number of the IC card entity data 73_x present in
the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the processing.
15 Step ST29:

The entity generation task 71 specifies which
business’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that

20 specified IC card entity plate data to generate the IC card
entity data 73 _x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

25 The SAM chip B outputs to the ASP server 6 the entity




the SAM chip 8 by the script progranms 21 1, 212, and 213 and downl oad them
through the SAMchip 8 into the external 20 nenory 7 for custom zation

That is, without being infornmed of key infornmation, operational conmands
for directly operating the IC card 3,-0r30ther highly confidential
information to the businesses 151 to 153, these busi nesses can custom ze
their own ap ic tpon ogramgs. Further n 25 a busi s custqmzes its
application gbo H% ?éd% 13 ?E} 59633%%2‘(;1?-%’6 IR+ kae 5B %'on or
card operational connands so the | oad on the business is Ilghtened.
Further, accordingSt®Pt RE33at hentication system 1, since it is possible to
defi ne conputatlon content spanning 5 a pIurallty of services, it is

possi bl e to provi d8hei ¥€r sardepypeeduzenppnpggmany kagk (¢ &f heiSAL in a
range of services executed sinultaneously with approval at the I1C card 3
si de. Furtheechipceoidivegtigates dhieheeixivizxiesowhsiydt athel , IC Maxd 3 nrtawduci ng
the concept of a data block, the data input and output with the IC card 3

and the Ipg ggba can be easily managed. FIG 17 is a functional block
di agram showi ng nore specifically the function bl ocks of the SAMchip 8

tSE?\gﬂghISalnnl E'It (cair ng}ugu g%wgbgﬁfﬁgﬁggggﬁm @%?2{?}8' ﬁl'?%f %g;ﬁ%ﬁsiﬁg“%o,
ext er nal ”E”?_Qyp%%m'}'.cat' on interface unit 61, bus
Step ST32:
The IC card procedure management task 72 of the SAM
10 chip 8 authenticates the legitimacy of the IC card 3.
This is processing corresponding to the job Al shown
in FIG. 12.
Step ST33:
The IC card 3 authenticates the legitimacy of the SAM
15 chip 8.
This is processing corresponding to the job A2 shown
in FIG. 12.
By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to FIG.
20 16C.
Step ST34:
The IC card procedure management task 72 of the SAM
chip 8 reads and writes data necessary for the procedure
with the IC card 3.

25 This is processing corresponding to the jobs R and



scranbl e unit 62, random nunber generation unit 63, 20 encryption/
decryption unit 64, storage unit 65, and CPU 66. In the SAMchip 8 shown
in FIG 17, for exanple as shown in FIG 18, it is also possible to '
connect a card I/F wunit 91 connected togghe internal bus 90 to an RF
reception/transm ssion unit 92 outside of the SAMchip 8 25 and transfer
data with the IC card 3 by a noncontact system- 77 through an antenna 92a

of the RF reWephPyR/ ipr Ed&yi 12 andoFIGH -« 169 anded$ft Enbodi nent The

present enbodi nent is an enbodi nent corresponding 5 to the seventh to
ni nt h aspects of tRertheenttha IG-kcerdlSrocedure envarsgdnentotaskl 72 uses
configuration of a -communication system 101 of the present enbodi nent. As

shown in Fl Ga ¢8mphbatioanbsinela Wpdeitiia Habadoa thé prefpricddLingC
card 103 (integrated circuit of the present 10 invention) , card

reader/wit eg 0 . jcatd
En]?gﬁ-TgQ‘iroﬁ %Y EOENY qu%?ga%#(\%g?jﬁ 719 S& \P&fform

provi der) server 6, SAM (secure umrt 109, personal
conputers. 1161 162,. a 11639 and 1_.zut henti%a ibon units 117 11: 117 2, and
1173 to conmBRPESTETHPSLREPRRPAPE SRR COPBARE 108, PR IY ML BRFAHR

processi ng or. other processing for a procedure wusing an IC card 103. The
SAM unit 109fme® heeXCec®d Menory 107 (seniconductor storage circuit of
the present invention) and SAM chip 108 (sem conductor circuit of the

pr esent Step ST35:

As shown in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 outputs the processing result of
10 step ST34 to the ASP server 6.
Step ST36:
For example, the IC card procedure management task
72 deletes the IC card entity data 73_x.
As explained above, according to the communicatic;':n
15 system 1, it is possible to generate the IC card entity data
73_x for each processing for a procedure occurring with the
IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simultaneously proceed with processing for a plurality of
20 IC cards 3.
Further, according to the authentication system 1,
since it is sufficient to store the IC card entity data 73_3
actually used for the processing of the IC cards 3 in the
storage unit 65, it is possible to use the storage areas

25 of the storage unit 65 efficiently.



20 invention). The SAM chip 10 8 has the software configuration shown in
FIG 20. As shown in FIG 20, the SAMchip 108 has, fromthe bottom/|ayer
toward the top | ayer, an HW (hardware) |ayer, 25 OGS |ayer, |ower handl er
| ayer, higher handler |ayer, and - 78 _Afsl ayer in that order. The | ower
handl er | ayer includes a driver layer. Here, the AP | ayer has application
progranms AP_1, AP 2, and AP -3 defining procedures using the |IC card 103
by the 5 credit caFBrtBRFanpeso5AIBghEP 55‘@ Aatheatipatiop pystamy 1,915 3
shown in FIG 19. In the AP |l ayer, the application programs AP_1, AP-2,
and AP -3 andst AhoWngherFERAndlZs dinge theeIfr cardcpirocednra managengnh
firewalls FW(firewalls of the present invention) . 10 The SAM chip 108 is
connect ed t htas¥h72 riCiEgeithe statefidfceretntéba. of thedobSHhseceesed06.
The ASP server 106 is connected through the Internet 110 to a plurality

of term nal YRRALRIGUS niteC ipddHie ta RIS Bt HHd domkYetdd Sta€sd, user and
personal conputers 1161, 116 2, and 1163 15 of businesses 1151, 115 2, and

1153. Th et sonale -G s]é[% f AR Son (oTeTyTS
seri al pgsrf %rg %%Igs%%u??a ntb?{/epe carﬁc}ﬂe}cﬁr/wﬁﬁ' 1%%‘9%%rd

Cor 1 osponi nghBo PEREAATIER HoL ST AA5heg T Thrhq piate while

waiting for data from the IC card 3. Therefore, it is possible
to eliminate the wait time caused by transfer of data with
the IC card 3 through the Internet 10.

10 Further, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing

15 that service. This is held in the external memory 7. Therefore,
businesses 15 1 to 15_3 not developers of the SAM chip 8
can produce their own application programs for running on
the SAM chip 8 by the script programs 21 1, 21 2, and 21_3
and download them through the SAM chip 8 into the external

20 memory 7 for customization. That is, without being informed
of key information, operational commands for directly
operating the IC card 3, or other highly confidential
information to the businesses 15 1 to 15_3, these businesses
can customize their own application programs. Further, when

25 a business customizes its application program, it does not




The operational commands to the IC card 103 and response packets fromthe
| C card 103 are generated and analyzed at the SAM unit 109 side.

Therefore, the card reader/witer 104, personal conputer 105, and ASP
server 25 106 between themonly act to-siere the commands and response - 79
content in the data payload portion and relay the sane and are not

I nvolved in the _encryption or decryption of data, autheptication, or other

actual oper aBfeftq fnpHethekey: infogmatiompr FardARerat1983 ] CPI‘S“aZ'f‘{%lhd

115 3 use their personal conmputers 1161, 116 2, and 1163 to produce the
appl i cati on peoghanioA® on ithepbusinesp i3 daghdemedsad the produced
application prograns through the authentication wunits 1171, 117 2, and
1173 through the SiNithep, la8cbedifigptedeher antbhdnsticaidenasgatem 1t,he
external menory 107. At this tine, since the businesses 1151, 1152, and

115 3 have ngjhebai tofs WddsidAW tof BeEinkhSomp@taFLon! EaStéit tdifartid eg nal
menory 107 where the application prograns AP 1, AP 2, and AP -3 can be

downl caded (g graUscdcds Baddsadionse, pPGANEIIE QpiunAdSigilel o
the. i1 cval | ESFULFES, FPEPIAIBS & BRSFATTRY O GRATIRe ot £ AP (76
application prograns 20 AP 1, AP 2, and AP 3. \Wen downl oadi ng t he
application pevyiges amecutad Bimultaneously with approval at the IC
card 3 side.
Further, according to the authentication system 1,

10 by introducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown

15 din FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
20 encryption/decryption unit 64, storage unit 65, and CPU 66.
In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF

reception/transmission unit 92 outside of the SAM chip 8

25 and transfer data with the IC card 3 by a noncontact system



and AP -3 to the SAM chip 108, the authentication units 117_1, 117 2, and
117 3, as explained |ater, performnutual authentication with the SAM chip
108, produce the downl oad 25 signature verification key information, etc.
- 80 Next, the conponents shown in FIG7A9 will be explained. [IC Card

103] FIG 21 is a functional block diagramof the I1C card 5 103. As shown

in FIG 21, the I1C card_103 hasg,an (Lptegrated cjrcuit), 103a provi ded
with a storags” UR? aﬂiﬁn%?ﬁlﬂapg%ﬁe%gsighﬁ %ﬁﬁ%‘?" A R onidp, as
shown in FIG 22, has a storage 1.0 area 1551 used by a credit card conpany
or other bus?hess 115 1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3. Further, the storage unit
150 stores key inf3ecendoBmbodimenbr judgi ng the exi stence of the right to
the storage 15 area 1551, key information used for judging the access
right to the storarice Praseiib etbodithendy i b Ndwrdiiddimeife dorMesgddiny t he
access right to the storage area 155 3. That key information is .

speci fi cal | yegseRef 96vaHtHako aﬂhhﬁnagga&enofeeﬁwﬂhwa_taaq.d_ecr yption of
data, etc. 20 Further, the storage unit 150 stores identification

e o o en THEF 4807 Plek Of ha80eHRET cORELguilESAVol ! 109

communication system 101 of the present embodiment.

As shown in FIG. 19, the communication system 101 uses

the server 102, IC card 103 (integrated circuit of the present

10 invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers 116_1,
116_2, and 116_3, and authentication units 117 1, 117_2,
and 117_3 to communicate through the Internet 110 and perform

15 settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107
(semiconductor storage circuit of the present invention)
and SAM chip 108 (semiconductor circuit of the present

20 invention).

The SAM chip 108 has the software configuration shéwn
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top layer, an HW (hardware) layer,

25 OS layer, lower handler layer, higher handler layer, and



[ External Menory 107] FIG 23 is a view for explaining the storage areas

25 of the external nenory 107. - 81 As shown in FIG 23, the storage areas
of the external nenory 107 include an AP storage area 1201 storage area
for storing the application program AR 7B aof the business 1151, an AP
storage area 120_2 for storing the application 5 program AP -2 of the

busi ness 1152, an AP storage area 120 3 for storing the application

progr am AP AP Jrayer iR sthRECTde%s an AP managenent storage area 121 used
by the manager of the SAM chip 108, and a key information storage area
122. The appli cat iThe Mﬁ&ﬂ@%tkﬁ%i#ﬂ?%@w atdriyer 1bagera 1201 is
conprised of a plurality of program nodul es. Access to the AP storage area
1201 is restrictededne t the AP layeix] hid\applilca tdom pragrams ARGk aRPAR 2
stored in the AP storage area 1202 is conprised of a plurality of program

nodul es. 15 AL s 3 Adéfibn iy ShH6ageuPeéSud2Rg2thé Testarat 8d3bpyt kte
firewall FW2. The application program AP_3 stored in the AP storage area

1203 i ' Lis et
2 SOl st i B BROGE D FBGUAGe 11907 e e o

storage ar "3 7s restfricte I'n the present
enbodi nent, ¢ bqve progr mogdyle is the mninmumunit downl oaded for
exanpl e frorﬁl{ﬁego%?%‘f'gelgo]faf%heggAM unit 109 to the external nmenory 107.
Th nb g

e nunber

In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention) .

10 The SAM chip 108 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through the Internet 110 to a plurality
of terminal apparatus including a personal computer 105 of
an end user and personal computers 116 1, 116 2, and 116_3
15 of businesses 115_1, 115 2, and 115_3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 104. The card reader/writer 104 realizes for
example wireless communication corresponding to the physical

20 level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and
analyzed at the SAM unit 109 side. Therefore, the card
reader/writer 104, personal computer 105, and ASP server

25 106 between them only act to store the commands and response




of the program nodul es form ng each application programcan 25 be freely
determ ned by the correspondi ng business. - 82 Further, the application
prograns AP 1, AP 2, and AP -3 stored in the external nmenory 107 are
scranbl ed. They are descranbled whenregad - nto the SAM chip 108. Further,
the application progranms AP-1, AP-2, and AP-3 5. are, for exanple,

produced by the busmes 1, 1 5 2 d 115 usi.n personal
conputers 1RPntang %Pﬁdl]% '&JG f@%r‘ﬁ?lﬁg’et SIPSg 85D

t hrough the SAM Chlp 108 to the external menory 107. Access to the AP
managenent axs et arevelvediin thereneryrtiannhgrt decryrEhan| ofvndatanot e
that the firewalls FW1, FW2, FW3, and FW4 correspond to the firewalls
FW shown i n dutherticadtion\P qanaghqenactuolagpeaaeaonslist thes ICheamddul e
managenent data 130 shown in FIG 24. 15 The nodul e managenent data 130

regi sters thepapdul e nanes of the program nodul es downl oaded fromthe
- personal conputers 1161, 1162, and 116_3 in advance and the downl oad

Si gnaturg verifi Caji@deind#8s ”ﬂsof' (ﬂpwioadn&e11sn§%§at tRaigf the
present invention). 20 That is, dowmoad of—a’ programTodule is allowed

d I h d d h h d
Con o, SReb e TGy RRROFIRS o 138 220408108 o HUBERT e

Further, the nodul e managenent data 130 has the_ nodul e
application programs AP _1, AP 2, and AP_3 and download the

produced application programs through the authentication
units 117_1, 117_2, and 117_3 through the SAM chip 108 to
10 predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115 3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AP_1, AP _2, and AP_3 can be downloaded to are decided in

15 advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AP_3 are being executed, the firewalls FW restrict the
transfer and viewing of data among the application programs

20 AP_1, AP 2, and AP 3.

When downloading the application programs AP_1, AP 2,
and AP_3 to the SAM chip 108, the authentication units 117_1,
117_2, and 117_3, as explained later, perform mutual
authentication with the SAM chip 108, produce the download

25 signature verification key information, etc.



25 nanes of the program nodul es executed by the SAM chip 108 - 83 and the
execution signature verification key information registered in it. That
is, the right for a programnodule to be executed by the SAMchip 108 is
obt ai ned condi tional on the nodule 5 Jr@uagenent data 130 having the
execution signature verification key information registered init in

advance. The nodyle anqgenent data 13 as sho in1§4(i 24 o shows the
correspondence of REE £ | TIRTTURRMRTS TRV 37y Il egf%lcPlng access to
the programnmodule (f irewall 10 identification information of the present

i nvention), e¥Rkaineddress, address | ength, downl oad signature verification
key information, execution signature verification key information, and
nodul e nane for eaf¥c ptaxgd al®@3Ibdul e of the application prograns AP-1,
AP-2, and AP-3 stored in the AP 15 storage areas 1201, 1202, and 1203.

Here, the firewal IFrenzer sheavFdidetividiebldck iadranews |tHy Ithicdrdiccess
to that programnodule is restricted. The start address shows the start
address Qf t{@320 storage area for which access is restricted by that f
irewall. The address |ength shows the address length of the storage area

for which access jﬁ rqgéréc{ngPa t@ft Lhéri&aég dTstdggglgng | gnat ure
verification key i Tofhati on 1S the key Tnformation used for the signature

verification 25 perfornmed when downl oadi ng_ a pr%gganlnodule thnougﬂsthe
SAM (integrated circuit) 103a provided wi a storage unit 150

and processing unit 151.
The storage unit 150, as shown in FIG. 22, has a storage
10 area 155 1 used by a credit card company or other business
115 1, a storage area 155 2 used by a business 115_2, and
a storage area 155 3 used by a business 115 3.
Further, the storaée unit 150 stores key information
used for judging the existence of the right to the storage
15 area 155 1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication, encryption and decryption of data, etc.
20 Further, the storage unit 150 stores identification
information of the IC card 103 or IC card 103 user.
Next, the SAM unit 109 will be explained in detail.
[External Memory 107]
FIG. 23 is a view for explaining the stocrage areas

25 of the external memory 107.




- 84 - chip 108 to the external nenory 107. The execution signature
verification key information is used for verifying the signature

informati on given to a program nodul e when executing that program nodul e
by the 5 SAM chip 108. In the present -eghodi rent, for exanple, each
program nodul e is given signature information showing its |egitimcy. Wen

t hat program nodul e has been LlLigj}l modified or ta red with,_ it is
possible to use tH¥ é%&‘,'&t ?Bnﬁét (&#a’t %’lhg 5&?F?F?a?f%?ls [?e‘i t?‘r?f 8?‘%‘3??8% to
verify that 10 signature information to confirmthe |egitimcy of that
progr am moddemerhcl O dtrel wdeean AP haternge ;2%e3 nE@IO.t-g gharagrogram
nodul e. The key information storage area 122 stores the 15 encrypted key
i nf or mat i on f6:CIs tseithghtine capplicatiohcprogragcAlr taofs5theobushness card
103 shown in FIG 22 by execution of the application programAP-1, the

encrypted keyi§ nf prafinpoB thradelaedaViz0 20fes St iinte thieoappd iamdd oh552 of
the IC card 103 shown in FIG 22 by execution of 20 the applicati.on

program AP- 2, §i\fah M &6y PhethikSind £ ATE I OB nKap3s USELgdNe 240059 NY
t he storgge%?fr ea 1553—of the IC carrld 103 S‘hovvnnFI G 22 by executiofi of the

D0 1SR 00 RO OIS d ARG bGRK  ofE ndulaed ©
115_3, an AP management storage area 121 used by the manager
of the SAM chip 108, and a key information storage area 122.
The application program AP_1 stored in the AP storage
10 area 120_1 is comprised of a plurality of program modules.
Access to the AP storage area 120_1 is restricted by the
firewall FW 1.

The application program AP_2 stored in the AP storage

area 120_2 is comprised of a plurality of program modules.
15 Access to the AP storage area 120 2 is restricted by the
firewall FW 2.

The application program AP_3 stored in the AP storage
area 120_3 is comprised of a plurality of program modules.
Access to the AP storage area 120_3 is restricted by the

20 firewall FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

25 be freely determined by the corresponding business.



Access to the key information storage area 122 is allowed only by the
manager of the SAM chip 108. (SAM Chip 108] FIG 25 is a functional bl ock
di agram of the SAMchip 5 108 shown in FIG 19. As shown in FIG 25, the
SAM chi p 108 has an ASPS communi cati angpnterface unit 160, external nenory
comuni cation interface unit 161, bus scranmble unit 162, signature
processing unit 163, authentication processing 10 unit 164,

encrypti on/ decr ypEugthesi + themppPrlipation Rrogrems ARnd AR L4 6 ARIAR_3AM
chip 108 is a tanper-resistant nodul e. The ASPS conmmunication interface
unit 160 is storedition fdoe asesrial mepoty ahd? car@uscoambied. Wwrhayt ageASP
15 server 106 shown.in FIG 19. The external nenory conmunication interface

unit 161 | YeHbrdREIddGers cfeddrintputhanshauépip vbsdata with the
external menory 107. The bus scranble unit 162 scranbl es output data and

20 descranbl es i Ny dds2, %@%ﬂﬁ?i’i‘&“zﬁ&%&&@h@ A9 Aeta  ddd awgh the

external menory conmunication interface unit = 161. The sidnature prodcessing

unit 163_as expl ai ned | at [ b ' t
when 25 Gowfiab SR Stalisie . HRSHE By LU 3300 3 315 800000

in the external nenory 107 and when executing the applicati
and 115_3yusing the personal computers 996_&, 192_2, and

116_3 shown in FIG. 19 and are downloaded through the SAM
chip 108 to the external memory 107.
Access to the AP management storage area 121 is

10 restricted by the firewall FW_4.

Note that the firewalls FW_1, FW 2, FW 3, and FW_4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

15 The module management data 130 registers the module
names of the program modules downloaded from the personal
computers 116 _1, 116_2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

20 That is, download of a program module is allowed
conditional on the module management data 130 having the
download signature verification key information registered
in it in advance.

Further, the module management data 130 has the module

25 names of the program modules executed by the SAM chip 108



program The authentication processing unit 164 as explained |ater
performs mutual authentication with the other party 5 when downl oadi ng an
application programthrough the Internet 110 to the external nenory 107.
The encryption/decryption unit 165 encryats data and decrypts encrypted
data. The storage unit 166 for exanple stores the key 10 information K X
for decrypting the key information K-GO, K 2, and K C3 stored in.the key
|nfornatlon%ﬂ4wﬁﬁﬂa%ﬁ%ﬁPﬁf?“o?lqﬁ%tﬁﬁﬁvﬁeﬁkﬁ%?ﬁﬁéﬂne&?@rﬁ3F°ﬁ§ﬁﬁF?“107
The CPU 167 executes tasks as explained | ater based on a predeterm ned
program ( pr wpaistsredeimribent invention) 15 and executes a desi gnated
application programin accordance wth execution of the tasks. FIG 26 is
a view for expl ai nthut tilse theksightcidra plpgirhs 06Hu1é6 7to Az ekewuted FI G
26, the CPU 167 executes the download 20 task 170, systemtask 171, AP

task 172 (pnagrena %mh&pﬂseﬁeatisiayeaihea) cofldt$8hhl eBRNENRr AA%IENg
routine task 173. The do oad task 170, as explained later, perforns

it 1095 nPRRASHRRtE R e, T3TRRVLEG, LRB RRGIRERLE) STmBULRR0T 1 57° The

system t ask 171 s a task for rform drive nagenent, eratlons
uni que to trﬁ??ffb%ﬁﬁlﬁﬁ3k°§nﬂ8§?ﬁ%?t1° reglsgerg& 4T in Qdvance

The module management data 130, as shown in FIG. 24,
shows the correspondence of the firewall number of the
firewall restricting access to the program module (firewall

10 identification information of the present invention), start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP 1, AP_2, and AP 3 stored in the AP

15 storage areas 120_1, 120_2, and 120_3.

Here, the firewall number shows the number of the
firewall by which access to that program module is
restricted.

The start address shows the start address of the

20 storage area for which access is restricted by that firewall.

The address length shows the address length of the
storage area for which access is restricted by that firewall.

The download signature verification key inférmation
is the key information used for the signature verification

25 performed when downloading a program module through the SAM



processing. The AP task 172 conprehensi vely nanages the execution 5 of the
application prograns AP 1, AP 2, and AP -3 perforned when the SAM chip 108
receives a processing request from the ASP server 106 or el sewhere outside
of the SAM chip 108. The settl enent prooggssing routine task 173 deci des

whi ch of the application prograns AP_1, AP 2, and AP -3 to 10 use when for
exanple the SAM chip 108 receives a_processing request relating to the IC
card 103 fr dthimel I*—%e?%re’l%?“ahe‘k?',m&a}rg'res of the operation of the
communi cation system 101 will be explained. [Operation for Downl oadi ng AP
to External Menor\jhd 2x@qution jsianature viexififcatiomkeyningormatdesr ati on
of downl oadi ng an application program AP_1 fromthe personal conputer 1161
shown in Fl Gs hiséd £ exiifyihgneher yighdturdt LpfSHationhgipens eoal
conputer 1161 shown in FIG 19 transmits 20 to the SAM chip 108 a downl oad

request designatd hifo WLl | vher Bl t 87 HY O Pr3grif w1 B the
downl oaded t hrough the authentication unit 1171. Step ST102: The downl oad

task 170 _rungy on.t S ' | I ESJ@:I t ual
aut hent i Gat W%‘?#t{@ - %%aeﬂt#%%eﬁg%ﬁrﬂ%{’l?f%%nne tlgan?g%e
personal conputer 1161._ Further, when each others |egiti magy IS coq__fi r med
by the nut udTOEXMRRPLULR 1S ?hgeﬁrBﬁgggFﬂﬁeo}“gf’Eﬂag‘F?%s wing 1ts

legitimacy. When that progfam module has been illicitly
modified or tampered with, it is possible to use the execution
signature verification key information to verify that
10 signature information to confirm the legitimacy of that
pProgram module.
The module name is the name assigned to that program
module.
The key information storage area 122 stores the
15 encrypted key information K Cl used when accessing the
storage area 155 1 of the IC card 103 shown in FIG. 22 by
execution of the application program AP 1, the encrypted
key information K C2 used when accessing the storage area
155 2 of the IC card 103 shown in FIG. 22 by execution of
20 the application program AP 2, and the encrypted key
information K _C3 used when accessing the storage area 155 3
of the IC card 103 shown FIG. 22 by exaecution of the
application program AP 3.
The key information K Cl, K C2, and K_C3 are encrypted

25 by the key information K X.



Is perforned. 5 Note that, in the present enbodinment, it is possible to
use various techniques as the technique for that nutual authentication,
but for exanple the followi ng technique is used. Both of the

aut hentication unit 1171 and SAM chip - g 108 hold identification

i nformati on of the SAM chip 108, that is, the SAMID, and the nutual

aut hentication master key information. Further, the authentication unit

1171 encrypts the R962$D ¥R the key (trformathencatPbrdnadrer ké¢ is
information 15 and transmits it to the SAM chip 108. The SAM chip 108
decrypts thelleowedvenlenbyyphedmanaed bf the AAMughipufl@8nti cation
mast er key and conpares it with the SAMID it holds itself. |f matching,
it confirms the | epsAMNEltip 0f08he aut hentication wunit 1171. Further
reverse to this, the SAM chip 108 20 encrypts the SAM I D by the nutual

aut henti cation masges. kBy id Af euNRtieRadNB1beRNETh§Pamt of OtKEIBAM chip
authentication unit 1171. The authentication unit 1171 decrypts t.he

received. e p I y e nmutual authentication master key and
| CESYPMRBEAY! i, 18

conpares it W ! olds itself. If matching, 25 it confirns
| Udges whet het oadh® rBRRFE TANELSGe2P gnibed Bl FREPAROAIBAE FEGREES ar st ep
ST101 is registered in the nodul e nana%enent data 130 stored in the
communication interface unit 160, external memory
communication interface unit 161, bus scramble unit 162,
signature processing unit 163, authentication processing
10 wunit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.
The SAM chip 108 is a tamper-resistant module.
The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
15 server 106 shown in FIG. 19.
The external memory communication interface unit 161
is an interface used for input and output of data with the
external memory 107.
The bus scramble unit 162 scrambles output data and
20 descrambles input data when inputting and outputting data
through the external memory communication interface unit
161.
The signature processing unit 163 as explained later

produces a signature and verifies a signature when

25 downloading an application program through the Internet 110



5 AP managenent storage area 121 of the external nmenory 107. Step ST104:
The downl oad task 170, when judging at step ST103 that it is not

regi stered, ends the processing w thout perfornmng the downl oad
processing, while when judging that it ge 10 regi stered, perfornms the
processi ng of step ST105 Step ST105: The authentication unit 1171

encrypts the SAMID ain tex sin he AP naster KEY-

generate thé®n Hbﬁ/rﬁ’f%ﬁf Jg @%‘?’ ‘gg{’?ﬂﬁw ’rﬁ%ﬂ:ﬁﬁt?% J"i%%f:ﬁPt her ,

it transmts that downl oad S|gnature verification key information or

si gnature i Pregr@m.on produced using that downl oad signature verification

key information to the SAM chip 108. Step ST106: 20 The downl oad task 170,
when recei vi ng t h@heo s tdaoh tisiagriainu iperoces fingatiroit Kb4 ias explabredt step
ST105, judges if the received downl oad signature verification key

i nfor mati on 1Al §Sariding Mo WD | H196h S GGE tén Wei th | €Ré | Ohekeparty
I nformati on of thé correspondi ng nodul e nane in the 25 nodul e nanagenent

data 130, - 300 BULARGR: 0 d QURLOUL dst o120l LSO Y inkBEnat

S|gnature in orna ron at s , uses signature
verification key information q% t he cor{§§ponding nodul e nane in the

modul e manadédifbrio e, SEPT T JHRCTH egitinacy of that signature

i nf ormati on.
The encryption/decryption unit 165 encrypts data and
decrypts encrypted data.
The storage unit 166 for example stores the key
10 information K X for decrypting the key information K C1,
K C2, and K _C3 stored in the key information storage area
122 of the above-mentioned external memory 107.
The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
15 and executes a designated application program in accordance
with execution of the tasks.
FIG. 26 is a view for explaining the tasks executed
by the CPU 167.
As shown in FIG. 26, the CPU 167 executes the download
20 task 170, system task 171, AP task 172 (program of the present
invention), and settlement processing routine task 173.
The download task 170, as explained later, performs
processing for downloading tan application program from
outside of the SAM unit 109 through the SAM chip 108 to the

25 external memory 107.



Step ST107: The downl oad task 170 proceeds to the processing of step ST108
when judgi ng that they match at step ST106 or when judging that the
signature information is legitimate 1.0 and ends the processing in other
cases. Step ST108: The downl oad task 17@-specifies the address in the
external menory 107 corresponding to the nodul e nane designated at step
ST101 by view ng the nodul e nanagenent 15 data 130 and down| oads the
program nodul e frofhe YPeaRoFask thhpleer tash for(pPerfpeRirgcdri¥@Fess on
the external nenory 107. [Operation for Execution of Application Program
FIG 28 is anmdhageménti dperaiidms ninigniendocogbealCorard(l®y, wnd lothesr SAM
chip 108 shown in FIG 19 executes the application programAP_1. Step
ST111: Wen phecsddingip 108 receives a request for execution of the
application program AP-1 for exanple fromthe ASP 25 server 106, the AP

task 172 shown in flGaAPRa@ketHRESohPPahalsdivel§GRsFdddls Ahe okacltlibh
Step ST112: Before the AP task 172 executes a program nodul e of the

licati ' | o0, 5 5] et |
ey | nf oPmattbroherkkieatiof M AL HEE DD SidAY ¥ Bt Ty

referring to the npdul e ) ) .
when the SAM chip 108 receives a processing request from

the ASP server 106 or elsewhere outside of the SAM chip 108.
The settlement processing routine task 173 decides
which of the application programs AP_1, AP_2, and AP_3 to

10 use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication
system 101 will be explained.
[Operation for Downloading AP to External Memory]

15 FIG. 27 is a flow chart for explaining the operation
of downloading an application program AP_1 from the personal
computer 116_1 shown in FIG. 19 to the external memory 107.

Step ST101:
The personal computer 116 1 shown in FIG. 19 transmits

20 to the SAM chip 108 a download request designating the module
name of each program module to be downloaded through the
authentication unit 117_1.

Step ST102:
The download task 170 running on the SAM chip 108 shown

25 in FIG. 26 performs mutual authentication with the



managenent data 130. Step ST113: The AP task 172 uses the execution
signature 10 verification key information obtained at step ST112 to verify
the legitinmacy of the signal information of that program nodule. That is,
it judges if the program nodul e has beerggllicitly altered or tanpered
with. 15 Step ST114: Wen the AP task 172 verifies at step ST113 that the
signature information is legitinmate, it proceeds to the processing of step
ST115, whi | a%renticatigaunit i1§7n5t°°4"é3?F?ﬁ1ré1°thPtP%?ﬁ%“Q%é’°ﬂ\Pé’g'@§si ng.
20 Step ST115: The AP task 172 executes the program nodule for which the
si gnature i nNEb6nht i Burhherbewhepudgel tthpgs| dgotitimaey iNorenfhiamed he
program nodul e may al so be executed by the CPU 167 shown in FIG 25 as a
subrouti ne iyt tive MWEAIN au el €Peation) the ipXbda«eiig W eGitefPETICR | ONn
Programl - 92 FIG 29 is a view for explaining the operation for
execution ofjan,@ppbimpakl.on program Step ST121: Wen the AP task 172
executes a code in a programnodule 5 through the processing shown in FIG

28] Ues vt AELCOM U I G el 3600 U 10
to use various techniques as the technique for that mutual
authentication, but for example the following technique is
used.

Both of the authentication unit 117 1 and SAM chip
10 108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mutual authentication master
key information.
Further, the authentication unit 117_1 encrypts £he
SAM_ID by the mutual authentication master key information
15 and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.
If matching, it confirms the legitimacy of the authentication
unit 117_1. Further, reverse to this, the SAM chip 108
20 encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authentication unit 117_1.
The authentication unit 117_1 decrypts the received
encrypted SAM ID by the mutual authentication master key

and compares it with the SAM ID it holds itself. If matching,

25 it confirms the legitimacy of the SAM chip 108.



Step ST122:

When the AP task 172 judges that the code to be executed 10

next does not instruct data transfer or data viewing with another program

nodul e, it proceeds to the processing of
that it does instruct the

Step ST123:

Next, the overall ¥R 3THS0f the communication

FIG 19 w ||

operation of the Boemdawrknadtasksilddh jodgerovinetheF| gac modstlep ngMES1:
The busi nesses 1151 to 1153 or a party requested 25 by these busi nesses

step ST124, while when it judges
sane, proceeds to the processing of step ST123.

15 The AP task 172 executes that code. Step ST124: The AP task
172 for exanple perforns error processing wthout executing that code.

be explained. FIG 30 is a view for explaining the overal

20 system 101 shown in

produces thedegpghateédobypthgr dswnbBad, reqtidstARt?2 stepd sSAR013 ifsor enabl i ng

t he busi nesses to perform processing relating to transactions perfornmed

using the | Q:eqf‘égeﬂ'ga PR thE SISO HarkSahdSf dadd 1130 I credich I 3

shown in FI G

nodul e mgnagggenL, d

in the external neﬁ%ry

10

15

20

25

9. 5 Further, the manager of the SAM chip 108 generates

Step ST104:

The download task 170, when judging at step ST103 that
it is not registered, ends the processing without performing
the download processing, while when judging that it is
registered, performs the processing of step ST105.

Step ST105:

Tﬁe authentication unit 117_1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108.

Step ST106:

The download task 170, when receiving the download
signature verification key information at step ST105, judges
if the received download signature verification key
information matches with the download signature verification
key information of the corresponding module name in the

module management data 130.

t he
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The application programs AP-1, AP-2, and AP-3 are 10 downl oaded t hrough
the authentication units 1171, 117 2, and 117 3 fromthe personal conputers
1161, 1162, and 116 _3 to the SAMchip 108. At this tine, the processing
expl ained using FIG 27 is perforned.- Igp Step ST133: The user is issued
the IC card 103. As shown in FIG 22, the storage unit 150 of the IC 103a
of the I1C card 103 stores the key |nfornat|on used for transactions by the
user with the cont?%ﬁﬁhﬂﬁlbﬁ%?ﬁ%%g“l?ﬂdhb?%ktﬁ§9 vhen tereixing Eg§|ness
may al so conclude a contract through the Internet 110 etc. after issuance
of the |C ceighdt@reSinfostagionFat ekappBTl0dhensele theedowddeoadhe
personal conputer 25 105 to access the server 102 through the Internet 110
to - 94 trysignptaelaserof PEHtiioh kdyhénEermartibi2os ettts o riyempeariingy
request through the Internet 110 to the ASP server 106. The ASP server

106, when regShyi8dnamE" £F CER Nod €T GRdndd&iidd b caHed VEI0 12, judgesans t he
personal conputer 105 through the Internet 110. Further, the processing

5
request for thgtiéégﬁ gflgﬁahs?gggagxfghgfgg?gﬁgggger/mw|ter 104 is

transnltted %ﬁ? e persona nternet 110, and ASP
server 106 to the SANIChIPOIO8 Step ST135:

The download task 170 proceeds to the processing of
step ST108 when judging that they match at step ST106 or
when judging that the signature information is legitimate

10 and ends the processing in other cases.

Step ST108:

The download task 170 specifies the address in the
external memory 107 corresponding to the module name
designated at step ST10l1l by viewing the module management

15 data 130 and downloads the program module from the personal
computer 116 _1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for explaining the operation

20 by which the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 receives a request for execution
of the application program AP 1 for example from the ASP

25 server 106, the AP task 172 shown in FIG. 26 executes the



10 The SAM chip 108 sel ects an application programby the settl enent
processing routine task 173 in accordance wth the processing request
received at step ST134 and executes that selected application program The
processi ng expl ained using FIG 28 and BI1G- 29 15 in the execution of that
application programis then perforned. Step ST136: The SAM chip 108
outputs the result of ex cu{g'i Ons-f’hzthe application programto the ASP
server 106. PXPREEN P heli"Hove, “according to the communication system
101, as explained using FIG 27, since the SAMchip 108 uses the

aut hentication uniftepPBTHL2:117 2 and 117 3 to authenticate the

downl oader of the application program and allows the downl oad of the

appl i cati on progr Bafmte the FP arasiithil? | executes aycprearan medulexedr nal
menory 107, it - 95 is possible to prevent an unauthorized party from
illicitly extdadpIicotibRnPeogegmVarhlaniepphhcebiainpaageation t he
external nmenory 107. Further, according to the conmunication system 101, 5

when thes“ﬁé%ﬂ&&@é VHESE A it ey i REc2RRLE 6A EOPr&59eRATRg tSithee data
transfer an ata and code view ng anong application prograns are

' db fi || W, o1, 40 |
prevent  prodiedtiy iapeief e nkograll fodlld e chedexinh E8 Y R ddle

interfered with 10 or tanpered with by anot her application program
Furt her, management daba 130" y Pp prog

Step ST113:
The AP task 172 uses the execution signature
10 verification key information obtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, it judges if the program module has been

illicitly altered or tampered with.
15 Step ST114:

When the AP task 172 verifies at step ST113 that the
signature information is legitimate, it proceeds to the
proceséing of step ST115, while when it judges it is not
legitimate, it ends the processing.

20 Step ST115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

25 [Operation During Execution of Application Program]



it is possible to inprove the confidentiality of each application program
Further, according to the comruni cation system 101, as expl ained using

FI G 28, when executing an application 15 program by verifying whet her
that application programis being tamelggd with, it is possible to avoid
identity theft or other illicit acts based on an illicitly tanpered with
application program Further, according to the comunication system 101,
20 by conprising & Zbliza ivieyprinr axmiainingrthe (gperatipngfam
nodul es, it is possible to download to an external nenory 107 in units of
pr ogr am noduascuttivn hef  amcapp i cgtion tpeogoamuni cati on system 101, by
perform ng the usual scranbling on the highly confidential 25 key
information used fogyepe¥pdions on an IC card 103 to - 96 encrypt it and
storing it in the external nenory 107, it is possible to inprove the

security level of t@n%&%gy%leyﬂ 195 Qb ol BeE0dd G504 Hrthtdh dfule

conmmuni cati on sys since the application programperforns

encryption and decryption at the ti.ne of, c acgess .,b S ’ e

function?® i tEHECYIR SR PTG 3ROV it %glgq'i %ﬂee'prlézg%’é%g%s%t (‘)'?'(eé&%l n the
external menory 107 frombeing illicitly analyzed etc. while halting the
processi ng dthe reodm\ke e execuped mext 33 ascqde hBEESHSELIRIoERR agr am

showi ng nore
transfer or data viewing with another program module.

Step ST122:
When the AP task 172 judges that the code to be executed
10 next does not instruct data transfer or data viewing with
another program module, it proceeds to the processing of
step ST124, while when it judges that it does instruct the
same, proceeds to the processing of step ST123.
Step ST123:
15 The AP task 172 executes that code.
Step ST124:
The AP task 172 for example performs error processing
without executing that code.
Next, the overall operation of the communication
20 system 101 shown in FIG. 19 will be explained.
FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.
Step ST131l:
The businesses 115 1 to 115_3 or a party requested

25 by these businesses produces the application programs AP_1,




specifically the function bl ocks of the SAM chip 108 shown in FIG 25. As
shown in FIG 31, the SAM chip 108 is connected 15 through an internal bus
190 to the ASPS communi cation interface unit 160, external nenory

conmuni cation interface wunit 161, bus sganble unit 162, encryption
[decryption unit 165, storage unit 166, and CPU 167. Part of the functions
of the signature progessippg_unit .163 and.  aut henticati on processing unit
164 shown i rPELdy ang %?.egrgaF i?@6§g§7‘,‘gf Eﬁeeg?‘dﬁﬁf‘ﬁ,ssfﬁes"EPBe §9T™ n the SAM
chip 108 shown in FIG 31, for exanple as shown in FIG 32, it is also
possi bl e t 0 poeeessingcrebating/ o kransantionsmeargpimed msing dhalIGus
190 to an RF 25 reception/ transm s s ion unit 192 outside of the SAM chip
108 - 97 anthidaG3 esn ckliél péddordle dampaeteksl A3 €\ & M@ Ontaast 1dy6t3em

t hrough an antenna 192a of the RF reception/transmssion wunit 192. Third
Enbodi nent SgHlben PLgSPRE . exhodi nent i s an enbodi ment corresponding to the
10th to 12th aspects of the invention. FIG 33 is a view of the overall

configuration of ni [ enE2 o] h e t Loent . As
Shoun’i nFl G 33, THECHERC ERb RinayaL Bk "olg knie EnehOT08 gBHRRUSEE™ |

Car 203, ol S35l b Sheatl ARSI wfBR A A ma R
personal conputers
it, and stores it in the external memory 107.
Step ST132:
The application programs AP 1, AP_2, and AP_3 are
10 downloaded through the authentication units 117_1, 117 2,
and 117_3 from the personal computers 116_1, 116_2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG.I27
is performed.

15 Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the IC card 103 stores the key information used for
transactions by the user with the contracting business.

20 Note that, the user and a business may also conclude
a contract through the Internet 110 etc. after issuance of
the IC card 103.
Step ST134:

For example, when the user uses the personal computer

25 105 to access the server 102 through the Internet 110 to



2161, 216_2, and 216_3, and authentication units 2171, 217 _2, and 217 _3 to
communi cate through the Internet 210 15 and perform settl| enment processing
or other processing for a procedure using the IC card 203. The SAM unit
209 has an external nmenory 207 and SAM oghi-p 208. The SAM chip 208 has the
software configuration shown 20 in FIG 34. As shown in FIG 34, the SAM

chip 208 has, fromthe, bottoml ward t he | a an HW hardware)
layer, OS IEgete PHﬁEPaﬁanﬂl%‘F“? QﬁEP'eﬁa#S?e?e'?/‘%/@r Proggs ﬂZIBgI ayer
in that order. 25 The | ower handl er Iayer i ncludes a driver layer. - 98

Here, AP | aymsquest uthsough| that Tokeprelrhh@ he- the ppSP sgr¥erpl86def i ni ng
procedures using the I1C card 203 by the credit card conpani es or ot her

busi nesses 2151, 21t A S Pagélr Vb 3 0% Owhen redeGvillyy a prorcdswin rlegpest t he
application prograns AP-1, AP-2, and AP-3 and the higher handler |ayer are

provi ded betpgsn thoeRaMeR 108evabbasEds The SoMsehal 28Rpusesonnsci ed
t hrough a SCSI port, the Et hernet, etc. to the ASP server 206. The ASP

0 206 th 1 f
Lo mnal Saprae a%“'f%‘é?‘"‘f"ﬁﬁﬁﬁe'm?”g%er FukBh&Lh tnal Brbledslhl %%%‘%ﬁuser

:Eg gigg?nalfgg q;er g&?dllog1zséugadb§1g§eogaggergg Er %%g er i%ﬂ 2152,

is transmitted through the personal computer 105, Internet
110, and ASP server 106 to the SAM chip 108.
Step ST135:

10 The SAM chip 108 selects an application program by
the settlement processing routine task 173 in accordance
with the processing request received at step ST134 and
executes that selected application program.

The processing explained using FIG. 28 and FIG. 29

15 in the execution of that application program is then
performed.

Step ST136:
The SAM chip 108 outputs the result of execution of
the application program to the ASP server 106.

20 As explained above, according to the communication
system 101, as explained using FIG. 27, since the SAM chip
108 uses the authentication units 117_1, 117 _2, and 117_3
to authenticate the downloader of the application program
and allows the download of the application program only to

25 an authorized storage area in the external memory 107, it



The personal conputer 205, for exanple, is connected 15 through the serial
port or USB port to a Dunb type card reader/witer 204. The card
reader/witer 204 realizes for exanple wireless comrunication
corresponding to the physical |evel witdy t.he 1 C card 203. The operationa
commands to the I1C card 203 and the 20 response packets fromthe |1C card
203 are generated and analyzed at the SAM unjt 209 sid%g TheﬁiEOE t he

card readerytvRassible to preyRat 2BMRARFhopkzed patah frem dtlisddly

I nter posed between themonly act to store the conmands or response
contents i n ekchanpainger kanpering v the|an, appd iza tiar programpda the

i nvolved in the encryption or decryption - 99 of data, authentication, or
ot her act uale¥permal anemoryth@7.1C card 203. The busi nesses 2151, 215 2,
and 215 3 use the personal conputers 2161, 2162, and 2163 to produce the

application 5 progiaRelP deccd¥dingatd e -Sommindedniendsyseenr aduged
application prograns through the authentication units 2171, 2172, and

217 3 and thr,ou t h .chi rﬁ'qﬁt ' £66n 1L t he
ext er nal qrrerﬁ')}??/'g%? §ﬁ§%"ﬁ°@??§r§§‘%?r@é the %s?%ejps%:gisgéw_l?; 2%255& ‘and
10 215 3 have_no relation mﬁ%h eaca at?erh t.he §tora e.areas in the
external nendt§cotatRcFEapAtesppPfcdRr8n2PBRoGPaRs VABWIRIAB™S ™ 9and AP - 3
can be downl oaded are predeterm ned. Wether they have the right to

downl oad t o applicatipagerograms are \xesirigtes hnLhenBigawallss FW_1,

FW 2, and FW_3, it is possible to prevent processing of each
application program from being illicitly interfered with
10 or tampered with by another application program. Further,
it is possible to improve the confidentiality of each
application program.
Further, according to the communication system 101,
as explained using FIG. 28, when executing an application
15 program, by verifying whether that application program is
being tampered with, it is possible to avoid identity theft
or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communication system 101,
20 by comprising each application program by a plurality of
program modules, it is possible to download to an external
memory 107 in units of program modules.
Further, according to the communication system 101,
by performing the usual scrambling on the highly confidential

25 key information used for operations on an IC card 103 to



15 Further, the transfer and view ng of data anong the application
progranms AP 1, AP 2, and AP -3 are restricted by the firewalls FW The

aut hentication units 2171, 217 2, and 217 _3, as explained later, perform
nmut ual authentication wth the SAM chi 6209, produce downl oad signature 20
verification key information, etc. when downl oading application prograns
AP-1, AP 2, and AP 3 to the SAI\/lchi%_i 208, . Next, the.co onenéﬁ sho I n
FIG 33 willenrYR&pibi3RA. s5aT1RE 5 inobhe extgpnal pemaxy; 107t dfct i onal
bl ock diagramof the IC card 203. As shown in FIG 35, the IC card 203 has
an I C (i nt ckp pessibleute)impraver bhedaacurityalevetagf that ¥89 5 and
processing unit 251: The storage unit 250, as shown in FIG 36, has a
storage aremnfPofatsen.by a credit card conpany or other business 2151, a
storage area 255 2 used by a business 2152, and a storage area 255 3 used

by a business 215 Puréhéf | Ciccdéb@idg 6bOtR@ecoimmunibatibnr sgskey 101,
I nformation used for judging the existence of a right to the storage area

2551, ke [ | QN i o U DI n ri ilbe anlgor age
area 25572 I e o P o e Tt he

storage area, 355 3, Thal key ol 0LQUTRY 0dl®aleedBoY’ WO BlY stasthy it v
function, it is possible to prevent an application program
stored in the external memory 107 from being illicitly
analyzed etc. while halting the processing of the SAM chip

10 108.
FIG. 31 is a functional block diagram showing more
specifically the function blocks of the SAM chip 108 shown
in FIG. 25.
As shown in FIG. 31, the SAM chip 108 is connected
15 through an internal bus 190 to the ASPS communication
interface unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.
Part of the functions of the signature processing uﬁit
20 163 and authentication processing unit 164 shown in FIG.
25 are realized by, for example, the CPU 167.
In the SAM chip 108 shown in FIG. 31, for example as
shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus_190 to an RF

25 reception/transmission unit 192 outside of the SAM chip 108



decryption of data, etc. Further, the storage unit 250 stores the

i dentification information of the IC card 203 or the user of the IC card
203. 20 Next, the SAM unit 209 will be explained in detail. (Externa
Menory 207] FIG 37 is a view for explaigy ng the storage areas of the
external nmenory 207. As shown in FIG 37, the storage areas of the external
25 menory 207 include a storage area 2201 in which the - 101 application
program AP -andftnansfardasaswith the IC eaxrd 103 byt 3 napeontacy syskem,

whi ch the application programAP -2 of the business 2152 is stored, a
storage areatlP@ughian ahtehnaht92apbEctheoRFpregepbisR/Srehsmiesion ness
215 3 5 is stored, and an AP managenent storage area 221 used by the
manager of tweiSAMehi p 208. The application program AP -1 stored in the AP
storage area 2201 is conprised of a plurality of program nodul es. Access to

the AP storage arefhggg}%égoafﬁéékcted by the 10 firewall FW1. The
application progr = n the AP storage area 2202 is conprised
of 2 PLULaILLY, of BEUA IS 0TS A8 il e AR 2 | o
e T o120, 06 €5%24h GopBta®asknd Bnveakioh ot Program
nmodul es. to the P
FIG. 33 is a view of the overall configuration of a
communication system 201 of the present embodiment.
As shown in FIG. 33, the communication system 201 uses
10 a server 202, IC card 203, card reader/writer 204, personal
computer 205, ASP (application service provider) server 206,
SAM (secure application module) unit 209, personal computers
216 _1, 216_2, and 216_3, and authentication units 217 1,
217 2, and 217_3 to communicate through the Internet 210
15 and perform settlement processing or other processing for
a procedure using the IC card 203.
The SAM unit 209 has an external memory 207 and SAM
chip 208.
The SAM chip 208 has the software configuration shown
20 in FIG. 34.
As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top layer, an HW (hardware) layer,
OS layer, lower handler layer, higher handler layer, and

AP layer in that order.

25 The lower handler layer includes a driver layer.



Access to the AP storage area 220 _3 is restricted by the firewall FW3. In
t he present enbodi nent, the above programnodule 20 is the m ninmumunit
downl oaded for exanple fromthe outside of the SAMunit 209 to the
external menory 207. The nunber of the gy ogram nodul es form ng each
application programcan be freely determ ned by the correspondi ng -

busi ness. Further, the angﬁuicatlon ﬁ% rans and AP - g 125
stored in the ext dl9Eg: VSH ARG LICRT P ﬁcatﬁ'l‘é? BfggraTEZA

descranbl ed when read into the SAM chip 208. Further, the _applicatiaon
prograns AP AP_2\p andhB_3Apdefiping PEPCES@HﬁﬂPe“%PSdﬁBEdISy“‘FFFé B9 nesses
2151, 2152, and 215 3 using the personal conputers 2161, 216 2, and 5 2163
shown in Fl Gby 3heandedit chrd]bomaiiﬁsrong#ltd‘xebsﬂmeéh'ﬁa 2% 1021 2,
external menory 207. Access to the AP managenent storage area 221 is

restricted bandh21§i sewRblnFM4FIBOt 83that the firewalls FW1, FW2, FW 3,
and FW4 10 correspond to the firewalls FWshown in FIG 34. The AP

nmanagenent stor ag:{&‘r% %&,11§$%§estﬁge0€§h§§{:§g{,l%b§@&as 23 pnd\;t hge

i nter- AP communi cat1 on data as sh In FIG Here, AP ‘sel ett'ion
(rjgzg?stzgrlegn?ﬂ'l‘gggé\-né ml??‘#éer c}?a'é ?’f %'g{g gﬁc\‘)ﬂr c%e%wﬁ'—aurt her,
the AP selection data 231 and inter-AP comuni cation data 232 can only be
them with firewalls FW.
The SAM chip 208 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 206. The ASP server
10 206 is connected through the Internet 210 to a plurality
of terminal apparatuses including the personal computei 205
of the end user and personal computers 216 1, 216 2, and
216_3 of the businesses 215_1, 215_2, and 215 3.
The personal computer 205, for example, is connected
15 through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless communication corresponding to the physical
level with the IC card 203.
The operational commands to the IC card 203 and the
20 response packets from the IC card 203 are generated and
analyzed at the SAM unit 209 side. Therefore, the card
reader/writer 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

25 same. They are not involved in the encryption or decryption



rewitten by the manager of the SAMchip 208. FIG 38 is a view for

expl aining the AP selection data 20 231. As shown in FIG 38, the AP

sel ection data 231 shows the IC card type information and AP
identification information |inked togetgyer- The IC card type information
shows the type of the 25 I1C card 203 shown in FIG 33 and, for exanple, is
- 103 identification information of the credit card conpany. performng the

settlement f@f da%s apuEhenticabigp i IRF IthenAFtRd opfFatdanik i fh&ati on
information, as shown in FIG 5 34, is identification information of the
application ¢ ocmadn 20perating at the AP | ayer of the SAMchip 208. FIG 39
Is a view for explaining the inter-AP comunication data 232. The inter-AP

conmuni cati on dat arRe Busfinessdec2 DS 1, 215 @ymandZE s Bruaedtige personal
application prograns AP-1, AP-2, and AP-3 shown in FIG 34 is possible

Speci fical | YoohbhfasBWEes i1, 2A% 20MAHAI £RE | DR SHbAELe t1b ARpARRIAtHRLN ON
programat a row itemisstued byTan application programat a colum item

Shot | 0oF! GSdetie 48, B RE°H Chpiohe, S0ho S ond AUV,
s alloved, bul 8 ot tans thlaosh £ AAEnaR et N units 217 1,
217 2, and 217_3 and through the SAM chip 208 to predetermined
storage areas in the external memory 207.
At this time, since the businesses 215 1, 215 2, and
10 215 _3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP_1, AP_2, and AP_3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is verified by the SAM chip 208.
15 Further, the transfer and viewing of data among the
application programs AP _1, AP_2, and AP_3 are restricted
by the firewalls FW. The authentication units 217_1, 217 2,
and 217_3, as explained later, perform mutual authentication
with the SAM chip 209, produce download signature
20 verification key information, etc. when downloading
application programs AP_1, AP_2, and AP_3 to the SAM chip
208.
Next, the components shown in FIG. 33 will be

explained.

25 [IC Card 203]



program AP-2 is rejected. 20 Further, as shown in FIG 37, the AP
managenent storage area 221 has an inter-AP communi cation storage area 233
used for comrunication (transfer of data) with an application program

[ SAM Chip 2081 25 FIG 40 is a functionabobLock di agram of the SAM chip -
104 208 shown in FIG 33. As shown in FIG 40, the SAM chip 208 has an

ASPS communication interface unit 260, external nenor 0 | catio
interface unit 261?I%us3§c+%1rﬁlfé“lﬁﬁ’t°r2%]2,b]5°é]f d?faﬁ‘-{ﬁaéalﬁfgctgjéu%cﬁﬁ 263,
aut henti cati on processing unit 264, encryption/decryption unit 265,
storage uni t2086, and CPU 267. The SAM chip 208 is a tanper-resistant
nodul e. The ASPS conmuni cation interface unit 260 is an 10 interface used

for input and out pné Showat AnWFIG.t BB, AERe ICr card2@O3shawnamnIEl G 33. The
external nmenory conmunication interface unit 261 is an interface used for

i nput and ou{phHtegtatdhiacikbiithe208Xt BEHRLdER NP ¥h 20 Tstdfaddaudils 280 anbl e
unit 262 scranbleS output data and descranbles input data when inputting

o, VLA BB BepEQUIALe gt ernal reory communtcacon | e ace
The storage unit 250, as shown in FIG. 36, has a storage
area 255 1 used by a credit card company or other business
215 1, a storage area 255_2 used by a business 215 2, and
a storage area 255 3 used by a business 215_3. Further, the
10 storage unit 250 stores key information used for Jjudging
the existence of a right to the storage area 255 1, key
information used for judging an access right to the storage
area 255_2, and key information used for judging an access
right to the storage area 255_3. That key information is
15 specifically used for mutual authentication, encryption and
decryption of data, etc.
Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.
20 Next, the SAM unit 209 will be explained in detail.
[External Memory 207]
FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

25 memory 207 include a storage area 220 1 in which the



20 scranbl ed state. The signature processing unit 263, as explained later,
produces a signature and verifies a signature when downl oading an
application programthrough. the Internet 210 to the external nenory 207
and when executing an application 25 pr@gram - 105 The authentication
processing unit 264, as explained later, perfornms nutual authentication

with the other party. when downl | n applicatio ogram t hr h the
Internet 2PAPRIGS %t@%%ﬁ%ﬂ/ %5?&‘%%%"%?1%7 %ﬁ-@% }ﬁe?:??%%lgbn uni t
265 encrypts data and decrypts encrypted data. The storage unit 266 _stores
the data reduisterigs anasa da which the eppligrtieR.PEPEraB7AE Zcut es
| at er expl ai ned tasks based on 10 a predeterm ned program (program of the
present invef ithey busihes®c2l®s2 ahs appdredi i anspervagantresi 438 ddirn
accordance wth execution of the tasks. FIG 41 is a view for explaining

tasks executwflidly thdeappli@htiiond SprsgswvaPi B &f Gthdlbushpe&pU22673
executes a downl oad task 270, systemtask 271, AP task 272, settl.enent

process;i 89 irgtgw?ea?%&% AP RhndFeh@ABUBLE A48 Nakaak22T4usaBdby
i nt er- SAM communi cat1 on task 275. The downl oad task 270, as expl ai ned

| ater, perfc%ﬂg;mgﬁg éQCSESLﬂg bRy d ¥ngag[ng an application program from

The application program AP_1 stored in the AP storage
area 220 _1 is comprised of a plurality of program modules.
Access to the AP storage area 220 1 is restricted by the

10 firewall FW 1.

The application program AP_2 stored in the AP storage
area 220_2 is comprised of a plurality of program modules.
Access to the AP storage area 220_2 is restricted by the
firewall Fw_é.

15 The application program AP_3 stored in the AP storage
area 220_3 is comprised of a plurality of program modules.
Access to the AP storage area 220 _3 is restricted by the
firewall FW 3.

In the present embodiment, the above program module

20 is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number
of the program modules forming each application program can
be freely determined by the corresponding business.

Further, the application programs AP_1, AP_2, and AP_3

25 stored in the external memory 207 are scrambled. They are



outside of the SAMunit 209 through the SAM chip 208 to the external
menory 207. The systemtask 271 is a task performng driver nmanagenent,
operations unique to the IC card 203, or other 25 processing. - 106 The
AP task 272, for exanple, conprehensiyeiyznnnages t he execution of the
application programs AP-1, AP-2, and AP-3 perforned when a program request
Is received by the SAM Chl 208 fromthe ASP server 206 or other place
outside 5 sleagramybpd W‘}P‘?O@a%’-%%mhh?nsw& ¥ 2QBen the SAM chip 208
receives a processing request relating to the IC card 203 fromthe ASP
server 206, the s&udthent theoczpplicgtioniprogramskAP73, BBt i rand AP_3

i dentification information of the AP corresponding 10 to the IC card type
i nformati on dx8) W daianplad, Prachieddy thelbalsihasedsor1sha ,AR1SeRgCt | on
data 231 shown in FIG 38 and sel ects and executes the application

prograns AP-ghg 2¥5 23 @&‘ﬁniptﬂeCﬂéfééﬂQﬂdbaﬂpﬁeei-Qahlé\Pll denei bi,cahigon
I nformation. 15 The i nter-AP comruni cation task 274 manages conmuni cati on

among t he %)J,é Cﬁtéﬁ) Qo' 241 1B 558G n43at8 ao{zhg%aagbihieﬁ RXRhal Bapg the

processi ng ei1n muni catl on tas e expl anati on

will be given jllustrating the ase of t application program AP-1
i ssuing a CMI%%%IB% %qﬁ’ég?r?ﬁi Wf’ﬂﬁggﬁata in the AP-2.

Access to the AP management storage area 221 is
restricted by the firewall FW_4.

Note that the firewalls FW 1, FW 2, FW 3, and FW_4

10 correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication

15 data 232 are, for example, registered in advance at the time
of setting up the SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can only be
rewritten by the manager of the SAM chip 208.

FIG. 38 is a view for explaining the AP selection data

20 231.

As shown in FIG. 38, the AP selection data 231 shows
the IC card type information and AP identification
information linked together.

The IC card type information shows the type of the

25 IC card 203 shown in FIG. 33 and, for example, is



Step ST201: When an application program AP-1 bei ng executed issues a
communi cation request for witing data to AP-2, the 25 processing of step
ST202 is performed. - 107 Step ST202: The comruni cation request issued at
step ST201 is received by the inter-APL@®dmuni cati on task 274. Step ST203:
5 The inter-AP cormuni cation task 274 views the inter-AP conmuni cation

data 232 sho |G, 39 and es |f a tion,.program AP-1 can
communi cat e et"f'F’t afpon 1 é\’ﬂ" %/\h'g‘?‘ue %’ge‘ﬁ‘f eF25P SQMRERYcati on
task 274 judges at 10 step ST203 that conmmuni cation is possible, it

execut es t h@exfimwing nghefsetklemant #%mém#%naeegsms the ZfRds the
processing. In this exanple, fromFI G 39, the application program AP-1
can communi cstwed v@Ad. t he' AP-2, so the processing of 15 step ST205 is

executed. Step ST205: Under the control of the inter-AP conmuni cation task

274, the applicat e MO dEA FilcatidesiniPérmatione astshowk in FIG.
communi cation storage area 233 shown in FIG 37. 20 Step ST206: The

i nter-AP;co mlga:}.agﬂtif§ga813n%f3fn?§tim offache apfpilita thasdrd pRRgRam

witten to tthe' applicatlon program Al
operating at the AP layer of the SAM chip 208.

FIG. 39 is a view for explaining the inter-AP
communication data 232.

The inter-AP communication data 232 shows whether

10 communication among the application programs AP 1, AP 2,

| and AP_3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is

15 allowed or not.

For example, a communication request by the
application program AP 3 to the application program AP_1
is allowed, but a communication request to the application
program AP 2 is rejected.

20 Further, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
program.

[SAM Chip 208]

25 FIG. 40 is a functional block diagram of the SAM chip



Step ST207: The application program AP-2 reads data fromthe 25 inter-A P
conmmuni cation storage area 233 in accordance with - 108 the notification
received at step ST206. Due to this, conmmuni cation between the application
programs AP-1 and AP -2 relayed throughyglpe-firewalls is conpleted. 5 The
I nt er- SAM conmuni cation task 275, as shown in FIG 44, in accordance with
need, can for exanple start up the inter-SAM conmunication task 275 of an
SAM chi p 20B0& ahowre infFEIGe 3AM chip 208 and issue a rempte comand to
the inter-SAM conmunication task 275 of that SAM chip 208x. 10 Such a
renote comuand i s Asslssnbyin HEIG Nt40 , e SAMNchnipa209nhaasan2XEP8f t he
SAM chip 208 to the inter-SAM comunication task 275 of the SAM chi p 208x

to request tdehmuni€atidhChhperbl%ecuritt 260} breéinpdrimembriyhe processing
assigned to the SAM chip 208 when for exanple the processing 15 | oad of the

SAM chi p 20%%@9@?&&@59%&9&1&&5%3% sdit aBhy sBeahBL® LRAE tPRERESSI Ng.

Next, the overa operation of the comunication system 201 shown'in FIG

33 will he explaiped. Fl N Le or .t he ol
operation AteafiEe Brruarsab fntboten aftieRticalibiptEetging 1, .
e e Ao eatE 2R AsRE s dcayBEon unit 265, stoEaGe UL L FHES

and CPU 267.

The SAM chip 208 is a tamper-resistant module.

The ASPS communication interface unit 260 is an

10 interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

15 The bus scramble unit 262 scrambles output data and
descrambles input data when inputting and outputting data
through the external memory communication interface unit
261.

That is, the external memory 207 stores data in a

20 scrambled state.

The signature processing unit 263, as explained later,
produces a signature and verifies a signature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicafion

25 program.



and AP 3 for those businesses to perform processing for 25 transactions
using the IC card 203 on the personal conputers - 109 2161, 2162, and 2163
shown in FIG 33. Step ST232: The application progranms AP-1, AP-2, and
AP-3 are downl oaded through the aut hgn%bga;i on units 2171, 2172, 5 and
2173 fromthe personal conputers 2161, 2162, and 2163 to the SAM chip 208.
Step ST233: The user is issued the IC card 203. As shown in FIG 36, the IC
203a of the | C carfthe@mthentieation mraeassing undt @64ises psplained
transactions with a business which the user has contracted with. Note that
t he cont r actlaedie grertficrms aiutusl adtlssnieiss tity wWictlc dha whdberapherty

I ssuance of the IC card 203 through the Internet 210 etc. 15 Step ST234:

For exanpl e, ke AcAniSHdiIRP hhaSpP Di tELidN D rlé?" Y@@ 8hroGGAMEKE Tn2 T rlet
access the server 202 through the Internet 0 and purchase a product, the

server 202 i W\/ﬁ ‘[Q%og,igékggl 1glglggggtzblyrough the Internet 210 to the ASP

server 206. server receives a processing request from
the server 202, it_accesses th rson uter, 5 t hrqu h t.he | njernet
210. Furfher, the PIDRIYR *%Tfu‘g%‘frma%’r qg car M'P%ssgue Fhy? "141
card reader/wrlter 204 is sent through the personal conputer 205, Internet
210, decrypts encrypted data.

The storage unit 266 stores the data required for the
processing of the CPU 267.
The CPU 267 executes later explained tasks based on

10 a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267.

15 As shown in FIG. 41, the CPU 267 executes a download
task 270, system task 271, AP task 272, settlement processing
routine task 273, inter-AP communication task 274, and
inter-SAM communication task 275.

The download task 270, as explained later, performs

20 processing for downloading an application program from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task 271 is a task performing driver
management, operations unique to the IC card 203, or other

25 processing.



25 and ASP server 206 to the SAMchip 208. - 110 Step ST235: The SAM chip
208, in accordance with the processing request received at step ST234,
sel ects the application programby the settlenent processing routine task
273 and 5 executes the selected applicatoen-program In the execution of
that application program any comunication performed between application

progranms is perfaqrne the.Lpter- AP co ni cation,task 2%4 as_sh I n
t he above- nenti onglttf‘?gtgb%&g?‘ EBBSté?)r ﬁ?ﬁg&]ﬂmé’%&ﬁ% elnﬁlﬂ'(?é'yoW&jatg%\g?he
results of execution of the application programto the ASP seryer 206. As
expl ai ned abdhe, exeevkipngef otgﬂeaEB%ﬁﬂFéaPi BROIE§RBAF281 ARs23h@RE i n
FIG 34 and FIG 37, the application 15 prograns AP 1, AP 2, and AP -3 are
restricted fARNS gperEeimgd wheh at hregpgmf reaguaBksissyeceivedpbysithiee to
prevent application prograns frombeing illicitly nonitored and tanpered
with. FurthesaMidhil 208 Fdtne the RSP seevee206 oo ickdndr glidge efutesicte
application program 20 Further, according to the comuni cati on system 201,
by the inRtersAPcrQEAR gﬂ&%ogoggsk 274 shown in FIG 41 using the AP
managenent storage area 221 of the external nenory 207 shown in FIG 37 to

perform the procesgs ngn S0 n' P&l Caa “dnefiOfHUNLAA! LRER8bECEAARVIsCal ! O
progranms is allowe I'n a preall owed range.
a processing request relating to the IC card 203 from the
ASP server 206, the settlement processing routine task 273
obtains identification information of the AP corresponding
10 to the IC card type information included in that processing
request based on the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP_2, and AP_3 corresponding to that AP identification
information.
15 The inter-AP communication task 274 manages
communication among the application programs.
FIG. 43 is a flow chart for explaining the processing
of the inter-AP communication task 274.
Here, the explanation will be given illustrating the
20 case of the application program AP_1 issuing a communication
request for writing data in the AP_2.
Step ST201:
When an application program AP_1 being‘ executed issues

a communication request for writing data to AP_2, the

25 processing of step ST202 is performed.



- 111 Therefore, it is possible to provide diverse services by
synchroni zati on and cooperation of a plurality of application prograns. As
such a diverse service, for exanple, there is the 5 automatic sel ection of
application prograns by the settlenment;ggocessing routine task 273 shown
in FIG 41. That is, while the sane | evel of conputation content, for
settlenent processing differing in settlenent protocol according to the

i ssuer of the | C &haP A®L0%2% the type of 10 the IC card 203 is known, the
correspondi ng application programcan be automatically determ ned.
Therefore, by reditss erommgnriia oo | xegrespriosswed gt astemeST20k| i8f t he
settl enent processing routine task 273, the type of the IC card 203 and

t he corresparstiéiivéd by Cehé Oin P6HFARN:6MmRuhEcabiant eanki 2akl.y det er ni ned.
Due to this, the load on the devel oper of the application program can be

| i ght ened. Furth?ter?c%g@jpg to the comunication system 201, since the
I nformation stored 1n the external nenory 207 is scranbled by the bus

scr anbl e5uni t 262 ,J[q;]e tiktl1 e%é?ﬁl?tcgjaﬂmaggcazgoﬁh@m iﬁ’hﬂr?ewé&hé Ilgq:(g,':i_g\p

confidentiality w respec anal'ysis fromthe outsi Further,
according to the conmmuni cati on tem 201, t he_ provi siaqn of .t

i nt er - SAM cdﬁﬂﬂﬂ?%%??ﬁh°?agit27§¥§sﬁ RﬂniﬁnF$¥§'4$? ppd; Ju gggiﬁFg%Pﬁ
di sperse the processing 25 | oad of the SAM chip 208 to ot her SAM chi ps.
Theref ore, vapplicdtfon program AP 1 can communicate with the AP 2,

Step ST204:
When the inter-AP communication task 274 judges at
10 step ST203 that communication is possible, it executes the
processing of step ST205 while when it does not, it ends
the processing.
In this example, from FIG. 39, the application program
AP_1 can communicate with the AP_2, so thé processing of
15 step ST205 is executed.
Step ST205:
Under the control of the inter-AP communication task
274, the application program AP_1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37.
20 Step ST206:
The inter-AP communication task 274 notifies the fact
of the data being written to the application program AP_ 2.
Step ST207:
The application program AP _2 reads data from the

25 inter-AP communication storage area 233 in accordance with



mounting the SAM chip 208 in a store server etc. which has to

si mul t aneousl y handl e processing requests for settlenment processing froma
plurality of term nal apparatuses, it is possible to use the function of

t he i nter-SAM comuni cation 5 task 275 i1o@sifaprove the settlement processing
capability wusing a plurality of SAMchips 208. FIG 46 is a functional

bl ock di agram showi ng. nore specifically the f Lon bl ocks of the SAM
chip 208 sh 'T#’F‘Ig’(fa o %‘%ﬁ‘gvﬁgiﬁpﬁﬁ%{;'the SAM chip 208 is
connected through an internal bus 290 to the ASPS conmmuni cation . interface

unit 260, exter nalPuerfst yEiighmArERInina tine hekween nthe xpPlicatieRrami e
unit 262, encryption /decryption unit 265, storage unit 266, and CPU 267.
15 Part of tgwodrams iAMsl cdnd P s? gretayedpthreughnghenfirepallgnds
aut henti cati on processing unit 264 shown in FIG 40 are for exanple
realized by &hﬁpfg"u;&ﬁ?. The SAM chip 208 shown in FIG 46, for exanple as
showmn in FIG 47, may al so connect the card I/F unit 291 connected 20 to

the integnal bus 28Q Q33 M 86ARLNEBALLbANESSk 2755, haNsHOWh RPFTelt si de
of the SAM chip 208 and transfer data with the |1C card 203 by a noncont act

systemthrou an_antenna_292a_ . RF C [ SQLS S0 i, 292.
Fgurt h Enbod?‘ﬂ‘en%n RBEIRAT sa%%%o‘allgn{én{'glgg’ aﬁggngggi rgrg%{“ﬁggr %gggngpﬁgh%o t he

- 113 13th to 16th aspects of the invenfjgn. .
inter-SAM cpommunication tasi £l7g of an SAM chip 208x outside

of the SAM chip 208 and issue a remote command to the inter—SAM
communication task 275 of that SAM chip 208x.

10 Such a remote command is issued by the inter-SAM
communication task 275 of the SAM chip 208 to the inter-SAM
communication task 275 of the SAM chip 208x to request that
the SAM chip 208x execute at least part of the processing
assigned to the SAM chip 208 when for example the processing

15 load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the overall operation of the communication
system 201 shown in FIG. 33 will be explained.
FIG. 45 is a view for explaining the overall operation

20 of the communication system 201 shown in FIG. 33.

Step ST231:

The businesses 215 1 to 215_3 or a parlty requested
by these businesses produce application programs AP_1, AP 2,
and AP_3 for those businesses to perform processing for

25 transactions using the IC card 203 on the personal computers



FIG 48 is a view of the overall configuration of the conmunication system
301 of the present enbodinment. As shown in FIG 48, the comuni cation
system 301 uses 5 the server 302, IC card 303 (integrated circuit of the
present invention) , card reader/wiitero®$04, personal conputer 305, ASP
(application service provider) server 306, SAM (secure application nodul e)

unit 309, personal computers 3161, 162, 316 3164, and 3165,
aut hent i cat %Pt 151 B39 and élé?’ %i‘?"%,1§1%19' ahd® 3175 (aut hentication

apparatuses of the present invention) , and the ICE (in-circuit enul ator)
318 to comuni cat &bl fARFB4dhe Internet 310 and devel op or custoni ze
software of the SAM chip 308, performsettlenent processing using the IC
card 303, etc. 15 THee @M igati@0Pirgrams AR ck naAP 2nayd3By_3 are

(sem conductor storage circuit of the present invention) and SAM chip 308

(seni conductyuild4ddd Shréligh PERS eahthénvE8atOon. udbes SAMIChi, p223082has a
software configuration such 20 as shown in FIG 49. As shown in FIG 49,

the SAM En Rab8192% gxggerﬁ&ﬁerha L SSicdPs 2% UDPSiel 8YSind 20 61

(hardwar &) layer, ower ayer, higher trandl er |ayer, and

application (AP). layer in.th order. 25 The |ower handler layer is a |ayer
defi ni ng theé‘? Jfﬁ g{%o@é’s@i%{ﬁa hot dependent on the application program and

corresponds to the transport |ayer, network |ayer, and data
Step ST233:

The user is issued the IC card 203.
As shown in FIG. 36, the IC 203a of the IC card 203
10 stores the key information used for transactions with a
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etc.

15 Step ST234:

For example, when a user desires to use the personal
computer 205 to access the server 202 through the Internet
210 and purchase a product, the server 202 issues a processing
request through the Internet 210 to the ASP server 206.

20 When the ASP server 206 receives a processing request
from the server 202, it accesses the personal computer 205
through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 210,

25 and ASP server 206 to the SAM chip 208.



link layer in the OSI protocol. The | ower handler |ayer includes a driver

| ayer. 5 The driver layer is a layer performng processing relating to
the operation of the LSI. The higher handler layer is a |ayer defining the
processi ng dependent on the applicationjppogram and corresponds to a |ayer
hi gher than the transport layer in 10 OSI protocol. Here, the OS | ayer
corresponds to the first layer of the present invention, the | ower handler
| ayer, driver |ayeftep a$®R3Pyher handl er | ayer correspond to the second

| ayer of the present invention, and the AP | ayer corresponds to the 15
third | ayer of theripe eShMtchipe?08oninTaecdPdanger wiihbl tesprbeeapphigcat i on
progranms AP-1, AP-2, and AP-3 defining the procedures for use of the IC

card 303 by gagdbbtCabdeioanantestapdsolBar, beseatssethe applAddticnl5- AP2,
and 315 AP3 shown in FIG 48. 20 In the AP | ayer, the application prograns

AP-1, AP-2 &lr 3 ¥aﬂﬂet Qsthnameathase%essamge&oartanar RUisEED L IUREN

thGHIMAth f ?r W (T 1rewal the presént invention) . In the

sof tware confl tiop,sho in ElG r defines processing
specific o %5% ugigggsse GCtGQSag?igbfélgphggogn ent of settlenent

processing using the |C - 115 card 303 The processing for directl
operating the |C cifdthepaxesubiennef EhathaPPiycrEigp PREIKAheAMWand er
| ayer on down.

communication performed between application programs is

performed by the inter-AP communication task 274 as shpwn
in the above-mentioned FIG. 43.

10 Step ST236:

The SAM chip 208 outputs the results of execution of
the application program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application

15 programs AP_1, AP 2, and AP_3 are restricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illicitly monitored and
tampered with. Further, it is possible to improve the
confidentiality of each application program.

20 Further, according to the communication system 201,
by the inter-AP communication task 274 shown in FIG. 41 using
the AP management storage area 221 of the external memory
207 shown in FIG. 37 to perform the processing shown in FIG.
43, communication between application programs is allowed

25 in a preallowed range.



The SAM chip 308 is connected with the ASP server 306 5 through a SCSI
port, the Ethernet, etc. The ASP server 306 is connected through the
Internet 310 with the personal conmputers 305, 3161, 3162, 3163, 3164, and
3165. The personal conputer 3161 is usemlby-the business 10 315 APl of the
application program AP-1 executed by the SAM chip 308. The personal

conputer 3162 is ed by the . husiness , 315 AP2 of .the .application.program
AP-1 executed by 'ﬁ'@"@ﬁﬂr%h' 38PosihR YR PESYH ec&ﬁ%%f@? §T§§1|8§sgsed
by the business 315 AP3 of the application program AP-1 executed by the
SAM chip 3% sEpRehrenEarieR egoenenation sf %yp%ﬂﬁaé,bﬂ’v\ﬁge

devel oper 315 M D able to develop a higher handler layer 20 and | ower
handl er | ayespplictakiiony phregxmser | ayer shown in FIG 49 of the SAM chip
308. The personal conmputer 3165 is used by the manufacturer of the SAM

chip 308, that isad mdnid Wverdy eeivdice’l FotUBxapilieng thierea ightthio
manage the SAM chi ps 308 as a whol e. 25 The busi nesses 315 AP1, 315 APZ2,

and 315AE3 Q§§Eé$§%£c;éélegeiéﬂn@fAéﬁgfﬂ&ﬁﬁ§o§lﬁio%?;ﬁazbyaﬁﬁe316_3 to

produce the application prograns AP 2, and AP -3 and downl oad the
DL O0UCe0 el PR Lk U S BUAICEH SRR 158 A1
That is, while the same level of computation content, for
settlement processing differing in settlement protocol
according to the issuer of the IC card 203, if the type of
10 the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by
registering the settlement processing at the level of the
settlement processing routine task 273, the type of the IC
card 203 and the corresponding application program can be
15 automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,
since the information stored in the external memory 207 is
scrambled by the bus scramble unit 262 of the SAM chip 208
20 shown in FIG. 40, there is confidentiality with respect to
analysis from the outside.
Further, according to the communication system 201,
by the provision of the inter-SAM communication task 275

shown in FIG. 41, it is possible to disperse the processing

25 load of the SAM chip 208 to other SAM chips. Therefore, when



5 in advance in the external nenory 307 through the SAMchip 308. At this
time, the businesses 315 AP1, 315 AP2, and 315 AP3 are parties wth no
relation with each other, so the storage areas in the external nenory 307
to which the 10 application progranms APjjla AP-2, and AP -3 can be

downl oaded are determ ned in advance. \Wether or not one has the right to
downl oad to such a stora area i s verlfled by the SAM chip 308, Further,
duri ng exec AW t%%ﬁﬂl‘ﬂ’a‘tﬂ t’ﬂglaaﬁémrszRP"fr abcy whighpBag e
firewalls FWrestrict the transfer and view ng of data between t he

appl i cat i on {7 sgmald-ateonsly\rapdlerpraFessingeaniasks faresetspements M D
downl oads a predeterm ned programinto the SAM chip 308 through the 20
aut hent i cat ipdoceBdind FErom @ Elarmidncy Wit kteredtallo apparatusest,hd thigher
handl er | ayer and | ower handl er layer including the driver |ayer shown in

FIG 49 of the M ENP usd08net funEEibhSE HHee intbiriang dexababeation
315 SUP dowll oads a 25 predeterm ned programinto the SAM chip 308 through

he -

o b, VARE TS Ah Ol o 2ok 0e CURLAL £ €a8bbs Rhy BEphBUSE SO
mut ual |y aut henti cat e, and, produce downl pad Ebgnature 5 verification key
i nf ormation ‘b‘%’d‘gvﬂtﬂ’ll‘ﬂﬁélg ﬁ PAMogh P 208 -

FIG. 46 is a functional block diagram showing more
specifically the function blocks of the SAM chip 208 shown
in FIG. 40.

10 As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

15 Part of the functions of the signature processing unit
263 and authentication processing unit 264 shown in FIG.
40 are for example realized by the CPU 267.

The SAM chip 208 shown in FIG. 46, for example as shown
in FIG. 47, may also connect the card I/F unit 291 connected

20 to the internal bus 290 to an RF reception/transmission unit
292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

25 This embodiment is an embodiment corresponding to the



downl oadi ng a predeterm ned programfromthe personal conputers 3161 to
316 5 to the SAM chip 308. The personal conputer 305, for exanple, is used
by the owner of the IC card 303, that is, the end user. 10 The personal
conput er 305, for exanple, is connectediighrough a serial port or USB port
to a Dunb type card reader/witer 304. The card reader/witer 304 realizes
for exanple w reless comruni cation corresponding to the physical |evel
with the | Cl3th tpaloth aspeqhs of | the 1RVMREHR - to the IC card 303 and
the response packets fromthe IC card 303 are generated and analyzed at
the SAM unit 309 $Ide. 4Bhdmsechoviewtdt thee dversdde comfiigwradosen ofr $heal
conputer 305, and ASP server 306 interposed between themonly act to store
t he comandscotimfii ¢£EPOMSeystahcB0s ofh the présepayembddpmenitons and rel ay
the sane. They are not involved in the encryption or decryption of data,

aut henti cation, O/adMSwnORAIBEE ONEB | Rhe! B6mhén £ i 3Ry St B0 usee | CE
318 is an enul ator used when debugging 25 a program runni ng on the SAM

O 8,055, S opb 5% PR MG upl G dhotr e g et
the settl erreianv ,{Efg,?)sl ngagjirr]egaéehf/wsaél\ﬂeczhi%4,3%8e'rsonal computer 305,
ASP (application service provider) server 306, SAM (secgre
application module) unit 309, personal computers 316_1,
316_2, 316_3, 316_4, and 316_5, authentication units 317_1,

10 317_2, 317_3, 317_4, and 317 5 (authentication apparatuses
of the present invention), and the ICE (in-circuit emulator)
318 to communicate through the Internet 310 and develop or
customize software of the SAM chip 308, perform settlement
processing using the IC card 303, etc.

15 The SAM unit 309 has an external memoxry 307
(semiconductor storage circuit of the present invention)
and SAM chip 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such

20 as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the
lower layer to the upper layer, an HW (hardware) layer, OS
layer, lower handler layer, higher handler layer, and

application (AP) layer in that order.

25 The lower handler layer is a layer defining the



Aut hentication Units 317 1 to 317 5 FIG 50 is a functional block diagram
of the authentication unit 3171. 10 As shown in FIG 50, the
authentication unit 3171 has a storage unit 3501 and processing unit 3511.
As shown in FIG 50, the storage unit-3994 stores a SAM I D, nutual

aut henti cation master key information K1, and access master key information
KA. 15 The SAMID is identification info tion, of Ehe SAM chi p 308. The
mut ual aut hétITREFHHI NS e?eﬂﬁﬁd?ﬂFo?ﬁa%ﬂ%naRﬁlng,18§ BfBPﬁFﬁeﬂn at er,
used for generating nutual authentication key information K2. 20 The
access mast egoregsponds kn ithe kxangpoxitplavard netwerk layerepnddata
gener ati ng downl oad signature information used when downl oadi ng a program
in the exterhiaknkaypey B8H7thd@h@sSficpeetomuldter key information KA is key

i nformati on necessary for downl oading to the external nenory 307 a 25

program of the AP fryelowér {Rén8DéE WBaPest iHE1UA8s0h HPEverllQyerSAM chip
308 shown in FIG 49. The processing unit 351 1, as shown in FIG ,50, has

a ”Utual5aUthentiCfﬁé‘ﬁki?@%Sgggérafg %Ofgyggdggéfggéihaaﬁgﬁg s§§ﬁéé 5 The

mut ual audt henti cation uni as shown™ i n own ding a
programto the, ekiSiN8, [RBIPiYe3fion of the LsI.

The higher haﬁdler layer is a layer defining the
processing dependent on the application program and
corresponds to a layer higher than the transport layer in

10 OSI protocol.

| Here, the 0S layer corresponds to the first layer of
the present invention, the lower handler layer, driver layér,
and higher handler layer correspond to the second layer of
the present invention, and the AP layer corresponds to the

15 third layer of the present invention.

The AP layer includes the application programs AP 1,
AP 2, and AP_3 defining the procedures for use of the IC
card 303 by credit card companies and other businesses
315 _AP1l, 315_AP2, and 315_AP3 shown in FIG. 48.

20 In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention).

In the software configuration shown in FIG. 49, the
AP layer defines processing specific to each business, for

25 example, the content of settlement processing using the IC



encrypts the SAMID as plain text using the nmutual authentication master
key information KL to generate the nutual authentication key information
K2 and uses that nutual 10 authentication key information K2 for mnutual
authentication wth the SAMchip 308._ Thg downl oad processing unit 353_1,
when downl oading a programto the external nenory 307, as shown in FIG
52, encrypts the SAMID as plain text using the access nmaster 15 key

i nf or mat i on &Ardo3¢@nctha eprdeesiing fo¢ diyechiyr aperahing tha I¢gaxdtdbr

t he downl oad processing unit 3531 uses the download key information K -DA
to generate 308 dswdefiafledsbgnther daysirar ot itha hidhlerahatidled tldyed he SAM
chip 308. The authentication units 317 2 and 317 3 are 20 configured the
sanme as the ghodswgXpl ai ned authentication wunit 3171. However, for
exanple, the content of the access naster key information KA differs for

each aut hentlcatlo._ﬁh%u%&.cﬁ 308 i 'éc@nﬁ:&%@el@ogi‘ltgbkﬂgkzﬁb @‘p;pf dé‘ne 25

aut hentication unit shown in he aut henti cati on
unit 3174 h ora nit 50 4 a roc SSI unit 351_4. As shown in
FIG 53, 1 hegéfm’ﬂ e? u%f%?!BgB Stl'fp?s%%& ERM'DEYut ual aut henti cation
master key information K1, 5 and access nmaster key information KA and KM
The SAM I D, nut ual ThathShiservenn3d@sizconnected dihraugh the Inkeznetss

master key information KA are
310 with the personal computers 305, 316 1, 316_2, 316_3,

316_4, and 316_5.

The personal computer 316 1 is used by the businéss

10 315_AP1 of the application program AP_1 executed by the SAM
chip 308.

The personal computer 316 2 is used by the business
315_AP2 of the application program AP_1 executed by the SAM
chip 308.

15 The personal computer 316 3 is used by the business
315_AP3 of the application program AP_1 executed by the SAM
chip 308.

The personal computer 316 4 is used by the software
developer 315 MID able to develop a higher handler layer

20 and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316_5 is used by the manufacturer
of the SAM chip 308, that is, the software developer 315 SUP
having the right to manage the SAM chips 308 as a whole.

25 The businesses 315 AP1l, 315 _AP2, and 315_AP3 use the



t he sane as those expl ai ned above. The access master key information KMis
key information 10 for downl oadi ng a program of the hi gher handler |ayer
and the |l ower handler |ayer including the driver layer of the software
structure of the SAM chip 308 shown in Eh@--49 to the external nenory 307
or SAM chip 308. The processing unit 351 4, as shown in FIG 53, has 15 a
mut ual authentication unit 352 4_and downl gad processing unit 353 4. The

nut ual authéﬂ?FEﬁPFBncﬁﬂPPt35243F§_ﬂhe3§§a@'aéndtﬁéQﬁﬁ Predwse itha i on
unit 352_1 explained in FIG 51. The downl oad processing unit 353_4, when
downl oadi ng applacptignapreograne ARt &i NAP_2enand AR 73 and slowmildad Rl@ 54,
encrypts the SAMID as plain text using the access master Kkey infornmation

KA t o gener aprodiicedonppliacakeyni progiamsothribughAthieanthieht idailomd
processing unit 353_4 encrypts the download key information K -DA as plain

text using tHgieecesy 25 mst or kaW 30BN ARkl aG@R% al1a ddidipwnl oad
key 121 information K Dw Next, the downl oad processing unit 3534 uses

t he downl.oad; ke

 nf or mat o ShqXevARAITA' e e bRh g JRRECA S en A b Nl Ut
functi onal éﬁgk di agr am of the aut hentication unit 3175. As shown in FIG
55, the auth Fcation unit 3175 has a storage unit 350 _5 and processing

unit 3515.
At this time, the businesses 315_APl, 315 AP2, and

315_AP3 are parties with no relation with each other, so
the storage areas in the external memory 307 to which the
10 application programs AP _1, AP_2, and AP_3 can be downloaded
are determiﬁed in advance. Whether or not one has the right
to download to such a storage area is verified by the SAM
chip 308.
Further, during execution of the application programs
1s AP_1, AP_2, and AP_3, the firewalls FW restrict the transfer
and viewing of data between the application programs AP 1,
AP_2, and AP_3.
The software developer 315 MID downloads a
predetermined program into the SAM chip 308 through the
20 authentication unit 317_4 in accordance with need to
customize the higher handler layer and lower handler layer
including the driver layer shown in FIG. 49 of the SAM chip
308 etc.
Further, the software developer 315 SUP downloads a

25 predetermined program into the SAM chip 308 through the



As shown in FIG 55, the storage unit 350 _5 stores 10 a SAMID, nutual

aut hentication master key information K1, and access master key
informati on KA, KM and KS. The SAM I D, nutual authentication master key
information K1, and access master key infgrmation KA and KMare the sane
as those expl ai ned above. 15 The access nmaster key information KS is the
key information required for downl oading a programof the OS layer of the
sof twar e strautheatarationsapithidd 7358 tohewstomize @ll4®f dhehdayaxrs nal
menory 307 or SAM chip 308. The processing unit 351 5, as shown in FIG 55,
has 20 a nusbheWwnadhh®IGi.cd9.on unit 352_5 and downl oad processing unit
3535. The nutual authentication unit 352 5 is the sane as the nutual

aut henti cation uni fhdS2dtEéR¥icabibhaumbey 31Nt iten8d7FEG adlexplbailéd

downl oad processing unit 353_5, when downl oadihg - 122~ a programto the

t I 07 ' . 6 | '
Coxt using t hetatecmaBiatigHbaibadiiCach ana g Soinboll Rl Lo
key i nf tion. K-DA. Next, the downl oad ' ' 535 ts th
5 townl ogtl KEY =LA GRRPPoReK-TH¥ ST Sh St ~aErroe eh £2aee R Eh "oy
information KMto generate the downl oad key information K DM Next, the
downl oad pr ode¥slegding: azpyedeteamined PrOFa IfFop ke iREXAIRAL on K- DM

as plain text wusing the access naster key information KS to generate the
computers 316 _1 to 316_5 to the SAM chip 308.

The personal computer 305, for example, is used by
the owner of the IC card 303, that is, the end user.

10 The personal computer 305, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC card 303.

15 The operational commands to the IC card 303 and the
rasponse packets from the IC card 303 are generated and
analyzed at the SAM unit 309 side. Therefore, the card
reader/writer 304, personal computer 305, and ASP server
306 interposed between them only act to store the commands

20 or response contents in the data payload portions and relay
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

25 a program running on the SAM chip 308.



10 downl oad key information K DS. Next,
uses the downl oad key information K-DS to generate

information and transmits this to the SAMchip 308. In the present

enbodi nent’,

When t hese

the authentication units 15 1, 317 4, and 3175 store
information in the storage units 3501, 3504, and 3505 in a secure state.
units are destroyed by outside factors or forced open, this

detected by a det ectNegtt urtihe agaimpdnentd hown gm KXFed8 imithdoat or age
units 3501, 3504, and 3505 is deleted. 20 SAM Unit 309 [External Menory
3071 FIG 57 iexpladmedfor explaining the storage areas of the externa
menory 307. As shown in FIG 57, the storage areas of the external 25

menmory 307 include g MRS
program AP -1 of the bUbiHebb 3151 is stored,

whi ch the applicati

t he downl oad processing unit 3535
t he downl oad si gnature

'S

gjgpe area 3201 in which the - 123 application
an AP storage area 320 2 in

busi ness siored, an
AP storage area 32 %A%%j: s5211-'pp [ caet? o;iéep* olgr%faoniﬁ:z ?ﬁo £€

business 5 315 3 is stored g nd an AP nanagfnent Stor%%ﬁP%L%% 321 usgd by

the manageP ofT9IRSHRN AR rp

the AP storage area 3201 is conprlsed of a plurality of program nodul es.

&G Sy he SAY ehipn

Access to the 3B storage area 3201 is restricted by the 10 firewall FW1

10

15

20

25

Authentication Units 317 1 to 317 5

FIG. 50 is a functional block diagram of the
authentication unit 317_1.

As shown in FIG. 50, the authentication unit 317_1
has a storage unit 350_1 and processing unit 351 1.

As shown in FIG. 50, the storage unit 350_1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information K1
is, as explained later, used for generating mutual
authentication key information K2.

The access master key information KA, as explained
later, is used for generating download signature information
used when downloading a program in the external memory 307.

The access master key information KA is key information
necessary for downloading to the external memory 307 a

program of the AP layer of the software structure of the



The application program AP -2 stored in the AP storage area 3202 is
conprised of a plurality of program nodules. Access to the AP storage area
3202 is restricted by the firewall FW2. 15 The application program AP_3
stored in the AP storage area 320_3 is g§g?r|sed of a plurality of program
nmodul es. Access to the AP storage ared 12 3 is restricted by the

firewall FW3. In the present enbodi ment, the above program mpdule 20 is

the m ni mum ugalM EmaY GUH GBHEWn SARIE. fzrg),m the outside of the SAM unit
309 to the external nenory 307. The nunber of the program nodul es form ng

each application pregra ley tgrm_ne { e ngi

busi ness. Furt her, tq%e ?E%I%:;cszﬁl nuglre'%:grgﬁrqAPa% %A@('é‘ rlg'ngﬂﬁ-" :Q%)’ %BEPQ
stored in the extern mepory 307 .are scranbl ed. They are 124 - descranbl ed
when read int & PHEVS NPBPFPE“%G&“F&H Heit 8RE_1pprdcdevRicad RFaresaing  Ap
2, and AP -3 are, for exanple, produced by the businesses 3151, 3152, and
315_3 usi ng tﬁéiﬁer%_d-l- conputers 3161, 316 _2, and 5 316_3 shown in FIG
48 and are downl oaded through the SAM chip 308 to the external nenory 307.
Access to the AP nuffhgemehtaltartymn it 32 unsit BE2L i, cAesHowrt ha FIcewal |
FW4. Note that the firewalls FW1l, FW2, FW3, and FW4 10 correspond.to

the firewall s SR sthew downfoadihy aTbQoéEaﬂiHﬁaQEHBnéxﬁéﬁﬁame:n&ﬁéﬁy3267
stores the AP
encrypts the SAM ID as plain text using the mutual
authentication master key information K1 to generate the
mutual authentication key information K2 and uses that mutual
10 authentication key information K2 for mutual authentication
with the SAM chip 308.
The download processing unit 353 1, when downloading
a program to the external memory 307, as shown in FIG. 52,
encrypts the SAM ID as plain texf using the access master
15 key information KA to generate the download key information
K DA. Further, the download processing unit 353 1 uses the
download key information K DA to generate the download
signature information and transmits it to the SAM chip 308.
The authentication units 317_2 and 317_3 are
20 configured the same as the above explained authentication
unit 317_1. However, for example, the content of the access
master key information KA differs for each authentication
unit.

FIG. 53 is a functional block diagram of the

25 authentication unit 317_4.




managenment data 330. The AP managenent data 330 includes for exanple the
SAM I D, rmutual authentication key information K2 (or nmutual 15

aut henti cati on master key information K1), and downl oad signature
verification key informati on K DA, KDVM a0 @ KDVS. Here, the downl oad
signature verification key information K BYA™I s key information for
verifying the legitimcy of the signature information generated using the
20 downl oad key i nf ;xgreshewn Kin DAIG The3 dovié oabdt bénbbtatEonenhitcalizon key
information K DVMis key information for verifying the legitinacy of the

si gnature inf qw@taoatafaeéaaﬁﬁtussagﬂQﬁddﬁaeebeaﬂlksyunmf gsmaw on K DM
25 The downl oad signature verification key information - & DVS is key

i nformation for veri the y e_signatu fornation
[ ]Iogovm én?%?fra?h F@ g m{éo %9805 §Rat ure

generated using the o84 Jk 2ad° st g
verification key_ information I.s key |nformat|on yused for signature

verification pferiLatRy WHMH%W’%’I’% nASHRT ReYo dEe A Klhe
SAM chip 308 to the external nmenory 307. [SAM Chip 3081 FIG 58 is a
functi onal 5bl cand dregeas mastar kaw thfeprmapigosKahand KM.FIG 48. As shown
in FIG 58, the SAMchip 308 has an ASPS conmmunication interface unit 360,
external nenory The SAM ID, mutual authentication master key

information K1, and access master key information KA are
the same as those explained above.
The access master key information KM is key information
10 for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM chip 308 shown in FIG. 49 to
the external memory 307 or SAM chip 308.
The processing unit 351 4, as shown in FIG. 53, has
15 a mutual authentication unit 352 4 and download processing
unit 353 4.
The mutual authentication unit 352 _4 is the same as
the mutual authentication unit 352_1 explained in FIG. 51.
The download processing unit 353_4, when downloading
20 a program to the external memory 307, as shown in FIG. 54,
encrypts the SAM ID as plain text using the access master
key information KA to generate the download key information
K DA. Next, the download processing unit 353 4 encrypts the
download key information K DA as plain text using the access

25 master key information KM to generate the download key



communi cation interface unit 361, bus scranble unit 362,
encryption/decryption unit 363, storage unit 364, and CPU 15 365. The SAM
chip 308 is a tanper-resistant nodule. The ASPS conmuni cation interface
unit 360 is an interface used for input ang out put of data with the ASP
server 306 shown in FIG 48. 20 The exterhat frenmory conmuni cation interface
unit 361 is an interface used for input and output of data with the

ext ernal menorinSéima dien KIDISC vt £ tHY Ao oad s sdHgd win 142 3% 324d
descranbl es i nput data when inputting and outputting data 25 through™he

ext ernal menor. NER | | f Lisanl 361.
encryption/deé%?%?ion d%?%ﬁg%%a2%§$yg§§° a?%lgﬁdggggc?ép?gggﬁgngfgg dat a.

The storage unjt 4 stores_data used for. the rocessi ng by t CPUJ_365.
The cPU 365 ottRERed i SRab s ARETHRTs A and JHAAREN G e Fpe- SRV
application programby the SAM chip 308 based on a predeterm ned program
(program of tkﬁbiﬁe%%%t i nvention) in the formof tasks etc. 10 The CPU
365, for exanple, executes a download task 365a for perform ng processing
for downl o&di ng prod@E¥m Fdis s functipnahdloeckrdbagsan. oflekhe t he

downl oad operation of program nodul es by
authentication unit 317_5.

As shown in FIG. 55, the authentication unit 317_5
has a storage unit 350_5 and processing unit 351 5.
As shown in FIG. 55, the storage unit 350_5 stores

10 a SAM ID, mutual authentication master key information K1,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key
information K1, and access master key information KA and
KM are the same as those explained above.

15 The access master key information KS is the key
information required for downloading a program of the 0OS
layer of the software structure of the SAM chip 308 shown
in FIG. 49 to the external memory 307 or SAM chip 308.

The processing unit 351 5, as shown in FIG. 55, has

20 a mutual authentication unit 352_5 and download processing
unit 353 5.

The mutual authentication unit 352_5 is the same as
the mutual authentication unit 352_1 shown in the
above-mentioned FIG. 51.

25 The download processing unit 353 _5, when downloading



t he downl oad task 365a of the CPU 365 will be explained. 15 FIG 59 is a
flow chart for explaining that downl oad operation. In the foll ow ng

enbodi ment, the explanation will be given of the operation when a business
315 AP1 downl oads program nodul es of the g@p[ication program AP -1 shown
in 20 FIG 49 and FIG 57. Step ST301: T% personal conmputer 3161 shown in
FIG 48 transmts a downl oad request designating the nodul e nane of each
program nodul e tprdyeramven dadue cexdeprals megnarye 39| iasaishown? 3np FAGr.aS6AP - 1
t hrough the authentication unit 3171, Internet - 127 310, ASP server 306,

and | CE 318 t eddsyp¥s €hé PsAD8ID &5 6p1 SR 0dext hesihg Ushe 28EB8BEI RakitaR
unit 3521 of the processing unit 3511 of the authentication unit 3171, as

shown in 5 Flﬁ%‘rljnf o%é’i%lf Kal %o.sé%%a?% fmélcﬁv;nq)gtahd"e iie% %bgﬁrﬁgttg.%ln

aut henti cati on ster or mat'i generate

aut henti cation key infaormation K2, Step ST303; The mnut ut henti cat | on
i € 3501 of By SR e EVIRPAABIICORS G S hola CAARATIRAS tBe1
perfornms nutual authentication with the downl oad task 365a of the CPU 365
of the SAMBchidewtradkey dinformatirnkiPAms plaiontest using the aesess
generated at step ST302. Step ST304: -
master key information KM to generate the download key

information K _DM. Next, the download processing unit 353_5
encrypts the download key information K DM as plain text
using the access master key information KS to generate the
10 download key information K DS. Next, the download processing
unit 353_5 uses the download key information K DS to generate
the download signature information and transmits this to
the SAM chip 308.
In the present embodiment, the authentication units
15 317_1, 317_4, and 317_5 store information in the storage
units 350_1, 350_4, and 350_5 in a. saecure state. When these
units are destroyed by outside factors or forced open, this
is detected by a detection unit and the information stored
in the storage units 350_1, 350_4, and 350_5 is deleted.

20 SAM Unit 309

[External Memory 307]

FIG. 57 is a view for explaining the storage areas
of the external memory 307.

As shown in FIG. 57, the storage areas of the external

25 memory 307 include an AP storage area 320_1 in which the



15 When the nutual legitimacy in the nutual authentication of step ST303
Is confirnmed, the unit proceeds to the processing of step ST305, while
when not, it ends the processing. Step ST305: 20 The downl oad processing
unit 3531 of the processing wunit 3511 of %he aut hentication unit 3171
shown in FIG 50, as shown in FIG 52,~ eh ?ybts the SAMID as plain text
using the access master key information KA to generate the download key

information K agplicdtideppidgtin AP 1L8of Thre doHEi NS PROSEESiBIsEBrEd3FS31
uses the downl oad key information K-DA generated at step ST305 to generate

the downl oad sj0rgs Lgeofggarma%osﬁepnﬁmz £hd N&p fwgeégnpg%gﬁwg

unit 3531 transmts the domn oad signature I nformati’oh generate step
ST306 to the chj ST The dpwnl ad t 5a_of the CPU
365 of the SAI#A—% Ot Dol ifns | T, 18 g E0ERS? | ah Bh P ERE=GP AR o

verification |nfornat|on K DVA shown in FIG 57 to_ judge the

| egiti macy ofB% dewnbdsh $hgnappiicRrELeRrRY¥PGFARARIY f gthesbeals?s@?.
At this tine, the downl oad task 365a judges if the download request has

been nmade at t3ib_AP isypdioresiedndnanhP nidnageent reiresage caiese 324t wtaeb

ST301 and specifies the
by the manager of the SAM chip 308.

The application program AP 1 stored in the AP storage
area 320_1 is comprised of a plurality of program modules.
Access to the AP storage area 320 1 is restricted by the

10 firewall FW_1.

The application program AP 2 stored in the AP storage
area 320 _2 is comprised of a plurality of program modules.
Access to the AP storage area 320_2 is restricted by the
firewall FW_2.

15 The application program AP 3 stored in the AP storage
area 320_3 is comprised of a plurality of program modules.
Access to the AP storage area 120 3 is restricted by the
firewall FW 3.

In the present embodiment, the above program module

20 is the minimum unit downloaded for example from the outside
of the SAM unit 309 to the external memory 307. The number
of the program modules fdrming each application program can
be freely determined by the corresponding business.

Further, the application programs AP_1, AP 2, and AP_3

25 stored in the external memory 307 are scrambled. They are



downl oad signature verification key information K-DVA. Step ST309: If it
IS judged at step ST308 that the download signature information is
legitimate, the task proceeds to 20 the processing of step ST310, while if
not, it ends the processing. Step ST310: {‘Ee_ downl oad task 365a of the CPU
365 of the SAM chip 308 shown in FIG 581 ecifies the address in the
external 25 nenory 307 corresponding to a nodul e nane designated at step
129 ST301 by deaszwiamblidit whoshil seadnagesetiie dsAM &3ip ad08 downl oads t he
program nodul e received fromthe personal conputer 3161 to that specified

address on the ext epRgltHE¥DEKedp1 Nod €idhYrofiamd R 30TApes e SRV RPOBET
315 M D 5 downl oads program nodul es of the higher handrer | dyer and Tower

handler ayer SRPMEGN dalpith kEoibe LY Uk BRIPAKes3Y 5180 15" 89553305

t he downl oad Key i nfor ma gen e roufi ne éxplrarnéd

using FIG 54. [ this,, at step ST306, the downl oad_sjgn r
ot ot i on 1 S0ED kel AHPY 141% RATeoRAL PR SORE FESche St Ehi Andos,
the download signature verification key informatjion K-DVM shown in FIG
57 is used®t o 3Ai¥ yshawn dRvEBRd 48 A%e  dewnteaded. throughethefBHM t he
sof tware devel oper 315- SUP downl oads 15 a program nodul e of the OS | ayer
shown in FI G clGip Bathetexthes ek temmol \m@OFxy a30%t ep ST305, the routine
expl ai ned

Access to the AP management storage area 321 is

restricted by the firewall FW 4.
Note that the firewalls FW 1, FW_2, FW_3, and FW 4
10 correspond to the firewalls FW shown in FIG. 49.
The AP management storage area 321 stores the AP
management data 330.
The AP management data 330 includes for example the
SAM ID, mutual authentication key information K2 (or mutual
15 authentication master key information K1), and download
signature verification key information K DA, KDVM, and KDVS.
Here, the download signature verification key
information K DVA is key information for verifying the
legitimacy of the signature information generated using the
20 download key information K DA.
The download signature verification key information
K DVM is key information for verifying the legitimacy of
the signature information generated using the download key
information K DM.

25 The download signature verification key information



using FIG 56 is used to generate the downl oad key information K-DS. Using
this, at step ST306, the downl oad signature information is generated.
Further, at step ST308, in the 20 SAM chi p 308, the downl oad signature
verification key information K-DVS showy %% FIG 57 is used to verify the
downl oad signature information. Note that e software devel opers 315 MD
and 315-SUP can use the access nmaster key information KA to downl oad 25
t he program ndd VS dfs thay Amfesmation tfor cxexifpingetine yYlegitimadp7of
Further, the software devel oper 315-SUP can use the access master key

i nf or mati on KA & gt ol i 20 Ui FRathaiodl géneFadiddeasihgt BRehdelfloRanRbgr

| ayer and | ower handler layer 5 to the external memory 307. Next, the
processi ng for; FdAdiSiant i10bg!si ng the IC card 303 by the conmunication
system 301 shovvn in FIG 48‘ WI|| be expl ained. FIG 60 is a view for

expl ai ni ng the over t he communi.catign system 301. shown
in FIG 48. Step STngf u5| nes% fﬁr&% %r’tnf%ﬂﬁ% 128 by
t hese busi nesses produce | i cation_prograns AP-1, AP-2 and AP-3 for
t hose busi hesddskey irk b‘?'bd"é?ﬂ figrithanatyre, vezrdfication Rgrfazmed

card 303 on the personal corrputers 3161, 3162, and 3163 shown in FIG 48.
At this time, whemldernloatingithat pregran nedwle Ftlgrough the SAM chip

308 to the external memory 307.

[sAM Chip 308]

FIG. 58 is a functional block diagram of the SAM chip

10 308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
communication interface unit 360, external memory
communication interface unit 361, bus scramble unit 362,
encryption/decryption unit 363, storage unit 364, and CPU

15  365.

The SAM chip 308 is a tamper-resistant module.

The AS?S communication interface unit 360 is an
interface used for input and output of data with the ASP
server 306 shown in FIG. 48.

20 The external memory communication interface unit 361
is an interface used for input and output of data with the
external memory 307.

The bus scramble unit 362 scrambles output data and
descrambles input data when inputting and outputting data

25 through the external memory communication interface unit



59 is perforned. Step ST332: 20 The application prograns AP-1, AX~_2, and
AP-3 are downl oaded through the authentication units 3171, 3172, and 3173
fromthe personal conputers 3161, 3162, and 3163 to the SAMchip 308. 1 At
this time, the processing explained usinggjdG 56 25 is perforned. - 131
Step ST333: The user is issued the I1C card 303. The IC card 303 stores the
key information used for transactions with a business which the user has
contracted 53f%-h. Note that the contract between the user and a business
may be concl uded after issuance of the IC card 303 through the Internet
310 etc. Step ST334The) eneryprtdmm/eecryptisnl nai td0883r eackrgpitsedalta and
personal conputer 305 to access the server 302 through the Internet 310
to purchase adacidyits dritryistecErda¥ll. i ssues a processing request through
the Internet 310 to the ASP server 306. Wen the ASP server 306 receives a
processi ng request 2 SeyP g&e 1&%@’%643%2& tllh m& he, Pegsonal

ur

conputer 305 through the Interne e processing request

for the IC card 303 |ssu d reader/mmlter 304 is sent through
the personal %ee%{%

The CPU 365 executes various processing including
execution of an application program by the SAM chip 308 based
on a predetermined program (program of the present invention)
in the form of tasks etc.

10 The CPU 365, for example, executes a download task
365a for performing processing for downloading program
modules through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

15 FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 APl downloads
program modules of the application program AP _1 shown in

20 FIG. 49 and FIG. 57.

Step ST301:

The personal computer 316_1 shown in FIG. 48 transmits
a download request designating the module name of each
program module to be downloaded comprising the application

25 program AP 1 through the authentication unit 317_1, Internet



and ASP server 306 to the SAM chip 308. 20 Step ST335: The SAM chip 308, in
accordance with the processing request received at step ST334, selects an
application programby the settlenent processing routine-task and

executes the selected application pr ogr_ar{\2725_ Step ST336: - 132 The SAM
chip 308 outputs the result of execution™0f the application programto the
ASP server 306. As expl ai ned above, according to the comrunication system
301, by the aBtbenRsPasiexivennilis,3andl ICEIB18 &od the FAM didlpdid0B t he
access master key information KA, the authentication unit 3174 hol ding the
access naster key gpbgrgggpen KM the authentication unit 317_5 hol ding
the access master key information KS, and, as expl ai ned above, performng

processi ng for dom&gg%&sﬁ%ﬂaé‘%@%@i@@&‘ Lgtﬂ:(gg»‘hel O €ﬁ§§r6@£@£%n307’

it becones possible a program no es Im accordance wt

rights given in, a d ith th ft hi h i.n FI G 49,
Therefore. it uRstpdBd i 8 S5 ARHRERH AR Iod ety o1 AR 1 ¢y

exchangi ng or tanpering with program nodul es 15 to be executed by the SAM
chi p 308. Fur FABr, Sheceraruptsothe SR AL RladR $pEteping thagmakpnl ned
earlier, the authentication units 3171, 317 4, and 3175 store infornmati.on
in a secure shaathentitladisnomapderukeys idFEdrmatdsm K1 dal ghemtekesuch
a unit is destroyed
mutual authentication key information K2.
Step ST303:
The mutual authentication unit 352_1 of the processing
10 unit 351_1 of the authentication unit 317_1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
information K2 generated at step ST302.
Step ST304:
15 When the mutual legitimacy in the mutual
authentication of step ST303 is confirmed, the unit proceeds
to the processing of step ST305, while when not, it ends
the processing.
Step ST305:
20 The download processing unit 353 1 of the processing
unit 351 _1 of the authentication unit 317_1 shown in FIG.
50, as shown in FIG. 52, encrypts the SAM ID as plain text
using the access master key information KA to generate the

download key information K DA.

25 Step ST306:



20 by an external factor or forced open, this is detected by a detection
unit and the stored information in the storage units 350 1, 350 4, and
350 5 is deleted. Therefore, illicit wuse of the key information used for
downl oading to the SAM chip 308 can be gwg ded. 25 Further, according to
t he communi cati on system 301, - 133 when the SAM chip 308 operates a
plurality of application prograns, since data transfer or view ng of data
and codes between Zppl downloadppugrassing waitr3s3cl wyes hthé downhoad
FI~ 1, FW2, and FK 3, illicit interference or tanpering with 5 the

processi ng of x@gChn¥RRimatAlon0K DR YeBdated Githaitedp [HTICH it gurgprate can
be prevented. Further, it is possible to enhance the secrecy of each

application piRAr a¥wn1odd RlgnaAcRY Ain¥hdnfa tilh conmuni cation system 301
by configuring each application programby a plurality of |0 program

nmodules, it is poss%gle gg §9wnload to the external nenory 307 in program
nodul es units. FurtReP 8 rding to the conmuni cation system 301, by

encrypting the highly confidentjal key informatiqn used for operagtion of
the 1C card 303 in 3é&iFPURlPGdtRE°G§G§P“EB“§BF§§@%4&;Eﬁﬁfﬁﬂ%#%r1 €t in

the external nmenory 307, it is possible to inprove the security |evel of
the key i nfodosmiload mignaduredaficimation anaratedat Jgtep ($8306 to
application programcan execute encryption and decryption 20 when
accessi ng codehebsaMenips 3@ .anbl e function, so it
Step ST308:
The download task 365a of the CPU 365 of the SAM chip
10 308 shown in FIG. 58 uses the download signature verification
key information K _DVA shown in FIG. 57 to judge the legitimacy
of the download signature information received at step ST307.
At this time, the downloéd task 365a judges if the
download request has been made at the AP layer based on the
15 module names received at step ST301 and specifies the
download signature verification key information K DVA.
Step ST309:
If it is judged at step ST308 that the download
signature information is legitimate, the task proceeds to
20 the processing of step ST310, while if not, it ends the
processing.
Step ST310:
The download task 365a of the CPU 365 of the SAM chip

308 shown in FIG. 58 specifies the address in the external

25 memory 307 corresponding to a module name designated at step



I's possible to prevent an application programstored in the external
menory 307 frombeing illicitly analyzed etc. while processing of the SAM
chip 308 is halted. I FIG 61 is a functional block diagram showi ng nore
25 specifically the function blocks of thg,SAM chip 308 shown - 134 in
FIG 58. As shown in FIG 61, the SANIchlg 308 is connected through an

i nternal bus 390 to the ASPS conmmuni cation interface unit 360, external
Menory comMmun$Tall By vieetihgcehé moduledfidnagemestrdatsa 830nand IBWnloads
encryption/decryption unit 365, storage unit 364, and CPU 366. In the SAM

chip 308 Shov‘@h.érbfé{i:axﬁlnocﬁﬂre 248BRYBdAEr o MW pbBsbh&El Sdmphtei 318 SD
possi bl e to connect the card |/F unit 391 connected to the Internal Dbus

390 to an RF 10 ¢ ggpgbggé._ﬁti%ﬁggﬁgrgsg |°§8 gﬂgl 29T nd! Setlf JdE SAM chip

308 and transter data™w card y a noncontact System through

an antenna 392a of the reception/{transm Ssio upgi t 39 T pr esent
i nvention is not | iﬁ?F%?ﬁbﬁgt ngﬁbgéfg sfgtgf‘ﬁﬁalg‘ﬁé'aagﬁﬁgdi%%gnP&DFor
exanpl e, in the above expl ai ned enbadi nent, the  case_ of downl oadi ng
pr ogr am nodul dewnleadshpregrasn modudes ofcthes higher hapsdlar Jayes mrdav
chip 308 to the external nenory 307 was illustrated, but the present 20
i nventi on canlewseil hahglee hapercshomn rigp tHIE .f d9ctpobhefexteérnabgyemory
expl ai ned downl oad task 365a even when downl oadi ng

307, at step ST305, the download key information K DM is

generated by the routinle explained using FIG. 54. Using this,
at step ST306, the download signature information is
10 generated. Further, at step ST308, in the SAM chip 308, the
download signature verification key information K DVM shown
in FIG. 57 is used to verify the download signature
information.
Further, when the software developer 315_SUP downloads
15 a program module of the OS layer shown in FIG. 49 to the
external memory 307, at step ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the
20 SAM chip 308, the download signature verification key
information K DVS shown in FIG. 57 is used to verify the
download signature information.
Note that the software developers 315 MID and 315_SUP
can use the access master key information KA to download

25 the program module of the AP layer to the external memory



program nodul es fromthe personal conputers 3161 to 3165 to a storage unit
364 in the SAM chip 308. Further, in the above expl ained enbodi nent, the
case 25 of providing the authentication units 3171 to 3175 for - 135 the
Internet 310 at the personal conputer 318% to 316_6 side was illustrated,
but as shown in FIG 63, it is also pos Bie to provi de the authentication
units 3171 to 317.5 in the SAM chip 308 and all ow access to the

aut henticati opo7units 317 1 to 317 5 to the correspondi ng personal
conmputers 316 1 to 316 5. Fifth Enbodi ment The present enbodinent is an

enbodi ment COVFGSPQQQE riOoth8esdFiRap8dadPblopapesis 8ipt B&ni Q¥anihan. 10
FIG 64 is a view of the overall configuration of the ~communication system

401 of the present enbodi nent. .As. sho i nEl ' '

syst em 401 us®ECePANRR %ﬁ%i’é‘ic’fmca\g}'d’%é %gs@régagjeor § ViF 1 {e?‘tﬂﬂ
personal conputer 405, ASP (.applicatiQn service proyider), server 406, 15
SAM (secure appentesioh theihighen bandder g@??ﬁnﬁ d bRt handlaB Layps o
and 416 _3, and authentication units 4171, 417 2, and 417 _3 to comruni cate

t hrough the | heethet externapdmpmeryr APdet t| ement processing or ot her
processing for a procedure using the IC card 403. 20 The. SAM unit 409 has
an external nenory MéxtanthéAprochsping8forha Sahnshipidb8uisdnga thef thfar e
configuration shown
card 303 by the communication system 301 shown in FIG. 48
will be explained.
FIG. 60 is a view for explaining the overall operation
10 of the communication system 301 shown in FIG. 48.
Step ST331:
The businesses 315 1 to 315 3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP_3 for those businesses to perform processing for
15 transactions using the IC card 303 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.
At this time, download processing explained using FIG.
59 is performed.
Step ST332:
20 The application programs AP 1, AP_2, and AP_3 are
downloaded through the authentication units 317_1, 317 _2,
and 317_3 from the personal computers 316_1, 316_2, and 316_3
to the SAM chip 308.

At this time, the processing explained using FIG. 56

25 is performed.



in FIG 65. As shown in FIG 65, the SAM chi p-408 has, from a bottom | ayer
toward a top layer, an HW (hardware) | ayer, 25 OS | ayer, |ower handl er

| ayer, higher handler |ayer, and - 136 AP |layer. The | ower handl er |ayer

i ncludes a driver layer. Here, the AP_Iigir_includes appl i cation prograns
AP 1, AP-2, and AP_3 defining procedures ior use of the IC card 5 403 by
credit card conpani es or other businesses 4151, 4152, and 4153 shown in
FIG 64. In the AP $temrST332: application prograns AP-1 . AP 2, and AP -3
and the higher handler |ayer are provided between themwth firewalls FW

10 The SAM chi p 408rheé wo&ress eflsshe@uehe aTbusadd930sing a SCSI port, the
Et hernet, etc. to the ASP server 406. The ASP server 406 is connected

through e It er negy 414t 0afy SY 2hbkia Ok ok N2heBPRRLELHORS ol el N9

a personal conputer e end user a personal conputers 4161

416_2, and 4163 of the busipgsses 4151, 415 2 d 415 3. _The S

conput er 405,t¥%?s%§’é?1ﬁf‘8,"?'§ c?)}]‘é%’t'é%sstﬁpo‘f}bﬁahe HF9T, has, or%gqjg%aéport
to a Dunb type card reader/witer 404. The card reader/witer 404 realizes
for exanmdl e WiERIess communi cation corresponding to the physical 20 |evel
with the IC card 403. Operational comuands to the I C card 403 and response
packets fromthe | QNotecthHt3 tiveccgahzaatdoe tveen ke nseraand & OUSHMQRH t

409 side. Therefore, the card reader/witer
may be concluded after issuance of the IC card 303 through

the Internet 310 etc.

Step ST334:

10 For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
310 to purchase a product, the server 302 issues a processing
request through the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing request

15 from the server 302, it accesses the personal computer 305
through the Internet 310. Further, the processing request
for the IC card 303 issued by the card reader/writer 304
is sent through the pérsonal computer 305, Internet 310,
and ASP server 306 to the SAM chip 308.

20 Step ST335:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
program by the settlement processing routine task and
executes the selected application program.

25 Step ST336:



404, personal computer 405, and ASP server 406 interposed 25 between them
only act to store the commands or response - 137 content in data payl oad
portions and relay the sane. They are not involved in encryption or
decryption of data, authentication, andygpher actual operations in the IC
card 403. 5 The businesses 415 1, 415 2, and 415_3 use the personal
conputers 4161, 416 2, and 416 3 to produce the application programs AP 1,
AP 2, and AP -3 andThR\#himc308 RIERRts Jthe i kasnbh F c9rarRtEAR08EN t he
authentlcatlon units 4171, 417 2, and 417_3 through the SAM chip 408 to

pr eassi gned lfhstapp@&natian proghamekoethal AGBneeyve®730At this tineg,

si nce the businesses 4151, 415 2, and 4153 have no relation with each

other, the storage ﬁé E‘é’sﬁpléihé@&de&er n@bcoBaDhy $67tMbecomntiaiapplibaat i on
prograns ‘AP 1, AP-2, and AP -3 can be downl oaded are decided in advance 15

and 'whether opg.bas 39F, 48NnhOatiptEhealateosUGH; EsShenage 32700 | Snd

verified by t urther, the transfer and Vi ew ng —of data

anong t he p tio r AP 1. AP AR

thg ;EregélIsgtz¥§2%°€ﬂgﬂgggaﬁfggﬁeﬁg Pﬁgggﬁpﬂggagloﬁrﬁ%glfgis Agu?l,AP 2,
an to the SAM 408, th th t 4171 d
417 3, as exp#%Fh%ﬂt+§Pgi°anPFBrﬁ?ﬁﬂfuggaéggﬂ; Pg§?%§ﬁswﬂﬁﬁtfﬁé1§ﬂwlgﬂlp

408, produce the downl oad signature verification key information, etc.
information KM, the authentication unit 317_5 holdlng the

access master key information KS, and, as explained above,
performing processing for downloading a program module to
10 the external memory 307, it becomes possible to download
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly exchanging or tampering with program modules
15 to be executed by the SAM chip 308.
Further, according to the communication system 301,
as explained earlier, the authentication units 317_1, 317 4,
and 317_5 store information in a secure state in the storage
units 350_1, 350_4, and 350_5. When such a unit is destroyed
20 by an external factor or forced open, this is detected by
a detection unit and the stored information in the storage
units 350_1, 350_4, and 350_5 is deleted. Therefore, illicit
use of the key information used for downloading to the SAM
chip 308 can be avoided.

25 Further, according to the communication system 301,



25 Next, the SAMunit 409 shown in FIG 64 wll be - 138 explained in
detail. External Menory 407 FIG 66 is a view for explaining the storage
areas of the external nenory 407. 5 As shown in FIG 66, the storage areas
of the external nenory 407 include an_AP.gtorage area 4201 for storing the
application program AP-1 of the business ﬁSl, an AP storage area 4202 for
storing the application programA. P-2 of the business 4152, an AP storage
area 4203 forwlsénrthe Shd ¢&Bippp0Bcapevatesogr phnpRl3tyf ofheppddicaddon 153,
and an AP rmanagenent storage area 421 used by the manager of the SAM chip

408. The applpEéyiansprooned ditd EifiSfer ot RE ARG YRR ta il $ddes S
conprised of a plTurality of program nodules. 15 Access to the AP storage
t

area 4201 1S L& é%ﬁ%}f%&é%.@é s BV JosthEcREAl Ly O FiRleRUIAE A 2

stgrled in the ar ea S conprise a plurality of program
nmodul es. Access_ to _the AP siqrage area 4202 isg restricted b h

firewal | EV- ZFW_I:he %&'i ang %ﬁ—gr o‘gf];t’rﬁ’A"P-l?%&%P&?'ﬁcﬁ ?ﬁetaﬂlyes’ftlbr%d%&har ea
4203 is conprised of a plurality of progr_am nodul es. Access to_the AP
storage area Wpe3precessipgceédepght pEPliratdgr PERETamBY| pnothek esent

enbodi nent, the above program nodul e -
application program can be prevented. Further, it is possible

to enhance the secrecy of each application program.

Further, according to the communication system 301,

by configuring each application program by a plurality of
10 program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,
by encrypting the highly confidential key information used
for operation of the IC card 303 in addition to the usual

15 scrambling and storing it in the external memory 307, it
is possible to improve the security level of the key
information.

Further, according to the Internet 301, the
application program can execute encryption and decryption

20 when accessing codes by the bus scramble function, so it
is possible to prevent an application program stored in the
external memory 307 from being illicitly analyzed etc. while
processing of the SAM chip 308 is halted.

FIG. 61 is a functional block diagram showing more

25 specifically the function blocks of the SAM chip 308 shown



- 139 is the minimumunit downl oaded for exanple fromthe outside of the

SAM unit 409 to the external nenory 407. The nunber of the program nodul es

form ng each application programcan be freely determ ned by the

correspondi ng business. 5 Further, the agghi cation prograns AP-1, AP-2, and
u

AP-3 are, for exanple, produced by the Sinesses 4151, 415 2, and 4153

usi ng the personal conputers 4161, 416 2, and 4163 shown in FIG 64 and
are downl oadetht®Rreugs8t he SAM chip 408 to the external nmenory 407. 10
Access to the AP nmanagenent storage area 42la is allowed only by the

manager of the SAMzdlighdW$ Dy Fhe. f61Ipvehe shMVdhiplosest hat cohaetitednal | s
FW1l, FwW2, FW3, and FW4 correspond to the firewalls FWshown in FIG

65. 15 The AP, t. a lest S i ment
dai & 421 showl 11 R B AP e
AM chip 408, for nagi n cution _of -the application, progr -

AP-2, and AP-Znteptage; en?xgﬁﬁf}&ilr%ﬁﬁ‘{‘?gf hce°%‘bﬂﬁ%a%%%51aig‘ft€gfﬁ}n‘%° AP
1, AP 2, and AP -3 and AP managenent data 421 stored in _the external,
menory 407 arenihs3@kplbisegranbde usif 397 e PRRYRHCH ALSTYRIIPR Yt 461
in the SAM chi p-408 using the scranble key K When read into the SAM chip
408, they are3635 dteragebhisdtusedg arhd SEPadlée key K. - 140

In the SAM chip 308 shown in FIG. 61, for example as
shown in FIG. 62, it is also possible to connect the card
I/F unit 391 connected to the internal bus 390 to an RF

10 reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/transmission
unit 392.

The present invention is not limited to the above

15 explained embodiment.

For example, in the above explained embodiment, the
case of downloading program modules from the personal
computers 316_1 to 316 5 through the SAM chip 308 to the
external memory 307 was illustrated, but the present

20 invention can similarly be applied using the function of
the above explained download task 365a even when downloading
program modules from the personal computers 316_1 to 316_5
to a storage unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

25 of providing the authentication units 317_1 to 317_5 for



SAM Chip 408 FIG 67 is a functional block diagramof the SAMchip 408
showmn in FIG 64. As showmn in FIG 67, the SAM chip 408 has an ASPS 5
comuni cation interface unit 460, bus scramble unit 461, signature
processing unit 462, authentication procggging unit 463, encryption

[ decryption unit 464, storage unit 465, “and CPU 466. The SAM chip 408 is a
tanper-resi stant nodule. 10 Here, the CPU 466 corresponds to the data
processi ng cthculmtetnehe3p6eabnthénpensboal whinputekne3bls 1steadidiée 6 unit
461 corresponds to the data input/output circuit of the present invention.
Further, the Sfdbchad #DBuseraesapnBatt ast BRowh SANMFIGNJEGL 06 tCiiksC Wliscof
the present invention,  while the external nenory 407 corresponds to the

sem conduct o, SLIBIE +&dglige fene 8uRhBARELALINANENSEs JIP 15317 5

c?ngunlcatlﬁ#’h ace I's an 1 nterface used for iTput and'butput
0] ata with {he ASP 0 serv 406 s i in FIG. 64..,Th r uni t
461 scranbl es“aa‘flg %N% Eﬁa% oA 1-'r‘raer‘r:tglre %38#’9“%3&%0%
descranbl es data read fron1 t he external menory 407 That is, the externa
memory 407 stembbsdikh } $0331255-%9 &he %ﬁr§?§P8ndlniéﬂ°r’f?féa1a SRR eS of
t he bus scranble unit 461 will be

316_1 to 316_5.

Fifth Embodiment

The present embodiment is an embodiment corresponding
to the 17th and 18th aspects of the invention.

10 FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,

15 SAM (secure application module) unit 409, personal computers
416_1, 416_2, and 416_3, and authentication units 417 1,
417_2, and 417_3 to communicate through the Internet 410
and perform settlement processing or other processing for
a procedure using the IC card 403.

20 The SAM unit 409 has an external memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chip 408 has, from
a bottom layer toward a top layer, an HW (hardware) layer,

25 OS layer, lower handler layer, higher handler layer, and



explained in detail later. The signature processing unit 462, as explained
| ater', produces a signature and verifies a signature when 5 downl oadi ng
an application programthrough the Internet 410 and when executing an
application program The authentication 5 cessing unit 463 as expl ai ned

| ater perfornms nutual authentication mﬁtﬁ ?he ot her party when downl oadi ng
an application programthrough the Internet 10 410 to the external nenory
407. The encrayptlayériecryption unit 464 encrypts data and decrypts
encrypted data. The storage unit 465 for exanple stores the data necessary

for the processing e t1vwéPlh£f1led 51 dyér GhbTodeeXgCcdr £8et hkagppl.i cation
progranms AP 1, AP 2, and AP 3 whil e accessing the external nenory 407

t hrough the bus scrﬁ@ée ﬁfgi{i{e‘qg%%"h%’%ﬁ“’“%“&;mg

corresponding to the se’rw ces 408. 20 Next, the prmes& ng
of the bus scranble unit_4

the present Motii n2Re, APn 1é§%é"6?9u€€°g8§“?§g § dg%?aL ggéﬁIFh%%fdl1

accessing the external nenory 407 is illustrated, but the r

unit 461 35 c4@3 énysergézépﬁﬂ%&owatnﬁe%%@%m hHﬁPPPﬁdeéngf%uf Lﬁa]trg)-r-‘?g'

142 data wth the outside by another SAM chip 408 through an 1/0 bus etc.
‘and 415_3 shown in FIG. 64.

In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

10 The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of the end user and personal computers 416_1,

15 416_2, and 416_3 of the businesses 415 1, 415_2, and 415_3.

The personal computer 405, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 404. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical

20 level with the IC card 403.

Operational commands to the IC card 403 and response
packets from the IC card 403 are generated and analyzed at
the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 interposed

25 between them only act to store the commands or response



The bus scranble unit 461 encrypts the data input from the CPU 466 using a
predeterm ned scranble key K, then wites 5 it through the bus 419 in the
external menory 407. Further, the bus scranmble unit 461 decrypts the data
read through the bus 419 fromthe exte[ngg7n§nnry 407 using the scranble
key K and outputs it to the CPU 466. [Address Space] 10 The encryption

bl ock I ength of the encryption algorithmused by the bus scranble unit 461
is made Nc, wiwnheenthinddétabpaybpadhpotftibesbasd4t@lay kheeshme.| FThelye
foll owi ng exanple, consider the case where Nc is a whole multiple of Nb,

that is, a wpté neebeaveledcihbencippbiobr bbatdetkgptidnest saxag of the
CPU 466 (address space in SAMchip 408) and the address space used when

the bus scr éﬁeﬂei%aéﬁénacgﬁasgéhépea@ﬁﬁ NherBtidys 43 tHdareidmid er
also referred 10 as the "external nenory address space") differ due to the

addi tion of pﬁé%ty and scranbling 20 of the address. Therefore, the bus
scranbl e unit 1, as shown in FIG 68, converts an address CPU ADR i nput

fromthe CPU 466 (first address of the present inventjon) o an address
MEM ADR of5 the extBradusinasses,@ilpels @&ﬁe’ P§écﬂ@-%b‘£°e§§ea’erﬁf§‘a 5
present invention) using a predefined map f (address 143 conversion :
al gorithm . Thembutessréhhll, 4li6 246andsek6 thdo nudduse Wrn/aRpR ¥GR Htkss

the external nmenory 407. This map f , for exanple, as shown in FIG 69, is
defi ned programs AP_1, AP_2, and AP_3 and download the produced

application programs through the authentication units 417_1,
417_2, and 417_3 through the SAM chip 408 to preassigned

10 storage areas in the external memory 407.

At this time, since the businesses 415 1, 415_2, and
415 3 have no relation with each other, the storage areas
in the external memory 407 where the application programs
AP 1, AP_2, and AP_3 can be downloaded are decided in advance

15 and whether one has the right to download to such a storage
area is verified by the SAM chip 408.

Further, the transfer and viewing of data among the
application programs AP_1, AP_2, and AP 3 are restricted
by the firewalls FW.

20 When downloading the application programs AP _1, AP 2,
and AP_3 to the SAM chip 408, the authentication units 417_1,
417_2, and 417_3, as explained later, perform mutual
authentication with the SAM chip 408, produce the download
signature verification key information, etc.

25 Next, the SAM unit 409 shown in FIG. 64 will be



only when the address al, which is an address CPU ADR, is 5 "al nod Nc/
Nb=011. For the other address a2, the external nenory 407 is accessed by f
(a2-(a2 nod Nc/ Nb)). Here, '1x nod y" is the remninder after dividing x by
y That is, the bus scranble unit 461 readg,and wites 10 data with the
external nenory 407 in units of the enérggPién bl ock length Nc. Here, when
Nc/ Nb=n and the small est whole nunber of n or nore is m the bus scranble

unit 461 perfexphaiheansacdaeaslaccessing the external nmemory 407 through
the 15 bus 419 (data input/output transactions of the present invention)

in units of m nunbeg, éxﬁéfnﬁéﬁ$%gnge7 [ Configuration of Bus Scranble Unit
461] FIG 70 is a f gram of the bus scranble unit 461.
20 As shown in FIG , e: bu 1t_4 as. .a pt.i uni t
431, decryption uni€E§32§Eah%r%sgféﬁggége%£%§aﬁﬁ%?a4§§? g%?%%é%eskges
managenent unit 434, parity grocessiﬁg unit 435, pipeline processing

control unit 28ethe,gxkerpad Peme¥Y AAd-control unit 438. 25 The encryption
unit 431 encrypts data input fromthe - 144 CPU 466 using a predeterm ned
scranbl e Key K. Thehsiehamn iimFGﬁi-tGQBZthE@rWag%aF&aﬁeag the Axtarnal
external menory 407 using the predeterm ned scranble key K :
memory 407 include an AP storage area 420 1 for storing the

application program AP_1 of the business 415_1, an AP storage
area 420 _2 for storing the application program AP 2 of the
business 415_2, an AP storage area 420_3 for storing the

10 application program AP _3 of the business 415_3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420 _1 is comprised of a plurality of program modules.

15 Access to the AP storage area 420_1 is restricted by the
firewall FW_1.

The application program AP_2 stored in the AP storage
area 420 _2 is comprised of a plurality of program modules.
Access to the AP storage area 420 2 is restricted by the

20 firewall FW_2.

The application program AP_3 stored in the AP storage
area 420 _3 is comprised of a plurality of program modules.
Access to the AP storage area 420 3 is restricted by the
firewall FW_3.

25 In the present embodiment, the above program module



5 The address managenent unit 433 converts the address CPU ADR input from
the CPU 466 to the address MEM ADR expl ai ned above. The scranbl e key
managenent unit 434 nanages the scranble key K used at the encryption unit
431 and decryption 10 unit 432 and sui_t?gby_svmtches the scranbl e key K
The parity processing unit 435 adds parity data to the data to be witten
in the external nmenory 407 and verifies the parity data added to data read
fromthe exteisdthersuimdimumi@nitidoFhdopdpd for exampleifinpr die outgdide 436
di vides the processing of the bus scranble unit 461 into a plurality of

stages and cogf rené A &St 05 kd Ritle lditeiinid imdmoxy AOTSSThe ntmber
performed in units of stages. The work nenory 437 is used for the

processi ng of?;_- hfhe g,(r}glt&s&gigkﬁ@h% Egﬁiﬂékéﬁl@%ﬂiéﬂimiﬁr% can

E:orrprehensive y con processing of the bus scranble unit 461.
Wite Operation_to Exterpal Memgry 407] FIG. 71 iS.a Vi .far. _expl ai ni ng

t he operati orP®fEFRR Yzéegﬁgméﬁggn%VegB%i 9055555333%13%5%%@‘%5 "shown in
FIG 67 wites - 145 - data in the_external nmenory 407.  FIG 72 ig a f]ow
chart for Sexpl ai ni Nk Heeppdhe PBRLI1ICASHAN Prograns AP diAPsEsAn E?‘Bll#e CPU

466 outputs to the bus scranble unit 461 the :
are, for example, produced by the businesses 415_1, 415 2,

and 415_3 using the personal computers 416_1, 416_2, and
416_3 shown in FIG. 64 and are downloaded through the SAM
chip 408 to the external memory 407.

10 Access to the AP management storage area 42la is
allowed only by the manager of the SAM chip 408 by the firewall
FW_4.

Note that the firewalls FW 1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

15 The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP_2, and AP 3.

20 In the present embodiment, the application programs
AP_1, AP 2, and AP_3 and AP management data 421 stored in
the external memory 407 are, as explained later, scrambled
by the bus scramble unit 461 in the SAM chip ‘408 using the
scramble key K. When read into the SAM chip 408, they are

25 descrambled using the scramble key K.



data DATA to be witten, that is, "d32", and the address CPU ADR, that is,
"a3". That data "d32" is witten in the work nmenory 437 shown in FIG 70
of the bus scranble unit 461. 10 Step ST402: When Nc>Nb, the address
managenent unit 433 shown in FIG 70 us the address "a3" to find the map
f (a3- (a3 nmobd Nc/ Nb)) , that is, the map f (a3-1) and uses that map f
(a3-1) as the address MEM ADR of the external nenory address space. 15

St ep ST403: The cor8AMI|Chip t4088 shown in FIG 70 uses the address MEM ADR
f (a3-1) obtained at step ST402 to read fromthe external nenory 407 the
encrypted data bl ogge. (€7Xis ¥2Fpncénénuli bESck hdsagran hef ek SAMahipli37.
20 Step ST404: The decryption unit 432 shown in FIG 70 decrypts the data
block e ((X,z08)dnéeRdid PGt hggwork nmenory 437 to generate the data
block (XI, X2). Further, the parity processing unit 435 uses the parity
data added to the ta .25 bl poc (x4, ) r [ p essi t hen
wites the - 146 ?zf?ﬁ?ﬁk;?iﬁﬁsxz agg%% ?%ﬁtﬁggéo?gan%%%r§ﬁ4§9?s Step
ST405: The control unit 438 rewites the "X2" correspond] tq,t addr ess
"a3" in the d%‘?’&“‘b!‘b%%t{-%‘,19(27’569Pe§ﬁ6ﬁd|4ﬁ8' gufosgﬁé’“gggr ol gg&' from
the work menory 437 and al ready decrypted to the wite data "d32" to -
generate the sibgmatiivekprocessing unit 462, authentication processing

unit 463, encryption/decryption unit 464, storage unit 465,
and CPU 466.
The SAM chip 408 is a tamper-resistant module.

10 Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 corresponds to the

15 semiconductor circuit of the present invention, while the
external memory 407 corresponds to the semiconductor storage
circuit éf the present invention.

The ASPS communication interface unit 460 is an
interface used for input and output of data with the ASP

20 server 406 shown in FIG. 64.

The bus scramble unit 461 scrambles data to be written
in the external memory 407 and descrambles data read from
the external memory 407.

That is, the external memory 407 stores data in a

25 scrambled state.



(X1, d32) and wites this in the work nmenory 437. Step ST406: The parity
processing unit 435 generates the parity 10 data of the data bl ock (X1,
d32). Step ST407: The encryption unit 431 encrypts the data block (X1,

d32) read fromthe work memory 437 using;jje_scranble key K 15 Step
ST408: The control unit 438 wites the data block (X1, d32) at the address
MEM ADR f (a3-1) of the external nenory 407 and wites parity data
generated at step Th)fprocessingdsf cthe rkus seramtile Hentkt 46havitdnbey
407. 20 Note that the control unit 438 judges if the address next input

fromthe GHJéﬁgigﬁhgasig"dQQQQIelgegfypting the data block at step ST407
If "a3-1", it rewites the data block X1 by the wite data, then encrypts

it-and wites it i éIQq&%tetr%%?{)i%gQan Qi 22624k @algisindd later,

possible to reduce the n steps In the case of witing to
successi ve addrqiies. Furt he even mhen.¥m|
FoT v

in the exterRf° 467?“?ﬁ%r%oﬁ??oYeﬁﬁ|%éﬁgggsggégéggﬁg g?hapggggégtgb

e B e E ik LRI A S

area of a data length Nc in the .
and when executing an application program.

The authentication processing unit 463 as explained
later performs mutual authentication with the other party
when downloading an application program through the Internet

10 410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data
necessary for the processing of the CPU 466.

15 The CPU 466 executes the application programs AP 1,
AP 2, and AP_3 while accessing the external memoxy 407
through the bus scramble unit 461 and performs various
processing corresponding to the services of the SAM chip
408.

20 Next, the processing of the bus scramble unit 461 will
be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the external

memory 407 is illustrated, but the bus scramble unit 461

25 can also be applied in the case of inputting and outputting



external menory 407 is assigned even to data of a data length Nb. 10 [Read
From External Menory 407] FIG 73 is a view for explaining a read operation
from the external nenory 407 to the bus scranble unit 461. FIG 74 is a
flow chart for explaining that read opejation. 15 Step ST41l: The CPU 466
outputs to the bus scranble unit 461 the” "address CPU ADR "a3" to be read
from Step ST412: When Nc>Nb, the address managenent unit 433 shown in 20
FIG 70 uses ddlea awiitleschéagitsibdéiby ahethep SAMaghipasO0BpthriNughNap) ,

that is, the mp f (a3-1), and uses that map f (a3-1) as the address NMEM
ADR of the exipasnehs @By address space. Step ST413: 25 The CPU 466 shown
in FIG 67 uses the address MEM ADR - 148 f (a3-1) obtained at step ST402

to read the encryiog)gr'.@%1 #ﬁ,%??ﬁlgﬁﬁk daie t P ceyiitd3tnedd2td iR €iom

external nenory 4 _ IS 1N e worK menory 437. Step ST414: 5
d32}) Tond | ron GRY ABPSHEN A PredsFariBRg dreaminls keiky Shelf edted pe
parity processing unit 435 uses the parity data added to the _data bl ock e
({d31, 5 it through the bus 419 in the external memory 407.
Further, the bus scramble unit 461 decrypts the data'
read through the bus 419 from the external memory 407 using
the scramble key K and outputs it to the CPU 466.
[Address Space]

10 The encryption block length of the encryption
algorithm used by the bus scramble unit 461 is made Nc, while
the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb).

15 Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble unit 461 accesses the external memory 407
(hereinafter also referred to as the "external memory address
space") differ due to the addition of parity and scrambling

20 of the address.

Therefore, the bus scramble unit 461, as shown in FIG.
68, converts an address CPU_ADR input from the CPU 466 (first
address of the present invention) to an address MEM ADR of

the external memory address space (second address of the

25 present invention) using a predefined map £ (address



d32)) for parity processing, then wites the data block { d31, 10 d32}
again in the work nenory 437. Step ST415: The control unit 438 fetches the
data "d32" corresponding to the CPU ADR "a3" in the data block (d31, d32}
read fromthe work nenory 437 and alread¥ gegrypted 15 and outputs the
sane to the CPU 466. That is, it fetches #fe " (a3 nod Nc/ Nb) +1" th data
in the data block and outputs it to the CPU 466. (Managenent of Scranble
Key] The scr agdnwek£ionbabgesE£thm)ini Thd 3Bushsepainblél @nit2@6I0usesaghe a
scranbl e key used in the encryption unit 431 and decryption unit 432 as

foll ows. The 5442805 akRYaAPRNBICHBEbsENthetadtaRHaliSRedory bOr.ENt key for
every address 1 n the ext®rnal nenory 407. Therefore, it I's necessary to

hol d I i f ol f Qe this i
oo o AR € B U SO B4 1, WG

shown bel ow. - 149 agenment uni ag shownin FIG
75, stores a plurality of scranble keys K., K2, and A ] es .t he
key used acccﬂ%ﬂﬁg"?%gtHﬁeaﬁﬂgéggsfPgn1FﬁéchPBs 3863§§5°53t5§pg- &&he to
the encryption unit 431 and 5 decryption unit 432. Specifically, when
accessi ng 5t he"atidredsNe 4| Nb=0['t Heksthenetberaaddzersy akl, thee®xt@raddi ng
the address |Ila2ll, it wuses the scranble key K2, and when accessing the
address fl a3hémoty 46%sishaceesastll byk€y (K2-(a2 mod Nc/ Nb)).

Here, "x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes

10 data with the external memory 407 in units of the encryption
block length Nc.

Here, when Nc/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the

15 bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

[Configuration of Bus Scramble Unit 461]
FIG. 70 is a functional block diagram of the bus
scramble unit 461.

20 As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
management unit 433, scramble key management unit 434, parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

25 The encryption unit 431 encrypts data input from the



10 Further, as shown in FIG 76, the conmputation circuit 434a in the
scranbl e key nmanagenent unit 434 perforns processing using the key Ks
formng the class and the address input fromthe CPU 466 and outputs the
conputation result as the scranble key 4ao_the encryption unit 431 and 15
decryption unit 432. That conputation may I'nclude encryption or decryption
of a paddi ng address nunber by Ks, finding the exclusive OR (XOR), or

ot her conput atpwN46bLasing, at prelietesninatl ecrambldébkegaK.hol d the 20
scranbl e keys at a predeterm ned | ocation of the bus and input the

scranbl e key correspoldsderyPtidf @HEECE21 aUEPptBYdhbR £BYGAEEohNERSIN

that bus. In this case, since the data bus for"transmtting the scranble
key is the sane,_as he bus o he bus ranbl er,. contral r
control | er ZSBfﬁﬁﬁﬂ%i ﬁ3%8§¥a;95 ?ﬁé“?ogéFiBﬁ°§8F°ﬁ8F8F§gst 3%§g%g%b e -
150 keys may be anywhere inside or outside of the SAMchip 408, but if
outside of thH&-chip, to ensure the security of the path to the chip, the
key is encrypted by a transport key and decrypted at the tine of arrival
at the bu$ scranbl eTlse Laddreiss managenent qnkth| 433 danvegtshdihes address
transport key in the formof hardware or software. In the bus scranble.
unit 461, hoveperADRVefiput €£hamgthg CpPlie466r apblthek addiresse MEM AR ess
input fromthe CPU 466, if continually accessing a certain address, the
possibility 19xhiseRedf abBgescranmbling of the address area being anal yzed.

The scramble key management unit 434 manages the
scramble key K used at the encryption unit 431 and decryption

10 unit 432 and suitably switches the scramble key K.

The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407.

15 The pipeline processing control unit 436 divides the
processing of the bus scramble unit 461 into a plurality
of stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

20 bus scramble unit 461.

The control unit 438 comprehensively controls the
processing of the bus scramble unit 461.

[Write Operation to External Memory 407]

FIG. 71 is a view for explaining the operation of the

25 bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes



by spending sone tinme. Therefore, the scranble key is not a constant one.
It is nmade variable by a technique as shown below for exanple. The
scranbl e key managenent unit 434, for exanple, 15 causes the generation of
a random nunber when powering up the SAglghip 408 or the like so as to
generate a scranble key. The scranble k § basi cal |y need only be known by
the bus scranbler, so the problens of delivery of the key,
synchroni zat idataein. the asteanalemedOrfFudOfier, the scranbl e key managenent
unit 434 switches the scranble key used for every access to the external

menory 407. In thigr€asez id d EMKREFEAY £d1lexplAiilhd Mhet bipatitiith
data already in the external nenory 407 and the currently held key not be

t he sane. 25 refore or,exanpl e, the scranble key is updated - 151 - as
shown in Fq(53@5"§n§£FF£§-7§i-[l] : The encryption unit 431 inputs the data
"1d3ll from the CPU 466, while the bus scranmble unit 461 inputs the
address "al |’ fron1§TEP(§%ﬂ9%B. 5[2]: The bus scranble unit 461 accesses
the address 'If (al)ll of the external nmenory 407. [31 : The data Ile
((dl, d2 B 11 is rBee ¢PYMehovkRrEssto the (s 'sqxanbie anid AR1 fdiry
407 to the decryption unit 432. 10 4 The decryption unit 432 decrypts the
data 11 e (| data DBTA| tot begwrit&es,t kbadatia," ('dB2"d2jahd the address

CPU_ADR, that is, "a3".

That data "d32" is written in the work memory 437 shown

in FIG. 70 of the bus scramble unit 461.
10 Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
Nc/ Nb) ), that is, the map £ (a3-1) and uses that map £ (a3-1)
as the address MEM ADR of the external memory address space.

15 Step ST403:

The control unit 438 shown in FIG. 70 uses the address
MEM ADR f (a3-1) obtained at step ST402 to read from the
external memory 407 the encrypted data block el({x1, X2})
and writes this in the work memory 437.

20 Step STA404:

The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({X1l, X2)) read from the work memory 437 to
generate the data block {X1, X2}. Further, the parity
processing unit 435 uses the parity data added to the data

25 block e ({X1, X2}) for parity processing, then writes the



At this time, the scranble key managenent unit 434 selects the scranble
key KI, while the decryption unit 432 perforns decryption using the
scranble key KI. 15 Further, rewiting is perfornmed by the data 11d3l', and
the data 11(d3, d2)" is generated. [51: 125 bus scranble unit 461 changes
the scranble key fromKl to K2. The scr | e keys K1 and K2 are val ues of
timers, values stored at the addresses, or values 20 generated by random
nunber gener aat® bloekh¢Xlti eXKRhi gqgasn ih6kheTherknmempiyod3dnit 431
encrypts the rewitten data 11(d3, d2jl1 using the changed scranble K2 to
generate the data g¢& (§fgo5d2))”. | [7] The data Ile ((d3, d2)) 11 is
witten at the address 25 'If (al)ll of the external nenory 407. - 152

[Par 1y Processi ng g PALLLY PIGEeS| 10 s dilPlund sty MU a1 gt o

t he external nenory parTiy processing uni ates’in a nce
the parity data .of the data gefore encyyptjon an iIjes that parity data
5 in the exterpdthemddsesfrad obf e Iﬁ{at'%ei’gﬁegy gj ’é?a’t é’.°rrﬂf3° 1 s,
when sonme sort of physical trouble occurs in the external nenory 407, data
i s tanper éd vkehthetaddresnj sepd fromcthe Workhmempxy 487 andodlreads eby
nore secure execution of a program becones possible. 10 Further, due to
t he additi on décitpptedrtd thiawxitevdatai'fdi’e icegghbratet hbepdata block and
the length of the encrypted text are the sanme, the address space of the
CPU 466 and ag@i{esd432} and writes this in the work memory 437.
Step ST406:
The parity processing unit 435 generates the parity
10 data of the data block (X1, d32}.
Step ST407:
The encryption unit 431 encrypts the data block {X1,
d32} read from the work memory 437 using the scramble key
K.
15 Step ST408:
The contreol unit 438 writes the data block (X1, 432}
at the address MEM ADR f (a3-1) of the external memory 407
and writes parity data generated at step ST406 in a
predetermined area of the external memory 407.

20 Note that the control unit 438 judges if the address
next input from the CPU 466 is "a3-1" before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypts it and writes it

in the external memory 407.

25 Due to this, it is possible to reduce the number of



space of the external nenory 407 will never conpletely match. This is
because, for exanple, when witing at the address 15 "all' the data IIdlif,
at the same tine as witing the Nc portion at f (al), it is necessary to
wite the parity 11plll (size NO of the ta 11dl Il sonewhere in the
external menory 407. The parity data is Stored at any storage area in the
external nenory 407 in for exanple the follow ng case. 20 The parity data
is placed i nmexbpd elly tisetcasetdf waitingbtai sedcegsivier gddragsele
corresponding plain text. In this case, the bus scranble unit 461 reads

the data Ile (dl) BPutferer, tdferndeisSwritingldatdd of ah@atxt BengthnNEbOIy
407, then reads the parlty data Ilplll fromthe address "If (al) +Nc/ Nbll.

[N 25 Lhis CaseentlEnDUiin2f Wl H6Y | tﬂglcdg@g?mgﬁnefggget,of&% Le,153

any speci al cHt &8 a Fons o an t he map ress her, in

rea excl usi RAGS (AR Y ThR FRpauaE (NGREBhoFe g tatn S B B,

t hat excl usive 5 storage area. In this case, the bus scranmble unit 461 has
to perforﬁlprb@@g§hﬁ@cbatbﬁnoﬁnﬁﬁﬁpﬁarFFyaaédW§é§°ﬁaﬁtfﬁ“ thee eptern® ldat a

"pl" is witten in the address "fp (al)" in the external nmenory 407. Wen
the parity prmeessyngOunit 435 detects a parity 10 error, it halts the
processing of the CPU 466 etc. to prevent illicit processing of the data

or program Note thphathes, Canseotagé abeapefi aydatackeagbh Ne dat the
particularly limted. [Pipeline Processing by Pipeline Processing Control

external memory 407 is assigned even to data of a data length
Nb.
10 [Read From External Memory 407]
FIG. 73 is a view for explaining a read operation from
the external memory 407 to the bus scramble unit 461.
FIG. 74 is a flow chart for explaining that read
operation.
15 Step ST411l:
The CPU 466 outputs to the bus scramble unit 461 the
address CPU_ADR "a3" to be read from.
Step ST412:
When Nc>Nb, the address management unit 433 shown in
20 FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
Nc/ Nb)), that is, the map £ (a3-1), and uses that map £
(a3-1) as the address MEM ADR of the external memory address
space.
Step ST413:

25 The CPU 466 shown in FIG. 67 uses the address MEM ADR



Unit 436] 15 In the present enbodi nent, for exanple, under the control of
t he pi peline processing control unit 436, for exanple, processing of the
bus scranble unit 461 is divided into a plurality of stages and a pipeline
is formed using the stages as units so g% to enable the access tinme to the
20 external menory 407 as seen fromthe % 466 to be shortened. That is,
when not formng a pipeline, at least the tine required for processing one
encryption blfHctaldsl)y espitainledfat shepaST482 bdé taadnbher gnEéryptede CPU 466
to the external nenory 407. 25 For exanmple, if formng a pipeline for the

processing - {sdramSIddy N@atdYbDoSKkSET Q@B e, uABL } #OErbi @REOEREBEAaN th a
read instruction of data of the address "all' issued by the CPU 466, for

exanpl e, m%&mng’wggnaeayféag €aia gh enll Abek maddegsasgont ' nuous!y

fromthe address progr am code . e buS scranble unit
461 reads in advancg theg? g. of the address 'If (al+Nc/ Nb)" after the
address 'If (al)", St¥P ¥ @% Sible to elininate the overhead of the
encryption and decryption processing. For exanple, if consideriqg t he case

where whed the 10 ThersdearyRtiomamdrty 432ce8evwpsinghtfed 0
each data is perforned in three rounds such as with triple DES or the.
li ke, 1 cl ockdasarkebeckea (td3bned3lndrerd dromy fthepworkamemdyNA3 7 tche
CPU 466 issues instructions designating the addresses "all'. I1'al+l1', and
I1al +211 for ¢&Réiatedpddl, d32). Further, the parity processing unit

435 uses the parity data added to the data block e ({d31,

d32}) for parity processing, then writes the data block {d31,

10 d32) again in the work memory 437.

Step STA41l5:

The control unit 438 fetches the data "d32"
corresponding to the CPU ADR "a3" in the data block {d31,
d32} read from the work memory 437 and already decrypted

15 and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc¢/ Nb) +1" th data
in the data block and outputs it to the CPU 466.

[Management of Scramble Key]

The scramble key management unit 434 shown in FIG.

20 70 manages a scramble key used in the encryption unit 431
and decryption unit 432 as follows.

The scramble key management unit 434 may use a
different key for every address in the external memory 407.

Therefore, it is necessary to hold a plurality of scramble

25 keys. One example of the method for this is shown below.




15 consecutively fromthe external nenory 407. At this time, three rounds
of decryption becone necessary, and three clocks are required for
decrypting each data. If pipeline processing is not perfornmed, as shown in
20 FIG 79A, three clocks after the CPU 4§ Lssues the first read
instruction, the data Il1e3 (dl) 11 read fromthe external nenory 407 using
the address "all' is decrypted three tines to obtain the data I1dlIl which
is then input to tHheCRBdrafble Keytmandgementhoirict 434, cascshewn in FdCGdat a
I1e3 (d2)I1 read 25 fromthe external nenory 407 using the address Ilal +l1I
is - 155 decryptsebids ef pluisl ity G aldrdniA dladedrs’ &', M2 ,Clands K3hext

I nput to the CPU 466. Next, after another three clocks, the data "e3 (d3)"

read fromth b I ' ; d 3 " b Yy d
Lhrce t1mes LteRasl el Ty «ARA UEERIdiNG BIEREARIdALEE £ on e e,

That is, all he data "dl" . “"do" A3 is L 466
ine clocks deGratAtPRrERsthe tgne; k8 FrecEncrishIBH prid, 131 SRH

opposed to this, in the present enbodinent, the 10 pipeline processing

control ufit deeryekiertenife®deryption processing of the decryption unit

432 into pipeline processing in three stages as shown in FIG 79B using

each round as a stSpecifieallyi when agcemsipghkhe [asidressmi'pd"i 11t Neas

three 15 clocks fromwhich the CPU 466 first issues a read instruction
the scramble key K1, when accessing the address "a2", it
uses the scramble key K2, and when accessing the address
"a3", it uses the scramble key K3.

10 Further, as shown in FIG. 76, the computation circuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and

15 decryption unit 432.

That computation may include encryption or decryption
of a padding address number by Ks, finding the exclusive
OR (XOR), or other computation.

Further, the bus scramble unit 461 may hold the

20 scramble keys at a predetermined location of the bus and
input the scramble key corresponding to the address issued
by the CPU 466 through that bus. In this case, since the
data bus for transmitting the scramble key is the same as

the bus of the bus scrambler, control by a memory controller

25 becomes necessary. The location for holding the scramble



for the data corresponding to the address "al" to be input to the CPU 466,
subsequently data corresponding to the addresses "al+l " and "al +2" are

i nput successively to the CPU 466 every clock. 20 Due to this, all of the
data "dl", "d2", and "d3" is input to_tjigoCPU 466 five clocks after the
CPU 466 first issues a read instruction. Note that, when the CPU 466
requests data of the address "a2" far fromthe address "al" after "al",

the data on tkeys MaypbscRrnywheredipsifgcor pntside f2f the SME chd@ 498es
"a2", 156 - "a2+111 ... is packed in the pipeline. [Address Scranbl e by
Addr ess Managapenif Wbatsid8lof Viika ¢hip SAbb cahgudd3thepsatediyyaofeshes
specific consecutive address areas in the external nenory 407, it 5

becones possidl, 1 PERE ShipO Ehé&Ckbfi fiscshepyptiat bihhStrafispostbkayt i ne
or array. If "an array or other data, 1t beconmes easy for an attacker to

obtain beneficial ,(critjcal_for,the. operatin i d a ' t he
attack on it.aﬁé:ééﬁﬁ%?%ﬂ?s?£iﬁh?hgl% egén rﬁ%%%%i%%ngsgtﬁggaggggggaglo bus
bet ween the CPU 466_and SAM chip 408 _is passed. through_ the bus scranble
unit 461 and Wikt ARk e ShabNEgSFEATRPIR, Pnlﬁsﬁg’r SoAHR the Z‘Lﬁﬂé’rﬂﬂ%ﬂi Y
addresses as well so as to make it possible to prevent access to :
consecuti ve aimathénfotm ofxhardwarecadr§ofbwarehi s scranbl i ng corresponds

to the 15 above-nentioned map f . If not scranmbling the addresses, the nap
f becomes a nmap of Imlthet basarcmmislaundd 461, hicswvgyar ,t pven if changing

the scramble key for each address input from the CPU 466,
if continually accessing a certain address, the possibility

10 rises of the scrambling of the address area being analyzed
by spending some time. Therefore, the scramble key is not
a constant one. It is made variable by a technique as shown
below for example.

The scramble key management unit 434, for example,

15 causes the generation of a random number when powering up
the SAM chip 408 or the like so as to generate a scramble
key. The scramble key basically need only be known by the
bus scrambler, so the problems of delivery of the key,
synchronization, etc. do not arise.

20 Further, the scramble key management unit 434 switches
the scramble key used for every access to the external memory
407. In this case, it is necessary that the key for encrypting
data already in the external memory 407 and the currently
held key not be the same.

25 Therefore, for example, the scramble key is updated



data. For exanple "Va E=- [CPU address space], f (a) = (1+p) all. Here, p
Is the alignnent size of the parity data. Next, the overall operation of

t he conmuni cation 20 system 401 shown in FIG 64 will be explained. FIG
80 is a view for explaining the overall P@ﬁrgtion of the communi cation
system 401 shown in FIG 64. Step ST431: e businesses 4151 to 4153 or a
party requested 25 by these businesses produce the application prograns
AP-1, 157 AR<L, slowh Alh FIGr Theapd 0€ES8si hg. f or transacti ons perforned by
t he busi nesses using the 1C card 403 for exanple on the personal conputers

4161, 4162, and 4163 hawe bAckiftiofitundt MB1 haputishehaedwgemds" EremSAM
chip 408 generates AP nanagenent data 421, scranbles it, and stores it in

the external ) g N ' j -
t V 464, whfPe FHe2bud NsciRnbisahh9R B620LABRLAPthe AP-2,
and AP-3 are l%% omnf%aded tﬁ?ough t%e aﬁthentication unitsﬁgl71, 2172,

and 4173 fromthe personal _conput er 1 4162, and 4163 to the SAM chip
408. Step STAPATesR TRk f§°'f‘s§%%dé?ﬁe§%ﬁ°card 403 15 The IC of the IC

card 403 stores the key informati on used for transacti ons th i
t he busi néss Contrﬁ%l%dwnﬁtbﬂs scramble unit 46f’accesses EXe agdgggg W th

"f (al)" of the external memory 407.

[3]: The data "e ({dl, d2})" is fead from the address
"f (al)" of the external memory 407 to the decryption unit
432.

10 [4] : The decryption unit 432 decrypts the data "e ({dl,
d2})" to generate the data " (dl, d2}".

At this time, the scramble key management unit 434
selects the scramble key K1, while the decryption unit 432
performs decryption using the scramble key Kl.

15 Further, rewriting is performed by the data "d3", and
the data "{d3, d2}" is generated.

[5]1: The bus scramble unit 461 changes the scramble
key from K1 to K2. The scramble keys Kl and K2 are values
of timers, values stored at the addresses, or values

20 generated by random number generation or other techniques.

[6]: The encryption unit 431 encrypts the rewritten
data "{d3, d2}" using the changed scramble K2 to generate
the data "e ({d3, d2})".

[7] The data "e ({d3, d2})" is written at the address

25 "f (al)" of the external memory 407.



Note that, the contract between the user and a business nmay al so be

concl uded after issuance of the IC card 403 20 through the Internet 410
etc. Step ST434: For exanple, when the user uses the personal computer 405
to access the server 402 through the Int et 410 to try to purchase a
product, the server 402 issues a processing 25 request through the Internet
410 to the ASP server 406. - 158 Wen the ASP server 406 receives a
processi ng request [Pardty Proaessimgl@E Baridge Exsesddingdinsnad3gbnput er
405 through the Internet 410. Further, a processing requesting relating

to the IC card 403 yraslerifeiolg L alftd aafledMd Al meniddy | $07 ] apRai tted
t hrough the personal conputer 405, Internet 410, and ASP server 406 to the

SAM chi p 408, _ Step_ST435: .The SAM chi | LisGat |

program € processing request received at
ST434 and executes that sel ected application program g he_execut,ion of
that appli cat@forths dbﬁ’%ﬁ‘nb?#%r%mggﬁbl%?’éﬁd"g&?%? n Faﬁe%f@ XO?aga
comuni cate based on the processing of the above-nentioned bus scranble
unit 461.5 Stigp t@e3sctamnahaapary Q7 smborgtwith the enrervpted dasalts of
the application programto the ASP server 406. FIG 81 is a functional
bl ock di agr am showiDue nor thispechdn cminley sbireé ¢ fiphysicdl daicibdfe plegussM
chip 408 shown
in the external memory 407, data is tampered with, etc.,
this is detected at the time of readout, whereby more secure
execution of a program becomes possible.

10 Further, due to the addition of the parity data, even
if the length of the plain text and the length of the encrypted
text are the same, the address space of the CPU 466 and address
space of the external memory 407 will never completely match.
This is because, for example, when writing at the address

15 "al" the data "dl", at the same time as writing the Nc portion
at £ (al), it is necessary to write the parity "pl" (size
Np) of the data "dl1" somewhere in the external memory 407.
The parity data is stored at any storage area in the external
memory 407 in for example the following case.

20 The parity data is placed immediately next to the data
obtained by encrypting the corresponding plain text. In this
case, the bus scramble unit 461 reads the data "e (dl)" from
the address "f (al)" of the external memory 407, then reads

the parity data "pl" from the address "f (al) +Nc/Nb". In

25 this case, the bus scramble unit 461 does not have to perform



in FIG 67. 20 As showmn in FIG 81, the SAMchip 408 is connected through
an internal bus 490 to a card I/F unit 491, ASP communication interface
unit 460, bus scranble unit 461, encryption/decryption unit 465, storage
unit-463, and CPU 466. 25 Part of the_ fisgtions of the signature
processing unit 159 462 and authentication processing unit 463 shown in
FIG 67 are for exanple realized by the CPU 466. The SAM chi p 408 shown in
FIG 81, for anwaspeeiad cabemlations@tigsxr thap theman £1of the addresgni
491 connected to 5 the internal bus 490 to an RF reception/transn ssion
unit 492 outside ofFddthedAMithigddiDficnd thersttsrnsl anamdty t 4@7 hascard
203 by a noncontact systemthrough an antenna 492a of the RF

reception/transil,Sed Gh YR in@dvahSetd K €55 VL oxRAUY VY £ RBe
comuni cation 10 system 401, by giving the above-nentioned functions to

1
the bus scranble unit 4 | S hilk A408...1: ol ' are
obt ai ned. Thzﬁaﬁ:&y Q@tg‘ r'%]%?’tatgqheé%%m ngiw(#lz.llgtéq[ !('a'lr'h Q?exﬁlfu?g'%
possible to store for exanple conpfidential

usi ng the®l C RTPIDITA anI‘éxY‘é??la?as?rerrﬁng tgﬁlgﬁ’r’g’l“é‘yﬁﬂagagt grfg-cg%%i "
Further, according to the comuni cation system 401, by formng the ~
processi ng ofta Iretferm proceesing tbased onothe papitynaddrespsmapsEpn| e
for the SAM chip 408 to access
The parity data "pl" is written in the address "fp (al)"
in the external memory 407.
When the parity processing unit 435 detects a parity

10 error, it halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Processing by Pipeline Processing Control
Unit 436]

15 In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stages and a pipeline is formed using
the stages as units so as to enable the access time to the

20 external memory 407 as seen from the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
time required for processing one encryption block is required
for one access of the memory from the CPU 466 to the external

memory 407.

25 For example, if forming a pipeline for the processing



20 the external nenory 407 at a high speed. Further, according to the
communi cati on system 401, by giving the bus scranble unit 461 a parity
function, it 1is possible to inprove the reliability of the data read from
t he external nmenory 407. 25 Sixth Enbodi t - 160 The present enbodi nent
is an enbodi ment corresponding to the 1 aspect of the invention.

[Rel ated Art of Present Enbodinent] First, a conputer for executing a

transaction lysifiisfed byPbasr $6raiiblg Wikt GelAL Hbcrdehesadi vk ta ebathe
present invention will be explained. FIG 83 is a functional block diagram

of a_conput eryn A0, Heath Jg]eaaees 98! €6 44 EPRI! v &1 » 33 LghdleHyAthaOEpbNe

present |nvent|on owmn In H G t he conputer 501 has a CPU 502,
Communi cat | o€ AR S<&8k L4 c"hBRrEe %%”‘1 s58° epradle BN R B 50
and connunlcatlon circuit 504 are connected, 15 to a CPU address bus, 507.
The CPU 502 csiffetfefanenpaishy from kheopddnessn'abl Rh@TOFHR £P956,
operates based on instructions of a programstored in the nenory 503, and
accesses bhe etsrnoy Wf 5@ Husi scrankle puridt d6d. reedihmmnﬂ%dth%#a&ar cui t
504 communi cates with the :

of the address "f (al+Nc/ Nb)" after the address "f (al)",

it is possible to eliminate the overhead of the encryption

and decryption processing.

For example, if considering the case where when the

10 time for the memory access is ignored, encryption of each
data is performed in three rounds such as with triple DES
or the like, 1 clock is required for one round of encryption,
and Nc/Nb=1, the CPU 466 issues instructions designating
the addresses "al'", "al+l", and "al+2" for reading data

15 consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and three clocks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

20 FIG. 79A, three clocks after the CPU 466 issues the first
read instruction, the data "e3 (dl)" read from the external
memory 407 using the address "al" is decrypted three times
to obtain the data "dl" which is then input to the CPU 466.

Next, after another three clocks, the data "e3 (d2)" read

25 from the external memory 407 using the address "al+l" is




| C card 508 by the contact system or noncontact system In the contact
type, the 1C card 508 and the conmunication circuit 504 are connected by
el ectrical contacts. Further, in the noncontact type, the IC card 508 and
t he conmunication 25 circuit 504 are co ted through el ectronagnetic
waves or - 161 light etc. The data received fromthe IC card 508 through
the comunication circuit 504 is processed by the CPU 502 in accordance
with a progr alacxyprtedl ithrieee timewsr foSdistaiurthedats "d2d shdghobsathen by
the processing by the CPU 502 is transmtted through the comrunication

circuit 504 Higie td EnedtBuShbe . iDL af it daidened? thirielec &lbbk s, eglibt s Of
settlenent generated by comrunication with the I1C card 508 in the nenory

lo 503. FIG I S, Y/ of LNi | e} f the
PU 302 showstae e G| FosRlE o3 chid, eitarfall ibfiox G b OUERNGORNE |1

|l ayer, that is., the hardware conponent t he , CPU 502 shown i n, Fl 15
83. Above t h@ddreff'@ +g’yer""ﬂ ?eﬁn]é@{ﬂ %3&"3%&#&?& ggt f’gg{’algr b8 gfg)?er.
The communi cation driver layer has positioned in i{ a communication driver
| ayer for5corftdd) IWhirh Hies émwm%i% the FY 489 connected to the CPU

502. The 20 program of the communication driver |layer is usually stored in
a nonvol atil e nenorBhat is, all of the data "d1", "d2", and "d3" is input

to the CPU 466 nine clocks after the CPU 466 issues the first
read instruction.
As opposed to this, in the present embo.diment"., the

10 pipeline processing control unit 436 converts the decryption

| processing of the decryption unit 432 into pipeline
processing in three stages as shown in FIG. 79B using each
round as a stage.
Due to this, on the other hand, while it takes three

15 clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al" to be input
to the CPU 466, subsequently data corresponding to the
addresses "al+l" and "al+2" are input successively to the
CPU 466 every clock.

20 Due to this, all of the data "di", "d2", and "d3" is
input to the CPU 466 five clocks after the CPU 466 first
issues a read instruction.

Note that, when the CPU 466 requests data of the address
"a2" far from the address "al" after "al", the data on the

25 pipeline is discarded and the data of the addresses "a2",



Above the comruni cation driver |layer is an operating system (0OS) |ayer for
providing the programformng the foundation for the operation of the CPU
502. The OGS layer 25 provides the highest application (AP) layer with

hi gher - 162 concept services conpared h_the [ower |ayers. For exanple,
t he Iater expl ai ned function "get card type () " , "read card data ()",
and "write card data ()" are exanples. Further, above the OGS |layer is an AP
| ayer defini nga244't.he. sipepdciced L&mtthmsa:(pel:iaie:es) reali zed by the
computer 501. The AP | ayer has, for exanple, application prograns MAIN,
APL, AP2, and AP3. HuddusesamibIRThadixRitess Ma ot i 433 pe

gi ven |IIustrat|ng the prOV|S|on of settlement or other 10 transactions
IUZ;/Q? ;23 ,lb\g f:;gr w{%a unc Ilﬁ‘gﬁiﬂjﬁg d(}E;e]t eﬁgm ni ng Eie)éctzig%?):‘%ﬂe Icggarocsi
TR ke
exanpl e, assune that there are three tzpes of IC cards 328 Lha% IS,
Types A B, &Qeramesrroswibie tapredictihe 2 sertainiextenkethat yhis 50g
are deflned as in FIG 85. 20 For exanple, assumng that the Type B IC card
508 is used,ig hesulstoutinvalorcantay hd fras@xrayf ovxdhar datai ithbecomest i on
"get card type ()" becones "2".
easy for an attacker to obtain beneficial (critical for the
operating side) data by focusing the attack on it.
To avoid this, in the present embodiment, the address
10 bus between the CPU 466 and SAM chip 408 is passed through
the bus scramble unit 461 and the address management unit
433 is made to scramble the addresses as well so as to make
it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the
15 above-mentioned map £. If not scrambling the addresses, the
map f becomes a map of only the areas secured for the parity
data. For example "Va € [CPU address space}, £(a) = (1+p)a".
Here, p is the alignment size of the parity data.
Next, the overall operation of the communication
20 system 401 shown in FIG. 64 will be explainéd.
FIG. 80 is a view for explaining the overall operation
of the communication system 401 shown in FIG. 64.
Step ST431:

The businesses 415 1 to 415_3 or a party requested

25 by these businesses produce the application programs AP 1,



Further, in the OS | ayer and AP layer, "read data (*rp) " 1is defined as
the function for reading data fromthe internal 25 nenory of the IC card
508. - 163 Here, "*rp" is simlar in concept to a pointer inthe C

| anguage, "*" shows that the follow ng a4 able is a pointer variable, and
"rp" shows a specific location in the internal nenory of-the I C card 508.
When "*rp" is indicated, this 5 shows the content of the "rp address" .in
the nenory oAPt Re¢ and AR £6@Sthapnanesming for transactiens pRxkRYMedor es
data as shown in FIG 86. Further, if assuming that "rp=102H', the return
val ue of thgyf ¢Ret baBineeddsdabing” the' I0ecasds4036£8r amxanple son 1the
possible to read the data of the "102H address"”. Further, in the OS | ayer
and AP | ayer,  _"wli * WD, t Q)ad1d 2 defdd ol @3 tdsovningd i ergf or
writing dat apegyogﬁgp%g iué:ga dr4e1\£-qdf 4tlhde"szi'nf%ird]nal menory of the IC card
508. Here, *\‘/Xp Is simlar to the concept of a pointer in 15 the C

| anguage, "+64-ndi cates that the fol | ow ng variable 1is a pointer variable,

and "wp" indicates a specific address of_ the i rnal ry of the IC
card 508.5Wen "*w§ux °qrn&h&ma%°&r¥3@nt§%f%m%ﬁ%%%a% %the
internal nmenory of the I1C card 508 is indicated. "wdata" is a variable 20

in the wite2Pfamanagement daba 421t scTamipdep dt.t pBd etezrd i50ansthPes
data as shown in FIG 87. Here, if "wp=102H'" and "wdata=73H' and executi ng

the functi on gxddraldaiendeyd07 wdata) " , as shown in FIG 87, the data of
the "' 102H address”
Step ST432:

The application programs AP 1, AP_2, and AP 3 are
10 downloaded through the authentication units 417_1, 417 _2,
and 417 _3 from the personal computers 416_1, 416_2, and 416_3
to the SAM chip 408.
Step ST433:

The user is issued the IC card 403
15 The IC of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.
Note that, the contract between the user and a business
may also be concluded after issuance of the IC card 403
20 through the Internet 410 etc.
Step ST434:
For example, when the user uses the personal computer
405 to access the server 402 through the Internet 410 to
try to purchase a product, the server 402 issues a processing

25 request through the Internet 410 to the ASP server 406.



of that nenory is rewitten to "73H'. 25 The application prograns APl, AP2,
and AP3 shown in - 164 FIG 84 define operations for transactions relating
to different types of IC cards 508. The correspondence is showmn in FIG
88. In FIG 84, the application program Nis executed 5 first at the
time of startup of the conmputer 501. The application program MAIN uses the
above-nentioned function "get card type ()" to determne the type of the

| C card 508 used. Whea €Re BSR smiver 4Ghdecrdyescd Precessingprranagt
application programin accordance with the type of the 1C 10 card 508

determned bggesh Qhe Barv@r adpondensecbsbbs shevperssonkl Geolfutet 405
I magining a situation in which IC cards 508 of the Type A Type B, and

e 3 s b HhEeR e U TN EAE Nar! "R POLLEALAG rBGAGE RTRG P

AP2, and AP3 are t he i ndividual businesses. Further, the

storage areas Qf . the interpal ne of the lC ¢ t he
appl i cation i (;d'rﬂg Rﬁlq" %gg,c%ﬁ%‘ahéf ’ﬁ‘h%‘?gﬁgﬁ %%ic%%% %fg%céégg%g%ggx-
portions assigned to themin advance. As expl ai ned above he l'ication
programs AP140dpis trangmi tdred fhropghy the) RREIRAT CARRPREST gﬁgrnesses,
but sonetines there is an error in a program an application rogr am of
anot her busi Masmeinet cbkP byand ASE eexver t406 nke | the USAY ehhp s@ean illicit
program of that business, or a storage area in the IC card 508 for which
one is not Step ST435:

The SAM chip 408 selections an application program
in accordance with the processing request received at step

10 ST434 and executes that selected application program.

In the execution of that application program, the SAM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble unit 461.

Step STA436:

15 The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.

FIG. 81 is a functiénal block diagram showing more
specifically the function blocks of the SAM chip 408 shown
in FIG. 67.

20 As shown in FIG. 91, the SAM chip 408 is connected
through an internal bus 490 to a card I/F unit 491, ASP
communication interface unit 460, bus scramble unit 461,
encryption/decryptioh unit 465, storage unit 463, and CPU
466.

25 Part of the functions of the signature processing unit



25 allowed access is illicitly accessed. - 165 - [Enbodi nent of the Present
Invention] FIG 89 is a view of the configuration of the conputer 551
according to an enbodi nent of the present invention. As shown in FIG 89,
the conputer 551 has a CPU 552, 5 nmemorygp3, communication circuit 504,
judgment circuit 560, and switch circuit 561. Here, the CPU 552
corresponds to the conputation circuit of the present invention, the
menory 553 cd62eamdna@sthen tilea tdow ppecdssdng wiit A63hrshesn mVEHE on,
the 10 comunication circuit 504 corresponds to the conmunication circuit

of the presegly arecFHdrObxanidd Wigilrined ibyc Hile X 46F + esponds to the
connection control circuit of the present 1invention, and the switch

circuit 561 CO”GS@BC@AEQ:H}? 40B0BRERAI O FAY .t 81, NELE igxGEtifl Db st SRownesent
i nvention. 15 The U data bus 506 has a CPU 552, switch circuit 561,

j udgment cirqui 60,,,and _conmmuni cat i LLGUiEty =504, . C e bt £oThe
CPU dat a buslgbgl OrP@SpgﬁﬁécfgnF%g FﬁgnghggsFZﬁ Qﬁ%ﬁeeg? ?ﬁggﬁ%gggnf°
invention. 20 Further, the switch circuit 561 is poqpected through a
menory data FRe sereznalPum iy than RE (FRFEPHIRP Cﬂf’éﬂ&?’%%%mgu‘énétﬂ has
a nenory 553, judgnent circuit 560, and conmunication circuit 504 :
connect ed t 0 492 crf:adiien afh&hePSAYS zhip: 498candntrapasey 98%aspith the

eri pheral
i P IC card 203 by a noncontact system through an antenna 492a

of the RF reception/transmission unit 492.
As explained above, according to the communication
10 system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following
effects are obtained.

That is, according to the communication system 401,
it is possible to store for example confidential data

15 relating to processing using the IC card 403 in an external
memory 407 in a secure state.

Further, according to the communication system 401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible for the SAM chip 408 to access

20 the external memory 407 at a high speed.

Further, according to the communication system 401,
by giving the bus scramble unit 461 a parity function, it
is possible to improve the reliability of the data read from
the external memory 407.

25 Sixth Embodiment




- 166 device outside of the conmputer 551 etc., the CPU address bus 507
transmts a CPU ADR showi ng the address. In FIG 89, the conmunication
circuit 504 and I1C card 508 given the sane reference nunerals as in FIG
83 are the 5 sane as those explained jmdgg G 83. Further, the CPU 552 has
the software structure as expl ained above using FIG 84. That is, as the
application progranms APl, AP2, and AP3, ones which define processing for
transactions rel at The presantcenbediment i agr esbodgmentcorrespendifiges A
B, and C, are used. The data received froman IC card 508 through the
comuni cat i oreCithalil9tiDaspedl et stdasl invdrieid®PU 552 in  accordance with a
program stored in the nenory 553. Further, the data obtained by the

processing by the GRd13ed Arkd dff 1Bt Enibdimand] card 508 through the
comuni cation circuit 504. Further, the CPU 552 wites the result of

settlement —generapRq Ry AUBHINEA €0l LhlBubiifo!drahlacit onbhlendBET! Y

553. 20 The switch ¢irci SW t ches us 506 and nenory
data bus 562 between the conn ion state an di sconnecti S sed on
a j udgnent r EFAFEAR d’rﬂ;i'rn%B’ébeIC':} r‘fﬂﬁ"i ‘?%a@n’é%ta%?écﬁ:gl %%ng(]ecoégég?ggi gnal
of the present invention). 25 Further, the CPU 552 executes the -

i nstructi ons inandsion wighl be explained.

FIG. 83 is a functional block diagram of a computer
501 used in electronic settlement of a related art of the
present invention.

10 As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.
The CPU 502 and communication circuit 504 are connected

15 to a CPU address bus 507.

The CPU 502 comprehensively controls the operation
of the computer 501, operates based on instructions of a
program stored in the memory 503, and accesses the memory
503 during its operation.

20 The communication circuit 504 communicates with the
IC card 508 by the contact system or noncontact system. In
the contact type, the IC card 508 and the communication
circuit 504 are connected by electrical contacts. Further,
in the noncontact type, the IC card 508 and the communication

25 circuit 504 are connected through electromagnetic waves or




of the prograns of the OS | ayer, program MAIN, and application prograns
APl, AP2, and AP3 shown in FIG 84 fetched (read) fromthe nenory 553. The
CPU 552, in accordance with the execution of those 5 instructions,
generates an instruction type instructhg signal S552a, executing AP

I nstructi'ng signal S552b, and if necess P% a called AP instructing signal
S652¢ and outputs these to the judgnent circuit 560. Here, the instruction
type instructiighti @del S552a 10 is a signal indicating whether which of
the fetch instruction, read instruction, and wite instruction the CPU 552

executed. Here, therf&tghchnNsbédsie@netématnénstr 88+H05080khEBAghCRHED52 O
fetch the instruction codes through the CPU data bus 506. 15 The read

instruction is_ an instructi Qe A - e %gacggggﬁghgﬁge CPU
data bus 506. “THEU R Phs ?ﬁ%ﬁﬁgngﬁgcgg P%ggP%g?Pb%Qfgr t he 52 to
wite data through the CPU data bus 506, Further, the executlng, AP
instructing sPgRAFdanse it & progzpgnstored i Fhsy mﬁﬂ?ﬁﬂ.%‘ﬁ%g%&}ﬁ?fﬁf'
i nstruction being executed by the CPU 552 belongs in_the instructions of
the appliscatthe gabgr ehtapped hp2 thapprogessinunbynFhesCFUoFO2rel® shown in
FIG 84. The called AP instructing signal S552c shows which 25 program of
t he applicati epapsmgtaad ARtpudh2 thaPgomanadikatiion A3 cwitd S04 hraoditheans t he
program nodul e of the call destination
IC card 508.
Further, the CPU 502 writes the results of settlement
generated by communication with the IC card 508 in the memory
10 503.
FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.
In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in FIG.
15 83.
Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a communication driver layer for controlling the
communication circuit 504 connected to the CPU 502. The
20 program of the communication driver layer is usually stored
in a nonvolatile memory.
Above the communication driver layer is an operating
system (OS) layer for providing the program forming the

foundation for the operation of the CPU 502. The OS layer

25 provides the highest application (AP) layer with higher



bel ongs when a program nodul e bei ng executed by the CPU 552 calls up

anot her program nodul e. Further, the CPU 552 halts the CPU data bus 506 and
5 its operation when as explained later the switch circuit 561 enters a

di sconnection state. Next, the judgnent g@ cuit 560 will be explained in
detail. The judgnment circuit 560 generat a judgnment result 10 signal
S560 based on the instruction type instructing signal S552a and executing
AP instructi ngpridepbetvides cpmpated i thneth€Rdwer?lapdrshdFaddrenpleél?U ADR
i nput through the CPU address bus 507 fromthe CPU 552 and outputs this to

the switch giggUideaibbxplainldd £lAction V5ey hxd heype@nf)irgumaidaen calrd he
judgnent circuit 560 shown in FIG 89. As shown in FIG 90, the judgnent

circuit 560 has_a ,sel ection. cifcuj 7 etch Ludg LeCUit 571, read
j udgnment ci rcc?ﬁ‘fa 5(7)3 ! a% W;H'?iééﬂgu%%ﬁén a‘élgrgﬁi thggagﬁg%p%hé'sel ection
circuit 570 connects the swtch 574 to._ope term nal he tennminaks 5751,
5752, and 5753 basdtPTheE nAbee rthe i GH %%rihgtﬂﬁcﬁ"n ag?ﬁnggkggégg

i nput from the CPU 552 shown in FIG 89. 1 Specifi_call)L, t he sel ecti on
circuit 580 commespecificc Dmavions GrRMYieeshaedigedibys e comprtete
instruction type - 169 instructing signal S552a indicates a fetch
instructi on. sdle ThetAPslayae haschfpudgremplegsabplicgtibonSprpgrams

MAIN, AP1, AP2, and AP3.

In the present embodiment, the explanation will be
given illustrating the provision of settlement or other

10 transactions using the IC card 508 as the application
program.

For example, in the OS layer and AP layer, the function
for determining the type of the IC card 508 is defined by
"get card type ()".

15 In the OS layer and AP layer, the type of the IC card
508 can be specified by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Types A, B, and C. The return values of the function for
the IC cards 508 are defined as in FIG. 85.

20 For example, assuming that the Type B IC card 508 is
used, the return value of the result of execution of the
function "get card type ()" becomes "2".

Further, in the OS layer and AP layer, "read data (*rp)"
is defined as the function for reading data from the internal

25 memory of the IC card 508.




output fromthe fetch judgnent circuit 571 is output through the term na
5751 and switch 574 as the judgnent result 5 signal S560 fromthe judgnent
circuit 560 to the switch <circuit 561. Further, the selection circuit 570
connects the switch 574 to the term nal g 5.2 when the instruction type
instructing signal S552a indicates a real®Pnstruction. 10 Due to this, the
read judgnent result signal S572 output fromthe read judgnent circuit 572

i s output through Hé¥e}ervgplalisSsinidad ini tohicépd s & lpintdgmeint thesul t
signal S560 fromthe judgnent circuit 560 to the switch circuit 561. 15

Further, the éikﬁpﬁ%@ﬁ,ﬂ&Gt&&ﬂ@n&@%kéﬂbﬁiawma@ﬂéﬂsoa Ptz nal

5753 when the ins I'on type instructing signal S552a indicates a wite
IS uctl on, DU AL ia Yag LAl IR S CRULL O LAEL S St
560 10 the oVRURREY COFLENS B815aHoSPB: CHAPRALLER! Lt DPLoBYPdedbithe |
executing AP instructing signal S552b, called AP instructing signal S552c,
25 and addr essh@Pe) HBR ¢omtent rof the 'Gm) siiress'dine e mepexy PH theet ch
judgment result signal S571 and outputs this toward the term nal 5751 of
]E gfcﬁel ect i onrcidaxd 5087.0AsBufte Rdwithat thevioterhelwehogyrstoxms clatae
as shown in FIG. 86.
Further, if assuming that "rp=102H", the return value
of the function '"read data (*rp)" becomes "56H" and it is
10 possible to read the data of the "102H address".
Further, in the OS layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of the internal memory of the IC card
508. Here, "*wp" is similar to the concept of a pointer in
15 the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is
indicated, the content of the wp address of the internal
memory of the IC card 508 is indicated. "wdata" is a variable
20 in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if "wp=102H" and
"wdata=73H" and executing the function "write data (*wp,
wdata)", as shown in FIG. 87, the data of the "102H address"

of that memory is rewritten to "73H".

25 The application programs APl, AP2, and AP3 shown in



judgment circuit 571 shown in FIG 90. 5 As shown in FIG 91, the fetch
judgnent circuit 571 has a storage unit 5811 and judgnent unit 5821. The
storage unit 5811 stores the fetch access range defining data 5841 and
fetch inter-AP call relation defining _daga 28. 10 The fetch access range
defining data 5841 defines the addresses in the nmenory 553 accessi bl e when
the CPU 552 is executing the fetch instruction for each case where the
CPU 552 is exit@ti®4 debinensperathensctenytrapaackpprpcielatring: &9 ans
MAIN, AP1, AP2, and AP3 shown in FIG 84. 15 FIG 92 is a view for

expl ai ni ng t heifLé£ébnBoERsEs ENDE caeds 508 TheacsBrdspdhdence uis shown
(vertical) direction in FIG 92 shows the prograns of the OS |ayer and the
application p{Rorfss BN, APL, AP2, and A23 shown in FIG 84. 20 The
"FROM' in the row (horizontal) direction shows the start address of the

storage area in the mepgpLy op3 %mgr & :{#]:empr M Llexddifited
correspondi ng col uen%[ﬁni S éalédso(/ve . 'ﬁ%@% 3{,;[ e row direct ieon shoews t he
start address_, 25 of the address_range,of the. oenmory 553 r.e e program
- 171 of % hefitbPteboRBrPnG B8 ﬂﬁnsitgrgrf’%\ﬁgdtggcggé‘?“?fﬁg%é" ?Iﬁlef he row
direction shows the end address of the address range of the nennny 553-
wher e the proappkicatipneProgran AN iises| the akovamepiioned function

"get card type ()" to determine the type of the IC card 508
used. The CPU 502 selects and executes the corresponding
application program in accordance with the type of the IC
10 card 508 determined based on the correspondence table shown
in FIG. 88.
If imagining a situation in which IC cards 508 of the
Type A, Type B, and Type C are handled by different businesses,
the application programs APl, AP2, and AP3 are produced by
15 the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
application programs AP1, AEZ, and AP3. The application
programs use portions assigned to them in advance.
As explained above, the application programs APl, AP2,
20 and AP3 are produced by the individual businesses, but
sometimes there is an error in a program, an application
program of another business is read by a business with
malicious intent by an illicit program of that business,
or a storage area in the IC card 508 for which one is not

25 allowed access is illicitly accessed.



5 For exanpl e,

of the addresses 112000HI 1 to 112FFFH11 of the nenory 553. The fetch

i nter-AP call

prograns to which program nodul es 10 whi may be called fromor called

relation defining data 585 1 shows the conbinations of

the application program AP1 is allowed access to the range

bel ong when a program nodul e is called up Wwhen the CPU 552 is executing a
fetch instruction. FIG 93 is a view for explaining the fetch inter-AP
call relation definiEmpodimenB5if the TPeegsehtinfindenbiondn of FIG 93 shows

t he prograns

AP3 shown in FIG &#rg e HaWatiiéw dOrnhef cbhfigligatiensot hehe ideipiiteof

the CS | ayer

of the OS | ayer and application prograns MAIN, APl, AP2,

and application prograns MAIN, AP1, AP2, and 20 AP3 shown

and

in

FIG 84. The s eLSg6EAAPES! hhOBANBLihORLCOEIRS BRdstAES inaiet her a
gram of the I

program nodule of a pro

up a program
i ndi cates 25

- 172 is not allowed. For exanple, a program nodule of the applicatjon
program APl | BempPryRRs + gommuniGation siFawt Folh 'eJHfigﬁ‘ﬁ‘“tCB‘gg‘d FZ’##OO

and applicati

correspondi ng ¢

dul f ' : '
That e =i LR FERERS Gt STt (St ke L8Ry B2,

on program AP3, but is not 5 allowed to call up a program .

nodul e of theaadpbwiathoripcogta®bl.

10

15

20

25

Here, the CPU 552 corresponds to the computation
circuit of the present invention, the memory 553 corresponds
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment circuit 560, and communication circuit 504
connected to it.

The CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553.'

Further, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication cirguit 504
connected to it.

When the CPU 552 accesses the memory 553 or a peripheral

um is allowed to call

| up

MAI N,



AP2. The judgnment unit 582_1 judges if the address CPU ADR is included in
the address range of the nenory 553 defined by the "FROM' and "TO' of the
colum shown in FIG 92 10 corresponding to the programi ndi cated by the
executing AP instructing signal S552b bil%\ d on the executing AP
instructing signal S552b and address CPU “input fromthe CPU 552 shown
in FIG 89 and the fetch access range defining data 5841 read fromthe

storage unit @é¢icelou¥bede) 880LRE tbAputbri 551nektudedthe CRU addigmnt
the judgnent unit 5821 for exanple generates a fetch judgnment result

signal S571 insLri6Yi POafgHUEs! OBRANDROURBNL S knboWRkEelsae termi nal 5751

of the selectTon CIrcul shown i FIG 90. Z0 On the ot her hand, when

judging that it is pot_jnclude in that .judgment._the.j [ 21
generates for exanﬁ‘epiolélf eébg’h }\?dﬁﬁg‘ﬁ‘f”nl"]é’? Pnsfﬁﬁgfuggsqgin%él r'JﬂtEr:lt':lsanr'gci3
di sconnection_(break) and outputs it toward,the termnal 75 of the
sel ection ci r80Btgtven sthraysane mefergnce numarals as, g, Fl pr%%rad?ﬁ | e
of a program being 173 executed by the CPU 552 calls up a program nodul e

of anothers psameaas theospuegpdained ansS&IG.j 8dges if that callup is
al l owed by the conbination shown by the fetch inter-AP call relation
defining data 5851 phg¥hek) th& CPO BB2eHasnthbe softeareusitrygcsare as
i nstructing signal S552b and called AP instructing signal S552c .i nput from
the CPU 552 Sggﬁﬁakﬂed above using FIG. 84. That is, as the application
programs AP1, AP2, and AP3, ones which define processing
for transactions relating to three types of IC cards 508,

10 that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circuit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is

15 transmitted to the IC card 508 through the communication
circuit 504.

Further, the CPU 552 writes the result of settlement
generated by communication with the IC card 508 in the memory
553.

20 _ The switch circuit 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment result signal S560
from a judgment circuit 560 (control signal of the present

invention) .

25 Further, the CPU 552 executes the instructions (codes)



FIG 89 and the fetch inter-AP call relation defining data 5851 read from
the storage unit 5811. Wen judging that it is allowed in that judgnent,
the 10 judgnent unit 5821 for exanple generates a fetch judgnent result
signal S571 instructing connection and puts this toward the term nal
575 1 of the selection circuit 570 shown In FIG 90. On the other hand,
when judging that it is not allowed 15 in that judgnent, the |udgnment unit
5821 gener at exf the progumi=of the 6F lavrme Progaam MALN g and %Pjilpﬁﬁlf’!}cti ng
di sconnection and outputs this toward the term nal 5751 of the selection

circuit 570 P¥grdnis A, AP2 Thad &FB jshagnein FIGcuBE §@cheds (rhed)
executing AP 20 instructing signal S552b, called AP instructing signal

S552c¢, and ﬁ?{f&&@%&f%rimg fromthe CPU 552 to generate the read
j udgment resu signal S572 and outputs this toward the term nal 5752 of

the sel ection ci rcgﬁ%%}gy g%gx Qgc@csbz%aﬁc%wwg_%bt ?ﬁigﬁﬂié@t‘{ i tRbsleNe

read 25 judgnent sShown 1n As shown in FIG
94, the read judgnment circuit 572 has a, stﬁraeg.uni 2812 and [ udanent
unit 582 2. TRSEYerRERNEN goB8Ta%e8 3P LN EHEUFELG R ac¥BE s PATGE - deli ni ng
data 5842 and read inter-AP call relation defining 5 data 58% 2. The read
access range siefnal ng552aa egacetingi ABsingtrughipgssignph SR2 be 553
accessi bl e when the CPU 552 is

if necessary a called AP instructing signal S552¢ and ocutputs

these to the judgment circuit 560.
Here, the instruction type instructing signal S552a
10 is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.
Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data

bus 506.

15 The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.
The write instruction is an instruction for the CPU
552 to write data through the CPU data bus 506.
Further, the executing AP instructing signal S8552b
20 is a signal showing of which program the instruction being
executed by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS programs
shown in FIG. 84.
The called AP instructing signal S552c shows which

25 program of the application programs APl, AP2, AP3, and MAIN



executing a read instruction for each case where the CPU 552 is executing
progranms of the OS | ayer and application 10 progranms MAIN, AP1, AP2, and
AP3 shown in FIG 84. FIG 95 is a view for explaining the read access
range defining data 584_2. The colum ( & ical) direction in FIG 95
shows the progranms of the OS | ayer and the application prograns MAIN, 15
APl , AP2, and AP3 shown in FIG 84. The "FROM' in the row (horizontal)

di recti on shoaad DSepsbgramadthesproframemetivlagef atha ¢call desbimatiss3
where storage of the program of the corresponding colum is allowed. 20

The "FROM' i npigng@Wuilientat hPog 2R WiodilFe Belilg didcited By the arUrss2
range of the nmenory 553 where the program of t%'ue correspondi ng colum is

al | oned access. Etr%?upTgn&ﬁ%%%%{ ']9;1 shows the end address of the

addr ess rangec&1 e " menory e program 25 of the corresponding
colum is allowed access. - 175 The read inter.-AP |, relatio finikng
data 5852 shows t h&Y& rnattlz"t?ngp&‘ 55’%03%3’? tt(?e\/\/rﬁin %toag A r‘rf?)(gflllae%‘h
which may call fromor be called from bel ong when a program nodule is

cal |l ed up WhedtsheorematEmn jwhen &g 9%RiLaineddater fhe RYIteh @1ECUdE is a

view for explaining the read inter-AP call relation defining data 585_2.
The col unm di 5&dt iemtexfs M @igforiavisicmes Aty ans

Next, the judgment circuit 560 will be explained in
detail.

The judgment circuit 560 generates a judgment result

10 signal S560 based on the instruction type instructing signal
S552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU_ADR input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

15 FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89.

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write judgment circuit 573.

20 The selection circuit 570 connects the switch 574 to
one terminal of the terminals 575 1, 575 _2, and 575_3 based
on the instruction type instructing signal S552a input from

the CPU 552 shown in FIG. 89.
Specifically, the selection circuit 570 connects the

25 switch 574b to the terminal 575_1 when the instruction type



of the OS | ayer and application programs MAIN, AP, AP2, 10 and AP3 shown
in FIG 84. The row direction of FIG 96 shows the prograns of the CS

| ayer and application prograns MAIN, APl, AP2, and  AP3 shown in FIG 84.
The intersecting positions of the colums anpd rows 15 show whether a
program nodul e of a programof the corresponding colum is allowed to call
up a program nodule of a program of the corresponding row. The "o"

i ndi cates thdnadxiuahing sidraded5544 |indirates 3 kptch e@%tﬂ‘ﬂct&?nup is
not allowed. 20 The judgnent unit 5822 judges if the address CPU ADR is

i ncluded in the addpaes toan@dsqf thee setan \judghetaf iretil hysideal FFEM and
"TO'" of the colum shown in FIG 95 corresponding to the programindi cated

by the execut 'oQ& £ E‘t EHG (£ K1 159 eﬁiSZEranbw téﬂ%u%%wewsuéﬁ 25

instructing sign and addreSs I nput fromthe -

shown in FIG ,89 nd the r es nin dat 42. 1 om
t he storage urﬁ%[ m ﬂbét%'gﬂ@?e'f dﬁs‘il%%l he @d&? 3 gg%‘ésﬁ%nt
t he judgnent un|t 5822 f or exanpl e generates a read gnent. 5 re
signal S572 i fdéEgnRd iSRPE JRRRetithe m%&’s”?‘f"’fo%\g&d ?h‘éh?e"r"ﬁﬂs:lﬁ*‘ 575 2
of the selection circuit 570 shown in FIG 90. On the other hand, when
judgi ng that iainenitpt5&khcluded in that judgnent, the judgnment unit 5822
generates for

Further, the selection circuit 570 connects the switch

574 to the terminal 575.2 when the instruction type
instructing signal S552a indicates a read instruction.

10 Due to this, the read judgment result signal S572
output from the read judgment circuit 572 is output through
the terminal 575 2 and switch 574 as the judgment result
signal S560 from the judgment circuit 560 to the switch
circuit 561.

15 Further, the selection circuit 570 connects the switch
574 to the terminal 575 3 when the instruction type
instructing signal S552a indicates a write instruction.

Due to this, the write judgment result signal S573
output from the write judgment circuit 573 is output through

20 the terminal 575 3 and switch 574 as the judgment résult
signal S560 from the judgment circuit 560 to the switch
circuit 561.

The fetch judgment circuit 571 uses the executing AP
instructing signal S552b, called AP instructing signal S552¢,

25 and address CPU_ADR input from the CPU 552 to generate the



10 exanple a read judgnent result signal S572 instructing di sconnection
(break) and outputs it toward the termnal 5752 of the selection circuit
570 shown in FIG 90. Further, when a program nodul e of a program bei ng
executed by the CPU 552 calls up a progr a]1rx;om)_dul e of another 15 program
the judgnent unit 5822 judges if that callup is allowed by the conbination
shown by the. read inter-AP call relation defining data 5852 shown in FIG
96 based on t ffetchx gudigmen tAResvditr wdignad S5f1alansbsitparts dhid s dtovard
instructing signal S552c input fromthe CPU 552 shown in 20 FIG 89 and

the read intethaPtedhinadl 37501 GF itheBeldcticd i versctt fgTom t he storage
unit 5812. Wen judging that it is allowed in that judgnment, the judgnent

uni t 5822 for exanpkgegentr 3uen J3bsAle YHUTRNnE R o Wil Foton

instructing connection and outputs this 25 towardthe term nal 575 2 of the

selection circguit 570 shown .- Ln Fl G he ot her hand, when

j udgi ng t hat F’Pdﬁg‘eﬁ& cd‘lrlcé’\ké:d%%ﬁn shexn j’ﬁﬂ%ﬁﬁrﬁbi’he judgnent unit 5822

generates for exanple a read jud%rent result_ signal S572 ins_truc_tigTS
}on

di sconnect?on and ofspghewnhis FdRar dlvhdheef JyAgmendt qirewich

circuit 570 shown in FIG 90. The wite judgnent circuit 573 uses the -

executi ng AP hassar stonagesivgddi 58852b anchijuwtimemt ninitudd84) gl si gnal S552c¢

and address CPU ADR i nput fromthe CPU 552 to generate the 10 wite

judgnent result sigwhe StézagadufiitpB8t_LhsBoiewatle fetch access range
defining data 584_1 and fetch inter-AP call relation defining
data 58.

10 The fetch access range defining data 584_1 defines
the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each case where the
CPU 552 is executing programs of the OS layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

15 FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
programs of the OS layer and the application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84.

20 The "FROM" in the row (horizontal) direction shows
the start address of the storage area in the memory 553 where
storage of the program of the corresponding column is
allowed.

The "FROM" in the row direction shows the start address

25 of the address range of the memory 553 where the program



the termnal 5753 of the selection circuit 570. FIG 97 is a view of the
configuration of the wite judgnent circuit 573 shown in FIG 90. As shown
in FIG 97, the wite judgnent circuit 573 15 has a storage unit 581 3 and
judgnment unit 582_3. The storage unit 58 stores the wite access range
defining data 584 _3 and wite inter-AP T L el ation defini ng data 585_3.
The wite access range defining data 584 3 defines 20 the addresses in the

menory 553 acoEs vhid eoiiisgdiflidy) ddidmn S<)ail8vwety ddesd j te instruction
for each case where the CPU 552 is executing prograns of the OS | ayer and

application progragheMAlrys é%ltuép%owﬁ’&izépc?ti%:o‘é‘ﬁ&% Ria dith dddzesdd 1S

a view for explaining the wite access range efining data 584 3. - 178
The colum (vertical) direction in F 98 shows rograms of the OS
Fayer and t he ke adesR GHAAE Ftes B orY iFSELAR hesfim o
84. The "FROM' in_the row (horjzontal) direction shows 5 the start address
of the storag@faltde igennesRanding e aklpwrd afce3R: program of the
corresponding colum is allowed. The "FROM' in the row direction shows the
start address of tFReradsaapderarie abpllicatdioy pregaashdRl tim prlowedn 10
of the corresponding colum is allowed access. The "TO' in the row :
direction shoatddss aad thédirange of the addresses "2000H" to "2FFFH" of

the memory 553.

The fetch inter-AP call relation defining data 585_1

shows the combinations of programs to which program modules

10 which may be called from or called belong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

15 The column direction of FIG. 93 shows the programs
of the 0OS layer and application programs MAIN, APl, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of

the OS layer and application programs MAIN, APl, AP2, and
20 AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show whether a program module of a program of the
corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates

25 that call up is allowed, while the "x" indicates that callup



of the address range of the nenory 553 where the program of the
corresponding colum is allowed access. The wite inter-AP call relation
defining data 585 3 15 shows the conbi nati ons of prograns to which program
nodul es  which may call or be called frop,gel ong when a program nodule is
call ed up when the CPU 552 is executing a read instruction. FIG 99 is a
view for explaining the wite inter-AP call relation defining data 585 3.
20 The col umidi nett adhowedr| G 99 shows the prograns of the OS | ayer and
application prograns MAIN, APl, AP2, and AP3 shown in FIG 84. The row
direction of FIG O9Bcghexempla; pacgtagranf motiliteCbfl &lier appd iaptiomat i on
progranms MAIN, APlI, AP2, and 25 AP3 shown in FIG 84. - 179 The

| ntersecting BeSLERANARS! 1b"S19BWMANARINOND o5 BRUGHIR! BRI /0 AT

nodul e of a progfamof the corresponding columm is allowed to call up a

pr ogr am nodul of a program.of the corr.espandi ng rQw. "LolJ .Jndjcates
5 that call upgﬁspﬁf’gﬁgﬂ‘d, b i'eaf‘ﬁeapp%lllcaigﬁa’lnc SIH a}&’?dl IbSth Jiésqd'#]%
al l oned. The judgnment unit 5823 judges if the address CPU ADR is included
in the addr es3liangd &9 cafd weAdp3essam Foduleyot he ARPLERBIAORRFOIERM of
the colum shown in FIG 98 10 corresponding to the program i ndi cated by
t he executingARR. instructing signal S552b based on the executing AP
i nstructing signal S552b and address CPU-ADR input fromthe

The judgment unit 582 1 judges if the address CPU_ADR

is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the qolumn shown in FIG. 92

10 corresponding to the program indicated by the executing AP
instructing signal S552b based on the éxecuting AP
instructing signal S552b and address CPU_ADR input from the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584 _1 read from the storage unit 581_1.

15 When judging that it is included in that judgment,
the judgment unit 582 1 for example generates a fetch
judgment result signal S571 instructing connection and
outputs it toward the terminal 575 1 of the selection circuit
570 shown in FIG. 90.

20 On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S571 instructing
disconnection (break) and outputs it toward the terminal
575_1 of the selection circuit 570 shown in FIG. 90.

25 Further, when a program module of a program being



CPU 552 shown in FIG 89 and the wite access range defining data 5843 read
fromthe storage unit 5813. 15 When judging that it is included in that
judgnment, the judgnment unit 5823 for exanple generates a wite judgnent
result signal S573 instructing connectlog %n outputs it toward the
termnal 5753 of the selection circuit 70 Shown in FIG 90. 20 On the

ot her hand, when judging that it is not included in that judgnent, the

j udgnent unit ek824ated By aties drY 552xaaplle vp W progiradoneanlecssl dnstigaal
S573 instructing disconnection (break) and outputs it toward-the term nal

575 3 of the E»?:(l;?‘ih&nontﬁbr Suidgment LW 582 1l Gu cﬁ% 4F ﬁiﬂéi‘%al]‘!ﬁi?“:.@

program nodul e a program béing - 180 exetuted by the CPU 552 calls up a

program m)dul 0. RLS f he u nt .uni ge at
callup is nge§ L héh% s nan;l%lno%h%‘v\% m)’:b t ﬁ§ w‘%?? n+g Aé’l’caﬁ'{I

rel ation def| n| ng data 5853 shown in_FILG 99 based on the 5 executi ng AP
i nstructing sF@Fr&F‘-SBSS‘Ef&H&nHaFiF‘é?G ABS_Asehawpi 48 E1Gna?3 based; enthe om
the CPU 552 shown in FIG 89 and the wite inter-A P call relation

def i ni ng dat aex8883ingadFf iomtriveting sjonali S55@216. antharallathiAR that it
Is allowed in that judgnent, the 10 judgnment unit 5823 for exanple :
gener ates a Wihs&rjueddignisighadulssS2iciaiputd €3 oni Bhel RV G 8D gleswn oin and

outputs this toward the termnal 575 3 of the selection circuit 570 shown
in FIG 90. p1G. 89 and the fetch inter-AP call relation defining data
585_1 read from the storage unit 581_1.
When judging that it is allowed in that judgment, the
10 judgment unit 582 1 for example generates a fetch judgment
result signal S571 instructing connection and outputs this
toward the terminal 575 1 of the selection circuit 570 shown
in FIG. 90.
On the other hand, when judging that it is not allowed
15 in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S571 instructing
disconnection and outputs this toward the terminal 575 1
of the selection circuit 570 shown in FIG. 90.
The read judgment circuit 572 uses the executing AP
20 instructing signal S552b, called AP instructing signal S552c,
and address CPU ADR input from the CPU 552 to generate the
read judgment result signal S572 and outputs this toward
the terminal 575_2 of the selection circuit '570.
FIG. 94 is a view of the configuration of the read

25 Jjudgment circuit 572 shown in FIG. 90.



On the other hand, when judging that it is not allowed 15 in that
judgnent, the judgnent unit 5823 generates for exanple a wite judgnent
result signal S573 instructing disconnection and outputs this toward the
termnal 5753 of the selection circuit i;g shown in FIG 90. Next, the

0

sel ection circuit 570 will be expl ai ned. “The selection circuit 570

connects the switch 574 to one of the termnals 5751, 5752, and 5753 based
on the instructionAsyphownsinuFIGng94i,gthle Beada jhdgmenite cERGUTE2.572
Specifically, when the instruction type instructing signal S552a indicates

a fetch instryghi anstbfagachtsit 881 25 anld Gudgment GAReHeR the switch 574
to the termnal 575 1 - 181 and oufputs the fetch judgnent Tesult signal

S571 as the judgmepf ol gaulkhaS5aR:+056EC 25 WehelaCithalirball heddi LddY S
i t %6? 'S I'Ted by

t he connecti on/ di sconnect | on~of € SW tCch cCIrcui contro

the fetch jud nt .resylt sj S571. Fuyrt her n the instruction type
nstructing shgEAPingsasta S & and sesd aptarin, calinzo L ati 6B ek nira P
circuit 570 connects the switch 574 to the termnal 575 2 and outputs the
read judgrent da&3ubPBSsgnal S572 as the judgnent result S560 to the switch
circuit 561. Due to this, the 10 connection/di sconnection of the swtch.
circuit 561 is conThel teadcdedes neadyg defiming datht 584gRAadlefStrids the
Further, when the instruction type instructing signal Sb552a indicates a

wite instruchigpreskls S8l €hbi ABmEEkYCHEEB a8d8s60BD&CHRehhEhaWCPON55Z4is0
the termnal 575_3 and outputs
executing a read instruction for each case where the CPU
552 is executing programs of the OS layer and application

10 programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 95 is a view for explaining the read access range
defining data 584_2.

The column (vertical) direction in FIG. 95 shows the
programs of the OS layer and the application programs MAIN,

15 APl, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direction shows
the start address of the storage area in the memory 553 where
storage of the program of the corresponding column is
allowed.

20 The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program

25 of the corresponding column is allowed access.




15 the wite judgnment result signal S573 as the judgnent result S560 to
the switch circuit 561. Due to this, the connection/disconnection of the
switch circuit 561 is controlled by the wite judgnment result signal S573.
Next, exanples of the operation of the_c; uter 551 20 will be explained.
[ First Exanple of Operation] Next, an ex ﬁgle of the operation where the
conputer 551 executes a fetch instruction in the process of execution of
a program nodul e of Théeread! indbreAPprajilareliRtianddefiddniggdatas S8% 2
address "2100H' of the address nenory 553 - 182 will be explained. In this

case, a CPU ADRoBOtké&!dditbild=Ld OOhA lof :p‘i-‘é?g.‘ziﬂ\s Eg%ﬂ?&haﬁﬁé?ﬁ&b&&l\?ﬂs and
a | ndlcating a

an instruction type instructing signa etch

are output 1 r AR EAEE e thﬁ%ff&%ﬁ?%??&.@?@%% b !

judgnent unit_ 5821 shown in FIG 91 ggf | f the address 112100H|| | S
i ncluded in tRedYd48r égscaﬂ'&ﬁ&e“ﬂ?mwt Gpi’l?ﬁ’?FHfl qu%%rﬂ)rﬁﬁaf% '
defined by the 10 "FROM' and "TO' of the colum shown in FIG 92
correspondi ngingsrugéimpt based on the executing AP instructing signal
S552b and address CPU ADR input fromthe CPU 552 and fetch access range
defining data 5841 EnG@wn96nib| & ve@wr fatd expintihéngsttheageadniin ted-AES
Further, the judgnment unit 582 1 generates a fetch
call relation defining data 585_2.
The column direction of FIG. 96 shows the programs
of the 0S layer and application programs MAIN, APl, AP2,
10 and AP3 shown in FIG. 84.
The row direction of FIG. 96 shows the programs of
the 0S layer and application programs MAIN, APl, AP2, and
AP3 shown in FIG. B4.
The intersecting positions of the columns and rows
15 show whether a program module of a program of the
corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates
that callup is allowed, while the "x" indicates that callup
is not allowed.
20 The judgment unit 582_2 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 95
corresponding to the program indicated by the executing AP

instructing signal S552b based on the executing AP

25 instructing signal S552b and address CPU_ADR input from the



judgment result signal S571 instructing connection and outputs it toward
the termnal 5751 of the selection circuit 570 shown in FIG 90. Further,
the selection circuit 570 connects the switch 20 574 to the term nal 5751
since the instruction type instructing g gnal S552a indicates a fetch. Due
to this, a fetch judgnent result signal d I nstructing connection is

out put through the selection circuit 570 as the judgnent result signal
S560 to the s@PUCHS25skownuin K. #%0wnd Bhél feadS%ccedS8FIargs idefinie
swtch circuit 561 places the CPU data bus 506 and nenory data bus 562 in

the connecti 0gaghat84l & rahkoWrbhe thBUstesahe and®ssghhe nenory 553. Note
that, in the above expl ai ned case, when the 5 address CPU ADR I ndi cat es

"3100H‘ si nce thatwﬁggr«g&aﬂkﬁgegg%t ¢! gct‘l geggggfﬁpﬁsqu@' =3 S{&g{;ﬂon%pOOH'

to "2FFFH' a fetch d Signal ruc fhecti on

Is output fromthe, sel ectiqn 570 to_the switch CII‘CUIt 61.
to this the CHPHAGREY b LeSe2oE dom e=amBl pendts e Ssp8ad i

data bus 562 in the disconnection state to prevent the CPU 552 from
accessi ng % heraswbkysigsal S§iar &PFMuGﬁlsscmnmne]aﬂﬂemtmt%Mpl e
of the operation in the case where a program nodul e of the application.
program AP2 cabwardpthd exrmimegl M50 bHectlopEealenttion piegoit 3P0 shewnt he
conputer 551 executes a read instruction will be expl ai ned.
in FIG. 90.
On the other hand, when judging that it is not included
in that judgment, the judgment unit 582_2 generates for
10 example a read judgment result signal S572 instructing
disconnection (break) and outputs it toward the terminal
575_2 of tﬁe selection circuit 570 shown in FIG. 90.
Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
15 program, the judgment unit 582 2 judges if that callup is
allowed by the combination shown by the read inter-AP call
relation defining data 585_2 shown in FIG. 96 based on the
executing AP instructing signal S552b and called AP
instructing signal S552c¢ input from the CPU 552 shown in
20 FIG. 89 and the read inter-AP call relation defining data
585 2 read from the storage unit 581_2.
When judging that it is allowed in that judgment, the
judgment unit 582 2 for example generates a read judgment

result signal S572 instructing connection and outputs this

25 toward the terminal 575 _2 of the saelection circuit 570 shown



In this case, the executing AP instructing signal S552b show ng AP2 and
the called AP instructing signal S552c show ng APl are output fromthe CPU
552 to the read judgnment 20 circuit 572. The judgnment unit 5822 of the
read judgnent circuit 572 views the reaqsnter-AP call relation defining
data 585 2 shown in FIG 96 and judges if a call fromthe AP2 to AP1 is
all owed. 25 Further, the judgnent unit 5822 generates a read - 184

judgment resuin ELGnaP0S572 instructing connection and outputs this toward
the termnal 5752 of the selection circuit 570 showmn in FIG 90. Further,

the sel ection circuph €Hé cxhereband, hehéil judgidg Tthht At I8 A6t MITdwed 52
since the instruction type instructing signal S552a indicat es a read

instruction. Bye¢hQet h ?%nkea@muﬁﬂﬁ%ﬂknﬁ:e%‘:&'ﬂt Siggnal g%% dcting

connection is output ugh the selection circuit 570 as e Ju grrent

resul t signal §§m 1th th SW| ﬁi‘% CII‘ %%t&sggggglog%.hn ilfls%r&ﬁq__ %;tggrz

the switch cifFcal 61 Se data menory
to the connection state, whereby the CPU 552 can access the nenory 553. On

t he ot her %anﬂ“Fﬂ“i‘ﬁ@téBBVénéaé’é‘ trRitEn thié SryGEamthes SRR oo The?

application program AP2 calls up a program of the application program AP3,
it is judged PEokhehselegtionncdrcmmtc 370 shiown dm FIG-ni%y data 5852 shown
in FIG

The write judgment circuit 573 uses the executing AP

instructing signal S8552b, called AP instructing signal S552¢
and address CPU_ADR input from the CPU 552 to generate the

10 write judgment result signal S573 and outputs this toward
the terminal 575_3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgment circuit 573 shown in FIG. 90.

As shown in FIG. 97, the write judgment circuit 573

15 has a storage unit 581_3 and judgment unit 582_3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write inter-AP call relation defining
data 585_3.

The write access range defining data 584 3 defines

20 the addresses in the memory 553 accessible when the CPU 552

is 'executing the write instruction for each case where the

CPU 552 is executing programs of the OS layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

25 defining data 584_3.



96 that a cal

circuit 570 shown in FIG 90. Due to thi

| fromthe AP2 to AP3 is not allowed. Further, the judgnent
unit 5822 generates the read 20 judgnent result signal S572 instructing
di sconnection and outputs this toward the term nal 5752 of the selecti

on

a read judgnment result signa

S572 instructing disconnection is out5u§7PhFough-the selection 25 circuit
570 as the judgnent result signal S560 to the switch - 185 - circuit 561

shown in FIG 89. Pohéhesoluhhe(sattidal) rdindctidn st FIde Pk thes

506 and nenory data bus 562 to the disconnection state to prevent the

552 from accesgbgfainbCofBERE bsiii%gf‘édéademéa& 1 EREVEn BBy thld TREN,

circuit 560 and switch <circuit 5

t he nenory 5gﬁ1anﬂﬁ§PUaggt3Pgu§hggg ggs%qgoneﬁata defined in advance
i BA-

accordance wi

éach™program in-accor dance W

by the CPU 552. 10 Therefore. an ?gglication rggran1bein executed b

CPU 552 can be prev%h?eaFF?%H1??l

anot her appl i

can be obtbi nthegkant addnasspforthesdgrage avea imdhe nemepy
executing a 15 plurality of application prograns. The present

t Fg¥adBerir

CPU

eterm ne the connection state between

in

a program being executed

t he

tail)sAineeting Sh@YFat a of

cation programstored in the nenory 553 and a higg security

2 where

i nvention-is

not limted tastbhagaebofethexpragran efhitenenirresponediagploolumn tiisee above
expl ai ned enbodi nent, the

10

15

20

25

allowed.

The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which may call or be called from belong when a program module

is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP
call relation defining data 585 3.

The column direction of FIG. 99 shows the programs
of the OS layer and application programs MAIN, APl, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 99 shows the programs of
the 0S layer and application programs MAIN, APl, AP2, and

AP3 shown in FIG. 84.



case was illustrated where the judgnent circuit 560 stored 20 fetch access
range defining data 584 1, fetch inter-AP call relation defining data
585 1, read access range defining data 584 2, read inter-AP call relation
defining data 585_2, wite access range qganing data 5843, and wite
inter-AP call relation defining data 58%_ , but as shown in FIG 100, 25
it is also possible to use an IC card 558 storing such data - 186 in a
state encrypted usiTigekiytersectbhgopokitionshof theecolhmnsudgdemiwsi rcuit
560 holds the key information K and decryption program 590, accesses the

IC card 558 in'éﬁUGHeEﬁSrCEUpga?i‘!aﬂUﬁoagﬁeaB@ somgkaa.t @ theCi rcuit 504,

reads the fetch access range defining data, 584-1, etch inter-AP cal

L2 S Lo o 80 0 S B0 S

inter-AP call "re Wi te access rarge

data 584_3, apd wite inter- call relation defini data 5853 from 10
Che I C card 558, 2 aRHOREEE Phe the BoUEEPRRREN S ERY o THg SO0 APRLRATes
decryption program 590 and key information K. Further, the present

i nvent i on SmaytBabreallep ddppd lared y yhide Shegtam indieates ihnesrakldr in
the IC card 558, 15 read this through the comrunication circuit 504 and CPU
data bus 506isnhottadlpweddnent circuit 560, decrypt this by the judgnent
circuit 560 using predeterm ned key information, store the decrypted

decrypti on program ke tieddieE Yarbi®3 582a13d jidy@ st DE thél ke £4 IRy (ADH0
read and execute the - -
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 98

10 corresponding to the program indicated by the executing AP
instructing signal S552b based on the executing AP
instructing signal S552b and address CPU_ADR input from the
CPU 552 shown in FIG. 89 and the write access range defining
data 584 3 read from the storage unit 581_3.

15 When judging that it is included in that judgment,
the judgment unit 582_3 for example generates a write
judgment result signal S573 instructing connection and
outputs it toward the terminal 575_3 of the selection circuit
570 shown in FIG. 90.

20 On the other hand, when judging that it is not included
in that judgment, the judgment unit 582_ 3 generates for
example a write judgment result signal S573 instructing
disconnection (break) and outputs it toward ‘the terminal
575_3 of the selection circuit 570 shown in FIG. 90.

25 Further, when a program module of a program being



20 decryption programfromthe nmenory 553. Further, in the above expl ai ned
enbodi nent, the case was shown of the CPU 552 outputting to the judgnent
circuit 560 an executing AP instructing signal S552b-and called AP
instructing signal S552c, but these S|gnik § may also be 25 generated, as
shown in FIG 101, by t he judgnment circuit 187 560 nonitoring the CPU
address bus 507. Seventh Enbodi nent The present enbodinment is an

enbodi nent coexespbadiby the CPHc532t¢takibsl Wl ot programsmoduléeof mnattheaan. 5
FIG 102 is a view of the configuration of a sem conductor chip 631 of an

enbodi ment of piSgr@aSSEnd Juagaahwﬁm»essshomguagEbGlleaatt RAllup is
sem conductor chip 631 has an internal nendry 63 switch circuit 633,

switch circui @@Wy e 4 nd
CPU 637. Theé:ll'ln%‘gr nzﬁy nmor g’é’q 1%Ht tslkf%c%?'rlg %ﬁ%B%lOﬂ:& Jt%u: c@?%uaf 634,
judgment circui} 635, n ar nected CP us 640. 15
The i nt er nal %5F§°%3 e ﬁﬁﬁﬁn% %Ig%%+$ félJ%%g’ ed
to an address bus 641. The inter nal menory 632 hudgnent circuit 635 and
CPU 637 arbe c%me'e%agtbPalgp‘gﬁaptwaeseagalF§F§ br andhealded AR nenory

632 is further connected 20 to an internal data bus 643.
instructing signal S552¢ input from the CPU 552 shown in

FIG. 89 and the write inter-AP call relation defining data
585 3 read from the storage unit 581_3.
When judging that it is allowed in that judgment, the
10  judgment unit 582 3 for example generates a write judgment
result signal S573 instructing connection and outputs this
toward the terminal 575 3 of the selection circuit 570 shown
in FIG. 90.
On the other hand, when judging that it is not allowed
15 in that judgment, the judgment unit 582_ 3 generates for
example a write judgment result signal 8573 instructing
disconnection and outputs this toward the terminal 575 3
of the selection circuit 570 shown in FIG. 90.
Next, the selection circuit 570 will be explained.
20 The selection circuit 570 connects the switch 574 to
one of the terminals 575_1, 575_2, and 575_3 based on the
instruction type instructing signal S552a from the CPU 552.
Specifically, when the instruction type instructing
signal S552a indicates a fetch instruction, the selection

25 circuit 570 connects the switch 574 to the terminal 575 1



Further, the switch circuit 634 is further connected through an external
data bus 644 to an external nenory 660. Further, the selection circuit 636
is further connected through an external data bus 645 to a debugger 25
661. - 188 Here, the sem conductor chip ggl corresponds to the

sem conductor circuit of the first aspéc% f "the invention, the CPU data
bus 640 corresponds to the first transmssion |line of the first

sem conduct orasdreutputshehgr fgtem fadgment Pébhltosigapdnds7io aan the
instruction for executing a program of the first aspect of the invention,

the internal JRAGhYntERLsEDE SBEWPRESLhE Wittt @iddRid beli.tpRé thaHid st
aspect of the invention, the CPU 637 corresponds to the processing

circuit of th@h% éé%.né‘é?%&é&is%ﬁﬁnég\é‘i hi 8@ tths%‘ﬂ"tEﬁhFE?:ﬁe Clldy §33

corresponds to I'rs nectron smn ching Circui | rst aspect
of the invention wtch circujt 634 corresponds to t cond
connecti on svﬁ?EhFﬂbfeél?XUFPGOFGFHB 5P§9F°§§péegu&F PH@“Pﬂvéﬁﬁﬁon t he
judgnment circuit 635 corresponds to the connection control circuit 15 of
the first Saspect ofFehthenyothenthe hnstsnesipontype cingtredeing rianinds
to the third connection switching circuit of the first aspect of the

I nvention, the582éecindicatesra r6848 dostesptids,t theheedectign apbpansitus of
the first aspect of the invention, and the debugger 661 corresponds to the

20 external agpeicirifedis LhQ siis6hFPEEL Ghe tdeniineAN 768N 2 afdiddigputs he .
signal line 642 corresponds to the third
the read judgment result signal S572 as the judgment result
8560 to the switch circuit 561. Due to this, the
10 connection/disconnection of the switch circuit 561 is
controlled by the read judgment result signal S572.
Further, when the instruction type instructing signal
S552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
15 the write judgment result signal S573 as the judgment result
S560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the write judgment result signal S573.
Next, examples of the operation of the computer 551
20 will be explained.
[First Example of Operation]
Next, an example of the operation where the computer
551 executes a fetch instruction in the process of execution
of a program module of the application program APl and

25 designates the address "2100H" of the address memory 553



transm ssion line of the first aspect of the invention, while the address
bus 641 corresponds to the fourth transmssion Iline of the first aspect of
the invention. 25 Further, the judgnment result signal S635a corresponds -
189 to the first control signal of the ib%st aspect of the invention, the
judgment result signal S635b corresponds “the second control signal of
the f irst aspect of the invention, and the judgnent result signal S635c
corresponds twillhebé hékplabnéantrol signal of the first aspect of the
invention. FIG 103 is a view for explaining the software configuration of

the sem conductor off peifdd SN & Nckb Qpr 1f2diéaeTh& »398ont Ne18akt gAMOST

| ayer is the hardware layer, 10 that Ts, the hardwafe conponent of the

sem conduct or, chi 6 sho i G 2. Above the hardware | aver .i.s
ool £ onod o dianitky 83prats Bk 07 Canddn (S Ol WD LR Meinty
has positioned in it a conmunication driver |ayer for controlling t.he 15

communi cat i oreigpal FSRfaArgicatdngodhftituirstryctdon aagdan exe 9y

stored in a nonvolatile menory. Above the communication driver |ayer is an
operatings syAR cingOctinersignabrIPi rigdiea ping Adh AsRerionFRutte from
foundation for the operation of the sem conductor chip 631. 20 The OS | ayer
provi des t he thgherU 5P| teathenjadghehtiyeircuith560gher concept services
conpared with the |ower layers. Further, above the OS |ayer is an AP | ayer
defini ng Further, the judgment unit 582 1 shown in FIG. 91
judges if the address "2100H" is included in the address
range "2000H" to "2FFFH" of the memory 553 defined by the
10 "FROM" and "TO" of the column shown in FIG. 92 corresponding
to the APl based on the executing AP instructing signal S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584_1 shown in FIG. 92 read from the
storage unit 581
15 Further, the judgment unit 582_1 generates a fetch
judgment result signal S571 instructing connection and
outputs it toward the terminal 575 1 of the selection circuit
570 shown in FIG. 90.
Further, the selection circuit 570 connects the switch
20 574 to the terminal 575_1 since the instruction type
instructing signal S552a indicates a fetch.
Due to this, a fetch judgment result signal S571
instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

25 circuit 561 shown in FIG. 89.



the specific functions (services) realized by the sem conductor chip 631.
The AP | ayer has, for exanple, 25 application prograns APl, AP2, and AP3
realized by the - 190 programnodules PM 1, PM 2, and PM 3 shown in FIG
102. The internal nmenory 632 stores the ggogram nodule PM -1 of the
application program AP1 shown in FIG 10%. FIG 104 is a view for

expl aining the configuration 5 of the programnodule PM 1. As shown in
FI G 104, the progriewetivsr] ethd/] siiteh cidreuiscilédbf phapesr thet ¢PUf dattact i on
~nodul es. FIG 104 shows the case where it is conprised of n nunber of

function nmdubgs 568 dnd GadihbFy ddrd\ LI BER iih fine cbdhedti®n BHIHE PN

(code) at the head of each of the function nodules FM1 to FMn is an

splock 0ot RELLOTeRIOLES 588 LAl LoLUSb! UGk Slakgyaskack | nofuct o
Connecton State uATFS tHEARexth (HFBCRBOTRSEFRLETBRAA $8RPNoheln th ock
instruction is an instruction, instructing the switch circuit 633 to swtch
to the 205di seédvreesi GRUsABReindheatapt LA1BPHE i 8iBge thatnaddyessd itset ween
the CPU data bus 640 and the internal data bus 643. The switch circuit- 633
becones eit hemot limclordest inothe address range "2000H" to "2FFFH", a fetch

judgment result signal S571 instructing disconnection is

output from the selection circuit 570 to the switch circuit

561. Due to this, the switch circuit 561 sets the CPU data

10 bus 506 and memory data bus 562 in the disconnection state

to prevent the CPU 552 from accessing the memory 553.

[Operation of Second Example]

Next, an example of the operation in the case where
a program module of the application program AP2 calls up

15 a program of the application program APl when the computer
551 executes a read instruction will be explained.

In this casé, the executing AP instructing signal S552b
showing AP2 and the called AP instructing signal S552c
showing APl are output from the CPU 552 to the read judgment

20 circuit 572.

The judgment unit 582 _2 of the read judgment circuit
572 views the read inter-AP call relation defining data 585_2
shown in FIG. 96 and judges if a call from the AP2 to APl

is allowed.

25 Further, the judgment unit 582 2 generates a read



state or disconnection state based on the judgnent result 25 signal S635a
I nput fromthe judgnment circuit 635. - 191 The switch circuit 634 is

i nt erposed between the CPU data bus 640 and external data bus 644. The
switch circuit 634 beconmes either the co ﬁ ction state or disconnection
state based on the judgnent result 5 sig | S635b i nput fromthe judgnent
circuit 635. The judgnent circuit 635 nonitors the address bus 641 and
signal |ine 6Gihadghért résudtddstgaali §h3R dnbprtuchkyngheontBUtidn and he
address bus 641 indicates the address where the programnmodule PM1 is

stored in theshgp@EHatniBMBENazd 6RE. tabdihhe 578t bUskl @Re! ¥RAeltilbnlCt i N
signal S637a output by the CPU 637 to the signal™line 642 indicates a

fetch instrqg{*gg%tig7gegﬁ5?he§naFkgqgngt result signal S635a

i nstructing connectron. In other cases, It generates a judgnment result
signal S635a instrugti di sconnection. 15, The, | ment circuit 635 oytputs
The fudgmont resul rattied, Weasiectine rvirt SR Grenasss e dmteh ey
the judgnment circuit 635 generates a judgnent result signal S635a
i nstructing c®hhetei bhe terminadr BV8s2asinegnthe ipstructignaltyeessh
I nstructing 20 disconnection and outputs it to the switch circuit 634. .
Further, whenisnstruatijngnsighatusb5e35igdieantbesaarepddgmsituctswint. si gnal
S635a instructing disconnection, it generates a judgnent result signal
S635b instructing peaNEsSt tRs And PhQUYGdGREAL! BeblBtSYiGRRALICEEGRIt 634. .
instructing connection is output through the selection
circuit 570 as the judgment result signal 8560 to the switch
10 circuit 561 shown in FIG. 89.
Further, the switch circuit 561 sets the CPU data bus
506 and memory data bus 562 to the connection state, whereby
the CPU 552 can access the memory 553.
On the other hand, in the above case, when the program
15 module of the application program AP2 calls up a program
of the application program AP3, it is judged from the read
inter-AP call relation defining data 585_2 shown in FIG.
96 that a call from the AP2 to AP3 is not allowed.
Further, the judgment unit 582_2 generates the read
20  judgment result signal S572 instructing disconnection and
outputs this toward the terminal 575_2 of the selection
circuit 570 shown in FIG. 90.
Due to this, a read judgment result signal S572

instructing disconnection is output through the selection

25 circuit 570 as the judgment result signal S560 to the switch



25 Further, when the judgnent circuit 635 generates a 192 judgnent result
signal S635a instructing connection, it generates a judgnent result signal
S635c instructing invalidity/disconnection and outputs this to the
selection circuit 636. 5 Further, whepn §gg judgnment circuit 635 generates
a judgment result signal S635a instructing disconnection, it generates a
judgnent result signal S635c instructing validity/connection and outputs
this to the seleeuitn56ti shawn $86FIGO BBkt her, when a function nodule in
the programnodule PM 1 is called up by a branch instruction included in

anot her function npsktiebpitige @i ¢iteulite56PUs884 e | BRI ettt buan of
the program nodule PM 1 shown in FIG 104 by the CPU 637, the judgnent

circuit_635 096éuéﬁd?méﬁgﬂfE&LtalﬁuéegUbttéiGH@'d§§§5ﬁan%&BHC%EB&e to
connection to the switch circuit 633 conditional on the instruction at the

head of h I f ' ' ' f is, wh
R hranch | nobRerEhe! HAG] LA, BRAUERoh, hEbeBbEhY Mlo®mbREEY SEXT (DL (AL
function nodule is bein

the head of each R &%%?e'ggﬁégé’rs?gﬁ lgglﬁ'qfe"(rj%’tj?scli}g’?‘? g:ﬁg(?ﬁ} mson
rel ease instruction of the first aspect of the invention) positioned at
it, the judgnekxceitdfilk deterping khe gopnaghtinn state betyegnsthsgemory
i nstructing connection to the switch 25 circuit 633 based on the unl ock
i nstruction us53| ahddeChUxdata bus 506 based on data defined in advance
in accordance with each program in accordance with a program
being executed by the CPU 552.

10 Therefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing
instructions and data of another application program stored
in the memory 553 and a high security can be obtained among
application programs even when the CPU 552 is executing a

15 plurality of application programs.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the
case was illustrated where the judgment circuit 560 stored

20 fetch access range defining data 584 1, fetch inter-AP call
relation defining data 585_1, read access range defining
data 584_2, read inter-AP call relation defining data 585_2,
write access range defining data 584_3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

25 it is also possible to use an IC card 558 storing such data



193 lock instruction (disconnection start instruction of the first aspect
of the invention) is executed. At this tine, as explained earlier, the
swtch circuit 634 is issued a judgnent result signal S635b instructing

di sconnection, 5 while the selection cirgg't 636 is issued a judgnent
result signal S635c instructing invalid é/aisconnection, SO0 a tenporary
halt of the operation of the CPU 637 by the debugger 661 or acquisition of

the CPU interivlassbaté énépyptedonsihngokeyhetnfbkina8ionr K.not possi bl e.
Therefore, the function 10 nodules FM1 to FM n shown in FIG 104 cannot be

accessed f rom therpray AUl Admuit RY3 R SHY Holdhanex ieynal

menory 660 or the debugger 661. Further,” when a function nodule in thé
program nodulge _PM 1 isS cC Ileg b he CPU 637 e uting_a_branech
st uctfon I TRTTEECT R RotRer PERVP FARn BHEPEAT P P0  RECoBRBeG Y, £
executing the programnodule PM 1 shown in FIG _ 104, when first fetching
an instructi @FRP¥he?8t Ehrorgk thasEPUcdpba Busi PPEnBRIaCOPMENALASION ( he
function nodule of that call destination, the judgment circuit 635 outputs
20 a j udgientcizcuwit H4gnaeadesthe fedchiactags Hangsndefining datai®B4 it ch
circuit 633. Further, in this case, the judgnent circuit 635, for exanple,
halts the opefetchintder-inp €L fedatnirorpdefdnimgpixtke 585NN exead marcess
processing. Wien the judgnment result signal S635c fromthe judgnment 25
circuit 635 ipghgat@ecinyayi daty/ 983CoNNeehHOIntbBCAP &841 relation

defining data 585_2, write access range defining data 584_3,

and write inter-AP call relation defining data 585_3 from

10 the IC card 558, and uses the same decrypted using a
predetermined decryption program 590 and key information
K.

Further, the present invention may store the above
decryption program in an encrypted state in the IC card 558,

15 read this through the communication circuit 504 and CPU data
bus 506 into the judgment circuit 560, decxrypt this by the
judgment circuit 560 using predetermined key information,
store the decrypted decryption program in the memory 553,
and have the judgment circuit 560 read and execute the

20 decryption program from the memory 553.

Further, in the above explained embodiment, the case
was shown of the CPU 552 outputting to the judgment circuit
560 an executing AP instructing signal S552b‘'and called AP

instructing signal S552c¢, but these signals may also be

25 generated, as shown in FIG. 101, by the judgment circuit



selection circuit 636 invalidates the HALT signal S66la input fromthe
debugger 661 (operation halt request of first aspect of the invention) and
does not output it to the CPU 637. Here, the HALT signal S66la is a signal
instructing a 5 tenporary halt to the opg ﬂelon of the CPU 637. Wen the
judgment result signal S635c fromthe ju é circuit'635 indicates

I nvalidity/di sconnection, the selection circuit 636 invalidates the CPU

i nternal statse0 mewitéeimgsthei Opol addbdbsabds BO7internal status rewite
10 request signal S661c input fromthe debugger 661 and does not out put

themto the CPU 637go}éién EdiSodithbhafternal status read request signal
S661b is a signal TorTegquestTg T or mati on shomﬁng the internal status

of the CPU 637. 15 he cP t u S
a signal for reques I a%%%a%gﬁg% gg%%b?ﬂa {1 &N s o&ﬁﬁﬁ§% %Eggﬁterng%F
status of the CPU 637 t he_ot her hand, when the | ment result signal
S635¢ fron1trﬁPJEE@n%%Fhc??ﬁu?£°5333PﬂﬁFEa?€st§ﬁ 2 °P Fopy/ connectlgn

the selection circuit 636 outputs the HALT signal S66la input fromthe
debugger 661 to t héFXPU 1EB7is \eviiewcof utheeronfigurationnaef 8635c from
the judgnent «circuit 635 indicates validity/connection, the selection 25
circuit 636 csédmidtondiete&P chipe6Bil oft ahuembedimenguest thelPpressngnal
S661b and CPU internal status rewite request signal

invention.

As shown in.FIG. 102, the semiconductor chip 631 has
an internal memory 632, switch circuit 633, switch circuit
16 634, judgment circuit 635, selection circuit 636, and CPU
637.
The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data bus 640.
15 The internal memory 632, judgment circuit 635, and
CPU 637 are connected to an address bus 641.
The internal memory 632, judgment circuit 635, and
CPU 637 are connected to a signal line 642.
Further, the internal memory 632 is further connected
200 to an internal data bus 643.
Further, the switch circuit 634 is further connected
through an external data bus 644 to an external memory 660.
Further, the selection circuit 636 is further
connected through an external data bus 645 to a debugger

25 661.



S661c i nput fromthe debugger 661 to the CPU 637. Further, the selection
~circuit 636 outputs the CPU internal status signal S637d input fromthe
CPU 637 in accordance with the 5 CPU internal status read request signal
S661b to the debugger 661. The CPU 637 ﬁ@%pqts t he address of the internal
menory 632 to the address bus 641 and instruction type instructing signal
S637a showi ng the type of the instruction being 10 executed to the signal
i ne 642 and i n accBedanpcthei semibendaeterpehipr 681proceaspondssiteg thiee

i nstructions and data of the programnodule PM 1 read fromthe internal

menory 632 theRieBnblieteW LEPGLECHE IeHB Fiad QE*Jeelet &£ biite Gdedui duier |
the CPU 637 outputs the address of the 15 external nenory 660 to the

ddress bus ¢ oaady' Beeh 1840 UEH Ve LRSS LA UL E SN SOHAL LA O

signal line 642 and” I'n accordance W e Sane performs processing usin
t he instruct'onsgggd datg of. the .program nodyl es .PM 2, PM 3 read romthe

external menotv"BeRE t D FF T th & IEoPRNC e  S156E1t20tha PTRFF TR MG L]) ¢
634, and CPU data bus 640. Wen a HALT signal S66la is input through the
sel ection 5 ci PMult ceBEepPaRfshEo (B LtRRErEshion o xmreaTting (3 RYRGTram
operation of the CPU 637. Further, when the CPU 637 receives as input a-CPU
25 internal sofit ther §agstegspectsiogniheSGddventionyglithehdnteld@l ety on
circuit 636 fromthe debugger 661, it outputs an internal status signal
S637d incl udi 8g2i 86etEBHbAASSBOWVRE storage circuit of the first aspect
of the invention, the CPU 637 corresponds to the processing
circuit of the first aspect of the invention, the switch
10 circuit 633 corresponds to the first connection switching
circuit of the first aspect of the invention, the switch
circuit 634 corresponds to the second connection switching
circuit of the first aspect of the invention, the judgment
circuit 635 corresponds to the connection control circuit
15 of the first aspect of the invention, the selection circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the external memory
660 corresponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
20 external apparatus of the first aspect of the invention.
Further, the signal line 642 corresponds to the third
transmission line of the first aspect of the invention, while
the address bus 641 corresponds to the fourth transmission

line of the first aspect of the invention.

25 Further, the judgment result signal S635a corresponds



the internal status in the CPU 637 designated by that signal S661b through
the selection circuit 636 to the debugger 661. 5 Further, when the CPU 637
receives as input a CPU internal status rewite request signal S661c
through the selection circuit 636 from debugger 661, it rewites the
i nformation showi ng the internal status he CPU 637 by the content

desi gnated by that signal S66l1c. Due to thIS 10 the operation of the CPU

637 i s controkbethby fikstdeconggel sGghallleE dm@gg&rstﬁakpw dfhecHdALT
signal S66la in accordance with the debuggi ng object to control the

operation of thenGEUn(SB%hen?ﬂa%ﬁéﬁtt PE=aPE’ i dian Be38le LS ot N 15

the internal status read request signal S661b and I nternal status signal
S637d, and cu?jlom 285 #\Ie (EPU 63 b 1 4 nterna 13 revvr ite

request signa anrp?es 5"?9?]?1% esr a?s%ﬁcgf’fta% rb%’d%ré‘t or
chip 631 wll be eh,ﬁl ai ned. 20 gFl rst Exa | e of Qper ati on] For exa

consi der the 2BSctRtdndoment s Bbﬁrs’(%?l é?ﬁ&t@‘fﬁeﬁm‘é“g%lt&f}‘ﬁnﬂ&?‘%wt
636 one of the HALT signal S66la, CPU internal status read request signal
S661b, and CPonkrpdr salnedaofs thewfirstr agrest oifgidle dayentizm.in this
case, when the CPU 637 accesses the internal - 197 nenory 632 through the
CPU data bus 640 anHiew 10B ibrauwview6Edr bkplatifinght¢het Boftwareh circuit
633 is in the connection state, due to the judgnment result signal S635c
fromthe configuration of the semiconductor chip 631 shown in FIG.
102.

In FIG. 103, the bottommost layer is the hardware layer,

10 that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a communication driver layer for controlling the

15 communication. The program of the communication driver layer
is usually stored in a nonvolatile memory.

Above the communication driver layer is an operating
system (OS) layer for providing the program forming the
foundation for the operation of the semiconductor chip 631.

20 The 0OS layer provides the highest application (AP) layer
with higher concept services compared with the lower layers.

Further, above the OS layer is an AP layer defining
the specific functions (services) realized by the

semiconductor chip 631. The AP layer has, for example,

25 application programs APl, AP2, and AP3 realized by the




judgment circuit 635, the selection circuit 636 beconmes the 5

I nvalidity/di sconnection state, and the selection circuit 636 does not

out put the HALT signal S66la, CPU internal status read request signa
S661b, and CPU internal status rewite _ rgﬂyQ§t signal S661c to the CPU
637. Therefore, the debugger 661 cannot g'cess the CPU 637 10 and cannot
access the internal nenory 632 either. On the other hand, when the CPU 637
i s not accesspirggrame modudiesa PMANTDPM @32 aridi@M i35, shawan i@ ey tI0R circui t
633 is in the disconnection state, due to the judgnment result signal S635c

from the judgnent cirheUidté3Ral oy} 630 QﬂoﬂésQiHé_?Pirb ReaaTESPM e
val idity/connection state, and the selection circuit 636 outputs the HALT

signal S661a, i I t r meguest. . si gnal 6 and CPU

i nt er nal sta?ggpgwr é'rlggleac?ﬁ'tgglt E’;rio&na: gg@'l%%%&t %‘2‘ 5:]%?'62#).3 Ther ef or e,

t he debugger 661 cap_nonitqr .and set the 20 qperation_of the CPU 637, but
Since the switch o POt 183315/ 8 Miepndon SxBIASELNG, thla COREIFMAL L 055

the internal nenory 632. [ Second Exanpl e of Qperation] For exanple,
consi der the e&s&hpheregrme modud®ey BM; 1.05 accessing the external nenory
660 through the switch circuit 198 - 634 and external data bus 644. In this
case, due to the judgnshbwnedsnl FIGi.ga84ds 3bHe5programSeddnlier @M tlheig udgnent
circuit 635 the switch circuit 634 and selection circuit 636 become the
connectl on st gbfiprised of a plurality of function modules. FIG. 104 shows
the case where it is comprised of n number of function modules
FM 1 to FM n.

10 As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to FM n is an unlock
instruction, while the tail instruction is ; lock
instruction.

Here, a lock instruction is an instruction instructing

15 a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instruction is an instruction
instructing the switch circuit 633 to switch to the

20 disconnection state.

The switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.
The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

25 signal S635a input from the judgment circuit 635.



5 but due to the judgnent result signal S635a, the switch circuit 633
becones the di sconnection state. Therefore, the internal nenory 632 cannot
be accessed fromthe external data buses 644 and 645. As expl ai ned above,
in the sem conductor chip 631, 10 when tjy internal nmermory 632 and the CPU
data bus 640 are in the connection state, external access fromthe
external data buses 644 and 645 is not allowed. Therefore, according to

t he sem conduct or cEhg 88itchj cirgupss€dhl stintervosed hetveen the @QPYgram
nmodule PM1 15 stored in the internal nmenory 632 fromillicit access from
out si de of thdatarbten®4d and kxterhhladatah&wf @4l .possible to maintain
the confidentiality of the programnodule PM 1. Further, according to the

sem conductor chip 883, skfech 8§p8a1ief 6§¥?&6£ QSO%igﬁ@rpaggr@éM@c@ei&PM 1

by the CPU 20 637 cannot be nonitored and analyze romthe outside.

Furt her, according to the sem cqQnductqr .chip 631, it _.is possible to event
a confidenti aP “BrogP&m &m“é‘eﬁ%ﬁf’“ f*’%&%%é’rﬂ?gaqlm &he fmtedr??%
program nodul es PM 2§% d. PM 3 stored . in the external nmenory 660. 25 Eighth

Enbodi nent® - $3§nath §03Pbs dPudnfdardhe iJudgrend, fhinmttt &% esponding to

the 20th and 21st asgects of the invention. FIG 105 is a view of the
configuration of th&hesindgmanticebrceit H3H pnifttans Ehgodddeassobushedl
present 5 invention.

and signal line 642. When the address signal output by the

CPU 637 to the address bus 641 indicates the address where
the program module PM 1 is stored in the internal memory

10 632, and the instruction type instructing signal S637a output
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing connection. In other cases, it generates a
judgment result signal S635a instructing disconnection.

15 | The judgment circuit 635 outputs the judgment result
signal S635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a
judgment result signal S635a instructing connection, it
generates a judgment result signal S635b instructing

20 disconnection and outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a
judgment result signal S635a instructing disconnection, it
generates a judgment result signal S635b instructing
connection and outputs this to the switch circuit 634.

25 Further, when the judgment circuit 635 generates a



As shown in FIG 105, the sem conductor chip 6131 has an
encryption/decryption circuit 6134, judgnent circuit 6135, selection
circuit 6136, and CPU 6137. The encryption/decryption circuit 6134 and CPU
6137 10 are connected to a CPU data bus 40. The judgnent circuit 6135
and CPU 6137 are connected to an address-Hus 6141. The judgnment circuit
6135 and CPU 6137 are connected to a signal line 6142. 15 Further, the
encrypti on/ deguyigtrenmt ciesulit sGAhvhl S638a titertmmtniany etbrineotiogdn Anit
external data bus 6144 to an external nmenory 6160 Further, the selection

circuit 6136 igenleHaltiyy a GRIMMMERY AU RhLX IR Oid Brdiisi 45 to a
debugger 20 6161. Note that in the sem conductor chip 6131 as well, the

sof t war e strug%%gﬁlgqg, df}éﬂﬂﬁeé?l %F%%ghkghk¥ @ﬁﬂk'@g tﬁﬁrﬁe%ﬁgﬁl?ﬁ

sem conduct or corresponds sem conduct or circu

second aspect qf th vention, 25 the external data bus 6144 corresponds
to the first SF&H* %tf%ﬁ%n1ssion line of the first aspect of the invention,
the external menory 6160 corresponds to the storage apparatus of the
second aspect of thEurihes,i yhen Ahepjsgigmento fiireuift)\ 685 genenatals ao t he
I nstruction for executing a program 5 of the second aspect of the

I nvention, thgudgmentt resudecsighadnSéBbauinstiGdtingrdipconsetbibhe 1t

generates a judgment result signal S635c instructing
validity/connection and outputs this to the selection
circuit 636.

10 Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function module being executed by the CPU 637 during
execution of the program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 outputs a judgment

15 result signal S635a instructing connection to the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch instruction designating the instruction at
the head of the called function module is being executed) .

20 As explained using FIG. 104, since the head of each
function module has an unlock instruction (disconnection
release instruction of the first aspect of the invention)
positioned at it, the judgment circuit 635 outputs a judgment
result signal S635a instructing connection to the switch

25 circuit 633 based on the unlock instruction until the next



encryption/decryption circuit of the second aspect of the invention, the
judgnent circuit 6135 corresponds to the <control circuit of the second
aspect of .the invention, the 10 selection circuit 6136 corresponds to the
selection circuit of the second aspect q%ﬁ%he i nvention, the CPU 6137
corresponds to the second conputation cir t, and the external data bus
6145 corresponds to the second transm ssion |ine of the second aspect of

t he i nventi onlotk Hinstirudtisrex(drswinnetiion Gt t\iinds thicetddmi e dthe As
shown in FIG 105, the external nenory 6160 stores the program nodul es PM

1, PM2, and B3t lafy Ry eRRAABH) id kd AN A€ LKiEs PEORL 2M

nodule PM 1 has confidentiality wll be illustrated. 20 The confidenti al

program nodul ¢ P i.s _engrypt,ed an st or.ed,i n_.the .ext al_nenory,6160.
The nonconfi dgr?t Mé‘%’laﬁfl()eéircégr%%r%&ﬁﬁ'e%hﬁmaéu}r%’ Iﬁ\?lz:’fur?% {Ejepe"n%rlyap?%%do? not .
FIG 106 is a view for tion of_the program nodul e

expl_ai ni,ng the-configura ]
PM 1. 25 As sﬁW#l@ﬁ%,sﬁ@%%m%mm disconnactiony i sed

of a plurality of function nodules. FIG 106 shows the case where it is
conpri sed of MWhidebsheoselantipnncipel bs636-Nsl isgupkl A judgnantnresultG
106, the heads of the function nodules 5 FM1 to FMn are set with ID -
nunber desi gnatignali 1$6@Swa tiinert ruddasiingn ditnwad itchictyt Ad irrodramiesc t ildre, | €0 nainber
designating instructions are not encrypted.
temporary halt of the operation of the CPU 637 by the debugger
661 or acquisition of the CPU internal status information
from the CPU 637 are not possible. Therefore, the function
10 modules FM 1 to FM n shown in FIG. 104 cannot be accessed
from the program modules PM 2 and PM 3 present in the external
memory 660 or the debugger 661.
Further, when a function module in the program module
PM 1 is called up by the CPU 637 executing a branch
15 instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction other than the
instruction positioned at the head of the function modﬁle
of that call destination, the judgment circuit 635 outputs
20 a judgment result signal S635a instructing disconnection
to the switch circuit 633. Further, in this case, the judgment
circuit 635, for example, halts the operation of the CPU
637 or performs predetermined error processing.

When the judgment result signal S635¢c from the judgment

25 circuit 635 indicates invalidity/disconnection, the



Here, an ID nunber is information for identifying a corresponding function
nodul e. As explained |ater, when the 10 encryption/decryption circuit 6134
decrypts the function nodules, it is used for specifying the key
information to be used for that decryptiqn. Further, at the tail ends of
the function nodules FM1 to FMn are placed instructions designating the
I D nunber 15 as 11#011 (instructions indicating that the follow ng

i nstructi ons delactivsecicgsit H3Ginval datastthenlBALPisddinallE661antipwt
nodul es, as shown in FIG 107, are encrypted in units of block data of

predet er m nedg@ahachéd Webudyer 661 D{dpdrdidich hale Fedde®t RF ki¥staddpdct 0 N
added 20 to them The encryption/decryption circuit 6134, for exanple,

encrypts the Lgn%}.'hogl_n@qwj%?.)sgﬂwndio%fgbg’t i gxflt\-_mt:.lrlﬁ t%lr %‘i{ei‘@gﬂ’dé%ﬁ PM 1

to be witten'in e extern menory as s in units

of predeterm ped bl ock . 25 AL thig tine, the encryption/decryption

i rburt 6124 Hesgy ShAcHBLE. siamals SRELAG i Bt SRR HRHF SEELAG s rat | on
and sets at the head of each function bl ock unencrypted (plain text) ID
nunber desi gnkerRgraARYt hadti &os thenrperation) ofddden AU 3 %-he | D nunber
for identifying the function 5 nodul es as explained earlier using FIG 106.
Furt her, the encrypthen/tlexjyudgmentcresult sGgdal §638c fivean thd juwdgiwente
key information table 6190 showmm in FIG 108 showi ng the |ID nunbers

desi gnat ed foeikbBaiktuBa6i AAdicates invalidity/disconnection, the

selection circuit 636 invalidates the CPU internal status
read request signal S66lb and CPU internal status rewrite

10 request signal S66lc input from the debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal S661b
is a signal for requesting information showing the internal
status of the CPU 637.

15 - The CPU internal status rewrite request signal S66lc
is a signal for requesting a rewrite of information showing
the internal status of the CPU 637.

On the other hand, when the judgment result signal

S635¢c from the judgment circuit 635 indicates

20 wvalidity/connection, the selection circuit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637.

When the judgment result signal S635c from the judgment
circuit 635 indicates validity/connection, the selection

25 circuit 636 outputs the CPU internal status read request



nodul es (key specifying informati on of the second aspect 10 of the

I nvention) and key information used for encrypting the function nodul es

| i nked together. Further, when the encryption /decryption circuit 6134
encrypts the block data, as shown in FIL.G 7, it generates parity data
for the bl ock data and stores that parity data 15 linked with the
correspondi ng block data in the external nenory 6160. At this tinme, the
encrypti on/ desigpailo866ilbcand CHI 34 tpamalastatpar rewrildbareguésttsidmwalum
total of the block data and parity data becomes a predeterm ned val ue.

Further, the _SBGM&D!‘LhP&/tdQﬁbﬁpthandébﬁégéi- 6834t80tRétCPWSe X By i ORER] | ON
for the function nodule input from the external nenory 6160 by V|emﬁng t he

key i nformati gl QQ' ct@#zi %%‘Mlé 38 %ut#%é‘%ﬂégcfb% %.:{‘]tf‘é%]ead O{%t%\ﬁgber

designated by the esignating 1nstruction at t

that  key | nf oP AR nts?%"én%??a? PR EBRCPETEYT AR adiothenen whm B8 i ne

above-nentioned bl ock data. Further, the encryption/decryption circuit
6134 decript SPPhinternal atat readiragnestigignaleSeelb tiakbe depugger
parity data corresponding to that function nodule. 5 At this tine, if .
judging it |legbli.mate, it outputs that decrypted data to the CPU 6137. On
the other hand, if judging it is not legitimate, it halts the operation of
the CPU 6137 or perharopu B routpilitacthardddrés®&E thadinbdeiRal hémoty t he

present enbodi nent, the data |ength
632 to the address bus 641 and instruction type instructing
signal S637a showing the type of the instruction being
10 executed to the signal line 642 and in accordance with the
same performs processing using the instructions and data
of the program module PM 1 read from the internal memory
632 through the switch circuit 633 and CPU data bus 640.
Further, the CPU 637 outputs the address of the
15 external memory 660 to the address bus 641 and the instruction
type instructing signal S637a to the signal line 642 and
in accordance with the same performs processing using the
instructions and data of the program modules PM 2, PM 3 read
from the external memory 660 through the external data bus
20 644, switch circuit 634, and CPU data bus 640.
When a HALT signal S66la is input through the selection
circuit 636 from the debugger 661, the CPU 637 halts the
operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

25 internal status read request signal S8661b through the



10 of the block data and the data length of the function nodule nmay be the
sane or different. The judgnent circuit 6135 generates a judgnent result
signal S6135 instructing invalidity/disconnection and outputs it to the
sel ection circuit 6136 when the CPU 6137 é%lls accessing (for exanple,
fetching) a confidential program nodule 1. Further, judgnent circuit
6135 generates a judgnent result signal S6135 |nstruct|ng

val i di ty/ conngelectiandcivouptit 636t fromt tive sidlarggenn 661 cuit dAit}fitvdeaam t he
CPU 6137 20 is not accessing (for exanple, fetching) a confidenti al

program nodul enbdkAal THEatidJsEghali $637d lcdudiny L foriit RS A BTN
I nstructions output by the CPU 6137 and fl ow ng over the address bus 6141

and signal |i Agh %gggqa f Qéé;
accessi ng theeg?(%nfﬁem nodul e P ?.'ﬁ {:ﬂg % geﬁg 8#9%%%%% I'gnal
S6135 fromth circuit 6135 ndlcate tyl sconne on,
the selectio séyg% Bihe gates t"8§ THESHA E‘Ié‘-&/&? gi‘ %1 from
t he debugger 6161 (operatlon halt request of 5 second aspect of the

i nvention)®> and doesFWEERSE: phent the CPHeséﬁLF8$S¥V°FbP§ ipputyHAl €PY gnal
S616la is a signal instructing to tenporarily halt the operation of the
CPU 6137. Witntenpalugdgatus rewglitesirgaues$csignploS66ic jthapmgh the)

circuit 6135 indicates invalidity/disconnection, the
selection circuit 636 from the debugger 661, it rewrites

the information showing the internal status of the CPU 637
by the content designated by that signal S66lc. Due to this,

10 the operation of the CPU 637 is controlled by the debugger
661.

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the operation
of the CPU 637, monitors the operation of the CPU 637 using

15 the internal status read request signal S66lb and internal
status signal S637d, and customizes the CPU 637 by the CPU
internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

20 [First Example of Operation]

For example, consider the case where the debugger 661
outputs to the selection circuit 636 one of the HALT signal
S66la, CPU internal status read request signal S661b, and
CPU internal status rewrite request signal Sé6lc.

25 In this case, when the CPU 637 accesses the internal



selection circuit 6136 invalidates the CPU internal status read request
signal S6161b and CPU internal status rewite request signal S6161c i nput
fromthe debugger 6161 and does not output themto the CPU 6137. 15 Here,
the CPU internal status read request SLng? _S6161b is a signal requesting
i nformati on show ng the internal status the CPU 6137. The CPU i nternal
status rewite request signal S6161c is a signal requesting rewite of the
i nformati on shemonyg 632 through cthal CRY adatsa ddus 64 0CCRIND B¥WA tdh ctilvewditther
hand, when the judgnment result signal S6135 fromthe judgnment circuit 6135

i ndi cates vassgi teHaORBE RSN thieSwSEER Hilr¥uitl 6351 ils $A36n& Wobier tildh
HALT signal S616la input fromthe debugger 6161 to the CPU 25 6137. - 205

When the jud t o8I | - ' ' | 5
mal cat os' valT o £y cainct?i A9 RAdHank PRERTE bIGARE"spaBel Chom HhE. o
I nt | stat d I | S6161b d CPU i |, st at It
equest si gnal SATRRIBICHTAILT S3 TR SABAGIBR BIBTULE T16 RORTRAS ARe

Further, the selection circuit 6136 outputs the CPU internal status
si gnal Sef37dinvmlidityddinecupection phaseeonntdnthensehectiencrdranidy nal
status read request signal S6161b to the debugger 6161. 10 The CPU 6137
out puts to the3addresssobimtpt] thadARiségnal@36Gle, CPUcimbérnahrrbatils0
and to the signal line 6142 an
read request signal S661b, and CPU internal status rewrite
request signal S66lc to the CPU 637.
Therefore, the debugger 661 cannot access the CPU 637
10 and cannot access the internal memory 632 either.
On the other hand, when the CPU 637 is not accessing
the internal memory 632, that is, when the switch circuit
633 is in the disconnection state, due to the judgment result
signal S635c from the judgment circuit 635, the selection
15 «circuit 636 becomes the validity/connection state, and the
selection circuit 636 outputs the HALT signal S66la, CPU
internal status read request signal S661lb, and CPU internal
status rewrite request signal S66lc to the CPU 637.
Therefore, the debugger 661 can monitor and set the
20 operation of the CPU 637, but since the switch circuit 633
is in the disconnection state, cannot access the internal
memory 632.
[Second Example of Operation]

For example, consider the case where the CPU 637 is

25 accessing the external memory 660 through the switch circuit



I nstruction type instructing signal S6137a showi ng the type of the

I nstruction being executed and, in accordance with the sanme, perforns
processi ng using instructions and data 15 of the program nodules PM 1, PM
2, and PM 3 read fromthe external menory 6160 t hrough the external data
bus 6144 ‘and encryption/decryption ci rcdi”® 6134. When the CPU 6137
receives as input the HALT signal S616la through the selection circuit
6136 from t he68ebugdecextan@lbdatahbusp@aat.i on of the CPU 6137 is halted.
Further, when CPU 6137 receives as input the CPU internal status read

request signal S616 h S | | | édygger
6161, it outputs t%g %ﬁ%%é'stagteugé’?%éngpdgg‘%%%d%egéﬁgd%%%%g?r mat | on

25 show ng the_i.n I t,us i.n & he U.6137.deskgnat ed by, -. 206 t hat
si gnal SGlGlbg?ﬁr%ﬁéﬁgt%%@e et iugt &nggﬁr‘f cgf§68§%' ﬁ*u% MEER S %“lé
Furt her, when gge CPU 6137, receiyes the qgﬁaintern | status rewite
request si gnaf3%63B4cSeLPEEYAN FLrSULECEF B Peerne (the cPRRFE I TtRte,
debugger 6161, it rewites the information show ng the internal status of
the CPU 6137 byt dnue &onthet Judgmgni: xe@swl ti sdgsadn§63SaLcthe mMwitchthi s,
t he operation of the CPU 6137 is controlled by the debugger 6161. 10 The
debugger 6161ciigenithe3dlAeconas theSdistanneeatioapstadtag Tietdforeputige Nng
object to control the operation of the CPU 6137, nonitors the operation of
t he internal memory 632 cannot be accessed from the external
data buses 644 and 645.

As explained above, in the semiconductor chip 631,

10 when the internal memory 632 and the CPU data bus 640 are
in the connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1

15 stored in the internal memory 632 from illicit access from
outside of the semiconductor chip 631 and therefore possible
to maintain the confidentiality of the program module PM 1.

Further, according to the semiconductor chip 631, the
process of execution of the program module PM 1 by the CPU

20 637 cannot be monitored and analyzed from the outside.

Further, according to the semiconductor chip 631, it
is possible to prevent a confidential program module PM 1
from being illicitly accessed from program modules PM 2 and

PM 3 stored in the external memory 660.

25 Eighth Embodiment




CPU 6137 using the internal status read request signal S6161b and internal
status signal S6137d, and custom zes the CPU 15 6137 by the CPU internal
status rewite request signal S6161c. Next, exanples of the operation of
the sem conductor chip shown in FIG 10344 || be explained. [First Exanple
of Operation) 20 In this exanple of operation, the case where the CPU 6137
wites into the external nenory 6160 data of the program nodule PM1 wll
be expl ai ned. The CPhegGid¥sent mniodimentr iscan arnbadimanh ddrerddpidondiiaigqyn bus
6140 to the encryption/decryption circuit 6134. 25 Further, the

encryption/ degpyRheOROEH! aHidl 26534 anpdlts SECHURL SnvdditWoni.e data, as
expl ained earlier, using key information corresponding to the function

nodul es in units ?%Ie[oggsdg%aaaggewﬁ%%ESFnggﬁ?gﬁg%?@gg hogh%h%%terna

data bus 6144 in e external nenory Intformation rel ating

to the key inforpatiqn .used. for encryption j.s added to the ke
nformat i on t ARPECoRIBGRoRh P, 1AL, SHoah’ apBprlimept ot ithe BrafRAK
circuit 6135 outputs a judgnent result signal S6135 showi ng 10
i nval i di ty¥ di ¥8¥®RELPPoN to the selection circuit 6136, and the HALT
signal S616la, CPU internal status read request signal S6161b, and CPU
i nternal status rewh8tshowruastFIG.gl85, thecsemiconductesnchip €b3kdamn
circuit 6136 are not out put

an encryption/decryption circuit 6134, judgment circuit 6135,

selection circuit 6136, and CPU 6137.
The encryption/decryption circuit 6134 and CPU 6137

10 are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected
to an address bus 6141.

The judgment circuit 6135 and CPU 6137 are connected
to a signal line 6142.

15 Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
external memory 6160

Further, the selection circuit 6136 is further
connected through an external data bus 6145 to a debugger

20 616l.

Note that in the semiconductor chip 6131 as well, the
software structure shown in FIG. 103 is similarly applied.
Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention,

25 the external data bus 6144 corresponds to the first




to the CPU 6137. 15 Further, since the wite data is not encrypted on the
external data bus 6144, even if the external data bus 6144 is illicitly
probed, the confidentiality of the program nodule PM1 is not |ost.

[ Second Exanple of Operation] 20 In this Séanple of operation, the case
where the CPU 6137 reads instructions of’dafa of the program nodul e PM 1
fromthe external nmenory 6160 will be explained. Due to a read instruction

i ssued by thetfRhisfiissgioni DEhé UsE ithes fairstahapatbt 6 e Grrarmbibn o tid 1
are read 25 fromthe designated address of the external nmenory 6160 and

208 output tggpEphal hﬁ_eﬁ&&:ﬁr B2bodab2rBepofidigsd £bo thgesto_rage apparatus
encryption/decryption circuit 6134. Further, the encryption/decryption

circuit 6134 yie E Y.l % [ t h shown_in Fl 108 .based
on 5 the IE)%ﬁngg? é §ﬁﬁgb§bp girgﬁngﬂ e?R §§?é§§fi%§°iﬁ§? Fé |gﬁ%§aeeﬂ
the head of e hlfunction d%%e I npyt gnd htains the key information
cor r espondi nggl o tFRAE TP o the ipgiructien for sxeqnting 3 program
circuit 6134 decrypts the instructions or data read fromthe external 10
menory 6160 uef nghenhaecraqd aspeekarfokhpninNpnsion,bitbek data and then
perfornms parity processing. Further, the parity processed data or -
i nstructi ons eaceyptipn/debropghonheiBuitiabi3dusotré8pbadsheoCRHe6137. At
this time, the judgnent circuit 6135 outputs a
encryption/decryption circuit of the second aspect of the
invention, the judgment circuit 6135 corresponds to the
control circuit of the second aspect of the invention, the

10 selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the
external data bus 6145 corresponds to the second transmission
line of the second aspect of the invention.

15 First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memory 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the present embodiment, the case where the program
module PM 1 has confidentiality will be illustrated.

20 The confidential program module PM 1 is encrypted and
stored in the external memory 6160. The nonconfidential
program modules PM 2 and PM 3 may be encrypted or not.

FIG. 106 is a view for explaining the configuration

of the program module PM 1.

25 As shown in FIG. 106, the program module PM 1 is



15 judgnent result signal S6135 indicating invalidity/disconnection to the
selection circuit 6136, and the HALT signal S616la, CPU internal status
read request signal S6161b, and CPU internal status rewite request signa
S6161c issued fromthe selection circuit 6136 are not output 20 to the CPU
6137. Further, since the wite data is notOkntrypted on the external data
bus 6144, even if the external data bus 6144 is illicitly probed, the

confidential i tdonfirtivedcTadmur@tity JBVElnkEiBAind@sies 2F . 90¥ 8hBRE

above, according to the sem conductor - 209 <chip 6131, even when storing a

confidenti al . P i ext ernal nory 616Q .out si de_of the
seni conduct or mﬁ?g%%‘?ﬁé‘ %%%m%g?}leg??f 8}*”*5%5 %f&&%%%ﬁﬂ? UbRe 1
can be hel d. ﬁ Tgat is,. when a conf idential programnodule PM1 stored in
t he external SEH%s accessed by the CPU 6137, the selection
circuit 6136 prohibits the debugger 6161 from comunicating with the CPU
6137, so it is possiis shesnpin¥dG. 10fe the beadsngf dthe fangtignamodudase PM
1 being executed 10 by the CPU 6137 frombeing illicitly nonitored by the
debugger 516FM Rutich®M, _nsaneesgmwith JDonesbergdésigratingeinfbimation
decrypting data and instructions read fromthe external nenory 6160, when

unsui tabl e keyesilgna®iingrties I athnsdrslS THE e HuibePa@sighefihge data
and instructions are
instructions are not encrypted.

Here, an ID number is information for identifying a

corresponding function module. As explained later, when the

10 encryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the key information to
be used for that decryption.

Further, at the tail ends of the function modules FM 1
to FM n are placed instructions designating the ID number

15 as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted).

The function modules, as shown in FIG. 107, are
encrypted in units of block data of predetermined data
lengths. The block data 1 to n have parity data 1 to n added

20 to them.

The encryption/decryption circuit 6134, for example,
encrypts the function modules shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of predetermined block data.

25 At this time, the encryption/decryption circuit 6134



destroyed or tanpered with, this can be detected by the parity processing
and suitably dealt with. The present invention is not limted to the above
expl ai ned enbodi nent. 20 For exanple, in the above expl ai ned enbodi nent,
the case was illustrated in which the key information table 6190 shown in
FIG 108, that is, the key information,” Q2held in the j udgnent circuit
6135, but it is also' possible to encrypt the key infornmation table 6190

and store it iemdryptBast dunaltieMblockl@@ing 4G kU%ningﬂﬂﬁﬂigﬁnEﬂahe
present enbodi nent is an enbodi nent corresponding to the 22nd to 24t

aspects of ! hadt &t ithe n¥adl or! BaenCFRANLIBA! bRbkNnBRERGBELNYSILIEN. |

& Vi ew Of the Al GQRRLauT 8] o 06, L6, cormu cati on Sysi em 701 of the
pr esent _enbodi e T, JUHHAR ] Ot PR AR Rk ERrRy S oY To1
o 3o SO S T, L 50 o B s
(secure apglication nodul e) unit 709 to conmuni cat e t hrough t he Intergﬁ:e
710 and pe? f ofRAUd@s AP lRines San) isr otslarg (FIgeskiéy for a proce
using the 1C card 703 (integrated circuit of the present 15 invention).
The SAM unit 709 (d&uztbeasseshenenamyptionydelcriyiption circuit 6134

generates and holds the key information table 6190 shown

in FIG. 108 showing the ID numbers designated for the function

modules (key specifying information of the second aspect

10 of the invention) and key information used for encrypting

the function modules linked together.

Further, when the encryption/decryption circuit 6134
encrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data

15 linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum total of the block
data and parity data becomes a predetermined value.

Further, the encryption/decryption circuit 6134

20 obtains key information for the function module input from
the external memory 6160 by viewing the key information table
6190 shown in FIG. 108 using as a key the ID number designated
by the ID number designating instruction at the head of that

function module. Further, the encryption/decryption circuit

25 6134 uses that key information to encrypt that function



present invention) has an external menmory 707 (storage circuit of the
present invention) and SAM chip 708 (sem conductor circuit of the present
i nvention). 20 The SAM chip 708, if necessary, transfers data with another
SAM chip 708a (other sem conductor circuif of the present invention) . The
SAM chi p '708a, for exanple, as shown inh %7110, is connected with _
anot her ASP server 719a different fromthe SAM chip 708 or, as shown in

FIG 111, 25 inodullweni eshits (O EfdEalhSrbaméneioddd BFotkedsed chip 708. -
211 - The configuration of the SAMchip 708a is basically the sane as the

SAM chi p 708. Next, H¥P it c_s_,_t}ﬁy\%, ' X | .. € ined. 5
[1C Carg 703] FIG 1Etldzlec|s a functei%ona Idorg/kd:él&& am%\?é}éﬁl tcgfr)%@m& As

or ovi ded wi t h SRS, Y Bredath ReSla: Sngn riileds Thes Lesthbmacyn
Cervi ce bus néds AR PRI o ISR STDISRANGinE P HYARE SEFAPELORUBPAES .
715 2, and a storage area 755 3 used by a service 15 business 7153.
Further, the Adndhis7soima orif judging o tuskeyibimatedgli hgoutpatsesbati ght
to the storage area 7551, key data .
decrypted data to the CPU 6137. On the other hand, if judging
it is not legitimate, it halts the operation of the CPU 6137
or performs predetermined error processing.
Note that, in the present embodiment, the data length
10 of the block data and the data length of the function module
may be the same or different.
The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
15 is accessing (for example, fetching) a confidential program
module PM 1.
Further, judgment circuit 6135 generates a judgment
result signal S6135 instructing validity/connection and
outputs it to the selection circuit 6136 when the CPU 6137
20 is not accessing (for example, fetching) a confidential
program module PM 1.
The judgment circuit 6135 monitors the addresses and
instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on the same,

25 judges if the CPU 6137 is accessing the program module PM 1.



used for judging an access right to the storage area 7552, and key data
used for judging an access right to the storage 20 area 755 3. That key
data is used for nmutual authentication, data encryption and decryption,
etc. Further, the menory 750 stores |dent|f|cat|on i nformation of the IC
card 703 -or user of the IC card 703. Nex#%4the SAMunit 709 will be
explained in detail. 25 The SAM unit 709, as explained earlier, has an

external - 212 nmemphéen’fie (Sldymdfc EhEﬁE!'ttsﬁnﬁf'QGEngsfP&m ﬁ@ﬁf%@ﬁh%nd

SAM chip 708 (sen1conductor circuit of the present I nvent | twar e
ng: : gﬂi:t : 82 as <’%ﬁhown | n7%%{€1§ %MJFC] &Pt ﬂ'—‘?h%ésmtﬁh‘zel f%%:am%iﬂe/l chip 708
o5 1 ayer, | owdriirhen St Wi A han ?%y*e’?endi'l_glvt‘ eiqnal oelolane
| ower handler | ayer |nclude a driver layer. Here, in the AP | ayer,
appl i cati on pAd@udnEzem thenmebugger B (epardtion drakt cyequesbfofhe
present invention) defining procedures for use of the IC card 703 by
credit 15 tar decomshrisyeal off Hite birsieretsicns) 7ihd ,ddds ot adwitpd©3itSsBewn
in FIG 109 are read out and run fromthe external nenory 707. In the AP
l'ayer, the apphlec WEWBIZ OIS Athle HALT signal S616la is a signal
instructing to temporarily halt the operation of the CPU
6137.
When the judgment result signal S6135 from the judgment
10 circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S6161lc input from the debugger 6161 and does
not output them to the CPU 6137.
15 Here, the CPU internal status read request signal
56161b is a signal requesting information showing the
internal status of the CPU 6137.
The CPU internal status rewrite request signal S616lc
is a signal requesting rewrite of the information showing
20 the internal status of the CPU 6137.
On the other hand, when the judgment result signal
S6135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the

HALT signal S6l16la input from the debugger 6161 to the CPU

25 6137.



and AP -3 and the higher handler |ayer are provided between 20 themwth
firewalls FW [External Menory 707] FIG 115 is a view for explaining the
storage areas of the external nmenory 707. As shown in FIG 115, the
storage areas of the external 25 menory 707 include an AP storage area
72201 in which the 213 application prograprﬁAP 1 of the service business
7151 is stored, an AP storage area 7220 _2 in which the application

program AP -2 of t hewIedn \thel REShERE Teblid bSqih P ¥t 3R BroARE @{tea
72203 in which the appli catglez(')n program AP - 3 g of the service %g s

715 3 is stor t area 7221 u .
manager of th:%AﬂFgﬁ%I%Sm&%ggg%p ?‘;f:gé ?3@?5?271"3\13' %ﬁgt 5%&8°§&°t“he
AP storage area. 7220 alater | ained plurality o

appl i cati on el EhERt: an’Z:"é\ngg{;B‘é?a %ﬁu?%g b\‘t?ﬁgaf)r §§§ﬁPs ¥oafd Yeruest) .
Access to the AP stor e area 72201 is restricted by the firewall FW1l. The
appl i cation prsb’gq 61b; apALPY intarnad statugerewrite xEXN®L s sigmadi sed
of a later explained pl uraI ity of application elenent data APE. Access to

the AP stofageS@k@le input22e6mi the debuiggesd6bgl tte ther ePBl61FW Further,
application program AP -3 stored in the AP storage area 7220_3 is

conprised of aHetsesl sueplcn neckdlit A13¢/ Rftpudiddltheatipdn i 8lkgiRal g%&%uéPE

Access to the AP storage area 7220 3 is restricted by the firewal |l FW
signal S6137d input from the CPU 6137 in accordance with
the CPU internal status read request signal S6161b to the
debugger 6161.

10 The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordance with
the same, performs processing using instructions and data

15 of the program modules PM 1, PM 2, and PM 3 read from the
external memory 6160 through the external data bus 6144 and
encryption/decryption circuit 6134.

When the CPU 6137 receives as input the HALT signal
S616la through the selection circuit 6136 from the debugger

20 6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU
internal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs

the internal status signal S6137d including information

25 showing the internal status in the CPU 6137 designated by



20 In the present enbodi ment, the application elenent data APE is the

m ni mum unit downl oaded for exanple from outside of the SAMunit 709 to
the external nmenory 707. The nunber of application el enment data APE

form ng each application program can be f?ﬁﬁly determ ned by the 25
correspondi ng service business. - 214 Fu t he application prograns AP
1, AP-2, and AP_3 stored in the external menory 707 are scranbled. They
are descranbl thatheignahdS6h6tbt hbrSidhchhe F8RecEiohheirculiie spplsi @ati on
prograns AP 1, AP 2, and AP -3 5 are, for exanple, produced by the service
busi nesses 715&he &éﬁmggeand]_ai5_3 usi ng the personal conputers 7161,

716 2, and 7163 shown in FIG 109 and downl oaded through the SAM chip 708

to the external nme e I 1,90, proar AP 2, -and
AP.3 10 will be exp algnkgg W? }Pa C%Qgrdel%z é:eor?g 0 %g\%eégb’l#&&ﬁ‘&&
prograns for service bu5| ness in the SAM_The applicati on progranms AP
1, AP 2, and A‘%%t UT R HES (RRULY shgnat §f16] o thxopgh dhejged om
FIG 15 116, each conprised identification data AP ID for identifyi ng the
appl i cati oA pr"o’g:;‘F‘:';ﬁ‘]‘l-‘;"—\rgll"P 135t eropethedebuggay 616t nikibsewsiterethppl i cation
el ement data APE included in that application program and one or nore:
appl i cation eligormation stowing the irdetndl cettdtors dft £héP CPD i6135ebyt 0
be different

the content designated by the signal S616lc. Due to this,
the operation of the CPU 6137 is controlled by the debugger
6161.

10 The debugger 6161 uses the HALT signal S6l6la
corresponding to the debugging object to control the
operation of the CPU 6137, monitors the operation of the
CPU 6137 using the internal status read request signal $6161b
and internal status signal S6137d, and customizes the CPU

15 6137 by the CPU internal status rewrite request signal
S6lé6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.
[First Example of Operation]

20 In this example of operation, the case where the CPU
6137 writes into the external memory 6160 data of the program
module PM 1 will be explained.

The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

25 Further, the encryption/decryption circuit 6134



for each service business. As shown in FIG 116, the application el enent
data APE is conprised of data APE-SIZE show ng the data size of that
application elenment data APE, identification data 25 APE-I1D for identifying
that application el ement data APE, - 215 nd the data proper APE PL.

Here, the identification data APE ID is c%nzri sed of data APE TYPE show ng
the type of the application elenment data APE and the data I NS NUM show ng
the identificaneryptautverwiibstdate,  agnéxplabhednearbber) agih§ckey
application elenent data APE within that type. The data INS NUMis managed

by the end useinfcufiatLen st fesSondinly td& Whe XAt onVieauas éﬁphh‘i%' on
el enent data APE is the file systemconfiguration, the data APE TYPE

becomes 10 "Zf #bdiaadal _ﬁnh'\%g@g%gfﬁg%e Y roﬁ#}& tt%(?t Qkiﬂggalt Hg 32

SAM it is possible to specify t cation

unanbi guousl y 4deptificati on ta APE | he external nenory 707
shown in FIG é‘itores t’ﬁhe ‘i’fst %%?Q’n 6 pplication prograns AP
(AP-1, AP-2, and AP_3) encrypted by t he encryptlon kei/' data K AP outside of
the SAM unPt 709 as EWrFheR iaforgiatiasy ek ipp kegsinfermatiept i on

key data K AP, encryption key data differing for each application program
is used. 20 Naaed fpr the@nadyrtieomppl added do thereey infoamdREoretpbliened
using FIG 116 will be explained. FIG 117 is a view showi ng an exanpl e of
t he applicati @190 shown in FIG. 108. '

At this time, the judgment circuit 6135 outputs a
judgment result signal S6135 showing

10 invalidity/disconnection to the selection circuit 6136, and
the HALT signal S6l6la, CPU internal status read request
signal S6161b, and CPU internal status rewrite request signal
S6161c issued from the selection circuit 6136 are not output
to the CPU 6137.

15 Further, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

20 In this example of operation, the case where the CPU
6137 reads instructions or data of the program module PM 1
from the external memory 6160 will be explained.

Due to a read instruction issued by the CPU 6137,
instructions or data of the program module PM 1 are read

25  from the designated address of the external memory 6160 and



el ement data APE stored in one AP area. As shown in FIG 117, the AP area
stores card access 25 key data, file systemconfiguration data, SAM nutual
216 authentication key data, inter-SAM key package key data, |C card
operation nmacro command script program (processing routine data of the
present invention), a menory division ke Oﬁatkage, area registration key
package, area deletion 5 key package, service registration key package,

service del etdutpuieytipeokgiyethansk i £F 04 €8 koY €848 £oABReas the
application elenment data APE. Next, the application el enent data APE shown

in FIG 117 iddrse £} dbdifbtilbh Ot £C6£54 Key Data The card access
key data is the key data use or a read or wite operation with respect

to the menory 750 of_, the IC,card 703., Fur %er, key data to be viewed by
the later explained ¢ ceaﬁ’dtg'ﬁe?'é?mtﬁﬁﬁ SCHREHAR KATGH G BFAaieys s
al so included in the sane type of application elenent data APE as the card
access key dattr® &Y |hErmatien $abie £19% shewn The FIGe 198tkased on
configuration data, for exanple, includes |og data, negative data, and
genre data® 20-hEhéD| numbershews by thenil ewkkier dbstigealtingoiysetuctienof
the application elenent data APE, the negative data is for exanple .
expiration infsetnet dtheothdadw dfC exfohl, Fridkidhan@il e Did@t | Sndl O6pEX2RRB! €
the record of execution at
the key information corresponding to that ID number.
Further, the encryption/decryption circuit 6134
decrypts the instructions or data read from the external
10 memory 6160 using that key information in units of block
data and then performs parity processing.
Further, the parity processed data or instructions
are output through the CPU data bus 6140 to the CPU 6137.
At this time, the judgment circuit 6135 outputs a
15 Jjudgment result signal S6135 indicating
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signal S6161b, and CPU internal status rewrite request signal
S616lc issued from the selection circuit 6136 are not output
20 to the CPU 6137,
Further, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of ‘the program

module PM 1 is not lost.

25 As explained above, according to the semiconductor




the SAM 25 For exanple, the file systemconfiguration selects 217 the
type of the file access (record key designation sort ring) and, if a
record key, sets the record size, nunber of records as a whole, record
signature version, record signature nethod type, record data size, and
record signature 5 key. Further, when w'ri%(??lg'data fromthe outside in the
file system it designates whether to performthe signature verification
etc. Here, a 'oheigoéd31,s eiviem whenTetonting af coﬂfiaéﬂﬂiaigﬁkagrﬁfn hbhgidat a.
0 SAM Mutual Authentication Key Data 10 This is al so used for mnutual

aut hent i cal | oiesbel wacan dfrddl Wdfor3B180NbudiEaSUY Ty abnPULAGRLESR! | ON

key data is key™fata used when accesSing the correspondi ng application
el ement datadél?g(f angt her %3‘ | n the sane or_anot her SAM 15 o
| nt er - SAM Key Pa aégle e;r}:qﬁeccl’n ’e#e-we]ﬁev @1@@% BERETam dpedybei Bl _key
data used when exchangi ng card access key data or other data af ter
i nt er - SAM nut G2n A% cation. o IC Card Operation Macro Command Scri pt
Program 20 The I1C card operation macro comand script program is
generated by the selhiadeipudihessa danfsldendricakipsogirbmsnoduibe ®Midr sbbred
processing relating to the IC card 703 or transactions with the ASP server
719. The | C Cdnd theereattiernal asnbmo BB S ddie sHa Y tife SCPUi g18He SAM
unit 709,
the selection circuit 6136 prohibits the debugger 6161 from
communicating with the CPU 6137, so it is possible to prevent
the processing of the program module PM 1 being executed
10 by the CPU 6137 frombeing illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from the external
memory 6160, when unsuitable key information is used for

15 the decryption or when the data and instructions are
destroyed or tampered with, this can be detected by the parity
processing and suitably dealt with.

The present invention is not limited to the above
explained embodiment.

20 For example, in the above explained embodiment, the
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment circuit 6135, but it is also possible to
encrypt the key information table 6190 and store it in the

25 external memory 6160.



25 then anal yzed by the SAM chip 708, whereby the corresponding 218 - IC
card entity data is generated. o Menory Division Key Package The nenory
di vi si on key package is data used for dividing the storage areas of the
external menory 707 or 5 nenory of the 1C card 703 before a service

busi ness starts to run a service using‘t%%olt:card 703. 0 Area

Regi strati on Key Package The area registration key package is data used
when perform ng ar gE Nt Exbctdinght N a storage area of the nmenory 10 of
the 1C card 703 before a Service business starts running a service using

e Ger o n03. 0 P Pebgh lnt 51 Rk ALP ol URBEHThelE CLELL BB alhE

area del etion key package 1s a package can e autonatrca

enerated in the SAMJfJom.,th rd access 5 key, data., o Service

gRegi stration K& %%tJMt%g{éﬁhﬁﬂﬁﬂc“r sheitventi®ration key
package is used for _registering application elenment data APE of the
external nenory 70#@5&0#@%@%&;@%@ s pregent rinventicon 2@ill
service using the I1C card 703. The service registration key package is a
package whb chbecsxpiained mettic atdfermmms dtectlia atimadidd fdoawings. access
key data. o Service Del etion Key Package (Internal Ceneration) 25 The .
service del etion keyIigachage iiss alviéw f dHeLldvikall configuration of

the communication system 701 of the present embodiment.

As shown in FIG. 109, the communication system 701
uses the server 702, IC card 703, card reader/writer 704,

10 personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit 709
to communicate through the Internet 710 and perform
.settlement processing or other processing for a procedure
using the IC card 703 (integrated circuit of the present

15 invention).

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
circuit of the present invention) and SAM chip 708
(semiconductor circuit of the present invention).

20 The SAM chip 708, if necessary, transfers data with
another SAM chip 708a (other semiconductor circuit of the
present invention). The SAM chip 708a, for example, as shown
in FIG. 110, is connected with another ASP server 719a
different from the SAM chip 708 or, as shown in FIG. 111,

25 is connected to the same ASP server 719 as the SAM chip 708.



- 219 application elenent data APE registered in the external nenory 707.
The service del etion key package is a package which can be automatically
generated in the SAMfromcard access 5 key data. o Key Data K APE The key
data K-APE is used as an encryption key \%f setting the application

el ement data APE. Different key data KAl s” assigned for setting
application elenent data APE 10 for every AP area. Next, the above

explained |1 C card ofTeatdonfigantaticro e the SANMIcHIP 7GR (1€ rasséd Elyal so
referred to as a script progran) will be explained in detail. The script

brogram i s a Rgikid As dald NN diRuaPRld calion programs AP-1, AP 2, and
AP-3 of the service business 7151, 7152, and 7153 running on the SAM chip

708 and procedures 0G8SSi N erfqrmed by the Cc 70 en
executing the appli éﬁaatx%nctg'reogﬁ%ré’.nﬁnn % ﬁg‘%%tﬁé%mmﬂﬁﬁ \é\ge expl ai ned

| ater, as shown 20 in FIG 118, the SAM chip 708 perforns processi ng based
on the scri p®XPIHRYt task 769 and script interpretation task 770 and
generates fromthe AP managenent table data and script programthe |IC card
entity tenpl ate dat dIP3®ard i1t data bl ock 731X1, output data bl ock
732X2, | og data bl ock 733x3, 25 and conputation defining data bl ock 734x4
used for - 220 FIG. 112 is a functional block diagram of an IC card

703.

As shown in FIG. 112, the IC card 703 has an IC

(integrated circuit) 703a provided with a memory 750 and
10 CPU 751.

The memory 750, as shown in FIG. 113, has a storage
area 755 1 used by a credit card company or other service
business 715_1, a storage area 755_2 used by a service
business 715_2, and a storage area 755 3 used by a service

15 business 715_3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755_1, key data
used for judging an access right to the storage area 755_2,
and key data used for judging an access right to the storage

20 area 755_3. That key data is used for mutual authentication,
data encryption and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

25 The SAM unit 709, as explained earlier, has an external




procedures relating to the service businesses 7151, 715 2, and 715 3 FIG
119 is a view for explaining the coonmands used for describing the IC card
operation macro conmmand script 5 prograns. In the connands, commands for
the SAM chip 708 itself are given the fl:é];# letter "S", while commands
relating to operation of the I1C card 70 e gi ven the first letter "C'.
Further, the second letter is selectively used in 10 accordance wth the
application. memaayariile, (ftorage ichumrit sof tthy peesanttinventidéhp hfdcard
703, it is "I", for a declaration of the application elenment APE (service
type el ement siaclcligl i708 , (démidondtictd P cir&i P! OF reRdl gegsanation from
the ICcard 703, it is "R', for a sinple 15 wite declaration to the IC
card 703, it i%v‘NE;&HF’for an application el ement data APE conputation
definition, it is " F" The comands used for describing the script
progranms 721 1, 72 nd 723?5’3 .ncl uﬂe the SC cormand SQ command, 20 Sl
command, SL connand n FRIR1 7O%R command, and
CW command. The SC connand is a onnand declarlng t he nunber of the

maxi mum nuiber of | EheaSAMe ehip, 7(9& Ramithe 9ol yave nqriimeratirpratess
si mul t aneously. 25 When the SAM chip 708 can sinul taneously process 1000 -
221 sets of isbowa dne@LG.y Idk.a, "SC 1000" is descri bed.

As shown in FIG. 114, the SAM chip 708 has, from the
bottom layer toward the top layer, an HW (hardware) layer,
OS layer, lqwer handler layer, higher handler layer and AP
10 layer.
The lower handler layer include a driver layer.
Here, in the AP layer, application programs AP 1, AP 2,
and.AP_3 (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
15 card companies or other businesses 715 1, 715_2, and 715_3
shown in FIG. 109 are read out and run from the external
memory 707.
In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
200 them with firewalls FW.
[External Memory °707]
FIG. 115 is a view for explaining the storage areas
.of the external memory 707.
As shown in FIG. 115, the storage areas of the external

25 memory 707 include an AP storage area 7220 _1 in which the




The SO command is a conmand for declaring the data block for formng the
out put data block 732x2 in which the data read fromthe I1C card 703 w ||
be stored anong the data 5 bl ocks provided in the SAM chip 708 when
perform ng processing using the IC card 703 based on the | ater expl ai ned

| C card entity data. For exanple, when theldata blocks 1 to 10 are

provi ded, when storing the data read fromthe IC card 703 in the data 10

bl ock 1, "SO Hpplsiakesioon herbgriame & T wiotkh | SedvLO6TBESihess degsaii ig t he
data block for formng the input data block 731 xI in which the Tata to

be witten ing / ' th C ' in
t he SlAM chi Ip 7(#8}& V\d/nfn(%{aﬁpo?%idr% g%tSQ%r% %cgg? Pgré Egl ‘ﬁgi‘{’ﬁem{% @?gig%ggggsed

on the later ?gg [_.ne _IE?C rd entity. data. For e le,. when the data

bl ocks 1 to 1 arg?agnr% ecf’,Ctat °en“s’i‘%’r‘f?1d°'{°rfé‘%%ﬁ m—%e"%?ﬁ’éﬂdina{‘he | C
card 703 in the data blocks 2. 3, "Sl:2, 3" is described. 20 The SL
command i s a &nERYT2E82ReR 1430 dimcwhirch the spplicatien progrem AR: 3

bl ock 733x3 for_ storing the log data relating to an operation anong the
dat a bl ock® prodvthemervigeabugivess p1508 ithetoped,,oandran pPasassyagenti ng
the 1C card 703 based on the |ater explained IC card entity data. 25 For
exanpl e, when sttoeradet arela0d2211 usedlByathephanagaes of €88 smlesnhgpondagy t he
|l og data in the data block 4, "SL:4" is described.

The application program AP_1 stored in the AP storage
area 7220_1 is comprised of a later explained plurality of
application element data APE (data modules of the present

10 invention). Access to the AP storage area 7220 1 is
restricted by the firewall FW_1.

The application program AP_2 stored in the AP storage
area 7220_2 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area

15 7220 _2 is restricted by the firewall FW_1.

The application program AP _3 stored in the AP storage
area 7220_3 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220_3 is restricted by the firewall FW_1.

20 In the present embodiment, the application element
data APE is the minimum unit downloaded for example from
outside of the SAM unit 709 to the external memory 707. The
number of application element data APE forming each

application program can be freely determined by the

25 corresponding service business.



The SF command is a conmand for providing the data block formng the
conput ation defining data bl ock 734x4 5 describing the definition of the
rel ati on between the application elenment data APE relating to the IC card
703. The content of the conputation def :jﬂeﬂg data bl ock 734x4 becones the
pre-processing information of the IC car tity data. 10 The Cl conmand is
a command for declaring the issuer of the I1C card 703 (service business).
The data speci fyi ng Furtheer,vitbe dppsl imstickeprogd-adis Aphe , Ap comamaiabegones
the 1C card type information of the 1C card entity dafa. 15 The CS cGmmand

is a command fstoxre il i tige SdtdEPdIE Ghdmo AP ET ¢ | £Fe Of @a,?g gl f
services to the I1C card 703 by citing th@pname APE ?\I 0 'ﬁle a%%? caffon

el ement data A cdes@ide Sl dlf NS ehd eSO, Can al so decl are

a function defining processing anong application " 20 data APE
SRR T DR SO
designating information of the 1C card entity data and 25 processing order
i nfor mati on aP¥edefernPXaBPlezPraducek ki ke geawicer bysinessese7U5t &, r ead
fromthe 1C card 703 in a designated data bl ock when the relation anong
appl i cation ed%e?, dnda7hPE3iwsimg thef pesdonalecofifuters 716_1, 716 2,
and 716_3 shown in FIG. 109 and downloaded throﬁgh the SAM
chip 708 to the external memory 707.
Next, the application programs AP_1, AP 2, and AP_3
10 will be explained in detail.
There are one or more application programs for each
service business in the SAM.
The application programs AP_1, AP_2, and AP_3
(hereinafter also referred to as AP) #re, as shown in FIG.
15 116, each comprised identification data AP_ID for
identifying the application program AP, data APE NUM showing
the number of the application element data APE included in
that application program, and one or more application element
data APE.
20 The identification data AP_ID is set to be different
for each service business.
As shown in FIG. 116, the application element data
APE is comprised of data APE_SIZE showing the data size of

that application element data APE, identification data

25 APE_ID for identifying that application element data APE,




command i s not described). 5 For exanple, when storing the data read from
the IC card 703 in the data block 1, "CR SO |="Rc"" is described. The CW
command declares to wite data stored in a designated data block to the IC
card 703 when the relation anong appli ca%ign el enent data APE is not
defined. 10 For exanple, when witing dat tored in the data block 2 in
the 1C card 703, "CWSI:2="W"" is described. The CF command decl ares the
data bl ock foramtbstheé bap poopart AAPRIPLONt ent spanni ng services. For

exanpl e, when describing conputation content 15 spanning services in the SF

data block 1, CF : Geyd;UMReSHdehtifizalass datd AEEr 4T EBﬁp:?EsQat af
bl ock 1 has descrl bed init, for exarrple F1"We" =1 f "W:"

("W"-10; "Wi'gadl aPE e i pres gjr_] rat|

20 of subtract |ang 102fgromthgem\>/‘) %V@%en t ’h??i d
services W is,|ar t hap 10 apd addln nunber of poi nts correspon I ng
to 8%of W ad® *lﬂrgﬁe‘rﬁ R)’e‘P %}%t‘g‘tﬁol x3howing (the ideptifieathenap
nmanagenent st or age 25 area 7221 of the external menory 707 shown in FIG
115 will -222& Lljngtanse idendd fiigationapumbexjensnthet apngecateannzl

Is restricted by the firewall EW4. Note that, the firewall EW4
corresponds t@lement data APE within that type. The data INS NUM is managed

by the end user (service business) side.
For example, when the application element data APE
is the file system configuration, the data APE TYPE becomes
10 "2" and the data INS NUM becomes "1". Due to this, if the
same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the
15 above explained application programs AP (AP_1, AP 2, and
AP_3) encrypted by the encryption key data K AP outside of
the SAM unit 709 as the application program package APP.
As the encryption key data K AP, encryption key data
differing for each application program is used.
20 Next, the types of the application element data APE
explained using FIG. 116 will be explained.
FIG. 117 is a view showing an example of the application
element data APE stored in one AP area.
As shown in FIG. 117, the AP area stores card access

25 key data, file system configuration data, SAM mutual



5 firewall FWshown in FIG 114. FIG 120 is a view for explaining details
of the data stored in the AP managenent storage area 722. The AP
managenent storage area 7221, as shown in FIG 120, stores the AP
managenent table data 7300_1, 73002, J:;lgd 73003 (managenent data of the
present invention) and the APP tabl e data 101, 73102, and 73103 (usage
allowi ng data of the present invention). Here, the AP managenent table data
73001, 73002, awemiggostion kewr d@lﬁhtahheeﬂasmﬂaéﬁjpaaﬁa& kéﬁddiéé 3 15
are for exarrple preregi stered at the tinme of setup of the SAM chip 70

Further, the AR waneljepariatish maddcicédahd s&3902. pﬁBQrZﬁoQﬁrQBQSLEﬁ?A‘PP
tabl e data 73101, 73102, and 7310-can be rewitten onl the manage

the SAM chip ré¥tindd dm,%ﬁ:-r@{@ ‘%lf@% 730 3002,..and. 73003
are defined for each appl i cation pr ogr am Z%l ur %‘) jmerg\?’fytgﬂ’t sH8ka

73101, 73102, are defined for, each SAM nytual authentication key
data. FIG 1 £3 v%eev(/ ereaexrpﬁga’!%tr%t n@'rﬁé@’&% tazea delatiany
73001. The_AP mana enent table data 73002 and - 225 7300_3 have the sane
format as theX P&?%@?ent’%‘éﬂl"@ Fagistration key ipagkage Fl®redde |t

shows the identification data APE_ID, internal/external designating data
IEl, 5 identi Aedetion kavaPsalrgs, avdrAR iemnimre deyo dakal R, , APEyas the

application element data APE.

Next, the application element data APE shown in FIG.
117 will be explained.

10 o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the later
explained IC card operation macro command script program

15 is also included in the same type of application element
data APE as the card access key data.

o File System Configuration Data
The file system configuration data, for example,
includes log data, negative data, and genre data.

20 : The log data is for ekample data of the history of
use of the application element data APE, the negative data
is for example expiration information of the IC card, and
the genre data is for example the record of execution at

the SAM.

25 For example, the file system configuration selects



data K CARDA (second key data of the present invention), key data K SAM
(first key data of the present invention), data SET APP, data FLAG | P, and
data FLAG STR | i nked together for each of the nane APE -N of the viewed
application elenment 10 data APE used in tgf | C card operation macro comrand
script program The nane APE N of the ap fcation el enent data APE is the
name assigned to the service (application elenent data APE) provided by

the applicati drthertgpandf théefibs vaceedd PrécoLdSkSy /dddigiabidn 388t
715 3. The name APE Nis an identifier viewed instead of the service

nunber of the rﬁﬁj)\/i&ﬁi)ﬂ/ﬂiﬁfhtf@c@mm&ﬂiQé‘thQHéaP%%ér8a§£zéer¥hf&Bter
I catl on

busi ness can use. Here, the identification data APE ID 1s Tdenfi
20 data of trm%fﬂ%%ééfﬁ; d PE. The jnternal/external
desi gnating data i's gin? %S‘ﬁ?ﬁ?' ???é?%nﬁ%‘ﬁ B BeYRERRRheTREPTEhe APE
exi sts as an entit%l!é&ir nt %Lnals desi nati%% or, whether reference is made
from anot her SAFAX Rethadst¥pRe FEFPrddat 8izes nand iregqrshsignateam | D
is identification data 226 of the SAMat the other party transferring data
when the SAVKEY pFrgshes,puhenrwribing statss firgm thatowyside timtthe file
application elenment data APE. FIG 122 is a view for explaining the SAMID.
5 The SAM | D isystemyt aist clesiagra tewl wiastleer obs quérHérm athet sIgaLteai | ar to
a TCP/IP. The net mask can be set in
verification etc. Here, a "record" is the minimum unit of
writing/reading of file data.
© SAM Mutual Authentication Key Data
10 This is also used for mutual authentication between
APs in the same SAM.
The SAM mutual authentication key data is key data
used when accessing the corresponding application element
data APE from another AP in the same SAM or another SAM.
15 o Inter-SAM Key Package Key
The inter-SAM key package key is encryption key data

used when exchanging card access key data or other data after
inter-SAM mutual authentication.
o IC Card Operation Macro Command Script Program

20 The IC card operation macro command script program
is generated by the service business itself and describes
the order of processing relating to the IC card 703 or
transactions with the ASP server 719. The IC card operation
macro command script program is set in the SAM unit 709,

25 then analyzed by the SAM chip 708, whereby the corresponding



bit units. For exanple, that net mask, as shown in FIG 122, is classified
into three types, that is, an Aclass, B class 10 and C class. Further,
between SAM's to which the sane net mask is allocated, one type of key data
used for nutual authentication is sufficiint. In the present enbodi nent,
for exanple, the sane service business Ts2h¥| ocated the same net mask. 15
In FIG 122, the A class net nmask is indicated by "255, XX XX, XX", the

hi gher 1 byte IG amsd gmetti ty pd£tiet £ ngawsratv@d e for specifying that class,
and the lower 3 bytes are assigned values for specifying the individual

SAME bel onging to tdMentdAS DiviEifon KSY fg;(gk set to any value. That is,
20 the net mask of the A C%Zssl canl g‘elﬁgs% to%g?i ne the 16777215 SAM | Ds

bel onging to that Aﬂ{n ther. the B class net ymask is indicated by
" 255, 255, XX, XX", the e?g er‘:@; D Y IR ARt 1RRA vEPTes for
speci fyi ng th?, class, and the |ower 25 2 bytes are assigned val ues for
speci fyi ng t h&YFH AL e -swgsmw%gth@ e¥terral ohemory THEY o5, the
net mask of the B class can be used to define the 65535 SAM | Ds bel ongi ng
to that B el afemomy ferthe H€ cagdaJ93nbefomekai serviiceabadihgssSstarts
"255,255,255,]QC", the higher 3 bytes are assigned predeternined val ues
for specifyingad hain @ assrviasel dding s 16 dyd® 763 assi gned val ues for
speci fying the individual SAMs
O Area Registration Key Package
The area registration key package is data used when
performing area registration in a storage area of the memory
10 of the IC card 703 before a service business starts running
a service using the IC card 703.
o Area Deletion Key Package (Internal Generation)
The area deletion key package is a package which can
be automatically generated in the SAM from the card access
15 key data.
o Service Registration Key (Internal Generation)
The service registration key package is used for
registering application element data APE of the external
memory 707 before the service business starts running a
20 service using the IC card 703.
The service registration key package is a package which
can be automatically generated in the SAM from card access
key data.

o Service Deletion Key Package (Internal Generation)

25 The service deletion key package is used for deleting




bel onging to that class. That is, the net mask of the B class can be used
to define the 255 SAM I Ds belonging to that C 10 class. The identification
data AP IDis identification data of an application program executed by
the SAM of the other party transferring data when the SAM chip 708 is
performng processing relating to that‘a%b?itation el ement data APE. 15
The key data K CARDA is key data used for transfer of data with the nenory

750 of the |CapmpXh Gk edl daen SAM t£ AP 7085 00EL 6510 P& 8L DGR AL [ NO
to that application elenment data APE. The key data K -SAM i s key data used
for transfer Qfemcdd, dpd-p, Wi th another SAM when the SAM chip 708 is
performng processing relating to that application elenent data APE. The
data SET APP is dat g,for eci fyi t.he APP table data 73101, 73102, and
73103 used (vi ewed) af\}\}?er?ets’ﬁ’el?mdeqtq’fﬁ‘ﬁ“rd?%mﬁﬂe b Rackage | wriah to
that application 25 elenent data APE. - 228 The data FLAGIP is flag data
showi ng whet h&2R pe gutomadd qadily gemegatechdndthey SAMc£8om card a68ess
another SAM chip 708 etc. The data FLAG STR is flag data show ng whet her
to allow 5 d&exy @at®ged (held) by the SAMchip 708 to be held by anot her
SAM chip 708 etc. In FIG 121, the APE N "Service A" is the access key . of
the IC card 703 def ion&eybyaitae KANEE cation programin

The key data K APE is used as an encryption key when
setting the application element data APE. Different key data
K APE is assigned for setting application element data APE
10 for every AP area.
Next, the above explained IC card operation macro
command script program (hereinafter also referred to as a
script program) will be explained in detail.
The script program is a program for defining
15 application programs AP_1, AP 2, and AP _3 of the service
business 715 1, 715_2, and 715_3 running on the SAM chip
708 and procedures of processing performed by the IC card
703 when executing the application programs.
In the present embodiment, as explained later, as shown
20 in FIG. 118, the SAM chip 708 performs processing based on
the script download task 769 and script interpretation task
770 and generates from the AP management table data and script
program the IC card entity template data 7301, input data
block 731_x1, output data block 732_x2, log data block 733 x3,

25 and computation defining data block 734_x4 used for



that SAM 708. The key data of the "Service Al is set to be 10 not

di scl osed, so cannot be viewed by an application program of another SAM or
anot her application programof the same SAM Further, the "Service C' is
the access key of the IC card 703 defi ned by that appl i cation program
When that” SAM 15 is a55| gned the net masSk 289 the later expl ai ned C cl ass,
the key data of the "Service C' is disclosed to an application program on

the SAM havi ngptdeedithbs e muﬂa tolfhe gervicéibidiresddd™®1s e $AK But ual
authentication key is "TT1..., TIn", Further, whether or not —anot her SAM

can hold the kgyqdpig 30 of the "Service C' until the next use is

determ ned. When possible, when the other SAM next uses the "Service C' on
the card, it is not SSAd Y; d 2 obtain_the c access key again fromthe
SAM The access key 0 thzlagrSe’ﬁn%ev’E?'f FUnH 1 ":Hbq the Fommands\nsedt
fromthe SAM having the SAMID 25 "43,13, 137, XX'. As the nutual

aut hent i cat i orf R\ TIRIND the IQ\gard wperating magrosedmmyndt heript not
the access key of the "Service B" can be held until the next use is

det er m ned> by P¥agramsiesi gnated by that SAM 5 The "Service B Log"

i ndicates the file in which log data to which the SAMID of "43,13, 137, XX"

i s assigned is stoladthéheommands;ecEmhandsi fot Nehe TMM %WQbBWEEEeQ? t he
"Service B", so the nmutual authentication key uses "SS1. Sn". Here, APP
table data is apenyideh fthe EACBLHYRer "S", while commands relating to
operation of the IC card 703 are given the first letter "C".
Further, the second letter is selectively used in
10 accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaration of the application element APE (service type
element declaration), it is "S", for a simple read
declaration from the IC card 703, it is "R", for a simple
15 write declaration to the IC card 703, it is "W", and for
an application element data APE computation definition, it
is "F",
The commands used for describing the script programs
721_1, 721_2, and 721_3 include the SC command, SO command,
20 SI command, SL command, SF command, CI command, CS command,
CR command, and CW command.
The SC command is a command declaring the number of
the maximum number of IC card entity data which the SAM chip

708 can process simultaneously.

25 When the SAM chip 708 can simultaneously process 1000



10 authentication key. In this exanple, perm ssion for accessing the
“Service B log" and "Service B" is defined in the APP table data 7310 of

t he other SAM which the AP nanagenent table data on that other SAM vi ews.
FIG 123 is a view for explaining the APP table data 15 73101. The APP
tabl e data 7310 2, 7310 3, and 7310 have %%t -same format as the APP table
data 73101. As shown in FIG 123, the APP table data 73101 shows, for each

application elss@ntoflat@ Al énsitfeddid | Casd 010060 £t dedBEi LB aNd
whet her that application el enent data APE can be read, witten, or executed

from anot her appli caty (s ARP ication el enent dat PE) .
For exanple, the APgt}{eg[ﬁoewdata ;gfta{'%t rslﬁgown |An %rtié)e‘i ’s’f‘ﬁ)vx%}ll?o‘?aéze
"Service B log' that. reading is _possible, .25 witing is possible, an
execut i on (de?’e]ﬁcgﬁ)fqrs%f’ﬁﬂ‘gé' i BP‘@.WQ utF‘ﬁ??%éﬂP?’h%%&’?‘?ﬁﬁ&g@#&ﬁ?‘ &her age
area 7221 of the external nenory 707 shown in FIG 115 for exanple stores
AP sel ection §&tt® ¥Rad hgomnthe dGmagd 73 wild bed tarredanicngk sliet dgeaher .
5 The I C card type data shows the type of the IC card 703 shown in FIG

109 and fo? ekdpsks iprdviaiad fircdtherBAMichip 708 evlose hérE£aEfiggnpany
perform ng settlenent for transactions using the IC card 703. In the

present enbodipreirissdiify LEiagr theaey aakamcrm%gedlanqa{ma@e%ékﬁiaﬂﬁgaf am
defines (describes) in it a service
IC card entity data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 703 in the data

10 block 1, "SO:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 731_x1 in which the
data to be written in the IC card 703 is stored among the
data blocks provided in the SAM chip 708 when performing

15 processing using the IC card 703 based on the later explained
IC card entity data.

For example, when the data blocks 1 to 10 are provided,
when storing the data to be written in the IC card 703 in
the data blocks 2, 3, "SI:2, 3" is described.

20 The SL command is a command for declaring the data
block forming the log data block 733_x3 for storing the log
data relating to an operation among the data blocks provided
in the SAM chip 708 when performing processing using the
IC card 703 based on the later explained IC card entity data.

25 For example, when the data blocks 1 to 10 are provided,



content conbining the name APE -N of a plurality of application elenent
data APE. By reflecting this in the later explained IC card entity data

(j ob managenent data), it is possible to provide a service conbining
services 15 corresponding to a plurality'£% application el ement data APE
For exanple, a service conbining the servVi % of reading data fromthe IC
card 703 and the service of witing data to the server 702 can be defined
in the | C car tvhem istoriaiga. the? A dgirddtar ,in the\RIath Blodle SLrvsceanugher is
an operational command issued to the I1C card 703 and able to be analyzed
by the I C car de&dxider) performng a service provided by the service

busi nesses 7151, 715 2, and 715 3. The application program AP_1 is defined

e o Mana0eHRr! Al 957 Pebadllhe AP PR g GG, 281

operation macro command script program store ext e

7300 2 and o BLERE SPRHAY R, FEPLABAR At ting GAATRIRF T bxd

program stored in the external _nmenory 707. The application programAP -3

i s defined® by SeFSTAPINGy Hhge dafiinidyian of thmomlatinn befwasn et ned | C

card operation macro command script programstored in the external 10.

menory 707. [ 8ppldcatir®Sjelement data APE relating to the IC card 703.

The content of the computation defining data block

734 x4 becomes the pre-processing information of the IC card
entity data.

10 The CI command is a command for declaring the issuer
of the IC card 703 (service business).

The data specifyiﬁg the service business defined by
the CI command becomes the IC card type information of the
IC card entity data.

15 The CS command is a command for declaring simultaneous
operation of a plurality of services to the IC card 703 by
citing the name APE N of the application element data APE
(service type elements). The CS command can also declare
a function defining processing among application element

20 data APE designated by the name APE N.

For example, it is possible to declare
"CS:"Re"+"We"+"Wd"" .
Based on the content of the CS command, APE N

designating information of the IC card entity data and

25 processing order information are determined.



The SAM chip 708 is connected through a SCSI port, the Ethernet, etc. to
the ASP server 719. The ASP server 719 is connected through the Internet
710 to a plurality 15 of term nal apparatuses including a personal conputer
705 of an end user and personal computers_ 7161, 7162, and 716_3 of
servi ce businesses 7151, 7152, and 71537 %@ personal conputer 705, for
exanpl e, is connected through a serial port or USB port to a Dunb type

card 20 reader/wit@he/@R cUitnatiti el d Wd oD U6 + S £FP5m EXEP! €
Wi rel ess conmuni cati on corresponding to the physical level with t’he IC

card 703. The ' : 3.,an r esponsg. packets
fromthe I1C cg(rag%%t?? gi;t? g%ﬁer at e% %%é%é%]%%g%%ga‘fﬁ?xgetﬁl\fﬁg?ﬁlgﬁ9
side. Therefor the card - .232 _reader/w.iter 704, personal computer 705,
and ASP ser vera?“ °rfy al?&i\bgght’t%rﬁl(?m? ata,APEyig pRt definnds (when SF

response content in the data payload portion and relay the sanme and are
not invol ved S9™MLFS ARt Sessrikadlyption of data, S authentication, or
ot her actual operations in the IC card 703. The personal conputers 7161,
7162, and 7163 can Faswexgmplehe whemnestoying e statiaptread @rom tithé hec SAM
chip 708 to custom ze the application prograns AP-1, AP-2, and 10 AP 3.
ﬂ) ge 124 is achwdc{li08nan bhecHadaabhlaskol, t her S8dt ThiRe" 708s She¥BriBeb! G

The CW command declares to write data stored in a
designated data block to the IC card 703 when the relation
among application element data APE is not defined.

10 For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="We"" is described.

The CF command declares the data block for describing
computation content spanning services.

For example, when describing computation content

15 spanning services in the SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for
example, ""We'"=If ("We">10) then ("We"-10;
"Wd"="Wc"*0.08+"Wd")". This formula expresses the operation

20 of subtracting 10 from the value of Wec when the remaining
number of services Wc is larger than 10 and adding a number
of points corresponding to 8% of Wc as cumulative points
to Wd.

Next, the data stored in the AP management storage

25 area 7221 of the external memory 707 shown in FIG. 115 will



As shown in FIG 124, the SAMchip 708 has an ASPS comuni cation interface
unit 760, external nenory 15 conmunication interface unit 761, bus scranble
unit 762, random nunber generation unit 763, encryption/decryption wunit
764, storage unit 765, and CPU 766. The SAM chip 708 is a tanper-resistant
nodul e. The ASPS conmunication interface?thitT 760 is an 20 interface used
for input and output of data with the ASP server 719 shown in FIG 109.

The external den@xplk=oimedi cation interface unit 761 is an interface used
for input and output of-data with the external nenory 707. 25 The bus

scrambl e unit 762 sq@gysest@qwtmqﬁﬁ%%@go glrﬂn%);rme-?%/é{'pyg data

when inputting and outputting data thro e exterha

comuni cati on J face | tyy. 761, The nunber generation unit 763
generates a SI'lréeyn olrﬁleudnb@ *ﬂhsee ’é‘?eqﬁft nlbf aut henti cation processing.

The encryption/decryption_unit 764 encrypts data and decrypts encrypted
dat a. Thgpstorage uﬁg’ttﬁé%‘,atds the, Hinanal 1o EY_4 wanﬂy:{%,to prlgyr ans,
and data used by the CPU 766. 10 The CPU 766 executes the | ater explained
script downl FdFewadid Bt shawn nireBk@: ak34n task, entity generation task
(j ob managenent data production task), and IC card procedure nmanagenent
task (job managenenFldat a20nhagameidw for explaining details of the data

stored in the AP management storage area 722.
The AP management storage area 7221, as shown in FIG.
120, stores the AP management table data 7300_1, 7300_2,
10 and 7300_3 (management data of the present invention) and
the APP table data 7310_1, 7310_2, and 7310_3 (usage allowing
data of the present invention).
Here, the AP management table data 7300_1, 7300 2,
and 7300_3 and the APP table data 7310_1, 7310_2, and 7310_3
15 are for example preregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300_1,
7300_2, and 7300_3 and the APP table data 7310_1, 7310_2,
and 7310 _can be rewritten only by the manager of the SAM
chip 708.
20 The AP management table data 7300_1, 7300_2, and 7300 3
are defined for each application program AP.
Further, the APP table data 7310 1, 7310_2, and 7310_3
are defined for each SAM mutual auth;ntication key data.
FIG. 121 is a view for explaining the AP management

25 table data 7300_1. The AP management table data 7300_2 and




task) or other tasks based on predetermned programs 15 (programs of the
present invention). Next, tasks, prograns, and data stored in the storage

unit 765 will be explained. FIG 125 is a view for explaining the tasks,
prograns, and data stored in the storage it 765. 20 As shown in FIG
125, it stores a script downl oad task 769%°stcript interpretation task 770,

entity generation task 771, |IC card procedure managenent task 772, IC card

operati on nad300cEhave thei samerHormat a2 thd AP RandgenBnitriaBeaEsathabl e
data 73001 to 7300_3, APP table data 73101 to 73103, 25 IC card entity
tenpl ate data789@l1to 730_3, IC card entity - 234 data 773_x, input data
bl ock 731 xlI, output data block 732x2, |og data block 733x3, and

i on def i ni ng dafa bl 734,x4. . The script d d task 769 as
choan in Pl 115, 08 Shdef A E1d 42K AL MhSd eRe REREERL <5836 Rta 5005

(i f necessary he APP tabl e data 73101 to 7310 3) , for exanple, fromthe
conput er of egfk—ggﬂvﬁ&fﬁﬁﬁﬁ%&%ﬁ$§ﬁﬂ?% gnatifng datasiEkhi p 708. The

script interpretation task 770 uses the service 10 definition table data
(i f necesshryidentifpeatden date,SAM3ID; identifigptind dataphPpIbBgrkeyt o
generate the 1C card entity tenplate data, input data bl ock, output data
bl ock, |og dda&abKoCRARDAN sewunat keyoriatef iofl rthed Prreddme kidfven £bew) |,
busi ness.
key data K _SAM (first key data of the present invention),
data SET APP, data FLAG_IP, and data FLAG STR linked together
for each of the name APE N of the viewed application element
10 data APE used in the IC card operation macro command script
program.
The name APE N of the application element data APE
is the name assigned to the service (application element
data APE) provided by the application program of the service
15 businesses 715_1, 715 _2, and 715_3. The name APE N is an
identifier viewed instead of the service number of the
service which the application program of each service
business can use.
Here, the identification data APE ID is identification
20 data of the application element data APE.
The internal/external designating data IEI is a flag
for differentiating between whether the APE exists as an
entity (internal designation), or whether reference is made

from another SAM (external designation).

25 The identification data SAM _ID is identification data



15 The nunber of the data bl ocks generated for each service business is

not particularly limted. . Wen the entity generation task 771 for exanple
receives an entity production request fromthe ASP server 719, it perforns
polling with the I1C card 703, then gener 20 the IC card entity data to
be used for the processing for the proc e between that IC card 703 and
service business wusing the IC card entity plate data corresponding to that
servi ce busi nefstha SAM att ithe diher @ariy terdridferdiaid dLied e oere t he
class, and the IC card entity data is 25 generated as an instance of that

class. 235 TRAMPCHGSS 080 i P& sitidy NI SH iy deiste il éé’rtrraif. At er

generation of the IC card entity data wll be explQained in "~ detal

The I C card péggﬁq%%Qigg?%g%qg$fté;%s'gyéLwes one 5 or nore IC card
X nt I'n the s

entity data 7 prese orage ‘unit 765 to execute the
processing for a prgcgdurﬁ between the IC card 703 and the service
153 1¢4

busi nesses 7151 to e 2pVae¥n Lo FFPlAdRing ey SMMBIID y of
processing for procedures perfornmed between the plurality of IC cards 10
703 and the servi ceThasSAMsIBs iB1%4]1 byser]19f diadecatdsihasl taamsaaespt offhe | C
card procedure managenent task 772 executes these plurality of processing
for procedures natpmask| slimilaetbCacACH/PPoCcThar retomagleneah baske? 72n
deletes the 15 IC card entity data 773x when the series of procedures have
bit units. :
For example, that net mask, as shown in FIG. 122, is
classified into three types, that is, an A class, B class

10 and C class. Further, between SAM’'s to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask.

15 In FIG. 122, the A class net mask is indicated by
"255,XX,XX,XX", the higher 1 byte is assigned a predetermined
value for specifying that class, and the lower 3 bytes are
assigned values for specifying the individual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,

20 the net mask of the A class can be used to define the 16777215
SAM IDs belonging to that A class.

Further, the B class net mask is indicated by
"255,255 ,XX,XX", the higher 2 bytes are assigned

predetermined values for specifying that class, and the lower

25 2 bytes are assigned values for specifying the individual




been finished. The processing of the IC card procedure managenent task 772
wll be explained in detail later. The script prograns 7211 to 7213 are

i nput by the 20 script download task 769 from for exanple the external
nmenory 707 and stored in the storage unijf,,/65. The AP nmanagenent table
data 73001 to 73003 are input by the script downl oad task 769 fromfor
exanpl e the external nenory 707 and stored in the storage unit 765. 25 The
APP t abl e dat §AMg1belongingotoatbatngliashy That288, theimpetduaskoefl thek
769 fromfor exanple the external nenory 707 and stored in the storage
unit 765. TheBl €laasdcant bey userp|td detdn® tHel 656353%GAM aDs ETwiging by
the script interpretation task 770 and used 5 as the tenplates (classes)
when generati gg thatl 8 edadsentity data 773x of the procedures relating to
the service businesses. The IC card entity data 773x is generated by the

Co 735 3 as for oxabrenphe $hact bdRes"nkl Ral op' EIRFA TV .00 U0
comput at | oh dEPER} ASSAAE BRsck Ehps iAhate 3 SRR AF RTINS | pi
interpretation task 770. 15 Next, the IC card entity data 773 x wll be:
expl ai ned. TREefetezmdnes; valueafer7ypecifyjpadinatealagsy mndthetlower

1 byte is assigned values for specifying the individual SAMs

belonging to that class. That is, the net mask of the B class

can be used to define the 255 SAM IDs belonging to that C

10 class.

The identification data AP_ID is identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing
processing relating to that application element data APE.

15 The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 708 performs processing relating to that application
element data APE.

The key data K SAM is key data used for transfer of

20 data with another SAM when the SAM chip 708 is performing
processing relating to that application element data APE.

The data SET_APP is data for specifying the APP table
data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM

chip 708 performs processing relating to that application

25 element data APE.




"generation task 771 in the SAM chip 708 using the already generated
corresponding IC card entity plate data of the service business for
exanpl e when the SAM chip 708 receives 20 fromthe ASP server 719 a
processi ng request for processing using the IC card 703 and application
program of the predeterm ned service bust4fess. FIG 126 is a view for
explaining the format of the |1C card entity data 773-x. 25 As shown in

FIG 126, the | C camiec@atiay FING IB/ s €12y ddtadsS dHAGR BHe ity data
780, entity ID data 781, entity “status data (status data) 782, IC card

type data 7834iARTJNe ﬁa%iagmahaaaddaﬁaﬁ%n%%ngtc?%%ig _?% Qét&z\@éef

pre-processing data 786, and poSt-processi he managenen

poi nter data is.a bjdirectional pointer for managing the IC card
entity data 7%%% iczu‘%te)’lo?t (?reté’g’e unit 765. The entity ID data 781 i s used

for requests for generation of 1C card entity data 773-x, confirmation of
10 the state of proghesdatydLAG TR Anfiagdatyf showinghathdr fooabieings
using the IC card entity data 773-x. The entity ID data 781 is also a
return val ue datscmayhagadt thehd) dywl thessAM chip 08 ty Bdhddidhby¥8dnother
corresponds to a descriptor when opening a file in a general file system
15 The entitysaMaichipdqo8 &= .shows the state of progress of the
procedures relating to the 1C card 703. The basic states of the IC card
entity data 773X  In FIG. 121, the APE N "Service A" is the access key
of the IC card 703 defined by the application program in
that SAM 708. The key data of the "Service A" is set to be
10 not disclosed, so cannot be viewed by an application program
of another SAM or another application program of the same
SAM.
Further, the "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
15 is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an application
program on the SAM having the SAM ID "43,17,19,XX". At this
time, the SAM mutual authentication key is "TT1..., TTn",
Further, whether or not another SAM can hold the key data
20 of the "Service C" until the next use is determined. When
possible, when the other SAM next uses the "Service C" on
the card, it is not necessary to obtain the card access key
again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

25 "43,13,137,XX". As the mutual authentication key between



I nclude, as shown in FIG 127, the state of processing for investigating
the services which the IC card 703 can use 20 (RS), the state of processing
by which the SAM chip 708 authenticates the IC card 703 (Al) , the state
of processing by which the I1C card 703 enticates the SAM chip 708 (M
, the state of processing for reading d fromthe I1C card 703 (R, and
the state of processing for witing data in 25 the ICcard 703 M - 238

I n the presenisamMshodissant.,. tgsn'priacassddlg for investigating the service
busi nesses, the processing for the SAMchip 708 to authenticate the IC

card 703, the proceheither 8 hbe Egecﬁﬁgezg3k89 artéﬁath§3L61&QGB$A®£ﬁh'p

5 708, the processing for reading data fromthe card 703, and

f h
pocess1 1 oL LA 1 ok S B S B o o

execution is geterm ned by the IC 10 card procedure managenent task 772.
Not e t hat, rise the nutual authentication processing between
the IC card 703 and SAM chip 708. Further, in the present enbodi ment,
consi deriny the con®hei {&eiryice Belog'"t Hadigadesetthel Eilehdmvhiechskeg oned
15 basic states are, as shown in the state transition chart of FIG 127,
managed di vi dddtiantto sidicls thid SAM D tofp "(4F ,1k3, 135,AKNCEs ad ssgm@dd) s and
conpl eted (response received) states.
stored. The "Service B Log" is the same SAM net mask as the
"Service B", so the mutual authentication key uses "SS1l...
SSn". Here, APP table data is provided for each mutual
10 authentication key. In this example, permission for
accessing the "Service B log" and "Service B" is defined
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.
FIG. 123 is a view for explaining the APP table data
15 7310_1.
The APP table data 7310_2, 7310 _3, and 7310 have the
same format as the APP table data 7310_1.
As shown in FIG. 123, the APP table data 7310_1 shows,
for each application element data APE, its identification
20 data APE ID and whether that application element data APE
can be read, written, or executed from another application
program (another application element data APE).
For example, the APP table data 7310_1 'shown in FIG.

123 shows for the "Service B log" that reading is possible,

25 writing is possible, and execution (deletion) is impossible.



Specifically, the states of processing using the IC 20 card entity data
773 x are managed by the instance generation (IC card entity data
generation) state, RS post-startup state, RS conpleted state, Al
post-startup state, Al conpleted state, post-startup state, A2

conpl eted state, R-post-startup state; &3 onpl eted state, Wpost-startup
state, Wconpleted 25 state, and instance (I C card entity data) del eted

state. - 239 The |fufthék | YEite daP amaifagementt!t stopagel ¥r88 TP21S6EViERE
busi ness issuing the 1C card 703. The IC card type data 783 is set with

data defined o¥efndi :ﬁ%ﬂ!ﬂﬁgdwﬁ bRSwALRN CF RNt 1 P8RS CakANpREOERPR O

the time of generation of the IC card entity data 773-x. Theé service type

73008 and apdlf cAPPencLdr ARRE ABPwihgzehn: FROALFH Piet Al traRhd M504 510,

to 73103 used, i rocessjng using the IC card entlty data 773-x. 10 The
service type ¥t %h%&t tegetR@sting data 784 is set with one or nore
application el ement data APE designated by the CS command in the

above- mentsi oned scrfpr € ogpredh typetdatai shows thectypeonfothehdC| cazdr d
entity data 773-x. The processing order data 785 shows the order of 15
execution of E3 @A (noFSE.UsEsl dnd Eoe pranpiei 1§ iddniifidetidn crith
entity data 773 x, that is, the state transition shown in FIG 127. That

'S, the processife0&6d: €abardB5oHsaiy! PEreasRiAGEsel e taRid cat i on
el ement data APE to show the order
transactions using the IC card 703.
In the present embodiment, the IC card operation macro
10 command script program defines (describes) in it a service
content combining the name APE N of a plurality of
application element data APE. By reflecting this in the later
explained IC card entity data (job management data), it is
possible to provide a service combining services
15 corresponding to a plurality of application element data
APE.

For example, a service combining the service of reading
data from the IC card 703 and the service of writing data
to the server 702 can be defined in the IC card entity data.

20 Further, the APE N or its service number is an
operational command issued to the IC card 703 and able to
be analyzed by the IC card 703 when performing a service
provided by the service businesses 715 1, 715 2, and 715_3.

The application program AP 1 is defined by the AP

25 management table data 7300_1 and a predetermined IC card




20 of execution of jobs corresponding to basic operations of the IC card
703. Here, the jobs, as explained earlier, correspond to the RS, A, A2,
R, and Wshown in FIG 12 7. Specif ic operations on the IC card 703 are
realized by the order of processing 25 designated using the jobs. For

exanpl e, for processing using - 240 a-1&3&ard 703 with only reading with
no nutual authentication, the processing order information 785 is set to

"RS->R'.  Furddigfatidn miertPe6mmhnd 264 it BROgYan!d tikdd iR YRS Walternal
aut henti cation, the processing order information 785 is set 5 to

"RS- >Al- >A2- >R- >W | ;’Q.(; processing order information 785 is set with the
order of jobsm%'ﬁ%% Ih"FIG 127 corresponding to the order of service

el enents designated in the, CS command in the_ above-nentiqgned scriRt
program when gener AP PRPELFELLOR PragramPPy3 ¢hE idefined Bycthe AP
pre-processing information 786 is set fromthe ASP server 719 side with
managenent daeandgementf bahliegdabaocddf8j Agandi agpradetermingdeAC cpndht a
773-x. For exanple, the pre-processing information 786 is 15 set with

poi nts of sa capetitionmacrorobimandasday gpebgdansetorad innthd @xYerdrila

bl ock (application elenent data APE) . Further, when an inter-service
processing fupghédpp 76%.not defined, the pre-processing information 786 is
set wth the requested processing charge.. 20 For exanple, in the case of

settlement, the Stafﬁ% application program AP 3 is defined by the AP
management table data 7300 3 and a predetermined IC card
operation macro command script program stored in the external
10 memory 707.
[SsAM Chip 708]
The SAM chip 708 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 719. The ASP server
719 is connected through the Internet 710 to a plurality
15 of terminal apparatuses including a personal computer 705
of an end user and personal computers 716_1, 716_2, and 716_3
of service businesses 715_1, 715 2, and 715 3.
The personal computer 705, for example, is connected
through a serial port or USB port to a Dumb type card
20 reader/writer 704. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical
level with the IC card 703.
The operational commands to the IC card 703 and
response packets from the IC card 703 are generated and

25 analyzed at the SAM unit 709 side. Therefore, the card



relating to the amobunt of charge or points given etc. is set. The
post - processing information 787 is-set wwth data of the processing result
of the IC card entity data 773x 25 required at the ASP server 719 side. For
exanple, in the - 241 case of settlemgn%a it i's set wth data show ng the
existence of a normal end to the settlef3ft Next, a routine for
processing by the I1C card procedure nanagenent task 772 shown in FIG 125
relating to areader/wrytet @04 Cpeasdaalldomputegra705yr anid ASE sezvear d
entity data 773x will be explained. The I C card procedure managenent task

772 i's const amidibetirddr tHedl b8IyURcENtd it dZRIthBOcShmhhas S Gl dp Ak
showmn in FIG 124. 10 FIG 128 1s a flow chart of the processing perforned

by the IC d . T, I r

o) ocodur e mancoBESREIA CLABNIENTS é&%@%fii%%%&;ﬂ%g f%f%ﬂ‘%gﬁei%%c}
ti th t ' .15 t t ) rality of I.C card entit

00 e hob! SRR, Ao sRH, pH B Bhtesh bt o B e

that 1C card entity data,  773x may be to successively select I1C card entity
data 773 » p?‘éEbﬂ{'t?‘ﬁth@nstBFaséhﬂﬁi pckpslopresakiongnia FheodiG wandier
20 and select by priority in the order of the highest priority. Step
ST702: 703.

The personal computers 716 1, 716_2, and 716_3 can
download the later explained script program to the SAM chip
708 to customize the application programs AP 1, AP 2, and
10 AP_3 .
FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.
As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
15 communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.
The SAM chip 708 is a tamper-resistant module.
The ASPS communication interface unit 760 is an
20 interface used for input and output of data with the ASP
serxrver 719 shown in FIG. 109.
The external memory communication interface unit 761
is an interface used for input and output of data with the

external memory 707.

25 The bus scramble unit 762 scrambles output data and




The I C card procedure managenent task 772 judges if the job of the IC card
entity data 773x selected at step ST701 has already been started up. Wen
judging that it has 25 started up, it proceeds to the processing of step
ST705, - 242 while when judging that it _has not been started up, proceeds
to the processing of step ST703. Step ST283: “The I1C card procedure
managenent task 772 judges from 5 the entity status information 782 shown

in FIG 126 cdeédfamblesaidpast aayadaaanﬁﬁgsusehﬁg gddabutpAR tShg0batai ch
state of the status transition chart shown in Fl 172 the processing

relating (0 (ORofhh tHeCBkBekia} maRH:y°ChiRTn;ARLL0R 1AR it ed
next fromthe proc SS|n3 orggr aio I Nnto natlonnﬁgg. { ?ﬂig ?F%g,%?ﬁg
processi ng or€€£ information 785 defines the order of execution of jobs
usi ng the ser e elenents set in the service definition table data as
expl ained earlier. 15 Step ST704: The |IC card procedure managenment task
772 starts up the SErRCTRRAPHNYRbY gergrabionqunit 763 gppeEagesca
managenent task 772 uses the data blocks relating to that job in'the input
data bl ock 20anddmyxiuymbmrt pseddatths ddhe/GR ) tHeng idwtaidyl palocédHihg .and
conput ati on defining data bl ock 734x4 expl ai ned above wusing FIG 125 to
execute that job. The encryption/decryption unit 764 encrypts data and

decrypts encrypted data.

The storage unit 765, as explained later, stores tasks,

programs, and data used by the CPU 766.

10 The CPU 766 executes the later explained script
download task, script interpretation task, entity generation
task (job management data production task), and IC card
procedure management task (job management data management
task) or other tasks based on predetermined programs

15 (programs of the present invention).

Next, tasks, programs, and data stored in the storage
unit 765 will be explained.
FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

20 As shown in FIG. 125, it stores a script download task
769, script interpretation task 770, entity generation task
771, IC card procedure management task 772, IC card operation
macro command script programs 721 1 to 721_3, AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310_3,

25 IC card entity template data 730_1 to 730_3, IC card entity



At this time, the IC card procedure managenent task 772, when issuing a
command to the I1C card 703 in execution 25 of a job, uses the service

el enent corresponding to that - 243 job as a key to search through the AP
nmanagement table data 73001 to 7300_3_tg,gbtain the service nunber
corresponding to that service el enent (operational command of IC card 703
able to be analyzed by the I1C card 703). Further, the I1C 5 card procedure
managenment t ad&ta 73 ses inputodata bddcke?3icnl, mmtmxt tatassleck 132mehd to
the IC card 703. Further, the IC card procedure managenent task 772, as

expl ai ned usi nggHiata 1B BockITEIB key, | dHOrdBMpua tion ML ireith et R ERSHE NG
the storage area of the IC card'703a uses 10 the service el enent

correspondi ngy4@ Lhat job to search through the AP managenent table data
73001 to 73003 arnd obtain the key |nfornat|on correspondi ng to that
service elenent. ther

t hat key |nfornat|o ?o ﬁﬁ??ge o g g%?ﬁ 2gﬁgag?g%ﬂ§ggaﬁPL§§ﬁeYﬁi ;ESS

703, encrypt and decrypt the data or perform other_processing and obtain
the right To dewaleads the AR mansgenar; +961% 6atar 1800 1 EefiPG08 (1% ep
ST705: Step ST705 is perforned when the I C card procedure 20 nmanagenent
task 772 i ssuescessanvarkhe aPPhtable cata 7830ahtto 731@aB0 i, nfof @xanple,
processing result of the IC card 703. Wen the |IC card procedure nmanagenent
task 772 recefvem théechhipatesi 6f dachldefvide isidesdrshd Qoadd SEtin t hics
the SAM chip 708.
The script interpretation task 770 uses the service
10 definition table data (if necessary, the APP table data
7310_1 to 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.
15 The number of the data blocks generated for each
service business is not particularly limited.
When the entity generation task 771 for example
receives an entity production request from the ASP server
719, it performs polling with the IC card 703, then generates
20 the IC card entity data to be used for the processing for
the procedure between that IC card 703 and service business
using the IC card entity plaﬁe data corresponding to that
service business. At this time, the IC card entity plate

data becomes the class, and the IC card entity data is

25 generated as an instance of that class.



inthe IC card entity data 773-x. 25 Step ST706: - 244 The IC card
procedure managenent task 772 updates the entity status information 782 of
the IC card entity data 773x shown in FIG 126. In this way, in the
present enbodinment, the IC card 5 proce érse_rranagerrent task 772 selects in
order the IC card entity data 773x for t plurality of 1C cards 703
present in the SAM chip 708 while perform ng the processing for the
plurality of |C carThe788ocasping|byl thd haitef oy eyeridmatSAd el 708 fan

si mul t aneously proceed with the processing even 10 when receiVing

processing regafgkatioh BEOEREUIEScaHl Neh €ty dd@d i DOibd @A £lishd®3kin Fl G

129 and FIG 130 are views for explaining the processing defined by
anot her appl i&g{:%gﬂ S%Q%Ent data APE in accordance with a routine defined
by application elenen "dat a APE or processi ng when accessing data

Bbove oxpl 4i ned FEhe 156 capd Pesonduse naaiupuhng Fask T2l Besgcoh ng
processing in 20 accordance with predeterm ned application el enent data
APE, sped fi®e% Barappfi earfdornsisyr dathod 78sx presens) iantheamiionags on
el ement data APE in that application program Further, that use specifies
one of readi ngnitr 765nto executacche iproadsdiveg foapld patcdcudedes stiwakai a
ATE the IC card 703 and the service businesses 715_1 to 715_3.
In the present embodiment, the plurality of processing
for procedures performed between the plurality of IC cards
10 703 and the service businesses 715_1 to 715_3 proceed
simultaneously.
The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel.
The IC card procedure management task 772 deletes the
15 IC card entity data 773_x when the series of procedures have
been finished.
The processing of the IC card procedure management
task 772 will be explained in detail later.
The script programs 721 _1 to 721 3 are input by the
20 script download task 769 from for example the external memory
707 and stored in the storage unit 765.
The AP management table data 7300_1 to 7300_3 are input
by the script download task 769 from for example the external

memory 707 and stored in the storage unit 765.

25 The APP table data 7310_1 to 7310_3 are input by the




25 Step ST742: - 245 The SAM chip 708 judges if the application el ement
data APE specified at step ST741 is present in that SAMchip 708. If
judging that it is not present, it proceeds to the processing of step
ST743, while if judging that it is present, 5 proceeds to the processing
of step ST745. Step ST743: The SAM chip #88 Vi ews the AP managenent table
data 73001 to 7300_3 corresponding to the application program bei ng

executed t0 ag&ripe ddwhlctd €abR 76 SAMAOESL 1180 thélast €e£A€1 memory
correspondi ng service (application el enent data APE) and uses that key data

K -SAMto for t ticatiQn ' the. oAVkghi p 708a having the
application e gvrre%‘?bdg?%@gﬁPEﬁt %hgesﬁé%égespgfigs%%& 1.5 1 f the SAM chi ps

708 and 708a autheq%ic each ot her' | egjti | n.the, nu I
Authenti cat on-of o s med, smetbn PemphabeotREd 23050t 55, 48,3058  ng
of step ST747. If not, it groceeds to step ST751. Step ST745: 20 The SAM
chip 708 vi evBererabedByiafbrefcrint dnfarnresstiono tagho 730: ande 215@sHi ng
to the application program being executed and acquires the key data K SAM
correspondi ngas tthe hempdateec(¢bppseshwhen géneratingitheARPE)cafd eriuity f or
the application elenent data APE to be 25 used specified at step ST741 as
well, the SAMI&BapP7788x of the procedures relating to the service
businesses.
The IC card entity data 773 x is generated by the entity
generation task 771 using the IC card entity template data
10 730_1 to 730_3 as for example the class as an instance of
that class.
The input data block 731_x1, output data block 732 _x2,
log data block 733_x3, and computation defining data block
734_x4 are generated by the script interpretation task 770.
15 Next, the IC card entity data 773 x will be explained.
The IC card entity data 773_x is generated by the entity
generation task 771 in the SAM chip 708 using the already
generated corresponding IC card entity plate data of the
service business for example when the SAM chip 708 receives
20 from the ASP server 719 a processing request for processing
using the IC card 703 and application program of the
predetermined service business.
FIG. 126 is a view for explaining the format of the

IC card entity data 773_x.

25 As shown in FIG. 126, the IC card entity data 773 x



- 246 simlarly views the AP managenent table data 73001 to 73003
corresponding to that application elenment data APE to acquire the key data
K - SAM corresponding to the corresponding service (application elenent
data APE). 5 Further, the SAM chip 708 cgggares the two acquired key data
K -SAM Scranbl er 746: When the SAM chi p“7087j udges at the processing of
step ST745 that the two key data K -SAM match, the routine proceeds 10 to
t he processi rga®maisapenten poisitidre daltan 780, dersibpt ID ddtaraBicedntikyst ep
ST751. Step ST747: The SAM chip 708 or 708a views the AP managenent table

data 73001 t03¢/309s 3L04 ' GARANE At 582 ,2R8! bealh Qfpd UNLH N ApeCN | ed
at step ST741 and specifies the APP table data 7310 to 7310_3 =

correspondi ng,to. t he, appl i.cati el enent data APE used p ST748: The
SAM ot p. 708 89S anac EhB 488 1847 BTE PrETpE Prast FRE2agBE cot i on el enent
data APE to be used (accessed) based on the APP table data 73101 to 7310_3
speci fi ed at RYepPEI7aysingcdatpciffy, 2pe poageerrressiga: dpsm 784di ng,
writing, and executing the application elenment data APE to be used. 25
Step ST749: - 247 The management pointer data 780 is a bidirectional

pointer for managing the IC card entity data 773 x in the.
storage unit 765.

The entity ID data 781 is used for requests for

generation of IC card entity data 773_x, confirmation of

10 the state of progress, deletion, and other of the series
of processings using the IC card entity data 773_x. The entity
ID data 781 is also a return value to be given to the end
user. The entity ID data 781 corresponds to a descriptor
when opening a file in a general file system.

15 The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
include, as shown in FIG. 127, the state of processing for
investigating the services which the IC card 703 can use

20 (RS) , the state of processing by which the SAM chip 708"
authenticates the IC card 703 (Al), the state of processing
by which the IC card 703 authenticates the SAM chip 708 (A2),
the state of processing for reading data from the IC card
703 (R), and the state of processing for writing data in

25 the IC card 703 (W).




When the SAM chip 708 or 708a judges at step ST748 that there is an access
right, it proceeds to step ST750, while when it does not, it proceeds to
the processing of step ST751. 5 Step ST750: The SAM chip 708 or 708a uses
the application elenent data APE specified at step ST741 for the usage
specified at step ST741. Step ST751: 1023fe"SAM chip 708 or 708a does not
use the application elenent data APE specified at step ST741 for the usage

specified at step S4he prdsdrit el RNGOt] | €ige piobedsingePoST704 of the
above explained FIG 128, when the SAM chip 708 transfers 15 data with the

| C card 703 iih@é’&ﬁ%’é‘%A WA &Q@vi&é‘%ﬂ@iﬁ’%%ﬁ?? WetBEoQQQLEﬁgt QR

el enent data APE, chip 708 views the managenent tabl €& data

73001 to 73003 sh in R 25 tp acguirge t Kk dat

cor r espondi nga"? oé)%a?h’a%pJ{&a%? oﬂugﬁlﬁﬂgffagﬁt gﬁﬁP@éaﬁﬂras gggteﬁgr‘ekey dat a
20 K -CARD to access the nenory 750 of the | C card 703. Next, the overall
oper ati on of R¥RCIFARG %% ithe IS cpzd 703 taAwthepticate (the,SAM gbip

explained. FIG 131 and FIG 132 are views for explaining the overall
oper ati onsof T0&, corenpreoessing \firmelinghalata frapb tHheGICI@Rxrd 9B, Step
Stret and the processing for writing data in the IC card 703 -
correspond to jobs.
A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
10 card procedure management task 772.
Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chip 708.
Further, in the present embodiment, cénsidering the
communication time on the Internet 710, the above-mentioned
15 basic states are, as shown in the state transition chart
of FIG. 127, managed divided into states after startup (after
issuance of command) and completed (response received)
states.
Specifically, the states of processing using the IC
20 cardentity data 773_x are managed by the instance generation
(IC card entity data generation) state, RS post-startup state,
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup

state, R completed state, W post-startup state, W completed

25 state, and instance (IC card entity data) deleted state.




The service businesses 7151 to 7153 or a party requested by these service
busi nesses produce that script programs 7211, 7212, and 7213 describing
the processing 5 for transactions performed by the service busi nesses using
the IC card 703 for exanple on the personal conputers 7161, 7162, and 7163
shown in FIG 109. Further, the rmanager “of3Phe SAM chip 708 produces the
AP managenent table data 73001 to 73003 corresponding to 10 the service

busi nesses 715 1 to THe I8 cdidpypb/data o3 AB JBLEEERNEYE AR ﬁxé‘%%@yé%:%m
to 73003 produced at step ST721 are stored in the external “menory .

Furt her, the ' o} 2 1 n 213 15 produced at step ST721
are downl oadeﬁ#?n?ﬁeg%ﬁ%%aﬁﬂecﬁﬁpﬁ E‘rasgtﬁfil, 7162, and 7163 t hrough

the Internet 710, P ver 9 ancgaSA ﬂi 708 to the external nenory
707. The processing eorslea(: h%‘fr%(l)\:/ﬁ%a ,t%.gdl oi?ﬁh 39t prith dataj definadged
by the script downl gad task 769 in the SAM chip 708. 20 Step ST723: The
scri pt interpﬂ@ﬁeﬁiQﬁ1?%Eﬁ?W¢OF¢nthﬂeaEFMPUM$@t1¢@Gd$hgmnptanb&ramlatuses
t he AP managenent table data 73001 to 73003 and script programto generate
| C card enfitythe drimeatef generabiompef te ald| cakd entpuy data bhack. | og
25 data bl ock, and conputation defining data block for each - 249 Service
busi ness. The gener athed skatvides t3¥pY asll dnori eies Yrdei di da¥$5784 shows
the AP management table data 7300_1 to 7300_3 and application
element data APE defined in the APP table data 7310_1 to
7310_3 used in processing using the IC card entity data 773_x.
10 The service type element designating data 784 is set
with one or more application element data APE designated
by the CS command in the above-mentioned script program at
the time of generation of the IC card entity data 773 x.
The processing order data 785 shows the order of
15 execution of services (jobs) used in the processing using

the IC card entity data 773_x, that is, the state transition
shown in FIG. 127.
That is, the processing order data 785 uses the name
APE N of the application element data APE to show the order
20 of execution of jobs corresponding to basic operations of
the IC card 703.
Here, the jobs, as explained earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 127. Specific operations
on the IC card 703 are realized by the order of processing

25 designated using the jobs. For example, for processing using




of the SAM chip 708 shown in FIG 124. Step ST724: .5 The user is issued
the 1C card 703. As shown in FIG 113, the nenory 750 of the I1C 703a of
the IC card 703 stores the key data used for transactions by the user with
t he service business contracted wth. %6hat, the contract between the
user and a service 10 business nmay al so 10 concl uded after issuance of the
|C card 703 through the Internet 710 etc. Step ST725: For exanple, when

the user uses a he quard003lwithpnle redding widhCes muthalsgivkentddathbaygh
the Internet 710 to 15 try to purchase a product, the server 702 issues a

processing reqyRs 5%&4&&% Nrddit SIS raldfidi? T4 HPFSET ST nHd g WEN

the ASP server recei ves a processi ng request fromt e server 702, it

accesses the hro nterpnet 710.. Furthe a
processi ng reques§|E Matl n%ét oét e %a?"tl‘i ’s’é%e‘al'f?ow{:“gicard

reader/witer 4 |s transmtted through t he personal conputer_ 705,

| nternet 710, entscakinh, the ProcREsing eﬁtiﬂrmsf“"s&'é’f!sﬁ% isTREtASP
server 719 outputs to the SAMchip 708 an entity 25 production request.
That entity prteddRS-ORTSPLEIRSIWres 250 data showi ng the issuer of the
|C card 703. Step ST727: \Wen the SAM chip 708 receives an entity
production The processing order information 785 is set with the

order of jobs shown in FIG. 127 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card

10 entity data 773 x.

The pre-processing information 786 is set from the
ASP server 719 side with management data for performing
processing using the IC card entity data 773 x.

For example, the pre-processing information 786 is

15 set with points of a computation formula of a designated
service in the SF data block (application element data APE) .

Further, when an inter-service processing function
is not defined, the pre-processing information 786 is set
with the requested processing charge.

20 For example, in the case of settlement, the state
relating to the amount of charge or points given etc. is
set.

The post-processing information 787 is'set with data
of the processing result of the IC card entity data 773 x

25 required at the ASP server 719 side. For example, in the



request, it performs polling with the IC card 703. 5 Step ST728: The entity
generation task 771 of the SAM chip 708, after finishing the polling,
judges if the nunber of the IC card entity data 773 x present in the SAM
chip 708 is wthin the maxi mum nunber defjned by the SC command of the 10
script program If within the maxi num nunbl -t proceeds to the
processing of step ST729, while if not, it ends the processing. Step
ST729: The enidaspe gEnssetiaien8slit/13, sdOwithaRts sl ithe exifebaagd on
the data showi ng the issuer of the IC card 703 stored in the entity

Producti on T eest ndifih SRS We YIS dESRnd fa card entity template data to
use and uses that specified |1C card entity plate data to generate the IC
nce generation

card entit data 7 . 20 _Thi.s carresponds to the. jns

shown in >Iél G 127. K%f‘é:ﬁ %ff’éghz“‘m% %%??F‘r'b%a’éfu?bﬁt EATARTARPANER o
719 the entity IDof the I1C card entity data 773x generated at_step 25
ST729 at st ep™ghpgement task 772 shown HpEGudeSnaalatingita asRlaralityt he
SAM chip 708 investigates the services which can be utilized by the IC
card 703. Thi ofi G rcaautss i3 omdrgs pordivaliccy ef I dEdhatity data

773 _x will be explained.
The IC card procedure management task 772 is constantly
being started up on the CPU 766 of the SAM chip 708 shown
in FIG. 124.
10 FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task 772.
Step ST701:
The IC card procedure management task 772 selects one
IC card entity data 773_x for executing the next processing
15 out of the plurality of IC card entity data 773_x present
in the storage unit 765.
The method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority order
20 and select by priority in the order of the highest priority.
Step ST702:
The IC card procedure management task 772 judges if
the job of the IC card entity data 773_x selected at step
ST701 has already been started up. When judging that it has

25 started up, it proceeds to the processing of step ST705,



Sin FIG 127. Step ST732: The |C card procedure managenent task 772 of the

SAM chip 708 authenticates the legitimacy of the IC card 703. This is

processing corresponding to the job Al shown 10 in FIG 127. Step ST733:

The 1 C card 703 authenticates the legiti rrg of the SAMchip 708. This is
h

processing corresponding to the job A2 s

15 in FIG 127. According to

steps ST732 and ST733, the IC card 703 and SAM chip 708 are mutually

aut hent i cat ed.whild lvhern jodging €kpt aitadscAbtiBéen istaao6esy

ICBr¥bBdst he

application el ement data APE being executed by the SAM 20 chip 708, the AP
managenent tahkle ﬁﬁﬁ%ﬂ%i,{? 73@0&51905@7“1‘ FIG 121 are viewed, the key
d

data K CARD is acquired, an

hat key data K -CARD is used for the nutual

aut henti cation bet tdyey oM chip 708 and CPU 751 of the'|C card 703.

Step ST734: 25 The IC Card procedure managenment task 572 of

chip 708 reads and | t datg required for the procedures

card 703. This is p 5E%g§iﬁ§rg

127. 5 Further, the IC card procedure nmanagenent task 772
5

t he SAM 252
with the IC

RFLSRARES Mpnagempnt Hask 77 Judaes £xom G

the entity status information 782 shown in FIG. 126 of the

IC card entity data 773 _x selected at step ST701 which state

of the status transition chart shown in FIG. 172 the

processing relating to that entity data is in and decides

on the job to be executed next from the processing order

10 information 785.

At this time, the processing order information 785

defines the order of execution of jobs using the service

elements set in the service definition table data as

explained earlier.

15 Step ST704:

The IC card procedure management task 772 starts up

\

the selected job at step ST703.

The IC card procedure management task 772 uses the

data blocks relating to that job in the input data block

20 731_x1, output data block 732_x2, log data block 733 _x3,

and computation defining data block 734_x4 explained above

using FIG. 125 to execute that job.

At this time, the IC card procedure management task

772, when issuing a command to the IC card 703 in execution

25 of a job, uses the service element corresponding to that



uses the processing formula specified based on the pre-processing data of
the IC card entity data 773x and wuses the data read fromthe IC card 703
to performthe predeterm ned conputation processing. 10 Step ST735: The IC
card procedure managenment task 772 of the M chip 708 outputs the
processing result of step ST734 to the ~ server 719. Step ST736: 15 For
exanple, the 1 C card procedure nmanagenent task 772 deletes the IC card

entity data 77blx.asha Refl 8bnséasdhVEhroudlortlie' QR managemeiit tablel data
system 701 and SAM unit 709, by configuring the application program AP

using a pluraljddo of PRkoeas 28 &bELEN R s 4 APRuABLVSbRYe 5BENnAT N

managenent table data and APP table data to define the conputatTon coﬁtent

f th i ' I t d APE, /it is,possible to proyi di ve
servicesusi P 8t 68ETLge B anthE, (pheraeL3RE} fronpend dh T saRA 408 on
system 701, 25 it is _possible to use the AP managenent table data and APP
- 253 table FRle ttP Aeanmiyied By cthe i 1¢ 2a¥dn703) apfnrtheronthe| Efent

data APE i-n the same SAM and utilization of application elenent data APE
bet ween di f ercand paRcegiirecmanagementi tapk 72ghseecthe phtained seevice
according to the comunication system 701, when using application el ement
data APE bet wammbiif ftey ciisue a command to the IC card 703.

Further, the IC card procedure management task 772,
as explained using FIG. 113, when key information is required
for accessing the storage area of the IC card 703a, uses

10 the service element corresponding to that job to search
through the AP management table data 7300 _1 to 7300_3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 772
uses that key information to perform mutual authentication

15 with the IC card 703, encrypt and decrypt the data, or perform
other processing and obtain the right to access a
predetermined storage area of the IC card 703.

Step ST705:

Step ST705 is perfo;:med when the IC card procedure

20 management task 772 issues a command to the IC card 703 and
is waiting for the processing result of the IC card 703.

When the IC card procedure management task 772 receives
the processing result from the IC card 703, 'it sets this

in the IC card entity data 773 x.

25 Step ST706:




SAMs, since nmutual authentication is perfornmed between the SAMs, it is
possible to inprove the security of the application prograns. 10 Further,
according to the communication system 701, by allocating a SAMID of the
sane class to the application prograns_of4the sanme service business, it is
possible to prevent conplicated mnutual a&tﬁeﬁtication processing from
bei ng performed between application el enent data APE of 15 application

prograns of the sameThesI@ewsrdiprddesiusy mangkiement! Basku7Ue nupda 685 agegrent
of key information and processing of the SAM chip. Further, according to

t he conmuni cat eABitySbeEta8linfokmatilas ¥i8Rl @£ LhYCHe Uasd &nd" Qf%tléy
data 773x for 20 each processing for procedures occurring wt he card

703 and have thesl & cRbERP5RCEYR €198Nagenent task 772 use the plurality
of ICcard entity—data 773 x to sinmultaneously proceed with processing
relating to the pIurftrl1 her, according to the

ifﬁigfwl C card}g1 703. 25 Fgﬁ) -
aut henti cation system 701+3-%3%, 18 fhe prepent embediment, sher 4C gandc
. y !
card entity data 773x actually used for_the processing for the IC card 703
in the storageFafpduygsmanpgesentatask; 222 sfleets sinronpdenthe B5 caxah be
efficiently utilized. 5 Further, according to the authentication system.
701, as shownenhifyGlata7]73indion Hhespiuealdityes£CICi cardd 0D Ppresent
processed by the I C card procedure managenent task 772 are
in the SAM chip 708 while performing the processing for the
plurality of IC cards 703 in parallel. Therefore, the SAM
chip 708 can simultaneously proceed with the processing even
10 when receiving processing requests for procedures using a
plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the
processing defined by another application element data APE
in accordance with a routine defined by application element

15 data APE or processing when accessincj data performed by the
SAM chip 708 when executing a job at step ST704 in the above
explained FIG. 128.

Step ST741:

The SAM chip 708, while executing processing in

20 accordance with predetermined application element data APE,
specifies an application program for use (access) and
application element data APE in that application program.

Further, that use specifies one of reading, writing,

and execution of that application element data APE.

25 Step ST742:



managed di vided into post-startup states and conpleted states, after
starting to execute one job, it is possible 10 to start the processing for
another job in the state waiting for data fromthe IC card 703. Therefore,
it is possible to elimnate the wait tine due to the transfer of data with
the 1C card 703 through the Internet 710. 24% ther, accordi ng to the

aut hentication system 701, 15 the AP nmanagenent table data 73001 to 73003

describe in them nawhRe SARWcREpt hest jaagesf iseuiaca%pa&@&itti%% Ry rlait
i ndi vi dual service businesses, that is, the APE-N, the nunbers of services

used in the IC d g‘ppg‘ a e r,oyi di t e. .
servi ces. ThesgsgrEeA%g?sopl n %ﬁr#é%? r%gyu?}e%o%t fﬁekgggr%s‘@’(ﬁce
busi nesses 715 t0.£153 .not t evel ppers, of the SAM chip 708 can
custoni ze t heiJIPBO\MIIEaBBP?%E?i gﬁagrb r grsn?ﬁrﬁﬁ?l‘be‘bﬁ' the %‘%ﬁ?ﬁﬁ% tgthe)y
produci ng scriAﬁ;: Ero rans 721 1, 7212, and 7213 and downl oadi ng them

t hrough the SARFERPESIBY 2% stRe $X{43 nabile £ judgingrthahdit is prasente
busi nesses 7151 to 7153 can - 255 custonize their own application prograns
wi t hout theé sepvpeeedsutpnsbecprbeesgingf ofmetepl STdSkey data or
operational commands for directly operating the I1C card 703 or other .
hi ghly confidential sbaép. sEw4B8kher, the service businesses 5 do not have to
know t he key data or card operational comrands when custom zing the

appl [ cation prograndrngOsiliCch9gd708 vilisSehyl A8 RUARGERSHE tarheINatled:
Further, according to the authentication system 701,
7300_1 to 7300_3 corresponding to the application program
being executed to acquire the key data K_SAM corresponding
10 to the corresponding service (application element data APE)
and uses that key data K SAM to for mutual authentication
with the SAM chip 708a having the application element data
APE to be used.
Step ST744:
15 If the SAM chips 708 and 708a authenticate each other’s
legitimacy in the mutual authentication of step ST743, the
SAM chip 708 proceeds to the processing of step ST747. If
not, it proceeds to step ST751.
Step ST745:
20 The SAM chip 708 views the AP management table data
7300_1 to 7300_3 corresponding to the application program
being executed and acquires the key data K_SAM corresponding
to the service (application element data APE).

Further, for the application element data APE to be

25 used specified at step ST741 as well, the SAM chip 708




since conputation content spanning a plurality of services 10 can be
defined, it is possible to provide diverse services conbining a plurality
of services in the range of services which are executed sinmultaneous with
al I owance at the IC card 703 side. Further,. according to the

aut henti cati on system 701, 15 by introduci§g the concept of the data

bl ock, the data input and output with the IC card 703 and the | og data can
be easily nmanaisilagly visis the/ARManhgealdt tableatstsa 1300eilthed 1800 B ned
by a sem conductor circuit in accordance with a plurality of processing
requests, sai dedgraspoadengi g tHathgsh TIEPEi o 8l t54£68 AVE Lo GRIAIRMd NY
j ob managenent data including job execution order data show ng an order of
execution of a I | fad LAd i.ng. 1th a
10 processi ng. Fag uehfuaty 10 shibl B R Lhi ot fa d6RATAS Soall
execution of said plurality of jobs for of said plurality of

processi ng rqua gfcggfggtﬁgam%ﬂg F8%an§§§3enent data fromsaid generated
plurality of job managenent data, 15 selecting a job to be executed next
based on <aid stat USIFHEREr anthe a$AMprhinsiPBgcenparedatheotweapgquired

key data K_SAM.

Scrambler 746:
When the SAM chip 708 judges at the processing of step
ST745 that the two key data K_SAM match, the routine proceeds
10 to the processing of step ST747, while when it does not,
it proceeds to step ST751.
Step ST747:
The SAM chip 708 or 708a views the AP management table
data 7300_1 to 7300_3 corresponding to the application
15 program specified at step ST741 and specifies the APP table
data 7310_1 to 7310_3 corresponding to the- application
element data APE used.
Step ST748:
The SAM chip 708 or 708a judges the access right of
20 the application element data APE to be used (accessed) based
on the APP table data 7310_1 to 7310_3 specified at step
ST747.
Specifically, it judges the right for reading, writing,
and executing the application element data APE to be used.

25 Step ST749:




sel ected j ob managenent data, executing said selected job, and updating
said status data of said selected job 20 managenent data in accordance

with the execution of that

job. 2. A data processing nethod as set forth

inclaim 1, further conprising a step of ,9¢l ecting one job managenent

data fromsaid plurality of data nodul es after updating said 25 status
data of said selected job nanagenent data. - 257 3. A data processing

met hod as set forth When| then SAM €éhiph@08compi7D8anjudgesecptobtdpl 6Ti7d8 sai d
j ob managenent data when all jobs form ng processing in accordance with
sai d processi nghaeqyhRaékef iBi ah Retagsexeghtsditdptocledd! &oP s¥edsS TS0,

met hod as set forth in claim 1, further conprising a step of receiving

sai d processi ngn;igq Sikr NhlLat egea LEGUI i t Qrage Ainit
Stori g data tanbLEHEghe St ANaTabE, (HEThEEBLHE th 1RL Bobedey i e
sem conduct or SL&ﬁ“ﬁ&vgi a communi cation 10 apparatus inputting and

{ .

out putting data said integrated circuit. 5. A data processing nethod

procedure  pertorne

sai d

as set forth in claiml, wherein said status data differentiate between a

state

before i ssuartE®BiSEAPPhstruction relating to execution of

15 sai d

job to said integrated circuit and a state after issuance. 6. A data
processi ng net hod asThetSAhip 708 arn708a uses the application element

data APE specified at step ST741 for the usage specified

at step ST741.

Step ST751:

10 The SAM chip 708 or 708a does not use the application

element data APE specified at step ST741 for the usage

specified at step ST741.

Further, when executing a job at step ST704 of the

15

20

25

above explained FIG. 128, when the SAM chip 708 transfers
data with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300_3 shown
in FIG. 125 to acquire the key data K _CADR corresponding
to that application element data APE and uses that key data
K CARD to access the memory 750 of the IC card 703.

Next, the overall operation of the communication
system 701 shown in FIG. 109 will be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109




5, further conprising a step of issuing an instruction relating to
execution of said job to said integrated circuit, 20 then selecting and
executing a job of processing of a procedure using another integrated
circuit. . 7. A data processing nmethod as_sef forth in claim 5, further

conprising a step of, when said status daté of said selected job

managenent data indicates said state after 25 issuance of an instruction
receiving a processi BepeSEIR1258 corresponding to said issued instruction
and witing it in said selected job managenent data. 8. A data processing

method as set forth fReCkak#icéd bh¥ihB8Ees0NRE 3i 18 HHE %t%ﬂ.sa_ogia o
starting up a job managenent data production Task and generati fig sg;d j ob

| e on- _ Ag°sdid job
managonent dat aoHaeasec By thhee” SVSER WML RUARY poflich That e’ ©

managemnment dat a nagenen
j ob, and updatin 10 s 'gs ta gata §h? S ié%'ob_nanagenent data js
generated. 9. Bfggfamﬁrgé an Eie ho¥"Gs Q%Lgf é?F*hﬁQﬁeﬁbﬂ PEOqeRTRg
conprising a step of polling with said integrated circuit, then generating
sai d j ob nehag€REntrangactignspesfarpedceysthe saxvirge businesses msing
claim 15 1, further conprising the steps of: executing a plurality of -
appl i cati on prbheak® caxst 7pbadi exanple qu thal peysohaprooepwter orvg dey s
provi di ng procedures perforned using said integrated
716_2, and 716_3 shown in FIG. 109.
Further, the manager of the SAM chip 708 produces the
AP management table data 7300_1 to 7300_3 corresponding to
10 the service businesses 715 1 to 715_3.
Step ST722:
The AP management table data 7300_1 to 7300_3 produced
at step ST721 are stored in the external memory 707.
Further, the script programs 721 1, 721 2, and 721 3
15 produced at step ST721 are downloaded from the personal
computers 716_1, 716_2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the external memory 707.
The processing for that download, as shown in FIG. 118, is
managed by the script download task 769 in the SAM chip 708.
20 Step ST723:
The script interpretation task 770 in the SAM chip
708 shown in FIG. 118 uses the AP management table data 7300_1
to 7300_3 and script program to generate IC 'card entity

template data, an input data block, output data block, log

25 data block, and computation defining data block for each




circuit, 20 specifying a procedure provider corresponding to a processing
reqgquest in accordance with that processing request, and generating said

j ob managenent data for executing an application program corresponding to
said 25 specified procedure provider. 259 11. A data processing nethod as
set forth'in claim 1, further conprisiﬁgzégsfep of giving an identifier to
said job nmanagenent data and using said identifier to manage a plurality
of job managenservileeabusinésds.A data processing nmethod as set forth in
claim 4, wherein said integrated circuit is nounted on a card. 13. A

seni conduct or Ci 1 cUi 4 OfeRbPEREd! AFLdA S 4 b ASS U fANES ﬂ%&%%‘g@'%éy of

processing requests, said sem conductor circuit ‘conprisin

interface for Lgpgﬂgianighgggh@h?Lkgépggpng&%g?iéhng requests, a storage

circuit for storing jo job execution order data
showi ng an order of_execution of a plurality of jobs formng processing in
15 accordance with aSEﬁBc%EZ?ﬁg request and status data showing a state of
progress of execution of said plurality of jobs, and a control circuit for
generatingSsai d j ob Theragerncihs isswedotheal@l cardh20Bnput plurality of
processi ng _

As shown in FIG. 113, the memory 750 of the IC 703a
of the IC card 703 stores the key data used for transactions
by the user with the service business contracted with.

Note that, the contract between the user and a service
10 business may also be concluded after issuance of the IC card

703 through the Internet 710 etc.
Step ST725:
For example, when the user uses the personal computer
705 to access the server 702 through the Internet 710 to
15 try to purchase a product, the server 702 issues a processing
request through the Internet 710 to the ASP server 719.
When the ASP server 719 receives a processing request
from the server 702, it accesses the personal computer 705
through the Internet 710. Further, a processing requesting
20 relating to the IC card 703 issued from the card reader/writer
704 is transmitted through the personal computer 705,
Internet 710, and ASP server 719 to the SAM chip 708.
Step ST726:

The ASP server 719 outputs to the SAM chip 708 an entity

25 production request. That entity production request stores




20 requests and storing it in said storage circuit, selecting one job
managenent data from said generated plurality of job nanagenent data,

sel ecting and executing the job to be executed next based on said status
data and said processing order data of sgid sel ected j ob managenent dat a,
and updating 25 said status data of said et ed j ob managenent data in -
260 accordance with the execution of that job. 14. A sem conductor circuit
as set forth idathashowidg wher dissuedi &£Cahe qC @axeuiTip3sel ects one job
managenent data fromsaid plurality of data nodul es after updating said 5
status data of said gebgcsegzaifob managenent data. is. A sem conductor
circuit as set forth in claim 13, wherein said control circuit deletes
sai d j ob managenent a, whe |1, ]0b orm.n rocessing.in accordance
with said processiﬁgggéqﬁggtg?ﬁnfg PbZPégrggggﬁggdénlenf ty \PZefuSiA@Rct or
circuit as set_forth in ,claim_ 13, wherein said interface receives said
processi ng reqﬁ@§P§Stfrbﬁ1BﬁrFHFEQrBPéalegrE&FP thei 3§ sazdo™®Je unit
storing data to be used for grocessing for a procedure performed wth
sai d seni conductor cPEeRi $THE8a conmuni cation apparatus 15 inputting and
outputting data with said integrated circuit. 17. A sem conductor circuit
as set forth in claiThe léptiiprgenesatilost Bask WalaofSthEOBAM chip 708,
differentiating between a state before issuance of an instruction relating
to execution caftéidfinPshongatHei pbeULiALCI ahbel L £ARHedninBbe o20 tid €

i ssuance.

IC card entity data 773 _x present in the SAM chip 708 is
within the maximum number defined by the SC command of the
10 script program. If within the maximum number, it proceeds
to the processing of step ST729, while if not, it ends the
processing.
Step ST729:
The entity generation task 771, for example, specifies '
15 based on the data showing the issuer of the IC card 703 stored
in the entity production request, which service business(

IC card entity template data to use and uses that specified

IC card entity plate data to generate the IC card entity

data 773 x.
20 This corresponds to the instance generation shown in
FIG. 127,
Step ST730:

The SAM chip 708 outputs to the ASP server 719 the
entity ID of the IC card entity data 773_x generated at step

25 ST729 at step ST731.



18. A sem conductor circuit as set forth in claim 17, wherein said control
circuit issues an instruction relating to execution of said job to said
integrated circuit, then selects and executes a job of processing of a
procedure 25 using another integrated cirgyiyt.. 261 19. A semi conductor
circuit as set forth in claim 17, wherein said control circuit, when said
status data of said selected job nanagenent data indicates said state
after issuance of afP®ni€reR¥ddProcederqmanagement stamk r'Et2af the SAM
corresponding to said issued instruction and wites it in said selected

j ob managenent chapa7080inkestigatesuther servidels ¥hich! casr be wtidlizida 13,
wherein said control circuit: starts up a job managenent data production
task 10 and gepeenbegcsaadd 9b3nmanagenent data when receiving a
processi ng request and starts up a job nmanagenent data managenent task and

selects said job, e e Ld 1 nd_ updat es, sai st,at us .dat en
sai.d j ob managenent X'gg#éa :F% e%%ér%%)%%s (‘l%r%s.p%%’erh? g%%cﬁ}ﬁ (9r°1?:iq§r§Lﬁ\Q{]°‘H§
set forth in claig#ﬁo S%gviding procedures performed using said integrated
circuit, 16, whBrBfR-safd-control circuit polls with said integrated
circuit, then generates said |ob nmanagenent data. 22. A sem conductor
circuit as set forthsFﬂPc$§7%é=

The IC card procedure management task 772 of the SAM
chip 708 authenticates the legitimacy of the IC card 703.
This is processing corresponding to the job Al shown
10 in FIG. 127.
Step ST733:
The IC card 703 authenticates the legitimacy of the
SAM chip 708.
This is processing corresponding to the job A2 shown
15 in FIG. 127.
According to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.
At this time, as explained earlier, in accordance with
the application element data APE being executed by the SAM
20 chip 708, the AP management table data 7300_1 to 7300_3 shown
in FIG. 121 are viewed, the key data K CARD is acquired,
and that key data K_CARD is used for the mutual authentication
between the SAM chip 708 and CPU 751 of the 'IC card 703.
Step ST734:

25 The IC card procedure management task 772 of the SAM




13, wherein said control circuit: executes a plurality of application
prograns corresponding to a plurality of procedure providers specifies a
procedure provider corresponding 25 to a processing request in accordance
wi th that processing - 262 request, and %§2e[ates said job managenent data
for executing an application program cor ponding to said specified
procedure provider. 5 23. A sem conductor circuit as set forth in claim

13, wherei n safbipohfBoresdscamnd wrikss xdataladquiimsd tforsaild grdtedures
managenent data and uses said identifier to nanage a plurality of job
managenent datwitB4thé IencaeddgoBor circuit as set forth in claim 10 16,
wherein said integrated circuit is nmounted on a card. 25. A sem conduct or

circuit as set fort hp : Al LChL, | JJesistant semd.cqnduct or
irout. 260 A prograne to Beoedssthlyihl e b ARREL HolEhs' Alte By iR
processi ng datghipI cc éQance with a plurality 15 of processing requests,
sai d program conpri rng. a routine for generating job nmanagenent data

i ncludi ng j ob execution order data showi ng an order of execution of a
plurality of jobs fdit¥HeHr othesIGgerrd praceduramanagenentptesksdi’ag
request and status data showing the state of progress of execution of said
plurality of j@$@s the processing formula specified based on the

pre-processing data of the IC card entity data 773_x and
uses the data read from the IC card 703 to perform the
predetermined computation processing.

10 Step ST735:

The IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

15 For example, the IC card procedure management task
772 deletes the IC card entity data 773 _x.

As explained above, according to the communication
system 701 and SAM unit 709, by configuring the application
program AP using a plurality of application element data

20 APE and using the AP management table data and APP table
data to define the computation content of the application
element data APE, it is possible to provide diverse services
using the IC card 703.

Further, according to the communication system 701,

25 it is possible to use the AP management table data and APP



for each of said plurality of processing requests, a routine for selecting
one j ob managenent data from said generated plurality of job managenent
data, 25 a routine for selecting the job to be executed - 263 next based on
said status data and said processing ordepgydata of said selected job
managenment data, a routine for executing Said selected job, and a routine
for updating said status data of said .5 selected job managenent data in
accordance wit habhe dasautpofilesibiyi gepdhze2utididatiopr ofeappild cattilond
performed by a sem conductor circuit running an application program for

processing rel alémgntodatachEEr A thengamd EAMeghal a¢il@zeitiow be Wherein
sai d sem conductor circuit is able to view correspondence instructing data

i ndi cating COéﬁﬁiﬂegéfaﬁeeb&ﬁ&ﬁendgﬂﬁrﬂﬁhoﬂeggggﬁ Hi?geggﬁfsgl s while
application programto operate said integrated circuit an 5 the nanes of

sai d operatio . | he.operation, names, said nethod conprising the
steps of: | rgngéP%%n%égs%iﬁlggnfggﬁﬁﬁEYOr as i nputan operation

descri bi ng program descr.i bi ng the erations of said application program
usi ng sai d Joper at i orf HaRReT/ ATC JﬁwgaFﬂiﬁ@eycg%ﬁﬂnkéﬂgéﬁhdﬂrﬁﬁﬁmcVP wi t

said operation codes corresgonding to said operation nanes :
when using appli i

ication element data APE between different
SAMs, since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

10 Further, according to the communication system 701,
by allocating a SAM_ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processing from
being performed between application element data APE of

15 application programs of the same business and thereby lighten
the burden of management of key information and processing
of the SAM chip.

Further, according to the communication system 701,
it is possible to generate IC card entity data 773 x for

20 each processing for procedures occurring with the IC card
703 and have the IC card procedure management task 772 use
the plurality of IC card entity data 773_x to simultaneously
proceed with processing relating to the plurality of IC cards

703.

25 Further, according to the authentication system 701,



described in said operation describing programby viewing said
correspondence instructing data and uses the obtained operation codes to
define the processing of said application 25 program - 264 28. A data
processing nmethod as set forth in claim_ 4 Wherein: said correspondence
instructs data further show the correspondence between said operation
names and key 5 information used when said integrated circuit performs
oper ations cor#s&ngentt ig suffhcientpls aticore bheEEC cand entiidysaats orvdigl or
circuit obtains said key information corresponding to said operation nanes

described in setdabpgrasednteiestlid PrdedsiGi@FokY thie€ttN8asdi 103 0in the
correspondence instructing data and uses that obtained key 15 I nformation

to define the proegssi i ef7E&si ' ) 0 29, A data .
processi ng met hod ag set]'?orét;%' %ﬁ%lgo%%y%,grﬁ%t ﬁ%?e%%r%$?%?i% ‘{'h’_et s7|tse?3_s
of : generating [ eni copductor_circuit job management data including
job gxecut i on %?%e?gdgfglgﬁgwggﬁ Hﬁla}?‘ﬁgg'of execution of a plurality of

jobs formng processing of said application programand status data
showi ng the state off$¥ ’éss"b‘?%smﬂ’r%rﬂtﬁ apthentiigatiian syxtest 7Qihs,

sel ecting by said sem conductor circuit the job
as shown in FIG. 127, since the states of execution of jobs

processed by the IC card procedure management task 772 are
managed divided into post-~startup states and completed
states, after starting to execute one job, it is possible
10 to start the processing for another job in the state waiting
for data from the IC card 703. Therefore, it is possible
to eliminate the wait time due to the transfer of data with
the IC card 703 through the Internet 710.
Further, according to the authentication system 701,
15 the AP management table data 7300_1 to 7300_3 describe in
them names showing the types of services provided by the
individual service businesses, that is, the APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
20 the external memory 707. Therefore, service businesses 715_1
to 715_3 not the developers of the SAM chip 708 can customize
their own application programs running on the SAM chip 708
by producing script programs 721 1, 721_2, and 721 _3 and
downloading them through the SAM chip 708 to the external

25 memory 707. That is, service businesses 715 1 to 715_3 can



to be executed next based on said status data and said processing order
data of said job nanagenent-data, executing by said sem conductor circuit
said 25 selected job, and 265 updating by said sem conductor circuit said
status data of said selected job nanageneg% data in accordance with the
execution of that job. 30.' A data proces iﬁg'nethod as set forth in claim
5 29, further conprising the steps of: using by said sem conductor circuit
said correspoadshomikzasthets iowg &ppDisaticnigkcian Wethod®Sehd HdiSrice
programto generate tenplate data of said job nanagenent data and 10 using
by said semi condyshessssrsu&hgs ih%&:ﬁehoo%5 th8"ReP Aaid! 3, %p%%%%ri%tnga:fa' d

) ata

j ob managenent data in accordance with a processfng request.

processi ng net e o] in.claim 29 further, conpri,sing the steps

of : generatinggﬁgmggﬁg gg%ié%% ﬁ§%8r°€PF8§FP95§Fa ?Foﬁaggnéééagﬁ ofher f or
each of a pIurali%%¥of ] esstgg requests, selecting by said

sem conduct or R19R4Y: cgREifsRtiadndatpenFuashar  shesspavicer Busipessami a

nodul es,
5 do not have to know the key data or card operational commands

when customizing the application programs, so the load on-
the service businesses is lightened.
Further, according to the authentication system 701,
since computation content spanning a plurality of services
10 can be defined, it is possible to provide diverse services
combining a plurality of services in the range of services
which are executed simultaneous with allowance at the IC
card 703 side.
Further, according to the authentication system 701,
15 by introducing the concept of the data block, the data input
and output with the IC card :703 and the log data can be easily

managed.



sel ecting by said sem conductor circuit the job to be executed next based
on said status data and said processing order data of said selected job
managenent data, executing by said sem conductor circuit said selected

j ob, updating by said sem conductor circui} said - 266 status data of said
sel ected job managenent data in accordané@%ith execution of said j ob, and
sel ecting by said sem conductor circuit one job managenent data fromsaid
plurality of data nodules after 5 said cpamsng. 32. A data processing

met hod as set forth in claim 31, further conprising a step of deleting by

said sem conductor gircuii 8atd ﬁchgggﬁﬂ&”ﬁQEhg&tBﬁ%@?gméhlb%ogs form ng

processing in accordance with a processing request I ni sh Del'ng

execut ed. 33. Si hed as set, forth.i.n claim 31,. wherein
sai d operation eg%rgln Fl%%g%r 83%5%’% g’(’:‘l GFSOT2REE WL Gn PIAE Y Rf a

maxi mum nunber _of said 15 j ob managenent data which said sem conduct or

circuit can p?588§§?1§8iELHEFHGﬂ'further conprising a step of generating

by said sem conductor circuit said job managenent data in accordance with

a processi mg request when $¥tddatscprogessingime o pompedising the atepsot

nore than said designated .
of:

generating job management data including job
execution order data showing an order of execution of a
plurality of jobs forming processing in accordance with a

10 processing request and status data showing the state of
progress of execution of said plurality of jobs for each
of said plurality of processing requests,

selecting one job management data from said
generated plurality of job management data,

15 selecting a job to be executed next based on
said status data and said processing order data of said
selected job managemenf data,

executing said selected job, and
updating said status data of said selected job

20 management data in accordance with the execution of that
job.

2. A data processing method as set forth in claim
1, further comprising a step of selecting one job management
data from said plurality of data modules after updating said

25 status data of said selected job management data.




maxi mum nunber. 34. A data processing nethod as set forth in claim 31,
further conprising a step of generating by said sem conductor circuit said
j ob managenent data including 25 said execution order data showi ng an order
of execution of - 267 a plurality of jobgggorresponding to a plurality of
operations for said integrated circuit. 35 A data processing nethod as set
forth in claim31l, 5 wherein said operation describing program i ncludes
descriptions defininy at |Feaatapramssisigpoethmhas sedatfarithodn sfllatmg
data read fromsaid integrated circuit, a data block storing data to be

witten in sail, ifurfgicr edmpriibingl a stép dtlableblingks$id oI mhAdgement
I nformation of | o processing for a procedure using said |ntegrateg circuit,

sai d method fujdeerykeAPALS! Hepa E&Eﬂﬁﬂ%prSQSEQiiaggii?y%ééhﬂdﬁtﬁmac9:'.%@ ctor

circuit said data bl ock based on sal ration scribing program 36. A
data processin t.hod set forth pn_clai 15 27, wherei,n said operation
nanes are nacr%%%% 3%%%55%%9 g\ pfb%%gg}hﬁlﬂgtﬁﬁﬁcﬁgeget forth in
claim 27, wherein said integrated circuit is nmounted in a card. 38. A
sem conducfor circuit- for & d%ﬁ%é’ré’rﬁ’eé&ﬂﬂgc%t&?dpla&gﬁ% £6r the Ao Cliad

processing relating to 20 a procedure using an integrated circuit, said
seni conduct or ki réegthennpempriging a step of receiving said processing

requests from an integrated circuit having a storage unit
storing data to be used for processing for a procedure
performed with said semiconductor circuit or a communication
10 apparatus inputting and outputting data with said integrated
circuit.
5. A data processing method as set forth in claim
1, wherein said status data differentiate between a state
before issuance of an instruction relating to execution of
15 said job to said integrated circuit and a state after
issuance.
6. A data processing method as set forth in claim
5, further comprising a step of issuing an instruction
relating to execution of said job to said integrated circuit,
20 then selecting and executing a job of processing of a
procedure using another integrated circuit.
7. A data processing method as set forth in claim
5, further comprising a step of, when said status data of

said selected job management data indicates said state after

25 issuance of an instruction, receiving a processing result



a storage circuit for storing correspondence instructing data indicating
correspondence between operation codes used for said application program
to operate 25 said integrated circuit and nanmes of said operations, that -
268 is, operation names, an interface fogggnputting an operation
descri bing program descri bing the operation of said application program
using said operation nanes, and 5 a control circuit for obtaining said
operati on codeRr¥esPerdbngi e IBid giapunstingtoratdian and wrifdamg At dai d
I nput operation describing programby view ng said correspondence

I nstructi ng dassidnselectgdt fisb abénagementpdatai on codes to define the
processi ng of said application 10 program 39. A sem conductor circuit as

set forth inm claim 88, WrerRith PHIESEVITRE MR A Relt $¥olrithd iddlcdaim
further shows the correspondence between said operation nanes and 15 key

I nformati on usgd | Qo e [ | tforns operations
S ef Qoﬁ\ﬂ:gﬂiﬁ% thé& Egé)b& Bg.

correspondi ng to those opera nmes an sald sem conductor circuit
obt ai ns sai.d key informatiqn corresponding to said operation nages, .
described “in said operat isgifr&@ﬂgr i'%f 1j¢ d?%ﬁ%?“‘?fﬁév@%”ga %%g'g‘ﬁtmn
correspondence instructing data and uses that obtained key information-to
define the prdtatkiaif genexatingppridt jeh mapagepent data when receiving

a processing request; and
starting up a job management data management
task and selecting said job, executing said job, and updating

10 said status data when said job management data is generated.

9. A data processing method as set forth in claim
4, further comprising a step of polling with said integrated
circuit, then generating said job management data.

10. A data processing method as set forth in claim

15 1, further comprising the steps of:

executing a plurality of application programs
corresponding to a plurali;y of procedure providers
providing procedures performed using said integrated
circuit,

20 specifying a procedure provider corresponding
to a processing request in accordance with that processing
request, and

generating said job management data for
executing an application program corresponding to said

25 specified procedure provider.



40. A sem conductor circuit as set forth in claim 38, wherein said control
circuit: 25 generates job nmanagenent data including job - 269 execution
order data showi ng an order of execution of a plurality of jobs formng
processing of said application programa g status data showing the state
of progress of execution of said plurali of jobs in accordance with a 5
processi ng request, selects the job to be executed next based on said

status data and sai dlprocessiath Prirfesiiinyg tlethtidl ajs0lse tTEIEHTERM calith
executes said selected job, and 10 updates said status data of said

sel ected job {RNQEATRIY dab?ilslndCa0%s €0 GE 'r-ygnbhsnezm%fepfté Ralig

job. 15 41. A sem conductor circuit as set f 'n clarm wherein said
control circuit uses said correspondence.instrugti ata an sai d
operation desctT®i 3“%?%%?%§1?%égeﬁ%ﬁaPil?%nﬁ?b elagPELEFeﬁfggawﬁnfgﬁ a
managenent data and _uses said tenplate data to generate said job nmanagenent

data in accor ddHieadbith of pickcranagepentedata. 20 42. A seni conduct or

circuit as set forth in claim 40, wherein said control circuit:
5 12. A data processing method as set forth in claim

4, wherein said integrated circuit is mounted on a card.
13. A semiconductor circuit for processing data in
accordance with a plurality of processing requests,

said semiconductor circuit comprising:

10 an interface for inputting said plurality of
processing requests,

a storage circuit for storing job management
data including job execution order data showing an order
of execution of a plurality of jobs forming processing in

15 accordance with a processing request and status data showing
a state of progress of execution of said plurality of jobs,

and
a control circuit for generating said job

management data for each of the input plurality of processing
20 requests and storing it in said storage circuit, selecting

one job management data from said generated plurality of

job management data, selecting and executing the job to be

executed next based on said status data and said processing

order data of said selected job management data, and updating

25 said status data of said selected job management data in



generates said job managenent data for each of a plurality of processing
requests, selects one job managenment data fromsaid 25 plurality of data
nodules, 5 - 270 selects the job to be executed next based on said status
data and sai d processing order data of §a'g sel ected job managenment data,
executes said selected job, updates said Status data of said selected job
managenment data in accordance with execution of said job, and selects one
j ob managenentaceerdancen with pherekecytbbndafathatiufjeb.after said _
updating. 10 43. A sem conductor circuit as set forth in claim 42, wherein

sai d control circuitidlel etzesemiicbridivteagirmiit atdavhesral | ih 0bfaim
form ng processing in accordance with a processing request finish belng

execut ed. 44. 73 SUHAhITHA EbhEUby 83:36Le Aiduil ST, 48,420 uherein
§ ok maAnagemen

said control circuit, when said operatron escr| I ng prog

e o 0 SIS0 TR W B beR s R
data in accordatnacgus data of said selected job management data.
15. A semiconductor circuit as set forth in claim'
13, wherein said control circuit deletes said job management
data when all jobs forming processing in accordance with
said processing request finish being executed.
10 16. A semiconductor circuit as set forth in claim
13, wherein said interface receives said processing requests
from an integrated circuit having a storage unit storing
data to be used for processing for a procedure performed
with said semiconductor circuit or a communication apparatus
15 inputting and outputting data with said integrated circuit.
17. A semiconductor circuit as set forth in claim
16, wherein said status data is shown differentiating between
a state before issuance of an instruction relating to
exacution of said job to said integrated circuit and a state
20 after issuance.
18. A semiconductor circuit as set forth in claim
17, wherein said control circuit issues an instruction
relating to execution of said job to said integrated circuit,

then selects and executes a job of processing of a procedure

25 using another integrated circuit.




Wi th a processing request conditional on the nunber of the job managenent
data being not nore than said designated nmaxi nrum nunber. 45. A

sem conductor circuit as set forth in claim 25 42, wherein said control
circuit generates said job 271 managenmenjgata including said execution
order data indicating an order of execution of a plurality of jobs
corresponding to a plurality of operations on said integrated circuit. 5
46. A seniconduct or ¥ s cuik semigmondugtdr igixduitmast Zetwhirrtiin isaicllaimt r ol
circuit, when said operation describing programincludes descriptions

defining at | eHb} winerdtn asdid dorftBBl) cirdiiirt, Wheek salidl ista that Adat@ade rom
said integrated circuit, a data 10 block storing data to be witten in said

integrated cirgaid seldted Y8bindhf5dnet €'data haaibaiesr@éi&&ﬁtaeg%%%g%si ng

for a procedure using said integrated circuit, generates sai ock

based on said , | on-describin rogram 15 47. A sem conductor circuit
as set forth in@© a{a’?‘% 55,gﬁhﬁ?%#ﬁggg}%'qbpﬁ?%ﬂ"éﬁs nAnBE°CEPESHBEr 588mrands.
48. A sem conductor circuit as set forth in claim 42, wherein said
integrated5cir?ﬂﬁﬁe?EPQAEEHeﬁ°iﬂa%¢cb?ﬂ?°d4§95¢F§%ﬁ+%BnﬂﬂétUF1§PFcaFt1&3
set forth in claim?20 42, wherein the circuit is a tanper-resistant :
sem conduct or s&id¢ 8plected job management data.

20. A semiconductor circuit as set forth in claim
13, wherein said control circuit:
starts up a job management data production task

10 and generates said job management data when receiving a

processing request and

starts up a job management data management task
and selects said job, executes said job, and updates said
status data when said job management data is éenerated.

15 21. A semiconductor circuit as set forth in claim
16, wherein said control circuit polls with said integrated
circuit, then generates said job management data.

22. A semiconductor circuit as set forth in claim
13, wherein said control circuit:

20 executes a plurality of application programs
corresponding to a plurality of procedure providers
providing procedures performed using said integrated
circuit,

specifies a procedure provider corresponding

25 to a processing request in accordance with that processing



50. A programto be executed by a semiconductor circuit running an
application programfor performng processing relating to a procedure
using an integrated 25 circuit, 272 - said program conprising: a routine
for inputting an operation describing prggham describing an operation of
sai d application program using names of operations for said integrated
circuit, that 5 is, operation nanes, a routine for view ng correspondence
i nstructi ng da¥edv@dtecanflg correspondence between operation codes used by
sai d application programfor operating said integrated circuit and said
operation nanes 10 t0 obt ajenewatespaid j ol madefer@iit 4aRANEH N @xedutding
operation nanes described in said operation describing program and a

routine for USéulilgaﬁﬁlQcQEi@i’l:gﬁgiegﬁﬁaabggesﬁgﬂaﬁxéotgeghgg gérg%gﬁle 0

sai d application program . A data processing net orimed by a

sem conduct or ¢j | | an application program said data _
processi ng net %)‘(Ejg%l%'?rfgi ?ﬁgigﬁg'steps of : protecting each of a plurality

of program_ 20 nodul form ng said application programby a firewall
al | gcat ed to the prdyfam ,%1 TP EiTFulh a3 9% forkh 1in cohnim,

13, wherein said control circuit givesl an identifier to saidl
job management data and uses said identifier to manage a
plurality of job management data.
| 24. A semiconductor circuit as set forth in claim
10 16, wherein said integrated circuit is mounted on a card.
25. A semiconductor circuit as set forth in claim
13, which is a tamper-resistant semiconductor circuit.
26. A program to be executed by a semiconductor

circuit for processing data in accordance with a plurality
15 of processing requests,

said program comprising:

a routine for generating job management data
including job execution order data showing an order of
execution of a plurality of jobs forming processing in

20 accordance with a processing request and status data showing
the state of progress of execution of said pPlurality of jobs
for each of said plurality of processing requests,

a routine for selecting one job management data

from said generated plurality of job management data,

25 a routine for selecting the job to be executed




registering a programnodule linked with firewall identification

i nformation for identifying the 25 firewall allocated to the program
nodul e, and 273 executing said program nodul e conditional on said

regi stration being perforned. 52. A data Pﬁgcgssing met hod as set forth in
claim 51, further conprising a step of all'ow ng data transfer or 5 data
viewi ng anong a plurality of program nodul es registered |inked with the
sane firewal | newhtbasedt punsanflostratiisndasadapdohalidt prgcdaisinygr amsliear or
data viewing anong a plurality of program nodul es registered Iinked with

different firedath bflesaidli sale6BednfiebmahhagemdAtSdatd,data processing
net hod as set forth in claim 51, further conprising the steps of:

registering a program mody e duiridieredd ey «Aduntsaddiau Lkor TR on

to be used when downl oadi ng the program no romthe outsi of' said
sem conductor circuit 15 tq sagi.d sem condquetor circuit and, when receiving
a downl oad request for sai®*9 E%:d'élrea °ﬁo8838?1f}§i Ayt A rtitudaty ok paid
information regjstered |inked with said program nmodule to judge if
downl oad i ¢ podelerted iPhBanpreeneRy dake prAReRRdANAR Wikhcthe expgyding
t hat downl oad is possible. 54. A data processing nethod as set forth in.
claim 53, furefhepatdnpelsing a step of not downl oading a program nodul e
when said downl oad key information corresponding to

27. A data processing method performed by a

semiconductor circuit running an application program for
processing relating to procedures using an integrated
10 circuit, |
wherein said semiconductor circuit is able to
view correspondence instructing data indicating
correspondence between operation codes used for said
application program to operate said integrated circuit and
15 the names of said operations, that is, the operation names,
said method comprising the steps of:
receiving by said semiconductor as input an
operation describing program describing the operations of
said application program using said operation names, and
20 obtaining y said semiconductor circuit said
operation codes corresponding to said operation names
described in said operation describing program by viewing
said correspondence instructing data and uses the obtained
operation codes to define the processing of said application

25 program.



said program modul e is not registered. 25 55. A data processing nethod as
set forth in claim- 274 53, further conprising a step of performng
nmutual authentication with a sender of said download request to confirm
the legitimcy of said sender, then judgi §g4m@et her said download is
possible. 5 56. A data processing met hod set forth in claim 53, further
conprising the steps of: registering a program nodule further Iinked with
key information used2®ef or® mmimsﬁimgaimhmfdtgr&gnswlﬂo&ﬂﬂ ian@&148inhg
said key information corresponding to a program nodule for which an
execution requegsl whetg8gfkved to judge if said program nodul e has been
altered or tanpered wth and, when judging that it has not been altered or

tanpered with, executes saig; pr. ,%mrpr%ﬂi.gn%e lngZuc'e‘gd@%g%?%ﬁ%n ow

met hod as set forth in claim , turther conprising

storing a pro m nodul e in.a senjconductor , storage circuit provided
out si dg of IOsaig %eﬁ?ﬁﬁﬁﬂﬁef‘gf’nceH’ng'?,enzﬁaéér 9RBFARgoBynanes a8 &&¥duct or

circuit said programnodule, then wite it in said sem conductor storage
circuit and information used when said integrated circuit performs

operations corresponding to those operation names, and

said semiconductor circuit obtains said key
information corresponding to said operation names described
in said operation describing program by viewing said

10 correspondence instructing data and uses that obtained key
information to define the processing of said application
program.

29, A data processing method as set forth in claim
27, further comprising the steps of:

15 generating by said semiconductor circuit job
management data including job execution order data showing
an order of execution of a plurality of jobs forming
processing of said application program and status data
showing the state of progress of execution of said plurality

200 of jobs,

selecting by said semiconductor circuit the job
to be executed next based on said status data and said
processing order data of said job management data,

executing by said semiconductor circuit said

25 selected job, and



descranbling by said sem conductor circuit a programnodule read from said
sem conduct or storage circuit. 25 58. A data processing nethod as set forth
in claim?275 - 53, further conprising the steps of, when said application
program defines processing of a procedyrEGgsLng an integrated circuit for
transferring data with said sem conductor Circuit, 5 encrypting by said

sem conductor circuit first Kkey information used for operation of said
integrated circuit by secdatdang iby oyared | samicohdtotomgeitcuit ssaild

sem conductor storage circuit and storing by said sem conductor circuit
said 10 seconsitieysiddtanati saidnsepedteq@Mm6pNdaRagemEhECHAta 28 A data
processing nethod as set forth in claim 53, wherein said integrated

Circuit [S MUNEtaindeotih tAQ: ofedRLioR gECERARUsERL NOU a5 set forth in

claim 53, further conprising the steps of: executing by said

sem conductor circuidsa @l urglity of application progr corresponding to
a plurality of provsltod'ers%)#ag:rao eé’freésssplﬂgomea:h?& &’o%&%uﬁ@%‘%eﬁf‘of’ﬂ@&m

using said int %ra ed circuit apd, protecting by said sem conductor circuit
a 20 pluralsity'f f RUFther (oPERF h3tRg ckhe o$heRg @fsane application program
by the sane firewall. 61. A sem conductor circuit for running an :

appl i cation program using by said semiconductor circuit said
correspondence instructing data and said operation
describing program to generate template data of said job
management data and

10 using by said semiconductor circuit said
template data to generate said job management data in
accordance with a processing request.

31. A data processing method as set forth in claim
29, further comprising the steps of:

15 generating by said semiconductor circuit said
job management data for each of a plurality of processing
requests,

selecting by said semiconductor circuit one job
management data from said plurality of data modules,

20 selecting by said semiconductor circuit the job
to be executed next based on said status data and said
processing order data of said selected job management data,

executing by said semiconductor circuit said

selected job,

25 updating by said semiconductor circuit said




25 said sem conductor circuit protecting each of a plurality of program 276
nmodul es form ng said application programby a firewall allocated to each
program nodul e in advance in a plurality of firewalls, registering a
program nodul e linked with 5 firewall |geg%|f|cat|on |nfornat|on for
identifying the firewall allocated to th Brogran1nndu|e and executing
sai d program nodul e conditional on said registration being perfornmed. 62.
A sem conduct ostatusudatasofesaidr sbléstelajsd ménddemvhitcHaghl @ws data
transfer or data viewing anong a plurality of program nodul es registered

linked with thecséF@anéélR¥Bh! okdeatibhCaki 9Ri4N§EHMLLQN and prohibits
data transfer or data viewi ng anong a plurality” of program nodul es

registered linked with di ffgr reeégu{d ?%W?%Ld'g .{égﬁ&g}iﬁ 15 Ireg?;'fngy?

63. A sem conductor ci rcwt as se a| m Wi e
program nodul e further ked th downl pad key information _to be used

when downl oadiTRPIFRAR"p %b?aﬂ%dﬁ?t‘adfp BRALhEY oof sfataonodyigs after

sem conductor circuit to said sem conductor circuit and, when receiving a
downl oad r équexdid gapdating pr ogr am nodul e, uses said dovvnl oad key

i nformation : :
32, A data processing method as set forth in claim

31, further comprising a step of deleting by said
semiconductor circuit said job management data when all jobs
forming processing in accordance with a processing request
10 finish being executed.
33. A data processing method as set forth in claim
31,
wherein said operation describing program
includes a description designating a maximum number of said
15 job management data which said semiconductor circuit can
process,
said method further comprising a step of
generating by said semiconductor circuit said job management
data in accordance with a processing request when the number
20 of said job processing data is not more than said designated
maximum number.
34. A data processing method as set forth in claim
31, further comprising a step of generating by said
semiconductor circuit said job management data including

25 said execution order data showing an order of execution of



registered linked with said programmodule to judge if 25 download is
possi bl e and downl oadi ng the program nodul e when - 277 judging that

downl oad is possible. 64. A sem conductor circuit as set forth in claim

63, which does not downl oad a program nod g when said downl oad key

I nformati on corresponding to said program S nodule is not registered. 65. A
sem conductor circuit as set forth in claim 63, which perforns nutua

aut henti cati onaviplhralitydef jébssepdredepohdadgr equaspluratanyi om t he

| egitimacy of said sender, then judges whether said download is possible.

10 66. A seni copdyatoonsi £64i badd SAtefPhtldi Bigkai®m. 61, which: 15
regi sters a program nodul e further linked with key information used before

execution of said pregr ammd; pméﬁ% SRlthdifhd Med Falde! in claim
corresponding to a program nodul’e for Ich an execution request 1's
received to jydge if said program nodul e has been altered or tanpered
with and, when Jldging that it has not been altered or tanpered wth,
executes said program nodul e. 20 67. A sem conductor circuit as set forth

inclaim 61, wherein, whétheiein #Rpid RRRFakIR ArteTibing pregwamct or

storage circuit provided outside of said sem conductor -
includes descriptions defining at least one data block among

a data block storing data read from said integrated circuit,
a data block storing data to be written in said integrated
circuit, and a data block storing log information of
10 processing for a procedure using said integrated circuit,
said method further comprising a step of
generating by said semiconductor circuit said data block
based on said operation describing program.
36. A data processing method as set forth in claim
15 27, wherein said operation names are macro commands.
37. A data processing method as set forth in claim
27, wherein said integrated circuit is mounted in a card.
38. A semiconductor circuit for running an
application program for performing processing relating to
20 a procedure using an integrated circuit,
said semiconductor circuit comprising:
a storage circuit for storing correspondence
instructing data indicating correspondence between
operation codes used fqr said application program to operate

25 said integrated circuit and names of said operations, that




circuit, 25 said sem conductor circuit scranbles said - 278 program

nodul e, then wites it in said sem conductor storage circuit and said

sem conductor circuit descranbles a program nodule read from said

sem conductor storage circuit. 5 68. A segpgonductor circuit as set forth
in claim 61, which, 10 when said application program defines processing
of a procedure using an integrated circuit for transferring data with said
sem conduct or %% r QPeratieRrpames;rst key information used for operation
of said integrated circuit by second key information and storing it in

sai d semi conduct or storagen dinmtatiflacEcdt Girgaitbing sac pbleesidmf or mati on
in said 15 sem conductor circuit. 20 providing procedures performnmed using

said i ntegr al afbgds Mg Wrodr BEAOAIRG Ché pdratish!ofoshhai n ol aim
61, wherein said |ntegrated circuit is nmounted in a card

sem conduct or a&; uraﬁ% ép#app{hi %:g% cgg rg\@:%gl na:ﬁgl d ge I conduct or

circuit: execut ogr ans correépon ng to a
plurality (gf prow ders of aproce{\;dure

rol circuit for obtaining said operation
codes corresponding to said operation names described in
said input operation describing program by viewing said
correspondence instructing data and using the obtained
operation codes to define the processing of said application
10 program.
39. A semiconductor circuit as set forth in claim
38, wherein
said correspondence instructing data further
shows the correspondence between said operation names and
15 key information used when said integrated circuit performs
operations corresponding to those operation names and
said semiconductor circuit obtains said key
information corresponding to said operation names described
in said operation describing program by viewing said
20 correspondence instructing data and uses that obtained key
information to define the processing of said application
program.
40. A semiconductor circuit as set forth in claim

38, wherein said control circuit:

25 generates job management data including job




and protects a plurality of said program nodul es 25 formng a sane
application programby the sane firewall. 279 71. A programto be executed
by a sem conductor <circuit for executing an application program said
program conprising: a routine for protegt'Bg each of a plurality 5 of
program nodul es form ng said application B gramby a firewall allocated
to each program nodule in advance in a plurality of firewalls, a routine
for registeringxacptbgnanrdedutetal shkedngi ah brdewabl bstaguitioaabifon
information for 10 identifying the firewall allocated to the program

nodul e, and a pDutaDet{ob£e}eByt fasmiﬁgdp%eaéaﬁhgvefl easanQthL%%%u% sai d
regi stration being perforned. 72. A programas sef forth in Claim

further 15 co (o] dat a V|ewnn
among a pluraF?%$§€$ﬂp?ggrg%?E§ﬁ Pég¥1ggfggggegﬁg Egge wEnPFRITERFe ©
firewall |dent|flqg L on | na Sn af ﬁ %lng data transfer or data
vi ewi ng among @ pru a??t? oBtaRR L HbEuP SJP §i ipePEFOrAARER With a
different firewall 20 |dent|f|cat|on information. 73. A data processing
met hod per?ord%ﬂ°%?s%?n%eﬁ?36ﬂﬂﬁctor circuit for executing an appllcatlon

program said data processing nethod conprising the steps
selects the job to be executed next based on

said status data and said processing order data of said job
management data,
executes said selected job, and
10 updates said status data of said selected job
management data in accordance with the execution of that
job.
41. A semiconductor circuit as set forth in claim
40, wherein said control circuit
15 uses said correspondence instructing data and
said operation describing program to generate template data
of said job management data and
uses said template data to generate said job
management data in accordance with a processing request.
20 42. A semiconductor circuit as set forth in claim
40, wherein said control circuit:
generates said job management data for each of
a plurality of processing requests,
selects one job management data from said

25 plurality of data modules,



of : 25 independently executing a plurality of 280 - application prograns
protected by firewalls, registering in advance a condition for allow ng
comuni cati on between said application prograns perforned through said
firewalls, 5 judging if a connunication_rsz est satisfies said registered
condition when an application program geinerates a request for

communi cation with another application program and executing

communi cati on between sai csellcixp|tlentjab 1 dus asmeduted Qe sEsadtdn sai d
comuni cation request when judging that it satisfies said registered

condi tion. 74.s#idaseatodCc8eEaNAndEERDY ﬁfpééﬁsiﬂétgragrchﬁkg?o%35a§§rther
conprising a step of registering as a condition 5 for allow ng sal

comuni cation j&f OLOBg g&ilggﬁgg&inggtadgggbi nation of an application
c

program of an 1 ssuer of~sai muni cat roh request for which comrunication
through said firewall is eal I ov¥ze;d and. aieglll Otthe% application program 75. A
data processing nethod as TLHEYHR PA3F A%k >+ further conprising the

steps of, when said sem conductor circuit receives a processing request
from outside of said sen dRfRfaHsaid (shatus data9fhpaid splected ojob

pr ogram correspondi ng
management data in accordance with execution of said job,

and
selects one job management data from said
plurality of data modules after said updating.

10 43. A semiconductor circuit as set forth in claim
42, wherein said control circuit deletes said job management
data when all jobs forming processing in accordance with
a processing request finish being executed.

44. A semiconductor circuit as set forth in claim

15 42, wherein said control circuit,

when said operation describing program includes
a description designating a maximum number of said job
- management data which said semiconductor circuit can
process,

20 generates said job management data in accordance
with a processing request conditional on the number of the
job management data being not more than said designated
maximum number.

45. A semiconductor circuit as set forth in claim

25 42, wherein said control circuit generates said job




25 to said processing request anong said plurality of - 281 application
prograns and perform ng processing in accordance with said processing
request based on said selected application program 5 76. A data
processing nethod as set forth in claim 5? further conprising a step of
transferring data acconpanyi ng conmuni ca ién'betmeen sai d application
progranms using a predeterm ned storage area of a sem conductor storage
appar at us out shamagémeatdddfasinctadiingt saidi erattitidh. oAddat daproCceSsSi ng
met hod as set forth in claim 76, further conprising the steps of: witing

by an appli catifndi®aeghgdnarf ofddat 8 &886hEY0A 8 H3hanl bdog 5
predet er m ned storage a?ea and 15 notifyingoby an 2%%??5%??%n°5r88?§n1of a

data sendi ng si [t ration .being perforned t
appl i cati on progy ooyt Fho do A ATy RE Bl S L dne B e ated
application prqgéan1€f the data receiving side said data from said

pr edet er m ned < ?%b * 20 area in accordance with said notification. 78. A
data processing nmethod as set forth in claim 76, further conprising a step
of , when an access rdRuest® FeRicondghantigignite rstsrtgorthainccladn
judging the Ilegitimcy of said access by a f irewall and all ow ng access
25 to said pretit erhgrein ssaidgeonteal oniychdt, an access request

when said operation describing program includes
descriptions defining at least one data block among a data
block storing data read from said integrated circuit, a data
10 block storing data to be written in said integrated circuit,
and a data block storing log information of processing for
a procedure using said integrated circuit,
generates said data block based on said
operation describing program.
15 47 . A semiconductor circuit as set forth in claim
42, wherein said operation names are macro commands.
48. A semiconductor circuit as set forth in claim
42, wherein said integrated circuit is mounted in a card.
49. A semiconductor circuit as set forth in claim
20 42, wherein the circuit is a tamper-resistant semiconductor
circuit.
50. A program to be executed by a semiconductor
circuit running an application program for performing
processing relating to a procedure using an integrated

25 eircuit,




- 282 judged to be legitimate. 79. A data processing nethod as set forth
in claim 76, further conprising a step of scranbling data transferred

al ong with comuni cati on between said application prograns,

5 then storing

it in said predeterm ned storage area. 80,4 data processing method as set
forth in claim 73, further conprising a step of requesting by said

sem conductor circuit at |east part of the processing acconpanying
execution of said applicat$aid programtcomPrisimdger seni conductor circuit.
81. A sem conductor circuit which: independently executes a plurality of
application progranms protegtethtihd foprVvahpittifgi £ Vperdtidly deedrdbing
condition for allowing 15 conmmuni cati on between said application programs

performed  {Nropehradi deddt APk San bidiatibh 3 COITMNEAL AN 144 Foran o

satisfies sai regi stered condition"when an applicatidn progra

s ¢ stered cor vhen an app
xecut os. conmitr iy ik M Bpeda bRl e hPa S R T

20
et

with said %onnunication fequest when judging that it satisfies said

regi st er ed >conti? t i FRETBELOR BBAPEonductor circuit as set forth in claim 25

81, which registers as a condition for allow ng said 283

a routine for viewing correspondence

instructing data indicating correspondence between

operation codes used by said application program for

operating said integrated circuit and said operation names

10 to obtain said operation codes corresponding to said

operation names described in said operation describing

program, and

a routine for using said obtained operation

codes to define processing of said application program.

15 51. A data processing method performed by a

semiconductor circuit executing an application program,

said data processing method comprising the steps

of:

protecting each of a plurality of program

20 modules forming said application program by a firewall

allocated to the program module in advance in a plurality

of firewalls,

registering a program module linked with

firewall identification information for identifying the

25 firewall allocated to the program module, and




comuni cation information indicating a combination of an application
program of an i ssuer of said comunication request for which communication
through said firewall is allowed and said other application program 5 83.
A sem conductor circuit as set forth i”_C|?5”L 81, which when receiving a
processi ng request fromthe outside, selg t's an application program
corresponding 10 to said processing request anpng said plurality of
application prograns and pexécutingrsatdsprggramatcduliancéndithofiaildon
processi ng request based on said selected application program 15 84. A

sem conduct or shhi@Uirkgasteatibar baing peiedrmad, Which transfers data
acconpanyi ng comruni cati on between sald application prograns using a

predeterm ned storaggparean g%t%\?’_e%&sée)%%;%ﬂ?‘;&raasqeseatpp‘%raéhuzitno?t ﬁijﬁ"ei (r)]f

sai d sem conductor circuit. 2 _ ctor circurt as set
appl  cati on pr 5Bt AEvEERSE CRPEPEARATRCECTHEP S MATTIEL hi (aAnsfes e
e e 8 e Rgl b i 2oy Tosbda F 2R DE2LL0 Prodam, of L gt e
recei ving -> 28%3%8i ViR gap Y of prog g
linked with the same firewall identification information |
and prohibiting data transfer or data viewing among a
plurality of program modules registered linked with
different firewall identification information.
10 53. A data processing method as set forth in claim
51, further comprising the steps of:
| registering a program module further linked with
download key information to be used when downloading the
program module from the outside of said semiconductor circuit
15 to said semiconductor circuit and,
when receiving a download request for said
program module, using said download key information
registered linked with said program module to judge if
download is possible and downloading the program module when
20  judging that download is possible.
54. A data processing method as set forth in claim
53, further comprising a step of not downloading a program
module when said download key information corresponding to

said program module is not registered.

25 55. A data processing method as set forth in claim




reads said data fromsaid predeterm ned storage area into the application
program of the data receiving side in accordance with said notification. 5
86. A sem conductor circuit as set forth in claim 84, which, when an
access request for said predeterm ned stgpgge area occurs, j udges the

| egiti macy of said access by a f irewall "and all ows access to said
predeterm ned storage area only for an access request judged to be

| egiti mate. 10587. fartbhercooupeisingi acstepasfsperformingnmutaah 84, which
scranbl es data transferred along with comrunication between said

appl i cation pragthahtithelont @ieh ai behBegdbd BhedetOWH1BAd Feofddd HLA.
88. A sem conductor circuit as set forth in claim 15 81, which requests at

| east part of C [ i BGEP ' e [.O | | j i
programto an%taﬁje:.?i.gefnﬁécon uJE:t or Ci %h& .g'd8é.gﬁ§\8%f %@%’hﬁo&%ﬁiﬁr}l’%@}e@
sem conductor gl fguj xegute: 20 25.a routine for independently executing
a plurality o§£3%p?%33??§% ﬁ?oa?gﬁ§g5?0tected by firewalls, a routine for
registerin% in advaqgg a condition for allow ng comunication between said
appl i cati o programs>® per foriRtR RERRFL NG dgthediag sety faxkh da idaim
judging if a comuni cation request - 285

3, further comprising the steps of:

registering a program module further linked with
key information used before execution of said program module
and

10 using said key information corresponding to a
program module for which an execution request is received
to judge if said program module has been altered or tampered
with and, when judging that it has not been altered or
tampered with, executes said program module.

15 57. A data processing method as set forth in claim
53, further comprising a steps of,

when storing a program module in a semiconductor
storage circuit provided outside of said semiconductor
circuit,

20 scrambling by said semiconductor circuit said
program module, then write it in said semiconductor storage
circuit and

descrambling by said semiconductor circuit a
program module read from said semiconductor storage circuit.

25 58. A data processing method as set forth in claim



satisfies said registered condition when an application program generates
a request for communication with another application program and a

routi ne for executing conmunication between 5 said application prograns in
accordance with said comuni.cation requ when judging that it satisfies
said registered condition. 90. A data proce55| ng nmet hod by which a

sem conductor circuit or a sem conductor storage apparatus 10 accessible
by said sem c&3duduartheinr oempricang e sywpyrafin running in said

sem conductor circuit, wherein said sem conductor circuit has a software

structure conprised of a phehakaliy apphayatsoanprofgaumndedawelsoad signature
verification key information 15 corresponding to each | ayer abI e to be

vi ewed by sai Jddld q,

conprising th steps S#bd verl fl:&: ng yresgilaécf' sean%lgolnciucq or CI rcwt for
downl oad signature Jdnfarnatjqn rated, in_accor ce downl oad
request usi ng%ésg‘ln(ff(fgvxrﬁlngac#a% gna%gmr esalvdérsl acfmguc ° ‘??rtat I on when
recei ving said downl oad guest and al | owi n by sai d sem conduct or
circuit the 25 issuer of °§ FIPHIRA B¥asrigdu "‘EB“GB%PBa‘B“éCW'Bthﬁ?Ef -

286 a layer corresponding to the downl oad signature verification
key information used for operation of said integrated circuit

by second key information and storing it in said
semiconductor storage circuit and
storing by said semiconductor circuit said

10 second key information in said semiconductor circuit.

59. A data processing method as set forth in claim
53, wherein said integrated circuit is mounted in a card.

60. A data processing method as set forth in claim
53, further comprising the steps of:

15 executing by said semiconductor circuit a
plurality of application programs corresponding to a
plurality of providers of ;rocedures providing procedures
performed using said integrated circuit and

protecting by said semiconductor circuit a

20 plurality of said program mecdules forming a same application
program by the same firewall.

61. A semiconductor circuit for running an
application program,
said semiconductor circuit

25 protecting each of a plurality of program



key information used for that verification conditional on said downl oad
signature information being legitinmate. 91. A data processing nethod as set
forth in claim 5 90, further conprising the steps of: storing by an

aut henti cati on apparatus access nasten_ﬁg* information corresponding to a
| ayer to which a program allowed to be downl oaded bel ongs, transmtting by
sai d authentication apparatus 10 said downl oad request to said

sem conduct or medud@st foamingFaig APPIdicrtdam @ragnan &Y & fdravall he
access master key information to generate said downl oad signature

I nformati on aadlocated ttol kachdpmobran modndeuir advanceninoam plusal ity
sem conductor circuit. 15 92. A data processing nethod as set forth in
claim 90, fubleheire@Anissi ng the steps of: storing by an authentication
apparatus identification information of said sem conductor circuit 20 and

encrypting by said authen}hggggggiggggrg;ggraﬂshgguigggihﬂ g;;@ﬁ%ation

I nformati on as plain text I'ng sard acceSs master I nformation to
generate, dp gt ! Sl IR S A LIRS SN Rp ey
processing nethod as set forth jn claim- 287 - 91, further conprising the
steps of: firewall allocated to the program module, and
executing said program module conditional on
said registration being performed.
62. A semiconductor circuit as set forth in claim
10 61, which allows data transfer or data viewing among a
plurality of program modules registered linked with the same
firewall identification information and prohibits data
transfer or data viewing among a plurality of program modules
registered linked with different firewall identification
15 information.
63. A semiconductor circuit as set forth in claim
61, which
registers a program module further linked with
download key information to be used when downloading the
20 program module from the outside of said semiconductor circuit
to said semiconductor circuit and,
when receiving a download request for said
program module, uses said download key information

registered linked with said program module to judge if

25 download is possible and downloading the program module when



storing by said authentication apparatus first access nmaster key

I nformati on corresponding to said |ayer where download to said

sem conductor circuit is allowed and 5 one or nore second access naster
key information corresponding to one or. ggre -hi gher | ayers of said | ayer
and using by said authentication apparatus said first access naster key

i nformati on and said one or nore 10 second access master key information to
gener at e sai dJudgiRgoidasi dewrdrad dAsoPegsitde-04. A data processing net hod
as set forth in claim 91, further conprising a step of perform ng by said
aut henti cati on appafétus Ausemicandhctorcaironiti aih setdfoBtbedinccAada or
circuit, then transmtting said downl oad signature information to said
seni conduct or 6@i,r whiich YeesAndd AowWnleass iahpreidand malvilel whar hsdid cl ai m
94, further conprising the steps of: storing by said authentication

apparat us mut yglyn 123 32 iele 1nisoailatil P Yot rdspordiinyf B i Program

identification i1nformation of sald sem condluctor Circuit, encrypting by
sai d aut henticatj qn apparatus .said identification as plain text using
sai d- nut ua gﬁ?ﬁ@ﬁtﬁ@a?ﬁ%hre ﬁ%%p %%;infornation to generate nutual 25
aut henti cati on key inforngation, 288

apparatus said nut§ar auPh@ﬁ??ﬁggaﬂﬁtREycg%%ggﬁggﬁggggo%gth nakF%iéyk
63, which performs mutual authentication with a sender of
said download request to confirm the legitimacy of said
sender, then judges whether said download is possible.
10 66. A semiconductor circuit as set forth in claim
61, which:
registers a program module further linked with
key information used before execution of said program module
and
15 uses said key information corresponding to a
program module for which an execution request is received
to judge if said program module has been altered or tampered
with and, when judging that it has not been altered or
ta@pered with, executes said program module.
20 67. A semiconductor circuit as set forth in claim
61, wherein,
when storing a program module in a semiconductor
storage circuit provided outside of said semiconductor
circuit,

25 said semiconductor circuit scrambles said



aut hentication with said sem conductor circuit. 96. A data processing
met hod as set forth in claim 5 90, wherein the software structure of said
sem conductor circuit is classified into a first layer for which only a

manager of said sem conductor circuit Lszﬁgven a download right, a second
| ayer positioned higher than said f irst yer and to which a program for
operating a predetermned 10 integrated circuit belongs, and a third | ayer
posi tioned hpghgrammedubed tharwgitegect dnd saddpenicondupgher sdxage
program defining transacti on procedure content using said integrated
circuit bel ongirctiit Andata processing nethod as set forth in claim 15 96,
wherein said integrated circuit is nmounted in a card and said

sem conductor circuit accgas@sSsémidondibesratbedctitCabokBmblal &
comuni cation line and a 20 comuni cation apparatus connected to said

communi cat i ongLpRen REquie 4l EEB&%&‘Qﬁ%ﬁ%@u@%&FLtE?%@ %%‘r&&ﬂfn

96, wherein aBpllcatlon prograns correspon gtoa plura

busi nesses_perform trapsactions  using said 25 integrated,circuit helong
Lo said third | ayer 291 r clapreiSo3aHetaP Sqbpas apoPaEaramshurh Copioy
application progranms, and data transfer or data view ng between said -
application SF@gF§H§hUhrough said firewalls is restricted.

when said application program defines
processing of a procedure using an integrated circuit for
transferring data with said semiconductor circuit,

10 encrypts first key information used for
operation of said integrated circuit by second key
information and storing it in said semiconductor storage
circuit and

stores said second key information in said

15 semiconductor circuit.

69. A semiconductor circuit as set forth in claim
61, wherein said integrated circuit is mounted in a card.

70. A semiconductor circuit as set forth in claim
68, wherein said semiconductor circuit:

20 exacutes a plurality of application programs
corresponding to a plurality of providers of procedures
providing procedures performed using said integrated circuit
and

protects a plurality of said program modules

25 forming a same application program by the same firewall.



99. A data processing nethod as set forth in claim 5 91, further
conprising a step, when detecting a physical external force applied to
sai d aut hentication apparatus by which said access nmaster key information
mght be illicitly operated on, deleting,Qy _said authentication apparatus
automatically said stored access master key information. 10 100. A

sem conductor circuit having a software structure conprised of a plurality
of layers, said senfédondubtprogramute hel executedvbyoansemicondyaionr e
verification key information corresponding to each |ayer, 15 verifying
downl oad si gheigeaiitnfotnaixeentiggnanaapplicarion gaogran,t h a downl oad
request using said download signature verification key information when
receiving a downl oad requggia pRdgehmOMbRgrilengssuer of said downl oad
request 20 to downl oad a progran1of a | ayer correspondlng to the downl oad

signature verification kex LN glggtggg §§gg?éginéhggchvg @ihkggﬁgg t hat

sem conductor circuit or Rem eonatct orage ci rCUI €ssi
said sen conduct or CIrCUI apndltlonal on said Qmmlqad s nat ur

i nformati oh b8FnB*PEGAR Aef@lesoborTdra RaEh ¥ ram, %eat
forth in claim 100, wherein the software structure of sald sem conduct or
circuit is cl 535pHRdd pAdecated $o eard PROGTAM AMediliey in adyaRRe W 3aid
sem conductor circuit is given a downl oad

plurality of firewalls,

a routine for registering a program module
linked with firewall identification information for
10 identifying the firewall allocated to the program module,
and
a routine for executing said program module
conditional on said registration being performed.
72, A program as set forth in claim 71, further
15 comprising a routine allowing data transfer or data viewing
among a plurality of program modules registered linked with
the same firewall identification information and prohibiting
data transfer or data viewing among a plurality of program
modules registered linked with different firewall
20 identification information.
73. A data processing method performed by a
semiconductor circuit for executing an application program,
said data processing method comprising the steps
of:

25 independently executing a plurality of



5 right, a second |ayer positioned higher than said first layer and to

whi ch a program for operating a predetermned integrated circuit bel ongs,
and a third | ayer positioned higher than said second |ayer and to which an
application programdefining transactiopggrQcedure content using said 10
Integrated circuit belongs. 102. A sem conductor circuit as set forth in
claim 100, wherein said integrated circuit is nounted in a card 15 and
sai d seni condappdicatien pregranseprotegtednbygfirewadilisouit through a
comuni cation |ine and a comruni cati on apparatus connected to said

communi cation |ine. 103.régisterbingui advancalint casdieiohofdi alledizign 20
102, wherein application prograns corresponding to a plurality of

busi nesses peebaindhigatians beltwadn uaiia?y'ldca!tabegb&fo%&aﬁig IAEd1Rdng O
said third layer, firewalls are defined tor said plurality of application

- prograns, an S ta view ng between said application 25
pr ogr ans thrOESﬁggg?dg%?Pé%g%Fg%ﬁggﬂestricted. - 291 104. An

t henticati t d,for, thenticati wh d | i.ng .
program £ ahning | n o Serd SUFHE b B FOBPESL6AEL B FOBRAAR BRCAPRARR

having a software structure conprised of a plurality of |layers or
said registered condition when an application program

generates a request for communication with another
application program, and
executing communication between said
10 application programs in accordance with said communication
request when judging that it satisfies said registered
condition.
74, A data processing method as set forth in claim
73, further comprising a step of registering as a condition
15 for allowing said communication information indicating a
combination of an application program of an issuer of said
communication request for which communication through said
firewall is allowed and said other application program.
75. A data processing method as set forth in claim
20 73, further comprising the steps of,
when said semiconductor circuit receives a
processing request from outside of said semiconductor
circuit,
selecting an application program corresponding

25 to said processing request among said plurality of



5 a sem conduct or storage apparatus accessible by that sem conductor
circuit, said authentication apparatus: storing access naster key
information corresponding to a |layer to which a programallowed to be 10
downl oaded bel ongs, transmtting said doyal.oad request to said

sem conductor circuit, and using that acCesSs nmaster key information to
generate said downl oad signature information and 15 transmtting that

downl oad si ghapplécatfionnprograms saadd sem conductor circuit. 105. An

aut henti cati on apparatus as set forth in claim 104, which: stores

identification informtiopepfotmifly pRo&8SbERGUUAT QEcEElaHEE AREnEBRLMDE S
said identification information as plain text using said access naster key

nformation tg,o08885AL° ARkt HaTRY Sh 2Md BRACGEOLA AR hat

downl oad master key information to generate sai ownl oa 25 signature
information. -_292_ _106. An authentication apparatus as set forth in claim
105, which: sP5P&&E*'rst access master key information corresponding to

said | ayer where download . tg said 5 senijconductor circuit_is al]owed and
one or nor®e second 76- A data processing method as set forth in claim

73, further comprising a step of transferring data
accompanying communication between said application
programs using a predetermined storage area of a
semiconductor storage apparatus outside of said

10 semiconductor circuit.

77. A data processing method as set forth in claim

76, further comprising the steps of:
writing by an application program of a data
sending side data in said predetermined storage area and
15 notifying by an application program of a data
sending side the fact of the write operation being performed
to an application program of the data receiving side, and
reading by the application program of the data
receiving side said data from said predetermined storage
20 area in accordance with said notification.

78. A data processing method as set forth in claim
76,.further comprising a step of, when an access request
for said predetermined storage area occurs, judging the
legitimacy of said access by a firewall and allowing access

25 to said predetermined storage area only for an access request



access master key information corresponding to one or nore higher |ayers
of said |layer and uses said first access nmaster key information and said
one or nore second access master key information 10 to generate said
downl oad signature information. 107. An agahgntication apparatus as set
forth in claim 105, which perfornms nutual "authentication with said

sem conductor circuit, then transmts said dowl oad signature information
to said semn chndgedoktocbeclipgitimat®8. An aut hentication apparatus as set
forth in claim 107, which: stores nutual authentication master key

information and idemyifi cRtdra iplctd@din) mdtiicd ths St EUYHIC L] Aidiani t,
20 encrypts said identif ication as plain text using said nutual

aut hent | cal | 0Rg oAl Lin ke Yooil:d'iald Qsddh o2°0BERRBLENY Bl L2 Ui IGAld N

key information, and uses nmutua henti1 cation Key 1 nformation

mut ual authentication w th said gﬁric n%pctor circuit., 2@.109. An

aut hent i cat | of- 8RBT R SOMPURICH G, Defweedqsaid, apptieaticn RROITAMy
detecting a paﬁsical external force  applied to said authentication
appar at us by hWReRhstardngcdésin gaifdeprrdpterrdnsgh SERXAIGHATSR illicitly
operated on, automatically deletes said stored access nmaster key 5
informati on. 110. A89rograndata [presessing ngthod s cotkl fsangh in claim

73, further comprising a step of requesting by said
semiconductor circuit at least part of the processing
accompanying execution of said application program to
10 another semiconductor circuit.
81. A semiconductor circuit which:
independently executes a plurality of
application programs protected by firewalls,
registers in advance a condition for allowing
15 communication between said application programs performed
through said firewalls,
judges if a communication request satisfies said
registered condition when an application program generates
a request for communication with another application program,
20 and
executes communication between said application
programs in accordance with said communication request when
judging that it satisfies said registered condition.
82. A semiconductor circuit as set forth in claim

25 81, which registers as a condition for allowing said



circuit having a software structure conprised of a plurality of |ayers,
said programconprising: 10 a routine for verifying dowl oad signature

i nformati on generated in accordance with a downl oad request

when receiving

such a downl oad request using said downl ggd _signature verification key

I nformation of a corresponding layer in said plurality of

| ayers, and 15 a

routine for allowing the issuer of said downl oad request to downl oad a

program of a temmnnicetiespénfpmpationhdndiwniting @i gembdnation fafca&n on

key information used for that verification to that sem conductor

or a sen condappPhcatebadprogian bfaancissher BY 3Qidlicdmaiiieatdlsti or
circuit conditional on said dowl oad signature information being

| egiti mate.

and data i nput

circuit

1}%81163%6%20&@1%}10 bombnibh tidh Rerdudd! 3a1PEaTHWALL Gig CUi t
ut put processing circuit, wherein:  said data processing

circuit inputgﬁind gugggtgaggag%hgrwg% 1§cg%§°%$§b%§%é§_that sem conduct or

. . ow
circuit through™- g
data input/output circuit: encrypts data in

47 sai a | nputroutpu sSing circuit, and

ut . from sai d_dat
circuit irPunits ofBBrede%e?ﬂ?h%ﬂ“ﬁ%?%??eﬁbgﬁglﬁnﬂsoﬁ?ﬁufgrtg Eﬁec agi

sai d bus, decrypts data input fromsaid bus and outputs

dat a processi 8§,cwhdght, and

10

15

20

25

when receiving a processing request from the
outside,
selects an application program corresponding
to said processing request among said plurality of
application programs and
performs processing in accordance with said
processing request based on said selected application
program.
84. A semiconductor circuit as set forth in claim
81, which transfers data accompanying communication between
said application programs using a predetermined storage area
of a semiconductor storage apparatus outside of said
semiconductor circuit.
85. A semiconductor circuit as set forth in claim
84, which
writes data in said predetermined storage area
in an application program of a data sending side and
notifies the fact of the write operation being

performed to an application program of the data receiving

sai d

rocessi ng

to

the sane to said



perforns data input/output transactions through said bus in units of m
nunber of data input/output 10 transactions when Nc/ Nb=n where the bus
width of said bus is No and the data length is Nc and the small est whole
nunber of n or nore is m 112. A senigo?ﬁucgor circuit as set forth in
claim 111, wherein IF 15 said data input/output circuit, when accesses a
sem conduct or storage circuit through said bus based on a first address

i nput from sadildedaandprocessing circuit, converts said first address to a
second address 20 so as to access said sem conductor storage circuit in

units of the storage arepsad#® sdid Aaithefdaindsfid Mirdde td:itbd Wtor S
sai d second address to access said sem conductor storage circuit. 113. A

sem conduct or _ gL L Cy ‘| | . rei | f

out s out put aFehctto ¥hg Bl fkhtich frayfin'or the dlbEIfdesAlindlidy
instruction for wwitigg first gata.to atﬁinst address, converts said first
address to satd 2EESRI2RGE, Bath saig potdfigalieBuy address to read data of
a predeterm ned address range including said first address from said

seni conduct or st or aB®- ci rRuFemigeRAYpter sgipcrif@ga8qt forth in claim

84, which, when an access request for said predetermined
storage area occurs, judges the legitimacy of said access |
by a firewall and allows access to said predetermined storage
area only for an access request judged to be legitimate.
10 87. A semiconductor circuit as set forth in claim
84, which scrambles data transferred along with
communication between said application programs, then stores
it in said predetermined storage area.
88. A semiconductor circuit as set forth in claim
15 81, which requests at least part of the processing
accompanying execution of said application program to
another semiconductor circuit.
89. A program for making a semiconductor circuit
execute:
20 a routine for independently executing a
plurality of application programs protected by firewalls,
a routine for registering in advance a condition
for allowing communication between said application programs
performed through said firewalls,

25 a routine for judging if a communication request



rewites data corresponding to said first 10 address in said decrypted
data, encrypts said data of a predeterm ned address range including said
rewitten data, and wites said encrypted data using said second address
in said sem conductor storage circuit. _15g414. A semiconductor circuit as
set forth in claim 112, wherein said data input/output circuit, when said
data processing circuit receives an instruction for reading data froma
first addresssatbafiesssaiddregisteznddr condisioni whencandappligation 25
uses said second address to read data of a predeterm ned address range

i ncl udi ng saiprbgran Geleratesld aragiest FE eantiiiniicya tsicar agahc ianhdither
decrypts said read data, rewites data corresponding to said first - 296 -

address in sahg,figch¥PbRdpeaRamandnfiet ches data corresponding to said
first address "in said decrypted data and outputs it to said data

[ [ it. 5 115. ] | ' th_j '
D11 wherain said data i ARATSEERLCERE et e ELAS i fot 1 A Petlakhl

used for sal d engrYpLy on, 29d,IgLypLien, ognditional, Q2 ey dara used when

communication request when judging that it satisfies said.
registered condition.
90. A data processing method by which a
semiconductor circuit or a semiconductor storage apparatus
10 accessible by said semiconductor circuit downloads a program
running in said semiconductor circuit,
wherein said semiconductor circuit has a
software structure comprised of a plurality of layers and
having download signature verification key information
15 corresponding to each layer able to be viewed by said
semiconductor circuit,
said data processing method comprising the steps
of:
verifying by said semiconductor circuit
20 download signature information generated in accordance with
a download request using said download signature
verification key information when receiving said download
request, and
allowing by said semiconductor circuit the

25 issuer of said download request to download a program of



witing in said sem conductor storage circuit and key data 10 used when
readi ng and decrypting said data fromsaid sem conductor storage circuit
bei ng the sane. 116. A sem conductor circuit as set forth in claim 115,
wherein: said data input/output circuit gggres a 15 plurality of said keys
and said plurality of keys are suitably swtched for use. 117. A

sem conductor circuit as set forth in claim 115, wherein said data

i nput/ out put @ilayen corresphadingrte Shepdownload igriakprm verdfiicadiduct or
storage circuit for conputation to generate said key. 118. A sem conduct or
circuit as sekefyoihfoirmatiehnmisédSfovhehatnvesiifidationnpondattipmalcioncui t
generates parity data fromdata to be witten in said sem conductor

storage 25 Ciggiitdowhibga 885Hakakb! Ynf8tRationdbdingMegi¢ymate .297
storage circuit linked with said data, reads corresponding parity data

together with readigg of fa&%dtyéjggaﬂa“a‘?%ﬂuéh%sd atJmse{tg%iotxjﬁ:a&ﬁ %g-sﬁg{é?

read data based on Said pari sem conduc circu

forth in cl ai% 5 111, wherein,said dgta ingut/ utput circuit divides into
a plurality o prﬁ‘é’égg?ﬁgcﬁ?PFéa%Pgoﬁ eoPtBP8c8Esing for witing data in

said sem conductor storage circuit and processing for reading data from
sai d sem conduct or storagktoming by amerethkenticabior| appapabussaragsen
units of said

master key information corresponding to a layer to which
a program allowed to be downloaded belongs,
transmitting by said authentication apparatus
10 said download request to said semiconductor circuit, and
using by said authentication apparatus the
access master key information to generate said download
signature information and transmit that download signature
information to said semiconductor circuit.
15 92. A data processing method as set forth in claim
90, further comprising the steps of:
storing by an authentication apparatus
identification information of said semiconductor circuit
and
20 encrypting by said authentication apparatus
using said identification information as plain text using
said access master key information to generate download
master key information and using the download master key
information to generate said download signature information.

25 93. A data processing method as set forth in claim



10 divided processing. 120. A sem conductor circuit as set forth in claim
112, wherein said data input/output circuit scranbles an address input
fromsaid data processing circuit to generate a second address. 15 121. A
data processing method performed by a _sgghconductor circuit when accessing
a sem conductor storage circuit when a sem conductor circuit and said

sem conductor storage circuit are connected through a bus, said data
processi ng mePhodfuskherscagprhsingecpbe2gteps: of5 encrypting data to be
witten in said sem conductor storage circuit in units of predeterm ned
data |engths and out put tstgring BaEaid aidthénitatider applaraduiaied dgput
fromsaid bus, and perform ng data input/output transactions 298 through

said bus in UﬂééésgfmHhEUQbﬁé¥Oin§8Eﬁa£EBHt éSEEQH{gon&Eﬁ&S%t 599% Wagar
Nc/ Nb=n where the bus width of said bus 1s Nb and said”data length™i's Nc

and the smalle r 122. A dat essi ng
met hod as set” é)o‘?n {’:&’eto fff‘cp?ﬁ’r“t"ﬁg SES%BH %fﬁﬁu;&tsf%pa °‘gee°ﬁ I ng
an address to be us mhen acgessi ng sai d, senm conduct or storage circuit

so as to acceWesqF LR 88RANCL: BFCeES, Bater  KBYt IpfoFmAtdonyf storage

areas in which data of Nc is stored.
corresponding to one or more higher layers of said layer

and
using by said authentication apparatus said
first access master key information and said one or more
10 second access master key information to generate said
download signature information.
94, A data processing method as set forth in claim
91, further comprising a step of performing by said
authentication apparatus mutual authentication with said
15 semiconductor circuit, then transmitting said download
signature information to said semiconductor circuit.
95. A data processing method as set forth in claim
94, further comprising the steps of:
storing by said authentication apparatus mutual
20 authentication master key information and identification
information of said semiconductor circuit,
encrypting by said authentication apparatus
said identification as plain text using said mutual
authentication master key information to generate mutual

25 authentication key information, and




10 123. A data processing nethod as set forth in claim 122, further
conprising the steps of: using said generated address to read data of a
predet er mi ned address range from said sem conductor storage-circuit, 15
decrypting said read data, rewiting necgggary data in said decrypted data,
encrypting said data of a predeterm ned address range including said
rewitten data, and using said _generated address to wite saijd 20

encrypted data in said séiffhREtRI<irthentication apparatugpaid
processi ng nmethod as set forth in claim 122, further conprising the steps
of : using saimutjeabraunthentiicationokepadnfarmationafpremutupdi ned address
range from said sem conductor 25 storage circuit, 299 - decrypting said
read data, anautkénbicgtiiod piehesalidgsehtcondaesarycdataiikn said
decrypted data. 125. A data processing nethod as set forth in claim 5 121,

further conprising ¢gst e QasdligtessSiid M tHbd @ & FJ138 ifPlc13AInd
encryption and decryption conditional on key data used when encrypting

cryption and decrypti on condi ti o d wher n
eed when ® 1 o301 repERat . sP8, BoREVRER A ERRkyERTLBIBATK, Rl sBRERES '

storage circuit being.the_ sane,
g circuitgis clasggfied into a first layer for which only a

manager of said semiconductor circuit is given a download
right, a second layer positioned higher than said first layer
and to which a program for operating a predetermined
10 integrated circuit belongs, and a third layer positioned
higher than said second layer and to which an application
program defining transaction procedure content using said
integrated circuit belongs.
97. A data processing method as set forth in claim
15 96, wherein
said integrated circuit is mounted in a card
and |
said semiconductor circuit accesses said
integrated circuit through a communication line and a
20 communication apparatus connected to said communication
line.
98. A data processing method as set forth in claim
96, wherein application programs corresponding to a
plurality of businesses performing transactions using said

25 integrated circuit belong to said third layer, firewalls



126. A data processing nethod as set forth in claim 125, further
conprising the steps of: storing a plurality of said keys and suitably
switching said plurality of keys for 15 use. 127. A data processing nethod
as set forth in claim125, further conpripgbong using the address for
accessing said sem conductor storage circuit for conputation to generate
said key. 20 128. A data processing nethod as set_forth in claim 121,
further conpr%eripfined fx sgéﬁ’ePgPFﬂélﬁHrPfya%%’dcaw?’brﬁm%‘ﬁy fnd
witten in said sem conductor storage circuit, witing said parity data in
sai d seni conddatartransfige ori datat viiewling hetheeni daddt appldgditign
corresponding parity 25 data together with readi ng of said data, and

verifying theprogb@ms!| €eHrbughc¥atll Fardwatde dat 2ebredted.said parity
data. 129.. A data processing nmethod as set forth in claim 121, further

conprising a step oggdi vigli 0ed ?&&éﬁﬂé":ﬂé%o&’%é’@@@%% 3ty l8asitm one
of processing for witing data I n sald Sem conductor storage circuit and
processi ng fog, reading, data fttom.sald sep copduchol 240La0e ghialidasand
executing pipe}fne proceSS|n5 iriTari f's ofP<al HiV|§e8 procCe s?hg.afBO. A
data processing apparatus conprising: 10 a storage circuit for storin
nstructions SRESCAAL.EFea HPRILed o Aais Apthantication spparatus b

which said access master key information might be illicitly
operated on, deleting by said authentication apparatus
automatically said stored access master key informatién.

10 100. A semiconductor circuit having a software
structure comprised of a plurality of layers,

said semiconductor circuit able to view download
signature verification key information corresponding to each
layer,

15 verifying download signature information
generated in accordance with a download request using said
download signature verification key information when
receiving a download request, and

allowing the issuer of said download request

20 to download a program of a layer corresponding to the download
signature verification key information used for that
verification to that semiconductor circuit or a
semiconductor storage circuit accessible by said
semiconductor circuit conditional on said download signature

25 information being legitimate.




a conputation circuit for accessing said storage circuit through a

transm ssion line and using the instructions and data of said plurality of
prograns to 15 execute said plurality of prograns, a connection sw tching
circuit interposed between said transgiggpon |ine and said storage circuit
for setting said transmssion line and said storage circuit to one of a
connection state and di sconnection state based on 20 a control signal, a
connection control ¥9}cuid gemicrnduckoncirgeit antset Eoxbaliroeladmt rol
to set said transmssion line and said storage circuit to one of a
connecti on sth0@, anderdiscthacsbfbrasbaberhesadeonfasadds seaigendaictaorng
data 25 defining an address range in said storage circuit able to 301 be

accessed whilg; sahfecogPEiabboRicl! ¢HEL hS£FE¥8EULhPars#bd wahuhabht:,g &f
prograns for each of said plurality of prograns, an address in sai

storage ci royil, LoL-OECHa3a dofONRHEALLOR cSLEAHE!;LSBUGE AN 3EeT%ad
request, and ‘execuling programbs rnstracting inrornati on I Ch programin a
plurality of rogranms sai d conputation circuit_is executing,,L and _an

i nput/out put ¥ ?’égfa’céeEPP 3y 5msr+§&mﬂ<?ghlshara§mfeaﬁgfwa 1A¥%ef sai d
conmputation circuit through said transm ssion |ine and inputting and
outputting da®Rd %9 whighi AcP5ag3Rrllcior PRAraging prpredetrgmipest at us.

131. A data processing apparatus as set forth in claim 130, wherein
connecti on coimtegrateducirgeintrbedengsai,dand a third layer positioned

higher than said second layer and to which an application
program defining transaction procedure content using said
10 integrated circuit belongs.
102. A semiconductor circuit as set forth in claim
100, wherein
said integrated circuit is mounted in a card
and
15 said semiconductor circuit accesses said
integrated circuit through a communication line and a
communication apparatus connected to said communication
line.
103. A semiconductor circuit as set forth in claim
20 102, wherein application programs corresponding to a
plurality of businesses performing transactions using said
integrated circuit belong to said third layer, firewalls
are defined for said plurality of application programs, and
data transfer or data viewing between said application

25 programs through said firewalls is restricted.



control signal indicating to set said transmssion |ine and said storage
circuit in a connection state when the address 15 in said storage circuit
for which said conputation circuit issues an access request is inside the
address range corresponding to a prog[aggieLng execut ed defined by said
access range defining data and generates id control signal indicating to
set said transmssion line and said storage 20 circuit in a disconnection
state when it is not04nsiAre awthen titkck &ien rspperatid®? . udedafar pr ocessi ng
apparatus as set forth in claim 130, wherein said connection control

circuit generahthefitidatioft whbnSHeRAlohaiAgCAr ?aageawi rAnalngnSi’ &Ct i on
bei ng 25 executed based on said access range defining data defining 302 an

addr ess [ angesid 88hauataEaBeEhiCUEL UNLEh;iEBAaNELAECBIRM:1¢ RaRaRY dance

with which of a fetc read, and wite 1nstruction said conputatio
circuit is execyiing. 133. data_processi ng apparatuys,as set forth in
Claim 5 130 SGREVEPR SEPHCEURRCEPRBRLARN: PE ScPIERRLLAS OF dAYRESe i
for storing said access range defining data. 134. A data processing
appar at us Sas ¥ctepbreRdugteraphkprage, apparatus agrespapdel byt phatnterface
circuit transfers 10 data with an integrated circuit storing said access
range defi ni semiadnduateypecidcuitsi de of said data processing apparatus,

said conputation circuit accesses said
said authentication apparatus:

storing access master key information
corresponding to a layer to which a progrém allowed to be
10 downloaded belongs,
transmitting said download request to said
semiconductor circuit, and
using that access master key information to
generate said download signature information and
15 transmitting that download signature information to said
semiconductor circuit.
105. An authentication apparatus as set forth in
claim 104, which:
stores identification information of said
20 semiconductor circuit and
encrypts said identification information as
plain text using said access master key information to
generate download master key information and uses that
download master key information to generate said download

25 signature information.



integrated circuit through said transmssion line and said 15

comuni cation circuit, and said connection control circuit holds
predet erm ned key information, receives said encrypted access range
defining data fromsaid integrated circuht, through said comunication
circuit and said transm ssion 20 line, deCrypts said received access range
defining data using said key information, and uses said decrypted access
range defining datlH0éo deneruitherstichtion rapparaines .ad et Aouth in
processi ng apparatus as set forth in claim 134, wherein said connection
control circukiaiRCEOSfSwRilch?5 encrypted decryption programfor perform ng
sai d decryption 303 through said input/output interface circuit and said

transm ssion |ine, decrypSy,Sdd ckhesp@id.y 9@%&@%9%%%%9@ ogtores it

in said storage circuit, and uses sal ecryption programstored 1 n said
storage circuit_to decrypt sai d,access range definin ata. .136. A data
processi ng aﬁ%%fﬁ?ﬂ%°%g¥§gté?o??ﬁdigagfﬁiWﬁeggog°“ﬂg?3anggafﬁl onput ati on
circuit halts the operation  of said congutation circuit when said
connecti ol co¥RPbFongurEart ciEreitaia aiLAYRAsEPEnoPPNRT A RATEARPRCORS age
circuit 10 to a disconnection state. 137. A data processing apparatus as
set forth in a¢teess nIYtenreeriiniona tiomaaixgspanding b one ©r wexe sai d
program bei ng executed by said conputation circuit calls up a function of
anot her progrizighetrdhaegers 6fi sdatdl Layér and
uses said first access master key information

and said one or more second access master key information

10 to generate said download signature information.

107. An authentication apparatus as set forth in
claim 105, which performs mutual authentication with said
semiconductor circuit, then transmits said download
signature information to said semiconductor circuit.

15 108. An authentication apparatus as set forth in
claim 107, which:

stores mutual authentication master key
information and identification information of said
semiconductor circuit,

20 encrypts said identification as plain text using
said mutual authentication master key information to
generate mutual authentication key information, and

uses said mutual authentication key information

for mutual authentication with said semiconductor circuit.

25 109. An authentication apparatus as set forth in



15 al l owed based on inter-programcall relation defining data defining in
advance a conbi nation of prograns of a caller and caller allowng a call,
generates said control signal for setting said transm ssion |line and said
storage circuit to a connection state.whgg Ludging that it is allowed, and
20 generates said control signal for setting said transm ssion |ine and
said storage circuit to a disconnection state when judging that it is not

al | oned. 138.claimti0dr gthich nyhampdehesting sephygichli axteanml force

wherein said connection control circuit generates said 25 control signal
I N accor danceapplieditd saidwmithentisiatyon 8pparakes tiyee¢hhebethioh aceeds
i nter-programcall relation defining data defining a conbination of

programs in geLoedeNedy Mhlormbt£onohightebehilleade19ndpykhtad Batructi on
said conputation circuit is executing. 5 139. A data processing apparatus

as set forth in_ clai , LN l,d cL] 0 ciLcuit has a
st or age unita?%ﬁmgﬁg%?%g;s%¥ggﬁﬁ%e?;géoaggﬁgga%#ggg a@%éﬁgaek%ﬁing dat a.
140. A data processing apparatus as set forth in claim 10 137, wherein:
sai d i nput/ ot PERTPAEEPRace circuit transfers data with an integrated
circuit storing said inter-program call relation defining data encrypted
outsi de of said datll0 pr e @ragramjparke exequtediby drirREEeRAMEEPE I t
accesses said

circuit having a software structure comprised of a plurality

of layers,
said program comprising:

10 a routine for verifying download signature
information generated in accordance with a download request
when receiving such a download request using said download
signature verification key information of a corresponding
layer in said plurality of layers, and

15 a routine for allowing the issuer of said
download request to download a program of a layer
corresponding to the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

20 said semiconductor circuit conditional on said download
signature information being legitimate.

111. A semiconductor circuit having a data processing
circuit and data input/output processing circuit, wherein:
said data processing circuit inputs and outputs

25 data with a bus outside of that semiconductor circuit through



integrated circuit through said transm ssion |ine and said comunication
circuit, and said connection control circuit holds predeterm ned key

i nformation, receives said encrypted 20 inter-programcall relation
defining data fromsaid integrated circupg,through said communication
circuit and said transm ssion line, decrypts said received inter-program
call relation defining data using said key information, and uses said
decrypt ed i ntsai¢rdaranieput/eetput aproeéssing ckecdita andgenerate said
control signal. 305 141. A data processing apparatus as set forth in claim
140, wherein said connectdaiid Gidtd Glnmitfslittputecein@si©n encrypt ed
decryption program for perform ng said decryption through said

i nput/output interface CidfdiyptddS0d Ginpdt R S dd €. pASEEyPingsai d
recei ved decryption program and stores it in said storage circuit, and

uses said de [ pn. pr.ogs I i [ r,ag i i t
said inter- prcg%])i{‘g‘%iigarailf re %ﬁoﬁi%&%%er#r%ﬁd%d;%&s'ei stg’lhéi %gﬁgﬁg?giﬁ%g
circuit for executing a program 10 said sem conductor circuit conprising:
a first transmSsTYN IF‘Pie?a’gdg}P’b?age circuit for storing instructions or
data for executing said program a conputation circuit for operating based
on 15 said instructions deeryYRYe clafia skirhY ifrom isaid hesiand | sntputsom

said storage circuit,
the same to said data processing circuit, and

performs data input/output transactions through
said bus in units of m number of data input/output
10 transactions when Nc¢/Nb=n where the bus width of said bus
is Nb and the data length is Nc and the smallest whole number
of n or more is m.
112. A semiconductor circuit as set forth in claim
111, wherein,
15 said data input/output circuit,
when accesses a semiconductor storage circuit
through said bus based on a first address input from said
data processing circuit,
converts said first address to a second address
20 so as to access said semiconductor storage circuit in units
of the storage areas in which the data of Nc is stored and
uses said second address to access said semiconductor storage
circuit.
113. A semiconductor circuit as set forth in claim

25 112, wherein said data input/output circuit,




a first connection switching circuit for setting said first transm ssion
line and said storage circuit in one of a connection state and

di sconnection state based on 20 a first control signal, a second
connection switching circuit for settingg@ second transnission line
outside of that sem conductor circuit and said first transmssion line in
one of a connection state and di sconnection state based on 25 a second
control signal, and - 306vhen c@itkdclaten podesding rcuncuiitorrecsines iay sai d
second control signal instructing disconnection to said second connection

switching ci rodéry@eloRUESH WEDEisq firdtr84t8006T 8 £8+98ahdlPEBEYCt I NG
connection to said first 5 connection switching circuit and outputting said

second control signal i NafiyiGlids SAMAG Ohdekel &SR aSOMAFCE I ON

switching circuit when outputting salrd first control signal 1nstructing
disconnecticnhéﬁ)sajd first connection switching circuit. 10 143. A
sem conduct or Tt as set forthin claim 142, wherein said second

connection switching circuit is  connected through said second transm ssion
line to adstorage appar #4R8 MA2ihseapnd fddness ke AT ArkRIF Rircuit.

144. A sem conductor circuit as set forth in clgin1 15 142, wherein, when
sai d conput atpredetepyined caddressisrangei btncluding sapildsfbrageaddresst ,

from said semiconductor storage circuit,
decrypts said read data,
rewrites data corresponding to said first
10 address in said decrypted data,
encrypts said data of a predetermined address
range including said rewritten data, and
writes said encrypted data using said second
address in said semiconductor storage circuit.
15 114. A semiconductor circuit as set forth in claim
112, wherein said data input/output circuit,
when said data processing circuit receives an
instruction for reading data from a first address,
converts said first address to said second
20 address,
uses said second address to read data of a
predetermined address range including said first address
from said semiconductor storage circuit,
decrypts said read data,

25 rewrites data corresponding to said first



sai d connection control circuit outputs said first control signa

I nstructing connection to said first 20 connection switching circuit and
out puts said second control signal instructing disconnection to said second
connection swtching circuit. 145. A §eg§gogductor circuit as set forth in
claim 144, wherein: 25 said conmputation rcuit outputs a signal 307
showi ng a type of instruction to be executed to a third transmssion |ine
and out put s aaddfesesinosahdsecagptadedatap dndaccessed by said
instruction to a fourth transmssion line and 5 said connection control

circuit monitors said thigdkdiddataseOPrésPénditly T Jail i tdt GRFYHSSSI ON
| ine and, when judging that said conputation circuit is executing a fetch

nstruct!on and oAk 830088 dabl SAPGLELLEN S kAR, Bd el
control S|gna} instructi Connect i on torsai iTstoconnect Fon Sw tc I ng
circuit and outputs said second control signal instructing disconnection
to said secon®tESWhEction switching circuit. 146. A semi conductor circuit
as set forth in claim 15 142, wherein said storage circuit stores a
pluralitysof funct}bh. nddusemicendeskeyt¢incwbt BHregk Ferk $8oFiadma
plurality of instructions including disconnection release

111, wherein said data input/output circuit suitably

switches key data used for said encryption and decryption
conditional on key data used when encrypting said data for
writing in said semiconductor storage circuit and key data
10 used when reading and decrypting said data from said
semiconductor storage circuit being the same.
116. A semiconductor circuit as set forth in claim
115, wherein:
said data input/output circuit stores a
15 plurality of said keys and
said plurality of keys are suitably switched
for use.
117. A semiconductor circuit as set forth in claim
115, wherein said data input/output circuit uses the address
20 for accessing said semiconductor storage circuit for
computation to generate said key.
118. A semiconductor circuit as set forth in claim
115, wherein said data input/output circuit generates parity
data from data to be written in said semiconductor storage

25 ecircuit, writes said parity data in said semiconductor



I nstructions positioned at their heads and di sconnection 20 start

I nstructions positioned at their tail ends and said connection control
circuit outputs said first control signal instructing connection to said
first connection switching circuit mhgnzg?ig conputation circuit executes
a di sconnection release instruction and OUlputs 25 said first control

signal instructing disconnection to said 308 first connection sw tching
circuit when sevragenpitenibnlinked withe)sadiad eata,dreadsneotrresponding
instruction. 147. A sem conductor circuit as set forth in claim 146,

wherei n sai d SRRNEFtdth T tlerCiitHi tefimy/lcE 8aid dRtd ]| raid veriifiles
signal to said first connection switching circuit so as to set said first

Lransm ssion {hOQ AEARDy S YAW 2Ll UhbaCBRLLE G Wi d BafiGyrARGL! | ON

state until sail nputatton circuit next executes a nection start
I nstruction after e utipng sai d disconnection, rel ease ;ﬁ | nstruct 148.
1o & q aF

. | on.
A semi conductor cir WRLIRPICTIF TR 195+ oﬁ%r?%fﬁﬁ: a
third connection switching circuit connected w th_an oqutside apparatus
i ssuing atS | ebkl, owhesein paid datar igpud/oBtruk Firepak dividesyantg ¢
conputation circuit, a rewite request of said internal state, and an
operati on hahtplegadityobfsprdcesaspugaatohesstcane of pzodessipat £oron
circuit and determ ning whether to output said read request, said rewite
request, and waitdingedataofinhshidr sgneebnlagedr storage circuit and
processing for reading data from said semiconductor storage
circuit and executes pipeline processing in units of said

10 divided processing.

120. A semiconductor circuit as set forth in claim
112, wherein said data input/output circuit scrambles an
address input from said data processing circuit to generate
a second address.

15 121. A data processing method performed by a
semiconductor circuit when accessing a semiconductor storage
circuit when a semiconductor circuit and said semiconductor
storage circuit are connected through a bus,

said data processing method comprising the steps
20 of:
encrypting data to be written in said
semiconductor storage circuit in units of predeﬁermined data
lengths and outputting the same to said bus,.

decrypting data input from said bus, and

25 performing data input/output transactions



20 on a third control signal and said connection control circuit outputs to
said third connection switching circuit said third control signa

i nstructing not to output said read request,-said rewite request, and
sai d operation halt request to said conpypgtion 25 circuit when outputting
said first control signal 309 instructing connection to said first
connection switching circuit and outputs to said third connection
switching cithubugbasaidhpug Emmnits Hfmnumban oft dagar ¢ npurty e traitd
read request, said rewite request, and said operation halt 5 request to

sai d conput at tpansa&tibhs WRanoNtpNbEhnghagedthéi bab wadthobfsisgid bus
I nstructing disconnection to said first connection swtching circuit. 149.

A semi conduct pg yH baHi dai@daPeLEhiBH £ RECHHA@Bhe ShT188E VT Ghitiber
circuit conprising: 10 an encryption/decryption circuit for storing

encrypted insteuctign ta of said program encrypting data to be
out put throug%faﬁfégsﬁogéaggnﬁésion | ine outside of that sem conduct or

circuit to a stora pparatus, and decrypti ncrypted. i ngtructi.ons or
Gt o i nput hr ough SRR R 4t gtsenring Rasthd HF MRS EoRRS A ain
apparatus, a conputation circuit for perform ng conputation using said
decrypt ed i nst#lectforther @eprRrisinga ctieR Pigananating an adduapa her

to all ow communi cati on between a second transm ssion |ine 20 outsi de of
sai d sem condbetvsedi whent agnessang saapusamicpnductor storage circuit

so as to access said semiconductor storage circuit in units
of storage areas in which data of Nc is stored.
10 123. A data processing method as set forth in claim
122, further comprising the steps of:
using said generated address to read data of
a predetermined address range from said semiconductor
storage -circuit,
15 decrypting said read data,
rewriting necessary data in said decrypted data,
encrypting said data of a predetermined address
range including said rewritten data, and
using said generated address to write said
20 encrypted data in said semiconductor storage circuit.
124. A data processing method as set forth in claim
122, further comprising the steps of:
using said generated address to read data of
a predetermined address range from said semiconductor

25 storage circuit,




circuit based on a control signal, and a control circuit for outputting to
said selection circuit said control signal for instructing to disallow
comuni cati on between said second transm ssion |ine 25 and said conputation
circuit while said conmputation circuit_Bég9 s perform ng processing using
I nstructions or data of said program 1507 A sem conductor circuit as set:
forth in claim 149, wherein said selection circuit is an outside apparatus
5 connected to said secorde¢rypising ssaid | rerd adaita s amd er posed bet ween an
out si de apparatus issuing at |east one of a read request of an internal

state of said conputati onEgtdifing  and Pt LikG OIS IndteSsa sty AhLaNdh
state, and an operation halt request to said conputation circuit and said

conmput ati on ;Qiﬁi&gHL tdaldaafasem conductor circuit as set forth in claim
149, wherein sard encr tlon?aecryption circuit encrypts function nodul es

form ng said program usi redeterm ned key .informtio ner at es .key
speci fyi ng i nfor matf%% f g‘? ‘%%ﬁ%%?ﬁﬁ?fg“%é@%’?ﬁ%r%ﬁ%%%?&%ﬁ‘ s cTaild
encryption of said_function nodules by plain _text, and outputting_ said key
speci fyi ng i ntdt mafrEkbes samprigipgge agﬁar gfusuitaldy @wikchdggy key
encrypted function nodul es. 152. A semi conductor circuit as set forth in
claim 20 l49dathacused fardsendr gpcryptdeovr apdi deceypticn kondd tional

plurality of key information used for said encryption and
on key data used when encrypting said data for writing in .

said semiconductor storage circuit and key data used when
reading and decrypting said data from said semiconductor

10 storage circuit being the same.

126. A data processing method as set forth in claim
125, further comprising the steps of:
storing a plurality of said keys and
suitably switching said plurality of keys for

15 use.

127. A data processing method as set forth in claim
125, further comprising using the address for accessing said
semiconductor storage circuit for computation to generate
said key.

20 128. A data processing method as set forth in claim
121, further comprising a step of generating parity data
from data to be written in said semiconductor storage circuit,
writing said parity data in said semiconductor storage
circuit linked with said data, reading corresponding parity

25 data together with reading of said data, and verifying the



uses key information specified based on said key specifying infornmation

I nput from said storage apparatus to decrypt said function nodul es i nput
fromsaid storage apparatus 25 through said second transm ssion line. - 311
153. A sem conductor circuit as set fogtgo'n_clainl 151, wherein said
encryption/decryption circuit encrypts and decrypts said function nodul es
in units of block data of a predeterm ned data length. 5 154. A

senmi conduct orlegitimacysofesaidr raatindatai hased3onypaidi pagyity data.
encryption/decryption circuit generates parity information in units of

sai d bl ock data andizd or a5 ditd Prrddd a4 rifl infe Hhods algl seito Fagaha[ipaicdialita
linked with said block data when encrypting said function nodul es. 10 155.

A sem conductpsj CiferikePotiird Hiid d Btepabf dividiNgeifid S pidrality
encryption/decryption circuit generates Said parity data so that a sum

total of val uegs 0f | .?éo rj % ge d m ned
val e. ‘156, AErasaniinar st 18EhE 908 BE phycHb g IR Rl A AT
sai d encryption/decrygtion circgit dgcr;gts .bIocE dat,a inﬁut f.romsaid
storage apparh® 3219 39YHCeRAYCERF SEOFPERSHIESESR APHPTPREASIBIESS he
l egitimacy of parity _data _corresponding to said block data and, when
judging it tﬁﬁﬂé%nﬁedﬁégifFﬁﬁté?lﬁaF9§1Fﬁ§dﬁﬁ§PﬁtF&ﬁrégesﬁFac@&ﬁpG¥%&ion
20 circuit or perforns predeterm ned error processing. 157. A sem conductor
circuit as seéxécutimgnpipelimelptoceheingnin daii&s| efigbbhidf diaiideld ock
data and a data

processing.

130. A data processing apparatus comprising:
10 a storage circuit for storing instructions and

data of a plurality of programs,

a computation circuit for accessing said storage
circuit through a transmission line and using the
instructions and data of said plurality of programs to

15 execute said plurality of programs,

a connection switching circuit interposed
between said transmission line and said storage circuit for
setting said transmission line and said storage circuit to
one of a connection state and disconnection state based on

20 a control signal,

a connection control circuit for generating said
control signal for control to set said transmission line
and said storage circuit to one of a connection state and

disconnection state based on access range defining data

25 defining an address range in said storage circuit able to



| ength of said function nodules are the sane, 158. A data processing
apparatus conprising: 25 a storage circuit for storing in predeterm ned 312
storage areas a plurality of application prograns each conprised of a
plurality of data nodul es including pr ocggzl routi ne data descri bing
processing routines for conmunicating wmth an integrated circuit to
provide a service 5 and storing managenent data show ng |inked together a
data nodul e, b¢iaanedasd yhideysaidfoomputiatiometinenital s enanving said
processi ng according to that data nodul e, and second key data used for
transferring plhifaldty chpdogphngrfireachr 6fliidaid pluralisgiof) progatathis)g to
that data nodule and 10 a sem conductor circuit performng processing

relating to aas@diresncthl stotabe EPHLLEE £04 GHLBH s dlco
data in that proceSS| ng, using saidfirst key data corresponding to that

data module tg; bsg, anol hgE, dghda Ry £ gsegtusmgag%gu%gsgagg% at a

correspondi ng t t 3 na ansfer a Wt egr at ed

circuit. 159 A dat a. procgcessin as set forth i iim 158,
wherei n' sdi d SROFERECERECER °§?8Fé§ WRLER BRontem on & lutel it o8 | og

data of processing perforned perforrred usi ng said data nodul e, program
data showi ng BEPFtaRResadd compuatieni AYTSHLE 48t aXAEHELBII nandst or age
area, programdata showing a routine for deleting registration of said
data nodule from said stan depud/entpatdiptegfasedat ecshbviior iaputdimighe
for defining said storage area for storing said
and outputting data with said computation circuit through
said transmission line and inputting and outputting data
10 with the outside of that data processing apparatus.
131. A data processing apparatus as set forth in claim
130, wherein connection control circuit generates said
control signal indicating to set said transmission line and
said storage circuit in a connection state when the address
15 in said storage circuit for which said computation circuit
issues an access request is inside the address range
corresponding to a program being executed defined by said
access range defining data and generates said control signal
indicating to set said transmission line and said storage
20 circuit in a disconnection state when it is not inside that
address range.
132. A data processing apparatus as set forth in claim
130, wherein said connection control circuit generates said

control signal in accordance with an instruction being

25 executed based on said access range defining data defining



application program 25 160. A data processing apparatus as set forth in
claim- 313 158, wherein when processing in accordance with anot her data
nodule is to be executed by a sem conductor circuit, said sem conductor
circuit uses said managenent data to obtapy _first key data correspondi ng
to said predeterm ned data 5 nodul e and said first key data corresponding
to said other data nodul e and uses said other data nodule fromsaid

pr edet er m nedanaddnasfurangeinsatdatethge adircudtwhirh caa belacsensed wo
first key data matching. 161. A data processing apparatus as set forth in
claim 10 160inwhecerdaseadwithr ahtéchi bfuat fatehesreadgeankd atiite dat a
showi ng a node of perm ssion for usage of a data nodule for each of said

data nodul es ﬁﬂgtﬁabé:.éﬁmsEQadéSIn?{xtﬁtiéﬁl biveqstanat Beecddliag.15 module in
a node permtted by said usage allow ng data correspondl ng to ‘sai d ot her

data nodul e based opggai %ugggg%ﬁgéé?%\%gg aq%at@af A6 a _agedt F‘A@tfh' :Eéé:ll%\%nedat a

match. 162. A data processing in c rein
said sem condﬁg{) circuit ?#)rocesm n 20 accordihg.to anot her data
ed”

nmodul e i s Yexe lb?rﬁh'bt’ﬁ% RRNERR drontrehidirqrit hag @ fhorfdfnt

data to obtain said first key data corresponding to said predetermn ned-
data nodul e, "RkEsEQH| ALPFiRg RayddaraeFs paprger %Pﬁ&!‘&&g da%@henti cati on
with said other sem conductor circuit, and

134. A data processing apparatus as set forth in claim

130, wherein:
said input/output interface circuit transfers
10 data with an integrated circuit storing said access range
defining data encrypted outside of said data processing
apparatus,
said computation circuit accesses said
integrated circuit through said transmission line and said
15 communication circuit, and
said connection control circuit holds
predetermined key information, receives said encrypted
access range defining data from said integrated circuit
through said communication circuit and said transmission
20 line, decrypts said received access range defining data using
said key information, and uses said decrypted access range
defining data to generate said control signal.
135. A data processing apparatus as set forth in claim
134, wherein said connection control circuit receives an

25 encrypted decryption program for performing said decryption



25 uses said other data nodule from said predeterm ned data - 314 nodul e
bei ng executed conditional on nmutual |egitinmacy being authenticated. 163.
A data processing apparatus as set forth in claim 162, wherein said

sem conductor circuit, when said nutual 3g3legitinmacy is authenticated,
uses said other data nodule in a formpermtted by usage all ow ng data

I ndicating a node by which use for said other data nodule is permtted
based on sai thoeugh saidwingudideutprubsinpenfngepedrevitngndppadist us as set
forth in claim 10 158, wherein said first key data is defined so as to be
the sane fortdahamiedibad ifres ndegriypesseainl zacdizpdl dact ypti op pagigrram 165.
A data processing apparatus as set forth in claim 158, wherein said

storage CircuhhdaskeseesSatdiaPRhiaaki8RagdSocRieaia anar ¥Bbad saiig'g key
data all ocated uniquely to said appli Ca?I on program 166. A data

processi ng apgaL f_%)gﬁ rg:.ﬁé%éﬂtsb;o%td;klﬂi ici‘i%’or%rgégcﬁ@jtdtéﬁg ctor

circuit: generate agenent ncl udi ng | execution er
dat a showi _ng an.ﬁgrder of executho?.of. a E%urality of jobs formng
processi ng of 33:F2SBBPPCREPIR IBF B BH SRE2st at us data showing a state of
progress of execution of said plurality of jobs fromsaid data nodule -
data, 25 selects thk3§ob # daf@ RReceseingappParatats 8f set forth in claim

130, wherein said computation circuit halts the operation
of said computation circuit when said connection control
circuit sets said transmission line and said storage circuit
10 to a disconnection state.
137. A data processing apparatus as set forth in claim
130, wherein said connection control circuit, when said
program being executed by said computation circuit calls
up a function of another program, judges if said call is
15 allowed based on inter-program call relation defining data
defining in advance a combination of programs of a caller
and caller allowing a call, generates said control signal
for setting said transmission line and said storage circuit
to a connection state when judging that it is allowed, and
20 generates said control signal for setting said transmission
line and said storage circuit to a disconnection state when
judging that it is not allowed.
138. A data processing apparatus as set forth in claim
137, wherein said connection control circuit generates said

25 control signal in accordance with an instruction being



- 315 said status data and said processing order data of said job
managenent data, executes said selected job, and updates said status data
of said selected job 5 managenent data in accordance with execution of
said job. 167. A data processing apparatyg as set forth in claim 166,
wherein said sem conductor circuit: uses said processing order data and
said managenent data to generate tenplate data of said job 10 nanagenent
dat a and genceséecstedibased arasajdnintedapaogramceallaredatimr klefining
processi ng request using said tenplate data. 168. A data processing

apparatus as 8g&taf@éfiningcCa adémbifatidhedLigrdgidns G aitrdatce iwidih t:
15 generates said job managenent data for each of a plurality of

processing regeshSorss! eeEanONeehA0 JRAGETRR! id3kubtaBnS@ady Pl urality
of data nodul es, selects the job to be executed next based on 20 said

status data and sagd grocessing or. der dat%.of said selected job nmanagenent
data, execut eSOBRPE2ERPR PRECPEE, *18paELERTAR0Y status data of said-sel ect ed

j ob nanagfnent data_in accordance with execution of saidfjob .25 and 316
139. A data processing apparatus as set forth in claim

137, wherein said connection control circuit has a storage
unit for storing said inter-program call relation defining
data.

140. A data processing apparatus as set forth in claim

10 137, wherein:

said input/output interface circuit transfers
data with an integrated circuit storing said inter-program
call relation defining data encrypted outside of said data
processing apparatus,

15 said computation circuit accesses said
integrated circuit through said transmission line and said
communication circuit, and

' said connection control circuit holds
predetermined key information, receives said encrypted

20 inter-program call relation defining data from said
integrated circuit through said communication circuit and
said transmission line, decrypts said received inter-program
call relation defining data using said key information, and
uses said decrypted inter-program call relation defining

25 data to generate said control signal.



sel ects one job managenent data fromsaid plurality of data nodul es after
sai d updating. 169. A data processing apparatus as set forth in claim 168,
wherein said sem conductor circuit deletes said job 5 nanagenent data when
all jobs form ng processing in accordaqc§ggi[h a processing request finish
bei ng executed. 170. A data processing hod whereby a sem conduct or
circuit for comunicating with an integrated circuit to perform processing
to provide a servick4lransdata proeessihg apparsiuy agesat Fouith isaldhidat a
processi ng nmethod conprising the steps of : when said storage circuit

stores in pregeotl eyAkPednSkaiadecaheetidnPBhitrbly iRl redldi¥asl an
prograns each conprised of a plurality of data nodules including

processing roghip @é&adé’@éf%i::?%r?g:vﬂ & gw eff&ﬁfﬁés{ﬁd%ﬁa&ﬂ ng

with an integrated circult | service an ores mandagenent
anot her 20 GaPARBEDI BEA FRERELEREE L RLFRRRCE A Y AIE SRLE rodul e,
and second key data_used for transferring data with said integrated
circuit ir préﬁéggwﬁgsaeedridmgdﬁerm&ﬁ pitd repediyed doRryREHPRPUSAIRAR d
sem conductor circuit 25 processing relating to a service based on said.
dat a nodul es,aBgd7storesi A bp said sépregedodronitir and usaisd said

decryption program stored in said storage circuit to decrypt

said inter-program call relation defining data.

142. A semiconductor circuit for executing a program,
10 said semiconductor circuit comprising:

a first transmission line,

a storage circuit for storing instructions or
data for executing said program,

a computation circuit for operating based on

15 said instructions read through said first transmission line
from said storage circuit,

a first connection switching circuit for setting
said first transmission line and said storage circuit in
one of a connection state and disconnection state based on

20 a first control signal,

a second connection switching circuit for
setting a second transmission line outside of that
semiconductor circuit and said first transmission line in

one of a connection state and disconnection state based on

25 a second control signal, and




managenent data in the processing relating to said service and use said
first key data corresponding to a data nodule to use another data nodul e,
and 5 using by said sem conductor circuit said second key data
corresponding to said data nodule in pro ing relating to said service
to transfer data with said integrated circuit. 171. A data processing

nmet hod as set forth in claim 10 170, further conprising a step of, when
processing in accor danceawannectibrochatrdidtainouit €orsotbpbétingeadaisdl by
said sem conductor circuit, using by said sem conductor circuit said
management daisacbadokivlittolaisd gnialls ti et udtihg CAldHEEtith 1€ STl
predeterm ned data nodule and said 15 first key data corresponding to said

ot her dat & T0UUknal ChoritSidtd o3 iy HhBing 2% ! et W37 b P i m ned

data nodul e being executed conditional "on sald two tirst “key

mat ching. 172.. at rogessing.,methqed ag.set forth..n claim_ .20 170
further corrprlfsléﬁg g%&Qer%iofs,%"%ﬂ%‘é‘n J'snas?: SO ézoé’lnl'e&'ﬁjtonstt(ﬂ' essa’lfgdéfe'ét
allowing data showing a nopde_qf perm ssion for usage of a data nodule for
each of sald GePRefbkd §,‘"'It°ﬁ’§'i"r£ CF ity angh ing gaidigeesnd her

data 25 nodule in a node permtted by said usage allow ng data - 318
cor r espondi ngePptyeild sdgmad dastowshing ispnneahiiotnite eadgk seddrslhi ng dat a
when said two first key data match
connection switching circuit when outputting said first
control signal instructing disconnection to said first
connection switching circuit.
10 143. A semiconductor circuit as set forth in claim
142, wherein said second connection switching circuit is
connected through said second transmission line to a storage
apparatus at the outside of said semiconductor circuit.
144. A semiconductor circuit as set forth in claim
15 142, wherein,
when said computation circuit reads
instructions from said storage circuit,
said connection control circuit outputs said
first control signal instructing connection to said first
26 connection switching circuit and outputs said second control
signal instructing disconnection to said second connection
switching circuit.
145. A semiconductor circuit as set forth in claim

144, wherein:

25 said computation circuit outputs a signal



173. A data processing nethod as set forth in claim 170, further
conprising a step of using by said sem conductor 5 circuit, when
processi ng according to another data nodule is executed by another

sem conductor circuit, said managenment dafs to obtain said first key data
corresponding to said predeternm ned data nodul e, use said first key data
to performnutual authentication with said other 10 sem conductor circuit,
and usi ng sai shomiag @attypeo@fl dnfstemctining Yo dubetesterutedl dedt @ Mg bei ng
executed conditional on nutual |egitinmacy being authenticated. 174. A data
processi ng netiratsad ssdionf dinle ahdcbatputs’dn addiées 6DNPrstordgd stép Of
by said sem conductor 15 circuit, when said nutual legitinmacy is

aut henti cat ed tolUpbNgc8dbseQ@Ibp sLia 3 MRt iloh Rof 27 FORLENT Lt S0l s 4580€
allowing data indicating a node by which use for said other data nodul e

Is permtted Eﬁﬁgg Qlg said usage allow ng data. 175. A data processing
met hod as set forthin claim 20 170, wherein said first key data is

defined so as to be the sans for da%a nodul es form ng._.the same said
application program 17652A%JSPA"BFEERBsPRBERRENGATTEEet forth in claim
170, further conprising the steps of:. 25 generating by said sem conductor

circuit job - 319 manageReRitaspasahd| thind tesnamissionnl brecandsaid

showi ng an order of execution of a plurality of jobs form ng processing

of said appli feurth pregsmissicdnstldines agfel,a when judging that said .
computation circuit is executing a fetch instruction and
accessing said storage circuit,

10 outputs said first control signal instructing
connection to said first connection switching circuit and
outputs said second control signal instructing disconnection
to said second connection switching circuit.

146. A semiconductor circuit as set forth in claim

15 142, wherein

said storage circuit stores a plurality of
function modules for executing said program and storing a
plurality of instructions including disconnection release
instructions positioned at their heads and disconnection

20 start instructions positioned at their tail ends and

said connection control circuit outputs said
first control signal instructing connection to said first
connection switching circuit when said computation circuit

executes a disconnection release instruction and outputs

25 said first control signal instructing disconnection to said



showi ng a state of progress of execution of said plurality 5 of jobs from
sai d data nodul e data, selecting by said sem conductor circuit the job to
be executed next based on said status data and said processing order data
of said job nanagenent data, executing byyspid sem conductor circuit said
10 sel ected job, and updating by said sen1conductor circuit said status
data of said selected job nmanagenent data in accordance wth execution of
sai d job. 177 fixsdatconmestasdi myitsithHody asirntitf ovhdn isaicl atomputa Hildn
further conprising the steps of: using by said sem conductor circuit said

processi ng or ¢drcdita exetwiis] araliagimidctidin dtagenigistuct#ew) at e data
of said job managenent data and generating by said sem conductor circuit

said 20 job nanageq@nt JdAl deinfcBRAALEBRCE: Wl t2aB" QERSFoRIH SHUSS int!ST NY
said tenplate data. 178. A data processing method as set forth in claim

circuit sard 957 aeRb el Ge oo B b G T PR A4 ng
mnagement’ daf A= rofeRyP %1%4f¢sema§%“?‘%8{nc%fn°”' e 9 b o
sem conductor circuit the job
circuit so as to set said first transmission line and said
storage circuit continuously in the connection state until '
said computation circuit next executes a disconnection start
instruction after executing said disconnection release
10 instruction.
148. A semiconductor circuit as set forth in claim
142, further comprising:
a third connection switching circuit connected
with an outside apparatus issuing at least one of a read
15 request of an internal state of said computation circuit,
a rewrite request of said internal state, and an operation
halt request of said computation circuit to said computation
circuit and determining whether to output said read request,
said rewrite request, and said operation halt request based
20 on a third control signal and
said connection control circuit outputs to said
third connection switching circuit said third control signal
instructing not to output said read request, said rewrite

request, and said operation halt request to said computation

25 circuit when outputting said first control signal




5 to be executed next based on said status data and said processing order
data of said selected job nanagenent data, executing by said sem conductor
circuit said selected job, updating by said sem conductor circuit said 10
status data of said selected job managemsfyq data in accordance with
execution of said job, and selecting by sai'd sem conductor circuit one job
managenent data fromsaid plurality of data nodul es after said updating.
15 179. A dat &ngteueddingg asnnention st sadd figs & |cinnedtddn fawitwhing
conprising a step of detecting by said sem conductor circuit said job
managenment dacdredt anld jcalitputiortd RGN AHEIS RprineAEGH EBRCEChIAg a
processi ng request finish being executed. 20 180. A programto be executed

by a seni condugiekitChatHithifd ONERYL S8Gha mg&%%}w g'g?gu%: ﬁf%t to

perform processing for providing services and trans

storage circui ' rogr onprisin 25 en I d.storage, cirqui
stores in 321&218%%%%?%9%%%?0:%%%1%? (%aesqu % 1'u é‘????l fo%?)g?FtﬁPic}b?ﬁ t
prograns each _co of data ,noduyl es includjng

processi ng’ r oﬁFﬁﬁgg&Z?& %t@s’a %?%%’8&5%“%%&“%§W@“Mrﬁ%ﬁi ng
with an integrated circuit to 5 provide services and stores managenent data
showi ng | i nkeffirst control signal instructing disconnection to said first
connection switching circuit.
149. A semiconductor circuit for executing a program,
said semiconductor circuit comprising:

10 an encryption/decryption circuit for storing
encrypted instructions or data of said program, encrypting
data to be output through a first transmission line outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instructions or data input through said

15 first transmission line from said storage apparatus,

a computation circuit for performing
computation using said decrypted instructions or data,

a selection circuit for selecting whether to
allow communication between a second transmission line

20 outside of said semiconductor circuit and said computation
circuit based on a control signal, and

a control circuit for outputting to said
selection circuit said control signal for instructing to

disallow communication between said second transmission line

25 and said computation circuit while said computation circuit




together a data nodule, first key data used for using another said data
nmodul e in processing according to that data nodule, and second key data
used for transfer of data with said integrated circuit in processing
according to that data 10 nodule, a rout4yqye for performng processing
relating to said service based on said data nodule, a routine for view ng
sai d management data in processing relating to said service and usi ng sai d
first 15 key laaparéemégsonapﬁgwenghlaumuaxmn@qrm e dadiadobit he;d
data nodul e, and a routine for using said second key data corresponding to
t hat data nodpregnampr ocessing relating to said service to transfer data
wth said integrated 20 circuit.
150. A semiconductor circuit as set forth in claim
149, wherein said selection circuit is an outside apparatus
5 connected to said second transmission line and is interposed
between an outside apparatus issuing at least one of a read
request of an internal state of said computation circuit,
a rewrite request of said internal state, and an operation
halt request to said computation circuit and said computation
10 circuit.
151. A semiconductor circuit as set forth in claim
149, wherein said encryption/decryption circuit encrypts
function modules forming said program using predetermined
key information, generates key specifying information for
15 specifying key information used for encryption of said
function modules by plain text, and outputting said key
specifying information to said storage apparatus linked with
said encrypted function modules.
152. A semiconductor circuit as set forth in claim
20 149, wherein said encryption/decryption circuit holds a
plurality of key information used for said encryption and
uses key information specified based on said key specifying
information input from said storage apparatus to decrypt

said function modules input from said storage apparatus

25 through said second transmission line.
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153. A semiconductor circuit as set forth in claim
151, wherein said encryption/decryption circuit encrypts
and decrypts said function modules in units of block data
of a predetermined data length.

154. A semiconductor circuit as set forth in claim
153, wherein said.encryption/decryption circuit generates
parity information in units of said block data and stores
said parity data in said storage apparatus linked with said
block data when encrypting said function modules.

155. A semiconductor circuit as set forth in claim
154, wherein said encryption/decryption circuit generates
said parity data so that a sum total of values of said block
data and parity data becomes a predetermined value.

156. A semiconductor circuit as set forth in claim
154, wherein said encryption/decryption circuit decrypts
block data input from said storage apparatus through said
first transmission line, then judges the legitimacy of parity
data corresponding to said block data and, when judging it
to not be legitimate, halts the operation of said computation
circuit or performs predetermined error processing.

157. A semiconductor circuit as set forth in claim
151, wherein a data length of said block data and a data
length of said function modules are the same.

158. A data processing apparatus comprising:

a storage circuit for storing in predetermined
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storage areas a plurality of application programs each
comprised of a plurality of datamodules including processing
routine data describing processing routines for
communicating with an integrated circuit to provide a service
and storing management data showing linked together a data
module, first key data used for using another data module
in processing according to that data module, and second key
data used for transferring data with said integrated circuit
in processing according to that data module and
a semiconductor circuit performing processing

relating to a service based on a data modules, viewing said
management data in that processing, using said first key
data corresponding to that data module to use another data
module, and using said second key data corresponding to that
data module to transfer data with said integrated circuit.

159. A data processing apparatus as set forth in claim
158, wherein said storage circuit stores as a data module
at least one of log data of processing performed performed
using said data module, program data showing a routine for
registering said data module in a storage area, program data
showing a routine for deleting registration of said data
module from said storage area, and program data showing a
routine for defining said storage area for storing said
application program.

160. A data processing apparatus as set forth in claim
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158, wherein when processing in accordance with another data
module is to be executed by a semiconductor circuit, said
semiconductor circuit uses said management data to obtain
first key data corresponding to said predetermined data
module and said first key data corresponding to said other
data module and uses said other data module from said
predetermined data module being executed conditional on the
obtained two first key data matching.

161. A data processing apparatus as set forth in claim
160, wherein

said storage circuit stores usage allowing data
showing a mode of permission for usage of a data module for
each of said data modules and
said semiconductor circuit uses another data

module in a mode permitted by said usage allowing data
corresponding to said other data module based on said usage
allowing data when said two first key data match.

162. A data processing apparatus as set forth in claim
158, wherein said semiconductor circuit, when processing
according to another data module is executed by another
semiconductor circuit, uses said management data to obtain
said first key data corresponding to said predetermined data
module, uses said first key data to perform mutual
authentication with said other semiconductor circuit, and

uses said other data module from said predetermined data




10

15

20

25

- 314 -

module being executed conditional on mutual legitimacy being
authenticated.

163. A data processing apparatus as set forth in claim
162, wherein said semiconductor circuit, when said mutual
legitimacy is authenticated, uses said other data module
in a form permitted by usage allowing data indicating a mode
by which use for said other data module is permitted based
on said usage allowing data.

164. A data processing apparatus as set forth in claim
158, wherein said first key data is defined so as to be the
same for data modules forming the same said application
program.

165. A data processing apparatus as set forth in claim
158, wherein said storage circuit stores said application
program encrypted using key data allocated uniquely to said
application program.

166. A data processing apparatus as set forth in claim
158, wherein said semiconductor circuit:

generates job management data including job

execution order data showing an order of execution of a
plurality of jobs forming processing of said application
program and status data showing a state of progress of
execution of said plurality of jobs from said data module
data,

selects the job to be executed next based on
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said status data and said processing order data of said job
management data,

executes said selected job, and

updates said status data of said selected job
management data in accordance with execution of said job.

167. A data processing apparatus as set forth in claim

166, wherein said semiconductor circuit:

uses said processing order data and said
management data to generate template data of said job
management data and

generates said job management data in accordance
with a processing request using said template data.

168. A data processing apparatus as set forth in claim

167, wherein said semiconductor circuit:

generates said job management data for each of
a plurality of processing requests,

selects one job management data from said
plurality of data modules,

selects the job to be executed next based on
said status data and said processing order data of said
selected job management data,

executes said selected job,

updates said status data of said selected job
management data in accordance with execution of said job,

and
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selects one job management data from said

plurality of .data modules after said updating.
169. A data processing apparatus as set forth in claim
168, wherein said semiconductor circuit deletes said job
management data when all jobs forming processing in
accordance with a processing request finish being executed. |
170. A data processing method whereby a semiconductor

circuit for communicating with an integrated circuit to
perform processing to provide a service transfers data with
a storage circuit,

said data processing method comprising the steps
of:

when said storage circuit stores in
predetermined storage areas a plurality of application
pPrograms each comprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
providing a service and stores management data showing linked
together a data module, first key data used for _using another
data module in processing in accordance with that data module,
and second key data used for transferring data with said
integrated circuit in processing according to that data
module,

performing by said semiconductor circuit

processing relating to a service based on said data modules,
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viewing by said semiconductor circuit said
management data in the processing relating to said service
and use said first key data corresponding to a data module
to use another data module, and

using by said semiconductor circuit said second
key data corresponding to said data module in processing
relating to said service to transfer data with said
integrated circuit.

171. A data processing method as set forth in claim
170, further comprising a step of, when processing in
accordance with said other data module is to be executed
by said semiconductor circuit, using by said semiconductor
circuit said management data to obtain said first key data
corresponding to said predetermined data module and said
first key data corresponding to said other data module and
using said other data module from said predetermined data
module being executed conditional on said two first key data
matching.
172. A data processing method as set forth in claim

170, further comprising a step of,

when said storage circuit stores usage allowing
data showing a mode of permission for usage of a data module
for each of said data modules,

using by said semiconductor circuit another data

module in a mode permitted by said usage allowing data
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corresponding to said other data module based on said usage
allowing data when said two first key data match.

173. A data processing method as set forth in claim
170, further comprising a step of using by said semiconductor
circuit, when processing according to another data module
is executed by another semiconductor circuit, said
management data to obtain said first key data corresponding
to said predetermined data module, use said first key data
to perform mutual authentication with said other
semiconductor circuit, and using said other data module from
said predetermined data module being exequted conditional
on mutual legitimacy being authenticated.

174. A data processing method as set forth in claim
173, further comprising a step of by said semiconductor
circuit, when said mutual legitimacy is authenticated, using
said other data module in a form permitted by usage allowing
data indicating a mode by which use for said other data module
is permitted based on said usage allowing data.

175. A data processing method as set forth in claim
170, wherein said first key data is defined so as to be the
same for data modules forming the same said application
program.

176. A data processing method as set forth in claim
170, further comprising the steps of:

generating by said semiconductor circuit job
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management data including job execution order data showing
an order of execution of a plurality of jobs forming
processing of said application program and status data
showing a state of progress of execution of said plurality
of jobs from said data module data,

selecting by said semiconductor circuit the job
to be executed next based on said status data and said
processing order data of said job management data,

executing by said semiconductor circuit said
selected job, and

updating by said semiconductor circuit said
status data of said selected job management data in
accordance with execution of said job.

177. A data processing method as set forth in claim

176, further comprising the steps of:

using by said semiconductor circuit said
processing order data and said management data to generate
template data of said job management data and

generating by said semiconductor circuit said
job management data in accordance with a processing request
using said template data.

178. A data processing method as set forth in claim

177, further comprising the steps of:

generating by said semiconductor circuit said

job management data for each of a plurality of processing
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requests,

selecting by said semiconductor circuit one job
management data from said plurality of data modules,

selecting by said semiconductor circuit the job
to be executed next based on said status data and said
processing order data of said selected job management data,.

executing by said semiconductor circuit said
selected job,

updating by said semiconductor circuit said
status data of said selected job management data in
accordance with execution of said job, and

selecting by said semiconductor circuit one job
management data from said plurality of data modules after
said updating.

179. A data processing method as set forth in claim
178, further comprising a step of detecting by said
semiconductor circuit said job management data when all jobs
forming processing in accordance with a processing request
finish being executed.

180. A program to be executed by a semiconductor
circuit for communicating with an integrated circuit to
perform processing for providing services and transferring
data with a storage circuit,

said program comprising,

when said storage circuit stores in
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predetermined storage areas a plurality of application
programs each comprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing linked
together a data module, first key data used for using another
said data module in processing according to that data module,
and second key data used for transfer of data with said
integrated circuit in processing according to that data
module,

a routine for performing processing relating
to said service based on said data module,

a routine for viewing said management data in
processing relating to said service and using said first
key data corresponding to that data module to use said other
data module, and

a routine for using said second key data
corresponding to that data module in processing relating
to said service to transfer data with said integrated

circuit.



