; CDEFe3eX| | }1 6TXz BI LLI NG PROCEDURE AND SYSTEM FOR DATA- TRANSM SSI ON
NETWORKS The invention in question relates to paynent and el ect
currency systenms and to systens for billing or paynent for dat mm@ummwmmumm'
transm ssion within a network. Mre especially, the invention c

procedure or device nmaking it possible to credit or debit a token *166166*
incorporating a toll-unit credit in a data packet carried by a transm ssion
net wor k .Blétﬂ%ﬁ REOTCER UL ANT2 S¥29EM FORPAdIAaTRUSNSMISSION NET&QRK Shet wor k
rai ses the problemof funding this network. On the Internet, it is very
difficult or excessively costly to apply the charge-netering principles in
~use: - billing based on the connection tinme between two termnals at a

given tra 1.851.0Nn I n r.a given dji stance. - billi based on the
quant 1y ardnraRyifisR0r s B Il i SR ARER sy ol

transm ssign rate. The Internet has no central nmanagenment and users are not
|i st 8xpteps fonpillimgionpaymentiforedatntrpaspissen withisrsnetwerkl Masgespeoiaily Hbe
cooperative, decentralized character of this kind of continuously-expandi ng
net wirvention comninsadpratéducd drodevice maliepheosilsle térbéit of e ©ken

dat a-transm ssi on networks, such as those using the X25 protocol, the

| nt em%}péﬁm%ﬁ&é%{ ol o 9@&5 %a&e& Bfmgé Pz\%it@gsrgﬁgigﬁ namoppde. whi ch

carries data at a- pac or regolng characteristics
inpair the ability to finance data transm ssion on tie Internet. For this
reason, the network is normally paid for by billing access only at one
physi cal point on the network. Such billing is either effected as a

| unp- sum P EROFFHEARRsed on t he

Increased commercial use of the Internet network raises the problem of funding this
network.

On the Internet, it is very difficult or excessively costly to apply the charge-metering
principles in use:

- billing based on the connection time between two terminals at a given transmission rate and
over a given distance.

- billing based on the quantity of data exchanged between two terminals and on the data-
transmission rate.

The Internet has no central management and users are not listed by any administrative
entity, omissions resulting from the cooperative, decentralized character of this kind of
continuously-expanding network.

In contradistinction to telephone or other types of data-transmission networks, such as
those using the X25 protocol, the Internet employs an IP protocol in the off-line datagram mode,

which carries data in data-packet form.
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quantity of data transmtted to, or received from the entirety of the
network. Furthernore, the tel ecommuni cations operators which run

i ndependent systens on the Internet nust devel op conmmercial agreenent and
partnership strategies in order to accept retransmssion fromthird party
'sites through their own sites. Circuit-routing strategies derive fromthese
first strategies. This charge-netering systemdoes not allow fair,

equi t abl e The kWb figegding ahaadterdnierimpaintherabilivpsefinare dhe tpashissioaoal thed and
the transmission rate. Using the current charge-netering system data

eSS 900 [EOMERL LS TR R BBl 0 o RS 00N By
S NEU RIS WL R N R

charge-netering system does not take into account the exact econom c cost
of tdeardity af datamandimsittied m, oeraceded fiom, altkdintireiy of theenesyarke huidloemong theal | ow
preference to be given to sonme packets over others in accordance with a

Si MPfefe FRIMAHeatRRE o p&18Io8! WhR NS eSS QY stBins SRRBNERESEh Yt @evEbR! i ty Or
hi gher speed in return for higher rates of paynent. Moreover, it does not
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network. Nor does it allow sinple billing of total_ access to several
conppary sitasdhrongh thyinva itesnEirowt-kousing seaipeiss dersre fpanithese finy sfrAElENnsi ve
services. It does not permt billing simlar to the "kiosk"-type billing

practi sed Taf dhageMhetetigy syséndbés nothtowrtiir,Ggeitable biiking ofdavatrai GO ER
-COMVUNI CATI ONS REVI EW, vol. 20, No. 5, Cctober 1990, pages 56-66 by D.
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Using the current charge-metering system, data transmission from Paris to Tokyo is billed

in an amount equal to transmission from Paris to Lyon. However, the path over which the:data

are carried in the first case requires a more extensive, more costly infrastructure for transport

purposes.



oppor;/uﬁe/to set up a billing systemin the | NTERNET network; it gives
several approaches to this systemw thout nentioning the neans and
processes for inplenmenting them -~ The procedure according to the

i nvention enabl es each data packet carried on the network to pay for its
own transm ssion cost, or the cost of a service or operation relating to
the container or contents of a transmzsion packet. The device, or system
connected to a data-transm ssion network, can, using a numerical signature
mechanisenrdiogly cthe sueerirrhargatrhdeningcarsiemadogs netr taksaintoak ent theotxacttcgRemic
corresponding to a toll-unit credit. The device or systemaccording to the
i nvent ¢@znofBd datas@nhimistion tdrdicelat a packets carried by the network (in
general, at the tinme of packet transmi ssion), a toll header containing a

nurer | ﬁ?hdd{f?ddf’ %hd g?g{ekn g&&%erﬂ)t aﬁ%’r SRRAEL POb %gﬁn Bg&émérJnBMke& rdgvtgtt)thers in3 The

device or systemdccording to I'nvention ternne wh er the
transm tted data, packefs contai ment header (normally at the tinme of
packet 24°QE496T B2 $IRE ,ma@f’@rgafﬁ’ {hgtelite din provision e enBIced sfyies ayaly or
mechanism it can authenticate the nunerical value of the payment token
cor r eslhighatispepd:io rethen fonhighern rates of paynesii.t associ ated with the data packet.
I f authentication proves to be positive, the device according to the -

i nvent Maedva¥) ittiieh hotdllowdquitatdl® Eliar @ meleribd)6f k@R packdtd Weqirh@ spdeRl, vadrge Of

the paynent-unit credit, a procedure entailing the nodification of the
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to allow financial remuneration in exchange for these data. |If the val ues
cont ai e delivaring, inexpsosive setivises Ibdoest nat @grmit billingrsimilardiotthe fkiggke dype bisgongi ng
to the creator of the initial value of the paynment-unit credit contained in
a dat apfaatideé on the Minitel network. :

The article in the journal "COMPUTER COMMUNICATIONS REVIEW", vol. 20, No. 5,
October 1990, pages 56-66 by D. ESTRIN et al and entitled "DESIGN CONSIDERATIONS FOR
USAGE ACCOUNTING AND FEEDBACK IN INTERNET NETWORKS" indicates that it is
opportune to set up a billing system in the INTERNET network; it gives several approaches to
this system withoﬁt mentioning the means and processes for implementing them.

0 The procedure according to the invention enables each data packet carried on the network to pay
for its own transmission cost, or the cost of a service or operation relating to the container or
contents of a transmission packet.

The device, or system, connected to a data-transmission network, can, using a numerical
signature mechanism, calculate and authenticate a numerical value (toll token) corresponding
to a toll~unit credit.

The device or system according to the invention can insert, in the data packets carried by the
network (in general, at the time of packet transmission), a toll header containing a numerical

value (toll token) corresponding to a toll-unit credit.



: ,ﬁ///fﬁ t he precedi ng case, the device according to the invention can,
using a nunerical signature nechanism (with a key which only the creator of
_the token has), authenticate the values of the credited accounts, in order
to effect financial renuneration in return for these values. The device or
system according to the invention can,;once the credit associated with the
token is debited, trigger an electronic or physical operation perforned on

cont ai .con of the transmtted dat acket. The term " caontai ner"
her e siplg{r?i (?“lgvé(ge 4 %1%'%}1%‘58%%“%‘?% E“h CoR¥Lpn c?%ggtg‘?’%fp? H‘eﬂgﬁ ti"mﬁf“i“%% ada
addresses, and :i.11 of the other information which the network needs to
t r ans pdRekals OB e paymens headen (newmally it she ging rmffpaskett ieecptiania thers osingt &d
with these control data. The device or systemaccording to the invention

can aumherdricaladrecledteonivusipndteal mechaniempit @npaytvaidatd Heeumaitabsalhe of rth@ger
an el ectronic or physical operation, wthout changing the toll-unit credit

associ ] A®Rg I ] i he

i nvent I?Jgﬁﬂgié‘ﬂnidggﬁi ?ﬁ?%?’é a veﬁ’ Sfé@?gﬁéggﬁlgﬁg#%g %(EJOC;%?& %a@gﬁhguﬁ%( Engrlfedi t
(toll token) associated.wth. a dat acket as a function of the destination
i addr 33&"’8 cﬁﬂﬁ Pﬁ%véﬁi? be| positiygy @8 agco E%g‘et‘&B‘F‘E‘Qnd’P“égg‘F é’gp‘grﬂjences
bet ween the destination addresses (or groups of destination addresses) and
"t he nuPsEionef fedsedit inksdda theyvajug i thetpaymgnteunitofrediper priocedvee ehieiting atles
can perform and the service grade of these operations. It can also

cal cul aielificationref the aumvfitdl ®alaebBihettofienng a toll-unit credit (toll tokens)
associated with a data packet, which is a function of the nunber of

§§J at irRPsndiflfdn BRMyRCoLRkEd 88d0tH: -cgepgggéeggacwdﬁ%%%ﬂé ﬁw%eifon%;%g S8 vi ce

j®de of these operations, and of the typ operati ons. evi ce
or system.accqrdi to the invention,can I t he token-creati on and
Coken: ARRRRCa s fa biimbbioe B BRbrERHL Sille o1 1h® It boitespou i, € e bathertog
with the toll-unit credit (toll tokens), by inplenmenting nunerical

si gnat i Gredihasipdded R PRcket i aEdes A0 plavh Eingciad reravnayation in exchange for

these data. If the values contained in the token cannot be stored, it can credit an account

belonging to the creator of the initial value of the payment-unit credit contained in a data packet.



intpart, fromcryptography and the creation of certain hashing functions.
It may al so incorporate, within a toll token, values constituting

el ectronic coins prelimnarily stored in the nenory of the data-processing
.system All of the operations naking use of nunerical signature nechani sns
to authenticate the nunerical values of the paynment tokens can be perforned
randomy or on a probabilistic basis. The device or system according to

i nvention can receive and transmt to other devices connected to the
data-transm ssion network a nunber of sequences of codes that are machine
runnabl e or readable and signed nunerically; furthernore, it can

aut henticate, nodify, and construct the numerical values of the tol

t okens. The device or system according to the invention nay bear a seal
certifying that the device has not been nodified, opened, or replaced, in
order to preserve the integrity of the functions carried out by virtue of
the i nvenﬁi1 e pregadite ‘E%SGR‘FQ W‘%IE\PC@TWOMWNG@@@W@&a nuuneé@aiat es the
el ectronic support facilities for the data-processing systemin which the
i nvesighatnre mechmpisenerities keyFivichen the lcteator af € tole IPEE aLteBtiiRd RN lues
topol ogy in which we can describe how the invention functions in an

o | oan | ntion functi n
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t he contr tructure of a data cket. Figure 4 jllustrates a possible
header  moABF SPHFS PRIYSIEEH pECerding 1 AE IO REsi ot FaemonAsh TR EERP e YRR hfot ai | ed

description that follows nekes significant use of synbols associated with
t he ©fser it dabited doiggere edentronic afphgsipal operstipm gerfyrstedrms: apmtindrior contents of
(;eleconnunications and data networks. These functional descriptions and

y nbthle Srank@ittddadaga peRet. MYie efpechtalner Ty S¥nifieethe HeA@dt DTkl pitdetMekstdrO
their col | eagues.
and destination addresses, and -1l of the other information which the network needs to transport
the packet. The term “contents” signifies the data associated with these control data.

; The device or system according to the invention can authenticate the numerical value of a
payment token, so as to trigger an electronic or physical operation, without changing the toll-unit
credit associated with the payment token.

The device or system according to the invention can calculate a value corresponding to
the toll-unit credit (toll token) associated with a data packet as a function of the destination
address of the packet. It can construct and use tables of correspondences between the destination
addresses (or groups of destination addresses) and the number of nodes to pass through, the types
of operations these nodes can perform, and the service grade of these operations. It can also
calculate a numerical value constituting a toll-unit credit (toll tokens) associated with a data

packet, which is a function of the number of operations than can be carried out by applying this

credit, of the service grade of these operations, and of the types of operations.




An-algorithmis normally seen as an aut ononous sequence of steps perforned
in succession in order to reach a desired result. These steps require

~ physi cal manipul ati ons of physical quantities, which generally take the
formof electrical or magnetic signals, which can be stored, transferred,
conbi ned, conpared, displayed, and nmani pul ated in various ways. For ease of
use, these signals are generally referred to as bits, b~-tes, val ues,

el ement s, Therdeeics or opsemaat@nding nedsdgestion eamsring theaoksen-dreal aisandttokens,
etc. It nust be borne in mnd that all of these and conparable terns nust
be agskfidhed tp‘%ée@s tatlﬁxeﬁt@&rt@m%'nﬂh%ngﬁmlu%%so%m With 88 t@p(til.nﬁ FedirdIpb! € for
referring to these quantities. he present |nvent|on t he operations .
referred to are performed b nﬁchlnes The ma uj.t abl e.for erformng
the SPensk h P ableRage AEMEECAl FEORRRREHBRISTHAY thie ce s PPRGRIBLAETE or

devi ces used in tel ecommunications networks to route transmtted

dat aippak.etom cafptographifhesishacreatiaf ef ceadintlaskisg funstiess: Itonay alswuirepgorate,
respectively. W may even refer to a 6 conput er or electronic device

dedi Gaitegla k] token) mmke@ résﬂétﬁ\ﬁtirggru&ftrohnecdum/;ﬂatmmanmt&eaq{ the SRSNE of 1] |

gateway, or "payer." In all cases, the reader is urged to bear in mnd the

dlstlnctlon bet we ne .hand ratlo nmust be rforned
byt HECSRETBE S5ttt %%c%%egﬁtwas Bydrlris? BB et sleg e i EchaRRn

i npl erentation of the invention, and, on the other, the way in which the
conpattdeniscatethe aupresisalkweilurg of thetrayment tokensreen be perfpranedaandondlyor ORds e
operations. The invention describes the operations to be perforned by a
datapﬂﬂgeﬂgabmgmgysten1connected to various tel ecomruni cati ons networks so
fas to process electric or other physical signals for the purpose of

\gener at | ngriie esh LR VSIER o ARG ay}@%e'nfévzﬁﬂttfa?ngmit'io GRS il desal SO
concerns devi ces and systens performthese operat|ons Such devi ces
may be custom ur pose. andard
ConpEEBELID (he o BACH TR SHEBFL i SRR T tHe o e AEBEES el ng
system The device which carries out the various steps of t he process
accorginagle o readablenanslrigned numenioallya fwdremapree 8 epo Aethentishteampdpeaidf i c
conput er or apparatus. A wide variety of machines can be used, provided

t hey cafiftne thel i@t abvduddrod giicaiatiesck k. bui It in such a way t hat t hey

i ncor porate know edge of the invention. is even possible to custombuild

an appar atg, d@@ic%*br%g%%ﬁ aQ&Grd % M%rlh%}éxoﬁ hﬁa@}g&@é Lol BRAnRYs AP ALV e

accordlng to the inv conmponent s ed to operate this type of
devi be dete ollomn descr tion, ar t he
ovedis Bt s RS OBF%%eB%WBPaF%‘L Tt i e hE PR AT BB g Fhe
cost to at | east one centralized financing organization of the operations
per f 6amisd ay by virstea@fdbk BtveRtighsni ssi on network, this network conprising a
mul tiplicity of communication nodes which carry out the operations by neans
of one or several operators and which serve nmultiple 7 users, this
‘invention being characterized by the fact that it consists of the follow ng
”ﬁjOEnﬁﬁﬁpEES@ﬂ@PYkﬂg(HﬁTHE%§RﬂVﬂﬂHH§0 each data packet to be transmtted
by a network user a first value representing a so-called "toll" nonetary
unit credit, as well as the identity of the centralized financing
organization supplying the credit, the credit anount corresponding to the
cost of the operations to be perforned on the data packet in the

dat a- t r anshigsisi oitlugsiapitr elgsiragic suppasbieiligaeios indatd-ercesngfosem i)
recording the first representative value and the identity of the

cent nalitlz ek ihivéraei iBgmplemented.

Figure 2 illustrates one possible network topology in which we can describe how the

invention functions in an Internet environment.



organi zati on concerned; c) in at |east the conmunication node, reducing the
first representative val ue by an anount representing the cost of the
operations to be perforned on the data packet in the node in question; d)
recordi ng the anmount representative the reduced representative val ue and
the identity of the centralized financing organi zation; e) for each user
and each centralized financing organi zation, adding the first stored

r epr esent dtigune villlstestes the orcdificationcef] theitattent af 4 fiekltustdirathe ameention,aled by
the user to the various network operators through the centralized financing

OrgaWk%ﬂB&ﬁan@BQn&%t$ﬂme@&ﬁhﬂ@ﬁ@&é&Qﬁa%ﬂﬁyﬁa&ﬂ centralized financing
organi zation, add the representative anounts stored in order to obtain a

second total a nt, owed to..the er at or ncerned by the various network
users thr ﬁéwet “%t&ﬁ?sr"al’?sf‘é%eh‘?‘?aﬁg‘ﬁﬁ?‘#gf%&@%‘ﬁﬁiﬁ??t&ﬁ The network user
purchases fromthe centralized financing organi zation at | east one tol

token representing nonetary units, the first representative val ue being
debited on the toll token 8 pur chased by the user. Operation c) further

entails: -NEFAMION ANDONOMENCDATYRE he data packet if the representative
anount is equal to or less than the representative value, - refraining from

perform ng the operations on the data packet if the representative anount
is greater than the representative value. nonetary unit credit and the
representg@%n& aggunt of, the reduced representative value are According to
anot her f tails desaintind dhat folfpwsgpalies significut use gf agabrlaessoeiaied with tbe t he
nuneri cal nunbers resulting fromthe performnce of authentication

f uncbpensonsicarhied out in data-processing systems used in telecommunications and data networks.

N These functional descriptions and symbols are those used by experts to convey their thoughts and
work to their colleagues.

An algorithm is normally seen as an autonomous sequence of steps performed in
succession in order to reach a desired result. These steps require physical manipulations of
physical quantities, which generally take the form of electrical or magnetic signals, which can be
stored, transferred, combined, compared, displayed. and manipulated in various ways. For ease of
use, these signals are generally referred to as bits, bytes, values, elements, symbols, operations,
messages, terms, numbers, fields, tokens, etc.

It must be borne in mind that all of these and comparable terms must be associated with
the appropriate physical quantities and are suitable for referring to these quantities.

In the present invention, the operations referred to are performed by machines. The
machines suitable for performing the operations according to the invention include standard

computers or devices used in telecommunications networks to route transmitted data-packet

traffic. These are referred to as “nodes” or “routers” respectively. We may even refer to a



representative value and to the representative anount. The authentication
function is also perforned on the content of the data packet and on the
identity of the centralized financing organi zation. The authentication
-functions are of the numerical signature type and are procedures enpl oyi ng
hashi ng functions and cryptography procedures. According to another
invention feature, a non-duplication function is performed on the

r epr &SepHteR onedecitonisedeyicetdqdicated ¢a theymplementationiof thednwention aprdéviesdrvehe use
of the representative value nore than once. 9 The representative val ues

and toHpaesedy, af ¥pege@MDLAll Saséd, thettdhdee i hrgdd RbeaPMARHMNABRIRRIAR between,
probabilistic basis. As part of the procCedure, provision is nmade for

tra bt ' the el ectronic signature procedure to at
Iears](ﬁm (%{releOI nggl? %ﬁkgg%eer?tg({nggl?d ti%ﬁ‘lsg)ﬁ%g‘?rﬁ{ egﬁ%l?eecqnﬁp‘ft F Ja-AReFSSBBhent i cat e
t he nunerjcal, nunbers as required. To inplenent the procedure described
aboV¥Stehi Yderioguarrataedmplsmentatian ok theaventine.candopmihs other, hastayrodeiicther e
operations are to be carried out, at |east one data-processi ng system which

i s phogompnted osdatapra@ssing fyatem wilefunatiomusl Girgnmt desté bgerioeetng e. This
data processing system can be personalized as a system wor ki ng

| ndapeadRAtdedcdes tieosialing &@ségé%meaxﬁfg%@ggéggg.étspﬁem%ﬁm%d fot _can be

integrated into the data-processing sys € appropriate
sof t war e, Ii)ETAI LED DESCRI PTION OF THE IN\/IFN'I’[O\I IE this description, we
expl 'EF9UP FPICROMIPYIEALRRS HEWOSKS 30 35 REasessElRa G qther Rhgpical ignals fon thend

topol ogy of the systens and networks, the representative packets and
st r erpesefghnerating the desirdephysicalrigsisges, cal cul ation steps, interfaces,
iepc., in_order_to provi de better under st andi ng of the invgntion. However ,
those skiThefvemtidnia qedtiondldo dhedhs e 8@ ah 8y stdhewhRWGRIHLAR tIERR be
operations. Such devices may be custom-built for this purpose, or they may consist of a standard
computer that is reconfigured by a program stored in the data-processing system. The device
which carries out the various steps of the process according to the invention is not a normal
component of any specific computer or apparatus. A wide variety of machines can be used,
provided they are configured and programmed or built in such a way that they incorporate
knowledge of the invention. It is even possible to custom-build an apparatus which carries out

the various steps performed by the device according to the invention. The components needed to

operate this type of device will be determined by the following description.

Accordingly, the invention concerns a procedure for determining the elements to billing
the cost to at least one centralized financing organization of the operations performed by a data-
packet transmission network, this network comprising a multiplicity of communication nodes

which carry out the operations by means of one or several operators and which serve multiple



produced even when none of these details is supplied. Furthernore, the
circuits, electronic conponents and architectures now used and

conventionally known to the specialists are not explained in detail, so as
.not to obscure the invention description. In addition, a nunber of 10
words such as "know " "verify "exam ne," "use, "undestand, "determ ne,
"bring" " exam ne, use, find, understand, determ ne, bring about,"”

" aut meersi kis énvendor beingcharastenizadrbytthe fet thpetidnisisat dfohesfollotviny @ajoekwpt 0 be
terms of art. The use of these terns, which refer to the various functions
of thevalyimgem and which the uninitiated m ght consider as the
personification of the conputer or of the electronic system actually serve

to sinplify _the .description. r_ex | e en reference s de to an

el ect roni ¥ &y 3e8H§ ﬁ% ??@R\K%&opacg‘gtt‘égﬁﬁ%&m‘ @/\@p‘iﬂl?t}é’ﬁﬁﬂ‘fe’éa\‘;’éﬁtdgﬁ‘er epresents a
merely a faster way of explaining that the system has been programed or
bui | teprasenting agowaljed fiall” meinstanpeniberedity as awell be theddénsityrefithe Aentealtedigl y, t he
reader is urged not to confuse the functions described herein with the

at t r ifinaheing organharias b@yplping tise @bdi thueredit 486U corfF@Boldihgto thekeitic?he here
denotes an operation carried out by a machi ne. Exanple of Hardware Figure 1

illu : i A ad LSl by the invention. W

w11 CHERNBR, D e R T s T TR B B R P P
an input-output circuit (E/S) 12 which is used to transmt information in
an aﬁgwa%fg‘émfn@ﬂﬁﬂ and is configured anong the various conponents of the
conputer 10. The conputer also incorporates a processor 13 (for exanple, a
uP ni cr opfycemsding theoimsercpedentatitewaliend theoidéempity of ihecehtral{zed Shaddngnd to a
;menory (MEM 14. These conponents, which are very frequently built into

\'standagﬁjgaqaﬁ%ﬁg&ned@re supposed to be representative of a broad category

of data-processing nmachines. W also illustrate an interface circuit 17
connect ed S circui.t 12 sq as,to conpect the conputer 10 to a
net wor k, a‘é %} %t}c} g?sfjgﬁ %W%%C?t}?\rl‘é}?g?’orﬁqucﬂlg&g% B‘nggfpﬁfﬁﬁ’?t%g‘i"éu‘? &Y & so

connected to the E/S circuit 12, on which the display is generated by the
pr oc BOYR! fepresenting the gost9f thepnsmtionntoesraaprdconihe Hataipackat e ieinode imny
wi del y-used cathode ray tube or other type of screen can be used as the
noni goesti@, It shoul d be noted that use may be made of an off site screen
or that of another
d) recording the amount representative the reduced representative value and the identity
of the centralized financing organization;
e) for each user and each centralized financing organization, adding the first stored
representative values in order to calculate a first total amount owed by the user to the various
network operators through the centralized financing organization; and
f) for each operator and each centralized financing organization, add the representative
amounts stored in order to obtain a second total amount owed to the operator concerned by the
various network users through the centralized financing organization.

The network user purchases from the centralized financing organization at least one toll

token representing monetary units, the first representative value being debited on the toll token



machi ne connected to this data-processing systemby nmeans of the network. A
st and- al one system SAS consi sts of a series of routers or networks under a
single operating authority. The stand-al one system consi dered here is of
-the type belonging to suppliers or tel ecomunications operators, and
sometimes to universities or manufacturers. This type of SAS, which

provi des retransm ssion service, is a network conprising a series of

i nf r Bwehased by dke wResi gned to transnit data. One coul d say that the Internet
network is formed by a series of interconnected stand-al one systens. These
systens divide up the data traffic on the Internet anong them by

i npl ementing routing strategies on the periphery of their network. Figure 2
is a sinp hustrating conceptually the topol ogy of an

| nt er net E@Ekﬁgﬂg @%&%g&gg¥§n1shoms a "external" (to the Internet) network
280 connecte the link 210 éPPA to the Internet. A subunit of the

| nternet 1B pRGTALIONS anBe dafA Racket Hiihg PIREIEAteAINE EaRR®T 4655t ens
251 (SAX), 252 (SAY), 253 (SAZ), 254, and 255. The networks 254 and 255 are
reprthanﬂteatdpmsd:ryath@\&ﬂlmgv t hat each stand-al one system may be connected to
several other stand-al one systens. A second "external"™ network 28l is
connect ed . f 280 and
28| may beﬁe?rahﬁﬁg hmﬂe‘? oca lﬁyrtﬁég é‘gﬁg%sm%lﬁﬂgdétwﬁ?%]g \;ﬁ\ntﬁ]%lep %géry@ﬁ%e?ot ocol, as
on the |nternet ublic or private netmork functioning with a

pr otad’é%lfnqéigfg?tem’ﬁﬂﬂi“ﬁepgqﬁ?ﬁ AME KBUE- RNI'S, etc.; or - a public or private

t el ephone switching network. The three stand-al one systens terned SAX, SAY,
‘and SAY t Aeepraimgdo pnothersihtyracotithe invehtéere at leash thepapiesantativedatug qfdliket wi t hin
Kthe Internet. It should be pointed out, however, that the invention can be

us ednonetmtuir desdiohitbthe réyrasenttive RO UASE theaeucet ré Eschbitiqdafueatdir es of the
Internet systemlies in the fact that nmessages and data are transmtted via

" dataghatal HahBe A finy frdh e MEtPRRKLASGMRita08) AAATNS §fRM ssion,

representative value and to the representative amount.

The authentication function is also performed on the content of the data packet and on the

identity of the centralized financing organization.

The authentication functions are of the numerical signature type and are procedures

employing hashing functions and cryptography procedures.

According to another invention feature, a non-duplication function is performed on the
representative value of the monetary unit credit so as to prevent the use of the representative

value more than once.



nmessages are sent froma point of origin to a destination in the sane way
that a letter is sent through the mail. For exanple, an originating
conput er sends a datagramto a destination conputer w thout know ng whet her
it is connected to the network at the tinme the packet is dispatched. The IP
protocol is a so-called "in the off |line node" protocol. There is no
virtual cgpnection or path between the source conputer and the destination
conput er . 1Ke represeniatiyay 51@?%@1‘14 EPESY R vEraEPURiSEFe arlendicaed randerdy and on n

t hese specifications, the invention is described with reference to

t r ang prababiliztic badisveen nodes, |inks or access nodes, and routers. For
exanpl e, the node 200 NI connected to network 280 is connected to the

I nternet by the gateway 210 (PPA). The node 20l, which is connected to
network 28|, is connected to the Internet over the access node 220 (PPB).
Nodes NI gat eways PPA,. PPB, resent pr.ocessi ng

syst ens cc‘w&ﬁ&g o o Cociie, o ision isiage foptramgin iitisg ghy wabe‘?wa%to dhe
connected to their respective networks. For the sake of sinplicity and ease
of wlderatianighaigre pmcaives wt dtdeaspend watwedt opeiatdr zingddrhe emaddieit M cade dnide
gateway PPA, for exanple, nust be understood as an operation perforned

uti | {gh&gichRanhe aRetedl nebeRcdsebqdifdt he network 280. The invention may be
produced either in the node itself or in a device connected to the node and
simlar to the systemdescribed in Figure 1. This device may be either a
standard conputer or a specially-designed systemoptimzed in order to
execute the functions specified in the invention. To pronote understandi ng
and for tHe ipalepang therprasedyre daserbadabovethedta-arisgrssen netyworgmystnode
'belonglng to the network nust be understood to be an operation utilizing a
“nodeinobrpokete, at emei nudlelwliie opetatiorsard wbearivd dubat leavant id@t’arprﬁi:dshlﬁg by
virtue of having inplenented the invention in the node itself or

conn €én‘i‘9«hﬁéﬂ Egﬁﬁq&nﬁféd%o%??@é‘gf&ﬁpﬁcQh&ﬁ%ieﬁ?ofﬁeg)?%c%tracﬂlﬁlrs‘& Crlbed in

Flgu now consi de In Figure 2, the by a

"data ranf data et _sent..by a conputer 200 be| on to the
net WIPREPHIETSG PR RBl AR et Horkppan el B 1Bl Hogeisigicer
travel s t hrough three st and- al one systens SAX, SAY, and SAZ. It should be
not eYYStamaTuRIiRE Hamnde.4R srcamberinisgraiaddato thadate-Reocasringesysem b addingihsne
systens travel ed are variable and do not depend on the physical distance
bet vappmoprie tofoware.

DETAILED DESCRIPTION OF THE INVENTION

In this description, we explain in detail a number of elements, such as the configuration
and topology of the systems and networks, the representative packets and structures thereof, a
number of messages, calculation steps, interfaces, etc., in order to provide better understanding .
of the invention. However, those skilled in the art will clearly see that the invention can be
produced even when none of these details is supplied. Furthermore, the circuits, electronic
components and architectures now used and conventionally known to the specialists are not

explained in detail, so as not to obscure the invention description. In addition, a number of
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cofmputers NI 200 and NJ 20l, nor on the physical |ocation thereof, but
rather on the comercial and cooperative agreenents signed by the various

" tel ecommuni cations operators and administrators of public or private

st and- al one systens. These agreenents determ ne the configurations of the
gat eways or nodes providing access to these stand-al one systens. These 14
configurations are set up for traffic-routing protocols such as EGP, BGP-4
( Bor dEerdsatuehnay “lmost, o Cwirifiy” “esarvine;PHaspat find, Akedetstand i“detdanimgy ditring | | be
the arc 200, 210, 230, 231, 232, 233, 234, 23S, 220, and 201. The notion of

a noddogi,ViaighaCicass eid, 4rbRsaEinREK s?éciﬁ’éati@né’zﬁﬂ%@ﬁ&ﬁ kS bOGrAY P, THLM a
networ k depends on the direction of travel of the packet: the source is

109 e o IGHLTR B S RN GHIN s f b WIS bGE I SRS 5

will beﬁone %Ee node providing access to the Internet; that is, the gateway
conpigat g g?hgletnsmpﬁ@qaﬂ%@ﬁ@@ cgapyice er drthe ¢laesronicTystesn mpmally s@86 ( PPC)
will be a node giving access to the stand-al one system 251 (SAX); and the
compud eimp &Y thd ddschptidhe node provi di ng out put from 251 (SAX). The conputer
232 (PPD) will be a node giving access to the stand-al one system 252 ( SAC,
and conputer 233 will be node providing output from2S2 (SAC. The conputer
234 (PPE) will be a node accessing the stand-al one system 253 (SAZ), and
conput er > wll. be the node providing output from 253 (SAZ). The node 220
(PPB) wil &S%gxﬁﬂalen%}%“ FREERFNCR 18 gnasig e AR clertniq systemh the wend “deterine” por a
packet sent by 200 (NI') to 201 (NJ). This node 220 (PPB) will be the '
gat ewgpligsetoonysilvg repesentsl amerelies fiSter way @f Pxpdainihgrthatnick syisteln hees twennect ed to
‘network 281. The topol ogy of the network described in Figure 2 is

T epr es@ittudiieder ®hilaih Juth WA thAORR!PEtioh barshiptBrigg. not ed that the
i nvention can be inplenented with other network topol ogi es
Accordingly, the reader is urged not to confuse the functions described herein with the

attributes or characteristics of a human being. The term “function” here denotes an operation

carried out by a machine. i
Example of Hardware

Figure 1 illustrates a data-processing system made requisite by the invention. We will
describe a computer 10 comprising three main components. The first is an input-output circuit
(E/S) 12 which is used to transmit information in an appropriate form and is configured among
the various components of the computer 10. The computer also incorporates a processor 13 (for
example, a pP microprocessor) connected to the input-output circuit (E/S) 12 and to a memory
(MEM) 14. These components, which are very frequently built into standard computers, are

supposed to be representative of a broad category of data-processing machines. We also illustrate

11



15° and in networks other than the Internet, and by using protocols other
‘than IP. W will now explain the idea of "toll token," which is here
presented in the context of the invention. A toll token is a nunerical

.val ue associated with a toll unit credit; that is, a bit sequence or string
of n bits (when n is the nunber of bits in the string), which may
represent: - a value which can be exchanged for real currency (e.g.,

f r an@8,ingsfapgeiscuityonacaed to the /Y eiremdt Idhdocds toregnneettthapympiter] 0 tud hori ze an
el ectronic systemto performan operation, - a value which can be recorded

by amel @&} iiRbGirédi5t @RinRhtion 3A MRPHS hétdor ¢81 MR WRHEdIEE Y FANCBLEEL roni C
systemin return for the initiation 0f a physical or electronic operation.

A tol n be;. - sold.in return for | currency,. - exchanged. or
seq P S aBBjayiia Bichared b FedirPer B (5o SR ANRY e SRR Wit ke
consi sts of physical, electric, or magnetic signals that can be handl ed by
an el inventien. dnyradelyTesedsatbods rag dubeesiophen s rof Bereerheankgyused amhiech t he
i nvention functions, we introduce two types of values to make reference to

a t okeomitbr 16hke sheute be aated virdtuge My be dfiadt bear eflsity adredn &fthathe ahetken, the
val ue corresponding to its representation as physical or electronic

Si gn%%hi&%nhﬂged Qqﬂisqfatagergpﬁsgﬁl Egggm;@gﬁgap%{gflthe‘ggﬁ&gnpensati on val ue of

the token is t exchange reo e cre associated with the
t oken. For exanple, the nonetary conpensation value will be 1G given in
units of currency. For exanple, |,000 tokens are worth | franc. The
exchange val ue for

A stand-alone system SAS consists of a series of routers or networks under a single

operating authority. The stand-alone system considered here is of the type belonging to suppliers
or telecommunications operators, and sometimes to universities or manufacturers. This type of
SAS, which provides retransmission service, is a network comprising a series of infrastructures
designed to transmit data. One could say that the Internet network is formed by a series of

interconnected stand-alone systems. These systems divide up the data traffic on the Internet

among them by implementing routing strategies on the periphery of their network.

Figure 2 is a simplified diagram illustrating conceptually the topology of an Internet
network. The diagram shows a “external” (to the Internet) network 280 connected by the link 210
(PPA) to the Internet. A subunit of the Internet is shown here by the connection joining five
stand-alone systems 251 (SAX), 252 (SAY), 253 (SAZ), 254, and 255. The networks 254 and
255 are represented only to show that each stand-alone system may be connected to several other
stand-alone systems. A second “external” network 281 is connected to the Internet by 220 (PPB).

The two external networks 280 and 281 may be:

12



t he purposes of transnission of a packet corresponds to a transport credit.
For exanple, a datagram nay contain a token whose transm ssion credit

" depends on the nunber of network nodes through which it can travel. The
.conpensation value or credit of the token may depend on the nunber, type,
and grade of the operations the token may potentially initiate. If T is the
type of operation, Qthe service grade of the operation, and N the nunber
of oper at i-8r8¢al PHE#eMevark wWorking withothe 8% arodce), a5 nit thedhtetheT- arype oper at i ons
may include the authorization to allow a datagramto enter a node bel ongi ng
to the netwgukblic b piyatbaetfdek BB MFRESo @k INRRGShAnTPOMER A4bi) the
datagram can travel using a token, and Q nay be a priority |evel assigned
to apdgkagran W shall call expenditure of the token J the change of its
nunerical val'ue, and thus of the associated conpensation val ue thereof

foll ow ng inigration of any operation whatever. For exanple, when a

dat agr am ¢8MUAHAPhBITEAL Moﬂe‘éw&%n&ﬂ‘mﬂpﬁﬂgh a node, if VCIn = VTIQn) is
t he conpensation val ue of the token J having nunerical value VNJ prior to
travel thihagirea stand-atomk spsicias tdrmed SKE]SAY,2n¥VSANthE) niake iR ssiBEAGNSat i on
val ue of the token associated with the nunerical value VNJ" i after it has
trav t : f I t IS
B L
packgt.. This packet will be able tqg finance various types of operations by
itse ,lngmwnggnﬁﬁgsﬁxgd?ﬁygrgﬁBﬁebﬁ%ﬂﬁmai ned in this packed through
the different nodes belonging to a network. It nmay al so finance the
encryption and decryption of the data contained in the packet, or it may
7arl ow execution of the machi ne-runnabl e or machi ne-readabl e code of a

"Pr 0gr am oOnR@f thedihiQile RafEABTARR HddthaisPQemilRs tfths fRAHE messhPEs 4RKERA
contained in a data packet may finance any type of operation at any node of

t he - ke » i 1L _resi including the . .
packf RN W5 Bl MBS th 2 BBl sl ShidieBhet Biemmivtiotng ne main
functions of thefj nvent{on _and, the pethods this invention can enploy to
consTDFHEECSAE §FRt (IR @pomt of Rreintg adlegtnatig dnthe sarae Wk thitt 3 detiegis sehed:

storage toll tokens JS and volatile toll tokens JV. The first tokens
posstéseugh the npénEar &xamplalanerighiating cempiltessend$ @ datdgmimntg aalekfimitioad ti ne
period. This period may range from several hours to several years. The

sec oinpasseREoKIpeMstivheRevialsudnieh@l % HAIREKRACKSE mE frRREk&SEon, a time
period which may not, i1n general, exceed several seconds. Two nmj or

f q ' q M ' A g . -_Th
cr ol P e, TR oo FREP L ARG M B i AMET I B P R PGk 1 e

val ues needed for, constructi on of the token: creation of the token J based
o ERrERTEE il yEERN e bR R s e s et h b B s NoNE P18

datagram is associated with any other datagram.

In these specifications, the invention is described with reference to transmissions between
nodes, links or access nodes, and routers. For example, the node 200 NI connected to network
280 is connected to the Internet by the gateway 210 (PPA). The node 201, which is connected to
network 281, is connected to the Internet over the access node 220 (PPB). Nodes NI, NJ, the

gateways PPA, PPB, etc., represent data-processing systems comparable to that illustrated in
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insertion of the toll token in the datagramto be sent. - The debiting
function at the tinme of reception of the packet: verification of the token,
presence, and authentication; expenditure of the toll token belonging to
.the packet received (nodification of VNJ, the nunerical value of the
token); retrieval or transformation of the tokens for exchange or

rei mbursenent; crediting reinbursenent to an account; initiation of the

el ediigwisi s véHChhapspargctashe thair wapectiva hetwoskst Fer the saketof simplisétytahd easerafdi t i ng
nor debiting): a function which, depending on certain circunstances, may

| eavmdehearidiies an @peﬂaﬁomlﬁéﬂﬁﬁbl{edmlzfrﬁgl thdndde N1l 3t thd g e WASERA ! fo@ eieﬁh}lr) lef oken

conpri ses si rrply an aut hentication val ue aut hori zi ng initiation o

S'eﬁﬁﬁ‘.‘ﬁgr”et Bl Pa SR onPRELF bR e e B b R 28 @%“ﬂétt‘v%ﬂgb.t

"cre " and "neutral" nodes 5|gn|f nodes bel onging to the network mhlch
exe en‘ﬁ HIVERtion may deprodneed eithey in Q’f‘i’d&oidé Haclberdn adierige eonnepieditatherndden. | t

shoul d be noted that each node may be a debit or credit node sinultaneously
wi t landesspdart tottie slystene desetibpdinkiéigsrealn T hisplev R naglbeyeithtia dthelashommpackat s. 19
W will now describe the inplenentation of the invention used to finance

dat & doeBRAYIGSEA Ysidh apﬁxhﬁeaﬂpeﬂdg%%g EREdinE LlRadn e Foure 2,

pac ravels fromN it no elt er t he node NI
! e node PPA. Th nod C, PPD, PPE, . PPB, and NJ e, debit
nodég‘.’e’%‘gﬂe 6 PR SaRF AR an ForBrPURP IR EH LSO Ph N B IBE NG A t o
the Internet Service Provi der may be credit nodes, and the other nodes
t hr auyileisiaiginge thaskmiork masidhesindarstand tdbban opeatean utilizingsarneds afithof
1backets originating at node NI may entail several possible financing nodes.

It ingtworksihbirdertto irpplefitastie SHVShEOE, ditbkersvittte BEhdviriSiipiéhélePaeket s
transmtted fromthe node N ; val ues

invention in the node itself or by connecting this node to a second node or device, such as that

described in Figure 1.

We shall now consider, in Figure 2, the path travelled by a “datagram” data packet sent
by a computer 200 or node NI belonging to the network to a computer 201 or node NJ. In this

configuration, this packet travels through three stand-alone systems SAX, SAY, and SAZ.

It should be noted that the path taken by the packet and the number of stand-alone
systems traveled are variable and do not depend on the physical distance between the two -
computers NI 200 and NJ 201, nor on the physical location thereof, but rather on the commercial
and cooperative agreements signed by the various telecommunications operators and
administrators of public or private stand-alone systems. These agreements determine the

configurations of the gateways or nodes providing access to these stand-alone systems. These
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wi'll be selected based on the destination address of the packet for which
‘transm ssion is being paid. Another possibility involves insertion of the
- storage or volatile tokens at the nod: PPA belonging to the Internet
-Service Provider. Figure 3 illustrates a variation of the value VCJ
associated wth the packet after traveling through the nodes PPA 361, PPC
362, PPD 363, and PPB 364, 301, 321, 322, 323, resent the sane data
pack SPNIGURHPRHAIGSE Wy R ralfigriguuna/Riptassls sughas Eéégf%ég@z(,%ogﬁa Cateivagr e
attached. To insert a toll token in a data packet, a toll header nust be
def i rRrdtocol 4, dier to al | ow processing of the token-carrying packets. This
header nust precede the data conposing the tokens. It may, for exanple,
consi st of several fields, such as the length of the data conposing the
token or tokens, the field containing an 1D of the creator of the token

which wi Il _all ow processi of the numericgl f .t \Y 20
Figure 4 p?lﬂﬁ/ﬁ’a(ﬁ]ééﬁﬁﬂgﬁi}élﬁg%ég@fn ‘aﬁ{%ﬁlﬁhe a?g)(gr X@s?\%@éﬂﬁi@é@i%ﬁﬁtﬁ% th the
invention. As in the safety header |pv6, one line may correspond to a

64- bi220s anfi2®ic dhe Tlogor PB4 dodeTATING aSTAT B the netyvorluemifsinode ppvading outputit e of
the token allowi ng travel through the node, using the neutral function of

t he ifftg Atdedorktdepéndson thelir&@ion df elagsliof tiRrpadieddi the oied is @0de Dute Si nply a
val ue VNJ authorizing travel through the node. In IPv4 packets traveling on
the | . this . .he..re i ing the
opt | SRty ngk® PQBRREL (RO SreBubPlsBLRS-1N8 oB RACHREHTN S 0D
type .- of option. As regards |IPv6, the incorporation of a toll header in
the IMOHE BWWIEL-B&SHr oposed. This header woul d be conparable for certain
fields in the Pv6 or IPng security header, and the current security header
“coul d even be used. W will now describe the way in which the invention
retrieves the data needed to construct the token. To inplenent the

i nventi on, Thd ndde NOPHEGAS BaloYnel e HS& Fro¢aiiRY REQs By Bk PReneBklR, B
interrogation of any possible debiting or crediting nodes. The invention
obtains the nu er(%g gerthggest%ﬁgithgmkﬁpes of debits it perforns on a
tokeﬁaeﬂ%gtnmﬁﬂ?r% d@’ﬁh? d% T ERY €7 gpcating the nunber of debit
nodes to pass through, depending on the destination address. This table may
be of the E@@mw@g%\@ (BPEﬁw%@e@@@%gwg@w%ﬁ%ﬁhs& stppdralopp ayi¢mdgédr at i on,
the service grade, and the nunber of nodes can be conbined for each address
or grS¥X)ohandtereesypasr 2Tb wild datle tdiie pravadihg putphefron@di ($4¥).porti on of the
invention will, accordingly, fill in the first packet to be sent to its

desti nati ophddip@ed DIEPPDIWiINBe @ H¥BX LIRHD L08R BRtA0- Rk Upstb@rsal | types
of services provided and a maxi mum nunber of nodes. 21 The final debit

node K i f i L a token containing
nDre(g?é r§&¥%g58@fr%g%$g£%{¥#h g?ﬁgﬁgﬁ%ﬂ§¥ﬁg%$§%gﬁkﬁgs t he nunerical val ue
VNJ4 (the indicator 4 represents the nunber of nodes through jch th
packet may 8§ eRrapyter %%é&@&&l\kﬁ%ﬁéﬁ%%ﬁﬁ&% tﬁ@ Sta@gﬁkoge fyseent %@ﬁ%%an he
‘token then has a value VNJ3. In this instance, the debit node returns the

t ok ercomeputdre2 YSastll mrthe nodapdeidingamgputtftarmdsi Afacket . It is here
understood that there may be several credit nodes along the path of an IP

packet, foTh&Xeddiz (PUBYRVill ®6 eRidgIe prdviding BLipat frifaeeinteridi@etvadik forent i oned
above is updated at the transmitting credit node. The packets transmtted

ar foﬁiagggtgseepgﬁy 306 AbH kY 26NQEH. PRE hOGk 23b @rBFGAE b2l QMR hBRAERLI @ AnOf the
Internet Service Provider and will be connected to network 281.

The topology of the network described in Figure 2 is representative of an Internet

topology. It should be noted that the invention can be implemented with other network topologies
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- Quite obviously, this very sinple nethod could be inproved. It is
presented here to show the feasibility of the invention. Thus, we could

" conceive of a protocol according to which the debit nodes woul d be
.interrogated by the credit nodes, which would operate in accordance wth
the sane principles as a routing protocol, for exanple; alternatively, the
structure of the aforenentioned tables could be integrated into a routing
pr ot asloin. neTwerkp atice than helhteroetupubeudimemeotdcals logisr thay IBe pr ovi ded with
tokens allow ng travel through the nodes w thout debiting or crediting the
t oken (token having a nunerical authentication value), thereby inplenenting
a neutral function according to the invention. The invention nay al so

the path 1% WP FRBETRE aen o LRITRRnay SRR AGHEF DR Bived SR SEHE dobi 1

nodes t hrough which travel is to occur. The nunerical value VNJ and the
poi Vet i gin of the toll token J nust be verifiable and subj ect to
aut hentication. This nunerical value may be authenticated using a nuneri cal

si gnat ur eA23ll tokeadhanumeticdl fvaldeiaSsoRiSQINENS B DIniWEAY; iteAlis, dafidsekudftd D the
signature of D, thi's nunerical si gnature may be obtained By effeécting

varl I iyl 1,2 rivate or secret
oy ERUMHOL *%‘t%f‘ﬁhenkﬂ‘ﬁ i ilberior SRS e SEal Mo SR BrBEy T o Pt T
such that D 2 while D is veri f| ed by checking to ensure that
SPK~DO - SPKgl SS *) an %exch@ggé&réﬁalwafgmcﬁée BuHanssofolis.gigaretehat , if D is
a string of n blts and D a string of mbits, hs(D) = D. Odnly the
possessor - avalupevhicnoey,an amstimapayphaiteae emnﬁomusymm tepdréorimn@sepetiation, Thl S
.mst hod 23
- a value which can be recorded by an electronic system, or
- a value that can be modified by an electronic system in return for the initiation of a
physical or electronic operation.
A toll token may be: (

- sold in return for real currency,

- exchanged or used for a given service or electronic or physical operation.

A toll token consists of physical, electric, or magnetic signals that can be handled by an
electronic system.

To more effectively describe the way in which the invention functions, we introduce two
types of values to make reference to a token J: the numerical value VNJ, or the real value of the
token, the value corresponding to its representation as physical or electronic signals; and the idea
of compensation value VCJ. The compensation value of the token is the exchange value thereof

or the credit associated with the token. For example, the monetary compensation value will be
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/,,. 23a is less reliable and | eads to encrypted transm ssion of the
function hs , but it is nmuch faster. A hashing function is executed | 00
times faster than the verification of an RSA signature, and approxinmately |
<0, 000 times faster than the generation of an RS A signature. W now

di scuss various techniques for creating a token J having a val ue VNJ.
Dependi ng on, the technjiques useq,. token creatio expendi ture, retrieval,
exc fﬁiﬁ%ﬁeg‘ giits r"E F%m%ﬁ&rﬁxa%’ge, 19 é)é)béﬁlﬁ(eé‘? agg) W Pﬁ%ﬁ' Iﬁ'? &xellagge vype fonr | ess
reliable and resistant as regards cryptography. The nethod nust be suited
t o tthe puspesesoif trpsmsssionrof apackes comespnsdsrte atttraspdrheredii. IFor axprapista does not
exceed the cost of the operation itself. For exanple, when transmtting IP

dat apik£iEm rhdleconydih & Tien Gy ahhoMsQbn a@dﬁﬁépeapgaﬁmenﬁmf ofRéRopacket is

not feasible at present. Preference is currently given to a system based on
af I f sane .type as hs. One can al so purchase m cro-currency
fro%ggg%ﬁ{éﬁ‘g%h‘gﬁlghi%cﬂrtﬁ% ate it into the toll token. W now describe the
M croM nt system which is used by the first tokens-construction nethod.
This method is described in the article entitled "PayWwrd and McroMnt -
Two Sinple Ivficropaynent Schenes" by R L. RIVEST and AA. SHAM R and

pr esent edTledcodipehaationrwalukOR Grediir dMBe token A9 BeffBl drARE REBPG Ly pd M
denonstrate that, using McroMnt, "electronic coins" of mniml value can

be pLAGE : - quanti ' ry-larage. ese coins
rray%ge purgﬁg eeréﬁ(%%/s tggrﬁgg?g{ag‘ﬂé‘fé&gﬂfu%%@gtcr)ésufé%é;)/ Qeeh&gﬁp grr?g?ﬁ’ @ﬁ ustri al
scal e. .These "electronic cqQips" are bit strings whose validity can be

c heéR’éVdCWagmgﬁl?s ,OPBF&flowg Illu‘PélPémHibFl‘ pleqnerations, tageeV Cf it MY E9seamplene
,coins are represented by hashing function collisions. One k-collision (xI,

< x2, initiatedk)-typempemstions mayénclude2Boawthorizatiando slkivea datagranato dher wawdéi ed by
checking to ensure that: h(xl) = h(x2) ....... = H(xk). In their article
des eeiddight M tBE AbdWdLl, Khayasl the hiuihah Guibel of tRENHARRE Wi OTHE e apgeagh coin

can be conposed of a sequénce of 18 bytes. W can refer to a Mcr nt coin

by ri f te string) havi conpensation val ue m
(’fo%%ongldg?@aae\égkrngmgf() %‘??Pgé@npp nléygﬁﬁ%g%dﬁgﬁg‘?‘ﬁg = 18 bytes. It
shoul d be noted that this value of 1 is used to denonstrate the feasibility
of using McroMnt or another systemof the sane type as part of the
invention, and that 1 is a function of the paraneters for constructing M
and t hus Wayhalhesiexpendinge sf thedokenl Istbe ahdngesf jts mdnetidabmaloé, aaditins off the
different values. We refer also to a coin | (nunerical value of the byte

St 1 ian@)cidied ¢ 619pehsSRIPRISAthERDT RdloWenOhitkEdAof kiBashelRioi il ed by m and a
|l ength 1' = 20 bytes. '; In a first technique allow ng construction of a
toll token J, several sequences having a value Mare strung together. For
exanple, if VATQ = VTIQN), N being the nunber of debit nodes through which

t he pack traveis, the value VNJN of J wll be Ivl,, M. ...M\, and the
t oken wi |Jors¥ample, when a datagram containing a token J travels through a node,

if VCJ, = V1o(n) is the compensation value of the token J having numerical value VNJ "

prior to travel through a network node,

then VCJ,; = Vio(n-1) is the compensation value of the token associated with the

numerical value VNJ_ | after it has traveled through the node.

In accordance with the invention, a token is inserted in the control structure, that is, in the
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have a | ength of N* 18 bytes. W point out that, in this case, the token is
. a storage token, since it is valid for. one nonth, i.e., the period of
validity of McroMnt coins. It is potentially possible to conpress this
value and to re-expand it when the token is spent. To sinplify the
description, conpression is not used. Wthin the scope of the invention, it

isp bl et " Tos n, usin oins of different denom nations for
i £ oront 8 uEBREL ik ol PSP pEBRRR OHEE vBrobbE foReatRo DLl o, | 1
VCJN2N11F- | Q, T2Q2 ~N2N1), then the nunerical value VNIN,,6 NZ

|, 12z5uc R&;ggw.n.smmon of Hataantgmedng tiis pazked through the difeeamt heddsriglangimg tengt h
N2*20+N1 * 18 bytes. - In this exanple, we suppose that the service grade Q

1 f om nieteotky fenay alsefinirce tior erepgtiohiadd dderiptidh dssOGitatadanbd h thbPacket,
transm ssion of a data packet having a priority higher than the priority

assi GReOmhP a9 ER&SHiBE of Hé%d@llnedrt%ﬁﬂﬁég? xﬂgéhiﬂenr%%ag)gé %&e&? 6%(%&%5@3)? b-zla-gie S

t
packets can be processed In a routing or access no

dependi ng on the service grade theregf. Type T2 is service grade @

ass O(Plogtﬂ(ghm{/lﬁ ?rﬁg%?‘nh?‘?r’rtfép"e‘ﬁ‘t" tg&?ﬁ’é&fﬁ' ﬁ}?é?léﬁ | GRtaIGegn @ datanagket anayclinanes of

all or a part of a specific code segnent at the debit node. For exanple, it
woul @nyéypsodsipetation et iyl noded thet ietwordfin twhéchnthe packet wilhetae sincladmgahie t he
Java | anguage contai ned in packets on a machine incorporating the

i nvephéla-orikititidgRhd bidkeRRhiARoRhoddie i nvention could allow, or not allow,
execution of the code only if each packet containing a portion of the code
is properly credited with the requisite value. W now consi der expenditure
of a token when it travels through a debit node, when the indicator n is

t he nunber_of renaini ng nodes through which the packet is routed: If VNI~ =
M Mz. . . M- Tredorerflesqribirg ihe amain, Aymgtions Ok the invemion Andithe wethods thyisiventian @agh a
debit 25 node belonging to the network, and J is a string of n* 18 bytes,
t heneiifiley to conbrddf a.tolMuken J, tavacty JeshefSokeas amet e distingugshed: storade tol1k8kdunst es.

If the invention utilizes McroMnt-type coins to construct a token J, it

w | | jpnadushtild@ifigtdnewy/ng VNI changes during travel along the path of the
arc 200, 210, 230, 232, 233, 234, 235, 220, and 201 in Figure 2.

-

The first tokens possess a compensation value which remains valid during a limited time
period. This period may range from several hours to several years. The second possess
compensation value solely during packet transmission, a time period which may not, in general,

exceed several seconds.

Two major functions executed in accordance with the invention include:
- The crediting function at the time of packet transmission:
retrieval of the values needed for construction of the token;

creation of the token J based on the values of T, Q, N, or other values (calculation of

VNI);
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We\ now describe the case in which the user hinself constructs the tokens.
In this instance, node M2OO is the credit node and, if N1 is the nunber of
debit nodes during f - transm ssion, then N = 5. W suppose, for the

"purposes of the exanple. that the access node PPAis the credit node and

prag

that the termnal node is a server which supplies a service or allows
initiation of .a T2t eration and has a different service grade . The
t er mi nal 985@1%0%@?}(@&&%?{‘ %‘Fgﬁtaﬁr%aaheﬁ’?%e for a service grade @ and a
type T2. The operation thus initiated in this case is not an operation
allowing data transport. It is possible to bill an access to a data-base or
t he execution of any programor service whatever. In this case, the

| nventrihenicBRBRIRAGIINNE IROTthe BERLENRA Jfond ARkt ansport of the packet at the
credit node PPA, and then the cost of the renpte service. The invention

cal cul ate = 4 =1 _while the present invention constructs the

t oken J a?egﬁé%t}?nn%ﬂggw W gﬁegca,an%gutg%tgzgg%d having a value VNJ, .4 =

|, M MZM3MA. The crediting portion of the invention constructs its tokens
from coi nEXRENPirepbibedpli ke helpngireio ti paghed thecived Gmadifitatiomsof AN Hehe

gquantities of them 26 If VNJ,,4 is the value of the taken in a credit
node PPA ZBherichlevalucadfithe takeayel i ng t hrough the first debit node PPC, J
will equal VNJ,,3 =1,MMM3. The debiting portion of the invention in the

node PPC fr&ﬁ@al%%ﬁo%ﬁiéﬁa&fﬂé foke %gg}g?lgfle%{og d-gilrl'lgbnwérfh%)l}E;he packet to

proceed. This checking procedure can or on a
pr obabi | i st in order to reduce the |load on the machine (this remark

i £,.basis
appl i es g@ﬁ%ﬁ%’i‘g LPURBUISERCRLLQ AR TGNt si nce al | verifications of data

validity can be made probabilistically or randomy). The invention
“i-ipl enent é@jtigtion pEthagleetreMC onphysied opeatidre string M if it is valid, in

order to send it back to the broker for paynent. It should be noted that
the origin of the coin and the identification of the broker are given in
the toll header of the packet. The debiting portion of the invention stores
its coi t-hei ~Ln..ordaer to facilitate the exchange

t her eg?ggﬁ‘“?ﬁg%‘?@%pﬁg%ﬁg‘ggﬁ@ inr?éa?rbég}gge)f or exanple, be returned to the
broker ever veni ngf r reinmbursement. Then, the different values of VNJ
will be: @r@?“: PIIVRK hal\%%P g PR FErAR SRS G terye AbtiokmPes iswhiktehit wi | |
store the coin M3. VNJ,,, =1,M after passage through the node PPE, which
wi || st or &adifyinmitdn s v, the tell tokentomprigasaage ahhntugticatibe vainde PPB,
which will store the coin M. Passage through the final node PPB, which is

a node pr auihdtinigganitiassn b Larf dl€ctioicdr iy sitAlopbkhtioh Se.g | HadelltifoGASHyded! SO a
debit node, since it allows access to the network 281 incorpofating NJ.

This is ayBlbhegedi®ke By access to nodes supplying specific services in
the sane way as the %:r ance Tel ecom access gateways with respect to the
Ki osk service, where billing is the same for providing access to all of the

servers.

In the following part of the text, the terms “debit,” “credit,” and “neutral” nodes signify
nodes belonging to the network which execute the crediting or debiting functions according to .

the invention. It should be noted that each node may be a debit or credit node simultaneously

with respect to different packets and, potentially, to the same packets.
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27 Finally, the final debit node will be NJ, which will bill its T2-type
service; it stores the coin |, in order to transmt it to the broker for
paynent. We now di scuss a second nethod for constructing the token J. W
W || consider a secret hashing function H, which nust be cryptographically
resistant; that is, it nust resist attacks. This function may be of the
sane type,as MDS or,, SHA function, The principle underlying H states that
it be appﬁ%ﬁﬂpﬁo%gﬁﬁﬁ‘k%fh%m qnit"é‘r?nc?? the igyentien usedhig finsate daie values T, Q
N associ ated with the conpensation value of a token be dispersed in the

r esuransofissidrewithin the topblogy.desdribed st Figargdhi nted out that, in the present

i nvention, all of the hashing functions nust be performed on the stationary
parts of the header belonging to a packet. For exanple, values such as TTL
(Time to Live) may undergo nodifications in nodes other than the nodes

utilizinggt i nyention. .,To create 0 we W.l |l pse the HC function.
VNJP, N = Wcé?‘%kﬂ'(ey ‘ﬂbe“ﬁ PP‘é‘S‘?é‘é&ﬁf ° a@i 'Pﬁ{g]ﬂlffﬂ%ﬂlbm igeidhszitha radedlk h the 1P
packet or with a subunit (b Eg;i nni ng and secret ending bit). The principle

C e
condisstforithe pedentP Ablhe nodey BPCsBPRMRPE; PBeand\¥¥ ntay bealebithaddsnGendrallyal ue of
VNJ~_, using a function HT,Q P, VNIp,,~ = VNJP, ~_, . Inplenentation of

t hi spealiag, the trefsoaitiRARideor RARJE belon@XATPIe 15 aREde i PrRaM: rﬁ%uO{r)?i 2ﬁ o

downl oaded on debit nodes so as to be executed by the debiting

the | QN H, functiop i ted, It should be noted
R and e bl ANES b ShicH 6 AR By S PR g wp the

creg[irrt, and especially, the debit, nodes nust, in sone cases be sealed in
or deFapgnisign @ packefsoriggnating at node NI may entail several possible financing modes. It is

possible to purchase storage tokens to be inserted in packets transmitted from the node NI; values
will be selected based on the destination address of the packet for which transmission is being

paid. Another possibility involves insertion of the storage or volatile tokens at the nods PPA

belonging to the Internet Service Provider. j

Figure 3 illustrates a variation of the value VCJ associated with the packet after traveling
through the nodes PPA 361, PPC 362, PPD 363, and PPB 364, 301, 321, 322, 323, 324 represent

the same data packet to which different values VNJ 355, 354, 353, 352, and 351 are attached.

To insert a toll token in a data packet, a toll header must be defined in order to allow
processing of the token-carrying packets. This header must precede the data composing the
tokens. It may, for example, consist of several fields, such as the length of the data composing
the token or tokens, the field containing an ID of the creator of the token which will allow

processing of the numerical value of the token VNJ.
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integrity of the electronic system For exanple, care nust be taken not to
nodi fy the system thereby inpairing normal operation of the invention and
al | owi ng fraudul ent use thereof (e.g., debiting tokens by a value greater
than the value as established and authorized). To avoid this and ot her
types of msuse, systens for checking token integrity can be installed in
al |l nodes éio verify that each node is working properly. Wien it accepts a
packet P; LBureshinHides proexample ofia tabldviader ushise irpdaserduhEbnwith ke ig@RitbhNAs
portion of the invention can change in increments an account C,d by the

val uén theGhfetyBdaer Ipvs, ThelindWag a6i¥spohdiio &&f-ﬁf?%ag@@ﬁ’ée. \‘m? @Eﬁ @'ﬁgfr | ptor of

the user or user organization of the crediting rt cteéates the

t okene ' Lovention.. .This value corresponds to the field ID
CREATOR %ZE%Q%%E@?‘ﬁbgﬁlgg%%%zﬁf‘%@ﬁgbémflg éawﬁit@oaés@éinadwsmgtthe t he

t oken ¢ or . or ovider. The value of the token (for exanple, at the end
of tﬁsu@%’n@m ‘l’fpéf“’p%i‘ivﬁntb%}% thapisoheithepa cretis ondehit fuhctidre bot sinplyl mgalper t i on of
the invention, which created the tokens. The value VC, d represents the sum
of alMNExpghoriiing trewe! tirdeglathetndde.node and corresponding to a credit node or
a series of credit nodes. The identification of a credit node may be |
associated with a single node for a user, or with a series of nodes for an
organi zati on. The users and organi zations using the credit node according to
t he inventhi1 %ug bols om'lse th ay the debit anpunt as recorded, which
results from Y hEHEFEAEYEIng on fienterygh khis heaggrandithe rdated dataodede to t he
users of the debiting portion of the invention. A public key PK all ows

veri fegeiednse theeptiubiield afithedP pecketk, iy exhiepleibygiefinirgnsisve nbhaseSIpie VA, d)
=.Vc;d. To authenticate this value Vc;d, the debiting portion of the '

Ui nvenf optionviAlsl regardITAVe] the Viacodpothiidh GF SBAKE e Qe ke is
therefore, Va;d = Sfk(VCG d) 'dﬂng To carryéd&kj?ytggg?’gg?g%lg%%—r@rog%ﬁms

met hﬁébdei/\@vo{l%éé&ﬁ?&?ébq | hat upport val ue VSJ required for
the creation of th |n§f&ggnnée}$?%gﬁ€§}e£v%ﬁ8g S?WWE%r’@E Quigaf ue

w il _seryve as a container of the data belonging to the token; it is VS]

whi c%ec\lllvlnﬁ h‘??éﬁrecquﬁf)@;emsé to authenticate the transmission credit
associated with the token. The support value VSJ of the toll token can be
obtai ned by nunerically signing another numerical value VNU whose unicity
must be guaranteed. If Sis a function of the nunerical signature, then VSJ]

= SSK(VNUWe WiLhamlebeibiitdess inwiidhfhe ifveibh flriBIRET adihhelich &, stored in
y

order to verify its unicity; or - VNUp, a val ue obtalne peroform' ng an

h_fesHeirbanné LRERE, AnbBSOANe [NRIdON: O (B.sequence of nymerical daia D

(for exanple, an IP agram or a por YHeAyrumy ctepriosn]
functi Jst _be able to generate.a singl.e VNU val ue for each sequence D,
sucri iRl RemP R oF a? nOGHITE fotiine Sriihiumaoder pEle inpion OPRANLD ~ O -

Fh (D) ~ Fh(D ) is true. The value obtained in this case is called a
" e ber pf Jekit nodgs anglithayypex ¢firtebitg itipedforais dr mmkémtTherrdditaipdt eyhiRaeh of
“"message condense" and "enpreinte digitale"). The nunerical signature of

t hi sa tableiadicatindthepuarbes efidabst Hoge £IRGTY PRI NG AdlE P Bt SALI O et hods,
such as , , . etc., and with hashing functions %E{é%?ggel\/m M4,
h DES, RSA, NI ST d qfhh&%adﬁf ?
MDS, ad@kess. This table may be of the same type as a routing table on a router. The type of operation,
the service grade, and the number of nodes can be combined for each address or group of
addresses. To update this table, the crediting portion of the invention will, accordingly, fill in the

first packet to be sent to its destination with a token having a maximum compensation value for

all types of services provided and a maximum number of nodes.
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To describe the invention, we select RSA which utilizes a nethod based on
_ public and private keys. In addition to being effective, this method all ows
easier reduction by decrenents of the value of the transm ssion credit
"assigned to the tokens. However, the RSA nethod is not tied to the

i nvention, and anot her nethod could be chosen to produce the invention. 30

Accor di ng [ [ t jstinction n _be made tween the two
types of 't[‘g?ﬁh?a?gﬁ\é%alé bgl?t §6H§%%%08§1a%'gorg%q Pacﬁ%@gﬁgeﬁ\g%hﬁgﬁpﬂgo%‘ng}g le toll
tokens JV. In this case, we designate as storage tokens JS those tokens
whosBOFRFedit taf 1teap gebit. Rearxampepstoken hasdhenumericat walu VAs@he midicatorer |
VSJs = S(VMJs). In this case, we can designate-as volatile tokens those

t ok apprestrats eheminmticr 0&hoduspRongh walchahd/fSablet riay 8/eh), BiRdoHE Vhtth B ves it
fingerprint of a data sequence VSID = S(VNLJD). The conposition of the

fin i I function of the . typ the grade Q
and R IR KA, ME U iRt SUBuc R (B S0l FpiehPle oo™
Vn(VSI;é N, Q)l I f  we éonside_r, for exanple, the prinme nunbers 3, 5, 7, 1|
13, telsen tg the'lasy gredit Rode wprpmittingrhepackple Fhis berg uadarstepd et teramaeber ade Q |
N is the potential nunber of operations, we can construct storage or

vol aeveénal eretlit nbdéseriengitho pethwdlan €P phdket, depsathpten Upbe racapti@soMNnadiebrQ  When,
for exanple, VNJN =V SI"N~, if Q=5 and N=6, then VNJ6 = V SJ' ~ ~5~~.

Thi pagRetatteltible dRATHAR dRNE Wdalel %t ﬂl‘é%érﬁ ing@bYE nydY gp? g&@e& the

nunerical val ue VSJ raised to the power of the Inverse raised to the

po B 1t IS SQ ssible to, have t.oken such that its nunerical

val eanlgél:léﬂ\ﬁr% ,s{‘g)rc_sfikyég fc%%g,sb% pgjod ina ﬁq\fijﬁ)yl%ymp?c@on QF $eernp packeds. ¢ oken
W Il make it possible to performtwo operations with service grade 3, and
tt hr dQuitpehvieusdndhisivery smpld methgd eetdd Sevmproved. It ik preaseitedhardlio slovethieposed as
above, the expenditure of the token resulting fromexecution of an

el edeasdbilicy ofhe atventiomi THus0@e béuld¥oricaiveiofid ptdiecdl akeding td WRicRAMEHebit
associated with the service grade of the operation. For exanple, if the

t ok e (Wit oo At : ; Lon. ' il de 7,
T e e oL S R R I

havi_n ut horized inj.tiation of this operation. 31 Only_the idea of

ex pSHAF EPE TS PO e Aol &ob T MPIS el 7e b 16 HHERET BHIC Y her

mechani sms or met hods can be used to nmake this expenditure. The nethod

sel étQrementipredsinhiss gouf beiriegmied drs @rrpwinganoetolanot her mechani sm f or
carrying out and describing the operation of the invention. The invention
can be usEet packetsmstduworipdaenhdse gblehi hiyesenbvided withRaltenk hilowingat®d i n Figure
2, for exanple in conjunction with the use of a nobile node connected to

t he meupRile ndiles Withidat dbidddordkditi ﬁ’ﬁe?ﬁﬁ%b’(toﬂ’@ﬁ ﬁzglill?ﬁ§h%§ri@al\/0| atile 1P
address, or again, by encapsulating the protocol”in a protocol such as
SLI B, .PPP. X25, A or even in.lP (tunneling |IP). These differences have
no &F ggﬁc%}hoq%aéueg,g%pgﬁy&mplgfnefxwég? %‘ﬁ‘?ﬁiﬂ‘ﬁt} I RFRTARS o the fyeRiin. cases i n
~which, the functioning of the invention may be disrupted, for exanple when
packet s uhbfeinyentianagmenisainchite, mahgtodhhsader: infumaper kettcsmingpackperodiing t hei r
t oken, the debiting portion of the invention nust be prohibited from

s pesticaghapatbke be ifoll cawefdrtgotive paekat pag Megend boh theschicl dTpheddbatdoges teowmar i fy
that a packet is a fragnent or not, no matter what the protocol enployed.
Fur tdigemaaesl i§ fpaieapt ation is highly limted (if not . irtually prohibited
on the WAN parts of the network) in the new version of the IP protocol,
i.e., lpve. In addition, if the invention nakes use of McroM nt-type coins
whose val ue does not depend on the value of the packet, attenpts to

rei nburse_a copy, of a coin previously received by the broker necessarily
fails (acttsdneicesvelpe Vabsediths paint ofrosigieidhetplk thkerct mastdresvenifiablecndM nt ) .
I n another case, if we construct tokens based on carrying out a hashing

f unstbjent torautlivatipatidoeThisi tuniesicalagjuetmayiss duthentbetdasing baupeakedtsidhatrdeen
nodi fied but not the token, in particular by exam ning the header fields of
the fragnented packet. Control functions nay be added to the invention,

t hereby preventing packets from 32 2Xraveling several tines through the
sane node. The invention nmay preserve, in "cache" tables, certain data
specific to the packets or tokens that have al ready travel ed through the
node. The invention may conpare the data fromthe processed packet or token
with the data it has placed in its cache. These operations nmay be carried
out on a probabilistic basis. The invention has been described with
reference to several exanples, which do not limt variations and the

vari ous ways of producing the invention. Obviously, nodifications and

i nprovenents may be introduced wthout altering the spirit and essenti al

o
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The system according to the invention allows each data packet carried by

. the network to pay for its own transm ssion cost. In addition to the
information required for control by the network, each packet contains
‘addi tional information corresponding to a toll unit credit. One portion of
this credit is deducted at each step of the routing path of the packet at

its | - L nation, ring th tire,route of t acket, .each
pub! PeeneniShn, 378 § 8Ris e Bedserd Bofits Sapsfear Prpsekaerca
transm ssi on 33 may deduct a portion of this credit. In this way, the
oper EHAtUre maxibg abfaivas by effesting Mariausroperations; inclutng:i n order to transnit
these data. This packet will itself finance various types of operations

ot her than dpepism ﬁﬁliiﬁﬂ%a ptivaBYr S4B kb BRNGA SbliY REY PR (@) LerioRby gl of
the data contained in the packet, or allow execution of the

hi ahl |, e b f. | . ti f
o1 o0 Bo e AT M EF Sl SRR B o et AR ind BLds el rmy

finance._any type operation or service at any node bel onging to the

net H#E?hxﬁhﬁghf§&6= acket will reside, incluéing t he origingting and
term nal nodes. The invention just described with, respect to Figures 1 to
4 concer ns,a ssoeehasbpgciuattion h;augr thate D & o aringlef @b ML’ & Beinpiofhi bs,
conponents of the cost, at at |east one centralized financing organization,
of t RRDYPEN AIGHN te1IsbRESPRI RY fuftc i NRAK prédfck {n(arau'iﬁe%ﬂ«?ﬂé REQ8, 3 'lélglgt aitn
packet's, this network comprising a p uraplty of conmunr catl on nod

perfor }%ﬂ t he operations by neans of one or multiple operations and

serv gﬁ | tiple users, this procedure being characterized by the fact that
it includes the following main steps: a) assigning to each data packet to
be transmtted by a network user a first value representing a so-called
"toll" nonetary unit credit, as well as the identity of the centralized

fi nanci ng organi zati on supplying the credit, the credit anount
corresponding to the cost of the operations to be perforned on the data
packet in the data-transm ssion network using at | east one comuni cation
‘node; b) recording the first representative value and the identity of the
centralized financi ng organi zati on concerned; 34 c) in at least the
comuni cati on node, reducing the first representative val ue by an anount
representing the the cost of the operations to be perfornmed on the data
packet in the node m question; d) recording the anobunt representative of
the reduced representative value and the identity of the centralized
financi ng organi zation; e) for each user and each centralized financing
organi zation, adding the first stored representative values in order to
calculate a first total anmount owed by the user to the various network
operators through the centralized financing organi zation; and f) for each
operator and each centralized financing organi zati on, adding the
representative anounts stored in order to obtain a second total anmount owed
‘to the operator concerned by the various network users through the
centralized financing organi zati on. The procedure is al so characterized by
the fact that the network user purchases fromthe
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centr 'Véed financing organi zation at |east one toll token representative
of netary units, and by the fact that the first representative value is
ebited fromthe toll token purchased by the user. Operation c) further
invol ves: - carrying out the operations on the data packet if the
representative anount is equal to or less than the representative val ue, -
not performng the operations on the daia packet if the representative
anount ,is greater than the representative value. 35 At | east the
r epr es &nfd ‘ielﬁg’ki/ and,lsadss totameryptadetransmission tof chiceflinttich sl , toue itfie RiueR FRkat lave
anount bthm;he reduced representative value are nunerical nunbers derived
f r om pbnshongrifurgstian tih exdciiedt100NikhdsNGi r&sSen ive val ue and on
the representati ve anmount. The au[ﬁﬁf?‘?&?&on@ﬁ%ﬁ% (gtﬁmrgs bségn@é"?’iaé@ out
on the, i /b1 Ei: F and/or. on.the identity of the centralized
fi nanciﬁga%lrﬁigage}\}?fzoé?@gtr?g Iﬁet&g% ﬁéhﬁtgegﬁrﬁ{'%oﬁﬁ'ﬁ‘i“WWe of the nunerical
signature type, procedures utilizing hashing functions, or cryptographic
procedures. A non-duplication function may be carried out on the
representative value of the nonetary unit credit so as to prevent the use

of the repr Bsanwalisuse varidus techiqecs fonoreanipes toRérePhAing Mﬁédeﬁutﬂjébegmn%ow ng |
based o

internediate steps: a 1 ) calculate the representative val ue t he
cost obn theetechmixuas ugsds token REcaReR | hERELRD cket in the
dat a-transmi ssi on net wor k; aZ)&(‘:’aﬁul ate’t egvr?g%%?}l‘a@g‘f’ O SFBRPISEeRtatE i ng

out t AW dr CRltd I on...and, a3 i pserting the nunerical nunber in
t he dzra]tﬁ zsitef;gcketér’t g&tggé”' %]%dziﬁgﬁ é}g & 'rg]]\ahl%iaﬂbé?sm ay wardegryptographwal cul ati on
-dgpends on the originating and term nal addresses of the data packet, on
@;ﬁ nunber of comuni cati on nodes through which the data packet nust
Travel, and _on the operations which the communication nodes will perform

and the gr abthssmethod pusglee suited to the type of operation, so as to ensure that the billing cost

does not exceed the cost of the operation itself. For example, when transmitting IP datagrams
the systematic creation of an RSA signature for each packet is not feasible at present. Preference
is currently given to a system based on a function of the same type as h,. One can also purchase

micro-currency from a broker and incorporate it into the toll token.

We‘ now describe the MicroMint system which is used by the first tokens-construction
| ‘, method. This method is described in the article entitled "PayWord and MicroMint - Two Simple

Micropayment Schemes" by R.L. RIVEST and A. SHAMIR and presented on 26 January 1996

during the 1996 RSA Conference.

They demonstrate that, using MicroMint, "electronic coins" of minimal value can be
produced at very low cost when the quantity is very large. These coins may be purchased or sold
to a broker, who produces them on an industrial scale. These "electronic coins” are bit strings
whose validity can be checked by anyone, but which are difficult to make. In this system, the

coins are represented by hashing function collisions. One k-collision (x,, %,, ... X,) represents one



S to insert therein the nunerical nunber. One portion of the toll header
may be used to transmt to the operator information which enables it to
process the content of the toll header. The representative val ues, the
representative anmounts, and the identi2ibes of the centralized financing

or gani ig[as‘ re. hent i. ed .r ando or on a probabilistic basis. The
networ K~ User chgmﬁébmyﬁ"é%‘lc@'s@em%%‘ﬁmF ot her users, and the access

provi der pe {¥$r the functions of an operator wth respect to the other

users. The )e’_hng(’b?\--e-on:cgﬁhi} not only the procedure described above, but
al so a dat aprocessing system serving to inplenent the procedure. This

. dat a- processi ng system nay be personalized at each node bel onging to the
network and at each user's site, or it may be integrated into the

i nf or mat i oN[BRAIRHRE HesSl; £ ing.to the

dat a-transm ssi on net W%r k.ﬁﬁ'gm%&?@“w@ﬁﬂgg%%gﬁ%g’%? %'@Pf’r’l’%ﬁacphe
conmponents_used to bill. the cost, at |least one centralized financing

or gani (gdal{' i Iﬁ?)eocfm}pﬁﬁedo%fe? StUsAe Bfaﬁ?&b’ﬁéd“@yca& gk \ip rakMigselMlint coity by dvhi t
data in packets, said network conprising a plurality of communication nodes
whi ch @ainsyical yalusaefithe dhyteastiing)shavingreeeomapentation evahie m éferexhmpleps atlie ofand
serving a plurality of users, wherein said procedure includes the follow ng

mai n st/ApH0 fpna)sandnilagpth ¢ =e28 bydat B shald ot dofeddfat HANSTd bEHisbYed get Wor k
user a first value representing a so-called "toll" nonetary unit credit, as

A Bderhditrate eRY fehaibifiy oAtk &q}?}, ' | zation s ying
4l credit, the creedit éﬁnun g}cﬁg{resgon .ﬁ%@%@ﬁ%‘%‘%ﬁ“ﬁ%%@%ﬁ@% ons
Lo Pe Bl Bt Gp AR ARl e A itithg R 20 ot by hange, This > "2

at | east comruni Ca

operations carried out. Internmediate step a3) involves: - creating a "toll
/Qy{:r" in each data packet, and - set paraneters for this "toll header"” so

system also allows production of coins of different values. We refer also to a coin I (numerical

value of the byte string) having a compensation value of 10*m (read 10 multiplied by m) and a

length I' = 20 bytes.




b) recording the first representative value and the identity of the

. centralized financing organi zation concerned; c) in at |east the

comuni cati on node, reducing the first representative value by an anount
fepresenting the the cost of the operations to be perfornmed on the data
packet in the node F,.__ . in question; d) recording the anount
representative of the reduced representative value and the identity of the
centralized financing organi zation; e) for each user and each centralized
fi nanci ng organi zation, adding the first stored representative values in
order to calculate a first total anount owed by the user to the various
networ k operators through the centralized financing organi zation; and 38

~ for each operator and each centralized financing organi zation, adding the
representative anounts stored in order to obtain a second total anmount owed
to the operator concerned by the various network users through the
centralized financing organi zation. 2. Procedure according to claiml,
wherein the network user purchases fromthe centralized financing

organi zation at |east one toll token representing nonetary units, and
wherein said first represented value is debited on the toll token purchased
by the user. 3. Procedure according to claiml1l or 2, wherein operation c)
further entails: - carrying out the operations on the data packet if the
representative anount is equal to or less than the representative val ue, -
not perform ng the operations on the data packet if the representative
anount is greater than the representative value. 4. Procedure according to

claiml, 2, or 3, wherein at |east said value representative of the
monetary unit credit and said anpunt representative of the reduction of
said representative value r _. t are nunerical nunbers resulting fromthe

performance of authentication functions on said

In a first technique allowing construction of a toll token J, several sequences having a
value M are strung together. For example, if VCl;q = V4o(N), N being the number of debit nodes

through which the packet travels, the value VNJ of J will be M, M,....M,, and the token will
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representative value and on said representative anount. S. Procedure
~according to claim4, wherein the authentication function is applied to the
identity of the centralized financing organization. 39 6. Procedure
-according to claim4 or 5, wherein the authentication function is

i npl enented on the content of the data packet. 7. Procedure according to

| ai , ; ' he .aut h i.cat.ion f i or f the nunerical
i g ot T IR R W B T e i fokeR s oS ol et e

aut hent lé%’[l on functjons are (ﬁr ocedures utilizing hashing functions. 9.
Pr ocSddre 1Qsrmemg. k. e aenediof wilidgy o6 Miowedfie epinshe aut hent i cati on
functions are cryptographi c procedures. 10. Procedure according to any of

claims 4 ftds Potentiatyepassidlavorcotppdss et valle Anthotrk @Rpird it WS IRNLEL, QN sai d
val ue representative of the nonetary unit credit so as to prevent the use

of s@egt.Wﬁgg%@@idg&rlz)?hhl&ogg;rgsffomgPé}glggd. 11. Procedure according to any

of clains 4t wher e S'the following nomsteps: a 1)

cal cul at e%ﬂle reprgg(g(g{@%i,ve val ye based on the cost of the operations to

be perfor iR ey PRCRBEN. s PRES g foxcanstane @itakangisingetomy 6f  a2)

cal cul ate the numerical nunber by carrying out the authentication function;
and diffpranhdencningtiersdondifferdnt sérvice gheeles amd differedatypepofdirtations Mor
transmtted. 40 12. Procedure according to claim1l1l, wherein in the
I nt esxaBBlGUEVETER, AV, & AL SOUA1)Ofhen the numerical value VNI w2 =
LL..[\oMM,...My,. The value VNI, , will be a token having the length N2*20+N1*18 bytes.
In this example, we suppose that the service grade Q1 for the type of service or operation T1 is
associated with the transmission of a data packet having a priority higher than the priority
assigned to processing a normal datagram not incorporating a token. The packets can be
processed in a routing or access node on a priority basis, depending on the service grade thereof.
Type T2 is service grade Q2 associated with a different type of operation, for example, execution
of all or a part of a specific code segment at the debit node.
For example, it would be possible to bill execution of the machine-readable code of the
Java language contained in packets on a machine incorporating the invention.

The debiting portion of the invention could allow, or not allow, execution of the code

only if each packet containing a portion of the code is properly credited with the requisite value.

We now consider expenditure of a token when it travels through a debit node, when the
indicator n is the number of remaining nodes through which the packet is routed:

If VNJ, =M M,...M, is the numerical value of the token before it travels through a debit
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depends on the originating and term nal addresses of the data packet, on
t he nunber of 41 ,a& 42 communi cati on nodes through which the data packet
" nmust transit, on the types of operations which the said conmunications
nodes will performand on the grades of the operations performed. 13. A
procedure according to either of Clains 11 and 12, characterised in that

the i K L S I N: g oGreating a "toll header" in each
datad&tgglyg?) ﬂh@%ﬁo?ﬂeﬁ@c;{t%v?ﬁ% aﬁ(gg?gp%grtgf%%?g?slgo y? *his "toll header" so as to
insert in it %}2@ sai d nunerical nunber. 14. A procedure according to Claim
13, char acdteh Vdee: M MatManeansol has bacasre @ seing of (n-hEdddytess used to
transmt information to the operator which allows it to process the content
of the toll header. 15. A procedure according to any one of the preceding
Clains 4 to 14, characterised in that authentication of the representative

val ues, r apURSROLALNMRIBEONILSMRy DO ol RV ER 2 ke Ciewip rofiRBifi8! | Sed

nonetary organisations; Is carried y or on a’pro

basi 16. ocedure according to any o of the preceding Clainms 1 to
15" Tl Sinedy Rl BieRs e T Abmidharlis o e Sre oo B PR chloa . 2odvadior f o
other users, and in that the said access provider perforns the functions of

an opéPatwt2QlowmdrigeretZhe ot her users. . A?. AA. A% Ah. AYU . A3U
.A3. . Ay{.A3. AY. Al . A ; .A3U A{. AY. AYR A A3?. A Ase. A?. AY?. Al {. AlsR A

R A Ae. AQ. We@oh6des &b th cAse/thYwiic ¥ udbilhifEel PedRtrfetd tH tokerd: MtRIsA
. AF. A =D sAT$| b$;
instance, node NI200 is the credit node and, if N1 is the number of debit nodes during
transmission, then N = 5.

We suppose, for thé ptirposes of the example, that the access node PPA is the credit node
and that the terminal node is a server which supplies a service or allows initiation of a T2-type
operation and has a different service grade Q2. The terminal node NJ 201 is then also a debit
node for a service grade Q2 and a type T2. The operation thus initiated in this case is not an
operation allowing data transport. It is possible to bill an access to a data-base or the execution of
any program or service whatever.

In this case, the invention assesses the cost assigned to the transport of the packet at the
credit node PPA, and then the cost of the remote servicé. The invention calculates N1 =4 and N2
= 1, while the present invention constructs the token J as a string of 1* 20 + 4*18 bytes and
having a yalue VNJ, , = LM, M,M;M,.

The crediting portion of the invention constructs its tokens from coins Mi purchased from

a broker who produces and stores large quantities of them.
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o Fhi & 1 rde gt é‘gﬁ&“ Eyt t%@lfﬁ?&@kﬁ‘(f)ferwm ()-Yl fbC 10 %0% ()- mLO%& () -
10 10 10( - 109&' ( ) nsf #109&' () - S#109&' () - (J"aBbC .
10! 109%&' ()-f109%& ()-&s$10%&' ()- !Y 10%P& ()-:yM 109& ()-9"10%& ()-"CnaBbC
10, %409 ()- !'Y( '10%PP& ()-9Y( "10%& ()-9@ 109& ()-$10%& ()-!$109& () -
n-dYNC 10 We now discuss a second method for constructing the token J.
We will consider a secret hashing function H, which must be cryptographically resistant;
that is, it must resist attacks. This function may be of the same type as an MDS5 or SHA function.
The principle underlying H states that it be applied to a packet or portion of a packet, and that the
values T, Q, N associated with the compensation value of a token be dispersed in the result of the
function.
It must be pointed out that, in the present invention, all of the hashing functions must be

performed on the stationary parts of the header belonging to a packet. For example, values such

as TTL (Time to Live) may undergo modifications in nodes other than the nodes utilizing the

invention.

To create a token we will use the HC function.

VNJp = HC; (P, N) P represents a string of m bits associated with the IP packet or with
a subunit (beginning and secret ending bit). The principle consists in being able to verify the
value VNJ, by calculating the value of VNJ_, using a function HyofP, VNJ; ) = VNI, ).

Implementation of this function in a machine code (for example signed with RSA) could
be downlqaded on debit nodes so as to be executed by the debiting portion of the invention, in
the event the H function is repeated.

It should be noted that, according to the invention, the electronic systems making up the

credit, and especially the debit, nodes must, in some cases be sealed in order to preserve the
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' *oFxA 4 4o+ +dE: /
3Y 10c{ d%xtﬂn)ng to%()ens by a value greater than the value as established and authorized). To avoid this
and other types of misuse, systems for checking token integrity can be installed in all nodes to

verify that each node is working properly.

When it accepts a packet P, and spends the token J i having the value VNJ,, the debiting
portion of the invention can change in increments an account Ci4 by the value VCJ -VCJ_,.

The indicator “id” corresponds to the descriptor of the user or user organization of the
crediting part, which creates the token according to the invention. This value corresponds to the
field ID CREATOR OF THE TOKEN in Figure 4. The account C,q 1s associated with the token
creator or provider. The value of the token (for example, at the end of the day) can be paid by a
broker or the user of the crediting portion of the invention, which created the tokens. The value
VC,y represents the sum of all expenditures made at the node and corresponding to a credit node
or a series of credit nodes. The identification of a credit node may be associated with a single
node for a user, or with a series of nodes for an organization. The users and organizations using
the credit node according to the invention thus promise the pay the debit amount as recorded,
which results from the transit of their packets over the debit nodes, to the users of the debiting
portion of the invention. A public key PK allows verification of the debit amount Ve,q by
checking to ensure that S, (VA ) = Ve,

To authenticate this value Vc,, the debiting portion of the invention will sign this Ve,

with a secret key SK. The VCid signature is, therefore, Va, = S, (VCid).
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1 010(}/% )Vé,( rfeg}&etf gorm é@y of, | apmenen] yolp J of the token J. This value

will serve as a container of the data belonging to the token; it is VSJ which will make it possible

to authenticate the transmission credit associated with the token.

The support value VSJ of the toll token can be obtained by numerically signing another
numerical value VNU, whose unicity must be guaranteed. If S is a function of the numerical
signature, then VSJ = Sy (VNU).

VNU may be either:

- VNU;, a serial number which is stored in order to verify its unicity; or

- VNUy, a value obtained by performing an Fh function (termed a hashing function) on a
sequence of numerical data D (for example, an IP datagram or a portion of this datagram).

The Fh function must be able to generate a single VNU value for each sequence D, such
that if D and D’ are numerical sequences, then the property D # D’ = Fh (D) = Fh(D’) is true.

The value obtained in this case is called a “message digest” or “fingerprint” (literal translation
from the French of “message condensé” and “empreinte digitale”).

The numerical signature of this value can be produced using encryption and

authentication methods, such as DES, RSA, NIST, etc., and with hashing functions such as MD?2

b

MD4, MDS3, etc.

TQ describe the invention, we select RSA, which utilizes a method based on public and
private keys. In addition to being effective, this method allows easier reduction by decrements of
the value of the transmission credit assigned to the tokens. However, the RSA method is not tied

to the invention, and another method could be chosen to produce the invention.
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storage tokens JS those tokens whose numerical support value VSJ is the signature of a serial
number, VSJg = S(VNUy). In this case, we can designate as volatile tokens those tokens whose
numerical support value VSJj, is the signature of the fingerprint of a data sequence VSl =
S(VNUp).

The composition of the final numerical value VNJ may thus be a function of the type, the
grade Q, and the number N of the operations this token J is to initiate, VNJ,, = Vn(VSJ, N, Q).

If we consider, for example, the prime numbers 3, 5, 7, 11, 13, 17, etc., we can assign
each of them to a different service grade Q. If N is the potential number of operations, we can
construct storage or volatile toll tokens whose value will depend on the values N and Q. When,
for example, VNI, = VSJ'/@™ if Q =5 and N = 6, then VNJg = VSJ'/C™) This equality reads
as follows: the numerical value VNJ equals the numerical value VSJ raised to the power of the
inverse of 5 raised to the power of 6. It is also possible to have a token such that its numerical
value is:

VNI, 3 = VSJVEZXT0 = NI, \p, = VSJHQINIQIN) Thig token will make it possible to
perform two operations with service grade 3, and three operations with service grade seven.

If the value VNJ is composed as above, the expenditure of the token resulting from
execution of an electronic operation will occur by raising the token to the power associated with
the service grade of the operation. For example, if the token VNJ,; = VSJ®">™ carries out an

operation having service grade 7, it will, consequently be worth VNI, , = VSJ/®" 27" =

VSJVE™™D after having authorized initiation of this operation.
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mechanisms or methods can be used to make this expenditure. The method selected here simply

allows the description of another mechanism for carrying out and describing the operation of the

invention.

The invention can be used in a network topology different from that illustrated in F igure
2, for example in conjunction with the use of a mobile node connected to the network, or by

using the DHCP protocol, which assigns a volatile IP address, or again, by encapsulating the IP

Fai I8

protocol in a protocol such as SLIP, PPP, X25, ATM, or even in IP (tunneling IP).

These differences have no effect on the operation of the invention. However, there are
cases in which the functioning of the invention may be disrupted, for example when packets
undergo fragn}entation. To prevent these packets from spending their token, the debiting portion
éf the invention must be prohibited from spending a token in a fragmented packet. It is a simple
matter to verify that a packet is a fragment or not, no matter what the protocol employed.
Furthermore, fragmentation is highly limited (if not - irtually prohibited on the WAN parts of the
network) in the new version of the IP protocol, i.e., Ipv6. In addition, if the invention makes use
of MicroMint-type coins whose value does not depend on the value of the packet, attempts to
reimburse a copy of a coin previously received by the broker necessarily fails (according to the
descriptiog provided by the creators of MicroMint). In another case, if we construct tokens based
on carrying out a hashing function on the packet, it is easy to verify whether the packet has been
modified but not the token, in particular by examining the header fields of the fragmented packet.

Control functions may be added to the invention, thereby preventing packets from
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certain data specific to the packets or tokens that have already traveled through the node. The

invention may compare the data from the processed packet or token with the data it has placed in

its cache. These operations may be carried out on a probabilistic basis.

The invention has been described with reference to several examples, which do not limit
variations and the various ways of producing the invention. Obviously, modifications and
improvements may be introduced without altering the spirit and essential nature of the invention

content.

The invention mainly allows charge metering of data transmission on a data-transmission
network and, in particular, on a cooperative-type network lacking centralized administration, that
is, a network comparable to the Internet. The invention may also constitute an electronic payment
mechanism linked to the content of the packets in the nodes belonging to a data-transmission

network.

The system according to the invention allows each data packet carried by the network to
pay for its own transmission cost.

In addition to the information required for control by the network, each packet contains
additional information corresponding to a toll unit credit. One portion of this credit is deducted at
each step of the routing path of the packet at its point of destination. During the entire route of

the packet, each public or private telecommunications operator involved in packet transmission
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the machine-runnable or machine-readable code of a program or portion of a program contained
in this packet. The token contained in a data packet may finance any type of operation or service
at any node belonging to the network in which the packet will reside, including the originating

and terminal nodes.

sy

The invention just described with respect to Figures 1 to 4 concerns, more especially, a
procedure for determining the billing components of the cost, at at least one centralized financing
organization, of the operations performed by a network used for transmission of data in packets,
this network comprising a plurality of communication nodes performing the operations by means
of one or multiple operations and serving multiple users, this procedure being characterized by
the fact that it includes the following main steps:

a) assigning to each data packet to be transmitted by a network user a first value
representing a so-called “toll” monetary unit credit, as well as the identity of the centralized
financing organization supplying the credit, the credit amount corresponding to the cost of the
operations to be performed on the data packet in the data-transmission network using at least one
communication node;

b) recording the first representative value and the identity of the centralized financing

organization concerned;
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d) recording the amount representative of the reduced representative value and the
identity of the centralized financing organization;
e) for each user and each centralized financing organization, adding the first stored

representative values in order to calculate a first total amount owed by the user to the various

network operators through the centralized financing organization; and

o~

f) for each operator and each centralized financing organization, adding the representative
amounts stored in order to obtain a second total amount owed to the operator concerned by the

various network users through the centralized financing organization.

The procedure is also characterized by the fact that the network user purchases from the
centralized financing organization at least one toll token representative of monetary units, and by

the fact that the first representative value is debited from the toll token purchased by the user.

Operation c) further involves:

- carrying out the operations on the data packet if the representative amount is equal to or
less than the representative value,

- not performing the operations on the data packet if the representative amount is greater

than the representative value.
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authentication functions on the representative value and on the representative amount.

The authentication function may be carried out on the content of the data packet and/or on

the identity of the centralized financing organization.

The authentication functions are of the numerical signature type, procedures utilizing

hashing functions, or cryptographic procedures.

A non-duplication function may be carried out on the representative value of the

monetary unit credit so as to prevent the use of the representative value more than once.

Step a) includes the following intermediate steps:

al) calculate the representative value based on the cost of the operations to be performed

on the data packet in the data-transmission network;

a2) calculate the numerical number by carrying out the authentication function; and

a3) inserting the numerical number in the data packet to be transmitted.

In intermediate step al), calculation depends on the originating and terminal addresses of
the data packet, on the number of communication nodes through which the data packet must

travel, and on the operations which the communication nodes will perform and the grades of the
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10 - creating a “toll header” in each data packet, and

- set parameters for this “toll header” so as to insert therein the numerical number.

One portion of the toll header may be used to transmit to the operator information which

enables it to process the content of the toll header.

The representative values, the representative amounts, and the identities of the centralized

financing organizations are authenticated randomly or on a probabilistic basis.

‘The network user is a network access provider for other users, and the access provider

performs the functions of an operator with respect to the other users.

The invention concerns not only the procedure described above, but also a data-

e

processing system serving to implement the procedure.

This data-processing system may be personalized at each node belonging to the network
and at each user’s site, or it may be integrated into the information management system of each

node belonging to the data-transmission network.
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representing a so-called “toll” monetary unit credit, as well as the identity of the centralized
financing organization supplying the credit, the credit amount corresponding to the cost of the
operations to be performed on the data packet in the data-transmission network using at least one
communication node;
b) recording the first representative value and the identity of the centralized financing
organization concerned;
¢) in at least the communication node, reducing the first representative value by an
amount representing the the cost of the operations to be performed on the data packet in the node
in question;
d) recording the amount representative of the reduced representative value and the
identity of the centralized financing organization;
e) for each user and each centralized financing organization, adding the first stored

representative values in order to calculate a first total amount owed by the user to the various

network operators through the centralized financing organization; and
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2: leo'cé@%@"a&)o‘rdiﬁ!g I?&qum(??@hér)efn o ?{Q%w()}k‘ user purchases from the

centralized financing organization at least one toll token representing monetary units, and

wherein said first represented value is debited on the tol] token purchased by the user.

3. Procedure according to claim 1 or 2, wherein operation c) further entails:

- carrying out the operations on the data packet if the representative amount is equal to or

less than the representative value,

- not performing the operations on the data packet if the representative amount is greater

than the representative value.

4. Procedure according to claim 1, 2, or 3, wherein at least said value representative of the

monetary unit credit and said amount representative of the reduction of said representative value

are numerical numbers resulting from the performance of authentication functions on said

representative value and on said representative amount.

identity

5. Procedure according to claim 4, wherein the authentication function is applied to the

of the centralized financing organization.
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€& )7. Procedure according to claim 4, 5 or 6, wherein the authentication functions are of the

numerical signature type.

8. Procedure according to claim 4, 5, or 6, wherein the authentication functions are

procedures utilizing hashing functions.

9. Procedure according to claim 4, 5, or 6, wherein the authentication functions are
cryptographic procedures.

10. Procedure according to any of claims 4 to 9, wherein a non-duplication function is
implemented on said value representative of the monetary unit credit so as to prevent the use of

said representative value more than once.

11. Procedure according to any of claims 4 to 10, wherein step a) includes the following
main steps:

al) calculate the representative value based on the cost of the operations to be performed
on the dafa packet in the data-transmission network;

a2) calculate the numerical number by carrying out the authentication function; and

a3) inserting the numerical number in the data packet to be transmitted.
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communication nodes through which the data packet must transit, on the types of operations
which the said communications nodes will perform and on the grades of the operations

performed.

13. A procedure according to either of Claims 11 and 12, characterised in that the intermediate
step (a3) consists in:
- creating a "toll header” in each data packet, and

- setting the parameters of this "toll header" so as to insert in it the said numerical number.

14. A procedure according to Claim 13, characterised in that one portion of the toll header
is used to transmit information to the operator which allows it to process the content of the toll

i

header.

15. A procedure according to any one of the preceding Claims 4 to 14, characterised in that

authentication of the representative values, representative amounts and the identities of the

- centralised monetary organisations, is carried out randomly or on a probabilistic basis.

16. A procedure according to any one of the preceding Claims 1 to 15, characterised in that
the network user is a network access provider for other users, and in that the said access provider

performs the functions of an operator towards the other users.



