SPECI FI CATI ON KEYCARD AND keycard-1ock Field of The Invention [0001]
The present invention according to this application generally relates
to a key/lock system for |ocking/unlocking using a keycard having the
shape of a card, and in particular, to a keycard used in an

i mmobi |i ser system adopted for vehicles for theft-prevention
purposes, and a keycard-1ock whi SFPEEFIGYKEMNunl ocked by the keycard.

Background Art [0002] | m cal havi ng the shape of
so-cal l ed keys require thl&ﬂé&i{ﬂa i‘@f““@“ﬁ@i’&consi dered so handy
for carrying around. As a counterneasure, keycards fitting the shape
of credit cards or the |ike are becom ng wi dely used. The keycard has

mechani cafyeid Ridv@Rtofagnetic information, data stored in an IC
chip and tlhen(f’f?{e,h% n e{ card- shaped body constituted from various

materi al s, anf)gpheé | ock determ nes whether or not to do the

| ock/ unl ock operation. [0003] | mrobi | i ser systens for vehicle
t hef t - pr event The ppesepb soentior aberding itg thisrappbcanonrgenkrallyrekges to a
i mmobi | i ser systens, a conputer on the vehicle side determ nes

whet her dievflegk sybemnoniockig/yndocking using adweygandnavig theyshape pka savil
to the vehicle, enables the ignition key if.determ ned correspondjng
bnd i sagdan RSl £ g iekeyrscn i el rhmotitnr SES-RcsBi £ YeRbles,
Even if t i g j i iql.] - [y S: r
e casedOuHERPeRERAE bl B0, apAS AGTEREH0RS Shie RS ARt B
key by usidygadghe cryptanal yzed key information is not difficult.
Moreover, 1f clones of the key are created, preventing duplication
cannot be expected at all. References [0005] [Docunent 1] [Docunent
2] [Docunent 3] [Docunent 4] [Docunent 5] [Docunent 6] [Docunent 7]
JP- A- 10- 288grankd Ar2003- 29636 WD2007/ 072793 W)2007/ 072794

W2007/ 072795 V‘DZ?O?/ 072796 W)2008/ 143087

[0002

Since mechanical keys having the shape of so-called keys require thickness,
they are not considered so handy for carrying around. As a countermeasure,
keycards fitting the shape of credit cards or the like are becoming widely used.

The keycard has mechanical information, magnetic information, data stored in an IC
chip and the like, in a card-shaped body constituted from various materials, and the
lock determines whether or not to do the lock/unlock operation.

[0003]

Immobiliser systems for vehicle theft-prevention purposes are becoming more
common. In these immobiliser systems, a computer on the vehicle side determines
whether or not the ID of the IC chip embedded in the key correspond to the
vehicle, enables the ignition key if determined corresponding and disables the
ignition key if determined not corresponding.

[0004]

Even if the key information of the immobiliser is encrypted, there are cases

where the encryption is cryptanalyzed, and duplicating the key by using the
cryptanalyzed key mformation is not difficult.
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Di scl osure of The Invention Object of The Invention [0006] Wth

t he exception of special keys such as nmaster keys, a key needs to

| ock/unl ock a particular |ock, and does not | ock/unlock plural | ocks.
It is an object in this application to obtain a keycard, the creation
of whose clone is inpossible, and a keycard-lock that is

| ocked/ unl ock¥brbgverhi clangs &f the kepeom created) prevehting diphcatine canipit heal
rel evant parties come in and out, when entering the prem ses or a
roon1need?mpgﬂﬁﬁﬁﬁgtricted, such neasures are taken as preparing
plural keys or using a password; however, with such nmeasures, it is
not possible to know who enters the prem ses or the room Thi s
appl i cat i gir-RiRuides a keycard with which it is possible to know who
enters the premses or the roomeven in the above case, and a
keycard-1 ock fggs]is | ocked/ unl ocked by the keycard. Means [0008] In
order to cope with the above, this application provides the follow ng
means. [0009] [Documditiel If P1AhdAd6%hn be adopted for an information
carrier formed on a card: nmetal granules m xed into a transparent

medi um descr i H@@CumﬁQIFz]AJH@raQ@Sg%%i ber pieces mixed into a

t ransparent i um descr i i P- A- 2003- 29636; a hol ogram descri bed
in W2007/072 ﬁ?“@?@ﬁeﬁ@gﬂdiwgg nce granul es described in

WD2007/ 072795 I Qacti granul es described in

w2007/ 072796%@%%&?@5@@%@??& descri bed in W2008/ 143087.

[ 0010] | npadShdrt mngg%r ead the information carrier, as

descri bed in JP-A-10-44650, JP-A- 3-29636, W2007/072793,

WD2007/ 072794 [Dyinehe/a] 7 200y 2v@@ 007/ 072796, plural readi ng nmeans
are provided so as to read the information carrier fromvarious

directions. [Document 7] W02008/143087

Disclosure of The Invention
Object of The Invention

[0006]

With the exception of special keys such as master keys, a key needs to
lock/uniock a particular lock, and does not lock/unlock plural locks.

It is an object in this application to obtain a keycard, the creation of whose
clone is impossible, and a keycard-lock that is locked/unlocked by the keycard.

(0007]

In a facility where plural relevant parties come in and out, when entering the
premises or a room needs to be restricted, such measures are taken as preparing
plural keys or using a password; however, with such measures, it is not possible to
know who enters the premises or the room.

This application provides a keycard with which it is possible to know who
enters the premises or the room even in the above case, and a keycard-lock that is

locked/unlocked by the keycard.



[ 0011] Data stored in the keycard-lock is encrypted/ decrypted
using a crypt key stored in the |ock. [0012] In order to

strengt hen the correspondence between the keycard-|ock and the
keycard, variations are given to the configuration of the reading
device in the keycard-1ock. [0013] In addition, a storage nmedi um
such as aMeaptical medium a magnetic nmediumand an 1C chip is
nmounted on the card to store the keycard information that is
encrypted by Qﬁ@ crypt ography described in W2007/072793 and
W)2008/ 143087 014 Three-di nensi onal. infornetion ipeludes
Uhose gi ven (1 YET SheoneswaliRE o Biscbplel B PR Brd RRevRE mers
[ 0015] In“ﬂkﬁ?r to prevent damages and stains to the keycard, the
keycard is housed in a cassette with a shutter. Advantages of The

I nvention [ 00Tk followisi B&EhE BGopTRY #br £ RfbHnRSiolicsaier fdi@ed on a card:
transparent nmedi um described in JP-A-10-44650, the fiber pieces m xed

i nto a trmespgraaniesmecied mites trandpadentmddiud @&30EbaD G- At Hi 446500 dibaim
descri bed in W2007/072794, the fluorescent substance granul es
descri bed¢qes\WpXed TRiDZpZeBsPared medinBadascribed ThE-ant W34 9%n61 @ sologram

O A R O et ST RS i
ol acement 0RO BRBNHSRELPE st Stinde S ST urE WpaRTYpr2796 and
coycard ProepEiatodl Bl DL Yeyeard i mproves.
security. [0010]

In addition to means to read the information carrier, as described in
JP-A-10-44650, JP-A-2003-29636, W02007/072793, WO2007/072794,
W02007/072795 and W02007/072796, plural reading means are provided so as to
read the information carrier from various directions.

[0011]

Data stored in the keycard-lock is encrypted/decrypted using a crypt key
stored in the lock.

[0012]

In order to strengthen the correspondence between the keycard-lock and the
keycard, variations are given to the configuration of the reading device in the
keycard-lock.

[0013]

In addition, a storage medium such as an optical medium, a magnetic medium
and an IC chip is mounted on the card to store the keycard information that is
encrypted by using cryptography described in W02007/072793 and W02008/143087.

[0014]

Three-dimensional information includes those given to the entire surface of

and to a portion of the keycard.



[ 0018] Havi ng the keycard be housed in the cassette prevents the
keycard from bei ng damaged or stained. [0019] Havi ng the keycard
be registered in the lock with which the keycard is used, disables
unl ocking with another unregistered key. [0020] Varying the
characterlstlcs of the reading device in the keycard-|ock strengthens
t he correspon bet ween the keycard-|lock and the keycard. [0021]

By providing an to the keycard, it is also possihle to disable a
particul ar ikﬁmﬂ to [P@G‘ZEZIF am3ges @%S@%@é@é{@&%{éé@ﬂ@%@ i§thouged

in the ke card I& h 8033|ble to know who is entering the

prem ses 4 et aﬂﬂbéé g ﬁg to the keycard-1lock. [00231 Since the
keycard becones usable by registration, a naster key can be acquired
by regi stering one keycard in plural keycard-|ocks. [0024] By

bei ng r egAgéeitattsiof ThekRiyeatish | ock, a keycard becones usable in the
keycard-1 ock; thus, when plural keycards are registered in one

keycard-lock,[@@ﬂﬂs possi ble for plural persons to unlock the
keycard-1 ock, and is al so easy to nmake spare keys.

Since the metal granules mixed into a transparent medium described in
JP-A-10-44650, the fiber pieces mixed into a transparent medium described in
JP-A-2003-29636, the hologram described in W02007/072794, the fluorescent
substance granules described in WO2007/072795, the radioactive substance granules
described in W02007/072796 and the iridescent material described in
WO02008/143087, which are formed on the card in the invention according to this
application, all have a three-dimensional placement, duplicating or cloning them is
impossible.

[0017]

Having a self-certifying chip used for certifying the validity of the keycard
itself provided non-separably on the keycard improves security.

[0018]

Having the keycard be housed in the cassette prevents the keycard from
being damaged or stained.

[0019]

Having the keycard be registered in the lock with which the keycard is used,
disables unlocking with another unregistered key.

[0020]

Varying the characteristics of the reading device in the keycard-lock
strengthens the correspondence between the keycard-lock and the keycard.

[0021]

By providing an ID to the keycard, it is also possible to disable a particular
keycard.



Brief Descriptions of The Draw ngs [0025] Fig. 1 shows the
structure of a keycard information chip used in a keycard of the
present invention, in which netal granules are dispersed in a

transparent medi um Fig. 2 shows the structure of a keycard
information chip used in a keycard of the present invention, in which
fiber pieces H&2di spersed in a transparent medi um Fig. 3 shows

the structure_of a non-duplicabl e nonochraomatj c. enbossed hal ogr

keycar ddi nf or?r’ﬁ‘FT e ezabée §Egri%ar§hq@gg$&%rﬁe 1w the kevagrdslask: 1ti1E\Pg?Pcaﬂir>nl§ﬁP
. ) : Fig. 4
ol aaged g Lk b ARG fte et BN room acfurfinge e st difiied car o

information chyggagysed in a keycard of the present invention, arranged
and formed by chance; Fig. 5 shows the structure of a

non- dupl i cabl §infelkié ﬁ?@@ﬁe@m@ﬁm&w ROfiamteRY & Mabt kS CaRL hoON
chip used in a keycard of the present invention, arranged and forned
by chancescqhired bg registesinghmedtayaatdunepluafal dekaayd-focttsi nf or mati on chi p
used in a keycard_of the present invention, in which fluorescent
subst ance gral¥2é$ are dispersed in a transparent nedium Fig. 7

shows the strycture of, a keycard i nformation chjp used in a .keycard
of the prese Yﬁ)ﬁ%rﬁeg@ﬁ?reﬁﬁnmeé’ﬁarﬂgﬂﬁ[g&c@x%r mesusabledniies are

di spersed | r i I.0,: t.he ruct ur e of
2 Koycar drRpRHRUETARE oy HREY Wokearci g hebio B R g RS HEL A &
inventio Li ' gplg%g OfPhhScE H ' :

randomi y;rboshﬁle"‘@?: S’h‘rg S o% theﬂlg%l{r Eﬂct ure o logk ’E%@cggd% i %Sgﬁﬁagl'??{gn
chi p usedphfe Rey¢eyeard of the present invention, in which
nmonochromatic iridescent pieces are arranged regul arly; Fig. 10
shows the structure of a keycard information chip used in a keycard
of the present invention, in which nulticolored iridescent pieces are
ar r anged Bragidogacyiptions of EheyDrawingRows t he structure of an iridescent
keycard i nf om&hﬁn chip used in a keycard of the present invention,
which is for evenly by spreading; Fig. 12 shows the

"n' & keycard F T RBORF B Pt ERE T BN e KRR LN T LRl

sprayed dpopl&ledi invention, in which metal granules are dispersed in a transparent

medium;

Fig. 2 shows the structure of a keycard information chip used in a keycard of
the present invention, in which fiber pieces are dispersed in a transparent medium;
Fig. 3 shows the structure of a non-duplicable monochromatic embossed
hologram keycard information chip used in a keycard of the present invention,

arranged regularly and formed by chance;

Fig. 4 shows the structure of a non-duplicable monochromatic embossed
hologram keycard information chip used in a keycard of the present invention,
arranged and formed by chance;

Fig. 5 shows the structure of a non-duplicable multicolored embossed
hologram keycard information chip used in a keycard of the present invention,
arranged and formed by chance;

Fig. 6 shows the structure of a keycard information chip used in a keycard of

-5.



Fig. 13 shows the structure of a keycard of Enbodinment 1; Fig. 14
shows the structure of a keycard of Enbodi ment 2; Fig. 15 shows the
structure of a keycard housed in a cassette of Enbodinent 3; Fig. 16
shows the structure of a keycard housed in a cassette of Enbodi nent
4; Fig. 17 shows the structure of a keycard housed in a cassette of
Enmbodi rrentheaareswtgnvqglqm lmW@t@@f@tS%ézéd?S@m@@mldeS aiskdispersednima
Enbodi nent 6; Fi % Il lustrates a keycard/ keycard-| ock system of
Enbodi menttasspares d’ne B% | | ustrates a keycard/ keycard-| ock system of

Srboc o1t S, e s R s s, oS ETRARY,
o v e, KRB ESE UMD EAR 86 SRR
Errbodl Menfransparent medium;

Fig. 8 shows the structure of a keycard information chip used in a keycard of
the present invention, in which monochromatic iridescent pieces are arranged
randomly;

Fig. 9 shows the structure of a keycard information chip used in a keycard of
the present invention, in which monochromatic iridescent pieces are arranged
regularly;

Fig. 10 shows the structure of a keycard information chip used in a keycard of
the present invention, in which multicolored iridescent pieces are arranged
randomly;

Fig. 11 shows the structure of an iridescent keycard information chip used in
a keycard of the present invention, which is formed unevenly by spreading;

Fig. 12 shows the structure of a multicolored iridescent keycard information
chip used in a keycard of the present invention, which is formed by randomly
sprayed droplets;

Fig. 13 shows the structure of a keycard of Embodiment 1;

Fig. 14 shows the structure of a keycard of Embodiment 2;

Fig. 15 shows the structure of a keycard housed in a cassette of Embodiment

3;

Fig. 16 shows the structure of a keycard housed in a cassette of Embodiment
4;

Fig. 17 shows the structure of a keycard housed in a cassette of Embodiment
3

Fig. 18 illustrates a keycard/keycard-lock system of Embodiment 6;
Fig. 19 illustrates a keycard/keycard-lock system of Embodiment 7;
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12; Fig. 25 illustrates a nethod of manufacturing a keycard of

Enbodi nent 13; Fig. 26 illustrates a nethod of manufacturing a
keycard of Enbodinment 14; Fig. 27 illustrates a nethod of
manuf acturi ng a keycard of Enbodinent 15; Fig. 28 illustrates a

met hod of manufacturing a keycard of Enbodi ment 16; Fig. 29
i |lustrates alevddbusifates p&prenrd/kepeted dockestam wé Bmborimentsd; 30

illustrates a_deyice of keycard-Lock of E inent 18; Fig. 31
illustrates aF@eéillc?g‘OB’F t§e§ Etéllr%-ok gf{(gygﬁrd%&?cﬁrﬁpntl . Fig. 32
illustrates a i r.d- f i 20, Fig. 33
illustrates aF%?_%%gO% tﬁ%é@%?\%@ﬁ?ﬁ%ﬁ%ﬁ %ﬁn@ﬁ%ﬁ?’of Enbodi nment
21;  Fi 9. p3A o8 Ishowt tRE 8EubtiEé BER k%g@ara"’s%&‘éé iﬁ’fa.craﬁﬂten& EfBodiment
keycard i nformation of the Enbodinent 21; Fig. 35 illustrates a

met hod ofll:eadi ng the keycard information of Enbodi nent 22.
Descriptions of The Invention [0026] Description will be given
bel ow on enboRignddtsbow$ thdetritetvenvi o keyeairdistorgd tim atdassepireesfdimbeditnent

appl i cation. First, a copy-unable information carrier adopted in
the presed invention will be described. [0027] A keycard

| oo CHLPoIABRNN L B Bodh o B3 TR 20 SRSIESEREJoL)
and Fig. 1 (Dol 56 AnfhA8ss £ GkhON8 mihE¥eturing a keycard of Embodiment 14;
Fig. 27 illustrates a method of manufacturing a keycard of Embodiment 15;
Fig. 28 illustrates a method of manufacturing a keycard of Embodiment 16;
Fig. 29 illustrates a device of a keycard-lock of Embodiment 17;
Fig. 30 illustrates a device of a keycard-lock of Embodiment 18;
Fig. 31 illustrates a device of a keycard-lock of Embodiment 19;
Fig. 32 illustrates a device of a keycard-lock of Embodiment 20;
Fig. 33 illustrates a method of reading the keycard information of Embodiment
21;
Fig. 34 1illustrates further the method of reading the keycard information of
the Embodiment 21;
Fig. 35 illustrates a method of reading the keycard information of Embodiment

22.

Descriptions of The Invention

[0026)]

Description will be given below on embodiments of the invention relating to
the present patent application.

First, a copy-unable information carrier adopted in the present invention will
be described.

[0027]



This keycard information chip 10 has nmetal granules 12 m xed randomy
in a transparent resin 11 by such neans as scattering or blending for
the information carrier. [0028] Since the positions of the
nmetallic granules 12 serving as the information carrier in the
transparent resin 11 are not only random but al so three-dinensional,

t he i nf or mat i Arkgyaandanforafationshipel(shawn nf Bigrdtusen ne¢tebgreanles desaribed

optically. icated, [00Q29] . A keycard information chip 20 shown
in Fig. 2“3?@%‘@?%506{’%8&1WPPB§W%-JP— A-2003- 29636 for the
information cgrrier. Fig...2.€a) . i I view and Fi.g. .2.(b) is a
cross-secti onat® \l}i @\;V 15 E‘gplan'?"ﬁﬁ‘% aﬁ‘iﬁ%ﬁda?rbnfso? ﬁ’é‘%%sagﬁcﬁ‘%?%v ‘has
plural fiber hAReel ' i f L &EB]

such neans as sfggat_ g%;%lnlg_ or b %ﬁmﬁgﬂh?%ﬁgﬁl _@Srsgﬁcne&ﬁiéﬁgééﬂ)ﬁﬁo%s
and si zestrgfsphit@it bl 1eaes mMéakeisvidatedag b ®ldndimy R tth® hicahdtionr
in the transparent resin 21 are not only random but al so

t hr ee- di nemseémnal , the information pattern of the keycard infornation
chip cannot be optically duplicated. [0031] Keycard i nformation

chi ps shown i 028ds. 3 to 5 use a pit-type or a stud-type embossed

hol ogr am descg. bed, i n 2007/ 072794 for the iLnpformation carrier.
[0032] 5306 e, BostBo G D THGRL G U RO W SERRE 65 T PUMSHBRS as

e T PR Ay 15 LA 8 Bcnsion.,
Cr 0SS- seghk G@tmtiépattern of thP kebéad lﬁ‘r?f?ﬁﬁél‘i’odf alip rcﬁﬁﬁdt% GoH AP0, Pits

32 disposed regularly on the upper surface of a substrate 31 are
filled widdplieate@si n 33 at random positions by such neans as
scattering, and only the pits that are not filled with resin function
for the pit-tyP29%¢nbossed hol ogram Reference nuneral 33 shows a

transparent resin which covers the enti r_etﬁ(_. &0033]{1 . . )
keycard information chip 20 shown in Fig. 2 uses Tiber pieces described in

JP-A-2003-29636 for the information carrier.

Fig. 2 (a) is a plan view and Fig. 2 (b) is a cross-sectional view.

This keycard information chip 20 has plural fiber pieces 22 randomly mixed in
a transparent resin 21 by such means as scattering or blending.

[0030]

Since the positions and sizes of the fiber pieces 22 serving as the information
carrier in the transparent resin 21 are not only random but also three-dimensional,
the information pattern of the keycard information chip cannot be optically
duplicated.

[0031]

Keycard information chips shown in Figs. 3 to 5 use a pit-type or a stud-type
embossed hologram described in W02007/072794 for the information carrier.

[0032]

A pit-type embossed hologram shown in Fig. 3 functions as an embossed
hologram only with the light having a particular wavelength.

Fig. 3 (a) is a plan view and Fig. 3 (b) is a cross-sectional view.

-8 -



On the information carrier of the pit-type enbossed hol ogram keycard
information chip, plural pits 32 are forned at random positions by
such nethod as scattering an etching material on the substrate 31,
and a light-reflecting layer is formed over the entire keycard
information chip. The light reflected at the upper edge of the pit 32
interferes w Om thisekéyicght inf@imasionedim80 tiits Ifodispenedireghlerlpion th2, upper
that the chip functions as a pit-type enbossed hol ogram chip. [0034]
The posi t$uBHse of aisbstsatess aaredfdlad With aaesinad3 #HiigndemiRosItoRs Myesuchy e

random y sel ect ed the resin 33 scaitered. en_t.he anopnt .of .t
ot tor bd R 1 2Tl P B pT Ahendre it IR s PR et it e
pit does no I piha ‘Hﬁ?ﬁﬁ 1 .

i nci dent ??Qﬁe%h&é&g?? %% p%n'en%%{gis(e eho og?ﬁ% %ﬁ%&%ﬁ%ﬁggﬁ%}%
cannot bewRiphiceabdsythd Wliregt ed. [ 0035] Since the positions and
the sizes of the pits 32 serving as the information carrier are not
only random bl@038lso three-di nmensional, the information pattern of

t he keycard information chip cannot be optically duplicated. [0036]
On a keycard Onftbe neformatiethtasrien of Hunpitityperegbossed plologaamieysard? or

P o AAET) 5t PSSR el S
L o e e LR

' f - o 10 . it
o2 e ST eaee nbOOTEL ey G g b

plural piddgeds thé pitH2MOSEst e WitEaRSigh Ghfl@gGe€hE e Mbtedm DRRLOPY 32, so
positions on the upper surface 42 on a substrate 41, and a

| i ght - r efthetcthenchip ayetions apaqui-tipd emntersseédholegtam ehipnbossed hol ogr am
keycard information chip. The light reflected at the upper edge of
the pit 43 int®Bféres with the light reflected at the bottom of the

it 42, t the pit t.i . it-t. nb d hol

B 2, e BRSPS o ESPLE R BB ERBR RS P
th t] f f_.th It nh hal ke d

o e AT 073 S0 et 0522 bt R SRR PGB SIRLS,,

e L ke SR8, LAY BT At L R

i nf or mat ipibdeséd RolagRim it MetintMest BFHOSTRE phal e eAPokeMCRE8gram
information chip cannot be optically duplicated. [0039] On the
st ud- t y penfeniatsare datheinocanaot ke ppacallyi dupbicated.i on chip shown in Fig. 4
(c) , plural studs 48 are di sposed by neans such as scattering a
resin at rand@%ﬁﬂ)siti ons on the upper surface 47 of a substrate 46.
Alight-reflegting layer, is formed over the entire stud-type enbossed
hol ogr am keyoﬁp%r: e Bg%@nwdcthﬁpslzeﬁr&f the gHs Sesereagaq the nffﬁen%rwer

edge of tcgﬁ‘iesrtalfg n%% olnﬂrt &rn]:i&rnebsutvglstohthtrgee-d}n'l&hs%onal, the information pattern of

the keycard information chip cannot be optically duplicated.

[0036]

On a keycard information chip 40 shown in Fig. 4, plural pits 42 or plural
studs 47 arranged at random positions function with respect to the light having a
particular wavelength as the embossed hologram.

Fig. 4 (a) is a plan view, Fig. 4 (b) is a cross-sectional view of the pit-type
embossed hologram, and Fig. 4 (¢) is a cross-sectional view of the stud-type

embossed hologram.



reflected at the base portion of the stud 48, so that the pit
functions as an enbossed hol ogram chi p. Reference nuneral 49
represents a transparent resin which covers the entire surface of the
stud-type enbossed hol ogram keycard i nformation chip. [0040]

Since the positions and the sizes of the studs 48 serving as the

i nformati on c&¥@37dr are not only random but al so three-di mensional ,

it Eioir %g { Eﬁ: L&?lﬁ%in%ﬁérEaegwéaﬁpES@cih&?}éﬁ%ﬁﬁﬁf@”gf irﬁiglr%%ﬁq%ﬁ%e “ali?g. 4|
_ . R B Shov
o35 1, HUAICAS A< s DT KB SR erlif R hdoh poditioR 4 21
a differ e% Lﬂ)%bﬂ Q{;lrf?é@"zlzc Bn %rﬁb%ﬁ@nﬂ?Qnéta lfg%'ﬂ-‘ilé’ﬂ%]o@iﬁ?hﬁd}éi”]ﬁ gr&‘iﬁ&f Jiale)
e o} t he ht

for the ossed ogram chip wth respect  to i ving a

parti cul athewaviee eftiosed hologhath kéydag) inifGrneatidphahip/i e Ity refedtld at thed
cross-sectional view of the pit-type enbossed hol ogram chi p, and Fig.
5 (c) is upperedge stthe pihdB intesferes withahe tlight roflseteeididhe ddttonl ofythamit
chip. [0042] On the pit-type enbossed hol ogram keycard

i nf or mat i 4% seRhy heRihiungtipnsgas g pitdype epibepsad nlegragaChipne Refatansg a

01 Tt BT ] LIRS eSS M 51 D SRR L 0
I i i j is d hol Kk d
et e R ALE bl 30 SR B, ol oaram keveer g

interferes W fdpsghe light reflected at the bottomof the pit 53, so
that the chip functions as a pit-type enbossed hol ogram Reference

nuneral 54 repines e podtibnangpeieaditey &sths pMiaChits 0¥ eesviides e i re
surface of the pit-type enbossed hol ogram keycard i nformation chip.
[0043] infoSinaten timiease mobnsly foteed bptchancanishttatee kdvaesthorée-dipensional
plural pits 53 serving_ as the information carrier are not only random

but al so $AP@dhaInerEAemPattemelithe Sitnpe sHbsasaddhologmm keyeard - t ype
enbossed .hol ogr.am keycard jnformation.chip cannot be optically

dupl i cat éagr?gé%fﬁlp cangpf ?%@%q%ﬁﬁ-(ﬁyb‘@tﬁ(ﬁbossed hol ogr am keycar d

i nformation cgq‘??gfhovm in Fig. 5 (c), plural studs 58 each having a
di fferent hei ormed by means such as scattering a resin at random

posi tions on @H%hé’@ﬂﬁl'ltyﬁb'refn?cﬁ)%seWhélBgl%n?H@ﬁa[‘@hﬁo%tioﬁrl%%ﬁshown in Fig.

light-reflecting layer i s provided over the stud-type enbossed

hol ogr am& éy)¢ phigal sthids BB tar© dispbédal byl heahs gith ieédaaetiag aatesinngt rapden
edge of the stud 58 interferes with the Iight reflected at the base

portion qositivas snules@pes sutficat47 tfea sidisprateid6t i b hight-sefleatisg leger ype
enbossed hol ogram _Reference nunmeral 59 represents a_transparent
resi n whiferneboegrsthe ratise studstypg remahossest helagram keycayd sfermponeehip.

hol ogr amﬂ%yﬁgﬂtq"ehggtgé gﬂljneoﬂplgeqi e%'ge [o?%g Ltud 48 interferes with the light
reflected at the base portion of the stud 48, so that the pit functions as an embossed
hologram chip. Reference numeral 49 represents a transparent resin which covers
the entire surface of the stud-type embossed hologram keycard information chip.

[0040]

Since the positions and the sizes of the studs 48 serving as the information
carrier are not only random but also three-dimensional, the information pattern of
the stud-type embossed hologram keycard information chip cannot be optically
duplicated.

[0041]
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Since the positions, the heights and the sizes of the plural studs 58
serving as the information carrier are not only random but al so

t hree-di nensional, the information pattern of the stud-type enbossed
hol ogram keycard i nformation chip cannot be optically duplicated.

[ 0046] A keycard information chip 60 shown in Fig. 6 is_an
exanmpl e i n whamIf embessed drlogsara kigyearddniormaien chip Wesgwm)@dF‘lgnS, plural

002007 072T9% o5 b6y SRR R0 b B e Py Bl "
bst i - : i

substance QAP 52 e ffl SRS BN ACARTL Y95 ADOBEARCR bologam

i nformatiap, %foe%Pect’%ofthé'@ig%ﬁﬁﬁﬁg aYhsti@iaSvaveididmtrarily sel ected

so that an 1 nformation pattern which emts fluorescence of plural
wavel engt hs cHig. Be(adbisai plea view, Fifgl A®) tiba @@osd-$dctidaalofiew e the pit-type
fluorescent granules 62 in the transparent resin 61 and fl uorescence
t hus obt aémbkebsee heloggrrashiphend Finrombe)i ¢ha crossisectienab viest obihieystndityimm
but al so three-di nensional, the informati on pattern cannot be

opt i cal | yeTaRRsSEE Aplogram ¢hipg) A keycard information chip 60 shown
in Fig. 7 usef (%&ﬁil oactive substance granul es described in

W2007/ 072796 q the information carrier. Fig. 7 (a) is a plan view

and Fig. 7 (bj,ife %J}tgtﬁrgg%h'gn%géé&)ﬁ'@égfﬁhle%yc[ag%ﬁa%rmation%%g%91?(%71]1 YI‘FFiS%. 5

subst ance granules I'spersedand ran y arrang in‘are

71 of t hedseyraaldit SPEIR hRhER dRfefnt depth forRied0sy fB8nPOSh dCAShR at
the radi oacfive substance granules 72 in the transparent resin 71

servi ng aanfitie positionswhithe upper s@faceri? ofad subsknate BId@ikh Dlightalefecting

t hree-di nensi onal, the information pattern cannot be optically
dupl i cat dayer[19@80qided overTihe dnéiye prtetypa cortheasddolvlegrapskegicanhinifernkitys.
8 to 12 use an_iridescent material described in W2008/ 143087 for _the
i nf or mat | G#P- c drhie; light rfﬁ@%qq at the uppge edpe @b Ehcepit &3 Anigrickes wihdhe dght

ol 00" 2 AL BEEARTR R B GHE BA BL T GHEBF SR bl Ly

o e SRR TDBERRS, AR R B abih-PREANTRRON fli e

L e PRRSSITRG he h ARS d U c¥ con
chip.

[0043]

Since the positions, the depths and the sizes of the plural pits 53 serving as
the information carrier are not only random but also three-dimensional, the
information pattern of the pit-type embossed hologram keycard information chip
cannot be optically duplicated.

[0044]

On the stud-type embossed hologram keycard information chip shown in Fig,
5 (c), plural studs 58 each having a different height formed by means such as
scattering a resin at random positions on the upper surface 57 of a substrate 56, and
a light-reflecting layer is provided over the stud-type embossed hologram keycard

information chip. The light reflected at the upper edge of the stud 58 interferes
with the light reflected at the base portion of the stud 58, so that the chip functions
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Even with the sanme iridescent piece, if the light incident angles are
different and the path lengths are different, a different iridescence
appears. Accordingly, it is inpossible to acquire the sane
i ri descence. [0052] Al t hough phenonena in which |ights of various
wavel engt hs are observed with plate-type, sheet-type, and
| ani nat edas § paLdstyps eathossedhdogrgret iRaereneg newerd B8 geprasentsos trapgparent

such phenonena_are not hol ograns but of the_ iridescenc 0053
o s R MR eo Bt oSS BETIafro0k s e Ly Peam Boseq hotograih trs e

pi eces 82 i tructure in which a thin filmis coated on a thin
resin pi elcﬁo%&gﬁgn%gﬁ)dOMy di spersed and arranged in a transparent
resin 81, as sy in the cross-sectional view Fig. 8 (b) . [0054]
On a keycard information chip 90 shown in Fig. 9, pits 92 having the

depth of one fidetihe pbsitibgs, UB€ Helghghindveicedigngsfitha phurtiegtuldabBserving as
arranged, which are randomy filled with resin 93 or the like, as
shown i n thegnfosma(its) carishere byt onlydesdendet alspehres-dibyensionalf thd i ng
resin 93 and/or, the resin 91 covering the entirety. [005%]@ . On a
keycard iAfspRten patter of thectadbige mbessgd hﬂ?b’,gfftlﬁ%ﬂilﬂfﬂd ERAEOIpCRIPes
101, 102, 103 havinhg.mu]ti.ple,types of thickness are dispersed and
random y %Ppghg%ﬂpﬁl‘%nﬂdélph&éﬂ‘%parent resin mediumas shown in Fig. 10
(b) . The var'wq)é of iridescence randomy appears due to the

t hi cknesses o 4hg thin iridescent pieces. [0056] On a keycard

information chijyddQ iskeatbn clipB0 dhbwrRin e biighn EkampleCA RBicR T esin
having fluidity s unevenly spread and then solidified, and the

entirety flimresveat gchnolesare esed) abldescribed inTWO 20070727295 at hike pdsithatim
of the occurrence of the iridescence appearing in this configuration
are randamrgenpl etely by chance. [0057] On a keycard information
chip 120 shown in gég 12, droplets, of F material 122 such as a resin
havi ng f1 ui di Fig; 6 @ tisadplar vieveant Fig. 6 (e st prospiseeidanal ¥ismayed and
then solidifi F(ﬂ) ?nd the entirety is covered by a resin 121.

47

Fluorescent substance granules 62 are dispersed and randomly arranged in a
transparent resin 61 of the keycard information chip 60 as the information carrier.

A fluorescent substance is arbitrarily selected so that an information pattern which
emits fluorescence of plural wavelengths can be obtained.

Since the positions of the fluorescent granules 62 in the transparent resin 61
and fluorescence thus obtained serving as the information carrier are not only
random but also three-dimensional, the information pattern cannot be optically
duplicated.

[0048]

A keycard information chip 60 shown in Fig. 7 uses radioactive substance
granules described in WO2007/072796 for the information carrier.

Fig. 7 (a) is a plan view and Fig. 7 (b) is a cross-sectional view.

[0049]

Radioactive substance granules 72 are dispersed and randomly arranged in a

resin 71 of the keycard information chip 70.
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The color and the position of the occurrence of the iridescence
appearing in this configuration are also random conpl etely by chance.

[ 0058] Enbodi nents of a keycard constituted by adopting the
keycard i nformation chip described in Figs. 1 to 12 will be described
referring to Figs. 13 to 21. It should be noted that although in

t hese Enbodi nBitce the pesitipihof fhiededioatitvepsubstasice gsamilese® mether iransparant
Fig. 10 are, used as the ianrnat,i on carrier for the kei):l:lard
i nf or mat i GATCHE PETVALE 27 el plormaten cigtesarg pahonlysandep dut gisgces,

hol ogram . f ] ugr escent bst-ance. granul es, radioactive .substance

o ancl os. (o4 SRR, MM S iR B A EalaRhehT
[0059] Fig. 1 gws a keycard. Fig. 13 (a) shows a general view of a
keycard of Enbodinent 1 in which a keycard information chip is

nount ed on a P& kiepdurt ifoaaiticanchips Showss i Pigsag ¢b a8suseant iridaddenyi ew.
On a keycard 130, a keycard information chip 132 is non-renovably

mount ed ahatiehiel desctribed af WOZ2008f 143687 kat the ifBrmntiar hatiero a substrate
131. In the pounting configuration shown here, the small keycard
i nformation cHi0%1132 is placed at the center of the surface plate

ot o eEndRY tggg?pﬁt b reiBeed BOloRrEY st hCR g presiging by
Poear o A ERETe AR i a polofROS L Han Gt b0 m: howed Snk BBscrved
132 pl acededts &%Qﬁﬁér%héir éme %;H_ﬁos%ea h8f@rdth ¥ Sakdd 1blyita2ﬁné?1%}ﬂern%n§ﬂr“t

¢
of a keycard shown in Fig. 14 is a keyCard Inform chip, 1n other
words, tHighkdyeanet oitgeldiie 36l tntaFerenke it ticleddd, antrahd ditlesbénre is a

Therefore, the security of the keycard is inproved. [0061] Fi g.
14 (a) shiwsomegemar whiohi epartitular kghtcautdoemstréagly b 4ntebferences on the
Cross- secstuirfggél Vi ew.

Even with the same iridescent piece, if the light incident angles are different
and the path lengths are different, a different iridescence appears. Accordingly, it is
impossible to acquire the same iridescence.

[0052]

Although phenomena in which lights of various wavelengths are observed with
plate-type, sheet-type, and laminated-type substances are sometimes calied
holograms, most of such phenomena are not holograms but of the iridescence.

[0053]

On a keycard information chip 80 shown in Fig. 8 (a), thin iridescent pieces
82 having a structure in which a thin film is coated on a thin resin piece, are
randomly dispersed and arranged in a transparent resin 81, as shown in the
cross-sectional view Fig. 8 (b).

[0054]

On a keycard information chip 90 shown in Fig. 9, pits 92 having the depth of

one fourth of the used light wavelength are regularly arranged, which are randomly

filled with resin 93 or the like, as shown in Fig. 9. (b), whereby iridescence appears
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On a keycard 140, thin iridescent pieces 142, 143, 144 which
constitute an information pattern are enbedded at random positions in
a transparent resin 145 which covers the entire surface of a
substrate 141. For the reading of the information pattern, the
entire surface of the keycard i nformation chip 140 may be read.

[ Enbodi mebit tB1filiogeesin 93 andorcthetrreiniyeayedng ihe ertitdthn chip of the
card describeﬂ in.Figs. 1 to 12 has optical information except for
radi oactive suff nce granules shown in Fig. 7, the resistance

properties agajns d_stai t he rd.surface are l.ow
Since a card ?geadf{%‘g&g&gfg@mﬁ%mgﬁh&ggq g@%v&n i"h@' ggcﬂﬂ?l &esﬁe%ta%leﬁ%ﬁ

i n order, o1t rq ; i e AL e S1i W

Accor di ng]f(ill,’ t1tg %’el@é};éégrrl% [ n%iolrE [ g%fst%:lﬁ:kgét hat %}I@e?%bdb%n% Iéaggo?lg’

pr ot ect edarpngedsSnihé efanspRORBtesh edibin 89 eHGwAR M TR &)i NThBiIvaHes; of
shutter opening sideways is adopted. Figs. 15 (a) and (c) show
when t he isidesdence irsndoimly egpedrs Idac tth ¢éhk dhiclnadsés onidie thn irglescdrit gsecess

(b) and (d) show when the shutter is opened while the keycard is in
use, and Fi gsl0%€](c) and (d) are cross-sectional views. Fig. (e) is

eycard 150 | Rarubes el REgeR6Rog ke SERIEATcH mesendldlpyen as
wi niow 153 5Po AL FARY S lera shivie s SRAERURIAE ade B Bulfbh 45,

cont ai ni ngvkhet ey easid hedy 151, and a shutter 153 which is nounted
on the cover plate 155 and opens and cl oses the w ndow 154 by sliding

right and | ef The color and the position of the occurrence of the iridescence appearing in
this configuration are random completely by chance.

[0057]

On a keycard information chip 120 shown in Fig. 12, droplets of a material 122
such as a resin having fluidity, instead of the thin iridescent pieces, sprayed and
then solidified, and the entirety is covered by a resin 121.

The color and the position of the occurrence of the iridescence appearing in
this configuration are also random completely by chance.

[0058]

Embodiments of a keycard constituted by adopting the keycard information
chip described in Figs. 1 to 12 will be described referring to Figs. 13 to 21.

It should be noted that although in these Embodiments, the thin iridescent
pieces described referring to Fig. 10 are used as the information carrier for the
keycard information chip, naturally, other metal granules, fiber pieces, hologram,
fluorescent substance granules, radioactive substance granules, iridescent material
may also be adopted.

[Embodiment 1]

[0059]

Fig. 13 shows a keycard. Fig. 13 (a) shows a general view of a keycard of
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[ 0065] Except for the point that the keycard contai ned does not
rotate, this configuration may directly adopt a shutter structure
used for 3.5-inch flexible disk or the Iike. In this case, in
order to restrict the direction of insertion, the shape of the
keycard is not, square, and a suitable caonfiguration nmay be adopted,

for exanpEmbogignens dninnghish @ teyswic nprmation KRIPHE Zpoutied eaR Rpstion thereof
i ndi cati nzﬁgitl?e ?'#r(%fti on of i nse{tj on on the surface. [0066] When
t he keyca Bo 1P 407 A EOSESCSH™R! V€I ng device in accordance with
the indicatio i riq i i e tter

been cl osed agng%%gfdnﬁﬁé : k%al?iaﬁr‘?@agggﬁég) gj]#hﬁe&r_%aaq% %ng{égllg&?%d
as shown 4tnhEicEntelDf aBurfac® plitd a3 bitecHeaal ora&insaatPpsL ern formed on

t he keycard body 151 can be read through the w ndow 154. [ Enbodi nent

41 [0067] IiFitg. mdGnisdovenfaardivhationiiere nthatdmdl] Reyhtd irfornep@ni dhip
l ongitudinally is adopted. Fig. 16 (a) shows when the shutter is
cl osed whlidZestplascldey the denter nbthe surtace plaiad.3Bj whila 6he bjountieg position and
shutter is opened ile the keycard is in use. . . The,

cr oss- secdiifcHA ofxﬁh\é@eaﬁ%rdtlﬂ@r@%%a@a Aexe dwblpited tpjtlis epample and
omtted for. si n‘gl icity of, the ci)iscri ption. [0068] A keycard 160
i ncl udes W&% ?IHOB% yll%f’ll?osél Ont ai ner 162 havi ng a housing for the

keycard b over plate in which a window 164 for reading is
f or med an%@%‘%@%rs t he container 162 containing the keycard body

161, and a shfggee] 163 which is nmounted on the cover plate and opens
and cl oses the wi ndow 164 by sliding up and down. [0069] When

t he keycard 1Whileshe keprdrédd30shawnaadigiolddeas ihe snmllakeenbindermatioh
the indication of the insertion direction, the shutter 163 that has
been cl osdep 432 plhoohat therpaptend the)surfece platee i3hythe katire adifang deavi ce
as shown in Fig. 16 (h). ,.so that the information pattern of the
keycard ke ReOBR 1BHI 18- 1t e HEoLERAkIOR, b I PtagTWeRk, Hie eysard

through tips%1fV\s"e?\ge(?s\’\a/tsla6 ﬁeycard information chip. Therefore, the security of the keycard

is improved.

[0061]

Fig. 14 (a) shows a general view of a keycard and Fig. 14 (b) a
cross-sectional view.

On a keycard 140, thin iridescent pieces 142, 143, 144 which constitute an
information pattern are embedded at random positions in a transparent resin 145
which covers the entire surface of a substrate 141.

For the reading of the information pattern, the entire surface of the keycard
information chip 140 may be read.

[Embodiment 3]

[0062]

Since the keycard information chip of the card described in Figs. 1 to 12 has
optical information except for radioactive substance granules shown in Fig. 7, the
resistance properties against damages and stains on the card surface are low.

Since a card used as a key is often placed in a pocket or a bag not in order,
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[ Enbodi nent 5] [0070] Since there is no limtation on the thickness
of the keycard itself, the container is not required if the thickness
of the keycard itself is increased. Enbodi nent of this configuration

is showmn in Fig. 17. The keycard having this configuration has a
smal | nunber of garts_and a sinple structure. Al t hough Enbodi nent
of Fig. 1theaddpeidamagmg et stopurg ighighdeways, a shutter

| ongi tudi nal | y openi be used as.in Enbodi.nent of Fig. 16.
oo " " i BeCRmeE B Ka e SRR i ie Ritangg bererd I prolstedy fe
t he keyca:g}ﬁlt{e? not in use, (b) and (d) show when the shutter is
opened while the keycard is in use, and (c) and (d) are
cross-sectionghpggiews. Fig. 17 (e) is an exploded view of elenents
constituting the keycard. [0072] A keycard unit 170 includes a

keycard 171 hgig.ng showwfahi exagiple ithwhichesshitterlpeaingmidawayeris adopred.er
plate 175 in which a window 174 for reading is fornmed and which
covers the ke¥jigar 85 171 andn@) ashovuwhen the Shuthércls dlesedoninteethedreycind is
cover plate 175 anpd o&ezs and (cdb]oses the wi ndow 174 by sliding right
and | ef t .NqtGDASE: Figs. £ Ak andeld)sshpev amenithe sbpbemnisi gisned while Baut t er

oLt e 955, e HBS. FENGE e Bodhestma e 0 3 1
e o om PSS A e b AR S Bl

[0064]

A keycard 150 includes a keycard body 151, a container 152 having a housing
156 for the keycard body 151, a cover plate 155 in which a window 154 for reading
is formed and which covers the container 152 containing the keycard body 151, and
a shutter 153 which is mounted on the cover plate 155 and opens and closes the
window 154 by shiding right and left.

[0065]

Except for the point that the keycard contained does not rotate, this
configuration may directly adopt a shutter structure used for 3.5-inch flexible disk or
the like.

In this case, in order to restrict the direction of insertion, the shape of the
keycard is not square, and a suitable configuration may be adopted, for example, by
forming a cut portion at the head thereof and indicating the direction of insertion on
the surface.

[0066]

When the keycard 150 is mserted in a reading device in accordance with the
indication of the insertion direction, the shutter 153 that has been closed as shown
in Fig. 15 (a) is opened by the reading device as shown in Fig. 15 (b), so that the
information pattern formed on the keycard body 151 can be read through the

window 154.
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Fig. 18 (a) shows steps of preparing the keycard for use, and (b)
shows steps of processi ng when using the keycard. These steps are
performed by optical reading or radiation detection neans and a
conputer. [0075] Fig. 18 (a) shows the steps of registering the
keycard. (1) A keycard which has not been registered is prepared. In
t he nonre @P@@lwﬂké}card, a keycard information chip is forned as a
chip as shown_j ﬁi g. 13 or on the entire surface of the keycard as
shown in Fig. [q(ib In addition, if needed, in order to prevent

e contai ned | aceLPRs AR bAlrEn R Guih e S Bbnire B RRORLE, 7

chip has jfdagidgnf ormation of the type, the planar placenment and the

t hr ee- di nensi onal pl acenent which are determ ned by chance, forgery
and dupl i cat i Big. a6 &(a) ighoesi when tHeOshitler is closed &hiléhie keyecardris noSin iy,
registration, inserted into the keycard-lock with which the key is
used. [ocAFig. 16 (b) 3yhemtieoghutiel ds ppenieshwhilhilchkevardisyinarse.

information chip has, is read by the reading device of the .
keycar d- | ock. The cross-sectional view and the exploded view shown in Fig. 15 are omitted

for simplicity of the description.

[0068]

A keycard 160 includes a keycard body 161, a container 162 having a housing
for the keycard body 161, a cover plate in which a window 164 for reading is formed
and which covers the container 162 containing the keycard body 161, and a shutter
163 which is mounted on the cover plate and opens and closes the window 164 by
sliding up and down.

[0069]

When the keycard 160 is inserted in a reading device in accordance with the
indication of the insertion direction, the shutter 163 that has been closed as shown
in Fig. 16 (a) is opened by the reading device as shown in Fig. 16 (b), so that the
information pattern of the keycard information chip formed on the keycard body 161
can be read through the window 164.

[Embodiment 5]

[0070]

Since there is no limitation on the thickness of the keycard itself, the
container is not required if the thickness of the keycard itself is increased.

Embodiment of this configuration is shown in Fig. 17.

The keycard having this configuration has a small number of parts and a
simple structure.

Although Embodiment of Fig. 17 adopts a shutter opening sideways, a shutter
longitudinally opening may be used as in Embodiment of Fig. 16.
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| f the reading device, which will be described later, is constituted
in such a way that there are variations in the reading by the reading
devi ce, conbined with the analog information on the keycard

i nformation chip, that strengthens the correspondence between the
keycard and the keycard-|ock. [0078] (4) I'n order to digitally
process the p&@Q@ﬂn to be recogni zed, the analog information of the

?;Eoy"f”:’ PR £ (i o) oot Ve e %h&érﬁéiﬁgtvﬁsféﬁétl?%&%%
devioo 1 reda SRRV A T (SHoBOREE M M Ber BlphEMPDRATtnd REVGRER, 29

vari ati ongeanfy t(Be ahﬁk@)l i}etg}gssdé&ﬁbﬁépﬁ@,%on it strengthens the
correspondence bet ween the keycard and the keycard-1ock. [0079]

(5) The digi t Bigl 28deflatsan(ddplddedstiow o elomdie comdutingthd keycard.
keycard-lock, and the keycard is registered in the keycard-1ock.
[0080] Fig. 1B0Q78) shows the steps of using the keycard to

| ock/ unl ock the | ock. %Q The keycard that has been registered is

inserted int oAtwcwéywra Bchud ef @d@yrvard 171 havme yReffigieat élgckness to be
B ol b ot
ot Ak e YA AL TP AN BT cove,
The stor qﬂat@!ll%taﬁth d‘b@h@ aflMcldsés "tl‘?@%ﬁléﬁn Uzpay Shéin 'E)in@flef% he
keycard-l'ock. [0084 (5) The digital data ( of the keycard
whi ch i s insef(§8] and t he di gi taI data (M read fromthe keycard-I| ock
are conpared and confirnmed that they are equal.
Since the usage and the operation of the shutter are the same as those of the
keycard shown in Fig. 15 or Fig. 16, the description will be omitted.
[Embodiment 6]
[0074]
Fig. 18 describes a performing example of a reading device side of a
keycard-lock when using a keycard of the present invention.
Fig. 18 (a) shows steps of preparing the keycard for use, and (b) shows
steps of processing when using the keycard.
These steps are performed by optical reading or radiation detection means and
a computer.
[0075]
Fig. 18 (a) shows the steps of registering the keycard.
(1) A keycard which has not been registered is prepared.
In the nonregistered keycard, a keycard information chip is formed as a chip
as shown in Fig. 13 or on the entire surface of the keycard as shown in Fig. 14.
In addition, if needed, in order to prevent damages and stains, as shown in

Figure 15, 16 or 17, the keycard may be contained in a set with a shutter.

Since the keycard information chip has the information of the type, the planar
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[ 0085] (6) If the digital data (M ) and digital data (M are
equal , the keycard-lock is | ocked/ unl ocked. [0086] lithe digital
data (M ) and digital data (M are not equal, and nore than one
digital data is stored, plural digital data are sequentially read
out, conpared and confirnmed. [0087] If all digital data do not
mat ch, t helagespentrand the dhres-dimeagional pacemendgihithraredetermmsdiaehanes,
damage or_.stain, apd.the keycard-l.ock is not |ocked/ unl ocked.

[ Enbodi meffteery a{ngdﬂl@jlcatlon JUP9SIRlEscri bes anot her perforni ng
exanple of a rg@ﬂ-}i ng device side of the keycard-|ock when using the
keycard of thg présent invention. In this Enbodi nent, cryptography is
used for securpy Wq]eﬁk@caﬁ@isgﬁ))rr%@féﬁ%tiéﬁﬁﬁ& d RS BRY k&%af&lg)cl%%?@%ich
for use, and (b) shows steps of processing en using the keycard to
| ock/ unl otk Kdyeiskepgar d- | ock. These steps are perfornmed by
optical reading or radiation detection neans and a conputer. [0089]
Fig. 19 (a) shoW&]the steps of registering the keycard. (1) A

keycard which rsas not been registered i s prepared. . i i
(3) Analog information, which the keycard iformation chip has, is read by

the reading device of the keycard-lock.

If the reading device, which will be described later, is constituted in such a
way that there are variations in the reading by the reading device, combined with
the analog information on the keycard information chip, that strengthens the
correspondence between the keycard and the keycard-lock.

[0078]

(4) In order to digitally process the pattern to be recognized, the analog
mformation of the keycard information chip, thus read, is digitalized to digital data
(M).

In this digitalization as well, similarly to the reading of analog information, by
using structural variations of the reading device in the reading and by using time
axis variations, threshold variations and the like in the digitalization, it strengthens
the correspondence between the keycard and the keycard-lock.

[0079]

(5) The digitalized data (M) is stored in the memory of the keycard-lock,
and the keycard is registered in the keycard-lock.

[0080]

Fig. 18 (b) shows the steps of using the keycard to lock/unlock the lock.

(1) The keycard that has been registered is inserted into the keycard-lock.

[0081]

(2) The analog information which is the pattern to be recognized is read by

the reading device of the keycard-lock.
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In the nonregistered keycard, a keycard information chip is fornmed as
a chip as shown in Fig. 13 or on the entire surface of the keycard as
shown in Fig. 14. [0090] (2) The keycard is, for registration,
inserted into the keycard-1ock with which the keycard is used. [0091]
(3) Analog information, which the keycard information chip has, is
read by the réB@2lg device of the keycard-1ock. [0092] (4) In

order to digitall rocess.the patfern to be. .recpgnized, .the anal o
nf or mat | on - ofSt He? RGP RSRES feath wich 1 8¢ masdmatian of (he kefard

digitali i g : : b g 5) The digital d
8B O Bl B o (5,75 B e
d

y a cr ey s keycard-1ock to
encrypted dat gy [ 0094] (6) The encrypted data (E) is stored

in the nenory of the keycard-lock, and the keycard is registered in
the keycard-| ¢4k THeO28Edd digitalfdags (MO {shiead ansrohhehesieprpbf tiw ng t he
keycard to | ock/unl ock the keycard-lock. (1) The keycard that has
been regikayerrsdlock. i nserted into the keycard-Iock. [0096] (2)
The anal og iné(())qrfgstion which is the pattern to be recogni zed is read
by the readin ice of the keycard-Iock. [0097]

(5) The digital data (M’ ) of the keycard which is inserted and the digital
data (M) read from the keycard-lock are compared and confirmed that they are
equal.

[0085]

(6) If the digital data (M’ ) and digital data (M) are equal, the keycard-lock
is locked/unlocked.

[0086]

If the digital data (M’ ) and digital data (M) are not equal, and more than
one digital data is stored, plural digital data are sequentially read out, compared and
confirmed.

[0087]

If all digital data do not match, the keycard is determined to be illegitimate, or
to have any damage or stain, and the keycard-lock is not locked/unlocked.
[Embodiment 7]

[0088]

Fig. 19 describes another performing example of a reading device side of the
keycard-lock when using the keycard of the present invention.

In this Embodiment, cryptography is used for security.

Fig. 19 (a) shows steps of preparing the keycard for use, and (b) shows
steps of processing when using the keycard to lock/unlock the keycard-lock.

These steps are performed by optical reading or radiation detection means and

a computer.
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(3) The analog information thus read, which is the information of the
keycard information chip is digitalized to digital data (M ). [0098]
(4) The stored encrypted data (E) is read out fromthe nenory of the

keycard-1 ock. [0099] (5) The encrypted data (E) is decrypted by
t he crypt key stored in the reading device of the keycard-lock to
decrypt ed di gi®¥%data (M. [0100] (6) The di gltal data (M )

of the keycar C insert di dat read from
t he keycard- IE@&WQ G‘)d%@r fﬁgcf’% r}(cjrg ﬁ?%@gﬂ%?gk rrred t hat they
are equal. [0 I i and digital
data (M are é%%kes{cﬁrd &@C@alﬁaé lfbgc E?SFE eg ?Sué]{\égaid [0102]

I f the digitajy ﬂ@tﬁoﬂr&/glsﬁer@@ deptiaad, taakeyd;af@nﬁ&dna@foﬁ dp@ isefaHabd agAhip
nore than one digital data is st ored, plural digital data are
sequent i add shovenn Bugt 13 @Drmpethedanarﬁismtﬁada ofrthd kel €03k shownlih Kig.l 14.

digital data do not mat ch, the keycard is determ ned to be
illegitimte, 0do have any damage or stain, and the keycard-lock is

not Iocked/unl C 104, It shoul.d be note at cont ai ni_ ng
the keycard i k@@rﬁ%’ I]SV\fOF Fegistepion, dpse gler E%ﬂca?daﬁd‘: with which
variatio ng device for reading, and actively using

vari ati onntzleﬁ{r?yga?rgf?g]s?@ati on tine axis and thresholds, as described
above referripgygh¢ Fig. 18, are the same for this Enbodinent, and

addi tional description will be omtted.
(3) Analog information, which the keycard information chip has, is read by

the reading device of the keycard-lock.

[0092]

(4) In order to digitally process the pattern to be recognized, the analog
information of the keycard information chip, thus read, is digitalized to digital data
MD.

[0093]

(5) The digital data (M) is encrypted by a crypt key stored in the
keycard-lock to encrypted data (E).

[0094]

(6) The encrypted data (E) is stored in the memory of the keycard-lock, and
the keycard is registered in the keycard-lock.

[0095]

Fig. 19 (b) shows the steps of using the keycard to lock/unlock the
keycard-lock.

(1) The keycard that has been registered is inserted into the keycard-lock.

[0096]

(2) The analog information which is the pattern to be recognized is read by
the reading device of the keycard-lock.

[0097]

-21 -



[ Enbodi nent 8] [0105] Fig. 20 shows anot her exanple in which
cryptography i s used. Fig. 20 (a) shows steps of preparing the
keycard for use, and (b) shows steps of processing when using the
keycard to | ock/unl ock the keycard-|ock. These steps are performnmed by

opti cal readiR r radiatjon detection nmeans_and a_ conputer. [0106]
Fig. 20 (a) s &vs’lh%@a&geﬁiora@tlpagh@ E990nyhichels jtag infermation of Q)kexcard

keycard ch has been .regi stere egpar ed. In the

nonr egi stlé# E}pdls glﬁaéve F?jd}gﬁtr’iﬂﬁ t(%nechi pis forned as a chip
as shown in FB 3, or on the entire surface of the keycard as shown
in Fig. 14. (2) The keyeard is, for registration,

inserted int 0(4)hel‘Hee§6fé319erﬂ§§v‘1§t€@ dafa (e 1é<?éé%ladtﬂ‘ﬂ:d?ﬁlﬁhé"lﬁéh igthné he
key is used. [0108] Anal og I nformation, which the keycard

I nf or mat i keycafi-lockas, is read by the reading devi ce of the
keycar d- 1 ock. &0109] (4) I'n order to digitally process the
pattern to bel Qﬁ%gnl zed, the analog information of the keycard

information c t hus read igitalized to digital data
[ 0110] ? 5) The encrypted data (I*% ?s decrypted by the c%ypt key Stored( 1';1/9the

reading device of the keycard-lock to decrypted digital data (M).

[0100]

(6) The digital data (M’ ) of the keycard which is inserted and the digital
data (M) read from the keycard-lock and decrypted are compared and confirmed
that they are equal.

[0101]

(7) If the digital data (M’ ) and digital data (M) are equal, the keycard-lock
is locked/unlocked.

[0102]

If the digital data (M’ ) and digital data (M) are not equal, and more than
one digital data is stored, plural digital data are sequentially read out, compared and
confirmed.

[0103]

If all digital data do not match, the keycard is determined to be illegitimate, or
to have any damage or stain, and the keycard-lock is not locked/unlocked.

[0104]

It should be noted that containing the keycard in a container with a shutter,
using structural variations of the reading device for reading, and actively using
variations in digitalization time axis and thresholds, as described above referring to
Fig. 18, are the same for this Embodiment, and additional description will be
omitted.

[Embodiment 8]
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(5) The digital data (M is encrypted by a crypt key stored in the
keycard-1ock to encrypted data (E). [0111] (6) The encrypted
data (E) is stored in the nenory of the keycard-lock, and the keycard
is registered in the keycard-lock. [0112] Fig. 20 (b) shows the steps
of using the E&ﬁ)%grd to | ock/unlock the keycard-lock. (1) The
keycard t hat een registered is inserted into the keycar d- 1 ock.

i nformati.on chist rn to be

0113 | tt
Eecog]nl zed |s%igeéﬂe a%gﬂggﬂ]@&ﬁxﬂ@p e‘%‘?f]elc FrypheRR g;? ock. [0114]

3) Th | i th
koycard | or bk Poninis RSt of ERPal e Batdor (B SN Sy 1.7
(4) The ditghd af prdabsirgMyhbn iusi rtﬁéxﬁes;e&dtw 1&1&@9&1{ ﬂ@ke%@f@l@ckn the

r eadi ng deV| ce of the keycard- ock to encrypted data (E” ). [0116]
(5) The st or eThesecstyps ack patfan{dd byt spticabeeaditig dir xadiation demw méanshmd
keycard-1 ock. [0117] (6) The encrypted data (E ) of the keycard

whi ch is d esyaputédd and the encrypted data (E) read fromthe
keycard- | ock E\nd ﬁlecrypt ed are conpared and confirmed that they are
equal . 0106

Fig. 20 (a) shows the steps of registering the keycard.

(1) A keycard which has not been registered is prepared.

In the nonregistered keycard, a keycard information chip is formed as a chip
as shown in Fig. 13, or on the entire surface of the keycard as shown in Fig. 14.

[0107]

(2) The keycard is, for registration, inserted into the reading device of the
keycard-lock with which the key is used.

[0108]

(3) Analog information, which the keycard information chip has, is read by
the reading device of the keycard-lock.

[0109]

(4) In order to digitally process the pattern to be recognized, the analog
information of the keycard information chip, thus read, is digitalized to digital data
M).

[0110]

(5) The digital data (M) is encrypted by a crypt key stored in the
keycard-lock to encrypted data (E).

[0111]

(6) The encrypted data (E) is stored in the memory of the keycard-lock, and
the keycard 1s registered in the keycard-lock.

[0112]

Fig. 20 (b) shows the steps of using the keycard to lock/unlock the
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[0118] (7) I'f the digital data (E ) and digital data (E) are
equal, the keycard is determned to be valid and perfornms to

| ock/ unl ock the keycard-|ock. [0119] lithe digital data (E ) and
digital data (E) are not equal, and nore than one digital data is

st or ed, pI ur al d| I(%I tal data are sequentially read out, conpared and
confi rrred eS[C@ll If all digital data do not match, the keycard

i s determ ned egifimate, or to have. any d e or stai nd
does not perf(gﬁ)mjtbr&? *W&E%Lﬁ]aggﬁs begn sagistered is 1n¥qrt(§ﬂa B*I%Eemffg@cﬁ-
t hat cont ai n| e keycard in a container with a shutter, actively
usi ng variati f the reading device for reading, and using

variations in 9) O HePdrlatcl InfintatioR vANER i9HHE SRfees RO hE Secdtmnisase &bzgfgy

above referrlng to Fig. 18, are the sane for this Enbodimnent,

t hus, addthtelleaalhgdiesmmqﬁtth@ﬂxewdrﬂ Ik omitted. [0122] Figs. 21
and 22 show Enbodi ments of a keycard in which the security of the
keycard shown[0H4Bigs. 13 and 14 is further i ncr eased. These

keycards have 65 keycard i nformation chip f self-certifying
aut henticity &b tiie agjeginéormagiopfthus read, Hhigicie the mfomatmruefrth@dwycard

prevent or . st ai sel.f-cert ng. keycards shown in Figs. 21
and 22 WWE%&EEBP H”isrfﬁglft?e Eg)t}?:ghr LS%{F? @ﬁ § in the container shown
in Fig. 15, 1§?ﬁtr [ Enbodi nent 9] [0123] Fig. 21 (a) shows a
general view O r]1e self-certifying keycard, and Fig. 21 (b) a

cross-sectiongf) WiRWigital data (M’ ) is encrypted by a crypt key stored in the reading
device of the keycard-lock to encrypted data (E” ).

[0116]

(5) The stored encrypted data (E) is read out from the memory of the
keycard-lock.

[0117]

(6) The encrypted data (E’ ) of the keycard which is inserted and the
encrypted data (E) read from the keycard-lock and decrypted are compared and
confirmed that they are equal.

[0118]

(7) If the digital data (E’ ) and digital data (E) are equal, the keycard is
determined to be valid and performs to lock/unlock the keycard-lock.

[0119]

If the digital data (E’ ) and digital data (E) are not equal, and more than one
digital data is stored, plural digital data are sequentially read out, compared and
confirmed.

[0120]

If all digital data do not match, the keycard is determined to be illegitimate, or
to have any damage or stain, and does not perform to lock/unlock.

[0121]
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In a self-certifying keycard 210, a keycard information chip 213
which is nounted at the center of a surface plate 212 attached to a
substrate 211, and a certifying chip 214 conprising col ored

t wo- di nensi onal barcode or the |ike where keycard information of the
keycard inforpation chip 213 is digitalized, the digitalized data is
encrypt ed by Usihegldabe poted thafcoptypag thy kegearddy @goataierkwith@ shwéter,
encrypted data is stored, are non-rempvably attached to.in such a.
manner  HAEVED SHREYPIAES G TR Feiieg HENre o8 Toadine iR EAatopY in

[ 0124] - i . ' | f.- i £ yion
keycard, %gféél%;ag&% E%EEZ %’?Q g}ﬂ\@ rﬂ%’ gg’ﬁ@ggc’ﬁsoa/néasﬁ%%ﬁo% r%% gerégg ? 6 ?éé'%ﬁigf g?eng
keycard 2@, sathekY $Ri T hhORMBRE, 1298 thid, RiddRBnINAGEribBo AN bE Snftfteg he
entire surface of a surface plate 222 attached to a substrate 221 and
a self-certify@x®2ichip 224 conprising a transponder |C such as RFID,
where keycard information of the keycard information chip 223 is
digitalized, Fige. 2l gnd 2lishew Embedimentmel 3 pewdrdimdwhivh thecepmtitydofdhea
is stored, are non-rempvably integrated. .[0125] I nstead of the

chi p conpfVsaigSOBoMeliZtwbt 8drkh a5 BiSERer BBGTERWE. for veri fication used
nstead of ¢ nenERaRSOHsdYEE Bt B REOR P SR MerRG. 22,
the chip f S : di mensi onal barcode for verification
may be useg. |tl§§%oq_gitﬁrr§|}1{?§(%??q%'26] - Fig. 23 shows the operation
when the sel f kCQIditidr iR Srde@ e PrevEait UathakBs b 9&ins? $elf08rtAvink keySa s
Fig. 23 (a) shows steps of preparing the self-certifying keycard for

use, and ghbjwnsindiigs.Aleqsl 28 npy deefosmad intbenkesand cdritained i tleecdrtiiveng
keycard to | ock/unl ock the keycard-I ock. These steps are
per f or mecshioynoptHigald, riéaeti g or radi ation detection neans and a

conputer. [012
P [}gml}od%]nent 9]
[0123]
Fig. 21 (a) shows a general view of the self-certifying keycard, and Fig. 21

(b) a cross-sectional view.

In a self-certifying keycard 210, a keycard information chip 213 which is
mounted at the center of a surface plate 212 attached to a substrate 211, and a
certifying chip 214 comprising colored two-dimensional barcode or the like where
keycard information of the keycard information chip 213 is digitalized, the digitalized
data is encrypted by using a crypt key stored in the keycard-lock and the encrypted
data is stored, are non-removably attached to in such a manner that is integrated
with the substrate 211.

[Embodiment 10]

[0124]

Fig. 22 (a) shows a general view of the self-certifying keycard, and Fig. 22
(b) a cross-sectional view.

In a self-certifying keycard 220, a keycard information chip 223 which is

mounted on the entire surface of a surface plate 222 attached to a substrate 221 and
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Fig. 23 (a) shows the steps of registering the self-certifying

keycard in the keycard-1 ock. (1) A nonregistered self-certifying
keycard to which a self-certifying chip is attached is prepared.
[ 0128] I'n the nonregistered self-certifying keycard, a keycard

information chip.is forned as a.chip shown |n Flg 21, or on the
entire suf ﬁ@!&éeﬁﬁymg§h%224 CEPPYI$IE ﬁgtrq@éye%ded IChah 3§rR}ﬂD;; ‘whege keycard

shown 1 n Briymiatie S48 ek Qe iRl IRy 208 of APREG R et Pl
In a cont @rhd?ﬁ?te%ﬁ‘ohﬁ tie %Iﬂﬂéz:p?édhdata s storsd)Gfe hOE r%ﬁéﬁ%ﬂf hﬂé@éﬂﬁéﬁ?t I on

chip has t rmaton [anar pl acenen

t hr ee- di nensi pgpd5]pl acement whi ch are determ ned by chance, forgery
and duplication are inpossible. [0129] (2) The self-certifying
keycard is, fhisteaigifshe ahipoeompriiey teldrédntven-tineenstmabbateddector wietification
whi ch the keycard is used. [0130] (3) Analog information, which
the keycaneediinfthe keyeasd shawp indSg. 31s arteanspbydarHE manbie mgedieandciastend of

t he keycard | ock If the readin evi ce, h will be described
later, isthedfaspordesdG wsed fon the g%xfg*fféteowrhé} Eare, th&rqha& FOMBIIFNEL he
readi ng i |ne th og information
on the ke%//()&%r:%g twﬁf(gﬂnﬁg?lg§$1 b@ﬁ?%l% Phi n@%#wgﬂd?qeﬁ% correspondence
bet ween tp?mg SYRRLA 1 d t he keycard-I|ock. [0131] (4) I'n order
to digitally pr ocess he pattern to be recogni zed, the anal og
i nformation ofgxX@@ keycard information chip, thus read, is
digitalized to digital data (M . [0132] (5) The digital data
(M is encrypFed2bshaws thebpamyios twdreadhe rsetfroertifgagi lay catelvstmevioin Fige.
keycard-1ock to encrypted data (E).
21 and 22 is used.
Fig. 23 (a) shows steps of preparing the self-certifying keycard for use, and
(b) shows steps of processing when using the self-certifying keycard to lock/unlock
the keycard-lock.
These steps are performed by optical reading or radiation detection means and
a computer.
[0127]
Fig. 23 (a) shows the steps of registering the self-certifying keycard in the
keycard-lock.
(1) A nonregistered self-certifying keycard to which a self-certifying chip is
attached is prepared.
[0128]
In the nonregistered self-certifying keycard, a keycard information chip is
formed as a chip shown in Fig. 21, or on the entire surface of the self-certifying
keycard shown in Fig. 22,
In addition, if needed, in order to prevent damages and stains, as shown in

Fig. 15, 16 or 17, the self-certifying keycard is contained in a container with a

shutter.
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[ 0133] (6) The encrypted data (E) is stored in the certifying
chip of the self-certifying keycard, and the self-certifying keycard
Is registered in the keycard-Ilock. [0134] The steps of using the
keycard shown in Fig. 23 (b) is perfornmed as follows: (1) The
self-certifying keycard that has. been regl stered is |nserted into the
readi ng devi ceings the kexeyd mfarmafin clip hasthe 1nformat10(12;)f elaganl og

RS e I ey et

d, wh k d f ti hip, i
i gital'| 200D N PR ApBiBIp Sy 2 ) e G gi 1Al dat a

(M ) is encry(pﬁzgql by the crypt key stored in the reading device of
t he keycard-lock to encrypted data (E ). [0138] (5) The stored
encrypt ed dat &) Bhei slfreatiying kdycard ishévrmegistrytiof, inbertddeintatice | ock.
[ 0139] (6) The encrﬁpt ed data (E of the self-certifying
keycar d viiveardrlsck matdy whighahe keyeard g uggst ed data (E) read out from
the nenory of keycard-1 ock are conpared and confirnmed that they
are equal . EL@%'?]

(3) Analog information, which the keycard information chip has, is read by
the reading device of the keycard-lock.

If the reading device, which will be described later, is constituted in such a
way that there are variations in the reading by the reading device, combined with
the analog information on the keycard information chip, that strengthens the
correspondence hetween the keycard and the keycard-lock.

[0131]

(4) In order to digitally process the pattern to be recognized, the analog
information of the keycard information chip, thus read, is digitalized to digital data
M).

[0132]

(5) The digital data (M) is encrypted by a crypt key stored in the reading
device of the keycard-lock to encrypted data (E).

[0133]

(6) The encrypted data (E) is stored in the certifying chip of the
self-certifying keycard, and the self-certifying keycard is registered in the
keycard-lock.

[0134]

The steps of using the keycard shown in Fig. 23 (b) is performed as follows:

(1) The self-certifying keycard that has been registered is inserted into the
reading device of the keycard-lock.

[0135]
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(7) I'f the digital data (E ) and digital data (E) are equal, the
keycard-1 ock is | ocked/ unl ocked. [0141] If the digital data (E
) and digital data (E) are not equal, and nore than one digital data
is stored, plural digital data are sequentially read out, conpared

and confi rmed. [0142] If all digital data do not match t he
keycard is def®r rﬁh@e@atqg IaﬁmatlegWhl%tSethednffmahawaw tadepkpsogrized
stain, and th car k.is not | ocked/unl ocked. [0143] I n
addi ti on 1§6‘eacﬁgy§% &f‘e‘”‘feer i abl e confirmation can be perforned by

storing the d[@%ﬁ data (M of the self-certifying keycard in the

keycard-1 ock a e time of the registration of the self-certifying

keycard in thegkepeaindidgGfiformaten, tARSPEId, Rehidd tsrthbhﬁfo%gﬂl&rﬂbf ﬂﬁt a (M
read fromthe self-certifying keycard during use. [0

shoul d bekeyohreidinforaiationeha, iv digithlivedkoyiigta dura avVise}. W|th a shutter,

using structural variations in the reading by the reading device, and

using vari ati BNS7in di gitalization tinme axis and threshol ds, as

descri bed ref |Tn 81%1 are the sane for this Enbodj ment, and
t hus, adgltlo | @géﬁ fétd?itﬁn 1 ip enerrptaddhy, themsmyptikeseioradm thel 45
Fig. 24 Fi 24

Shows- st etk e IR ke i RiRE PPt B R o, 24 () shovs

st eps of proc[qﬁgggtg when using the keycard to | ock/unl ock the

keycard- | ock. These steps are perfornmed by optical reading or
radi ation det ¢t Tae siebeneAhtéd ERANE) s rdad A®lrom the memory of the
keycard-lock.
[0139]

(6) The encrypted data (E ) of the self-certifying keycard which is inserted
and the encrypted data (E) read out from the memory of the keycard-lock are
compared and confirmed that they are equal.

[0140]

(7) I the digital data (E’ ) and digital data (E) are equal, the keycard-lock
1s locked/unlocked.

[0141]

If the digital data (E’ ) and digital data (E) are not equal, and more than one
digital data is stored, plural digital data are sequentially read out, compared and
confirmed.

[0142]

If all digital data do not match, the keycard is determined to be illegitimate, or
to have any damage or stain, and the keycard-lock is not locked/unlocked.

[0143]

In addition to the above, more reliable confirmation can be performed by
storing the digital data (M) of the self-certifying keycard in the keycard-lock at the
time of the registration of the self-certifying keycard in the keycard-lock, and
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The steps of registering the keycard are shown in Fig. 24 (a).

(1) A keycard which has not been registered is prepared. In the
nonregi stered keycard, a keycard information chip is formed as a chip
shown in Fig. 13, or on the entire surface of the keycard shown in

Fig. 14. [0147] (2) .The keycard is, for registration, inserted
into the ¢@BRATHY Withithe digptal ﬁ@ta@}car geaddferm e selfiseamyingekayeytdaduings

used. [01481 (3) Analog information, which the keycard
i nf ormati®if-chip has, is read by the r eadi ng devi ce of the
keycar d- 1 ock. [ 91 (4) In order to digitally process the

pattern to be recdgni zed, the analog information of the keycard

i nformation ciy é?:vould"l!)@nét%ﬁ%aﬂ &)Iﬁélﬂi’\l}%gaché 1@9cdrA 1H 'agée‘c Q\htﬁjﬁkﬁu&é@ usmg
[ 0150] (5) The digital I's encrypted by a crypt

stored i nstihigurad@aiinipndanithe reddiid By kiey eidihg dsHcd, @nemerngptaﬁdtld@et 2 |
(E). [0151] (6) The encrypted data (E) is stored in the
certifyi ndigitdlization tintteaseland tlaneshdlis,rag desquibedirefeamihgt todig. 18, are the

self-certifying keycard_ s registered in the keycard- Iock [0152] The
steps of tWIHIths kebediment Anddaus, addsionat descrighen 3l bsaitedn Fi g.

24 [Embodiment 12]

[0145]

Fig. 24 describes another example using cryptography.

Fig. 24 (a) shows steps of preparing the keycard for use, and Fig. 24 (b)
shows steps of processing when using the keycard to lock/unlock the keycard-lock.

These steps are performed by optical reading or radiation detection means and
a computer.

[0146]

The steps of registering the keycard are shown in Fig. 24 (a).

(1) A keycard which has not been registered is prepared.

In the nonregistered keycard, a keycard information chip is formed as a chip
shown in Fig. 13, or on the entire surface of the keycard shown in Fig. 14.

[0147]

(2) The keycard is, for registration, inserted into the reading device of the
keycard-lock with which the keycard is used.

[0148]

(3) Analog information, which the keycard information chip has, is read by
the reading device of the keycard-lock.

[0149]

(4) In order to digitally process the pattern to be recognized, the analog
information of the keycard information chip, thus read, is digitalized to digital data
).
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(b). (1) The keycard that has been registered is inserted into

t he readi ng device of the keycard-Ilock. [0153] (2) The anal og
information which is the information pattern to be recognized is read
by the readi ng device of the keycard-|ock. [0154] (3) The

information of the keycard information chip which is anal og
information, (HtdPlread, is digitalized to digital data (M ) . [0155]

Fonding devi el e ERRyat BV ot et py i G bhen Spest 3 Bepagpe”
(5) The S&égﬁ_&d?tg@ggﬁé%ﬁﬁ-ﬂa{g}é%@t%dfﬁ?ad(ﬁw fromthe nenory of the

keycard-1o encrypted data (E ) of the
keycard whi ch[ggsijnserted and the encrypted data (E) read out from
the nenory of the keycard-1ock and decrypted are conpared and
confirmed tha(6)t ey arceymadadhta {K)138%tored in the(cextifying tiep & ¢ghd al dat a
(E ) and digital data (E) are equal, the keycard is determ ned to be
val i d ancselfreerifyyrgkerdand land $he self-eartuying degdard[ip te@tered in thie t he
digital data (E ]% and digital data (E) are not equal, and nore than
one di gi tEgVeH#&r'acks stored, plural digital data are sequentially read
out, comnpar ed[&%%confi rmed.

The steps of using the keycard to lock/unlock the lock are shown in Fig. 24
(b).

(1) The keycard that has been registered is inserted into the reading device
of the keycard-lock.

[0153]

(2) The analog information which is the information pattern to be recognized
is read by the reading device of the keycard-lock.

[0154]

(3) The information of the keycard information chip which is analog
information, thus read, is digitalized to digital data (M’ ).

[0155]

(4) The digital data (M’ ) is encrypted by a crypt key stored in the reading
device of the keycard-lock to encrypted data (E* ).

[0156]

(5) The stored encrypted data (E) is read out from the memory of the
keycard-lock.

[0157]

(6) The encrypted data (E’ ) of the keycard which is inserted and the
encrypted data (E) read out from the memory of the keycard-lock and decrypted
are compared and confirmed that they are equal.

[0158]
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[ 0160] If all digital data do not match, the keycard is
determned to be illegitinmate, or to have any damage or stain, and
the keycard-lock is not |ocked/ unlocked. [0161] In addition to
this configuration, a nore reliable verification is performed by

storing the encrypted data, (E),_of the self-certifying keycard in the
ceycard- 1 ock A0 AP e ety &Gi st BAtab landb)s dre Ll te,fegard is
keycard i p_.the. keycard-l.qck nd co ring ., w.th, the encrypted data
(E" ) rea@ﬂt?%%eﬁﬁg%ge‘iaha@ggttﬁ? ?ﬁe}ﬁ%afn@i‘if algéo%ﬁs?g/ u&ﬂ%}{flg‘t ed during use.
[0162] It [§ | d be noted that containing the keycard in a set
with a shutter, uSing structural variations in the reading by the

readi ng devi cH,thamhits$ dag (B ) adrdodigitAlniael OE) adrk 2@t e@ifal! APmaXé Shanéhe
t hreshol ds, as descri bed above referring to Fig. 18, are the sane for
thi s Enbodighantata sretoteul pluralddigitilalatd ardesqnemtialiyread lolit, mempardd @t
[0163] The net hod of manufacturing a base plate that is used for
a keycar copfirmede described referri ng to Figs. 25 to 28. [Enbodi nent
13] [0164] %ﬁqg 25 shows the method of manufacturing a keycard
havi ng the i n tion carrier arranged on the entire surface of the

card shown inpFigg i@lha?ango a6t match, gfﬁeg g%ﬁ%faeisn&g@frﬁilnegw b?gﬁgg&i%lﬁfﬁ’ or

Fig. 25 (a) repres s an orrgina aving an area,

of 16 ke . [Wa] Aa]y i Ml i tered on
Phe or | o B8 any HaaBloRIcERh, B GRNeyBirdd5d: I ARCRAAISARN,

information cBoIG1ér 252 is randomy scattered in this manner is cut

as shown in Fig. 25 (b) to obtain a keycard base 251 with the

i nformati on chraddgron fcotheStonfiguration, a more reliable verification is performed by
storing the encrypted data (E) of the self-certifying keycard in the keycard-lock at
the time of registration of the self-certifying keycard in the keycard-lock, and
comparing with the encrypted data (E* ) read from the self-certifying keycard and
encrypted during use.

[0162]

It should be noted that containing the keycard in a set with a shutter, using
structural variations in the reading by the reading device, and using variations in
digitalization time axis and thresholds, as described above referring to Fig. 18, are
the same for this Embodiment, and thus, additional description will be omitted.

[0163]

The method of manufacturing a base plate that is used for a keycard will be
described referring to Figs. 25 to 28.

[Embodiment 13]

[0164]

Fig. 25 shows the method of manufacturing a keycard having the information
carrier arranged on the entire surface of the card shown in Figs. 14 and 22.

Reference numeral 250 shown in Fig. 25 (a) represents an original sheet

having an area, for example, of 16 keycards.
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Since the information carrier 252 is randonly scattered on the
original sheet 250, the distribution thereof is determ ned by chance.
In addition, since the information carrier having a three-di nensi onal
structure is used for randonmly scattered, duplicating by such a neans
of photographing.is inpossible. Wile transferring is the only way to
obtai n the safeedniermabon rarier 208 As raslomiy seatiered onithe erigingl éﬁ/eqt@f}@a]
for a

Ine oese, B Ay R EHEG, O EULAL BN oL, IRLE 505, 135 L 2
e T Mo R 605 Y B B 1R Ve

Ref er enceoqiuiRhahe 268rmeM cdrfief! 9. 26 (a) represents an ori gi nal
sheet having an area of 16 keycards. The information carrier is

random y scat{@xtdd only on portions of the original sheet 260 using a
mask and the |like, to obtain the original sheet for a keycard with a
keycard i nf or bce dhe gHopnaBD, capfie B57 &5 tandemlycsnattasedspiothe omgiRalshee6
(b) to obtain a keycard base 261 with the keycard information chip

262. [0168)), the disgihjtion; @rqqf,p%&qspg{rpgwd r¢428f€-i s random y scattered

chance. ©°' 1T aRRRE siricldnf sEopat n Pirish arane eatro S g ucture
t hr ee- di i i o
Qupl | sat Pag by TR OH aRell, Rt e (YRR heBf A BcBrantipe e
transf er rinfp@séiblel NWHIR! tyandgtring i Biebilyt e &PdRaidlithé ishRe! digtibufios hsuch

the transfer is inpossible. [Enbodi nent 151 [0169]
the transfer is impossible.

[0166]

The base plate obtained by cutting may be made smaller to use for a keycard
information chip.

[(Embodiment 14]

[0167]

Fig. 26 shows the method of manufacturing a keycard having a keycard
information chip arranged on the portion as shown in Figs. 13 and 21.

Reference numeral 260 shown in Fig. 26 (a) represents an original sheet
having an area of 16 keycards.

The information carrier is randomly scattered only on portions of the original
sheet 260 using a mask and the like, to obtain the original sheet for a keycard with
a keycard information chip 262, which is then, cut as shown in Fig. 26 (b) to obtain
a keycard base 261 with the keycard information chip 262.

[0168]

Since the information carrier is randomly scattered on the original sheet, the
distribution thereof is determined by chance.

In addition, since the information carrier having a three-dimensional structure

is used for randomly scattered, duplicating by such a means of photographing is
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Fig. 27 shows the nethod of manufacturing a keycard in which the
information carrier is fixedly arranged first, and only information
of the information carrier is random Ref erence nuneral 270
shown in Fig. 27 (a) represents an original sheet having an area of
16 keycards, and pits are arranged re ularly over the entire_surface
of the keiRassibler i fihilel tranpéaringzp the galygyay fo obtaintthg $apgrdisiribution, such
yet-to-be-sqlidifi.ed resin is thinly and unevenly scattered on the

ori gi nal @ﬁ ns dsélgpp%ﬁﬂ?q?'ed to obtain the original sheet for a
keycard w : information chip, and the original sheet is
cut as sm%ﬂb?dr\lhj‘élxg%g7 (b) to obtain a keycard base 271. [ Enbodi nent
161 [0171] f[()16|§i]g. 28 shows the nethod of manufacturing a keycard
having the information carrier arranged on the entire surface of the
card shown i nFig. 8% .shdws ahe mk?hod of mRedfectanag arkeyvesnal inA8licks hiesvinformation
Fig. 28 (a) represents an original sheet having an area of 16
keycar ds.capgar7e) fixedly arangeddpat end opbst infermssion oif ithit frifeinationi sarderisi s
unevenly spread or scattered on the original sheet and solidified to
obt ai n t H8M¥PMgi nal sheet for a keycard with a keycard information

hi p, dth iginal _sh i t. as. in Fig..28 (h).t bt ai
o kbycard basBolegiclansdarer Syt it Ri 07 ) Ratestis T obinaloiiat " "
tr <04 & . fo
Doat tor oo kA arpa B 1 keGSR BECarr B0 By B8R entire, o
[0174]  surface of the keycard original sheet 270,
[0170]

A transparent yet-to-be-solidified resin is thinly and unevenly scattered on the
original sheet and solidified to obtain the original sheet for a keycard with a keycard
information chip, and the original sheet is cut as shown in Fig. 27 (b) to obtain a
keycard base 271.

[Embodiment 16]

[0171]

Fig. 28 shows the method of manufacturing a keycard having the information
carrier arranged on the entire surface of the card shown in Figs. 11 and 12.

Reference numeral 280 shown in Fig. 28 (a) represents an original sheet
having an area of 16 keycards.

[0172]

A transparent yet-to-be-solidified resin 282 is unevenly spread or scattered on
the original sheet and solidified to obtain the original sheet for a keycard with a
keycard information chip, and the original sheet is cut as shown in Fig. 28 (b) to
obtain a keycard base 281.

[0173]

In the case of spread, the information pattern shown in Fig. 11 can be

obtained, and in the case of scattered, the information carrier shown in Fig. 12 can
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Since the yet-to-be-solidified resin 282 is unevenly spread or
scattered on the original sheet 280, the formthereof is determ ned
by chance. Since the formof the evenly spread or scattered
resin has a three-di nensional structure, duplicating by such a neans
of photographing is inmpossible. Wile transferring is the only way to
obt ai n t hBe ht#iedor m such the transfer is inpossible.

Ther ef or e, forgf&% or falsification of a keycard using the hol ogram
or iridescencé, ich uses light interference, is inpossible. [0175]
A readi ng devi AN : | I | gS.. 4

A S Ehe Tt o Bliftedhe vePS BESGRAER il 9R2 lig?/‘%:"%r“g, ?%F%‘frgr%%'?%ﬁer%‘%f’ﬁ the
can be depgghcsiert R thy folRe Giérdbg dtédndhbd BY cholece and the 1ight
detected, since a case of the keycard information chip using the

i ri descent maBeiceahe f@mni betit eqendstprebdier keattsred redih Gasatthese-difidpsional
using the iridescent material for the information carrier will be
descri bedstragture; slvpkcatimigriyy ssicher mearfsooimpltategraplng ieimspasisible. béVhile
described only on the pojnts that differ fromthe case where the

i ri descentraRHeEmgp the oplyeway to obtainthersame Wrawmswdsther Eamsierise
nuneral s 290, 0, 310 and 320 represent keycard bodies; 291, 301,
311 and 32PX ard substrates; 293, 303, 313 and 323 surface pl ates;

and 292, 302, d Y, i: i i [ inent 171
o0 292, 302 1B IERIALAL O AR SRe SRSl BT
devi ce, Wridekcene ! WRicHRSEs HaRt Mt@fdranei® ithpdRinl€ad t he keycard
information chip as a pl ane. Ref erence nuneral s 294 and 295
represent |ighdi#d sources for lighting the keycard information chip
292, and 296 represents_a canera fqrcghotographﬁng. The white
| i ghting sour8eegding dgsica willibeedaspihemrefeEdg tofFigacl® R 34 B are used
for the Iighté@g so%rces,294 and 295. 0177] . Wien, the white
li ghti ng sourCH tBe mippmatign arnersyusedgonhe keyqaghinformatioa dumean bee
are used [ .the l.ighti sqQur ce 94 and 295, .a | or , canera or
the 1 ke d8Ebd ottt n Bl At etk ahTed et i i dRfea i e
used for I.d i : : : i 1 5. e j
sequence afie Kot iBBGEEnE Widie THtes RRE mat Bl ig I Bpl ey i
I't shoul didyeardoinRfmiatiah chipeudiNg eheOfridebEenlt inddtbHAY0E P BfornditidAlcarrier
limted to the white LED, and other suitable |ighting sources can be
used. Furwiliere dédeeibadrdndrcasés tiding bilgirtinfogmation casicrs wildbbe ldesirited drdy
one, and pIuraI.Iightin% sources nay be used.
on the points that differ from the case where the iridescent material is used.
In these drawings, reference numerals 290, 300, 310 and 320 represent
keycard bodies; 291, 301, 311 and 321 keycard substrates; 293, 303, 313 and 323
surface plates; and 292, 302, 312 and 322 keycard information chips.
[Embodiment 17]
[0176]
Fig. 29 shows a reading device using an image pickup device, which is the
most basic arrangement to read the keycard information chip as a plane.
Reference numerals 294 and 295 represent lighting sources for lighting the
keycard information chip 292, and 296 represents a camera for photographing.
The white lighting source such as a white LED, or LEDs of each R, G, B are

used for the lighting sources 294 and 295.
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[0178] When an enbossed hologramis used for the information
carrier, it is desirable that a | aser elenent is used as the lighting

source. [0179] When a fluorescent substance is used for the
information carrier, a UVWLED nay be used as the lighting source.
[ 0180] When a radl oactive substance is used for the information

carrier, a fl BFedcent plate is brought into contact wth the keycard

due t o radh at U e ”tectf%& r%%f%#“ttﬁ%wiﬁ,ﬁﬁeniﬁwiwh““ pef i

K t '
bas 1 11 Cfe fRECRE kB, BRAiAR RBArcel A4 58N B0 RIS LR LAeL hPthe
t he Caﬁerlﬁ{ezﬁﬁlseéflﬁlr pmogmsﬁﬁgd WhER tHB RIS @mt@eanﬁqyaﬁé Qsed fog 5he

information chip 292 is read. [Enbodi nent 18] [0182] Fi g.
shows a rleghdinggsodeces 94hendi 295, did I1g]ntastenndﬂdepte<ﬁa@netﬂaat:ol©f 4 he
readi ng device shown in Fig. 29. The information carrier of

t he keycam@ln@qlirr@nqﬁ(ﬂam:amrqaow@ lsusl usgda t hr ee- di mensi onal

di fferent inf %@We@aﬁﬁﬁa%a%ﬁ%em% g M pcau iy Be. o
ar o useq, WHtE ER0 3R BRG SitBrkTEAR ngg%@g@g{lﬁpél il ef%%@?lgéﬁ%lqilﬁ er
Fig. 29 Yt e hgﬂ?ng WsdkcaS hsanfftqgnftépt&) Byd)"8 ! &:%Ph@{et O#deeeshlﬁaf Ing

used, an osition, e type an er t are
det er m nqgedas appropriate. [Enbodi nent 19]
[0178]

When an embossed hologram is used for the information carrier, it is desirable
that a laser element is used as the lighting source.

[0179]

When a fluorescent substance is used for the information carrier, a UVLED
may be used as the lighting source.

[0180]

When a radiocactive substance i1s used for the information carrier, a fluorescent
plate is brought into contact with the keycard information chip without using a
lighting source, and scintillation due to radiation is detected.

[0181]

When the keycard 290 is taken into a keycard-lock and stopped, the keycard
information chip 292 is lighted by the lighting sources 294 and 295, photographed by
the camera 296, and the keycard information on the keycard information chip 292 is
read.

[Embodiment 18]
[0182]
Fig. 30 shows a reading device having different concept from that of the

reading device shown in Fig, 29,
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[0183] Fig. 31 shows a reading device which reads the keycard
information chip as a pl ane. In this figure, reference nuneral
314 represents a light emtting/detecting elenment matri x where |ight
emtting/detecting elenments 315 which are constituted by the
conbination of the lighting source including a red LED, a green LED,

a bl ue LED or Thganformation garzieg phkhe keyrard indprmationadin Azs BS@HER such

hot 9 di od t i stor. fi d
"o & bl andresfimmdyBlSiee S A aingd weohdpatelirarintiGER b aLa.
It shoul ddjpg%ir&%’e(gﬂ%g&g iﬁfﬁﬁ“{‘tY‘ﬁF%@Lbeé [{@Bksl{eghtl ng source i s not

limted to three red, green an _ [0184] When a
fluorescent supglignelingdeises of BihtinBeourleos0MRah Bw6 Rhamiels 308 AN-FIA for
may be used as the lighting source. [0185] When a radi oactive

subst ancephdograpiing are tibed.i nformation carrier, a fluorescent plate is

brought into contact with the keycard information chip w thout using
a |lighting soliexthe kghdingcsonred By, ithe white EIBDrused an iFagy 49%somiat BEDestich as

[ 0186] When keycard 310 is takepn into a keycard-| ock and stopped,
the keyca? 56& fﬁ%@r&'&?%% P{aaﬂ&e fEDp'wS?fL hG RISHIO g tvgaand the

emtting/ detectin I nt _matrix 314 in planar shape. Under this
conditio urbﬁeer t;h]egergz?aﬁ%ﬁﬂem&e&lea[sea@pf%ﬁaé@emm s conprised in the
l'ight em tghpedidetegdi ng el ement matrix 314 and arranged in planar

shape det ect %e mg(or mati on pattern of the keycard information chip
312, and the kgwzard information fromthe keycard information chip

312 is read. By adopting a field-sequential-color systemenmtting
the |ight perFgoBbrshows aagadingelevichavicnberds ahe kbegcard gitbrdsticectliipgs a
el ements can be reduced extensively. [Enbodi ment 20] [0187] Fi g.

32 shows Mak%adi ng device that reads the plane of the keycard

information chip.as an assenbly of |.ines. ) - .
E‘l t@us ﬁgure, reference ){mmeral 3[114 represents a light emitting/detecting

element matrix where light emitting/detecting elements 315 which are constituted
by the combination of the lighting source including a red LED, a green LED, a blue
LED or the like and a small type light detecting element such as a photo diode, a
photo transistor, a CCD or a CMOS, are configured in a planar shape so as to cover
up the keycard information chip 312.

It should be noted that the type of the lighting source is not limited to three
red, green and blue LEDs.

[0184]

When a fluorescent substance is used for the information carrier, a UVLED
may be used as the lighting source.

[0185]

When a radioactive substance is used for the information carrier, a fluorescent
plate is brought into contact with the keycard information chip without using a
lighting source, and scintillation due to radiation is detected.

[0186]

When the keycard 310 is taken into a keycard-lock and stopped, the keycard
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Fig. 32 (a) shows a general arrangenent of a detecting unit of the
keycard i nformation chip reading device, and Fig. 32 (b) shows the
correspondence between the card and the |ight detecting unit for

| i near detecting. [0188] Ared light emtting/detecting el enent

array 324, a green |ight. emtting/detecting elenment array 325, and a
bl ue’ | i ghffaEFAEpR ﬁBVPd%]th’@tHQ%W@P veder e light saytiangddeipeisigelement matrix

cont ai ner, havi a wdth.sljghtly | onger . than the width in vin

i rect | Pl Mg aYb-o Giden thisconfiign (peaapt s octeltheBmgts
light em tti i : 4. .t r i :
19N, o b ARCS 5L K08 EhATERlIeRELAY Rt LR A AR Bl in plarar
em tting/gghedbtded tipd BEMatRhRAY AL 6f BHeCkdicHRNnRhfRtOR RIAST, e8d tRed
any conbination of colors of l'ight emtting/detecting el enments can be
used. [ 0l@§tard infdrmatiddiftonothe kegdardinforneationi ohip 8tRiice=adnd the |ine
source for Iihght emtting/detecting el enments may be used. [0191] When

an enbossed hBY agerimg & figklexequentidtesolonfsystien pwiftioarthe dight per ¢ador in
desirable to use a |laser elenent for the lightin 0192]

source. |

When a f1S56ReEeFe ByBRenplthe; lght detpchag elrmenis &aﬁﬁﬁireﬂu%@qt@rs,wely-
UVLED of df the lighti . [0193
o] rggécﬁ%gpg%ﬁe use or e lighting source. | ]

Wen a ra stance is used as the information carrier, a
fl uorescent pL@tBQ]is brought into contact with the keycard
i nformation chip Wi thout using the Iighting source, and the |ight

enitted is defigc82dhdys §Gemdihg daticehat(red@Hhe plane of the keycard information
chip as an assembly of lines.

Fig. 32 (a) shows a general arrangement of a detecting unit of the keycard
information chip reading device, and Fig. 32 (b) shows the correspondence
between the card and the light detecting unit for linear detecting.

[0188]

A red light emitting/detecting element array 324, a green light
emitting/detecting element array 325, and a blue light emitting/detecting element
array 326 are placed in a container having a width slightly longer than the width in
moving direction of the keycard information chip 322.

[0189]

The red light emitting/detecting element array 324, the green light
emitting/detecting element array 325, and the blue light emitting/detecting element
array 326 are given here as examples, and any combination of colors of light
emitting/detecting elements can be used.

[0190]

In addition, both of the point source and the line source for light
emitting/detecting elements may be used.

[0191]

When an embossed hologram is used as the information carrier, it is desirable
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Unl i ke the readi ng devices shown in Figs. 29 to 31, in the reading
device of Fig. 32, the keycard information on the keycard information
chip 322 is read during the tinme when the keycard-|ock 320 is being
taken into the readi ng device, not after it is taken into the reading
device and is stopped. [0195 .. . \Wen the keycard-lock 320 is taken
into the YU hlpsgelement for thedightingsgurces he | ght emitting/ detecting
el enent array? ﬁ%ﬁ, 325, 326. At this nonent, the linearly arranged
arrays of the ? t emtting/detecting elenents detect the

| nformation paarngebls: KayGand f[sflfs%ﬂré?tthgﬂﬁﬁ Pacﬁl%{%ﬁn%et?\‘?f,tg of
signal s generated In association wth the nmovenent 0 e Keycar

i nformat i@ £ hagde e fletiRcigetifosduriaiousl y in anal og manner by
each light detecting elenment or discontinuously in digital manner, or
scanned as an[0¥#de |i ke using a facsinmle nachine or a scanner, and
then, the card information of the keycard information chip 322 is
read. By Wh¢opt radipagtive stihstansguensedbs thyt mforsysiosmasnen eiflugredeent
| i ght per col.or in_sequence, the nunber of. the light. detecting

el enent s & Bdroughlideie wptash @ﬂ&eﬂgﬁ. kt‘[YEﬁl{S’d&}%wtwa 1y witbeyt using e
aut henti ci fy. judgin ho i)l q rib referring to Figs. 33
Co 35 by Nk oS pR brelah sl RRRA S P SERFRAAY co of i g, 20
is used. The pafganmation carriers used for a keycard information chip
can be all detected optically. Regarding the |lighting source and
the |ight detpaliesthd hedi@ydaicksi ShoRnTRIFISS 20NoB1Ysh Btk FadFRSdeite of
material is the sinplest. The keycard information chip using the

i ri descenfign®?,ehe deyemdtihfermatiar onthe kepard irfornatidn digp 8228 ¢ rdadduring
[0197] W (Wite) in Fig. 33 shows an exanple where the keycard

i nf or mat it8A toke whes t ﬁ&pm@ram@@mmmng: takish natol the reading deviee;t rot| Afor
and the color canera andﬁﬁhere.the i ridescent material of all R G
and B ar &t fetakeR &0 the frading dGyicg and i5198P¥H by R, G and B under neat h
shom1conditiogﬁ'§j the iridescent material showi ng each of colors
separ ated by @ or filter of the canera. [0198] In Figs. 34
and 35, W R ywhen Bré ﬁé&&?ﬁ@—?&‘i’{ 30 Wiaken ek Féaﬂgx dﬂl&rice‘“ﬁ: asses ynder

respectively. In each drawi ng, the 1Tmage Is divi info portions:

t he firsttheUigf ambtting/deticting @feryntoartdiidesaal 335 3J6e Ae¢RBGnéHasH e by

a nuneral 2; the third quadrant by a nuneral 3; and the fourth

guadr ant limgady anmaged adayqd 6f11h8]light emiAmgldeteainyetlemeantisedetedt tilevi di ng,
di vided by a diiagonal |ine may be adopted, or further, subdivisions
can be pdnibonawen préernnadhe &gygard[infpomption chip 322. Electric signals generated

in association with the movement of the keycard information chip 322 are detected
continuously in analog manner by each light detecting element or discontinuously in
digital manner, or scanned as an image like using a facsimile machine or a scanner,
and then, the card information of the keycard information chip 322 is read.

By adopting a field-sequential-color system emitting the light per color in
sequence, the number of the light detecting elements can be reduced extensively.
[Embodiment 21]

[0196]

An authenticity judging method will be described referring to Figs. 33 to 35 by
taking an example a case where the reading device of Fig. 29 is used.

The information carriers used for a keycard information chip can be all
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In this nmethod, a pattern of the inmages divided is not detected.
Instead, the average light intensity of the iridescence, i.e., the
total light intensity, is detected. In these draw ngs, the
synbol [-A] indicates the total light intensity of the color in al
portions of the keycard_information chip. The synbal -Tl i ndi cat es

the tot al d¢teghed qpkcals| Rpgerding fhedighiing; seurgeea rlighy detested, flae
keycard i pformati.on chip;,.the s ol [-B]l.the.total. |jght intensit
of 't he. coferat e R, A2 SrocrenicEytelis eimalehn T Eepidy
the total;li . L: : I L r f t
keycard i %r%{rl?ltgto P%l c%‘%é[ t?é ﬁdét%ﬁéeiﬁtlgétgbgll :}%ﬁxte 1|hn erﬁ@l&b >c/:a %Iert‘ﬁlg b§0| or
in the | efdschpbd. of the keycard information chip; and the synbols [4]
to [-4] each indicates the total light intensity of the color in each
of quadrants 0019Me keycard information chip. [0201] By the
procedure as descri bed above, the information of the total |ight .
intensity, i.® (WhiteypiasFigf 33 ahowsan iesamplerwheretthe fkeypardRnfo@nation Bhip

and 27 types of information in total can he WN. Through the
conpari sof Rhotagraphed by the; pmbination f; tﬁ9 "Yl'fﬁeot agthgiolay Gamezdahd ned

o L TP i b B BB L e T
keyeard | nfof TG BudndEb 0L S BAReCHERh L boRELDE ke

by the whirdesdeBPmdtemal hOWwiy ¥tht o ORI sepMh@d. byt h€olvhfilter 60t camera.
detected by the color canera is a pseudo-white col or because a col or

filter is used0198] Accordingly, the detection of the light through
t he conbination_of the white LED and the color canera is |imted only

to the |ight,InRigsh34¢and e, Wete &, d8l conrespoaddenti Rabi and Bfof g 44, ght
emtting color,and the color .filfer. In . this respect, care t be
taken as HSDIREN- ilb@a@lf AW% theping ﬁsfgﬂldsﬁi %ﬁauworwesr $he Bistor
canera is . In order. to satisfy the accuracy,af the
color 't o BUAFEL i RAPRg by apilpBL 17 Ind SeoRh ahidkely By AR The 4ty
on physi 9 411’1\11%1‘5? i H{Ehﬁ j Qraif t I'ength, not on
vi sual sgﬁisae. Iogo4 Ighﬂg%j It glr’lﬂhts%daa Vi ?}V@I @ﬁf%ﬁ%ﬁ% LED used as
an LED for a [¢@oiing source, an ultraviolet LED and an infrared LED
are used in conbination or selectively, thereby making unauthorized
readi ng diffiAslkhe ofie?@xnnEnof Gmidingisdivided ag ardiigophl lisoungdr ddoptety or
di fferent wavel engths and a
further, subdivisions can be performed when necessary.
[0200]
In this method, a pattern of the images divided is not detected. Instead, the
average light intensity of the iridescence, i.e., the total light intensity, is detected.
In these drawings, the symbol [-A] indicates the total light intensity of the
color in all portions of the keycard information chip. The symbol [-T] indicates
the total light intensity of the color in the upper half of the keycard information
chip; the symbol [-B] the total light intensity of the color in the lower half of the
keycard information chip; [-R] the total light intensity of the color in the right half
of the keycard information chip; [-L] the total light intensity of the color in the left
half of the keycard information chip; and the symbols [-1] to [-4] each indicates

the total light intensity of the color in each of quadrants of the keycard information
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non-linear elenent, the |ight of the frequency, which is obtained as
a difference between frequencies or a sumof frequencies may be used.
[ 02061 As other itens to be used for the judgnent, there are the
val ue of the highest |um nance in each area, the nunber of pixels
where | um nance is higher than a predeterm ned val ue, the nunber of
assenbl i eMBf bright pixels, the length of contour of the bright

pi xel , charac ﬁéd tics of the bright pixel, the weighted point of

di sper sed brig 1goi nts, the peak position and peak value in

| ongi t udi nal gqﬁg% Xﬁ&%béh@%%%%ﬁ?@é" thi ﬂﬁ?ﬁﬁ;ﬁf&ni SERHE told ﬁ%‘i‘. on.

hi st ogram of e rou wel UM ance T ne

| ndustri agnteéMaiplyl E&DD!tipas &fqafb?ﬂnamn chUé%khQﬁTthé\R & KRYBaasd 9$ eﬂaésrbft he

keycard and keycard | ock system described above is i npossi bl e

princi pl einfosratien iegotat ean mgkhdwenkeycard in the keycard-| ock rrakes
plural keycard-locks be easily available. [02081 Wth such
char act eri st i ¢8rotigh tharcompatisen ofhertotal light uﬁ@mﬂyanfoanmyn avhdclf sr

n addi ¢} gineq g ﬁi‘eﬁk%c%dom? SREPAIEHD & Fcime oy Mo ke
o RTI To Rl  lr BER.T
P o SSRHAUETMED @Rt ¥ SRRV R B RN TR e
resin judged.

[0202]

The white light obtained by the white LED is a pseudo-white color. Also, the
white color detected by the color camera is a pseudo-white color because a color
filter 1s used.

Accordingly, the detection of the light through the combination of the white
LED and the color camera is limited only to the light, which can be detected by the
combination of the light emitting color and the color filter. In this respect, care
must be taken as to which type of white LED is used or which type of color camera
is used.

[0203]

In order to satisfy the accuracy of the color to be used, it is desirable to use
the color information based on physical color information, that is to say, the
wavelength, not on visual sense.

[0204]

In addition to a visible light LED used as an LED for a lighting source, an
ultraviolet LED and an infrared LED are used in combination or selectively, thereby
making unauthorized reading difficult.

[0205]

Further, using laser light sources having different wavelengths and a
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12: nmetal granule 22: fiber piece 31, 42, 46: pit 62: fluorescent

substance granul e 72: radioactive substance granule 82, 102, 143:

thin iridescent piece 93, 112, 122: resin 130, 140, 151, 161, 171,
210, 220: keycard 131, 141, 211, 221

non-linear element, the light of the frequency, which is obtained as a difference
between frequencies or a sum of frequencies may be used.

[0206]

As other items to be used for the judgment, there are the value of the highest
luminance in each area, the number of pixels where luminance is higher than a
predetermined value, the number of assemblies of bright pixels, the length of
contour of the bright pixel, characteristics of the bright pixel, the weighted point of
dispersed bright points, the peak position and peak value in longitudinal and lateral
histogram on an binarized image, and the histogram of each pixel through weighting

of luminance information.

Industrial Applicability

[0207]

Duplicating a keycard used in the keycard and keycard-lock system described
above 1s impossible in principle, while registering the keycard in the keycard-lock
makes plural keycard-locks be easily available.

[0208]

With such characteristics, in particular, when it is used for a keycard for
vehicles, it functions also as an immobilizer, and is useful.

[0209]

In addition, it is useful for a key for a facility or a room where plural relevant
parties come in and out, such as for using for an admission allowance.

[0210]

It is also useful for a key used in a shared-use system such as a car-sharing

system.
Reference Numerals
[0211]

11, 21, 33, 43, 53, 61, 1, 91, 111, 121, 144: transparent resin
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substrate 133, 213, 223, 252, 262: keycard information chip 145;
transparent resin 142, 143, 144: thin iridescent piece 150: keycard
152, 162: container 153, 163, 173: shutter 154, 164, 174: w ndow for
readi ng 155, 175: cover plate 156: housing

12: metal granule

22: fiber piece

31, 42, 46: pit

62: fluorescent substance granule

72: radioactive substance granule

82, 102, 143: thin iridescent piece

93, 112, 122: resin

130, 140, 151, 161, 171, 210, 220: keycard
131, 141, 211, 221: substrate

133, 213, 223, 252, 262: keycard information chip
145: transparent resin

142, 143, 144: thin iridescent piece

150: keycard

152, 162: container

153, 163, 173: shutter

154, 164, 174: window for reading

155, 175: cover plate

156: housing

160, 170: keycard

212, 222: surface plate

214, 224: certifying chip

250, 260, 270, 280: original sheet

251, 261, 271, 281: keycard base with the keycard information
282: yet-to-be-solidified resin

290, 300, 310, 320: keycard body

291, 301, 311, 321: keycard substrate

292, 302, 312, 322: keycard information chip
293, 303, 313, 323: surface plate

294, 295: lighting source
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160, 170: keycard 212, 222: surface plate 214, 224: certifying chip
250, 260, 270, 280: original sheet 251, 261, 271, 281: keycard base
with the keycard information 282: yet-to-be-solidified resin 290,
300, 310, 320: keycard body 291, 301, 311, 321: keycard substrate
292, 302,_31 322: keycard information chip 293, 303, 313, 323:
surface p"f%eét)%f)ﬁ),%kzg‘@%eﬁ ghting source 296, 303, 304: canera 314:

i ght emJjting/detect.in | enent matrix .315: light emtting/detecting
el enent 3%% ﬁ%% ??@ﬁ?g@ﬁfefﬁp%ﬁte&%n%&éﬁé el enent array 325: green
l'i ght em 4{5. ngigel a6tk ay 326: blue light
emtti ng/%lteSt ecéﬁﬁg fécf1e%g%ft?ek§1?§§§/en%ﬁ
324: red light emitting/detecting element array
325: green light emitting/detecting element array

326: blue light emitting/detecting element array
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Claims 1. A keycard/keycard-|lock system conprising a keycard
including a card to which three-dinensional key information randomy
formed on a surface is non-renovably provided, and a keycard-| ock

whi ch is | ocked/ unl ocked by said three-di nensi onal key information of
said keycard. 2. The keycard according to claiml, said

t hr ee- di nEHSMSnal key information conprising netal granules m xed at
random positions in a transparent nmedium 3. The keycard according
to claim1, said three-dinensional key information conprising fiber

pi eces m xed at Hi?ﬂ(l[ $ 1] i r J 4 ‘
keycard ag'co_r %‘l 1Fl(li:?’?:tao C %glrsnd %Cgs% glseg Ht E?ﬁle%&ﬂ?%gns? _tg%lj_gﬁgtlg?/}nignaf %arr Erl-rgfiv‘f)hrllch
conpri Si NehrBklifm iR Xey dRfohRAARH raldomn 8RR 4 5@fce ishonliéhovably
keycard according to claim1l1, said three-dinensional key infornmatioh

conpri si nprdvidedy st e ikeysarddvciknehichriafodked/unlocked 8y shidntiore-ginsdrdsionabkey
in a transparent nedium 6. The keycard according to claim1, said

t hr ee- di maertign afepid kdyeardat i on conprising iridescent pieces mxed
at random positions in a transparent nmedium 7. The keycard
according to claim1, said three-dinmensional key information

cormT ) 118 SRl B O GRE B 5 RO R o
e, TERRAgaL et LAY QL O SH B NSl SRR

t hree- di nensi onal key information conprising iridescent pieces m xed
at random positions in a transparent medium 10. The keycard

accor di ng3.t o Thaikeydardsata-dity weclaiminsid tlake kdayengid ey iinformation
conprising radioactive substance granul es di sposed at random

posi t i onsComprising fibetkpigees Mixascairranden wosiElons isa 4ranspargnt med8inand 9,
wherein said three-di nensional key information includes multicol ored
information. 12. The keycard according to claiml1l, wherein the card

i's housed,in tainer. wi.th a shutter.,..13. .The ke rd.accordin
to claim® r aPERGHEHRGraink D ARl §. e teps o hsiongt Rek afbfmadon @
" _ . = , , 0 . " qi
encr yPt ece gl Rin! a8l HolehndbAREPhORAkolosidty M on 15 stored i
5.  The keycard according to claim 1, said three-dimensional key information

comprising fluorescent substance granules mixed at random positions in a

transparent medium.

6.  The keycard according to claim 1, said three-dimensional key information

comprising iridescent pieces mixed at random positions in a transparent medium.

7.  The keycard according to claim 1, said three-dimensional key information

comprising droplets of iridescent material disposed at random positions.

8.  The keycard according to claim 1, said three-dimensional key information

comprising a layer of iridescent material spread unevenly.
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14. The keycard-1lock according to claim1l1, wherein the key

i nformati on being three-di nensional and at a random position on said
keycard is regi stered, and when the regi stered three-di nensional key
information is read, the keycard-lock is | ocked/ unlocked. 15. The

keycar d-1 ock cording to claim13, erei.n id three-di nensi onal
k ez i nf or ti%ﬁe i?{gy%q;; @ﬁrgalga’qqcpij,lglgrgstagf Elgge—%lmenswna? key information

comprising iridescent pieces mixed at random positions in a transparent medium.

10. The keycard according to claim 1, said three-dimensional key information

comprising radioactive substance granules disposed at random positions.

11. The keycard according to claims 4, 5, 6, 7, 8 and 9, wherein said

three-dimensional key information includes multicolored information.

12. The keycard according to claim 1, wherein the card is housed in a container

with a shutter.

13. The keycard according to claim 1, further comprising a self-certifying chip,

wherein encrypted data of said three-dimensional key information is stored in said

self-certifying chip.

14. The keycard-lock according to claim 1, wherein the key information being
three-dimensional and at a random position on said keycard is registered, and when
the registered three-dimensional key information is read, the keycard-lock is

locked/unlocked.

15. The keycard-lock according to claim 13, wherein said three-dimensional key

information is encrypted and registered.
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