WO 01/ 20872 PCT/ GB00103338 1 PACKET AUTHENTI CATION This invention rel ates
to a nethod of operating a packet network and finds particular application
in control Wogpeshe transfer of data packets over a packetporr.gashidsy K- It
has become increasingly inportant to ensure that adequate security is in

pl ace to protect the infrastructure ahd applications operating over public
data networks from attack by unauthorised users. Wthout adequate
security, false infornationPA@,yETbqu-ﬁgﬂﬁI@m?@g to users of the network or,
potentially, operation 10 of the network infrastructure may be severely

di srupted. A data source connected to a packet network may send data
packets o~ onergl iBhfor R B4 Melhdl 39 oflEHA] o BallTRELW Gk afi@ iflad ' ANSPOT!
nmet hods. In packet network term nol ogy, Sendi g a pac eror8ma sy ngl e

reci pi ent paickiapapplicstiomiin contreliing) the Heansfer of pdedk atackass myes pepadketal | y

addr essgd fQborkhat recipient. Sending a 15 packet to all possible

reci pients 1's known as broadcasting, a special address being used to
ensure that thelt pagReqomesingreasingly imrartand topnsure thas adesuata sesdrityds irhe
network, pRke48 GbtdcPafb iRfrd¥ubtPd ahBCapPREARKY opefitilh"Gve? RBHE Hard O @
subset of all possible recipients, 1n particular to those reciplents who
have el echelvarks fropriatiaci By kenasthesisedrigersr itfoup rdeawatenecuritd fass abl e
groups, i fhebkfatibh Hthyl Be Branditiel ‘tf%El‘sr&?-th§“§h~or2%r,gﬁ&99§alﬂ,r Gpdrfig T €d to as
mul ti-cast groups. I'n a known nulti-casting arrangenent there nay be a
nunber 1&f ohilietnerwerkdnfrasteishiye mayibegsveretyrigtipted. a potential recipi ent nmay
subscribe 10 regQiakLsélrbd coMRetelltd a Faklt Rbtidrk Fs! sedb UiRa haci@isSiganed a

uni que nulti-cast address so that a data packet addressed to a particular
nul ti - casPNafUMeEsTegiPiertssingpne QfrapHmker of datagranspeny imatbadss Iiheackebi ng t o

that mult hetask teririhdogy) $HnBind! & IPackdt ®0aCdi& FecigidftNisNnowsa4Clini- By be
connected to a packet network for the purpose of routing information from

an i nf or nER5tHA, S§date packst (belng speeificallyjadrregsad fos dhatyecipisatySendiag\d ce, to

one or 1810packePREAI hEdivie! tciplends s IMBWNCRESad AEMYP D) spebial Afdiédihenfy VEr  May
be a conventjonal server conputer with one or nore interfaces to'the packet

30 net wor Kseddpeasgedhatsthg pasket is distringter io @l usera sammctedoghe setworkuch as

TCP/ 1P apdicst @Badtld bart GR%hé REIrR! SiAlingSH phck@s té BeubSdtesit pdasBied
Managenent Pr ot ocol 'éi GIVP% Version 2 as defined in Internet Request for

| on >
Comment  ( FeEtRjen3S 4% PartisHigr FSHeae BreiRies Mhodiave elesied: edersiyeparkets@tgi neer i ng
Task For ceetmbErbRf. orlerbrahét@raddressable groups, is referred to as multi-casting. Such

20 groups are referred to as multi-cast groups.

In a known multi-casting arrangement there may be a number of multi-
cast groups available to which a potential recipient may subscribe to receive data
packets. Each multi-cast group is assigned a unique multi-cast address so that a
data packet addressed to a particular multi-cast address will be delivered to all

25 recipients subscribing to that multi-cast group. A hierarchy of so-called “caching
servers” may be connected to a packet network for the purpose of routing
information from an information source, such as a “publish & subscribe” news
service, to one or more specified multi-cast addresses (groups). A caching server
may be a conventional server computer with one or more interfaces to the packet

30 network, arranged to operate using known transport protocols such as TCP/IP
and/or a multi-casting protocol such as the Internet Group Management Protocol
(IGMP} Version 2 as defined in Internet Request for Comment (RFC) 2236,
published on the Internet by the Internet Engineering Task Force {IETF). In order



WO 01/20872 PCT/ GB00/ 03338 2 for data packets to be correctly transferred
by the caching servers, each caching server is configured to forward a
recei ved dav@oeyegiRRet to one or nore predetern ned net worACTARS0OIIR | ONS,

ot her caching servers in the hierarchy or servers providing end users with
access to a nulti-casting session for<exanple, 5 according to the |ocation
of subscribers to those nulti-cast groups. Preferably, packets are sent
onl { on\fwe1 foedenacﬁhcdgcsttbrb@tdm::&,n&aesfem&mbwgweseﬁdh&rg suirvdrs, Ogalcl cﬁél’ﬁm icate a
packet en required.to er _of packefs required
to be sentsemroﬁsdéf’“ff%"%qd Sfr ?‘l’ft‘ﬁ"taéd ? JFY veéYlé/ é{a?aofpﬁcgboﬁ?m?“ Pt 8L group of
users is g:rrewettérymnidaﬂuembrk atestirdtiobsit othlee chehieg sstvagseurothajeierareﬂyyoto a user,
in 10 comparison W

‘ﬂ re utred to.uni-c -talgﬁhe inforﬂ)aué)n get from

t he sour co['§"s BEY ’bgf e'E' oiy: §°°se8?)§?§t'@r'@§° IR F&Y O NBP i - casting
ar r angesendcsording tontrer &ﬂhﬁqn bhsﬂmcnaers no thbsd multbtdsoyradpst PesferdBlyr i ng dat a.
The pri mar ur pose of I -cas rver . infrastructure is to

di ssem nat% ?‘ﬁf c?f?‘rﬁf"?%ﬁa'f’ 'E:ﬁbtgc?"’] b ?ﬁeﬁgﬂaetg’?l %'ﬁ?o(f?ghmg %"eﬁe"f"&ﬁ"b

mul ti - castrepligatel ﬂg:aSBErtV\Qhéh véquired) e @b adol. yn cmamg;y ahy noaibee of bycke&ddr essed
un u thor| sed

dat a packet ved her ef S8
user to trg‘ﬂ‘gﬁg fb§I ¥|'nag'd3r éosdlgg{ng |cas€ rg‘saglggt?ﬁ e ﬁope t hat

caching asenselssgratly rbdudel:lf tatla)l ptutopmganﬁ StlagsepanISGrgeBa aKusennirsecurity
techni ques_for .use i _aLr %FQ 0 in types:
t hose ﬁ at“ﬁ‘r"SE'so@t Wftﬁet con %SED agcg 'Ig tﬂgg sgt?on hose |geha:EL'\%)eafJE?hent I cate

t he sour ceeacth oﬂﬂ’toaepaerkselsarat"e'lvose nmeasures designed to protect the content

of data_packet sy gl Sk, aht Sl A Aid UraSIMBRLE ardiheldTR SHERLATL DI cal Iy

at the applicati 8 y in or mat ce provi or exarrpl e
usi ng knowheir daettlmdentrtnyap$faumgt®¢$mmmeemawome$e o @chultipakt cachiran | evel

security @%@%vﬁ.ﬁ&sﬂemaﬁe 2% agagﬁ@aé Yni @R Rt o HuBbéd B&ngt?on%aﬁh' hg

servers at ransport | eve ata pac ets ori gl at | ng rom ot her
pot ent {18l Ingtweorkuef smulticeast daching negrvers c wilt iaeperalivt gaOWRY adnvarsgeestii any user

may send %h.aesgegc&ﬁg Sallet redivi! tydit M lid &hé;@fa;e p@sqm;eeﬁ anfbinsMRsdgeCchni que

that nmay be us to both authenticate the source o data packets and to.
enabl e unasehtorransehitcialengeesseasstaver multicasitaddresserogdhelhere thgherahing t o be

detected ig bR ‘gnqgggu@y 61,10 éa@é thos8 Nidlskdges] Nt o each packet. A recipient
cachi ng server code e signature’in each received packet and
Known security techmques for use in multi-casting arrangements are of

20 two main types: those that protect the content of data packets and those that
authenticate the source of data packets. Those measures designed to protect the
content of data packets, against alteration for example, are implemented typically
at the application level by information service providers, for example using known
data encryption techniques. However, such application level security measures do

25 not generally prevent distribution by caching servers at the transport level of data
packets originating from other, potentially rogue sources. In a multi-casting
network arrangement any user may send data packets over a valid multi-cast
address.

A known technique that may be used to both authenticate the source of

30 data packets and to enable unauthorised changes to the content of those data
packets to be detected is to encode a digital signature into each packet. A
recipient caching server may decode the signature in each received packet and

decide, on the basis of the apparent validity of the packet, whether or not to



decide, on the basis of the apparent validity of the packet, whether or not
to WD 01120872 PCT/ GB0O0O/ 03338 3 forward the packet. An exanple of a known
digital siwoainos® technique is PGPl" as described in RFECHEBd/0338bI | shed
on the Internet by the Internet Engineering Task Force (IETF) Network

Wor ki ng Group. However, encodi ng and Yecoding digital signatures for every
packet to be sent and recelved respectively adds a 5 consi derabl e and

undesi r abfgiwaneihg§ackdtOAh RRaMpIR G SHnB @Rt sigRatlife tebkiigueiBPigPtsas 1N a
mul ti-casting arrangenent in particular. Accordi ng to a first %%{l)(act of the

present i AessHbechin R APR1 . Rublshsd weife dnternst H‘éah‘b'l"‘ TBFEBNEGRe packet
over a pagkeb (IETF)NekwbikOWorkihg IGTburs HORévek Oendhﬂﬁlgoéncmﬂé&w aRftaised

reci pient servers, the nmethod conprising the ste [ t a first
server, sEgnatHEes,for Yo oRBTHL 19 P6n&Yr 2RDr @cﬁ“’g‘?l 'ﬁ&’?e"a‘é{?'& 2"4'.13‘?e|?ent s; (ii)

sendi ngs acéiteratiie sl GhdesPabld OverReadltohRé brcessirCieniifst tosblteqlacksts Secur e
communi cation neans; (iii) selecting an unused data elenent fromsaid |ist

and i ncl ully *h@‘”gh??ft'g% HaRgement § PRSI} enent in a data packet to be sent:

and (iv) sendi ngecordifly EabafiraaiRtt b tsdbisantlingdntdAtHerd iPp@Rideser ver. I n
this aspect, the source of a data packet nmay be authenticated with a

r easonabl E‘eUI?Gr‘éfec%'l"e‘gB%Gr‘fatt?/ pﬁf'ﬁ’n(ﬁ‘ﬁ' # ipacket ngtwers fem i3 tsh §¥VEed i nher ent

in digitaghe&f @Bﬁéﬂtﬁbﬂs@&lﬁwt;ﬂ&&&erv—@mtthﬂﬁHl@ﬁdfl@lﬁg&ﬁ@bﬂ%bﬂuﬁ of the
present_inventiagn 20 IS not require sﬁ 2 rotect the content of .a data
r ?/H

packet{%géﬂ nst 81 8 et SBRYer ofPng & RIS OPR (P TP 18RS 9FRe packet

was sent by a VéMrhéhts] r st server. The data processing involved at a first
server i electing a data froma store and,i ncl udi ng the
ot o el entilc | Poatla AL R Sty R SLAAGC ociieg e & SPURr ) sa |
Met hod st eps (iddn)mnandat(oh\theaniay be repeat ed in respect of each subsequently

cent ot Sy (1 19e-tPR 0 oW T denp T s94 ot BUCPELAPRGE ATl number

of datss el errentdmaielﬁmemnnmdaeqbacmmbwernpamﬂ a further list of data
el ement s ﬁresy storg her w of the further 1|ist

sent to alYhori%8 '"P(?E'd aé%P%CkSEE 364 ﬁ'ﬁn?rbsegr‘f%‘f'ﬁ'gaog%‘éeﬁs (i) and (ii),
bef ore forwardi lnghlfswsbhﬁr tl'pﬁsdwd:es of scaiaﬁrlyadkat)myrmi aatemtfcateeicwitie a
transm ssion ge rgeSe ecun g%ugg I Ofs |dat 5 ?flreeqemkgrertmtoman
author | solParel dierde B shauipiitodt 1Fe. e mePem et
digital signature technlques The authentication technique of the present invention
20 is not required to protect the content of a data packet against alteration, only to
provide an indication that the packet was sent by a valid first server. The data
processing involved at a first server in selecting a data element from a stored list
and inciuding the data element in a data packet before sending it is potentially very
small. Method steps {iii) and ({iv) may be repeated in respect of each subsequently
25 received packet to be forwarded, until all data elements in the list sent at step (ii)
have been used or until a predetermined minimum number of data elements remain
unused. At this point, a further list of data elements may stored or otherwise
obtained and a copy of the further list sent to authorised recipients according to
method steps (i) and (i), before forwarding further packets.
30 Any known method of secure transmission may be used to convey the list
of data elements to an authorised recipient. For example, an encryption technique
such as PGP, as referenced above, may be used. However, it is important that a

list of data elements is not made available to other than authorised recipients,



such as PGP, as referenced above, may be used. However, it is inportant
that a |ist of data elenents is not nade available to other than

aut hori sed weopiseht s, WO 01/ 20872 PCT/ GB00103338 4 ot herau/GRo0108338

aut henti cati on nmethod provided by this invention may be conprom sed by an
unaut hori sed user. Preferably, sel ecti‘bn of a data el enent froma stored
list, at nethod step (iii), may be nade at random As will be expl ai ned
bel ow i n retrakwies the dutienkicstithedgithd rpoeidpd by had dnpatieat snayi tbei S

i mportant that an aut horised u is not able to easily predict either

t he next d&?'&p@f'léﬁ?é V?’b”'l?é'a'é"é'F%ciTs@ﬂ fromthe list or the position within .
the list of a sedrertably,delettiel ei®data deraérarfadrh \a, stofed lisgl st chetodistep el ement
may be hashed with the content of the t a packet |ng a known hashi ng

t echni que. E;n TRY sPEvd)PenEt | 'ﬁﬁﬁ’%e(fsda‘f"gabel(fg‘glla@ﬁ%n Py Hbt'léF'?WfbcfPatel y
visible g oaaaa.owwgtr@qecaﬂobfw pamaaist ris ng:ai&hathapaﬁ k:ahmhoms"wnsassng t he

mvent | on. et el syt el feribshiedd AL IF RG caRuet AR P over

packet net gothe ﬁo&ﬁﬁh&vufﬂnrrﬂte liseofveseléced daw etgmeny e aut hori sed reci pi ent
servers, the net si.n e author| ed

eci pl ont - ServerroeEERy Jhsesd SEerdhdu i g pe e Wk edtondi o1

conpri si ngtk@r‘zﬁtﬁlpaﬂmt aisihgt aakredvenrbahing tecbinigéerin nglssmmdtﬂa intluded @3tar ecei vi ng
a data |ncludn ta el.ene ( png.a ne acknow edgi ng
recei pt of g'gle'dt Fat® p%&?(eéj?aqew ‘gf’a{iﬁ Pol iy %a Sﬁ% s eérr'ﬁ%t ?qgggcgér%?al ned

W t hi n sai gackets; indrdasinp thercdeoneity ofahe imethadded 1 n 20 an earlier received
dat a packet. h| S.Seco ' C may be
arranged £o  opdi PRI it ses8nR Shbect B priint BBy Motk WhroGAEE T

accor dancemeittod dfhmnieyisgd a ch@peanket pwerra paiket nelaark ptauketfsstamdvetraocheck

t hat they | A r the o Jst st server. A
dat a packe?'{ealrggle auftﬁongL re\é F%”gf%’gg'léd‘ g% ?‘1'8?# %%g lé}'ﬁgsghoeuér?%’e +f it includes
a dat a Hi efaknt @mmralanmnsed ragipiangt sesvery eepeivingd by securefcogmunicatiepent s and
if the data el eng | Ra hE (o} § laMis@n earlier
recei ved data pac %té‘t 4 t%ﬁ%g%'tger ncﬁggﬁ%&?tﬁgﬁ{‘% {sugﬁdggbgglgr?gt 'tsﬂ

possi bi | i t §p) t hatrecaivingadatadracketdneheding Pﬁﬁ@r&!@m@ a data packet, reads the
data ele ?t ' ;}%hélﬂ? SEgen a%ﬂgwfe?HﬁSSreEglst dats; 3:h§tgeﬂéckbp ifdsdi@oue

packet se terwar tWwo or nore ta packets are detected,
at the aut hglpdgigdata e|ement is contained within said stored list and was not included in

20 an earlier received data packet.

In this second aspect, an authorised receiving server may be arranged to
operate in co-operation with a first server operating in accordance with the first
aspect, to receive data packets and to check that they originate from a valid
source — in this case the first server. A data packet may be shown to originate

25 from a valid source if it includes a data element contained in the latest received list
of data elements and if the data element included in the packet was not included
in an earlier received data packet. This latter check helps to guard against the
possibility that an unauthorised user intercepts a data packet, reads the data
element included therein and reuses the data element in a rogue packet sent

30 shortly afterwards. If two or more data packets are detected at the authorised
recipient server including the same data element, for example within a given period

of time or among a given number of received packets, all such packets may be



reci pient server including the sane data el ement, for exanple within a
given period of tinme or ampbng a given nunber of received packets, all such
packets ne¥yOW¥20872 WO 01/ 20872 PCT/ GB00/ 03338 5 ignored aeT/cBo03s3sal |y
invalid with no acknow edgenent messgge being sent in respect of any of
them Preferably, if two or nore data packets are received at an authorised
reci pient server including the sane data el enent, then the data content of
the 5 paigketed @& poteotigiyr indalidl fvith o admomdg@féxehhmkerseﬁgﬂ béid% psaﬁtklmt st i 3
found to bhe the,sane. . .then one of the received packets may be sel ected as
valid andregﬁecqé’él?%\?fg?ﬁ%rrent nmessage sent, the other packet or packets
bei ng har nl ess PrefiepdbinG aif asvoasr siong datad packemsoure fdceivedEdtaarC @athorisddl N t he

acket network. Having,established that a receive at a packet, ariginated
Proma valsiety se8gt MG Rd BAIR0 delitbioBent By e At <PRoAS PLflfed 1o send
an ackrﬁ)mbadkgmatcommwagbtﬂemthsumheeeuhfveuh.ﬁacldat;aT péurideto, bd eHe exanpl e
using a upj-castin hgd of.transmssion., Prefera , the
ackngvvl edgéemnéén errr'egggggef ﬂ'r?clr%c ggdapascéatzseﬁ‘ca b?lusr?;)e Eeqbﬁéi X%{{;!I g @ the

posi tion adknbh@dambudacbsdaﬁeasmtemmtm'drtdfdcheﬁ be patkste cbeirlg _&tarnfl&sgaf 15
verifiabl g i.ndi hat, th knowl edgenent, nmessage origi nate rom
an aut hor:d:u ef'gg{re g%{‘%ﬁ@ﬁ{'d% kghg%hcﬁ'ﬁ‘grﬁtan?ﬁe 1”3?%’%‘? "%"3‘88“ tlwqﬂge
earlier-distribHeavid kstablished thatt a1 redebveengata hd'dc_eéteon@uhgtgd ftfhmtu ac sl e?gement
messa C ' ' t L f e u ri sed recipie server to
enabl o peolBl 4% BRpbiRa" iebbRhy s8iel Hoon b 36 5356 s “SRp HBMBFFTEG by
first sermessaggQo Freesmredbfythetdata packeio foraxempt usind @ utifmsting a'teﬂ:wpect

i ncl udes : : n.ackn edgenent nessage

i ncl udi ngagﬁgiﬁ;}%ﬂ% %'E%E%?%'%R@g%"e"ﬁﬁ?@#ﬁ‘gg’?%éa%o@w(%%%vﬁet“HF?Fesai d Iist
of said sednekerdudidative o reresition ehthe irguded idag e@&eovwighimd'rq)abregg said .
sequence ¢ ; sald. s dent i £ : viiddsressending sai
data pac krégtllrgtg(;eEr ‘s’%\?fﬁgguflhgﬁlég‘e@% fgkﬁeg?@n@ Ié&g?{i}g?taﬁ\g s£a§? dg{gler%?ed?ﬁfl ), said
sequenide #nadperisederecinient rednerholdingl thedietest tomdophuwi dari@n-distributéd Estway, a
first sergfe&aégrgpé"gggrate to check that an earlier sent data packet has

been receive be an authorised recipient server and may verify that a
referably, the acknowledgement message contains an identifier for the

authorised recipient server to enable the sender of the acknowledgement message

to be identified by a first server.

20 Preferably, the method according to the first aspect includes the further
steps of:
v) receiving an acknowledgement message including a sequence number;
{vi) identifying the position within said list of said selected data element from
step (iil);
25 ({vii) comparing said sequence number with said identified position; and
{viii) re-sending said data packet to said authorised recipient server if, at step

(vii), said sequence number does not match said identified position.
In this way, a first server may operate to check that an earlier sent data
packet has been received by an authorised recipient server and may verify that a
30 corresponding acknowledgement message originated from that authorised recipient
server. If there is doubt about the source of a received acknowledgement

message, then the data packet may be resent.



30 correspondi ng acknow edgenent nessage originated fromthat authorised
reci pient server. |If there is doubt about the source of :a received

acknow edgewewisesiessage, then the data packet may be res@ficroyidsgsl/ 20872
PCT/ GBOO' 03338 6 Preferably, if an acknow edgenent message is not received
within a predeternmined tine period alBter sending the data packet at step
(iv), the data packet is resent to the authorised recipient server. This

helps to overCO%fLJaSw, ROSAI P&Hnb&v)édé@rﬁ&nta&eg%\ét ﬂoaa§¢%ew§&rwmx ry to

t ake advant age of | 0st packet to transmt "a rogue data packet. Rapid

r e- sendi ngP* etafﬁ"ﬂﬁﬂaémomf@dgﬁ?'cﬁenﬁ'ﬁgaﬁ‘lacﬁa§a Pa'é'ﬁﬁcm deR) diy). e sdabmck et
m ni m ses g faget is'faséht ol ﬁ@lﬁtﬁ&fse@?edﬂé\{t §PVdr S §His Ui jéd)ovg'ﬁ&ﬁ@rthé)aCket

| oss and introduce a rogue packet. It also increases the |ikelihood that a
val i d pacIMSS'b%'tVr’é@éﬁve‘datﬂwfeﬁeéwﬁﬁdﬂ%@d tp ¢zkedvpntage ofyplast gackebts t he sane

tine asga Fé?ﬂH\‘& P?&‘g’ﬁ@tdaiaﬂﬁédﬂgi riﬂpfdh%—s%ﬁéiﬁg drba uﬁla&é?i%ﬂﬁedgé@gl-‘ﬁuk/gﬂih} he

chances 't hal a rogue packet w |l be accepted as valid by t
reci pi ent ache%hégwgdatt@pachehwrumaswww a‘t’ﬁ#éb‘ﬁl*@'s@rﬂ"ap?hﬁ’é'ﬁ@q 'éﬁﬁ“ t°c here is

provi ded Qetert phLket 185 @ﬁhﬂﬁﬁroh@c&?%ﬁ)é Baticet. NAGKEliverOACsS tRe RRGIKESd NET WOT K,
t he server having acket network interface; a store for storing a i st

conpri si ngh#e va'rd mﬁkstp i#i reeqived: byia @y thorisarkrecioient gt Mare peless MASAMSL | on

neans for iigdgd ago@ecpgewetmiclmgimstsaﬁ.e@a{d AéméiM, AduBihg 48l &laRt&adat
destination; selecti nql nmeans operable to sel ect an unused data el enment from

said dPoras99ve peckeh W?%Pﬁﬂé‘s%l'%b%&"aé&%e’ﬂata element in a data

packet to be Sﬁe&erdmgnld 2 Qhif P HigeBE of IR Prel B! iRDARIchD 1S 6s pRIVidedat @ packet
to said predeterm ne destination via said interface. According to fourth

aspect of SERET A@Bes to GARKAY ARfA PRI OYel apastketnsiwark, she sasyer hayipginged t o
convey data packehskedYietwerk iit6hale; Nnet work, the server havi ng: a packet
network interface; 25 secure conmmuni.cation neans_for receiving a |ist

conpri sing one 85191 oy steyifia-p st SAPATIUNG gne promare distingt data fieraen gﬁ recei ved

list; apd acknog@e@d@bmmﬁaamoroneamhﬁ,semmg RCRIpPt ofOdaichstdpddlisp a6 leet
i ncl udi ng a data ﬁ enent, via said interface, to send a nessage

acknow ed@refgteramned destipation;

selecting means operable to select an unused data element from said
stored list and to include said selected data element in a data packet to be sent;
and
20 routing means operable to send said data packet to said predetermined
destination via said interface.
According to fourth aspect of the present invention there is provided a
server, arranged to convey data packets over a packet network, the server having:
a packet network interface;
25 secure communication means for receiving a list comprising one or more
data elements;
a store for storing said received list; and
acknowledging means operable, on receipt of a data packet including a
data element, via said interface, to send a message acknowledging receipt of said
30 data packet if said included data element is contained within said stored list and if
said included data element was not included in an earlier received data packet.
While the present inventian finds particular application with multi-casting

arrangements involving a hierarchy of participating caching servers, the packet



30 data packet if said included data elenment is contained within said
stored list and if said included data el enent was not included in an

earlier reweioyess7rlat a packet. Wile the present inventi eariceogisizarti cul ar
application with nulti-casting arrangenents involving a hierarchy of
participating caching servers, the patket WD 01/20872 PCT/ GB00/ 03338 7

aut hentication nethod of the present invention may be applied to

conmmuni Ca&dtﬂ&t-aﬁﬁ&%‘%ﬁa@h&%f"ﬁm@%r&é@n@ﬂ%e%&ﬁﬁ\a{)%E%Plfeda{or %}ﬁrﬁﬂﬁ% net wor k
type requiring a "lightweight" packet authentication t nique that wll

not i nmposketwiegn FervRpl B aRy, 8HRe AGEVYIR 35EERETEORI PeTyorkpfivRecrepHisNg ¢ ng a

reasonabl g4 ﬂﬁgé.gﬁ"oéac&@{ Taafnewcaﬁan ﬁeéﬁléﬂetlﬁ"t'\gillnnﬁfm%gé JESRbR and as to
their successful deliver Consi deration of overhead processing is a

parti cul aPvereRresam lPEW"PﬁJTWF'U%'a‘S’E"i%@“H&dmn@éﬁ@ﬂ@@"béﬁﬂi&%éf certiofyiRsr of

cachi NG SEJ W Srigif¥f BRaigavmity 8Ad a8 tEQﬁ‘éﬁewd%gséulcmﬁerpa@&%dérém g source
to a set of one or nore destinations over a multi-cast address. Packet

aut hent i cexareapd/Rsaressie iep RPTtFuUlBEconRSqIn ingnuitiwasting arancgmeats| hesrusey | i nk

basis, 10 hghteedr 8ahihg KRS iaydPRvbIved irf 86HVeDilg SPAME 'packdt floiger archy in
a data path rat her than fromonly the ends of tﬁ path. An excessive

processi ngPUsRR I @atPt PinpRfs &E mare é’&é‘}'f‘aé'Pa@é"’ﬁbal'H“'ﬁdﬁ%éﬁ%’?%r%ﬁ&‘k?ﬁ to

overal | pé\ﬁk@ﬁt:cﬁﬁ‘!ﬁ)‘m&"@ g@ﬁ&l‘Hﬂ%ﬂbetr'@S\.uFéarQPGB&H’ée 8h aS%wqcryshnkTBs;@ now
foll ovvs way of exanpl e onl escription of specif 15 enbodi nent s

of the dpr'é%tw" jeag' TesPSRtiveT AL ij@g%frnq)tswarsl o ' diesaroh i ?'Ptécﬂﬂ"’t‘mct i on

with the mrmamwom ofllyaiie GHis &fthwaﬁn AE'éiddéﬁ.slvle procéssidgOuveihédr am
showing an initial s’ﬁuence of steps in a d accordi ng to enbodi nents

of the priayesed F‘h%%"t'?t 338 ward qﬂf"gﬁ?f”ﬁ'd?a?@ 13 WF@!AIPGF'%@&HV%WF%% further
sequence @.tetﬁfdagﬁpmrbfaewzﬁ met hod accord| ng to enbodi nents of the present
' ' ' f|l ow di agrans are presented, Figure

I nvention. Referri nﬂ ‘gure 1, V\f

1A showi ng t he' e PPy f°§? BsbY Wayp8F sxpppletnly ¢ jdes¢ringiop\ofy sResifienabl e
packet1s tanm.mémto@%wmd@énﬁMnﬁaﬂm deRLrigtidpas kebe AddhR BbjGRdtiopn net hod
according to  enbodi nents of .the g sent invention, Figure 1 B showing the

initial sYBphe arcomPgpEPe Arayyingss o ¥ pi ent server, co-operating with the

first server, trguedablseaprskliggrarh OdHodind ¥nt iARial kécﬁien&@rdfe&teﬁé) i@ received
and verifie s originatin from‘thtﬁﬁfl rst . server. In the particular

enbodi mrenT*®t"8 6‘8"%{8 P SERCdigients, PIEEMt BYRHIogua™ based upon public and
private encryptrigufe @l@salfﬁovﬂmﬂ:rﬁﬂl’éhﬂwlﬁd’lﬁ fufihel 8bquURNEE &FSdtdiEs in a

20 method according to embodiments of the present invention.

Referring to Figure 1, two flow diagrams are presented, Figure 1A
showing the initial steps in operation of a first server to enable packets to be
routed under the control of a packet authentication method according to
embodiments of the present invention, Figure 1B showing the initial steps in

25 operation of a recipient server, co-operating with the first server, to enable packets
routed by the first server to be received and verified as originating from the first
server. In the particular embodiment to be described, an encryption technique
based upon public and private encryption keys is used during the initial processing
steps shown in Figure 1, using PGP for example as referenced above, although any

30 secure method for transmitting data may be used.

Referring to Figure 1A, the process begins at STEP 100 with the first
server sending its public encryption key to one or more authorised recipient

servers. Authorised recipient servers are those likely to receive data packets



steps shown in Figure 1, using PGP for exanple as referenced above,

al t hough any 30 secure nethod for transmtting data nay be used. Referring
to Figure IWO012M872r ocess begins at STEP 100 with the fi rRIT/GRSen3sa8 sendi ng
its public encryption key to one or re authorised recipient servers.

Aut hori sed recipient servers are those |likely to receive data packets WO
01/ 20872 PCT/GBOO 03338 8 routed fromthe first server in due course. The .
t echni que mineneﬂndhnge arst eememptdmrcoutseyﬂnm’gechmmé ufesexﬂingraml erstypges oOf

| nter aCtIO{I bet V\Bl"l% Ve § ergl s(iia e 3 t actlg ee( \éer he send ancf%\ L9 eVnsure t hat
t he public ‘Tye'?aYé P 3’5’1n§¥erreog S 81 oe Fe(t:hnl VS Frﬁ%' eéxchange
are wel | kofosie Key tblemsanetthatSthdgpubiic) kdvﬁtra:’mﬂermdl sdcarqlmtﬂucb thehpjqueken at
STEP 105 the, fi rs seryer. "q(er&erna'lt_‘eig a, i st of one or nmore distinct 24-bit
r andom nuntS&K&Y e’fc AMIEIP VR YRR Fily only a single random nunber at
this st&ge woul d-labmgvéns‘grubuta@f fti;cpwblit keyanblen aefS$EEPt |10§ the fisyaeder

acknow edgenen eco P r nber of bits used
to represe% nereaacmar'('f\rﬁﬁ ofmmgeu remo %g‘trrﬁn if%'t%e’?'p&% nul eers ra%tr'%r ated for

a particul ganefatlsu ahyea cingle rantomensnbree at tbis stdge woold s Vemynejflctm‘t,

Nt NOF S5 SRl U 58 bR UladuRBE! of LABATBAGIDOSEARP RS °0 1S

smal | . ron rs selec €n nore than
16.7 mll |mmbe|npfrb@s asan!By rbweseplee@emmmmawqomehmpweom puni@e® of those

POSSi blyy JUMBRELP (dIPY (ARICIR | it e WA B B hEUDT p obéa.mxééi@ﬁs STEP

110, the f server ‘encrypts t gener at private
encrypti orudaewoméd)usr gaessmmaildfaun@emmmgmme tmrgepa@ebdnamgu ifist to

the one or rﬂrb‘?t ?#&%E%Ha%@ﬁ i§ e%”tfons‘éﬁé’rﬁélé t e]'heﬁn‘él'-é"%%’ 1E@enﬁlﬁ£}?rat ed

nurmber 1i st nto an e séent as a sin ata packet, avoi di ng
pot enti al rpmﬂﬂ%mmaw hat repreisested awhereast Ipeﬂr'ﬁpacm@t 10995 of fthesse podsitiie occupi ed

more than %wgggcmgﬂ, el &k g,hQ%a;&u@rgwe 1 B, the correspondi ng steps

in oper at ion o hori sed recl plent server begin at STEP 150 with
recei vilAg the pABISTEP d18 §hm tirshserkeryenseits g aeneratqdrrumbes listeysing itsSTEP 100.

As di scussiflafaleRptibn rk@t%ta‘fo‘?@ dt&TEPER 5, 10%ind tHeSerchjptédhumb&Rist®y | nvol ve
several interactions wt first server to ensure secure transfer of

the publ i ¢hgeye opmorsTsharsd reqipient feryppt Sarfaiahiye the geperated pumbesdist ved as

sent by thgaf hif dlo &5d u@':«,er&tas%@ﬁ%@ Hta ﬁsck&T%E;m&ﬁ@ Mi@mfa?ﬁiomeﬁﬂtth&er ver
decrypts the number list usin e earlier-received public encryption key

and is tHeigbgrisefromepenket loss géb? ¢ asserieph EOKEthEN NG RAEKRS: first server.

20 Referring to Figure 1B, the corresponding steps in operation of an
authorised recipient server begin at STEP 150 with receiving the public encryption
key sent by the first server at STEP 100. As discussed.above in relation to STEP
100, this initial step may involve several interactions with the first server to ensure
secure transfer of the public key. At STEP 155, the encrypted number list is

25 received as sent by the first server at STEP 110. At STEP 160 the recipient server
decrypts the number list using the earlier-received public encryption key and is
thereafter ready to receive data packets from the first server.

_Referring to Figure 2, two flow diagrams are presented. Figure 2A shows
the steps in operation of the first server in routing a réceived packet to one or

30 more of the authorised recipient servers. Processing steps shown in Figure 2A
begin following distribution of the encrypted number list by the first server at STEP
115 of Figure 1A. Figure 2B shows the corresponding steps in operation of one of

the authorised recipient servers in receiving the packet routed by the first server



Referring to Figure 2, two flow diagrans are presented. Figure 2A shows
the steps in operation of the first server in routing a received packet to
one or 30WPM1RsE: t he aut horised recipient servers. ProeessBom3siseps shown
in Figure 2A begin follow ng distribution of the encrypted nunber |ist by
the first server at STEP 115 of Figufe 1 A Figure 2B shows the
correspondi ng steps in operation of one of the authorised recipient
servers i and &6 eievifyity tthe paakdtat aﬂmuh'mﬂtybyPrbch%s?\brW tﬁ@rr&ﬁblemsﬁﬂtér20872

PCT/ GB00/ 0333 i er.f acket's authentjcit Processi ng ey
the reci pF‘éng%??/E'rg“reag%:g’Fﬂ'Pﬁ °'P g" E'?'%pt?@ PGP g TR BUPLRS iy ypti on of
t he recei 8EEP na0eFigutestB.at STEP 160 of Figure 1 B. Referring to Figure
2A, begi nni ng STEP 2 i rst._ser ej, Vv a b5 packet to be
Fouted A STentesgEnd i B oF. bidifing SLFTER B80T ing et ervir bt e o,

gener at®edpatkeSicBe ¥\ited aAN STER 2080 tthe fiest iservat yelSﬁhE&bﬁndtheFPﬂmft&f as y,

sel ection rando to heI reve orised user

predi ct i naeqer%‘eg&t)rs?ﬁ% oﬁssdf ap Hm §'°ﬁﬂm§8 tﬁir 8 h& PPEFIN ovever |

ot her sel eayi g nraele kmdeandﬂraytobeelpsmdvenﬁt arS'lu'ERanﬁhedt ler fprécﬁétnﬁgefheer

attaches the. sel ted n er .to the 10 et tob d. Pr rably, the
sel ect ed ﬁﬂ%%}o esﬁgc*éﬁis)%ﬂbeea VY'ﬂY'bg'};? 'Psg‘r YRSl n‘i’tﬁ%s%‘ifg"’f‘l%ﬂﬁ?‘ﬁ a header
of the pauieetbeo:s,edal\t Sﬂ'Eatﬁmeltlye fitsa shevelr aftadhealthe selectad partbeoto tHee cont ent

of the1 Lt égc%t 10 beSIl%lPeoz 1l5re$eb i {hset %gcrt?\;tg Tuf %%T{??Saé} g? i{\ﬁeg{:elég{?%%accor ding

to pre rmned Touting con ‘ons, 8rised
reci pi ent pedetegniged Absnfﬁd'rElh Qbeadeu'loétllié paxket ar, \atterniatieely t leeshed fadth atlecei pt, 15

E oo © nafr SR 8 rdhocMor? dr 1B Bbicdiciak Wep o1 L Ihe SR S BOHRRR preTe o P20

from eac of he one ent servers trmeout” pe ®od is
cont r ol | epadkgt, ansardingoto a:retdetmfunnedt waiting (cobdiibh 400 amal olrayorprce‘f theabl y be

made ver yalﬁn&r sIed reg) f)'g;tegeqp%rg Ai Q%Eﬁ O!t“e ﬁr%%lsgr_?tagﬁ?/eﬁbtests r %%Cogdl ng to

the re-transm ssion ti neou gori thni use eSCrPbed in
"TCP/ |5 | béfaret thatexdiratial anetimeoirheerﬁﬂ Bf et @cbrbcad?len?gﬂkmbrsws\m@ frgm

Pr of essi ogéagh prﬂ%“&’;é"gr ﬁ?orré Ség'P'Qr eac%%cgﬁ% %ngbgﬁgpgwsaéo ngog‘g %97 I f, at

STEP 240 e t1 meout erren Pfessage has
been recelneans of emrmpurc rte%naieST E%@ﬂ@l@ﬂtms\eml'/ﬁerablvt bee madle \@T\Eﬁuﬁﬂ.S t he

| heor por ot Sterkily R0 UebiEpARAKELy b RLARBRE chd Fe LAIHIIIh whEGE! 7L

incorporatin dane selecte
packet . LEGOFGhmanobY TGhiRo 3 %PTIM e "PSP/AR Hwstrated Ny clurpo Js i Thlee

OpPOr t3yi pMrdcBis” (Addison-Wesley Professional Computing Series) by W. Richard
Stevens, at page 297, If, at STEP 240, the timeout period is reached and no
acknowledgement message has been received from an intended recipient server,
then at STEP 215 the first server re-sends the packet to the respective intended
recipient, incorporating the same selected number from the number list in the

25 packet.
Use of a short timeout period helps to overcome a possible opportunity for
an unauthorised user to transmit its own rogue packet in the event that a
transmitted packet by the first server is lost. An unauthorised user might monitor
the progress of packets, copying the selected number from each packet so that, in
30 the event that one of those packets does not reach its intended destination, the
unauthorised user may attach the corresponding number to its own rogue packet
and so attempt to trick the intended recipient server into accepting the rogue

packet, acknowledging it and propagating it. Such processing by an unauthorised



an unaut hori sed user to transmt its own rogue packet in the event that a
transmtted packet by the first server is lost. An unaut-horised user m ght
noni tor tH¥OPL2§Tess of packets, copying the selected nurdTGBODA3IS each
packet so that, in 30 the event that one of those packets does not reach
its intended destination, the unauthbfised user may attach the
correspondi ng nunber to its own rogue packet and so attenpt to trick the
i nt ended resr piagnbksiehyarthamthe tMmpbérﬁgi édﬁoyeﬂgateSTEpamlOeéf Figgk 20 edgi ng

it and pro at i n At ch proce n_unaut 01/20872

e Caobr Raanerigrior of e fboF eRet divofhe Hb eV RC e AR et BO%Rpl oyed at
STEP 240 qiacEetgwemg?ﬁecewBe by thesrecipienohavihg tthe danwt atmhbétnuh)bet hAzsfr rst
server woul.d the(p r|esul t in_two ff\tﬁc'k‘étfie bei ngt rgcel \é {5]\ CI pi ent
havi ng t heVESHEEELPFIaW, 8 FORRANRAR of Aheir gifiedind santept Moy \§ go’ﬁ of their
differinmg mnrﬁterﬂreamuhmb lappnopnhteaatépsemes& ba tak&recfor rekgmdﬂeetacﬂhsan&dre-

appropri ate ste fOf £X30D ensure re- si on of
Che. packet T IREN T 08 RSROCEY 1, Trof BV St e XatEplR, Vg« ERERT

sel ect ed meldeerd dunaber tfilven thetlatest rrumﬂnehstlr st. In pr acti ce, because of the

typically short dis e, bet wee he, fir r an
reci pi ent servern précq?g Hn‘fauﬁ%lc’y {h at[y'mca[?yt Shga'gkaé gn%uetdvege {"Isgst by the
net wor k. Asrwer bhd be adtiwdsedrecipieat senwver it ks wrthkeivehmenarw feickets evcﬁﬂi bevhen an
aut hori 6eo| i Ri 0§ ?s{ rver receives a packet that it believes to have been
vaIrdIy ¢ P d" y the first server from STEP 215 of Figure 2A, the

reci pi ent serveAs gidlhdreadescrihedresioagewitly ratskereal taddigurec2B.pwheh #rhe packet,
into whi Chaultrfon%ﬁdg ?éc});ﬁ&l sje?velr ’Pec%nzgé %%%E%tmhg?ﬂ B@ﬂé(\iess ?Sr%?é'%%&r? "@F{Vghe q

i ndi cative e lates nunber
nunber. QOtranewiigot b\oth%trrﬁh sawelafrkrnow EPdgtmohfFiguree2sathe eetc-p!ﬂEPemo t he

first Ser\ég%ﬁerra?e@dasmegéagg-{_ggc%%%&e e?@&ﬂft%&l rsy&ﬁi@{ intb Eqnée'?tfﬁQ the

acknow edgenent nessag 30 t server at the
sequendé rmptreedetermineg Wk rosdaeenpermambenindicatjee ebﬂ\e@p@nuw the letest 20

posi tion Q'Iurr;bQP 119{ bg'tﬁ‘éllalt%cﬁé:‘dl RehEd. Wpé:t‘:'élpt rbftﬁf?:h UNTREE oWietigembhy T he

sequence I's invalid then the acknow edgenent nessage i s deened
i nval id, H@ﬁﬁﬁmf ahSERP geReitha tgt spryeerreie #TyST%Sﬂ%ﬁv mﬁafmeﬁe? ipg@ger eci pi ent

server, Ofindi¥edfhto ’%’é QBIHQWQ'&#I%%@%Q@GAW@? ERBS0 kik S8 P&CEr Pecid FOgue
packet that happened contain a valid attached nunber. Authorised

reci pi ent tb@rthersngewhen@ ther eakpowisdaeinentr mpssgge sAMCSPARds FRether or e
correchbhy Jd&tich BrN@et H5oimd5! deleRtedOhurberaini theahlrAbdietbt. if the sequence

number is invalid then the acknowledgement message is deemed invalid, having

been generated, potentially, by an unauthorised recipient server, or by an

authorised recipient server but in respect of a rogue packet that happened to

contain a valid attached number. Authorised recipient servers possess the latest

25 number list and can therefore correctly determine the position of a valid attached

number in that list. if the acknowledgement message is deemed invalid, then at
STEP 215 the first server immediately re-transmits the unacknowledged packet.

If, at STEP 230, the acknowledgement message contained a valid

sequence number, then at STEP 235, if all the numbers in the list generated at

30 STEP 105 have been selected and used in routed packets, or if the list is close to

being exhausted, then processing within the first server returns to STEP 105 of

Figure 1A to execute steps to generate and distribute a new list of random



nunber in that list. If. the acknow edgenent nessage is deened invalid, then
at STEP 215 the first server immediately re-transmts the unacknow edged
packet . |fwoainds®EP 230, the acknow edgenent message conpef/afsbmasagal i d
sequence nunber, then at STEP 235, if all the nunbers in the |ist generated
at 30 STEP 105 have been selected ah#l used in routed packets, or if the
list is close to being exhausted, then processing within the first server
returns t pe Qhy lrtN Sk 3 . hg'r&uitd

distri but'gune?aar?gv?/ |?st ‘6{ ran o?n WO OX%gg%aP%%%%%%% 6111 nunber s

bef or e antp $ThR 2RQ reade kereseivafumeerpgcitatsl. Ot herwi se processing returns to
STEP 200 ready Asom%ﬁ{?&*e\éeabfovété’lﬁa%ra‘?iﬁkae{rﬁ:uaug%nﬁﬁﬂ&t 8P RdmBAR VSR sT@pnerating a
trivially small 1ist nbers at of Figure 1A, conprising only
a single hfrbeh Fawe elAnsomprigipal anly5adsingigt nempey fathXamﬁE’ce!Q’Qa'ﬂl |y
'ncreaﬁae Br‘%ﬁtaﬁt‘!&t&%ﬁ%nﬁé&é&&érw ﬁn@re‘é’lsé {hetJUeﬁ'\eQaggé%%ted ith Ak prétess, steps 105
to 115 need to be executed é first server for every packet to
be rout ed'" ﬂ‘h'U@aﬁet steps JO5fter it wop rnead tp be expcutpd By rthe SiFtispriebfer t han one
number t ogVafy BEIKGS # 68 rdted AHls 48 pherbiABIeGhr SRETDr MAmifidARY RioAPinenCOMPY I ST N
at | east several hundred nunbers. rel ative nber of nunbers in a
list 10 wend rurehesdo bﬁepe%tg@dtaheacmwabthn of STEPa1 Ot prefatabivieanmipsistnduser |

having Mo fefdteverdF ki S HORBER! ATRRRH0E %n?aﬂ%dﬂ%e?@f%ﬁ%ﬁ&cﬁ JIliber s used,
woul d be able to predict a sequence nu for a subsequent attached

numberCinyould aiemincepage she Pﬁlbé@"ﬁuthabtaﬂé-l‘wg\@"m HEPT o BRYIREVMAN T

nmessage. R‘?&&Mddﬂ&n&& rﬁbsﬂs‘dé& a?-% nctb& BSgueRcO REhBErs A8ed fwéllld %Htablért'os ed
reci pi ent server now be descri bed, operating in co-operation wth

a first seedist alstes\é?ﬂced}b'&b&f fofcp sybpearend rad@ated NpPberAnguicegensratisadgi nni ng at
STEP 250, fais@@ut @fiePivRB vafiPhokBbwidd8eRbORessagét @ packet. At STEP 255, a
nunber found attached to the packet, for exanple at a predeterm ned

posi tion wit hi MefHENG iR Kigure ey staPs in eperation ghien authpgsed regiRieRbs e ¥IRd t o
ensur erg hatl idve baldesdiibed, suerdimg ih TolopElatief Wilha 1R sbrdbedelf ng20 |ist,
received at STEP 155. |f_the attached nunber is not included in the |ist,
then t heMpataesdance Witk figrre 24y BgFIRAING 8t STER2GGhy thej EPCIRiRN csensid i s

i gnor ed afecéiVéPa dgpackér. hurstrberzsamalrmnabeemgdtaatseﬁled% ihaeakrétl pdrent server
with respect pi%/o t hat acke ot.her than, preferably, to send an alert

message te gtt%ﬁ'ieﬁﬁ Ained pagition W&F"“t‘betpﬁ‘ékeﬁhr"'%‘te' I8 read andedy Sheskng

possi bl e gtdesrofhéd twemraﬂﬁu&ménmd U@ibel & iRBluliéAimStRetlateBVmlrhBerpacket s.

However, if the attached nunmber is |located within the |ist _
20 list, received at STEP 155. If the attached number is not inciuded in the list, then

the packet is deemed to originate from an invalid source and is ignored at STEP
265, no further action being taken by the recipient server with respect to that
packet other than, preferably, to send an alert message to a system administrator
or to the first server regarding possible attempts by an unauthorised user to
25 transmit invalid packets. However, if the attached number is located within the list
at STEP 255, then at STEP 260 a further check is made to ensure that the
attached number has not already been used with an earlier packet. An attached
number found to be already used indicates either that the packet is a harmless
duplicate of the earlier packet or that the attached number has been attached to a
30 packet originating from a potentially rogue source. Therefore, if at STEP 260 the
attached number has been used in another packet, then at STEP 262 the data
content of the respective packets is compared. If, at STEP 263, the data content

of the packets is the same, then the second packet is confirmed as a harmless



at STEP 255, then at STEP 260 a further check is nmade to ensure that the
attached nunmber has not already been used with an earflier packet. An
attached nWRHR8bund to be al ready used indicates eithePCTAAB0/08338 packet
is a harm ess duplicate of the earli ??‘ packet or that the attached nunber
has been attached to a 30 packet origifhating froma potentially rogue
source. Therefore, if at STEP 260 the attached nunber has been used in
anot her patiwt:atetdnd rpreaesSEProzeist oS TERL 27 0. dfahe ennteots ditfer, tiesypmetdrve

ackets is ng'a{ P o] o] kets is
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PCT/ GBOO O3B ®ackers dlfpbll\qrat!e and processing proceeds to STEP 270. |f the
contents differ, 0 e C S i kely to
be. i vl i d and, "srERLERGey? the et Bl pitaR ST oA R ' (P
STEP 26®, $T&EP @tWa@fssdummambeass reglculateds dogicdrivenot szl positiom aditthe 5 STEP
270 2 Sequaifed HiRr ird flafdth Huther B! AT 296 %ancmamfea s

attached nu in the | atest nunber I st S an ac edgenent
message i smegssage ig generaied ingludipotthe ssweﬂeemherrm@n pegferablyy dTee-ﬂamty t he
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280 t he 10messRae®wWl8einge feredgiersmioad |bas{1mansarlsqrmu tbttﬁ§EP| 280 ghever, by a

uni - casigl ng ngwenaérﬂ&ﬁ &egsaséamﬁ.smh&d' {uiwtf.ﬁstr&?@rpfb of uhhgaesa ket. The

sequence nu I'ncluded in the acknow edgenent nessag e may used by the
first serveghnigue {osexpmplepytor dicateciggeipbof azRet. d’é@cﬁeﬂbwemfw t h

reference J\auEéogw the? Aoknolviiger Bt a«emg\eﬁ rﬁskg%mted W&@gﬁrs%ewem ed from
an aut hori sed packet reC|g|ent 15 hol

t he | atest nunber
|i st. Rat HerifyHyntheotierg2% apar%qoce?sar'b%emae \msf)'/ aeferenee to Figue 3ty of

desti nati ofgt ﬂéla@ﬁnamdmt s sugaesfigivdtdacfom bR Quftiotisda S&lk¥€rfec
alternatlvel rranged either to select a nunber froma di ferent

nunber 19; él""?l"r‘BFé?SB ef(thﬁf'até?}dwmtlfégftr nati on for the packet, or to select a
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the val i didriangéd eiaren tackleend RGBbENIrR G diffedht MaHbs} 1RE in @Bp&ftwteaéﬁ omthe
validity of thejir res ectlveiﬁ/ cal cul attﬁg seguence {1 ﬁ Havi ng received
and acknoestRAsen 1oE the,packpr. F1\1g) Selpch AciEerent RumpICirpmhe same list in

20 respect of each destination for the packet. In this way, inclusion in an
acknowledgement message of an identifier for the respective authorised recipient
may be unnecessary as the validity of each acknowledging recipient would be
apparent from the validity of their respectively calculated sequence numbers.

Having received and acknowledged receipt of a valid packet, the recipient

25 server may, at STEP 285, cache the packet for the purposes of comparison of its
content with that of later-received packets, where STEP 262 applies. A separate
caching store may be used to cache the packet for subsequent forwarding to
another server using a similar authentication technique as described above.

Following either a successful receipt and caching of a packet at STEP 285

30 or rejection of a packet at STEP 265, before checking for receipt of further
packets from the first server, a check is made at STEP 290 for availability of a
new number list. If the Iaiest number list has been exhausted by the first server, or

if only a predetermined minimum number of unused numbers remain, a new
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gener at ed_nunber are randoni ener ated. However, random generation of
nunber s i*f{ea{ﬂb‘ie%'is'\‘)r?e{‘%’a‘e aﬁ'&')"r‘ﬁz@gI'Mﬁe%%@WﬁFWé@st'ﬂédgﬁ'ggitBi lity of

an unaut handaedelestion goesdhinimisegthe gossibllinbeRsn ahddRoribd NiesseGictiged by the
first seryer, the next. likely n er to be 15 used d hence to use the
oredi ct ed™ 0 ﬁﬁéﬁrv?t&?"t?fa{wgmef%éseﬁg&fbe 5'&%?@'{"3[71‘#8 “Fﬁ@ﬂ‘eg'y@{"%tfﬁ’ &% b&ervers. An
al t er n&t iused ot Heass telife deaprediordmonbedto ganemitd Rguapssstlindaagent
nmessages Jmy be, used in which authorised recipient servers generate their

own nunber |cs’ttsse"é%%' distribute themto potential senders of packets. In

that case, 20 ginmalesnativaibut iss pffites Shethod f@Pgenefating @tkneMeugenent Fi gure 1 A
1o 8 P b SR R, PR SR PP ST T g
2B, i nst gaehbef lidtst avdidistribgten treedy) we rpoeentiall sdrelersabf PacHets 718, theheadegCi pi ent
Ser VerZOV\Ds%ﬁLr%rﬁliaqcr}roc%sngggt%rps ftg l'msiets%olm%tir? ‘?—Egure 1A would be executed by

potential packet receiving servers and those in Figure 1B by potential packet

transmitting servers. Thereafter, in Figure 2B, instead of determining a sequence

number at STEP 270, the recipient server would select a number from its latest

number list for inclusion in the acknowledgement message. The first server would

25 then be required to perform a similar verification step to that performed by the
recipient server at STEP 255 to check that the number included in the
acknowledgement message was included in the latest number list distributed by

the respective recipient server,

30



nunber list for inclusion in the acknow edgenent nessage. The first server
woul d 25 then be required to performa simlar verification step to that
perfornmed bwotdnees7t eci pi ent server at STEP 255 to check tp@dghdapsidgnber
included in the acknow edgenment nessage was included in the |atest nunber
list distributed by the respective rd@dipient server. 30 WO 01/20872—
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nmet hod of conveying a data packet oygpmgspacket net \/\Hmm I”H,MM”
server to one or nore authorised recipient servers, the fret si ng
the 5 steps of: (i) at a first server, storing a Ilst conpri sing one or
nore distipct daf grethd BEBSiveyinh 'a)daiﬁBQéléég oFerCPPcKat ne@bdlk lf:'oﬁwta?&tan

aut hori sed reci pient server by Secure conmunication neans 110)

sel ecting sefvemiesene @atrecre| aitearised regipienti prvarst thenmethed| eamnnigingathe sel ect ed
data el e Blep $pr.a data packet to be sent; and (iv) sending said data packet
to said aut hor| sed recipient server. 2. A nethod according to Cl aiml1,
includi ng fhe f At ddirsts senyer. oftorings a( list paseRsisifion gnauer dBRIoAFtERRfetAt nessage
including a sequgfgéntgiunber; NO identifying the position within said |ist
of said selected data elenent from step ([I ii); (vil) conparing said
sequence nffiber SRPYiRS SaFePY akseiftlistdo sy h?ff?edd'ﬁﬁp'ﬁm Beryer By $BFHE ng sai d

data packet to SRhfinbiddtiohinsdfls; eci pient server if, at step 20 (vii), said
sequence nunber does not nmatch said |dent|f| ed 05|t| on. 3.. A method

accor di ¥y il C Srierung amunysed data elepen fop) said f's%ﬁﬂdd“c'%%m selgerent

nmessage i s not rReLe¥REntvhialdata aadk[;ﬁﬂﬁﬁeegdﬁm tinme period after sending
sai d data Packet at steg éi vg, sai d data packet is resent to said 25

aut hor i sed"eci fPedipo saif data "‘L‘r'ket,@r?é‘idkﬂﬁ'ah%'ﬁe%b?ﬂpé%ﬂtﬁ@’vér data packet over a
packet network froma first server to one or nore authorised recipient

servers, the method conprisjing t st e
9. hodrgrécord}ng o Cgaelm cRudmg the further steps of:

A met|
15 (v} receiving an acknowledgement message including a sequence number;
(vi) identifying the position within said list of said selected data element from
step (iii);

(vii) comparing said sequence number with said identified position; and
{viii) re-sending said data packet to said authorised recipient server if, at step

20 {vii], said sequence number does not match said identified position.

3. A method according to Claim 2, wherein, at step (v), if said
acknowledgement message is not received within a predetermined time period
after sending said data packet at step (iv), said data packet is resent to said

25 authorised recipient server.

4. A method of conveying a data packet over a packet network from a first
server to one or more authorised recipient servers, the method comprising the
steps of:
30 (a) at an authorised recipient server, receiving, by secure communication
means, a list corhprising one or more data elements, and storing said list;

{b) receiving a data packet including a data element;



30 (a) at an authorised recipient server, receiving, by secure

communi cation neans, a list conprising one or nore data el enents, and
storing saW@O128872 (b) receiving a data packet includi ngC/GBae/as3sl enent ;
jh. WD 01120872 PCT/ GBOQO 03338 15 (c)5 sendi ng a nessage acknow edgi ng
recei pt of said data packet if said ncl uded data el enent is contained
Wi thin said stored Iist and was not |ncI uded in an earlier received data

packet. 5(&. A seidhada aaessagu ragkrdwvIed gihdNréceipthef €aid, dathk pfalcRét #f Caid Sai d

acknow edgenent, e includes a se nge. nu r indjcative of the
position of saﬁ"ﬁ'uﬁﬁ%%ﬁ@ege'ﬁﬁ‘?t 'Se‘f°é‘rrr@ﬁ cF\)Of&'r'ﬂ ggasitﬁ"egq!ﬁé& diyeg nog A
server, arrangeichided nnancsaribarecejvad dataspaeketr. a packet network, the 10
server having: a packet network interface; a store for storing a |ist
conprising one or nore distinct data el enents; secure communication neans
for sengli 59 a cApynerhod;aiadcescﬂiog edo| iG4imt 04,2 wpénenhet et mstepd @gstdarpti on; 15
sel ecting ic&% g (%t an unused ata enen %rom said stored
list and P% FRgEeg f“&s%a@faé%‘ij% S Fat AU BT EnRe ﬁrr‘l" caye L R pe sent;
and routi ofjsaieintiudep elaeddieméra vaienial saidistorddtist. packet to said predetermn ned
destination via said interface. 20 7. A server according to C aim®6,

i ncl udi ng: acknow edgenent neans operable, on receipt of an acknow edgenent
message i B¢l udAnspreers egargedctoncerbey, ddta Hackesaives ai padketiinetvgorkeeiss t o
re-sengy §9f\'9'%§' .packet if said sequence nunmber does not correspond with
t he position th| n said stored |ist of said selected data el enent.
1111111111111 | @ padked hdtWbrk-inteitatd; 8. A server according to Caim6 or Claim

[o 1 oLen S, i Yo R OFRBRRLAN .08 LB Rt e
dat a packet i s sestrer gmenungcht®® medrisi fior aeqdingl e toppyiafesdid storedpiist ito@ af t er
sending ofreadietildh BefGtish; by said
15 selecting means operable to select an unused data element from said
stored list and to include said selected data element in a data packet to be sent;
and
routing means operable to send said data packet to said predetermined
destination via said interface.
20
7. A server according to Claim 6, including:
acknowledgement means operable, on receipt of an acknowledgement

message including a sequence number, to trigger said routing means to re-send

said data packet if said sequence number does not correspond wuth the position

RR 0 Hl!l | llll

timeout means operable to trigger said routing means to re-send said data

25 within said stored list of said selected data element.

8. A server according to Claim 6 or Claim 7, including:

packet if a message acknowledging receipt of said data packet is not received
30 within a predetermined time period after sending of said data packet by said

routing means.



routi ng neans. 11111111111111 1 WO 01/20872 CL MS *
PCT/ GB00/ 03338 16 9. A serv mﬂm;m "I"H"”mll A aim8, including:

al erting ned012887generate an al ect wessage I=N the event POEGBaNABISdat a
packet is re-sent. 5 10. A server, arrgnged to convey data packets over a
packet network, the server having: a %acket network interface; secure

communi cation neans for receiving a list conprising one or nore data
el enents; B0 a sAcsetyefmcosdimgtmgosalaﬂnﬁemluaimb list; and acknow edgi ng

reans oper abl e. o 6S5lRt @lcheflAl f RAGKFhdEhd YOG A BiFLEgE - Ve

said interface, a e a cerp

packet if paclatisrelsenied data el errent is contai ned within said stored |i st
and if said included data el enent was not included in an earlier received
data packet. 15 11. A server according to Caim 10, wherein said

acknow e@lgimg nidagesver, acangid tons@vey riptarpacieto peeabl packet heteloddetha sequence
nunber &}1 REKE pow edgement nessage, said sequence number being

i ndi catl ve o] rh osition of said included data elenent within said
stored |ist. 20 apacket network interface;

secure communication means for receiving a list comprising one or more
data elements;
10 a store for storing said received list; and
acknowledging means operable, on receipt of a data packet including a
data element, via said interface, to send a message acknowledging receipt of said
data packet if said included data element is contained within said stored list and if
said included data element was not included in an earlier received data packet.
15
11. A server according to Claim 10, wherein said acknowledging means
include inserting means operable to include a sequence number in said
acknowledgement message, said sequence number being indicative of the position
of said included data element within said stored list.
20



