., 12 OCT 2004 1 PRI VATE RETRI EVAL OF DI d TAL OBJECTS Technical Field The
present invention relates generally to secure and private comuni cations
enabling retrieval of digital objects froma conputerized data3a$e
Background Art The World Wde Wb (WWN has evolved froma ser 'teo?gca@%d
on academ c areas and offering scigntific content into a medium for common
users to access information of various origins. Wile surfing the Wb,
many users are not aware that a |arge nunmber of organizations such as
those in the marketing industry are gathering their private information.
This information is suppl enented when a user accesses a Wb site, clicks a
. Wb page, nmakes an el ectronic purchase, or downl oads a file. From all the
records and conputerized analysis, the infornation collector can build a
digital dossier atmuyAlte REFREVARIOF MEIPRL OBFCTSheY 90, whal ¢ hey
read, what they buy, etc. There has erefrore, een general recognition
of the need for privacy protection on the Internet. One situation in which
privacy is a large concern is when databases containing users' persona
information are accessed. To illustrate, suppose there is a database that
mai ntai ns. groups of digital objects, and a user wshes to retrieve a subset
of the digital objects. Two desirable constraints on database access are as
follows: 1-2 OC T 2004 2 1) the user can access the data the user wants,

wi t hout disclosing to the database the specific digital objects actually
despdc-Bficadfbid) the user can not get any additional information fromthe
database w thout the consent of the database. The first constraint is
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enabling retrieval of digital objects from a computerized database.

Background Art

The World Wide Web (WWW) has evolved from a service focused on academic
areas and offering scientific content into a medium for common users to access
information of various origins. While surfing the Web, many users are not aware that a
large number of organizations such as those in the marketing industry are gathering
their private information. This information is supplemented when a user accesses a
Web site, clicks a Web page, makes an electronic purchase, or downloads a file. From
all the records and computerized analysis, the information collector can build a digital
dossier about the users—what they do, where they go, what they read, what they buy,
efc.

There has, therefore, been general recognition of the need for privacy protection
on the Internet. One situation in which privacy is a large concern is when databases
containing users’ personal information are accessed. To illustrate, suppose there is a
database that maintains groups of digital objects, and a user wishes to retrieve a subset

of the digital objects. Two desirable constraints on database access are as follows:



,as dat abase security. One exanple that illustrates these concepts is the
task of providing electronic newspaper services over the Internet. A

dat abase maintains a collection of digital news articles. Assu?i 5& tmgi a
subscri ber requests n articles, database security requires t hak @
subscriber gets only n articles, whije user privacy requires that the

dat abase cannot determ ne which n specific articles are retrieved by the
subscrib The problemo e information retrieval was revi ewed by B.

sr. pri va’; r :

Chor, 0.1)cheinsarcan agcesg iop daks, theauses wanis, withaut displasing to therdatabasen
Retrieval, 3. P dj: f the nnual.  Swnposi um on Foundati ons of
Conput er s%ﬁ%%%ﬁ%%%ﬂ?%&?%&ﬁ&ﬁ%@mgﬁ%ﬁs were concerned with
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dat abases- However, the security of this solution relies on the assunption
that the nedrsept ef tetddtabase. do not communicate with each other, which is
not guaranteed to be the case, and is additionally outside of the user's
contrgl and ability tq independently verify. Private information retrieval
scherfhe fest FENEtTaint 4 releripd ia 88 “aerTyagy and the Mﬁmrwt@mmae?w ke

Gl boa%’dagagﬁggj Jdonal Private Information Retrieval,"” Proceedings of the
29t h "Annu hposi um on Theory of Conputing, pp. 304-313, 1997, and E.
Kushilevita and R Ostrovsky, "Single-Database Conputationally Private

| nf or mat | @n&ekdmplthat ilfisteaes tias c@ﬁc{zlﬁlg isfHetabR 0P proviviile slddtionlc
Foundation of Conputer Science, 1997. These solutions are concerned with -

secumewspppeesenvicesayepthelntenagt. o5 datgbasomaintainga callection pbdigitalnewst he
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r ef edeteemine gvhick % specifitpattinldsairaregitsieddy theasubsagbenf O(N) nul tiplication
nodul o a 1024-bit nunber just to retrieve 1 bit of information, where Nis
Hhe e problern of privats informaton retriéval was reviewed by B. Chor,

O. Goldreich, E. Kushilevita, and M. Sudan, "Private Information Retrieval,” Proceedings

of the 36h Annual Symposium on Foundations of Computer Science, pp, 41-50, 1995. The

authors were concerned with information-theoretical security and proposed a solution

using multiple databases. However, the security of this solution relies on the

assumption that the multiple databases do not communicate with each other, which is

not guaranteed to be the case, and is additionally outside of the user’s control and

) ability to independently verify.

Private information retrieval schemes using a single database were later
proposed in B. Chor and N. Gilboa, "Computational Private Information Retrieval,”
Proceedings of the 29th Annual ACM Symposium on Theory of Computing, pp. 304-313, 1997,
and E. Kushilevita and R. Ostrovsky, "Single-Database Computationaily Private
Information Retrieval," Proceedings of the 38th Annual Symposium on Foundation of
Computer Science, 1997. These solutions are concerned with security based on
computational assumption theory, and in particular the difficulty of factoring large

prime numbers, as is done in the well-known RSA encryption scheme. However, the



- The .requi renent of database security in the context of private information
retrieval was studied in Y. Gertner, Y. Ishai, E. Kushilevita and T.
Mal kin, "Protecting Data Privacy in Private Infornmation Retrieval 004
Schemes, " Proceedings of the 30th ACM Annual Synposium on Theofjy ¢fCl 2
Computing, 1998. Al of the proposed_z/sol utions to the problem of private
I nformation retrieval described above enploy the bit-by-bit processing
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allowng a usér to achieve information retrieval froma database in an
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accordance with the present invention, there is provided a way to allow a

user 1024rbs numberjusidparesieval bit offinformation, weheredV i therrmimberiaf bitaof (104)

in a tefficf ent e ne(g. The database (104) maintains one or nore groups

(106?a3fm81r'§?]f"§p (ﬁ)ﬁ?c 4fa %-‘(?2) avai l abl e for users to access. A user (102)

can retrieve a subset of digital objects (202) froma group (106) of

di gi tal . ophesbsui it ¢ Q?ﬁf’ ; gfgbr’t,ﬁg : r can

access the ga%ﬂ%gg)t?{%étgggﬁe&z) V\H/Sa?]l%%orstmthoﬁt d?tse(]:l%]{)&sl?%ﬁt?g t he

dat ateadeva] W stubiedre¥i Geoner,dY tlshaipBj Kashilédf2ind @t Malkin, dBsoteedingand 2)
ccess additional inforpmation (202) fromthe

th 102 1 not [ )
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_----)_gr{)ﬁf%éffuﬂ?%%é#?*#ﬁ%%@%‘??ﬁ?mﬁé@ﬁ%ﬁﬁﬁﬁsﬁﬁé particul ar objects (202) of

interest in the database (104), and additionally to whi'ch groups (106)

those objAlt bf thepropdseledlutidheto B problhh of PiRAts AifdtmadidA)refibRuest to
t he dat abase (104), specifying only the groups (106) containing the

desideserilogs] aboee errplyy thrbitdyebitprocessing dpproach. Therefots; they hoeondyl ar
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would be required to solve each problem.

Therefore, what is needed is a way of allowing a user to achieve information

retrieval from a database in an efficient manner while maintaining privacy.

DISCLOSURE OF INVENTION

In accordance with the present invention, there is provided a way to allow a user
) (102) to achieve private information retrieval from a database (104) in an efficient
manner. The database (104) maintains one or more groups (106) of digital objects (202)
available for users to access. A user (102) can retrieve a subset of digital objects (202)
from a group (106) of digital objects (202) in the database (104) such that:

1) the user can access the data (202) the user (102) wants, without disclosing to the
database (104) the specific digital objects (202) actually desired; and

2) the user (102) can not access additional information (202) from the database (104)
without the cénsent of the database (104).



.take place, where the user (102) pays for access to a specified nunber of
digital objects (202). The database (104) then encrypts (304) all digital
objects (202) in each requested group (106) into ciphertext (20B£. QIOT 2004
addition, a key (204) for each ciphertext (206) is encrypted (306). The
dat abase (104) then sends back (308),to the user (102) both the

ci phertexts (206) and the associ at ecil encrypted keys (208).. At this point,
t he database (104) knows onlz that the user (102) desires one or nore

di gi tal obPbjacts (Z08»in thexdatabaser (104)Arerstepedip one@s)mafe diffprent gohjExts in
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the rihensend®(302) kayquéstd)the datdbasd oAy asrcifyifgd)only R g)decrypts
(316) the .key(s (%0@) q?o t he extaent St hat i ?gﬁggloe-f e. ,gﬁ?l%gﬁglgt ?ibase (104)
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the K202 Théathbeade (0 Hehendeypts (304) @lHSital SietteX202) 3h @Ach Fequdtrby t O

decr ypt (Sé%é-_them using the user's own decryption schene (604), thus
r eve 8royiy (1063 intecriphortest(206), sin axblitionra key (304) foreacheriphanioxt (286kist hose

) (bestaypled faoghy T araRaek A3 PR BeR uhicop e e fiek E0a befEes < 0.

it h&@h@ﬁ@ktﬁﬁz@_@)mh@ﬁeﬁ%atéﬂbﬂ@t%%lég?é@bﬂjﬁed- And, since the user
y

(102) cannot gain access to any unl'ess the database (104) first
decrypts it, the user (102) will not be able to access any nore objects

(202) t haft this painhdhe dagabarh (104) koowsconythat thesiser {112 dediresboeerhave
e o8 W O35 PSR SRS B o O 0 b Bl S EBRE5CS,
(1020108, bufi/ursblau4a’deiérRihe WhitAarticular objects (202) are of interest.
The user identifies (310) the ciphertexts (206) of the desired digital objects (202),
and their associated keys (208). Next, the user re-encrypts (312) the identified keys
(208), and returns (314) the re-encrypted keys (506) to the database (104). The database
decrypts (316) the keys (506) to the extent that it is able—i.e., the database (104) reverses
the encryption it previously applied to those keys (506). However, the database (104) is
unable to identify which digital objects (202) the keys (506) are associated with, because
the keys (512) remain encrypted with the user’s encryption scheme. The database (104)
now sends (318) the keys (512) back to the user (102).

Once the user (102) receives the keys (512) back from the database (104), the next
step is simply to decrypt (320) them using the user’s own decryption scheme (604), thus
revealing the unencrypted keys (204). Finally, the user (102) uses those keys (204) to
decrypt (322) the appropriate digital object ciphertexts (206).




;any .conput ati onal constraint and w thout additional constraints on the

)

"honesty" of the database (104). This neans that the user's interest in
specific digital objects (202) is not disclosed. The security of: the ...
dat abase (104) is based on the assunption of the intractability off~ =’*°
conputing discrete logarithns, whichgfornms the basis of nmany existing
digital signature schenmes and the Diffie-Hell man key exchange protocol. See
W Diffiegjmdatthiyl ' | i r Z

Transact | oot | CrEpaderOd SBEle SRPAR WhICHL AU EOL ha) Hebypted,

Nov e mber (102 priviteisunairdainedn vendj sincetteaiser (102) eanAobgaianceedsabouagn user
(102) privacy  an comruni cation cost. Conmuni cation cost. can be reduced by

d
decr &8¥ (404) tndessithe database {104)dst degrypts igrtbapsen GHR) willinas be able te di gi t al
obj ect grou 106), .Si.z hyes better user 10 rivacy.projecti on. BRI EF
escoet S arothiqifsth poin 8t Aot BEHe g o Gutcbrairth Sheiseed 1 o
obj egftsvetisvd Badrts ARl t he present invention are nore fully disclosed in
the follow ng specification, reference being had to the acconpanying

drawings, in which: Fig. 1 is a block diagramof a data access system

bet ween aTkd p2¢sent énventibredoenofxegeilehtd)tipié datibases0Prdcebsigg id digital bl ock
di agram of digital aobjects (202) inside a group (106), and correspondi ng

k ey oljedt {302) oriented dnstead pf bjt orzentede Hser bﬁw paiviasy ¢ gonrardeed wathantyi t h

th .9l ' ) . FiaQ, B £l hart _of th tion, th
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di agha@atdBdssli(i@4)i his beea@R ThyPiHeQber ificdididh s Bﬁﬁ@fcﬁgﬂﬂ(@%‘e&t@ (@02) is

ci phertext (206), and of keys (204) into key ciphertexts (208). Figs. 5a

and 8ty disalogsidh ckhelsemprityofithe detatmise (H)4) ishasedton teyassumeptien ofithe/pt i on of
2 O RSBty Peokipuiting Astrote JoBatithrns, windh fbrms the basis oF riany Yxisfing
digital signature schemes and the Diffie-Hellman key exchange protocol. See W. Diffie
and M. Hellman, "New directions in cryptography," IEEE Transactions on Information
Theory, Vol. IT-22, No. 6, pp. 644-654, November 1976.

The present invention also provides a balance between user (102) privacy and
communiqaﬁon cost. Communication cost can be reduced by decreasing the size of a
digital object group (106), while a large digital object group (106) size gives better user
(102) privacy protection.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other more detailed and specific objects and features of the present
invention are more fully disclosed in the following specification, reference being had to

the accompanying drawings, in which:

Fig. 1 is a block diagram of a data access system between a (102) user and a
database (104).




.Figs. 6a and 6b are block. diagrans illustrating, respectively, the
decryption of a key (512), and the decryption of a digital object

ci phertext (206) using a key (204). Fig. 7 is a block dlagran1ofjangGT 2004
apparatus that is a preferred enbodi nent of the present invention.

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS A crypt ographi c system

or cryptosystem has an encryption key to convert plaintext into

ci phertext and a decryption key to recover the plaintext from ciphertext.

I f the encFigpRiioa blek diagrarefdigityldbjects K202) inside d group £106); fmd
cryptosystemis called a symetric key cryptosystem |f the encryption key

and tdvaresponging beys@p4h ﬁ@hﬁffﬁp‘dﬁ 6306), anshkex cipbertexts(208) assaripied Wilknsi bl e
to deter t.he d ption key fromthe mathematically-related encryption
key,%ﬁﬁgﬁ%ggﬁg@1 s called an asymetric key cryptosystem or a

public key cryptosystem For illustrative purposes, the preferred
enbodi Mentggodeacy ﬂBﬁS:hEﬁ'&tﬂ@ loperAict shgR A1RsEHAVE bhibodifient Y BROPYEIAND
for encryption an ecryption. It will be apparent to those skilTed in the

art, iheetis., that asymmetric key cryptosystens could al so be used. See,
for exanple, A Menezes, P. Qorschot, and S. Vanstone, Handbook of Applied

Crép"tvlogrsa%ggféﬁc ress 199 or Cg:&‘Z OCT 2004%5{%%%]:9%%&3&02 erlpmn,
an p ic
Wor | 995. For purposes of

cl ar %{Pkﬂ: e dg?n;(birs é@%% ‘{}II‘%‘T @'g% digital object m wth

key k in a symTetrl c key crypt osystem and d(k, c) to denote the decryption
f“) of a ci pmvaggsaranawmmwk Hidgramssijlosetting, tespectivaby dbpaeaemcryption bfi s a
- /model of data access system between a user 102 and_a database 104. The

syst érﬁRhﬂl‘t%tﬂ@Ya&Q@eﬂndGbeP&Fﬁﬁlaimb%@fi’@ﬂ"akﬁﬁ %@ﬁ)abase 104 mai nt ai ns
groups 106 of di g| tal objects m202. The user 102 wi shes to access digital

or by pay P PRand STERIA00 Ak R RRUAL MBsp Sty IR SER ORI E °0

r equkéy (512, dﬂ&&c&ad@&rypﬁoﬁ% a digitahobjett ciphertext (206) using a key (204).

Fig. 7 is a block diagram of an apparatus that is a preferred embodiment of the |

present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A cryptographic system, or cryptosystem, has an encryption key to convert
plaintext into ciphertext and a decryption key to recover the plaintext from ciphertext.
If the encryption key and the decryption key are identical, the cryptosystem is called a
symmetric key cryptosystem. If the encryption key and the décryption key are different
and it is computationally infeasible to determine the decryption key from the
mathematically-related encryption key, the cryptosyétem is called an asymmetric key
cryptosystem, or a public key cryptosystem. For illustrative purposes, the preferred
embodiments described here make reference to symmetric key cryptosystems for
encryption and decryption. It will be apparent to those skilled in the art, however, that
asymmetric key cryptosystems could also be used. See, for example, A. Menezes,

P. Oorschot, and S. Vanstone, Handbook of Applied Cryptography, CRC Press, 1996, or C.



. 108 between the user 102 and the dat abase 104 coul d be any standard
communi cation nedia, such as the Internet or other w de area network.
Further, the database 104 nmaintains one or nore groups 106 of djgital
objects m, and the user 102 is interested in retrieving dlgltd %bbm@§t§m4
202 fromthe group of N digital objegts {m i =1, 2, ..., N} 106 in the
dat abase 104. In Fig 1, the illustrated database 104 contains G oups A

R R o

shoulg‘bﬁk %Jp@&;gg{lre ! HéﬂeE eWdat!@ltfs [(gl Iy in which the user 102

di scovers t roup 10 I's not nat to the present invention.
Al that is required is that the user 102, either directly or through the

use of cl Fentpuapbsesufecl oy, atedsdy(ld, he) tosknoldencrhptionafe digitahebjbchint al

obj ect 202 the user wants, and the group 106 in I ch that object 202 is

| ocamith key § in 2 sysmetriokey arypjosystem; anddékir) to Gleubteitlm degrypbicacfa 202
cont aj ed Wi t hi HEIS dat abase, 104. A roﬁﬁ 106 contains one or nore

di glF‘Q gisxbeMd ey ki@ symmetrigke Y&U&?"P ¥ ects 202 in a group 106 is

determined by the operator/naintainer of the database 104, and nay be

det er mi negt by £ aGh8AST S dudd %Ecgsé %8%\%&8% L%F{)i@% §hl a %ﬂl}’;ﬁ%% ﬁ:{ie For

pur poses Of°thé present 1nven not

des C%@bj{ﬁén{ &titafiRGd 85 102, ARG aSdA8bae W40 TheR]atMbadeCHMCRGINA ion

cost al'so 11 2 0 CT 2004 8 decreases privacy protection for the user
102. lﬂﬁmﬁdlgiﬂa}rpbpntsrmﬁDRofIheszqeeﬂﬂzmmhleatpmcealdlgxtb] ebjeets202 inrthehe gr oup

106, .as, i ndi cat ed W Thus ach djgital obj ect 202 ijn th group 106
wi | |d#abesea %b}héu scibing £o &h%ldabi’@?e'lééﬂr"l%ﬁa&f A PRRBG dza&lam gse 104

add| t ha | o hart

of t‘ﬁ”e ?mS ﬁxa? Y baféﬁ\gef ?}é%q‘sr%so%%%?tbﬂ% data%asgg’le Msﬁ\c/’ e n%’ The

dat am%tméném@ ude€102184d ‘TR afilia8e 109 BodldBe ity SRnALAY @6nuﬁunfdaabmt hat p
=vq + 1, where q is a large prinme nunber, fl(zr eéxanple 160 bits in | ength,

and medm sutlnag the hitexet orfcmhemd@hmaammm s Funthegnidiehdatdabasept@dre nunber
g is chosen such that p wll be rﬁ s well. \Wen the user. 102 wants to

r et ANERAIRS gNeAr rHfegraups 106 of glt objects m , and the user 102 is interested in

retrieving digital objects 202 from the group of N digital objects {m,i=1, 2, ..., N} 106 in
the database 104. In Fig. 1, the illustrated database 104 contains Groups A through G;
however it will be appreciated that the present invention is applicable to a database 104
containing any number of groups 106. It should also be noted that the particular
manner in which the user 102 dlSCOVf!rS the desired group 106 is not material to the
present invention. All that is requlred is that the user 102, either directly or through the
use of client software operated by the user 102, be aware of the digital object 202 the

user wants, and the group 106 in which that object 202 is located.

Fig. 2 is a block diagram of a group 106 of digital objects 202 contained within the
database 104. A group 106 contains one or more digital objects 202. The number of
digital objects 202 in a group 106 is determined by the operator/maintainer of the
database 104, and may be determined by factors not within the scope of the present
invention. For purposes of the present invention, however, it will be noted from the

description that decreasing the size of a group 106 reduces communication cost, but also




.202 .fromthe group 106, the user 102 sends 302 a request and optionally the
correspondi ng paynent to the database 104. Upon recei pt of the request, the
dat abase 104 generates 303 a randomnunber RR, 0 < R< p --1, agd N keys k"
i =1, 2, ...., N for a symmetric key cryptosystemin a fashi h? V\BICIT 2004
known in the art. One key k is assogjated wth each digital object m The
dat abase then encrypts 304 each digital object m 202 in the group 106
with k, 204 using the synmetric key cryptosystemto obtain ciphertext ¢, =
e(k, , dem;:ases privacy protectionNor dlee user 2} yiniti dauarpaga laparf@meylpupoBOG t he
keys el ves to obtain s N 208. The
dat > oL abigtHs B 4k Fhe gHEWP 4@3 flweteé@m P Feeh digstsd ot RO o (c,

©); bl hav et 308 o80T Lt o S OB U

106, Hgﬁﬁﬁgsoég?edg?h@k{ekggoélo t he Obj ects 206 and keys 208 desired, and
generates 311 n rand nunmbers w. 0 <w < p -1, and then obtains 312 n

re-encrypted keys W= s;j"j nmod p, j =1, 2, ..., n. The user 102 sends 314
W j =1, Hg. 33howsafhnddmrttobtl~ad d:perahenroéqmrreﬁ&fmrhgnmmdmnnt bftleat abase
104. The dat abase 104 conputes 316 and sends 318 I1J = W'~ ~"'""~nod p, | =

1, 2 presentipverion. The dafabagedp4 and usen 30Dhavie pgreedquy sorpe pm puEbeno k,

= uUuyl ' d .th d

the Sy mEr Mt R Yok Bvhere hida bseerive? rﬁaﬁ%ﬁf? o Sl 6P i ergery”)
i =1, 2nd-v ish@7ge ﬁte%eﬁf¢§eﬁ1ﬁpn®oo$zﬁﬁﬁq&1 ﬁﬂ'ﬁ:rnﬁﬂ'nbéﬁglélkﬁésérhe
encryption perforned on a digital object 2 by he databas€ 104. The

) di gi sath thstecwilkbe ;nmielassweiks%eatthd usey 100 Wands E) mtr.leireidlgltai abjets
crypt osi\_(l_ste 406, to duce the ciphertext 206, Simlarly,
usi g% FuR106, the pisex 102 sepgls 392 aarﬁauﬁ%ﬁﬂmm Iy thes02, the key

a | '5‘539%{ siding PAGRIHITR, e PuiaR SPhUpofibetil of e ORI B, 103
g‘; | rrle@;n%%’n%?ﬁ%lmg aXhhdoif r{ﬁ?ﬂb&q{l 0 &R agdinf 40A N Re}vé‘l%i, key, 9 _pheNt ol 208, a
symmetric key cryptosystem in a fashion well known in the art. One key kis associated
with each digital object m. The database then encrypts 304 each digital object m, 202 in
the group 106 with k, 204 using the symmemc: key cryptosystem to obtain cphertext c
=e(k,m),i=1,2, .., N 206. Finally, the database 104 encrypts 306 the keys 204

themselves to obtain s,=k*mod p,i=1, 2, ..., N 208.

The database 104 next transmits 308 the encrypted objects 206 and keys 208 (c,

: ) s)i=1,2,.,Nto fhe user 102. Assuming that the user 102 intends to retrieven, n < N,
digital objects m,, m,, ..., m, 202 from the group 106, the user 102 identifies 310 the
objects 206 and keys 208 desired, and generates 311 n random numbers w, 0 < w,<p-1,
and then obtains 312 n re-encrypted keys W, =s," mod p,j =1, 2, .., n. The user 102
sends 314 W, j =1, 2, ..., n and optionally the required payment to the database 104.

The database 104 computes 316 and sends 318 U =W, ""™* modp,j=1,2, .. n,back
to the user 102.



, 404 'and random nunmber w 502 are processed through the encryption algorithm
(N'"  nod p, as described above) 504 to obtain the re-encrypted @253%#_ [
Simlarly, Fig. 5b illustrates the partial decryption 314 perforned b t‘h%m
dat abase 104 on the re-encrypted key 506. Using the previously-generated
random nunber R 402 and prine nurrber9 p 404, the re-encrypted key 506 is
then decrypted 314 using the decryption algorithm (W v=-a ' "nod p) 508

t bt ai y ed mdddp -1 Fi il { th t
of transt AhEBRi0s EdBuliEa SOU Y=l Vg ol 81, B MR BN eSS Koy
K 204, wﬁh&gmﬁ{g iblel syntigefriPked clkiptolystdih tolleové digal bRl %ﬁq‘%‘r ':ngi and

prinme nunber p 404 are input 1 nt'o the user decrypti‘on al'gori
mod p¥ 1682;., ni202. reveal i ng the unencryped key K 204. Then, as shown in Fig.
6b, key k 204 and ciphertext ¢ 206 are input into the cryptosystem

decryption al gorjthm (d(ky, ¢. 604 to obtain the digital object m 202.
Fig. 7 ist& ﬁ%%b}%?ééjﬁa?ﬁlﬁftﬁa%)‘&ﬂ&ﬁrl pghatesihe ﬁacqm%mmrf@ﬁn@dmua nment of
the .. ' on te tf he. appar at an.be inple ted_either
e rOIRIEpbct TS i tacpBh e O The g Sbitct 200 Bg 38 asplrtenkesraBe

t hr ' 410 Nicc.at

Si i g e BTEE EypiSfatiPlod, 18 prblipes bl ats oBE TR iR Bty g
dat alsiisga lpriind AGntssrpi404; ahe key 204 andaekidom hlithbelIFe 402 ehe kBg 204GHR¥ &
group fromthe database 104 using the requesting nodule 714.” The user

genangryged intoddphenietts208 visithg cryptosystéord@funber generating nodul e 718.
Transm ssions fromthe database 104 to the user 102 are received by the
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dat abfand rrddom number w 502 are processed through the encryption algorithm (s

mod p, as described above) 504 to obtain the re-encrypted key 506.

Similarly, Fig. 5b illustrates the partial decryption 314 performed by the database
104 on the re-encrypted key 506. Using the previously-generated random number R
402 and prime number p 404, the re-encrypted key 506 is then decrypted 314 using the
* decryption algorithm (W, "™ ®* mod p) 508 to obtain the partially decrypted key U
510.

) Fig. 6a illustrates the step of transforming the 'parﬁa]ly decrypted key U 510 into
the unencrypted key K 204. The partially decrypted key U 510, the random number w
502, and prime number p 404 are input into the user decryption algorithm (Uj Ymmed (e
mod p) 602, thus revealing the unencryped key K 204.

Then, as shown in Fig. 6b, key k 204 and ciphertext ¢ 206 are input into the
cryptosystem decryption algorithm (d(k,, c,)) 604 to obtain the digital object m 202.

Fig. 7 is a block diagram of an apparatus that is a preferred embodiment of the
present invention. Note that the apparatus can be implemented either as hardware,

firmware, or software. The user 102 has a user bus 726 through which each of the user



.generates random nunbers using the random nunber generating nodul e 702.
Transm ssions fromthe user 102 to the database 104 are received by the
receiving nodule 710. Transm ssions fromthe database 104 to the,user &ﬁ
are sent by the transmtting nodul e 708. The dat abase 104 al so M&g Cﬁéi
generating nodule 704 for generatiRg keys 204, an encrypting nodule 706,
and a decrypting nodule 712. Security Considerations: First, it can be
easily seen fromthis description that the user 102 can obtain the desired
dlgltamdﬂh&mmnnnnuaﬂﬂ SyndmdthHdnﬁ&mﬁﬂmmﬁhmmﬁdwmb&&&mm728(Xhﬁnméﬁ KA =
U, , h. That is, if both the database 104 and
user h'@?zmmd)d/atahase b!lét73§ gommmca@ewa ropngetion 108 B@%Uﬁiﬂidmzﬁﬁquﬁatsl an.

i s the .datab | e to I npoi nt whi ch

However der _,no CI f.ances e 4_ab
di gi t€°"6ﬂ?‘é’8’t*§‘efbaéa Wselme&@a%gm L?iig ThE 15T BeReTaBS f or t ho

?ﬁt 2?%?{9(3%{)' n re%rl ev%:&' %8%%%% g%éll%%é%%anee oej; a%%%mssb?sﬁs whi ch

. 208 frém theidaabized 0420 Qﬁgﬂﬂéﬂd%re réceived By the 20&iPNgiHBd Hﬁﬁlﬁl UBata is,

However the only information available to“the datab se 104 i1s W= su'" nod
p, 1, sent from the aset 102 toithe tlatabase 104 vid\theSrawsmitting moduleF2doWser goasen and
kept secret by the user 102, it is equal luiql ikely that all s;j's 208 are

bei ngnegﬁdlqrhwdmﬁzm%byvth&e%wymadm 720 and userfl02Hesrygpléen byt the
userﬁ% B :%vacx_gd;ﬂéa. sfied w thout having to rely on any conputati onal

assu 2004 11 Next, we consider database 104 security.
Wt hout | oss of generality, assune that the user 102 has paid and

.~ retrieved Fﬁbusiﬂg,on the ddtaB4s 1011 RcHERS ﬂﬁgtrﬁféﬁrlntﬁgeﬁ the Gﬂ%ﬁ .
: )whl ch the user I02 is not authorized to access hdut t at se s 104

hel pgeﬂ'érahesmanﬂbmmum]mm mnigelinb randogi mamber géfiéfating todaldy0d., sz 208(2),
k224(2) finding k,1 such that s; = k,,& nod p.

FsEistons f@mﬁﬁ glsevrﬂ%'! fﬁrtbm%b%s 4 axe Fereiverbby ﬂn%rﬁceﬂangex anpl e,
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or division of
generating keys 204, an encrypting module 706, and a decrypting module 712

Security Considerations:

First, it can be easily seen from this description that the user 102 can obtain the
desired digital objects m 202 by decrypting ciphertexts ¢, 206 with computes k, = U, ™
™®Dmod p,j=1,2, ..., n. Thatis, if both the database 104 and user 102 follow the
| ) protocol, the user 102 gets the desired information. However, under no circumstances
is the database 104 able to pinpoint which digital objects 202 are being retrieved by the
user 102. In order for the database 104 to find out which digital object 202 the user 102
isinterested in retrieving, the database 104 would need to figure out which s, 208is
being used to compute W, = 5,” mod p 506 by the user 202. However, the only |
information available to the database 104is W, =s," mod p, 1,2, ..,nands,i=1,2, ...,
N. Since w;'s are randomly chosen and kept secret by the user 102, it is equally likely
that all s,s 208 are being used in computing W, =s," mod p,j=1,2, ..., n. Therefore,

the user’s privacy is satisfied without having to rely on any computational assumptions.



'S,,.S2, ..., sL,. Then k+1 can be found from a correspondi ng expression in
terns of ki, k, ..., k. However, since ki1, k2, ..., k. and k,, are all

i ndependently and randonmly chosen, finding the relationship bet V@%C{%‘fﬁ @m
"s is also not conputationally feasible. Finally, digital object r
encrypted with a symetric key crypfosystem and the encryption keys 204
are protected using | arge exponentidation. To recover the digital objects
202 from the ciphertexts 206, an eavesdrc&per nmust be able to break the

symet ri c I¥ext, WW‘}S}T@EE; @wlazl f | Hhput ls:jﬂwésgnﬂﬂhtmw thsai h
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i 'S t qhiproblérhas eﬂﬂi%l&){t tbhgwfeﬁ'sj QU815 k< bOLCIY, <, 508(E), tho0ayv e, i RCaipal on,

many variations w'll be apparent to one sk in thd art that” voul d yet
be endumimgsle;qlshghtﬂm ﬂ? modips&mapprdahhtpsemegﬂnB\;ﬁ'oblmnlstOZ OCT
2004 12 Claims 1. A rret or .retrieving digital objects Moma groug) of
di gi fin ﬁ??eerpyb fﬁﬁpﬁm@@, mk anerh passkibenaempitte s, 515,41 g maed hj Bt s
bein eprese ugtion . rein G
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al  owabl e val ues between | and N'incl dive, and m represents an | digital
obj esits,wi.1§i Theh, gearube ééuntd fionah coh]espdmdmglm o irc terpms of kgk,, .
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Finally, digital objects 202 are encrypted with a symmetric key cryptosystem and
the encryption keys 204 are protected using large exponentiations. To recover the
digital objects 202 from the ciphértexts 206, an eavesdroppér must be able to break the
symmetric key cryptosystem or solve the discrete Iogarithm problem. Both are
computationally infeasible for well-designed ciphers and exponentiations with large

prime modulus.

The above description is included to illustrate the operation of the preferred
embodiments and is not meant to limit the scope of the invention. The scope of the
invention is to be limited only by the following claims. From the above discussion,
many variations will be apparent to one skilled in the art that would yet be

encompassed by the spirit and scope of the present invention.



.obtain ciphertext c,; assigning a value of kR nod p to a key ciphertext s;,
responsive to the database receiving a request signal froma user, sending
c,, and s, to the user; receiving fromthe user a number n of

signals W, such that nis less than N, and j is an index havi n@%@%&@%
val ues between | and n incl usive; (iarrputl ng changed ci phertext U. such
that tJ is equal to 1 1I/RIM"1" nod™p; and sending U to the user. 2. The
met hod of claim 1, where the nodul o operations may be carried out in any
group in which a discrete logarithmis infeasible to compute. 112 OC T
2004 13 3. A nethod for a user to privately retrieve digital objects froma

. group of digital objects G=1t nj, i Claims2, --., N nmaintained by a
dat abase, the nethod conprising t he steps of: sending a request signal to
t he dat abase; receiving reply signals ¢, s, 1=1, 2, ..., Nfromthe

f?“ = zl?-e”erﬁ%ﬁ&of@ﬁz%ﬁ%&é@w%@m%ﬁ@%ﬁﬁtﬁg Bl fi objecty” !
drgS?‘y%%‘.ﬁng e %ﬁﬁaﬁe 56 the Bl of et ity PR Beptesteerthy ths e@sﬂ?ﬁ?al

[
oper ot e e T e r.%E%Fﬁ?n%%eﬁ% S PSR N R
s i mm@ﬁﬁirme@ of eli jéets amﬁtamwg the Uaka8e i rdftebenid ﬁﬁﬂe&%{zﬂhﬂg al

objects froma databasé of digital Objects usi ng symetric
cr y pallowablavalues beviéatll endiNifitlngive] fnd &f ebprésanisain dlligil objeéhe

dat abase:
within the group of digital objects, the method comprising:
generating a random number R and keys k, i having allowable values between 1
and N inclusive, for a symmetric key cryptosystem,
determining a prime number P;
encrypting digital object m, with key k, using the symmetric key cryptosystem to
obtain cipheﬂext c |
assigning a value of k" mod p to a kéy ciphertext s,
responsive to the database receiving a request signal from a user, sending c, and
s, to the user;
receiving from the user a number n of input signals W, such that nis less than N, A
and j is an index having allowable values between 1 and n inclusive;
computing changed ciphertext U, such that U, is equal to W"*™*®” mod p; and
sending U, to the user.

2. The method of claim 1, where the modulo operations may be carried out

in any group in which a discrete lbgarithm is infeasible to compute.



,generating a unique key for the symmetric key cryptosystenm associating
the key with the digital object; encrypting the digital object g_i'?n t he
associ ated key and the symetric key cryptosystemto produce aitfp il &l
of the digital object; encrypting the associated key to obtain a

ci phertext of the key; transmtting the ciphertext of the digital object
and the ciphertext of the key assodBated with the digital object to a
user; X12 OCT 2004 14 receiving at | east one changed ci phertext of the keys
associated with the digital objects in the database; decrypting each
recei ved changed ciphertext; and transmtting, the decrypted received
changed cipher teigell og.foma wsentipriyately retrieye sigialpbjeats Gtgroupf a

group,. of ,digital, objects i nt.ai ned h dat abase, the.nethod conprising
the 2’%@5@ Oﬁwgé ‘_ezJF‘M‘e:F}r ﬁqﬁﬂimwtﬁxﬁ hmcr%tgb ;ﬁwgtm 0<§spmrssmgom

t he gggsgbase'. recei ving encrypted ci phertext digital objects fromthe

dat a ePS PEcei ving from the database encrypted ciphertext keys associ ated

the encr y BB AP R BRAV 18 AR changed  cf pher ext keys: sending
(e chanur KRS YEARRS, b0\ LI 2 OB gy par 12y docryptee
ecel veq BEraHRE rahBORl hEbkEW, colfoluE B Rendihelly, LSRN, £ 1127
apparat us conpri s| @to the database;

receiving signals U, j =1, 2, ..., n from the database;

1/wj mod {p -1)

computing k, = Uj modp,j=1,2,..,n;and
decrypting ¢, with k, and a symmetric key cryptosystem to recover digital objects

m,j= 1,2,....,n.

4. The method of claim 3, wherein the modulo operations may be carried out

in any group in which a discrete logarithm is infeasible to compute.

5. A method for selectively retrieving digital objects from a database of
digital objects using a symmetric key cryptosystem, the method comprising:
for each digital object in the database: |
generating a unique key for the symmetric key cryptosystem;
associating the key with the digital object; _
encrypting the digital object using the associated key and the
symmetric key cryptosystem to produce a ciphertext of the
digital object;
encrypting the associated key to obtain a ciphertext of the key;
transmitting the ciphertext of the digital object and the ciphertext of

the key associated with the digital object to a user;



. a conputerized database; coupled to the database, a conmputer user; coupled

to the database, a transmtting nodule for transmtting data to the user;

coupled to the database, a receiving nodule for receiving datalf 2omghes04
user; coupled to the database, a random nunber generating nodul e for

generating random nunbers; 1 2 OCT,2004 15 coupled to the database, a

conput er

user; coupled to the dat ab& e, atransmtting nodule for

transmitting digital objects to the user; coupled to the database, a

receiving nodul e for receiving digital objects fromthe user; coupled to

t he dat abazseeivang ahirast aneteangpshapheritext alkeys$ associpded mith tlye digitidm

nunbers;

coupl ed to the database, a key generating nodule for generating

crypt ogr aphi c keys!bj%cé%m@dﬁiabw}dat abase, an encrypting nodul e for

encrypting, digital opjects; coupled . to the database, a decrypting nodul e

for decryplesgpngicagh reemyed ehanged, giphertext; ad user, a requesting nmodul e
for requesting -~digital, objects from.the t.apase;, coupled to the user,
transm ttitF@“%%W(mPg,é‘FMﬁ ALY C}bqrtﬁe%:{:ilgﬁ%?’géts to the database:

coupled to the user, a receiving nodule, for receiving digital objects

fromthe database; coupled to the user, a random nunber generating nodul e

for generating

6. A method for retrieving digital objects from a group of digital objects

maintained by a database, the method comprising the steps of:

selectively requesting a plurality of digital objects from the database;

receiving encrypted ciphertext digital objects from the database;

receiving from the database encrypted ciphertext keys associated with the
received ciphertext digital objects;

encrypting at least one of the encrypted ciphertext keys to obtain changed
cipherteﬁct keys; | '

sending the changed ciphertext keys to the database;

receiving partially decrypted changed ciphertext keys from the database;

decrypting the partially decrypted changed ciphertext keys; and

decrypting at least one of the received ciphertext digital objects ﬁsing the

decrypted keys.

7. An apparatus comprising:

a computerized database;

coupled to the database, a computer user;

coupled to the database, a transmitting module for transmitting data to the user;
coupled to the database, a receiving module for receiving data from the user;
coupled to the database, a random number generating module for generating

random numbers;

a



random nunbers; coupled to the user, an encrypting nodule for encrypting
digital object sr and coupled to the user, a decrypting nodule for
decrypting digital objects, ;1 2 OCT 2004 16 8. A conputer program product
stored on a conputer readable nmedium for retrieving digital ol 2cO§Tf Pl a
group of digital objects maintained by a database, the conputer program
product controlling a processor coupled to the nediumto performthe
operations of: for each digital object in the database: generating a unique
key for a symTetIr' C kex cr¥g§os%stéﬁn assocjating the key with the digital
obj ect; encr §HAiey Phdhei grERRSGbj%ct FOMRYE MFRY associ at ed key and t he

tri Kk t t t d : i text of. t igital object;
anerypting  HRLiBdr elabRes 4 BSHTAa TOCLIS R FPESIDNES. (RB iy

transmtting to a user the ciphertext of the digital object and the
ci pher t ebiectdfo theygeey associated with the digital object to a user,
recei ving at |east one changed ci phertext of the keﬁﬁ_‘gss soci gted with the

di gital obj etqupledntor Hie dalphdessca TeeRlYing oryie £erh rece 8ttHnged
ci phertext; and transmtting to the user the decrypted received changed
ci pher t@bigds fromplgsuselict of the Di scl osure PRI VATE RETR EVAL OF DI G TAL
OBJECTS A dat abase (104) nmaintains one or npre groups (108@ OF digital
obj ects (20290uplad psdhe (dajeliasg; <k er@ndem, BYPPE SERRRUBY WBPYed%Yital obj ect s
(202) fromthe database (104),
generating random numbers;
coupled to the database, a key generating module for generating
cryptographic keys;
coupled to the database, an encrypting module for encrypting digital
obiects;
coupled to the database, a decrypting module for decrypting digital

VQbiQCESQ;

coupled to the user, a requesting module for requesting -digital objects
from the database;

coupled to the user, a transmitting module, for transmitting digital
obiects to the database;

coupled to the user, a receiving module, for receiving digital objects
from the database,

coupled to the user, a random number generating module for generating
random numbers;

coupled to the user, an encrypting module for encrypting digital objects

and

coupled to the user, a decrypting module for decrypting digital objects,



wi t hout the database (104) being able to determ ne which particular digital
pbjects (202) have been retrieved. In addition, the database (104) should
not allow the user (102) to retrieve any di gltal obj ect s (202)1:2 pini 2004
the user (102) has not been granted access. The user (102) requests t he
groups (106) containing the digital objects (202) the user (102) w shes to
downl oad, but does not identify the digital objects (202) wi thin each
group (106) that the user (102) is interested in. Using a symmetric key
cryptosystem the database (104) gknerates a ke for nd encrypts
each di gi-t al Aobfareputer2arpgriam t Predudtc ginsed ey ag‘?"Hli%“‘%’fﬁ H"bhertext
(206), and additionally encrfvypts each kfy (204). The d tabag a(104)
transmi tier rétaevinglaigitalobiecis2Ten angroupcelypiadsl RRisds (@@)‘8%“16’ Yle user

(102). The user (102) identifies the keys (208) associ ated, w the digital
obj ect s dakd@ye,othe donpates rogramdprodietheantredieg Ppbrocesser l?@&”glef i‘bé'?‘? returning
t he changed keys (506) to the database (104). The database (104) reverses
i ts encmyqdiiroio pérfarndhkepera@8®f:, and transnits the partially decrypted
keys (510) back to the user (102). The user (102) then applies the user's
(102) own dedarygath digitallofpact inithe database: keys (510), and then uses the
decrypted keys (204) to decrypt the digital objects (202) of interest.
Figure 3. generating a unique key for a symmetric key cryptosystem;

associating the key with the digital object; encrypting the digital object using
the a;ssociated key and the symmetric key cryptosystem to produce a ciphertext of
the digital object;

encrypting the associated key to obtain a ciphertext of the key;

transmitting to a user the ciphertext of the digital object and the ciphertext of
the key assocnated with the digital object to a user;

receiving at least one changed ciphertext of the keys assoc;ated with the
digital objects in the database;

decrypting each received changed ciphertext; and

transmitting to the user the decrypted received changed ciphertexts.





