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(54) Title: METHODS FOR EMBEDDING IMAGE, AUDIO AND VIDEO WATERMARKS IN DIGITAL DATA 

(57) Abstract 

--A method for embedding an entire image, audio or video watermark sequence 
within another image, audio or video data sequence with minimum loss of data 
quality is presented. The method exploits the de-correlation property of data 
coefficients in the orthogonal transfonn domain, similar to the application in 
data compression through transform coding. The present invention describes 
the usage of a Discrete Cosine Transform as the embedding domain. However, 
other orthogonal transforms such as Fourier, Walsh-Hadamard, Haar, Sine and 
Wavelet can also be used for this operation. A unique key derived adaptively from 
spatial locations registering the thresholds of the ac transform energies is used 
to unlock or de-watermark the embedded image or audio sequence. Moreover, 
an exponential filter has been developed to compress and expand the watermark 
coefficients prior to the embedding and retrieval process. The method can be used 
in resolving multimedia copyright protection issues arising on the Internet and 
in the music industry, such as the .inclusion of a company's logo or an artist's 
recorded voice. The method can also be incorporated as a built-in feature for 
digital recording devices, such as stiJI and video cameras, as wel1 as more recent 
devices such as VCD and DVD players. Moreover, the method can be applied to 
the commercial and service sectors, where security in transmission and reception 
of private information in terms of speech or image is of the utmost impo~nce. 
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*PSEUDOCODE* 

PROCEDURE W ATERMAR.K CODER 

BEGIN 

END 

READ UNLABELLED DATA; 
CONVERT UNLABELLED DATA TO MATRIX (M,N); 
PERFO.Rl\1 SUB-BLOCKING of UNLABELLED DAT A; 
PERFORM DCT ON UNLABELLED DAT A SUB-BLOCKS; 
RE-ORDER OCT COEFFICIENTS TO FOLLOW ZIG-ZAG PATTERN; 
DETER!VllNE AC ENERGIES OF OCT COEFFICIENTS; 
SET THRESHOLD BASED ON AC ENERGY MEAN AND STANDARD 
DEVIATION; 
CO:MP ARE SUB-BLOCK AC ENERGIES WITH THRESHOLD; 
IF AC ENERGIES LESS THAN THRESHOLD THEN 

STORE SPATIAL LOCATIONS; 
ELSE 

SET TO OFFSET SPATIAL LOCATIONS; 
END 
GENERATE UNIQUE KEY FROM STRUCTURED/RANDOM SPATIAL 
LOCATIONS; 
STORE UNIQUE KEY FOR DECODING; 

READ WATERMARK DATA; 
CONVERT WATERMARK DATA TO MATRIX (J,K); 
PERFORM SUB-BLOCKING ofWATERMARK DATA; 
PERFOIUII DCT ON UNLABELLED DATA SUB-BLOCKS; 
RE-ORDER OCT COEFFICIENTS TO FOLLOW ZIG-ZAG PATTERN; 
RE-SCALE DCT COEFFICIENTS USING EXPONENTIAL FIT. TER; 

El\.1BED RE-SCALED WATERMARK DCT COEFFICIENTS INTO 
UNLABELLED DCT SUB-BLOCKS; 
CONVERT ZIG-ZAG SCAN BACK TO NORMAL SCAN; 
INVERSE DCT SUB-BLOCKS TO OBTAIN LABELED DATA; 

FIGURE Sa 
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*PSEUDOCODE* 

PROCEDURE WATERMARK DECODER 

BEGIN 

END 

READ LABELED DATA; 
CONVERT LABELED DATA TO MATRIX (M,N); 
PERFORM SUB-BLOCKING of LABELED DATA; 
PERFORM OCT ON LABELED DATA SUB-BLOCKS; 
RE-ORDER DCT COEFFICIENTS TO FOLLOW ZIG-ZAG PATTERN; 

EXTRACT SPATIAL LOCATIONS FROM UNIQUE KEY; 
DECODE WATERMARK OCT COEFFICIENTS FROM SPATIAL 
LOCATIONS; 
SCALE WATERMARK DCT COEFFICIENTS USING INVERSE 
EXPONENTIAL FILTER; 
CONVERT ZIG-ZAG SCAN BACK TO NORMAL SCAN; 
INVERSE DCT SUB-BLOCKS TO OBTAIN WATERMARK DATA; 

FIGURE Sb 
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