- 1 DATA PROCESSI NG APPARATUS, PROGRAM FOR USE THEREW TH, AND METHOD FOR
USE THEREW TH BACKGROUND OF THE INVENTION 1. Field of the Invention The
present invention relates to a data processing apparatus for witing data
into a nenory in response to an access request, a programfor use
therewith, and a nethod for use therewith. 2. Description of the Rel ated
Art For exanple, a data processing apparatus for providing various kinds
of services to a conmmunication party after nutual authentication is
performed with the comrunication party is known. Such a data processing
apparatus has stored .therein varioosisetting data used for processing for
the nutual authentication and services described above; for exanple, the
above-descri bed setting data is witten into a plurality of managenent
appar at uses. DATHERROGESNG ARFAGATTISNJPRPFAAAL BSR TSE OFlREw e, t he
witing of the above-nentioned setting data froma plurality of nmanagenent
appar at uses do not confl i B¥DWERR@RCFPRtUHET THIRENIZHW i ting request is
received fromone nanagenent apparatus, the connection with the other
managenent apparatuses is disconnected, and the connection is established

only “jthBAEEERSE@@QﬁF%ﬁ&:%ﬂﬂ%&ﬁ&%& of the transm ssion source of the 2 -

1. Field of the Invention

The present invention relates to a data proéessing
apparatus for writing data into a memory in response to an
access request, a program for use therewith, and a method
‘for use therewith.
2. Description of the Related Art

For example, a data processing apparatus for providing
various kinds of serviqes to a communication party after
mutual authentication is performed with the communication
party is known. Such a data processing apparatus has stored
.therein variéus setting data used for processing for the

mutual authentication and services described above:; for

example, the above-~described setting data is written into a

plurality of management apparatuses. In such a data
pfocessing apparatus, in order that the writing of the
above-mentioned setting data from a plurality of management
apparatuses do not conflict with each other, when a writing
requeét is received from one ﬁanagement apparatus, the
-conﬁection with the other management apparatuses is
~disconnected, and the connection is established only with

the management apparatus of the transmission source of the



witing request. However, in the above-described system the data
processi ng apparatus di sconnects the connection with the other nanagenent
appar atuses when the connection is established with only the nanagenent
apparatus of the transm ssion source of the witing request. Therefore,
when a request is received thereafter fromthe ot her managenent
apparatuses, it is necessary to establish a connection again wth the

ot her managenent apparatuses, presenting the problemin that

responsi veness i s poor. Another problemi#is that, when the data processing
apparatus i s nmanaged from nanagenent apparatuses that are disposed at a
plurality of locations, in reality, however, only the nanagenent at one

| ocation can,ps igdaragiead unless there is a guarantee for sinultaneous
witing. SUMVARY THE 1 NVENTI ON Enbodi nents of the present invention seek
to provide a datawprecessi njcapparvatdsscapal eyetegy attié niptarite

aut hori zation to a maxi mum of one access request source when conmunication
i s perfor ne@TRAFERSHDIERPArREYS ol sreest sy Bapesnnssiiieaswakl hfer easi ng
responsivene%aﬁgf communication with the other access request sources that

do not hav8 WFf t¥ HRHGP 2P o " S5r 8 Fﬁn???NCQﬂﬂ§ h8PeWfth, 3 - and a
method for @geabNEnfW LAchASERY ANY rhfaBehls StadRReelisOb 1 Hige Present

i nvention,
transmission source of the writing request. Therefore, when

a reguest is received thereafter from the other management
apparatuses, it is necessary to establish a connection again
“with the other management apparatuses, presenting the
problem in that responsiveness is poor. Anocother problem is
that, when the data processing apparatus is managed from
management apparatuses that are disposed at a plurality of
locations, in reality, however, only the managesment at one
location can be guaranteed unless there is a guarantee for

simultaneous writing.

SUMMARY OF THE INVENTION

Embodiments of the present invention seek to provide a
data processing apparatus capable of granting write
authorization to a maximum of one access request source when
communication is performed with a plurality of access
request sources and increasing responsiveness of
communication with the other access request sources that do

not have write authorization, a program for use therewith,




there is provided a data processing apparatus in which data is accessed in
response to an access request froma plurality of access request sources,
the data processing apparatus conprising: storage neans for storing data;
assi gnment means for assigning a connection having wite authorization to
the access request source in response to a connection request in which the
wite authorization is specified, which is received fromthe access
request source, so that a maxi num of one connection from anong connecti ons
that are sinultaneously assigned to the plurality of access request
sources becones a connection having the wite authorization with respect
to the storage neans; and control neans for permtting witing into the

storage neang,d B pEESRRNSS (QeAPLALLASS .Fequest on condition that the
connection having the wite authorization is assigned to the access

request source whaegorBen@CEess rieguestp&ss ¢ ahedprvkéhc Wiiddndohnt o t he
storage neans is received fromthe access request source via the
connecti on &bsigned nutiked acdess prEmesstingoapgerdyuds Ha abscignbent neans.
In the data, processing apparatus in accordance with the first aspect of

t he present1?n@%ﬁﬁ§§ﬁé3Hﬁhéeéggmﬁﬁﬁ%h@nnéﬁﬁgsssﬁ%ﬁH3ﬁ§n§é9@I? may assign a

connection having wit aut hori zation to the acce request source in
response topgu gﬂ%:nﬁgiﬁfgﬁs?eﬂﬁﬁ§F¢iﬁoﬁﬁf%ﬁ'ﬂﬁgaﬁggﬁep BrhvtiFation is

speci fied, WBheRaiSs IRARINEInET OMINRAGEERS FEAUESSr SQULGRA;
assignment means for assigning a connection having write
.authorization to the access request source in response to a
connection request in which the write authorization is
specified, whiéh is received from the access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to the plurality of access
request sources becomes a connection having the write
authorization with respect to the storage means; and control
means for permitting writing into the storage means in
response to an access request on condition that the
connection having the write authorization is assigned to the
- access request source when the access request associated
with writing into the storage means is received from the
access request source via the connection assigned to the
access request source by the assignment means.
In the data processing apparatus in accordance with the
first aspect of the present invention, the assignment means
simultaneously may assign a connection having write

authorization to the access request socurce in response to a




so that a maxi mum of one connection from anong connections that are

simul taneously assigned to the plurality of access request sources becones
a connection having the wite authorization with respect to the storage
means. The control neans nmay permit witing into the storage neans in
response to an access request on condition that the connection having the
wite authorization is assigned to the access request source when the
access request associated wth witing into the storage neans is received
fromthe access request source via the cannection assigned to the access
request source by the assignment neans. According to a second aspect of the
present invention, there is provided a program executed by a data

Processing RARGLALS IdyddlhChn g fudl SrRCGesBedalhdacardaneg, Wi th an

access request froma plurality access request sources, the program
conpri si ng: speti£séd prodeduie fofciassl GRbAGLE: LARBECHEGReIRERNGW it e

aut hori zation to the access request source in response to a connection
request in Wi thathe naginue adt boe | catnieonios Spacidnced, cohhettisns ecei ved
fromthe access request source, so that a maxi mum of one connection from
among connedPRENATE HMEENEPRELY Avstgsrf ASstamel Walitheopl afeaSst y of

access requ?%%uggur§§%xggcggggmgsggqggcgi [N aw}n %%g wite authorization
with respect £o the Storaga: Cmians FRESETIED 3% PollEltf e for
perm tting wWokhbpgzdtid WHBhSLOEBA& to the storage means. The

control means may permit writing into the storage means in

response to an access request on condition that the

connection having the write authorization is assigned to the

access reguest source when the access request associated

with writing into the storage means is received from the

access request source via the connection assigned to the

access request source by the assignment means.

According to a second aspect of the present invention,
there is provided a program executed by a data processing
apparatus in which data is accessed in accordance with an
access request from a plurality of access request sources,
the program comprising: a first procedure for assigning a
connection having write authorization to the access request
source in response to a connection request in which the
write authorization is specified, which is received from the
access request source, so that a maximum of one connection

from among connections that are simultaneously assigned to
the plurality of access request sources becomes a connection
having the write authorization with respect to the storage

means; and a



means in response to an access request on condition that the connection
having the wite authorization is assigned to the access request source
when the access request associated with witing into the storage neans is
received fromthe access request source via the connection assigned to the
access request source in the first procedure. In the programin accordance
with the second aspect of the present invention, the first procedure my
assign a connection having wite authorization to the access request
source in response to a connection requestsin which the wite

aut hori zation is specified, which is received fromthe access request
source, so that a maxi num of one connection from anong connections that

are simul t aneushypasstdned A obbi Pt HAkAiY10h 26CeSHd QYUesLe SOUr ces
becones a connection having the wite authorization wth respect to the

storage nearsnsThe segoiteprocedudedmy rpatuakt oW iddnAgtioh ocidie thet or age
nmeans in response to an access request on condition that the connection
havi ng t he WwornechueihdrdvZawi ohei writagssiugheditatidre imceessonedjuastthsour ce
when the access request associated with witing into the storage neans is
received fr@nERE AETESIL rERUESt "EBTr Ble® AL aTFe TEEHAREL 3 DIPCiadsMgned to the

et o gL EEad AN sk PLOE SIS LS geacE AL = N1
executed by zacdabarf@eRSTINGcE via the connection assigned to the
access redquest source in the first procedure.
In the program in accordance with the second aspect of
the present iﬁvention, the first procedure may assign a
connection having write authorization to the access request
source in response to a connection request in which the
write authorization is specified, which is received from the
access request source, so that a maximum of one connection
rfrom among connections that are simultaneously assigned to
the plurality of access request sources becomes a connection
having the write authorization with respect to the storage
means. The second procedure may permit writing into the
"storage means in response to an access request on condition
that the connection having the write authorization is
assigned to the access request source when the access
request associated with writing into the storage means is
received from the access request source via the connection
assigned to the access request source in the first procedure.
In accordance with a third aspectof the present
invention, there is provided a data processing method

executed by a data processing



apparatus in which data is accessed in response to an access request from
a plurality of access request sources, the data processing nethod
conprising: a first step of assigning a connection having wite

aut hori zation to the access request = source in response to a connection
request in which the wite authorization is specified, which is received
fromthe access request source, so that a maxi num of one connection from
anongapbanatis ois whhiah dafea Sismattasseedisly mspoghed-d an theepkural ity of
access request sources becones a connection having the wite authorization
with Fespett txemh asPéPaghblhefis arepasbyeqirsidaoarpescesd mptappar at us; and
a second step Of&e%%hg”ti ng. witing_into the storage neans in response to

£ T cORETY ORI hat ARt R Ofi BASHERAMG @ he write

an ac}gess reql?e

aut hogdradd bl $avaAd! RECk LOCDE 26605 LEUBSLSOUL e ihen the access

request associated with witing in e acceéess an €st” associ at ed

Wi th ssutdendn Heepsakd & of 28BnBEESn | SequGeii¥efnifprode access request
source via the connection assigned to t(}l"le access regquest wite source in

t he furigste stughorimathen diat appeofessdi nghimt Hed rksebeadridancehwi th the third
aspect of the present invention, the first step may assign a connection
havi ifFSASSt FeaUERbr FRAEFON 0 thAk ackesbnun efuese sowreztion response to a
connect i on_request which, the wite authorization is specified, which is

received fro ?ﬂ%n%% 34 Fgaﬁe%‘fe SYHRLE 386U hata s gRerntifh of -one
connggll 9%?595&}?”&‘%&%@96% Ve tsr&?rcaersegg'cgryelst aneousLy, ;8551 gned to the

plurality of access request urces bécone
- having the write authorization with respect to a storage

means held by the data processing apparatus; and a second step of permitting writing into the

storage means in response to an access request on condition
that the connection having the write authorization is
assigned to the access request source when the access

request associated with writing into the access and

request associated with writing into said storage means is

received from the access request source via the connection.
assigned to the access request write source in the first step.

In the data proéessing method in accordance with the
third aspect of the present invenﬁion, the first step may
assign a connection having write authorization to the access
request source in response to a connection request in which
the write authorization is specified, which is received from
thg access request soﬁrce, so that a maximum of one
connection from among conﬁections that are siﬁultaneously

assigned to the plurality of access request sources becomes



7 a connection having the wite authorization with respect to the storage
nmeans. The second step may permt witing into the storage neans in
response to an access request on condition that the connection having the
wite authorization is assigned to the access request source when the
access request associated with witing into the storage neans is received
fromthe access request source via the connection assigned to the access
request source in the first step. According to enbodi nents of the present
invention, it is possible to provide a data processi ng apparatus capabl e
of granting wite authorization to a maxi num of one access request source
when comruni cation is performed with a plurality of access request sources

and i ncreasi RYcohRSPON VARESS Phe GRMANILGRLEON, W {dh tHeH0LEgsACGESS
request sources that do not have wite authorization, a programfor use

therew t h, anteastetdd rMeansuseThdesewinkh steBRhdF dEHERI RFL OMOR nddE
DRAWNGS Fig. 1 is a block diagramof a card systemaccording to a first
enmbodi ment of*bEhatpraemeantyéht FoFporsieg toRan sageafiodiewbagram of a SAM
shown in Fig. 1 ilJustrates.functions realized q¥ia.,CPU.shomn in

Fio. 2 Fi o CARHFIEDIRbs B T o BT BT Te ESRhet O el dhen the

SAM and nmanaggngal; ARRARAL URES SO JduELY: sdurde §hen the access
request associated with writing into the storage means is
received from the access request source via the connection
assigned to the access request source in the first step.

According to embodiments of the present invention, it

is possible to provide a data processing apparatus capable
of granting write authorization to a maximum of one access
request source when communication is performed with a
plurality of access request sources and increasing
responsiveness of communication with the other access
request sources that do not have write authorization, a

Program for use therewith, and a method for use therewith.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a card system according to
a first embodiment of the present invention;

Fig. 2 is a block diagram of a SAM shown in Fig. 1;

Fig. 3 illustrates functions realized by a. CPU shown in
Fig. 2;

Fig. 4 illustrates an initial state of the connection

between the SAM and management apparatuses shown in Fig. 1;



Fig. Sillustrates a case in which a strong connection request is
transmtted fromthe managenent apparatus shown in Fig. 1 to the SAM Fig.
6 illustrates a case in which a reset request is transmtted fromthe SAM
shown in Fig. 1 to the nanagenent apparatuses 132, 133, and 134; Fig. 7
illustrates a case in which a strong connection is formed between the SAM
and t he managenent apparatus 131; Fig. 8 is a flowhart illustrating an
exanpl e of the operation when the SAMreceives a strong connection request
SCR fromt he managenent apparatus 131 in the initial state shown in Fig.
4, Fig. 9 is a flowhart continuing f+@an-Fig. 8 illustrating the exanple
of the operation when the SAM receives the strong, connection request SCR
fromthe nanagenent apparatus 131 in the initial state shown in Fig. 4;

Fig. 10 is a froychariiihiusiesadi Iam?ca%@ exaiRienof {beonPRESAIAI Mhen the
SAM recei ves an access request fromthe rmanagenent apparatus shown in Fig.

1; and Fi gegliksit! igstraheniate€aserdm MY GlanddemattesppiLatesStshdvn formed by
a plurality of access requests COM which are continuously transmtted
fromt he man&denedt tappheabid; 131 to the SAM 12. - 9 - DESCRI PTION OF THE

PREFERRED EMBODI MENTS .
Fig. 6 illustrates a case in which a reset request is

transmitted from the SAM shown in Fig. 1 to the management
apparatuses 13 2, 13 3, and 13 4;

Fig. 7 illustrates a case in which a strong connection
is formed between the SAM and the management apparatus 13 1;

Fig. 8 is a flowchart illustrating an example of the
operation when the SAM receives a strong connection request
SCR from the management,appaiatus 13 1 in the initial state
shown in Fig. 4

Fig. 9 is a flowchart continuing from Fig. 8
illustrating the example of the operafion when the SAM
receives the strong connection request SCR from the

management apparatus 13 1 in the initial state shown in Fig.

4;

Fig. 10 is a flowchart illustrating an example of the
operation when the SAM receives an access request from the
management apparatus shown in Fig. 1; and

Fig. 11 illustrates a case in which one access request
is formed by a plurality of access requests COM, which are
continuously transmitted from the management apparatus 13 1

to the SaM 1i2.



A card system according to an enbodi ment of the present invention wll be
descri bed below First Enbodinent Fig. 1 is a block diagramof a card
system 1l of a first enbodi nent of the present invention. As shown in Fig.
1, the card system 11l includes, for exanple, an IC card 10, a conputer 11,
a SAM (Secure Application Mdule) 12, and nanagenent apparatuses 131, 132,
133, and 134. The nunber of managenent apparatuses may be any nunber as
long as it is plural. Here, the SAM 12 corresponds to a data processing
apparatus of the present invention. Each of the managenent apparatuses 131
to 134 -corresponds to an access reque$t ~source of the present invention.
In the card system 1, for exanple, after an IC (Integrated Crcuit) 15 of
the IC card 10 and the SAM 12 perform authentication via a conputer 11,

they perf @pBcrRIL@EORSORITHAN PRE BAGIER HMRRGIS@INtIsCesS i n cooperation. The
SAM 12 has stored therein various kinds of setting data, such as key data,

used for perfohntagdasydient |eatdraingetvean embedifenarsf Khandddmd C 15
and for performng processing for the above-described services. The
managementinvgpparat wiéd heldescuidpdmbielowt-he various kinds of setting data
to the SAM 12, and.read the setting data fromthe SAM 12, so that the
operation of tFeEEAMmRedimeAaged. The - 10 card system 1 of this

embodi ment  has {E?tfrf§ Arhfoéi diagram of a card system 1 ¢of a first
embodiment of the present invention. As shown in Fig. 1,
the card system 1 includes, for example, an IC card 10, a
computer 11, a SAM {Secure Application Module) 12, and
management apparatuses 13_1, 13 2, 13_3, and 13 4. The
numbér of management apparatuses may be any number as long
as it is plural. Here, the SAM 12 corresponds to a data
_processing apparatus of the present invention. Each of the
management apparatuses 13_1 to 13“4'corresponds to an access
iequest source of the present invention.

In the card system 1, for example, after an IC
.(Integrated Circuit}) 15 of the IC card 10 and the SaM 12
perform authentication via a computer 11, they perform
processing for predetermined serﬁices in cooperation. The
SAM 12 has stored therein various kinds of setting data,
such as key data, used for performing authentication between
the IC card 10 and the IC 15 and for performing processing
for the above-described services. The management
apparatuses 13 1 to 13_4 write the various kinds of setting

data to the SAM 12, and read the setting data from the SAM

12, so that the operation of the SAM 12 is managed. The



conmuni cati on net hod between the SAM 12 and t he managenment apparatuses 131
to 134. Each conponent shown in Fig. 1 is described below [ICcard 10] In
the IC card 10, the IC 15 is incorporated. The I1C 15 is an anti-tanpering
electronic circuit having, for exanple, an incorporated nenory, and an
interface, and a CPU (Central Processing Unit), which is configured in
such a manner that data stored in the incorporated nmenory and data bei ng
processed by the CPU cannot be externally nonitored or tanpered (difficult
to tanper). The IC 15 perfornms nutual authentication with the SAM 12 via
the conputer 11, and after the nutuat val+dities are confirmed, the IC 15
performnms processing for predeterm ned services in cooperation wth the SAM
12. [Conputer 11] The conputer 11 has an interface for exchanging data
with the 5 eq | e r:.e angi ng data
with the E%Ma139 E1[:‘Léﬂglvll 1‘% Cl%f% jeg“lﬁcglg“ ot hl%tsdl%ggg?nggf l?héﬁ%AM 12 shown in
Fig. 1. . A&mhﬁMatﬂoxElxgetﬁod WM khehaaw flor agyafpt emahay&idmces 121
and 122, a nmenory 12-3, and a CPU 124, these being - 11 interconnected

wi th one appthetuses B3 dhtia |1het.120.

Each component shown in Fig. 1 is described below.
[IC card 10]
In the IC card 10, the IC 15 is incorporated.

The IC 15 is an anti~tampering electronic circuit

A

having, for example, an incorporated memory, and an
interface, and a CPU {Central Processing Unit), which is
'configured in such a manner that data stored in the
incorporated memory and data being processed by the CPU
cannot be externally monitored or tampered {(difficult to
‘tamper) .

The IC 15 performs mutual authentication with the SAM
12 via the computer 11, and after the mutual wvalidities are
confirmed, the IC 15 performs.processing for predetermined
¥¥5 services in cooperation with the SAM 12,

[Computer 11]

The computer llihas an interface forrexchanging data
with the IC 15 of the IC card 10, and an intefface for
exchanging data with the SAM 12.

[SAM 12]

Fig. 2 is a block diagram of the SAM 12 shown in Fig. i.
‘As shown in Fig. 2, the S2M 12 has, for example, interfaces.

12 1 and 12_2, a memory 12_3, and a CPU 12 4, these being



Here, the nmenory 12 3 corresponds to the storage neans of the present
invention, and as will be described |ater, assignnment neans and control
means of the present invention are realized by the CPU 124. The SAM 12 is
an anti-tanpering electronic circuit, which is configured in such a nanner
that data stored in the nmenory 12 3 and data bei ng processed by the CPU
123 cannot be externally nonitored or tanmpered (difficult to tanper). The
interface 12 1 perfornms data input/output with the 1C 15 via the conputer
11 shown in Fig. 1. The interface 12 2 perforns data input/output with the
managenment apparatuses 131 to 134 showm Ln Fig. 1 via a network. The
network is a network based on, for exanple, Ethernet (trademark), USB
(Universal Serial Bus), or IEEE (Institute of Electrical and El ectronics
Engi neer 8); dii4ontie LBl G1LACENd 22, L0081 Va5, LML Re RR3IGIENt

apparatuses 13 1 t onnection reduest Such as a “stiong connection

request SCR an@e@&,aEH@S§aﬂ?g%Q§§ LR poRBsdeSCELDCLL b AL &L Imeans

Furthernore, the interface ttransmts the data used for nutual
aut hent i caifi athe @resgntwhhedntSowutgnd 2y Wihe GBUJE24ribedt hergmnagenent
apparatuses 131 to 134. The nenory .12 3 has stored therein various kinds
of setti rigdaraesd, nsanh ard keyn il mased dfotthaupheaentatnvention bet ween
the IC card 10 and the I C 15 and for processing for
are realized by the CPU 12 4.

The SaM 12 is an anti-tampering electronic circuit,
which is configured in such a manner that data stored in the
memory 12 3 and data being processed by the CPU 12 3 cannot
be externally monitored or tampered (difficult to tamper).

The interface 12 1 performs data input/output with the
IC 15 via the computer 11 shown in Fig. 1. The.interface
12 2 performs data input/output with the management
apparatuses 13_1 to 13_4 shown in Fig. 1 via a network. ‘The
-network is a network based on, for example, Ethernet
(trademark), USB (Universal Serial Bus), or IEEE (Institute

of Electrical and Electronics Engineers) 1394,

The interface 12_2 receives, from the management

apparatuses 13_1 to 13_4, a connection request such as a
étrong connection request SCR and an access request COM (to
be described later). rFurthermore, the interfaée 12_2
transmits the data used for mutual authentication, etc.,
'AWhich is output by the CPU 12_4, to the management
apparatuses 13 1 to 13_4.
The memory .12 3 has stored therein various kinds of

setting data SD, such as key data, used for authentication
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t he above-described services. In this enbodi nent, the managenent
apparatuses 131 to 134 wite (set) the setting data SD to the nenory 12 3.
Furthernore, the nmenory 12 3 has stored therein a. program PRG that is
read and executed by the CPU 124. The CPU 124 executes the program PRG
read fromthe nenory 12 3 so as to performvarious kinds of processes (to
be described later). In response to the execution of the programPRG for
exanple, the CPU 124 realizes the functions of a connection assignnent
section 21 and an access control section 22, as shown in Fig. 3. Here, the
connection assignment section 21 corregponds to the assignnment nmeans in
accordance with the first aspect of the present invention, and the access
control section 22 corresponds to the control neans in accordance with the
second aspchceh the PECSsBl 1OVAM G NP, Basedsolnd heysetting
data SD storeg menory 12_3, the CPU 1 _4 perforns au ntication
with the the Lﬁoeta uhgck&garﬁeﬁ&@é& Prec assisN @mbeHi HeAY| CESe i N
cooperation with the 1C 15 via the conputer 11. The functions of the SAM
12 wi || beadegemehédappadatasés i 1B _lassodizatd eiriwet Hsan) exhapsetioing he
operation of the card system1 (to be described later). [Minagenent

Appar at us€3te38Dt §0184% AgMoFHrliabh dUnthe IMOTSgekBAt MeBpRY at2sks 13 1 to
13 4

has stored therein a program PRG that is read and executed
by the CPU 12 4. |

The CPU 12 4 executes the program PRG read from the
memory 12 3 so as to perform variqus kinds of processes (to
be described later). In response to the execution of the
program PRG, for example, the CPU 12 4 realizes the
functions of a connection assignment section 21 and an
access control section 22, as shown in Fig. 3.

Here, the connection assignment section 21 corresponds
to the assignment means in accordance with the first aspect
of the present invention, and the access control section 22

corresponds to the control means in accordance with the

second aspect of the present invention.

Furthermore, based on the setting data SD stored in the
memory 12 3, the CPU 12 4 performs authentication with the
IC 15 of the IC card 10 and processing for services in
cooperation with the IC 15 via the computer 11. ‘The
functions of the SAM 12 will be described in detail in
association with an example of the operation of the card

~system 1 (to be described later).

[Management Apparatuses 13_1 to 13 4]



shown in Fig. 1, a connection with the SAM 12 is assigned by 1issuing a
connection request to the SAM 12 (a connection request of the present

i nvention). Then, each of the nmnagenent apparatuses 131 to 134 issues an
access request (an access request of the present invention) to the SAM 12
via the assigned connection. Wen the connection with the SAM 12 i s nuade,
each of the nmanagenent apparatuses 131 to 134 transmts apparatus type
data ASD indicating its own type (the data indicating the type of the
access request source of the present invention) to the SAM 12. The
apparatus type data ASD is verified tiogether with the nutual

“authentication with each of the managenent apparatuses 131 to 134 in the

SAM 12, and is used to define t he execution authorization for the
processing, whgh dsgrented hﬁn&%@ﬁ@ﬂ§eaﬁﬁa%i%hé@§¢§§3_&ﬁﬂqgih fromthe
managenent apparatus. A description is. given bel ow of” communicati on

bet ween thewSAMI1£igndl} he daagient wvaphachtuses 131id aski4mied byhe card

.system 1 with enphasis on the operation of the SAM 12 shown in Figs. 1 to

3. For examphiéngaaceseneésticonsicgeresd ite whiecBAMas2 showennectBiog. 4, as the
initial state, the SAM 12 assigns a weak connection WC, in which wite
aut hor i zaFFeHePE fbt the pEAralt deveréigair 12Then, et A tHh€ managenent

?gpigitusﬁgnégémégt-agﬁérgégges %Eﬂ %%CEBSE ggguggqggﬁﬁﬁggéa%%%ggggses 131

(an access request of the present invention) to the SAM 12
via the assigned connection.

When the connection with the SAM 12 is made, each of
the management apparatuses 13 1 to 13 _4 transmits appara;us
type data ASD indicating its own type (the data indicating
the type‘of the access regquest source of the present
invention} to the SAM 12. The apparatus type data ASD is
verified together with the mutual authentication with each
of the management apparatuses 13 1 to 13_4 in the SaM 12,
énd is used to define the execution authorization for the

processing, which is granted in response to the access

g?j request from the management apparatus.

A description is. given below of communication between
the SAM 12 and the management apparatuses 13 1 to 13_4 in
the card system 1 with emphasis on the operation of the SAM
12 shown in Figs. 1 to 3.

For example, a case is considered in which, as shown in
Fig. 4, as the initial state, the SAM 12 assigns a weak
connection W C, in which write authorization is not assigned

© to the SAM 12, to each of the management apparatuses 13 1 to



|

can transmt an access request COMrequiring read authorization to the SAM
12 via the weak connection WC, but cannot transmt an access request COM
requiring wite authorization. In the state shown in Fig. 4, as shown in
Fig. 5 the nanagenent apparatus 13 1 transmits, to the SAM 12, a strong
connection request SCR requiring an exclusive access to the SAM 12 (the
obt ai nnent of the wite authorization with respect to the nenory 123 of
the SAM 12). Upon receiving the strong connection request SCR, the SAM 12
perfornms nutual authentication with the nanagenment apparatus 13_1. Wen
the validity is confirned, then, the- BAM 12 determ nes whether or not the
strong connection S C has already been assigned to the other nanagenent
apparatuses 132, 133, and 134. Wen it is determned that the strong

connectionsS4C  RaseNoLa&h f@@%@%ﬁhﬁ%ﬂe@a@@pbgryﬂﬁs@& hes frapagesment
appar at uses 132, 133 and 134, the SAM 12, as Shown in Fig. 6, transmts a

reset request tEREshot #esfidddry ddtfealitdodr rzahiieningssegaed to the ot her
managenent apparatuses, .to the other nmanagenent apparatuses 13 2, 133,

and 134 | muthbeistaien o e BAMA erle ¢@@n$eakonoﬂ%eérmpmhwt®£lnﬁher
managenent apparatuses 13.2, 133, and 134 is maintained. As a result, the
authorlzaFP&ﬁOFoFr?ﬁ%mﬁ?dﬁbs%QQ&F%tﬁﬁQWQ%# £OM peapériBgnBELle™ t he SAM 12 by

the managgent, apparatus on

In the state shown in Fig. 4, as shown in Fig. 5, the
management apparatus 13_1 transmits, to the SAM 12, a strong
connection request SCR requiring an exclusive access to the
SAM 12 (the obtainment of the write authorization with
respect to the memory 12 3 of the SAM712).

Upon receiving the strong connection reqﬁest S5CR, the
SAM 12 performs mutual authentication with the management

. apparatus 13 _1. When the validity is confirmed, then, the
SAM 12 determines whether or not the strong connection 5_C
has already been assigned to the other mahagement |

~apparatuses 13 2, 13 3, and 13 4.

_;:) When it is determined that the strong connection S C

has not already been assigned to the other management
apparétuses 13 2, 13 3, and 13 4, the SAM 12, as shown in
fig. 6, transmits a reset'request CRE for resetting the
‘authorization assigned to the other management apparatuses,
-to the other management apparatuses 13;2, 13_3, and 13_4 in
the sfate in which the weak connection W_C with the other
management apparatuses 13_2, 13_3, and 13_4 is maintained.

As a result, the authorization for the procéssing that can
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the basis of the access request COM which has been assigned to the other
managenent apparatuses 13 2, 133, and 134 by the SAM 12, is reset. In this
enbodi ment, the SAM 12 resets the authorization assigned to the associ ated
managenent apparatus while the connection with the managenent apparatuses
132, 133, and 134 is maintained. For this reason, when the managenent
apparatuses 132, 133, and 134 transmt the access request COMto the SAM
12, it is not necessary to performa re- connection operation with the SAM
12, and the responsiveness is good. Then, as shown in Fig. 7, the SAM 12
assigns the strong connection S -C tolshe managenent apparatus 131. As a
result, the strong connection S Cis assigned to a naxi mum of one
managenent apparatus from anong the managenent apparatuses 13 1 to 13 4 by
the SAM 1 i n_he _ t it a Lhes@ccess
equest ool PeepEr R e L o R S o n y o

si ngl e nmanagemBRlk sapparRt Usccds Sasediddd aony Whiedwhhe Beyrnabel @vedf an
exanple of the operation for perform ng conmunication between the SAM 12
and the naiagereBithappassigsesnt] Hppaoraid3dd:n 1t3he,caBd3, sgsdehd 14 Hown in
Figs. 1 to 7 wth enphasis on the operation. of the SAM 12. 16 - [ Exanple
of First Qber &AMAL, is reset.

In this embodiment, the SAM 12 resets the authorization
assigned to the associated management épparatus while the
connection with the management apparatuses 13 2, 13_3, and
13 4 is maintained. For this reason, when the management
apparatuses 13 2, 13 3, and 13 4 transmit the access request
COM to the SAM 12, it is not necessary to perform a re-
connection operation with the SAM 12, and the responsiveness
is good.

Then, as shown in Fig. 7, the SAM 12 assigns the strong
connéction S C to the management apparatus 13_1. As a
result, the strong connection S_C is assigned to a maximum

of one management apparatus from among the management

ﬁ% apparatuses 13 1 to 13 4 by the SAM 12, and it can be

guaranteed that writing based on the access request COM is
performed to the memory 12 3 of the SAM 12 from only a

single management apparatus.

A description will now be given below of an example of
the operation for performing communication between the S5AM
12 and the management apparatuses 13 1 to 13 _4 in the card
system 1 shown in Figs. 1 to 7 with emphasis on the

6peration_of the SAM 12.



In this exanple of the operation, a case is described in which the SAM 12
recei ves the strong connection request SCR fromthe nmanagenent apparatus
131 in the initial state shown in Fig. 4. Figs.. 8 and 9 are flowharts
illustrating an exanple of the operation when the SAM 12 receives the
strong connection request SCR fromthe managenent apparatus 13_1 in the

initial

state shown in Fig. 4. Each step shown in Figs. 8 and 9 is

performed by the connection assignnment section 21 of the CPU 124 shown in

Fig. 3.

Each step shown in Figs. 8 and 9 is witten within a program PRG

and this constitutes the first procedure@ 4n accordance with the second
aspect of the present invention. Each step shown in Figs. 8 and 9
“constitutes the first step in accordance with the third aspect of the

present inventig

AL $20:SEL Jhe CPU,124 of the SAM 12 deternines

whet her or not tﬂe strong connection fequest SCR requiring an exclusive

access to the PAMHZs (d:henkd immmat opbrh€on W h t €SIt HOTdZRIHigRA O the
menory 123 of the SAM 12) is received fromthe nmanagenent apparatuses 13 1

to 134 .

dnawht.be théesdiMcE Lteieen thie issrdagecahnedtidmtrddiessst r ong

connection request SCR is received, the process proceeds to step ST2. In
thi s exam§iC® &fromhtheprrnadenenta appsaatysdéscii badthy ipbtiow istalte ch, as

shown in Fig. 5, the SA

M 12 receives the
shown in Fig. 4.

Figs. 8 and 92 are flowcharts illustrating an example of
the opeiation when the SAM 12 receives the strong connection
request SCR from the management apparatus 13 1 in the

- initial state shown in Fig. 4.

Each step shown in Figs. 8 and 9 is performed by the
connection assignment section 21 of the CPU 12 4 shown in
Fig. 3. BEach step shown in Figs. 8 and 9 is written within
a program PRG, and this constitutes the first procedure in
raccordance with the second aspect of the present invention.
Each step shown in Figs. 8 ana 9 constitutes the first step
in accordance with the third aspect of the present invention.

In step STl, the CPU 12_4 of the SAM 12 determines
whether or not the strong connection reguest SCR requiring
an exclusive access to the SAM 12 (the obtainment of the
write authorization to the memory112_3 of the 8aM 12) is
received from the management apparatuseskl3 1 to 13 4 via
the interface 12_2. When it”is determined that the strong
connection request SCR is received, the process proceeds to
step ST2.

In this example of the operation, a case is described



strong connection request SCR fromthe managenent apparatus 131. In step
ST2, the CPU 124 of the SAM 12 perforns nutual authentication wth the
managenent apparatus 131, which is a transm ssion source of the strong
connection request SCR in step ST1, in order to confirmthe nutual
validities. In step ST3, when the CPU 124 of the SAM 12 confirnms the
mutual validities in step ST2, the process proceeds to step ST4, and when
ot herwi se, the process proceeds to step STS. In step ST4, the CPU 124 of
the SAM 12 determ nes whether or not the strong connection S -C has

al ready been assigned to any of the-nmnagenent apparatuses 132, 133, and
134 other than the managenent apparatus 131. Wien it is determ ned that
the strong connection S -Cis not assigned, the process proceeds to step

- ST6. Waen,jit .i.s:de 1 ne t, ty org n i i | gned, the
process- SF%Sgeég %%ig%bpg%ﬂégg%%lgfég'STgf %ﬁg %%% ¥g4§%§é%ﬁ%9§%b?12

Stransmtsst¥odg E8EnéOt BEH afEqllZs SR &R tRet hbhaghhont | fghL&dd Ry t hat
the strong connection S C cannot be assigned to the nanagenent appar atus
13_1. In 98Bep.ST6, the CPU 124 of the SAM 12 transmts the reset request
CRE for resetting the authorization assigned 1s to the other nmanagenent
appar at uses vi&ntHen fAR4.f dde LFY 12_4 of the SAM 12 performs mutual

authentication with the management apparatus 13_1, which is
a transmission source of the strong connection request SCR
in step ST1, in order to confirm the mutual validities.

ih) o In step ST3, when the CPU 12 4 of the SAM 12 confirms
the mutual validities in step 8T2, the process proceeds to
step S5T4, and when otherwise, the process proceedslté step
STS.

In step ST4, the CPU 12m4.of the SAM 12 determines
whether or not the strong connection S_C has already been
assigned to any of the management apparatuses 13_2, 13 3,
and 13 4 other than the management apparatus 13 1. When it
is determined that the strong connection S C is not assigned,

the process proceeds to step ST6. When it is determined

that the strong connection S C is assigned, the process
proceeds to step ST5.

In step ST5, the CPU 12 4 of the SAM 12 ﬁransmits, via
the interface 12_2,.an error notification indicating that
the strong connection S_C cannot beraséigned to the
manageﬁent apparatus 13 1.

In step ST6, the CPU 12_4 of the SAM 12 transmits the

reset request CRE for resetting the auvthorization assigned



to the managenent apparatuses 132, 133, and 134 in the state in which the
weak connection W-C with the nanagenent apparatuses 132, 133, and 134 is
mai ntained. As a result, the authorization for the processing that can be
performed on the SAM 12 on the basis of the access request COM by the
associ at ed managenent apparatus, the authorization being assigned to the
managenent apparatuses 132, 133, and 134 by the SAM 12, is reset. As a
result, the SAM 12 does not disconnect the weak connection W-C with the
managenment apparatuses 132, 133, and 134, but nmaintains the weak
connection W-Cas is. In step ST7,-the -CPU 124 of the SAM 12, as shown in
Fig. 7, assigns the strong connection S -C to the nmanagenent appar at us
13 1. As aresult, the strong connection S Cis assigned to a maxi mum of
one ”a”ag%EPQheaBEﬁéﬁtMénéééﬁ%ﬁ%“%ﬁbaﬁéﬁ%s@%n%gS”%Hé apparatises 13 1 to
13 4 by the SAM 12. In step STS, based on the apparatus type data ASD
recei ved fogcomhkehpaffBgagenendpppnanaddss 1832,viid Bheandnt®r{ ace the?, the CPU

124 of the SAM 12 grants an authorization for processing that can be
per for med sdatehén SAMHA2thy weémek maorageriEon dpfawatbstis ranpgamsintg t he
access request COM For exanple, the CPU 12 4 specifies as to whether or
not the nﬁﬁ@@éﬁﬁﬁ?eapb%L%uL%ﬁjéﬂ_%ﬂﬂ1%3&§uéstﬁéle aLtBpd- 1978 (& &AFFeY Tof t he

rocessin for exa redet er mi ned
P %he auvthori atlon P G%e processing that can be performed

| on the SAM 12 on the basis of the access request COM by the
associated management apparatus, the authorization being
assigned to the management apparatuses 13 2, 13 3, and 13 4
by the 3AM 12, is reset. As a result, the SAM 12 does not
disconnect the weak connection W C with the management
apparatuses 13 2, 13 3, and 13 4, but maintains the weak:
connection W C as is.

In step ST7, the CPU 12_4 of the SAM 12, as shown in

Fig. 7, assigns the strong connection §_C to the management
apparatus.13_l. As a result, the strong connection S _C is

assigned to a maximum of one management apparatus from among

ﬁ;) the management apparatuses.13_1 to 13_4 by the SaAM 12.

In step 8T8, based on the apparatus type data ASD
received from the management apparatus 13 1 via the
interface 12_2, the CPU 12_4 of the SAM 12 grants an

. authorization for processing that can be performed on the
SBM 12 by the management apparatus 13 1 by using the access
| request COM.

For example, the CPU 12 4 specifies as to whether or

not the management apparatus 13 1 can issue the content
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request of a managenent system to the SAM 12 by-using the access request
COM In step ST9, the CPU 124 of the SAM 12 perfornms nutual authentication
wi th the managenent apparatuses 132, 133, and 134 via the interface 122.
In step ST10, when the CPU 124 of the SAM 12 confirnms the nutual
validities in step ST9, the process proceeds to step ST11l. Wen ot herw se,
the processing is conpleted. In step ST1l, based on the apparatus type data
ASD received fromthe nmanagenent apparatuses 13 2, 123, and 124 via the
interface 122, the CPU 124 of the SAM 12 grants an authorization for
processi ng that can be perforned on-the -SAM 12 by the nmanagenent
apparatuses 132, 133, and 134 on the basis of the access request COM For
exanple, the CPU 124 specifies the content (range) of the processing that
can be requgshes £o the SAM L g ! e ianageTR)Nt o BpPRasaLHeased 32, 133, and
13_4 by ugi %gtgt e access requestm@COVl [ Exanpl e of aSecond Qperation] A case
i s descri kegubskowrof mimneyaigi®e Ofstidig tepahat sad ip Whichidderl5BAM 12
receives the access request COMfromthe nanagenent apparatuses 131 to
134. Fig. atbess aeffhosch@®™. i |l ustrating an exanple of the operation when

the SAM 12 shown in Fig. 1 receives the 20 access request COMfromthe

authentication with the management apparatuses 13_2, 13 3,
and 13_4 via the interface 12 2.

In step ST10, when the CPU 12 4 of the SAM 12 confirms
the mutual validities in step ST9, the process proceeds to
step STl1l. When otherwise, the processing is completed.

In step ST1l, based on the apparatus type data ASD
received from the management apparatuses 13 2, 12 3, and
12 4 via the interface 12 _2, the CPU 12_4 of the SAM 12
grants an authorization for processing that can be performed
on the SAM 12 by the management apparatuses 13 2, 13_3, and
13 4 on the basis of the access request COM. For example,

the CPU 12 4 specifies the content (range) of the processing

ﬁf? _ that can be requested to the SAM 12 by the management

apparatuses 13_2, 13 3, and 13 4 by using the access request
COM. - |

[Example of Second Operation]

A case is described below of an example of the
operation in which the SAM 12 receives the access request
COM from the management apparatuses 13 1 to 13_4.

Fig. 10 is a flowchart illustrating an example of the

‘operation when the SAM 12 shown in Fig. 1 receives the



134. Each step shown in Fig. 10 is perfornmed by the access control section
22 of the CPU 124 shown in Fig. 3. Each step shown in Fig. 10 is witten
within the program PRG and this constitutes the second procedure of the
programin accordance with the second aspect of the present invention.
Furthernore, each step shown in Fig. 10 constitutes the second step in
accordance with the third aspect of the present invention. In step ST21,
the CPU 124 of the SAM 12 determ nes whether or not the access request COM
is received fromany of the nanagenent apparatuses 131 to 134 via the
connection assigned to the associ at ed 2taragenent apparatus (the strong
connection S C or the weak connection WC). Wen it is determned that the
access request COMis received, the process proceeds to step ST21. In step

ST22, thea&%@ééZEé%ﬁgsé'Hbﬁa%wo%Qtﬂ%rE@haﬁemgHﬁuéﬁpéﬁﬁﬁﬁﬁgé(mﬂjloﬁoMﬁth t he
S

managenent appar at of the transm ssion source of the access request COM
received 19 4StefadH Zhepnthddel dniFigs Whetbepenfonodd the tiss eeicased
managenent dpparatus has the authorization for the request specified in

t he accessonerpiksiedOMn |22 stfeph8TZPU WAeA shewCPin 1943 of3 ¢ hd&aghm 12
determnes in step ST22 that the associated management apparatus_has.the
above- des@kebeshenn hot iEati df ishargisepsyithin the &%‘?ﬂﬁd@f 5 ¥refrET24.

When ot herwi se, the proces roceeds .
this constiéﬁtes é%é)second procedure of the program in

accordance with the second aspect of the present invention.
Furthermore, each step shéwn in Fig. 10 constitutes the
second step in accordance with the thirxrd aspect of the
present invention.

In step ST21, the CPU 12 4 of the S5AM 12 determines
whether or not the access reguest COM is received from any
of the management apparatuses 13 1 to 13_4 via the
connection assigned to the associated management apparatus
(the strong connection S_C or the weak connection W_C}.

VWhen it is.determined that the access request COM is
‘received, the process proceeds to step STZ21.

In step ST22, the CPU 12 4 of the SAM 12 performs
mutual authentication with the management apparatus of the
transmission source of the access request COM received in
step ST21, and determines whether or not the assoclated
management apparatus has the authorization for the request
specified in the access reQuést COM.

'In step ST23, when the CPU 12_4 of the SaM 12
determines in étep $T22 that the associated management

apparatus has.the above-described authorization, the process



>

to step ST25. At this tinme, when the access request COM requires wite
aut hori zation, the CPU 124 determ nes that the associ ated managenent
apparatus has the specified request only when the access request COMis
received from the managenent apparatuses 131 to 134 via the strong
connection S C. Furthernore, for exanple, when the access request COM that
does . not require wite authorization is received from the managenent
apparatuses 131 to 134 via the weak connection WC, the CPU 124 determ nes
that the associated nanagenent apparatus has an authorization regarding
the specified request on condition that the associated managenent
apparatus has a predeterm ned authorization with regard to the request
specified by the access request COM In step ST24, the CPU 124 of the SAM

12 per f Or By o dURECES! BEepPE8h A EdyRYy thE AGHESS &%QUF,%CQQM pegeiygd in
step ST21.” When the access request COMis, for exanple, a reading request,
the CPU 124 reaags sthe.senti 8gidat tudP WHamMtHhadmeser yedadsshoom in Fig. 2.
When the access request COMis a witing request, the CPU 124 wites the
setting damiSEs mroteheunkopiyatlP@n, |thestGRY 23, deherfiPhled2dhat t he SAM
12 transmts, to the nmanagenent apparatus of the transm ssion source of
the accesd® @éggesiaten mapRgrrort mRRF AT &asi fdecaPrR§Tindt 22 there is

no aut hori zation for the processing specified b
request oniy wheg the accégs[}equest CO& is received from

the management apparatuses 13 1 to 13 4 via the strong
connection S _C.

Furthermore, for example, when the access request COM
that does not require write authorization is received from
the management apparatuses 13 1 to 13_4 via the weak
connection W C, the CPU 12 4 determines that the associated
management apparatus has an authorization regarding the
specified request on condition that the associated
management apparatus has a predetermined authorization with
regard to the request specified by the access request COM.

In step ST24, the CPU 12 4 of the SAM 12 performs
processing specified by the access request COM received in
step ST21. When the access request COM is, for example, a
reading request, the CPU 12 4 reads the setting data SD from
the memory 12 3 shown in Fig. 2. When the access request
COM is a writing request, the CPU 12 4 writes the setting
data SD into- the memory 12 3.

In step ST25; the CPU 12 4 of the SAM 12 transmits, to
the management apparatus of the transmission source of the

access request COM, an error notification indicating that



the access request COM As has thus been described, in the card system1,
the SAM 12 aSS|gns the strong connection S Cto the managenent appar at us
13 1, and assigns the weak connection WC to each "of the managenent
apparatuses 132 to 134. The SAM 12 accepts the access request COMrequiring
wite authorization into the nmenory 12 3 fromonly the nmanagenent
apparatus 13 1 to which the strong connection S C is assigned, and accepts
the access request COMthat does not require wite authorization fromthe
managenent apparatuses 132 to 134 to which the weak connection W-Cis
assigned. For this reason, accordi ng-t@2the card system1l, when the SAM 12
recei ves the access request COMrequiring wite authorization fromthe
managenent apparatus 131, it is not necessary for the SAM 12 to di sconnect
the connecticy Wist Bo tan%hmégemtf@appa{@tﬂmsﬁagtg éé4f1@&do§he weak
connection WC can be nmaintained. As a result, thereafF it is possible
for the SAMelZcdemredicgtieby toMt ecei ve the access request "OOM that does not
require wite authorization fromthe nmanagenent apparatuses 13 2 to 13 4,
and thus, a hi s hespbigs Vieses Jdomrikedybtiai nkd. cafdr $hereawork, the the card

system 1, for exanple, when 23 the SAM 12 aSS|gns t he strong connection S
-Cto theS®M 12 assigns the strong connection S_C to the management

apparatus 13_1, and assigns the weak connection W C to each
of the management apparatuses 13 2 to 13 4.

The SAM 12 accepts the access request COM fequiring
write authorization into the memory 12 3 from only the
management apparatus 13_1 to which the strong connection s C
is assigned, and accepts the access regquest COM that does
not require write authorization from the management
apparatuses 13 2 to 13_4 to which the weak connection W Cis
assigned.

For this reason, according to the card system 1, when
the SAM 12 réceives the access request COM requiring write
‘authorization from the management apparatus 13 1, it is not

necessary for the SAM 12 to disconnect the connection with

'the management apéaratuses 13_2 to 13_4, and the weak
connection W C can be maintained.

As a result, thereafter, it is'possible for the SAM 12
1mmed1ately to receive the access request COM that does not
require write authorization from the management apparatuses
13 2 to 13_4, gnd thus, a high responsiveness can be
obtained.

Furthermore, in the card system 1, for example, when



managenent apparatus 13_1 in response to the strong connection request SCR
fromthe managenent apparatus 131, the SAM 12 nai ntai ns the weak
connection W-C with the nanagenent apparatuses 132 to 134, but resets the
aut hori zation granted to the managenent apparatuses 132 to 134. As a
result, it is possible to newy grant an authorization to each of the
managenent apparatuses 132 to 134 so that the security when the managenent
apparatus 131 issues the access request COMto the SAM 12 via the strong
connection S -Cis ensured. Furthernore, according to the SAM 12, based on
the apparatus type data ASD recei ved 33 om each of the nanagenent
apparatuses 131 to 134, an authorization matching the type of the

associat ed managenent apparatus can be granted to the associated

nmanagenentthappamat ¥sas Se58 dHaThadidmNttofneds €ohSs deses i fagd bel ow in which
_one access request is fornmed by a plurality of actess requests COM

_ transm tt egnagenthhuspsdyatfusom3 He imaragenent appahatsisesnd3 1 to 13 4 to
the SAM 12. The SAM 12 of this enbodinment is the same as the SAM 12
~descri bed donrekR&ipnr seqendb @ FRerfiraax gt mehagendet apRTEsiEing ddscri bed

below is further erforned, Fi q}ﬁll illustrates a case . in which one access
request - 3% S orietriRAns 353y cOPngEEdeR Fequetths ¥V that are

management apparatuses 13_2 to 13 4, but resets the
authorization granted to the management apparatuses 13 2 to
13 4.

As a result, it is possible to newly grant an
authorization to each of the management apparatuses 13 2 to
13 4 so that the security when the management apparatus 13_1
issues the access request COM to the SAM 12 wvia the strong
connection S _C is ensured.

Furthermore, according to the SAM 12, based on the
apparatus type data ASD received from each of the management
apparatuses 13_1 to 13_4, an authorization matching the type
of the associated management apparatus can be granted to the
ET) associated management apparatus.

Second Embodiment
A case is described below in which one access request
is formed by a plurality of access requests COM transmitted
continuously from the management apparatuses 13 1 to 13 _4
to the 8AM 12. The SAM 12 of this embodiment is the same as
the SAM 12 described in the first embodiment except that the
~ processing described below is further performed.

Fig. 11 illustrates a case in which one access request



continuously transmtted fromthe nmanagenent apparatus 131 to the SAM 12.
In this enbodi nent, for exanple, one access request is forned by access
requests COML, COM2, and COWL shown in Fig. 11. Since an access request is
useful when witing into and reading fromthe SAM 12 cannot be perforned
by one access request. In this enbodinent, a description is given bel ow

of a case in which, in such a case, an access request COML1 is transmtted
fromthe managenent apparatus 133 to the SAM 12 at the stage where .
responses by the SAM 12 to all of the plurality of access requests COML,
COM2, and COWL are not conpleted. In 8tep ST31, the nmanagenent appar atus
131 transmts the access request COML to the SAM 12. In step ST32, the CPU
124 of the SAM 12 shown in Fig. 2 enters a |ocked-on state when the first

access requeFormeaMbyl & ?@§§£Y§QyV5£iéé&ééﬁ“ﬁﬁdﬁ@@%slaéMiﬂh§€99réﬂgl-_|n
step ST33, the CPU 124 of the SAM 12 perforns predeterm ned processing,

for exanpleentieadusdyotrihenisedd i fupnlattee SRfagemehite appapayud 213 Dr
witing of the setting data SD into the nenory 12 3, in response to the
access redwesheCORM Eéeceived in step ST31, and transnits a response RI,
~which is a resgonse of the_above processing, to - the nanagenent appar atus

131 via the infBrfate q¥pdiuent, foreF*arBie, t RBC NBRGGEHEFRIMIHarat us 131
transmtsformed by access requests COMl, COM2, and COML shown in Fig.

11. Since an access request is useful when writing into and
reading from the SAM 12 cannot be performed by one access
request. In this embodiment, a description is given below
of a case in which, in such a case, an access requést COM11
is transmitted from the management apparatus 13 3 to the SAM
12 at the stage where responses by the SAM 12 to a2ll of the
plurality of access requests COM1l, COM2, and COML are not
completed.
In step ST31, the management apparatus 13_1 transmits
the access request COM1 to the SAM 12.
In step ST32, the CPU 12 4 of the SAM 12 shown in Fig.
s 2 enters a locked-on state when the first access request
COM1 is received via the interface 12 2 in step ST31.
In step ST33, the CPU 12 4 of the SAM 12 performs
predetermined processing, for example, reading of the
- setting data SD from the memory 12 3 or writing of the
 $etting data SD into the memory 12 3, .in response to the
- access request COM1 received in step ST31, and transmits a
response R1l, which is a response of the above processing, to -

the management apparatus 13 1 via the-interface 12 2.



the access request COVM2 to the SAM 12. In step ST35, in response to the
access request COML received in step ST34, the CPU 124 of the SAM 12 shown
in Fig. 2 perforns predeterm ned processing, for exanple, reading of the
setting data SD fromthe nenory 12 3 or witing of the setting data SD
into the menory 12 3, and transmts a response R2, which is a response of
t he above processing, to the managenent apparatus 133. In step ST36, the
managenent apparatus 133 transmts the access request COML1 to the SAM 12.
In step ST37, in response to the access request COML1 received in step
ST36, the CPU 124 of the SAM 12 deternkBes whether or not the CPU 12 4 is
in a locked state. Since the CPU 124 is in a |ocked state, an error
notification ERR indicating that the access request COML1 cannot be

accepted is tganspibtefsio the JRNANGIRAL -2PR2LRLYS1331. thdhatan ST38, the
managenent apparatus£131 transmts the acgggg request—COW tojihe SAM 12.

In step Sk, achekeSpertestocONE €€cEss gmguest COML transmitted in step
ST38, the CPU 124 of the SAM 12 shown in Fig. 2 perforns predetermn ned
processi ng, foInextapl&T735s eqirgppnseheoséhei ngecdasar&Mésorid®™e nenory

12_.3 or witing of the setting data SD into nenory 12 3, and transmts a
response RECOWMiPEhinsShePeShdhsetler GBIE hd @f24hepSaNedi AR o1 he

managenent_.a ratus, 131 via_the
9 Fig?p% performs predetermined processing, for example,

reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into the memory 12 _3, and |
transmits a response R2, which is a response of the above
‘processing, to the management apparatus 13_3.

In step ST36, the mahagement apparatus 13 3 transmits
the access réquest COM11l to the SAM '12.

In step ST37, in response to the access request COM11
received in step ST36, the CPU 12 4 of the SAM 12 determines
whether or not the CPU 12_4 is in a locked state. Since the
CPU 12 4 is in a locked state, an error notification ERR
indicating that the access request COM11l cannot_be accepted
{f) is transmitted to the management apparatus 13_1.
| In step ST38, the management apparatus 13 1 transmits

the access request COML to the SAM 12,
| | In step 5T39, in response to the access request COML
transmitted in step ST38, the CPU 12 4 of the SAM 12 shown
 in Fig. 2 performs predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into memory 12 3, and

transmits a response RL, which is a response of the above



interface 122. In step ST40, the CPU 124 of the SAM 12 shown in Fig. 2
determ nes that the associ ated access request is the final one on the
basis of predetermned identification data within the access request COW,
and turns off the | ocked state set ~in step ST32 so as to enter a
| ocked-off state. In step ST41l, based on the error notification ERR
received in step ST37, the nanagenent apparatus 133 transmts the access
request COML1 again to the SAM 12. In step ST42, in response to the access
request COML1 received in step ST41, the CPU 124 of the SAM 12 shown in
Fig. 2 perforns predeterm ned processing,~for exanple, reading of the
setting data SD fromthe nenory 12 3 or witing of the setting data SD
into the nenory 12_3, and transmits a response Rl1l, which is a response of
t he above N0t ABNAYEE N ARRat Al 33;vi he interface
122. As hé?g?%ﬁgiﬁgéntﬁegﬁépﬁéd, in thﬁg)enboé%ng?r} ?ﬁé %2%! 12 does not
accept thanaeedager eguest COML1 when the access request COMLL is
transnmitted later to the SAM 12 fromthe nanagenent apparatus 13 _3 at the
stage where th&nresgpn3ed), bha HPUSANM B2 otfothakl SBM tRespbwmaln tBiof access
requests COML, COMR, and COM. form ng one access request are not
conpl et ed 2 FeiterRisefebldh, thhasaxporisid areesst segneshrisatbessiindbuest
formed by the glu algtg,of %he access

the basis o©

one o predetermined identification data within
the access request COML, and turns off the locked state set

in step ST32 so as to enter a locked-off state.

e In step ST41l, based on the error notification ERR

received in step ST37, the management apparatus 13_3
transmits the access request COM1l again to the SAM 12.

In step ST42, in response to the access request COM1l
received in step ST41, the CPU 12 4 of the SAM 12 shown in
Pig. 2 performs.predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into the memory 12 3, and

transmits a response R1I, which is a response of the above

ﬁi) - processing, to the management apparatus 13 3 via the

intérface 1z 2.
As has thus been described, in this embodiment, the SAM
12 does not accept the access request COM11l when the access
request COM1l is transmitted later to the SAM 12 from the
management apparatus 13_3 at the stage where the responses
by the 5AM 12 to all of the plurality of access requests
. COM1, COMZ,.and COML forming one access regquest are not

completed. For this reascon, the responsiveness to one



requests COML, COWMR, and COM. can be inproved. According to this

enbodi nent, when one access request forned by the plurality of the access
requests COML, COM2, and COML is a request for reading the setting data SD
and the access request COML1 is a request for witing the setting data
SD, it is possible to prevent the setting data SD of the nenory 123 of the
SAM 12 from being changed in response to the witing request while the
readi ng request is being processed. Third Enbodi ment In the
above-described first enbodi ment, as shown in Fig. 10, after the SAM 12
perfornms nutual authentication wth-the franagenent apparatuses 131 to 134
of the transm ssion source of the access request COM the SAM 12

determ nes whet her or not the associ ated nanagenent apparatus has an

aut hor | Zati .o Legardbe ALAMGR! SHREE:EE 11 oNenaCaesssd equest COM I n

this enbodiren , oré € access reduest 1s transmtted to the SAM

12, each QfqiReraBbageEddM2 ARRRT A Tahdbe amb2dvbaansnits, to the SAM
12, an inguiry as to whether or not the above-described execution

aut hori zati on Aascardesyldc chitshenbddiaknayt hbahi cat | rcesavresinasds
performed previously by the nmanagenent apparatus on its own wth the SAM
12, is helf¢rasdi by 2Be phurakipunsy tide ledesguiregueshe S 1 CWNamsnits a
-and COML is a request for reading the setting data SD and

the access reguest COM11l is a request for writing the

setting data SD, it is possible to prevent the setting data

= - 8D of the memory 12 3 of the SAM 12 from being changed in
response to the writing request while the reading request is
being processed.

Third bodi

In the above-described first embodiment, as shown in
Fig. iO, after the SAM 12 performs mutual authentication
with the management apparatuses 13 1 to 13_4 of the
transmission source of the access request COM, the SaAM 12
determines whether or not the associated management
{?3' : apparatus has an authorization regarding a request specified
A by the access request COM.

In this embodiment, before the access requesf COM 1is
trénsmitted to the SAM 12; each of the management.
apparatuses 13_1 to 13_4 transmits, to the SaM 12, an
inguiry as to whether or not the above-described execution
authorization as a result of the mutual authentication,

- which was performed previously by the management apparatus

on its own with the 8aM 12, is held as is.



response indicating whether or not the execution authorization granted to
t he associ at ed managenent apparatus as a result of the nutual
authentication, that is, a response indicating whether or not the process
of step ST6 shown in Fig. 8 is perfornmed. Based on the response received
fromthe SAM 12, each of the nmanagenent apparatuses 131 to 134 transmts
the access request COMto the SAM 12, as is perfornmed in step ST21 shown
in Fig. 10, when the authorization is not lost. According to this

enbodi ment, each of the nmanagenent apparatuses 131 to 13 4 can transmt

t he access request COM as described 2t step ST21 of the Fig. 10, only
when its own execution authorization is not lost. As a result, it is
possi ble.to prevent the SAM 12 from unnecessarily perform ng the processes

of steps ST21,;ST22., 5123+ ARheSIRBuikY, L Bhs sa@SE: @agismicd he managenent
apparatuses 131 to f§4 does not eriter an unwanted waiting state from when

t he accessespogyesin@ibhtind SaEethaidd nat eheorxnotitfoécation is received
in step ST25. If the data processing apparatus is provided with a function
capabl e ofaushbaiinehjon granidd it Hdwt iscaticda tetiamenagemert tIPRPFES in
synchroni zation with the managenent apparatuses, an unwanted wait state
can be avé@isdeédresnétppEskhft Wppiaic AUtSercdFesing, stbfkctSmter rel ated 29

to Japaneigsggaggtiﬁgféégfgé(ﬁkégﬁefjgrzggi_%gé8%%oééggdofrgtep ST6

shown in Fig. B is performed.

) Based on the response received from the SAM 12, each of

ﬁﬁ) the management apparafuses 13 1 to 13 4 transmits the access
request COM to the SAM 12, as is performed in step ST21
shown in Fig. 10, when the authorization is not lost.

According to this embodiment, each of the management

apparatuses 13 1 to 13_4 can transmit the access request COM,
as described in step ST21 of the Fig. 10, only when its own
execution authorization is not lost. As a result,.it is
possible to prevent the SAM 12 from unnécessarily performing
the processes of steps ST21, ST22, ST23, and ST25. In this

'43 case, each of the management apparatuses 13_1 to 13_4 does

. not enter an unwanted waitin§ state from when the access

request COM is issued until an error notification is

received in step ST25.

If the data processing apparatus is provided with a
function capable of obtaining a mutual authentication state
so as to operate in synchronization with the management
apparatuses, an unwanted wait state can be avoided.

The present application contains subject matter related



the JPO on January 9, 2004, the entire contents of which being

i ncor porated hereby by reference. 30 - WHAT IS CLAIMED IS: 1. A data
processi ng apparatus in which data is accessed in response to an access
request froma plurality of access request sources, said data processing
apparatus conprising: storage nmeans for storing data; assignnment nmeans for
assi gning a connection having wite authorization to the access request
source in response to a connection request in which said wite
authorization is specified, which is received fromsaid access request
source, so that a maxi nrum of one conri@&t+on from anong connections that
are sinultaneously assigned to said plurality of access request sources
beconmes a connection having said wite authorization with respect to said
storage NegngapaRds&Oopd#att MRS J01i RENEL.t trbngon L o6 £gr 4 Nt KRiich St Or age
fl means in response to an access request on condition that said ,
connect i oahbayPOgos aishwary €9 ,aBt00d),i 1&ki entigscasshigmeds ¢ whiechaccess
request source when said access request associated with witing into said
st or age nbeahsgi incerpdrathed fhragmbivh®vacedesenequest source via said
connection assigned to said access request source by said assignnment
nmeans. 2. The data processing apparatus according to Claiml1l, wherein said
assi gnment means si nul taneously assigns a



31 connection that does not have said wite authorization and that has
read. aut horization fromsaid storage neans, to a single or a plurality of
sai d access request sources other than said access request source to which
a connection having said wite authorization is assigned, and said control
means permts reading of data fromsaid storage neans when said access
request associated with reading fromsaid storage neans is received from
the access request source via the connection having said read

aut hori zation assigned to said access request source by said assignnent
means. 3. The data processing apparatus3@&ceording to Claiml1l or 2,

wherei n, based on data indicating the type of the access request source,
which is received fromsaid access request source, said control neans
grants, towuhe ascessrmMprequest source, an authorization for processing that
can be perforned using said access request, and when an access request is
received fromthe access request source via the connection assigned to the
access request source by said assignnment nmeans, said control neans
performns proces%indX<§ﬁ€bEﬂp€§55yn9héPE@§@§@Sr@qu@sphoda§énéﬁt|on that an

aut hori zation for roce55|1%§§pe0|f|ed by the access request is granted to
t he access®FEGTERY LRUTTF° t® 2Pn8Cq5F8 prEesitP™ppatatadih&€cor di ng

to Clalnllb% access request sources, said data processing apparatus

comprising:
storage means for storing data;

o : assignment means for assigning a connection having
write authorization to the access request source in response
to a connection request in which said write authorization is
specified, which is received from said access request source,
s0 that a maximum of one connection from among connections
that are simultanecusly assigned to said plurality of access
request sources becomes a connection having said write
authorization with respect to said storage means; and

control means for permitting writing into said storage

!ﬁi : means in response to an access request on condition that

said connection having said write authorization is assigned
to the access request source when said access requeét

associated with writing into'said storage means is received
from the access reguest source via said connection assigned

to said access request source by said assignment means.

2. The data processing apparatus according to Claim 1,

Wwherein sald assignment means simultaneously assigns a



or 3, wherein said control neans grants an authorization for processing
that can be perfornmed using said access request to the access request
source after the validity of said access request source is authenticated.
5. The data processing apparatus according to any one of the preceding

cl aims, wherein, when said assignnment neans assigns a connection having
said wite authorization to said access request source, said control neans
resets the authorization granted to §aég access reguest source to which
anot her connection is assigned while thé other connection assigned by said
assignment nmeans is nmaintained. 6. The data processing apparatus according
to any one of the preceding clains, wherein, in response to a request from
sai d accessSYBHTEICIs5hrEedOga| jok ¥l Safshmg itransfhesizabion hndhccess
request souyrce, .a repl indécatin ,mhggher the authorization granted to

t he accessq?ggugéﬁ 5%3&0@“? OTHFG O TEAT S@dth SHPERES STRPSp PR &t us
according tsQLn(Zgll ! Iglrla ]?Qlftregf'esséi o c%ss%d r%fqug‘sgl lsjét?‘llfcl::tg oogh gecess
requests sent” fromsard acce request sources I°'S T ecel ved, sait contro
means accepnindBalHek 888 Sfed RAHe Ho ket ol N1 R CERHJG T8 h3di g
plurality of access requests. 33 8. The data processing apparatus

“accordi ng tsaiel airitd, auvhereidviomherns saisd gekher aagcess request is received

before the processing for said plurality of access requests is conpleted,
t he ot her accessai@quastrdls mejrecipedmits reading of data from said

storage means when said access request associated with
reading from said storage means is received from the access
request source via the connection having said read
authorization assigned to said access request source by said

assignment means.

3. The data processing apparatus according to Claim 1
or 2, wherein, based on data indicating the type of the
access request source, which is received from said access
request source, said control means grants, to the access

request source, an authorization for processing that can be

&fj performed using said access request, and when an access

request is received from the access request source via the
connection aSsigned to the access request source by said
assignment means, said control means performs processing
specified by the access request on condition that an
authorization for processing specified by the access request

is granted to the access request source.



9. A program executed by a data processing apparatus in which data is
accessed in response to an access request froma plurality of access
request sources, said program conprising: a first procedure for assigning
a connection having wite authorization to the access request source in
response to a connection request in which said wite authorization is
specified, which is received fromsaid access request source, so that a
maxi mrum of one connection from anong connections that are simultaneously
assigned to said plurality of access Tédguest sources becones a connection
having said wite authorization with respect to said storage neans; and a
second procedure for permtting witing into said storage neans in
response to an aeced8erdrfife Proeps Towd pPParRtushaccealiggcbnréstinoh, havi ng
said wite authorization is ass%gped to the access request source when

sai d access®T requieSt e as sHTREF P L ISR iIFFG At BF <3 I Lt ERELRP sis 34
received fr .aGC r t I,a .sal ofe]g i Lgned to
sai d accesQ&gg%%ggﬁgsgﬁggéggﬁ%gh'%9??$§?¥1%?§1e%&?g.ggﬁéééﬁkgqgggg

processi ng tetifiedaexesst sy rasdatse Freceshd Ngalapparyabessdi which data is
accessed in response to an access request froma plurality of access
request sowrTEsSs safldedatspugcecessivigentibotbdonprising: a first step of
assigning a connection having wite

5. The data processing apparatus according to any one of
the preceding claims, wherein, when said assignment means

assigns a connection having said write authorization to said

access request source, said control means resets the
authorization granted to said access request source to which
another connection is assigned while the other connection

assigned by said assignment means is maintained.

6. The data processing apparatus according to any one of
the preceding claims, wherein, in response to a request from
said access request source, said control means transmits, to
the access request source, a reply indicating whether the

authorization granted to the access request source is valid.

7. The data processing apparatus according to claim 1,
when a request composed of a plurality of access requests
sent from said access request sources is received, said
control means accepts another access request after the.

processing for said plurality of access requests.



|

aut horization to the access request source in response to a connection
request in which said wite authorization is specified, which is received
fromsaid access request source, so that a maxi num of one connection from
anong connections that are sinmultaneously assigned to said plurality of
access request sources becone a connection having said wite

aut hori zation with respect to a storage neans held by the data processing
apparatus; and a second step of permtting witing into said storage neans
in response to an access request on congigtion that said connection having
said wite authorization is assigned to the access request source when said
access request associated with witing into said access request associ ated
with witing into said storage neans is received fromthe access request

source via said n i i o] i.d.. ac [ t.w:i.te source in
said first step. CB%SHﬂ%A‘I%@I% %%I%%&&Aﬁdﬁ%%ﬁg g‘%‘%&éﬁﬁﬁé@ﬁl\g& HEREW TH,
AND METHOD RdRrUSh, THEREWaIH ABSTIRACE:EE Fé:ddtSClsOpLRE AedldiedopEOCESSI NQ
apparatus is provided which is capable of inproving the responsiveness of
communi cat i diiel progpseinomiloy aahdxpmalotvoné acosss requeest isource has
wite authorization and the other access requests do not have i wite

aut hor i zat i Y RHBREL0NTMICCRETF AT SHERPHBERR A WCHeE Pt ural ity of access
request sources. A nmanagenment appar atus

9. A program executed by a data processing apparatus
~in which data is accessed in response to an access request
from a plurality of access request sources, said program
comprising:

a first procedure for assigning a connection having
write authorization to the access request source in response
to a connection request in which said write authorization is
specified, which is received from said access request source,
'so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
request sources becomes a connection having said write
authorization with respect to said storage means; and

a second procedure for permitting writing into said
storage means in response to an access request on condition
that said connection having said write authorization is
assigned to the access request source when said access

request associated with writing intc said storage means is



transmts, to a secure application nodule (SAM, a strong connection
request requesting the obtainment of wite authorization into the SAM
When it is determned that the strong connection has not al ready been
assigned to the other nanagenent apparatuses, the SAM assigns the strong
connection to the managenent apparatus in a state in which a weak
connection having read authorization with the nmanagenent apparatuses is

mai ntained. Fig 1
_34_
received from the access request source via said connection
assigned to said access request source in said first

procedure.

10. The data processing method executed by a data
processing apparatus in which data is accessed in response to
an access request from a plurality of access request
sources, said data processing method comprising:

a first step of assigning a connection having write
authorization to the access request source in response to a
connection request in which said write authorization is
specified, which is received from said access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
.request sources become a connection having said write
authorization with respect to a storage means held by the
data processing apparatus; and

a second step of permitting writing into said storage
means in response to an access request on condition that said
connection having said write authorization is assigned
to the access request source when said access request
associated with writing into said access request associated
with writing into said storage means is received from the
access request scurce via said connection assigned to said

access request write source in said first step.





