WO 2016/189322

11

Figure 1

Generate input string on/at the user’s device
(biometric data or Random Number)

Y

Feed input string into keypad configuration
generator (KCG) on user’s device

KCG produces:

>= 1 scrambled keypad configurations
which are used to generate:

>=1 scrambled operable keypads; and/or
>=1 keypad images

Vv

Keypad image superimposed over operable
keypad on device screen so user sees image
but operable keypad(s) waiting in
background ready to receive input

A4

Encoded version of user’s identifier
generated on device by keypad(s)

Vv

Encoded version of identifier plus keypad
configurations sent to remote location for
decoding of identifier & verification of user
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