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COMMUNICATION CONTROL DEVICE, TOLL COLLECTION SYSTH,
COMMUNICATION CONTROL METHOD, AND COMMUNICATION
CONTROL PROGRAM

Technical Field
[0001]
The disclosure relates to a communication conteslick, a toll
collection system, a communication control methaad a communication
control program.

Background Art
[0002]

In intelligent transport systems (ITSs), an electcatoll collection
system (ETC (trade name), also referred to as atofaatic toll collection
system”) is widely applied as a system configure@utomatically collect the
tolls in toll roads. The electronic toll collectimystem allows the tolls of toll
roads to be collected by means of dedicated sleorge¢ radio communications
between onboard units installed in vehicles andiscde antennas (dedicated
short-range communication antennas) installed ligates.

[0003]

In a case where a particular roadside antenna cariuates with a
particular onboard unit, the particular roadsidéeana may have irrelevant
communications with a non-target vehicle that issole the dedicated short-
range communication region defined for the validiidated short-range radio
communications (hereinafter, such irrelevant comivation(s) are referred to
as “erroneous communication(s)”). For example, riéftection of the
electromagnetic waves by the structure such asé¢llieng of the tollgate may
cause erroneous communications to be establishisxkbae the roadside
antenna with the onboard unit on a different vehittlat follows the vehicle in
the dedicated short-range communication region {anget vehicle for the
valid communications).

A technique to address such as problem is use efestromagnetic
wave absorbing panel installed in the structurdghenroad (see, for example,
Patent Document 1).

Citation List
Patent Document
[0004]
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Patent Document 1: JP 2001-068925 A

Summary of Invention
Problem to be Solved by the Invention
[0005]

However, providing every tollgate structure with @lectromagnetic
wave absorbing panel requires an enormous coss. ddse requires an
additional cost for maintenance to prevent the tetewagnetic wave absorbing
panel from falling.

[0006]

To address the problems mentioned above, the disodoprovides a
communication control device, a toll collection s, a communication
control method, and a communication control prograthof which contribute
to a simple system capable of reducing erroneousnmuonications.

Solution to Problem
[0007]

A communication control device (1a) according toaspect of the
disclosure includes: an erroneous communicationgmrgon antenna (21)
operable to receive electromagnetic waves sent fiomlectromagnetic wave
leakage monitoring region (Q2) defined in a regibat is different from a
dedicated short-range communication region (Q1)re&hmlid communications
are performed with a dedicated short-range comnaiidn antenna (20); a
signal alteration unit (320) disposed on a commatién interconnection
between the dedicated short-range communicatioenawa and a main control
device (31) and operable to alter a received sigimat is received from the
dedicated short-range communication antenna; asigreal alteration unit
control unit (322) operable to control the signdéeation unit in a case where
the erroneous communication prevention antennaiveselectromagnetic
waves to make the signal alteration unit alterrgneeived signal transmitted
from the dedicated short-range communication ardenrthe main control
device.

With this configuration, in a case where the onldoanit with which the
main control device should have no valid commuriareg sends
electromagnetic waves, the electromagnetic wavegegeived by the
erroneous communication prevention antenna. Intaddiin a case where the
erroneous communication prevention antenna receslasromagnetic waves,
the signal alteration unit control unit control®tkignal alteration unit and thus
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makes the signal alteration unit alter the receisigghal received from the
dedicated short-range communication antenna beafmeeceived signal
reaches the antenna controller 31.

Hence, only with the above-described simple confagion, the
erroneous communications with the onboard unit ttes not exist in the
dedicated short-range communication region canup@ressed.

[0008]

In addition, according to an aspect of the disctesthe signal alteration
unit may be a switch (320) operable to select cotina/cut off of the
communication interconnection.

With this configuration, in a case where the ermuge communication
prevention antenna receives electromagnetic wabhessignal alteration unit
control unit can control the signal alteration usétrving as a switch, and thus
can make the signal alteration unit cut off (altar)east a part of the
transmission, to the antenna controller 31, ofréeeived signal that is
received from the dedicated short-range commurocatintenna.

[0009]

In addition, according to an aspect of the disctesthe above-described
communication control device may further includemanitoring-time setting
unit (323) configured to set a monitoring time iecardance with a signal-
sending timing at which the main control devicedsa signal, wherein in a
case where the erroneous communication preventtenaa receives
electromagnetic waves during the monitoring tintes signal alteration unit
control unit may alter the received signal.

With this configuration, the alteration processthg signal alteration
unit control unit is limited to within a period wheesponse signal to the sent
signal is assumed to be received (i.e., withinrttanitoring time). Hence, the
malfunction of the communication control device sad by the reception of
disturbing electromagnetic waves or the like by ¢meneous communication
prevention antenna can be suppressed.

[0010]

In addition, according to an aspect of the disctesin a case where the
erroneous communication prevention antenna recesleastromagnetic waves
having the same frequency as the frequency of lbetr@magnetic waves sent
by the dedicated short-range communication antetireasignal alteration unit
control unit may alter the received signal.

With this configuration, in a case where short-rgmmunications for
different lanes are performed at different frequeadrom one another,
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erroneous communications with a vehicle travelimgaodifferent lane can be
suppressed.
[0011]

In addition, according to an aspect of the disctestihe dedicated short-
range communication antenna may be capable of viegepelectromagnetic
waves sent from the dedicated short-range commtinitaegion defined on a
lane on top of an elevated road, and the erroneoosmunication prevention
antenna may be capable of receiving electromagmedies sent from the
electromagnetic wave leakage monitoring regionmdion a lane under the
elevated road.

With this configuration, erroneous communicationshva vehicle
traveling on the lane under the elevated road aasuppressed.

[0012]

In addition, an aspect of the disclosure providésllacollection system
including: the above-described communication cdndevice; the dedicated
short-range communication antenna; and an anteantaaller provided as the
main control device and operable to perform tolllection communications via
the dedicated short-range communication antenna.

[0013]

In addition, an aspect of the disclosure provide®mmunication
control method using: an erroneous communicati@vention antenna
operable to receive electromagnetic waves sent fiomlectromagnetic wave
leakage monitoring region defined in a region tisadifferent from a dedicated
short-range communication region where valid comivations are performed
with a dedicated short-range communication anteand;a signal alteration
unit disposed on a communication interconnectiotwben the dedicated short-
range communication antenna and a main contrologeand operable to alter a
received signal that is received from the dedicatiedrt-range communication
antenna. In addition, the method includes the sfegontrolling the signal
alteration unit in a case where the erroneous comacation prevention antenna
receives electromagnetic waves, making the sighataion unit alter the
received signal transmitted from the dedicated shemge communication
antenna to the main control device.

[0014]

In addition, an aspect of the disclosure providggagram applied to a
computer of a communication control device inclugdian erroneous
communication prevention antenna operable to recelectromagnetic waves
sent from an electromagnetic wave leakage monigoragion defined in a
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region that is different from a dedicated shortgarcommunication region
where valid communications are performed with aidadd short-range
communication antenna; and a signal alteration disiposed on a
communication interconnection between the dedicatextt-range
communication antenna and a main control deviceagpeatable to alter a
received signal that is received from the dedicatiedrt-range communication
antenna. In addition, the program includes makhgydomputer function as a
signal alteration unit control unit operable to trohthe signal alteration unit
in a case where the erroneous communication preMeantenna receives
electromagnetic waves to make the signal alteratioih alter the received

signal transmitted from the dedicated short-rang@munication antenna to the

main control device.

Advantageous Effect of Invention
[0015]

According to the communication control device, tb# collection
system, the communication control method, and tramunication control
program, erroneous communications can be supprdssede of a simple
configuration.

Brief Description of Drawings

[0016]

FIG. 1 is a diagram illustrating an overall configtion of a toll
collection system according to a first embodiment.

FIG. 2 is a block diagram illustrating a functior@infiguration of the
toll collection system according to the first embuodnt.

FIG. 3 is a first diagram describing actions ofcanenunication control
device according to the first embodiment.

FIG. 4 is a diagram describing actions of an anéeoontroller and an
onboard unit according to the first embodiment.

FIG. 5 is a second diagram describing actions efabmmunication
control device according to the first embodiment.

FIG. 6 is a third diagram describing actions of dmenmunication
control device according to the first embodiment.

FIG. 7 is a diagram illustrating an overall configtion of a toll
collection system according to a second embodiment.

FIG. 8 is a diagram illustrating an overall configtion of a toll
collection system according to a third embodiment.
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Description of Embodiments
[0017]
First Embodiment

A toll collection system and a communication cohttevice according
to a first embodiment will be described below wigierence to FIG. 1 to FIG.
6.

[0018]
Overall Configuration of Toll Collection System

FIG. 1 is a diagram illustrating an overall configtion of a toll
collection system according to the first embodiment

A toll collection system 1 according to the firghleodiment is a toll
collection system operable to perform dedicatedtshange radio
communications for collecting the toll (hereinaftatso referred simply to as
“short-range communications”) with a vehicle tramgl on a particular lane and
to also perform an electronic billing and paymeoti(collection processing)
without forcing the vehicle to stop.

Such a toll collection system 1 is provided in, éotample, entry
tollgates, exit tollgates, etc. in toll roads suchexpressways. As illustrated in
FIG. 1, the toll collection system 1 includes arplity of lanes L constructed
side by side one another. A vehicle A that triepaéss through the entry tollgate
(or the exit tollgate) needs to travel on any ohéhe plurality of lanes L.

A roof CA is disposed over the entry tollgate (ebaligate) where the
toll collection system 1 is installed.

[0019]

As illustrated in FIG. 1, the toll collection systel includes a vehicle
detector 10, an dedicated short-range communicatidanna 20, an erroneous
communication prevention antenna 21, and a lanérebdevice 30. The lane
control device 30 includes an antenna controlleaBd an IF box (interface
box) 32 installed therein.

In this embodiment, a communication control devieeincludes an
erroneous communication prevention antenna 21 hedR box 32.

[0020]

The vehicle detector 10 is disposed on the islaatld position on the
upstream side (on the -X direction side) of theeldn and is operable to detect
whether a vehicle has entered the lane L.

[0021]
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The dedicated short-range communication antennia 20 antenna
operable to perform short-range communications betwthe lane control
device 30 (antenna controller 31) (to be descrila¢elr) and an onboard unit A1
installed in the vehicle A.

The dedicated short-range communication antennar@ecured
individually to support members (gantries, polds,)e and are disposed
individually for the plurality of lanes L. Each tiie dedicated short-range
communication antennas 20 performs short-range aomcations with the
vehicle A traveling on the corresponding lane LeS8ifically, the dedicated
short-range communication antenna 20 is capabteaosmitting and receiving
electromagnetic waves with a pre-designed diregtithat allows the dedicated
short-range communication antenna 20 to perfornrtstamge communications
with the vehicle A existing in a dedicated shormiga communication region Q1
on the corresponding lane L.

[0022]

The erroneous communication prevention antennas 2lisposed in the
IF box 32 (to be described later) and is operabledntrol the communications
between the dedicated short-range communicatioenanat 20 and the antenna
controller 31. In this embodiment, the erroneousiownication prevention
antenna 21 is a receive-only antenna. The erroneomsnunication prevention
antenna 21 has a pre-designed directivity thatadlthe erroneous
communication prevention antenna 21 to receivetedetagnetic waves from
the vehicle A (onboard unit A1) existing in an dlemagnetic wave leakage
monitoring region Q2 on the corresponding lane L.

Note that the electromagnetic wave leakage momtpregion Q2 is
defined to be a region that is different from theditated short-range
communication region Q1.

[0023]

The lane control devices 30 are individually praddfor the lanes L,
and each of the lane control devices is installedhe corresponding island |
for the corresponding lane L. The lane control dev80 controls the overall
toll collection processing in the toll collectiogsdem 1. Specifically, the
antenna controller 31 of the lane control devicep@8forms short-range
communications for the vehicle A via the dedicasbédrt-range communication
antenna 20 with the onboard unit Al installed ia t#kehicle A traveling on the
lane L.

In a case where the lane control device 30 dete@sthe vehicle
detector 10, entry of a particular vehicle A inbeetlane L, the lane control
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device 30 makes the dedicated short-range commtioicantenna 20 send
electromagnetic waves to start short-range comnaititins with the particular
vehicle A.

[0024]

FIG. 2 is a block diagram illustrating a functiora@infiguration of the
toll collection system according to the first embuodnt.

As illustrated in FIG. 2, the lane control devic@ iBcludes the antenna
controller 31 and the IF box 32.

[0025]

The antenna controller 31 is a main control devicguded in the lane
control device 30, and performs communicationscioliecting the toll with the
onboard unit Al via the dedicated short-range comigation antenna 20.

The antenna controller 31 outputs a frame contressage channel
signal (FCMC signal) D1 towards the dedicated shange communication
antenna 20 at the timing when the antenna contr@8llereceives a vehicle
detection signal from the vehicle detector 10 (hostrated in FIG. 2). As will
be described later, once the onboard unit A1 (d4€e F) receives a FCMC
signal D1 sent from the antenna controller 31,dhboard unit A1 sends an
activation channel signal (ACTC signal D2), whisha response signal
allowing the onboard unit Al to start short-rangenenunications with the
antenna controller 31. The ACTC signal D2 contalmes identification number
(i.e., onboard unit number) assigned uniquely ® ¢hboard unit Al.

The FCMC signal D1 and the ACTC signal D2 are sigrefined by
Association of Radio Industries and Businesses @Ritandards, which are
standard telecommunication specifications of detidashort-range
communication (DSRC) system.

[0026]

As illustrated in FIG. 2, the FCMC signal D1 (elemhagnetic waves)
sent from the dedicated short-range communicatideraa 20 is normally
received by an onboard unit A1-1 that exists in dledicated short-range
communication region Q1. Once the onboard unit Akdeives the FCMC
signal D1 sent from the dedicated short-range comoation antenna 20, the
onboard unit A1-1 sends ACTC signal D2 (electrongtgnwaves) in response
to the reception. The ACTC signal D2 sent by theaard unit A1-1 is received
by the dedicated short-range communication ant@&a he ACTC signal D2
received by the dedicated short-range communicaidenna 20 is transmitted
though the communication interconnection that cetm¢he dedicated short-
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range communication antenna 20 to the antenna alerti31, and is then
received by the antenna controller 31.
[0027]

As illustrated in FIG. 2, the FCMC signal D1 serdrh the dedicated
short-range communication antenna 20 may reachdrmuthe dedicated short-
range communication region Q1 (i.e., may reachetleetromagnetic wave
leakage monitoring region Q2) due to the reflectiignthe roof CA, etc. Hence,
the FCMC signal D1 may be received by another ondboait A1-2, which
exists in the electromagnetic wave leakage monitpregion Q2.

In this case, once the onboard unit A1-2 receive§@MC signal D1
(electromagnetic waves) sent from the dedicatedtstamge communication
antenna 20, the onboard unit A1-2 sends an ACTG@aiD2 (electromagnetic
waves) as in the case of the onboard unit A1-1. AG&C signal D2 sent by
the onboard unit A1-2 is received by the dedicatledrt-range communication
antenna 20.

In addition, as the onboard unit A1-2 exists in glectromagnetic wave
leakage monitoring region Q2, the ACTC signal Datdey the onboard unit
A1l-2 is also received by the erroneous communicapievention antenna 21.
[0028]

Next, a functional configuration of the IF box 32llvbe described
below.

As illustrated in FIG. 2, the IF box 32 include€®U 32a and a switch
320.

The CPU 32a is a processor configured to contrelaherall operations
of the IF box 32. The CPU 32a itself operates incadance with loaded
predetermined loaded programs to function varioagsyv Functions of the CPU
32a will be described later.

The switch 320 is disposed on the communicatioargdnnection that
connects the dedicated short-range communicatioenaa 20 with the antenna
controller 31. The switch 320 functions as a siga#tration unit configured to
alter the signal received from the dedicated shanige communication antenna
20. To be more specific, the switch 320 is a switplerable to switch the
connection/cut off of the communication intercontiec between the dedicated
short-range communication antenna 20 and the aateantroller 31.

The switch 320 may be a hardware switch or a sagvgavitch.

[0029]

The CPU 32a functions as a received-signal momitptinit 321, a

signal alteration unit control unit 322, and a ntoning-time setting unit 323.
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The received-signal monitoring unit 321 is operatmenonitor the
signal received from the erroneous communicati@vention antenna 21 and
to determine whether the erroneous communicati@vegmtion antenna 21 has
received electromagnetic waves.

In a case where the erroneous communication prexerantenna 21 has
received electromagnetic waves, the signal altenatinit control unit 322
controls the switch 320 to make the switch 320rale received signal
(specifically, the signal received by the dedicasbdrt-range communication
antenna 20) transmitted from the dedicated shargigacommunication antenna
20 to the antenna controller 31. Specifically, shgnal alteration unit control
unit 322 performs a control of opening the swit@®3o cut the communication
interconnection, so that the received signal trattseh from the dedicated
short-range communication antenna 20 to the anteon#&oller 31 loses at
least a part thereof.

The monitoring-time setting unit 323 sets a moriitgrtime in
accordance with the signal-sending timing at whtité antenna controller 31
sends a signal (FCMC signal D1).

[0030]

FIG. 3 is a first diagram describing actions ofaanenunication control
device according to the first embodiment.

FIG. 3 is a schematic view of the lane L seen fiside, and illustrates
an exemplar case of erroneous communications.lAstiated in FIG. 3, the
FCMC signal D1 sent from the dedicated short-racg@munication antenna
20 may be reflected by the road surface of the laned by the roof CA, and
then received by the onboard unit Al of the vehiklihat does not exist in the
dedicated short-range communication region Q1 (éxadts in the
electromagnetic wave leakage monitoring region QYhis case, the onboard
unit A1 sends an ACTC signal D2 in response tordeeived FCMC signal D1.
As in the case of the FCMC signal D1, the ACTC silgn2 sent from the
onboard unit Al is reflected by the roof CA and tbad surface of the lane L,
and is then received by the dedicated short-ramgentunication antenna 20.
The dedicated short-range communication antennia 20t able to distinguish
between the received ACTC signal D2 sent from witthie dedicated short-
range communication region Q1 and the received AGTal D2 sent from
outside of the dedicated short-range communicatégion Q1. Hence,
erroneous communications may take place with theclke A that exists outside
the dedicated short-range communication region @&ss a measure is taken.
[0031]
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In this embodiment, the erroneous communicatiorv@néion antenna 21
is disposed so that the erroneous communicationgmtégon antenna 21 is
capable of receiving the electromagnetic waves fem the electromagnetic
wave leakage monitoring region Q2. Hence, as ithted in FIG. 3, the
erroneous communication prevention antenna 21 vesghe ACTC signal D2
sent from the onboard unit Al that exists in thecelomagnetic wave leakage
monitoring region Q2.

[0032]

FIG. 4 is a diagram describing actions of an anéeoontroller and an
onboard unit according to the first embodiment.

FIG. 4 is a timing chart of the FCMC signal D1 segtthe antenna
controller 31 towards the onboard unit A1 and th&TA signal D2 sent by the
onboard unit A1 towards the antenna controller 31.

Now, the short-range communications between therarg controller 31
and the onboard unit A1 will be briefly describedttwreference to FIG. 4.
[0033]

As illustrated in FIG. 4, by sending, repeatedlyanstant intervals, the
FCMC signal D1 towards the dedicated short-rangarnanication region Q1
(see FIG. 1 and FIG. 2), the antenna controller8fuests the onboard unit Al
that exists in the dedicated short-range commuitnatgion Q1 to send
(respond with) an ACTC signal D2.

According to the above-mentioned ARIB standards;eothe onboard
unit Al receives the FCMC signal D1, the onboard Ad sends the ACTC
signal D2 over electromagnetic waves at a timingesponding to any one of
the six channels (i.e., channels C1 to C6 illustdain FIG. 4) defined
beforehand individually for different periods.

The timing (i.e., one of the channels C1 to C6yhich the onboard unit
Al sends the ACTC signal D2 is selected randomigrgtime the onboard unit
Al sends the ACTC signal D2. There may be a cassrevh plurality of
vehicles A (onboard units Al) that exist in a sengledicated short-range
communication region Q1 simultaneously receive FBMC signal D1. Even in
this case, however, crosstalk that might otherbiseaused by the overlapping
of the sending of the ACTC signal D2 from the plityaof onboard units Al
can be suppressed.

[0034]

The timings (i.e., the channels C1 to C6) at whité onboard unit Al
outputs (sends) the ACTC signal D2 are defined $ipag, as a reference, a
point of time tf when the antenna controller 31puis the FCMC signal D1.
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Specifically, the sending of the ACTC signal D2titwe onboard unit Al is
performed between a point of time tal that is adptermined length of time
Atl after the point of time tf and a point of time2tthat is a predetermined
length of timeAt2 after the point of time tal.

[0035]

FIG. 5 and FIG. 6 are a second drawing and a tthiedving,
respectively, describing actions of the communimattontrol device according
to the first embodiment.

FIG. 5 and FIG. 6 are timing charts illustrating tbp-Link side
(sending side) signal of the antenna controllerBawn-Link side (receiving
side) signal of the antenna controller 31, sigrsast by the onboard unit A1,
the signal received by the erroneous communicgti@vention antenna 21, and
the ON/OFF state of the switch 320.

Specifically, FIG. 5 is a timing chart of a caseesh the dedicated short-
range communication antenna 20 receives a sign@lf@signal D2) sent from
the vehicle A (specifically, the onboard unit Al(gee FIG. 2)) that exists in the
dedicated short-range communication region Q1.dditeon, FIG. 6 is a timing
chart of a case where the dedicated short-rangemoritation antenna 20 has
received a signal sent from the vehicle A (speaifi; the onboard unit A1-2
(see FIG. 2)) that exists in the electromagnetivavieakage monitoring region
Q2.

[0036]

Now, the flow of the processes included in the dalhort-range
communications between the antenna controller 3iLltha onboard unit A1-1
will be described below with reference to FIG. Ad&fG. 5.

Firstly, the antenna controller 31 outputs the FCBIgnal D1 at the
point of time tf (see the line of the antenna cohér 31 (Up-Link) in FIG. 5).

Then, the monitoring-time setting unit 323 (CPU Baathe IF box 32
sets a monitoring time by using the output of tl&VC signal D1 by the
antenna controller 31 as a trigger. Specificallye monitoring-time setting unit
323 sets, as the “monitoring time,” the durationtiafe during which the
response signal (ACTC signal D2) to the FCMC sigbaloutputted at the
point of time tf is expected to be received (itbe duration of time from the
point of time tal to the point of time ta2).

As illustrated in FIG. 5, the FCMC signal D1 outpd from the antenna
controller 31 is sent, as electromagnetic waves the dedicated short-range
communication antenna 20.

[0037]
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The onboard unit A1-1 that exists in the dedicatkdrt-range
communication region Q1 receives the FCMC signalset from the
dedicated short-range communication antenna 20n,Tthee onboard unit A1-1
sends the ACTC signal D2 in response to the reoamf the FCMC signal D1.
In the examples illustrated in FIG. 5, the onboanit A1-1 sends the ACTC
signal D2 in the period of the channel C2. As ithased in FIG. 5, the ACTC
signal D2 sent by the onboard unit A1-1 is receibgdhe dedicated short-
range communication antenna 20. However, as theambunit A1-1, exists in
the dedicated short-range communication region 1@t in the electromagnetic
wave leakage monitoring region Q2), the ACTC sigbalsent by the onboard
unit A1-1 is not received by the erroneous commatian prevention antenna
21.

[0038]

During the monitoring time set by the monitoringag setting unit 323,
the received-signal monitoring unit 321 (CPU 32ajhe IF box 32 determines
whether the erroneous communication preventionrarge21 has received
electromagnetic waves. In the example illustrate&IG. 5, the erroneous
communication prevention antenna 21 has receivedi@ctromagnetic waves
during the monitoring time. Hence, the receivedasigmonitoring unit 321
detects no reception of electromagnetic waves byetfitoneous communication
prevention antenna 21 during the monitoring time.

[0039]

Then, during the monitoring time, the signal altera unit control unit
322 (CPU 32a) in the IF box 32 constantly makessthdch 320 perform a
closing action. Specifically, during the monitoritighe, the communication
interconnection between the antenna controller il the dedicated short-
range communication antenna 20 is constantly kephé connected state.
Hence, as illustrated in FIG. 5, the ACTC signal i22eived by the dedicated
short-range communication antenna 20 goes on tebeived by the antenna
controller 31 (see the antenna controller 31 (Ddwumk) in FIG. 5).

In accordance with the above-described flow of ghecesses, the
antenna controller 31 can perform valid short-rangemmunications with the
vehicle A (i.e., the onboard unit A1-1) that exigishe dedicated short-range
communication region Q1.

[0040]

Next, the flow of the processes included in thersihange
communications between the antenna controller 3iltha onboard unit A1-2
will be described below with reference to FIG. 2dAG. 6.
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As in the case of FIG. 5, the antenna controlleo@tputs the FCMC
signal D1 at the point of time tf (see the linetlbé antenna controller 31 (Up-
Link) in FIG. 6).

Then, the monitoring-time setting unit 323 sets @nitoring time by
using the output of the FCMC signal D1 by the antenontroller 31 as a
trigger. Specifically, the monitoring-time settingit 323 sets, as the
“monitoring time,” the duration of time during whiadhe ACTC signal D2
responding to the FCMC signal D1 outputted at thnpof time tf is expected
to be received (i.e., the duration of time from gwnt of time tal to the point
of time ta2).

As illustrated in FIG. 6, the FCMC signal D1 outifad from the antenna
controller 31 is sent, as electromagnetic waves the dedicated short-range
communication antenna 20.

[0041]

In a state that is assumed to be normal, the omboait A1-2 that exists
in the electromagnetic wave leakage monitoringaadd2 receives no FCMC
signal D1 sent from the dedicated short-range comoation antenna 20. In
reality, however, as illustrated with referencd-i&. 3, there is reflection by
the road surface of the lane L and by the roof @Aich may allow the
onboard unit A1-2 that does not exist in the detidashort-range
communication region Q1 to receive the FCMC sigbal In this case, the
onboard unit A1-2 sends an ACTC signal D2 in resgoto the reception of the
FCMC signal D1. In the examples illustrated in FB;the onboard unit A1-2
sends the ACTC signal D2 in the period of the cle@2. As illustrated in
FIG. 6, the ACTC signal D2 sent by the onboard &it2 is reflected by the
roof CA and the road surface of the lane L, anthen received by the
dedicated short-range communication antenna 2@ #sei case of the FCMC
signal D1 sent from the dedicated short-range comoation antenna 20. In
addition, as the onboard unit A1-2 exists in thecélomagnetic wave leakage
monitoring region Q2, the ACTC signal D2 sent bg timboard unit A1-2 is
also received by the erroneous communication preeerantenna 21.

[0042]

In the example illustrated in FIG. 6, the erronecasmmunication
prevention antenna 21 has received electromagmati®s during the
monitoring time. Hence, the received-signal mornrtgrunit 321 determines
that the erroneous communication prevention anté&inhas received
electromagnetic waves.

[0043]
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Then, the signal alteration unit control unit 3Z2PU 32a) in the IF box
32 makes the switch 320 perform an opening actsatnifting from ON to OFF)
at the timing when the received-signal monitorimgt 821 detects the received
signal (i.e., at the point of time ts). Specifigalat the timing when the
erroneous communication prevention antenna 21 tketbe received signal (at
the point of time ts), the connection of the commeation interconnection
between the antenna controller 31 and the dedicstted-range
communication antenna 20 is cut. Hence, as illtsttan FIG. 6, a part of the
ACTC signal D2 received by the dedicated short-eangmmunication antenna
20, specifically, the part corresponding to theip@mafter the point of time ts,
cannot reach the antenna controller 31 (see thenaatcontroller 31 (Down-
Link) in FIG. 6). The antenna controller 31 doeg nmintain the valid short-
range communications in response to the ACTC si@®ah part of which is
lost (altered).

In accordance with the above-described flow of gh@cesses, the
antenna controller 31 does not receive, as valel, ¢ime ACTC signal D2 sent
by the vehicle A (onboard unit A1-2) that existstire electromagnetic wave
leakage monitoring region Q2, and consequentlyhmrtsrange
communications are established between the anteom@oller 31 and the
onboard unit A1-2.

[0044]
Operational Effects

As has been described thus far, the communicatooirol device la
according to the first embodiment includes: theorerous communication
prevention antenna 21 operable to receive electgmmtic waves sent from the
electromagnetic wave leakage monitoring region @2;switch 320 disposed
on the communication interconnection between thdicked short-range
communication antenna 20 and the antenna contrdlleand operable to cut
off at least a part of the signal to be receivaarfrthe dedicated short-range
communication antenna 20; and the signal alteratiih control unit 322
operable to control the switch 320 in a case wlikeeerroneous
communication prevention antenna 21 receives aletdgnetic waves, and
make the switch 320 cut off the received signahsraitted from the dedicated
short-range communication antenna 20 to the erres@€ommunication
prevention antenna 21.

With this configuration, in a case where the onldoamit A1 with which
the antenna controller 31 should have no valid camications (the onboard
unit Al that exists in the electromagnetic wavekbge monitoring region Q2)
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sends electromagnetic waves (specifically, the AGIghal D2), the
electromagnetic waves are received by the erroneomsmunication
prevention antenna 21. Then, once the erroneousmortation prevention
antenna 21 receives the electromagnetic wavessigmal alteration unit
control unit 322 controls the switch 320 and mates switch 320 cut off the
transmission of the ACTC signal D2 to the antenaatmller 31.

Hence, the erroneous communications with the onbaait A1 that
does not exist in the dedicated short-range comoatiun region Q1 can be
suppressed.

[0045]

Incidentally, there is a known technique that canused as a solution to
the same problem that this embodiment addresseastddhnique includes:
detecting the arrival angle of the electromagnetawves that come from the
onboard unit; and determining, based on the dedeatsult of the arrival
angle, whether valid short-range communicationd el performed. A correct
detection of the radio-wave arrival angle, howevezreds not only the
installation of at least one special array anteirea, angle of arrival (AOA)
antenna) but also a complex determination processihcludes a calculation
of the arrival angle.

In contrast, the erroneous communication prevengiotenna 21
according to this embodiment may have a simple igom&tion that requires
only determination of whether the erroneous comroation prevention
antenna 21 has received electromagnetic waves fnenonboard unit Al. In
addition, the erroneous communication preventioteana 21 according to this
embodiment may be a receive-only antenna. In agditihe IF box 32 (signal
alteration unit control unit 322) may perform a pie determination process
because the only criterion for the determinatiorcofnection/cutting-off by
switch 320 is the result of determination of whettiee “erroneous
communication prevention antenna 21 has receivedtelmagnetic waves.”
[0046]

In addition, communication control device la acdogdto this
embodiment further includes the monitoring-timetiset unit 323 operable to
set a monitoring time in accordance with the traissinon timing of the signal
(specifically, the FCMC signal D1) sent from theema controller 31. Then,
in a case where the erroneous communication prexeaintenna has received
electromagnetic waves during the monitoring timelsethe monitoring-time
setting unit 323, the signal alteration unit cohwait 322 cuts off the signal to
be received (specifically, the ACTC signal D2).
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Hence, the process of altering (cutting off) theTACsignal D2 in
response to the reception of electromagnetic wéyethe erroneous
communication prevention antenna 21 is limited ithim the period when the
ACTC signal D2 in response to the FCMC signal Dhssumed to be received.
Accordingly, the malfunction of the communicatioontrol device 1a caused
by the reception of disturbing electromagnetic wsawve the like by the
erroneous communication prevention antenna 21 easulppressed.

For example, the erroneous communication preverdittenna 21 is
also assumed to receive disturbing electromagmedices that are not related to
the short-range communications in the toll collentsystem 1. Even in a case
where the erroneous communication prevention ard&inreceives disturbing
electromagnetic waves of the above-mentioned kilne,signal alteration unit
control unit 322 does not perform the process dfieg off the communication
interconnection as long as the timing of receivihg disturbing
electromagnetic waves is outside the monitoringeti@ period from the point
of time tal to the point of time ta2 (see FIG. 4Jgnce, a malfunction of
unassumedly cutting off the received signal (ACTighal D2) due to the
reception of unassumed electromagnetic waves ssichsaurbing
electromagnetic waves can be suppressed.

[0047]
Modified Example

The toll collection system 1 and the communicattomtrol device la
according to the first embodiment have been desdrin detail thus far.
However, specific aspects of the toll collectiorstggm 1 and of the
communication control device la according to thietfembodiment are not
limited to the ones described above. Various desigdlifications may be made
without departing from the gist.

[0048]

For example, the descriptions in the first emboditrie based on an
aspect where the switch 320 is disposed on the aamuation interconnection
between the antenna controller 31 and the dedicstted-range
communication antenna 20. The switch 320, howeigeain aspect of “signal
alteration unit” operable to alter the signal reeel from the dedicated short-
range communication antenna 20 (i.e., ACTC sign2).0Ohus, the specific
aspect described above of the switch 320 is nobtig possible aspect.

Accordingly, any aspect is allowable as long asdthiered received
signal (i.e., the ACTC signal D2) is altered toegrke sufficient to prevent the
antenna controller 31 from recognizing the altereckived signal as a received
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signal. For example, the signal alteration unit rbayof an aspect where the
antenna controller 31 is operable to detect CRGrerby altering the cyclic
redundancy check (CRC) signal contained in thditrgiside of the ACTC
signal D2. In this case, the antenna controlled8é&s not perform valid short-
range communications in a case where the antenmiaiatker 31 detects a CRC
error at the reception of the ACTC signal D2.

[0049]

In addition, the erroneous communication prevenaatenna 21 may be
of an aspect that includes an electromagnetic wketection circuit including a
combination of a known amplifier circuit, a wavetéetion circuit, and the like.
In this case, the received-signal monitoring urdif 3s of an aspect where the
received-signal monitoring unit 321 receives signabm the dedicated short-
range communication antenna 20 via the electromagmeave detection
circuit.

[0050]
Second Embodiment

Next, a toll collection system and a communicatc@mtrol device
according to a second embodiment will be describeldw with reference to
FIG. 7.

[0051]

FIG. 7 is a diagram illustrating an overall configtion of a toll
collection system according to the second embodimen

As illustrated in FIG. 7, toll collection systemsatcording to the
second embodiment are individually disposed foarzelL1 and a lane L2. As in
the case of the first embodiment, the toll collentsystem 1 includes a vehicle
detector 10, an dedicated short-range communicatidanna 20, an erroneous
communication prevention antenna 21, and a lanérabdevice 30. As in the
case of the first embodiment, the lane control de\d0 accommodates an
antenna controller 31 and an IF box 32.

A communication control device la includes the pe@us
communication prevention antenna 21 and the IF 3bx
[0052]

As illustrated in FIG. 7, the dedicated short-ramgenmunication
antenna 20 of the toll collection system 1 dispok®dhe lane L1 sets a
dedicated short-range communication region Q1 @efian the lane L1 as the
target for valid communications. In addition, thedicated short-range
communication antenna 20 of the toll collectionteys 1 disposed for the lane
L2 sets a dedicated short-range communication re@b defined on the lane
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L2 as the target for valid communications. The antecontroller 31 of the toll
collection system 1 disposed for the lane L1 penfoshort-range
communications by use of electromagnetic waves@medetermined A-channel
frequency (hereinafter, referred to as “Ach”). Owe tother hand, the antenna
controller 31 of the toll collection system 1 disea for the lane L2 performs
short-range communications by use of electromagneéives at a
predetermined B-channel frequency (hereinafteenreid to as “Bch”) that is
different from the Ach.

Hence, crosstalk between the short-range communitain the lane L1
and the short-range communications in the adjatzer L2 can be prevented.
[0053]

In this embodiment, as illustrated in FIG. 7, theoeeous
communication prevention antenna 21 of the tollextion system 1 disposed
over the lane L1 includes the electromagnetic wWlaa&kage monitoring region
Q2 defined on the lane L2 as a part of an electgma#ic-wave communicable
area of that erroneous communication preventioeramd 21.

On the other hand, the IF box 32 (received-signahitoring unit 321)
of the toll collection system 1 installed for trenk L1 detects only the
reception of the electromagnetic waves of the Aghhe erroneous
communication prevention antenna 21, but does etéa the reception of the
electromagnetic waves of the Bch. Hence, only oase where the erroneous
communication prevention antenna 21 has receivedteimagnetic waves (i.e.,
the ACTC signal D2) that have the same frequencthadrequency of the
electromagnetic waves sent by the dedicated slaong communication
antenna 20 (i.e., the FCMC signal D1), the receisigghal monitoring unit 321
according to this embodiment determines that tlhex® been a reception of the
ACTC signal D2.

[0054]

Next, operations of a communication control devieeaccording to the
second embodiment will be described below with refee to FIG. 7.

As illustrated in FIG. 7, suppose a case, for examwhere a vehicle A
(a vehicle equipped with no onboard unit Al) tranglon the lane L1 enters
the vehicle detection position set for the vehidétector 10 disposed on a
roadside of the lane L1. Then, the vehicle detettboutputs a vehicle
detection signal to the antenna controller 31 for kane L1. The antenna
controller 31 for the lane L1 sends electromagnetwes of the Ach (i.e.,
FCMC signal D1) through the dedicated short-rangemunication antenna 20
at the timing when the vehicle A’ is detected. As wehicle A that exists on
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the lane L1 is equipped with no onboard unit A1 A®TC signal D2 is sent in
response to the FCMC signal D1.
[0055]

Here, suppose, in addition, that a different vedislequipped with an
onboard unit Al is traveling on the lane L2 at theing when the dedicated
short-range communication antenna 20 for the lahesdénds the FCMC signal
D1 (Ach). As illustrated in FIG. 7, the vehicle fateling on the lane L2 has
not passed by the vehicle detector 10 for the lahget at the timing when the
dedicated short-range communication antenna 2@hi@tane L1 sends the
FCMC signal D1 (Ach). Hence, the onboard unit Altledé vehicle A traveling
on the lane L2 has not started short-range comnatioics (i.e.,
communications by means of Bch) with the antennarodler 31 for the lane
L2, yet. Then, the onboard unit Al of the vehiclérdveling on the lane L2
receives the FCMC signal D1 (Ach) sent from theidated short-range
communication antenna 20 for the neighboring lafednd sends the ACTC
signal D2 (Ach) in response to the reception of B@&MC signal D1 (Ach).
Then, the dedicated short-range communication arae&® for the lane L1
receives the ACTC signal D2 (Ach) sent from theie&hA (i.e., the onboard
unit A1) traveling on the lane L2. Hence, erronecamimunications may occur
in the toll collection system 1 for the lane L1.

[0056]

In the communication control device la accordinghis embodiment,
however, the erroneous communication preventioeram 21 for the lane L1 is
assumed to be capable of receiving electromagmedies from the
electromagnetic wave leakage monitoring region @&retd on the lane L2.
Hence, the erroneous communication prevention axae1i receives the ACTC
signal D2 (Ach) sent from the onboard unit Al tleatsts on the lane L2 (i.e.,
in the electromagnetic wave leakage monitoringoadd?2).

Hence, based on the received-signal cutting-oftfiom of the IF box 32
according to the second embodiment, the ACTC si@fa(Ach) sent by the
onboard unit Al of the vehicle A traveling on tlemé L2 does not reach the
antenna controller 31. Note that the received-dign&ing-off function of the
IF box 32 (the switch 320, the received-signal ntonng unit 321, the signal
alteration unit control unit 322, and the monitayitime setting unit 323)
according to the second embodiment is the sambaidn the first embodiment
(see FIG. 5 and FIG. 6). No more detailed desaripof the function will be
given here.
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As described thus far, according to the commundacationtrol device la
of the second embodiment, erroneous communicatiotisa vehicle traveling
on the adjacent lane can be suppressed.

[0057]

In addition, it is assumed that only in a case whie electromagnetic
waves received by the erroneous communication prteéwe antenna 21 (i.e.,
ACTC signal D2) is electromagnetic waves of the Attte received-signal
monitoring unit 321 of the toll collection systenfdr the lane L1 detects the
reception of electromagnetic waves. Hence, eveam ¢ase where the
electromagnetic waves of the valid short-range camications between the
antenna controller 31 for the lane L2 and the viehictraveling on the lane L2
(i.e., short-range communications by means of tketeomagnetic waves of the
Bch) are received by the erroneous communicati@vemtion antenna 21 for
the lane L1, the short-range communications inttilecollection system 1 for
the lane L1will never be cut off.

[0058]
Third Embodiment

Next, a toll collection system and a communicatommtrol device
according to a third embodiment will be describediolw with reference to FIG.
8.

[0059]

FIG. 8 is a diagram illustrating an overall configtion of a toll
collection system according to the third embodiment

As illustrated in FIG. 8, a toll collection systelmaccording to the third
embodiment is disposed around a bridge B. As incdmse of the first
embodiment, the toll collection system 1 includeseaicle detector 10, an
dedicated short-range communication antenna 2@rameous communication
prevention antenna 21, and a lane control deviceA30n the case of the first
embodiment, the lane control device 30 accommodantesntenna controller 31
and an IF box 32.

A communication control device la includes the re@us
communication prevention antenna 21 and the IF 3x
[0060]

The toll collection system 1 according to this emimoent collects the
toll only from vehicles A traveling on a lane L1 ¢op of the bridge B (i.e.,
traveling on an elevated road) but does not collkettoll from vehicles A
traveling on a lane L2 under the bridge B (i.eav&ling on a road under the
elevated road).
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As illustrated in FIG. 8, the dedicated short-ramgenmunication
antenna 20 according to this embodiment is capabteceiving
electromagnetic waves sent from a dedicated steor@se communication region
Q1 defined on the lane L1 on top of the bridge lBaddition, the erroneous
communication prevention antenna 21 according t® ¢émbodiment is capable
of receiving electromagnetic waves sent from thecrbmagnetic wave leakage
monitoring region Q2 defined on the lane L2 undes bridge B.

[0061]

Next, operations of a communication control devieeaccording to the
third embodiment will be described below with refece to FIG. 8.

As in the case of the second embodiment, suppassea, for example,
where a vehicle A’ (a vehicle equipped with no cakbunit Al) traveling on
the lane L1 enters the vehicle detection positienfer the vehicle detector 10
(not illustrated in FIG. 8) disposed on a roadsadiehe lane L1. Then, the
vehicle detector 10 outputs a vehicle detectiomaido the antenna controller
31. The antenna controller 31 sends electromagneties (i.e., FCMC signal
D1) through the dedicated short-range communicadiotenna 20 at the timing
when the vehicle A’ is detected. As the vehicleglat exists on the lane L1 is
equipped with no onboard unit A1, no ACTC signal BZent in response to
the FCMC signal D1.

[0062]

Here, suppose, in addition, that a different vehiklequipped with an
onboard unit Al is traveling on the lane L2 undee tlevated road at the
timing when the dedicated short-range communicasiotenna 20 sends the
FCMC signal D1. As illustrated in FIG. 8, the velei@ traveling on the lane
L2 exists under the elevated road, but is in atpmsiwhere the vehicle A can
receive the FCMC signal D1 from above the elevateti. Hence, the onboard
unit Al of the vehicle A traveling on the lane LAder the elevated road
receives the FCMC signal D1 sent from the dedicateatt-range
communication antenna 20 above the elevated raadisands ACTC signal D2
in response to the reception of the FCMC signal TYien, the dedicated short-
range communication antenna 20 receives the ACf@asiD2 sent from the
vehicle A (i.e., the onboard unit Al) traveling tre lane L2. Hence, erroneous
communications may occur in the toll collectiontgys 1.

[0063]

In the communication control device la accordinghis embodiment,
however, the erroneous communication preventioeram 21 is assumed to be
capable of receiving electromagnetic waves fromdleztromagnetic wave
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leakage monitoring region Q2 defined on the laneub®8er the elevated road.
Hence, the erroneous communication prevention axaei receives the ACTC
signal D2 sent from the onboard unit Al that exmtsthe lane L2 under the
elevated road (i.e., in the electromagnetic wawakdge monitoring region Q2).

Hence, as at least a part of the ACTC signal D2 bgrthe onboard unit
A1l of the vehicle A traveling on the lane L2 ande&ved by the dedicated
short-range communication antenna 20 is cut offHeyIF box 32 according to
the third embodiment, the ACTC signal D2 cannotchethe antenna controller
31. Note that the processes of cutting-off the ACJignal D2 by the IF box 32
(the switch 320, the received-signal monitoringtl821, the signal alteration
unit control unit 322, and the monitoring-time sedtunit 323) according to the
third embodiment are the same as the corresponaiogesses in the first
embodiment (see FIG. 5 and FIG. 6). No more dedadlescription of the
processes will be given here.

As described thus far, according to the communacationtrol device la
of the third embodiment, erroneous communicatioith & vehicle traveling on
the lane under the elevated road can be suppressed.

[0064]

Note that, in the embodiments described above pgram for achieving
various functions of the IF box 32 (i.e., CPU 3%ajecorded in a computer
readable storing medium, and a computer systeraused to read and execute
the program that is recorded in the storage medmimplement various
processes. Additionally, the steps of each prooéske IF box 32 described
above are stored in a computer readable recordiedium in the form of a
program, and these various processes are impleghdyt¢the computer reading
out and executing this program. Examples of the mat@r-readable recording
medium include magnetic disks, magneto-optical slisSkD-ROMs, DVD-
ROMs, and semiconductor memories. This computegiam may be
distributed to the computer on a communication limed the computer that
receives this distribution may execute the program.

The IF box 32 is not limited to the aspect in whtble various functional
elements are encased in a single device casingvaheus functional elements
of the IF box 32 may be distributed in a pluralitfynetwork-connected
devices.

[0065]

In the foregoing, certain embodiments of the présevention have
been described, but these embodiments are meftabiritive and are not
intended to limit the scope of the invention. Thesebodiments may be
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implemented in various other forms, and variousssiuns, substitutions, and
alterations may be made without departing fromdtst of the invention. These
embodiments and modifications are included in tbepe and gist of the
invention and are also included in the scope ofittvention described in the
claims and equivalents thereof.

Industrial Applicability
[0066]

According to the communication control device, tb# collection
system, the communication control method, and tmaraunication control
program, erroneous communications can be supprdssede of a simple
configuration.

Reference Signs List
[0067]
1 Toll collection system
la Communication control device
10 Vehicle detector
20 Dedicated short-range communication antenna
21 Erroneous communication prevention antenna
30 Lane control device
31 Antenna controller (main control device)
32 IF box
320 Switch (signal alteration unit)
321 Received-signal monitoring unit
322 Signal alteration unit control unit
323 Monitoring-time setting unit
A Vehicle
Al Onboard unit
Q1 Dedicated short-range communication region
Q2 Radio wave leakage monitoring region
L Lane
I Island
CA Roof
B Bridge
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Claims
1. A communication control device comprising:

an erroneous communication prevention antenna operable to receive electromagnetic
waves sent from an electromagnetic wave leakage monitoring region defined in a region that
is different from a dedicated short-range communication region where valid communications
are performed with a dedicated short-range communication antenna;

a signal alteration unit disposed on a communication interconnection between the
dedicated short-range communication antenna and a main control device and operable to alter
a received signal that is received from the dedicated short-range communication antenna;

a signal alteration unit control unit operable to control the signal alteration unit in a
case where the erroneous communication prevention antenna receives electromagnetic waves
to make the signal alteration unit alter the received signal transmitted from the dedicated
short-range communication antenna to the main control device; and

a monitoring-time setting unit configured to set a monitoring time in accordance with
a signal-sending timing at which the main control device sends a signal,

wherein in a case where the erroneous communication prevention antenna receives
electromagnetic waves during the monitoring time, the signal alteration unit control unit
alters the received signal.

2. The communication control device according to claim 1,

wherein the signal alteration unit is a switch operable to select connection/cut off of
the communication interconnection.

3. The communication control device according to claim 1,

wherein in a case where the erroneous communication prevention antenna receives
electromagnetic waves having the same frequency as the frequency of the electromagnetic
waves sent by the dedicated short-range communication antenna, the signal alteration unit
control unit alters the received signal.

4. The communication control device according to claim 1,

wherein the dedicated short-range communication antenna is capable of receiving
electromagnetic waves sent from the dedicated short-range communication region defined on
a lane on top of an elevated road, and

the erroneous communication prevention antenna is capable of receiving
electromagnetic waves sent from the electromagnetic wave leakage monitoring region
defined on a lane under the elevated road.
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5. A toll collection system comprising:
the communication control device according to claim 1;
the dedicated short-range communication antenna; and

an antenna controller provided as the main control device and operable to perform
toll-collection communications via the dedicated short-range communication antenna.

6. A communication control method using: an erroneous communication prevention antenna
operable to receive electromagnetic waves sent from an electromagnetic wave leakage
monitoring region defined in a region that is different from a dedicated short-range
communication region where valid communications are performed with a dedicated short-
range communication antenna; and a signal alteration unit disposed on a communication
interconnection between the dedicated short-range communication antenna and a main
control device and operable to alter a received signal that is received from the dedicated
short-range communication antenna, the method comprising the step of:

controlling the signal alteration unit in a case where the erroneous communication
prevention antenna receives electromagnetic waves, making the signal alteration unit alter the
received signal transmitted from the dedicated short-range communication antenna to the
main control device, and

setting a monitoring time in accordance with a signal-sending timing at which the
main control device sends a signal,

wherein, in the controlling step, making the signal alteration unit control unit alter the
received signal, in a case where the erroneous communication prevention antenna receives
electromagnetic waves during the monitoring time.

7. A non-transitory computer-readable medium that stores a program applied to a computer of
a communication control device including: an erroneous communication prevention antenna
operable to receive electromagnetic waves sent from an electromagnetic wave leakage
monitoring region defined in a region that is different from a dedicated short-range
communication region where valid communications are performed with a dedicated short-
range communication antenna; and a signal alteration unit disposed on a communication
interconnection between the dedicated short-range communication antenna and a main
control device and operable to alter a received signal that is received from the dedicated
short-range communication antenna, the program comprising:

making the computer function as

a signal alteration unit control unit operable to control the signal alteration unit in a
case where the erroneous communication prevention antenna receives electromagnetic waves
to make the signal alteration unit alter the received signal transmitted from the dedicated
short-range communication antenna to the main control device, and
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a monitoring-time setting unit configured to set a monitoring time in accordance with
a signal-sending timing at which the main control device sends a signal,

wherein in a case where the erroneous communication prevention antenna receives
electromagnetic waves during the monitoring time, the signal alteration unit control unit
alters the received signal.



