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SYSTEM AND METHOD FOR TRACKING SMS MESSAGES

Related Application

[0001] This application claims the benefit of U.S. Provisional Application No.
61825496, filed May 20, 2013, entitled “System and Method for Tracking SMS Messages,”
which is incorporated herein in its entirety by this reference.

Field of Invention

[0002] This invention relates to systems and methods for wireless communication,
cellular telephony, Internet-based systems and methods, software, computers, or a
combination thercof. More particularly, the invention relates to a system and method for
tracking short message service (SMS) messages sent via mobile devices.

Copvright Notification

[0003] Portions of this patent application include materials that are subject to
copyright protection. The copyright owner has no objection to the facsimile reproduction by
anyone of the patent document itself, or of the patent application as it appears in the files of
the United States Patent and Trademark Office, but otherwise reserves all copyright rights

whatsoever in such included copyrighted materials.

Background

[0004] Systems and methods have existed for sending text messages, such as SMS
messages, for many years. Over the last decade, SMS usage has increased significantly.

SMS is now used for business communication. But such business use presents a number of
challenges. Aside from encryption and securing communications, compliancy, reporting and
auditing have become major requirements for many vertical industries, such as finance,
government and healthcare businesses. Present systems and methods for SMS
communications, however, are inadequate to meet these requirements.

[0005] Practically all mobile phones are capable of sending SMS messages. The
user of the phone, however, typically must sign up for a proper SMS plan with his/her carrier.
When SMS is used for communication, there is no easy solution to trace the communication
that is taking place. This makes SMS communication an unsuitable tool for an enterprise that
requires tracking and reporting of the information for the purpose of audits and compliance.

[0006] When sending SMS from one mobile device to another, SMS is sent
directly from the mobile device to the carrier for that mobile device. If the recipient’s mobile
device is with the same carrier, then the communication is sent to the recipient’s device.
Otherwise, the communication is sent to the carrier of the recipient which again transmits the

communication to the recipient’s mobile device. In either case, the typical path for SMS does
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not get stored in a manner that is managed by the enterprise. Although the communication via
SMS is stored within the carrier infrastructure (including carrier partners and vendors), for an
enterprise to obtain reports for the purpose of compliancy would require special arrangements
with the carrier.

[0007] Furthermore, Bring Your Own Device (BYOD) is an industry trend and as
a result, more and more enterprises must deal with a variety of phones and carriers. This
makes having arrangements with carriers to obtain SMS reporting a difficult, if not
impossible, task. Furthermore, in a BYOD environment, when employees leave the company,
they typically continue receiving SMS messages on their personal mobile phone from their
customers or other employees because there is no easy way to route SMS messages of one
phone to another. Even in a corporate environment in which the enterprise provides the
phones, many employees may request to forward their phone numbers to their own personal
mobile phone since they may receive personal calls or SMS messages on such numbers. This
issue is more evident when many device manufacturers and/or mobile vendors offer
containerization solutions for mobile devices, which allow enterprise and personal
applications and/or information to coexist on the same mobile phone.

[0008] There exist needs and potential for benefits for tracking communication
between employee and employee as well as between employee and consumers/customers. As
used in this specification, such tracking can include recording, archiving, making available
for reporting and/or storing for an extended period of time. Compliance with many different
regulations (such as SOX, FINRA and so on) requires tracking of communications. For
example, FINRA requires employees of financial institutions, more specifically brokers, to
track their communications with their clients or consumers. Similarly, other institutions may
have to or wish to track forms of communication such as messaging or voice, all textual
messages like email or SMS as well as all voice communication from mobile calls between
their staff and customers.

[0009] In addition, there is a need to provide a personal number to mobile users
that is separate from the carrier assigned number and that allows an enterprise to retain the
ownership of such number and consequently continue receiving the company’s SMS
messages and/or voice calls after the employee is gone.

[0010] It is an object of the present invention, among other things, to provide a
system and method that allows an institution or enterprise to track SMS communication, such
as the communication that takes place between an employee of an organization and

consumers/customers of that organization, and to meet the needs described above.
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[0011] Potential for improvement exists in these and other areas that may be

apparent to a person of skill in the art having studied this document.

Summary of Particular Embodiments of the Invention

[0012] The contents of this summary section are provided only as a simplified
introduction to the disclosure, and are not intended to be used to limit the scope of the
appended claims.

[0013] In accordance with the purposes of the invention as embodied and broadly
described in this document, there is provided a method of tracking messages communicated
using mobile devices. These messages can include SMS communication, voice
communication and email. The method includes receiving at a server a message originated
from a first mobile device and sent by the first mobile device to a virtual number associated
with a software module configured to run as an application on a second mobile device having
a phone number. At the server, it is determined that the virtual number is associated with the
software module on the second mobile device. With the server, the message is sent to the
software module on the second mobile device. At the server, the message is logged. The
virtual number can comprise a long code. The message can be a short messaging service
(SMS) message, a voice communication or an email. The message can be encrypted at the
server. The virtual number can be associated with a container on the second mobile device
containing the software module. The software module on the second mobile device can be
configured to register with the server.

[0014] Another method of tracking messages according to the invention includes
sending to a server a message originated from a first mobile device and sent by the first
mobile device to a virtual number associated with a software module configured to run as an
application on a second mobile device. At the server, it is determined that the virtual number
is associated with the software module on the second mobile device. With the server, the
message is sent to the software module on the second mobile device. At the server, the
message 1s logged or archived. The archiving process can be done by emailing the message to
an email archiving system. The message can be included as the body of the email or as an
attachment to the email. In some cases, an Application Programing Interface (API) may be
used to communicate with the archiving system. The virtual number can be a long code,
virtual mobile number, dedicated phone number or long number. An example for a US virtual
number is 14805551234, but virtual number formats vary based on regions and countries.
The message can be a short messaging service (SMS) message, a voice communication or an

email. The message can be encrypted at the server. The virtual number can be associated
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with a container on the second mobile device containing the software module. The software
module on the second mobile device can be configured to register with the server. The
registration can include the process of authenticating the mobile device. The authentication
can comprise authenticating the SIM card, hardware ID or other characteristic of the mobile
device. The SIM authentication can comprise exchanging an SMS message between the
mobile device and the server. The message can be encrypted at the server and decrypted at
the second mobile device.

[0015] Another method of tracking messages according to the invention includes
receiving at a server a message directed for a mobile number of a first mobile device wherein
the message is originated from a software module configured to run as an application on a
second mobile device. At the server, it is determined that a virtual number is associated with
one of the software module and the second mobile device. With the server, the message is
sent to the mobile number of the first mobile device by way of the virtual number. At the
server, the message is logged. The virtual number can comprise a long code. The message
can be a short messaging service (SMS) message, a voice communication or an email. The
message can be encrypted at the software module. The second mobile device can contain the
software module. The software module on the second mobile device can be configured to

register with the server. The message can be decrypted at server.

Brief Description of the Drawings

[0016] The accompanying drawings, which are incorporated in and constitute a
part of the specification, illustrate the presently preferred embodiments and methods of the
invention and, together with the general description given above and the detailed description
of the preferred embodiments and methods given below, serve to explain the principles of the
invention. The drawings illustrate, among other things, various particular examples of
embodiments and methods, and certain examples of characteristics thereof. Different
embodiments include various combinations of elements or acts shown in the drawings,
described herein, known in the art, or a combination thercof.

[0017] Fig. 1A is a block diagram illustrating one embodiment of a system that
can be used for tracking messages in accordance with the invention, which can be used for
tracking SMS messages and voice communications.

[0018] Fig. 1B is a block diagram illustrating another embodiment of a system in
accordance with the present invention, which can be used for tracking messages SMS

messages and voice communications.
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[0019] FIG. 2 is a block diagram illustrating still another embodiment of a system
in accordance with the present invention, which can be used for tracking email messages and
SMS messages.

[0020] FIG. 3 illustrates an example of a business card for promoting a long code
(virtual number) as a text messaging telephone number of an employee, according to some
methods of the invention.

[0021] FIG. 4 is a block diagram illustrating communication of SMS messages
between a subscriber’s (e.g., employee’s) mobile device and a non-subscriber’s (e.g.,
customer’s) mobile device in accordance with the present invention.

[0022] FIG. 5 is a block diagram showing communication channels linking an
SMS server with a plurality of subscriber (e.g., employee) mobile devices, a customer (non-
subscriber) device, customer application servers, an administrator/operator portal and an
archiving system.

[0023] FIG. 6 is a diagram illustrating an exemplary process for communicating
SMS messages between a non-subscriber’s mobile device and a secure mobile application on
a subscriber’s mobile device using a virtual number, all in accordance with the present
invention.

[0024] FIG. 7 is a block diagram of one example of a system that can be
configured for managing SMS and mobile voice communications in an encrypted and secure
manner, with which various embodiments and methods of the invention can operate.

[0025] FIG. 8 is a block diagram illustrating an example of a system for managing
and disseminating information and/or messages for a number of users, which system can be
used in connection with the present invention.

[0026] FIG. 9 illustrates communication between mobile users and/or third parties
via a gateway 115 in order to create, send, receive, and/or store short messaging service
(SMS) messages and multimedia messaging service (MMS) messages in a secure manner.

[0027] FIG. 10 illustrates installation and registration of a software module on a
mobile device.

[0028] FIG. 11 further illustrates communication between mobile users and/or
third parties via a gateway 115.

[0029] FIG. 12 is a flowchart illustrating an example of a method for securely
transmitting a message, such as an SMS message or an MMS message.

[0030] FIG. 13 is a flowchart illustrating another method for securely transmitting

a message.
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[0031] FIG. 14 is a block diagram illustrating an example of the server-side/client
side information flow for an embodiment of a system for managing mobile voice
communications in an encrypted and secure manner.

[0032] FIG. 15 is a flowchart illustrating an example method of managing mobile

voice communications in an encrypted and secure manner.

Detailed Description of Examples of Embodiments

[0033] The present disclosure provides, among other things, a number of
embodiments and methods for managing short messaging service (SMS) messages and
multimedia messaging service (MMS) messages in a secure manner and for tracking such
messages. While various embodiments and methods are described in sufficient detail to
enable those skilled in the art to practice the invention, it should be understood that other
embodiments may be realized and that various changes may be made without departing from
the spirit and scope of the invention. Thus, the detailed description herein is presented for
purposes of illustration only and not of limitation. For example, the steps recited in any of
the method or process descriptions may be executed in any order and are not limited to the
order presented.

[0034] Moreover, for the sake of brevity, certain sub-components of the
individual operating components, conventional data networking, application development and
other functional aspects of the systems may not be described in detail herein. Furthermore,
the connecting lines shown in the various figures contained herein are intended to represent
exemplary functional relationships and/or physical and/or electronic couplings between the
various elements. It should be noted that many alternative or additional functional
relationships or physical connections may be present in a practical system.

[0035] As used herein, a “mobile device” may be any device configured for
transmitting and receiving electronic communications, for example a cellular phone, a
satellite phone, a Palm Pilot™ device, personal digital assistant (PDA), BlackBerry™ device,
iPhone™ device, iPad™ tablet computer, Samsung Galaxy Note™ smartphone and tablet
computer, Samsung Galaxy Tab™ tablet computer, smartphone, desktop computer, laptop
computer, tablet computer, netbook, portable device for communication, or the like.
Throughout various exemplary embodiments illustrated or discussed in this disclosure, a
mobile device may be referred to herein as a “phone” or “mobile phone”, but it should be
understood that it may have other functionality or be any other type of mobile device.

Use of Long Code as Virtual Phone Number
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[0036] According to one aspect of the present invention, a long code 302 is tied
to an employee’s standard phone number, and the long code 302 is promoted as the phone
number for the employee, such as via a business card 320 (see FIG. 2). Instead of using the
true phone number assigned by the carrier to the SIM card of the employee’s mobile device,
the long code 302 is published as the employee’s phone number. A long code is a virtual
phone number. Long codes are similar to standard phone numbers assigned to SIM cards by
the carriers. There are companies that host long codes or provide long codes as their
products/services. Such companies typically offer long codes for SMS chat or virtual phone
numbers for Voice over IP or VolP. Short codes are special numbers that are assigned
through aggregators to business for the purpose of SMS communication. The number of
digits for short codes may vary at different times and/or different countries. Today, typically
the length of a short code in the USA is 5 or 6 digits. Although there are 3-digit or 4-digit
short codes, carriers typically reserve them for special occasions such as exclusive to carrier
communications or special partners/circumstances such as critical message delivery.
Although both short codes and long codes may be used for sending and receiving SMS
messages, there are some differences between them. Short codes are expensive and it would
be cost prohibitive to assign a short code to every mobile phone in enterprise. Short codes
have larger throughputs and can process more messages per second. Furthermore, messages
sent over a short code can be forwarded faster than messages on long code. In United States
and many other countries, short codes are highly regulated by carriers and oversight entities
such as the Mobile Marketing Association or MMA. Short codes are typically used for
purposes such as mobile marketing or alerts where messages are broadcasted from
computers to many mobile devices. In the United States and many other countries, long
codes are prohibited for tasks such as mobile marketing or alerts and are not allowed to be
used instead of short codes. In such markets, long codes are typically allowed for tasks such
as chat between mobile devices. Long codes have also been offered as virtual phone
numbers for VolP communication. In such cases, the virtual phone number is assigned to a
use. Hence dialing the virtual phone number will forward the voice traffic to the user’s
computer, tablet or phone. In such cases, there is no correlation between virtual phone
number and the actual phone number of the mobile device assigned by mobile carrier. In
another words, the phone number is assigned to the user rather that the mobile device of the
user.

[0037] A long code is similar to short code in terms of SMS functionalities. The

length of the long code, however, is typically the same as standard phone numbers. For
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example, in the United States, long codes are 10 digits. According to one aspect of some
embodiments present invention, when a mobile user sends a message to a long code (or short
code) that is assigned to a business (Mobile Originated or MO), the carrier receives the
message via a carrier mobile network and routes that message to a communication gateway,
such as an SMS gateway of the business or an aggregator that provides aggregation services
to the business.

[0038] The SMS gateway can reside, for example, within the data center of the
business or in the cloud. The carrier can use the Internet or other networks to send the
message to the gateway. Next, the gateway delivers the message to the recipient business. In
most cases the gateways are used for business-to-consumer marketing. In such cases, the
gateway is provided by an aggregator that routes the messages or communication between
subscribers of the carriers and businesses that are customers of the aggregator. In such cases,
the business may be considered a content provider and the mobile subscribers may opt-in to
receive the contents. In other embodiments, when the business sends a message to a mobile
user phone number (Mobile Terminated or MT), the message is delivered to a communication
gateway, such as an SMS gateway which routes the message to the carrier. In turn, the carrier
uses the carrier mobile network to send the message to the mobile user’s device. In some
embodiments, there are multiple communication gateways involved in routing of the
messages. In other embodiments, the message can be an SMS type message, a data type
message (such as IPSMS which are messages that are sent over a data channel instead of an
SMS channel) or a voice communications.

[0039] Referring to the examples of FIGs. 1A and 1B, a system 100 that can be
used for tracking messages in accordance with the invention includes mobile devices 31 and
41, such as mobile phones, which are serviced through mobile phone networks 40a, 40b in
communication with one or more carriers 304a, 304b, respectively. It will be understood that
the mobile devices 31 and 41 serve as examples of a larger number of mobile phones. The
mobile devices 31, 41 and can send messages to carriers 304a, 304b, respectively. Carriers
304a, 304b are in communication with an SMS gateway 115, which is in communication with
an archiving system 306. As shown in FIG. 7, the SMS gateway 115 can run on a server 15
and can communicate with carriers 304 and the phone network 40 via the Internet 10. A
virtual phone number provider 300 also can communicate (e.g., via the Internet 10) with one
or more of the carriers 304 and with the SMS gateway 115.

[0040] With the embodiment of FIG. 1A all messages between mobile phones 31
and 41 are routed through the SMS gateway 115. The message can be an SMS, IPSMS,
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voice communication or email. Accordingly, the SMS gateway 115 can send messages to the
archiving system 306 via email or API. The virtual phone number provider 300 and SMS
gateway 115 can be operated by the same or different operators, at the same physical
location, on the same network, share the same virtual machine resources, and/or run on the
same system. Similarly, the virtual phone number provider 300 and SMS gateway 115 can
be on or in separate systems, networks or physical locations. Typically, the SMS Gateway
115 can be implemented in the cloud, on premises or as software as a service (SaaS).
Similarly, virtual phone number provider 300 typically can be implemented in the cloud, on
premises or as SaaS.

[0041] With the embodiment of FIG. 1B, all messages between mobile phones 31
and 41 also routed thorough the virtual phone number provider 300. However, all
communication control is routed through SMS gateway 115. In other words, the SMS
gateway 115 controls, manages, authorizes and tracks the message flow. To achieve this,
according to one example, the mobile device 41 registers with the SMS gateway 115 before
sending messages. Next, the SMS gateway 115 communicates with the virtual phone number
provider 300 to exchange a security token that authorizes the mobile device 41 to route
messages through the virtual phone number provider 300. In turn, the SMS gateway 115
sends the security token to the mobile device 41, which authorizes the mobile device 41 to
route messages through the virtual phone number provider 300. Once so authorized, the
mobile device 41 can communicate with another mobile device 31. With the embodiment
shown in FIG. 1B, the virtual phone number provider 300 can store the messages locally in
temporary storage 308 and transfer the saved messages to the SMS gateway 115 at a later
time. In turn, the SMS gateway 115 can then send the saved messages to the archiving system
306, ¢.g., via email or API.

[0042] FIG. 2 illustrates an exemplary system 100 that can be used for tracking
email messages in accordance with the invention. In the embodiment of FIG. 2, an email
client on the mobile device 41 can be used to communicate with the carrier 306b, which is in
communication with the SMS gateway 115 via an email gateway 310 and an email-to-
message relay 312, As shown in FIG. 2, any or all of the email gateway 310, the email-to-
message relay 312 and the SMS gateway 115 can send messages to the archiving system 306.
Also, it will be understood that any or all of the email gateway 310, the email-to-message
relay 312 and the SMS gateway 115 and the virtual phone number provider 300 can run on

the same server or different servers.
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[0043] Still referring to FIGs. 1-2, the SMS gateway 115 is used to receive and
send messages. In some embodiments, the SMS gateway 115 is a full feature gateway that
can receive messages sent from a mobile device to a long code (or short code). Such
messages are referred to in the industry as Mobile Originated or MO. The SMS gateway 115
also can send messages to a mobile device. Such messages are referred to as Mobile
Terminated or MT. In the case of MO, the mobile device sends the message to a long code,
which is routed to the SMS gateway by the carrier (either directly or through other gateways).
In the case of MT, the SMS gateway sends the message to the carrier of the mobile device
using the long code (either directly or through other gateways), which is then transmitted to
the mobile device. To the user of the mobile device, the message is received from the long
code. Hence, if the long code is promoted as an employee’s phone number, the recipient of
the message would think the message is coming from the employee’s mobile phone. In fact,
if the recipient of the message has the long code associated with the name of the employee of
an organization in the mobile device contact list, as is the case for regular numbers today, the
recipient’s mobile phone typically shows the employee’s name and/or name and phone
number as the sender of the message. When the user replies to the message, received from a
long code, the MO can be pushed from the SMS gateway to a secure mobile application (or
“app”) 201 residing on the employee’s mobile device (sometimes referred to herein as
SecureSMS or SecureVoice Micro Client). The message may use the user’s name, phone
number and/or other information to indicate the user as the sender of the message. When the
employee replies to the message, the mobile application 201 sends the message to the SMS
gateway 115 which associates the mobile application 201 to the long code. Hence the
employee’s messages are sent from that long code. At the gateway 115, the message is also
sent to the archiving system 306. Most companies use email archiving systems such as HP
Autonomy, Global Relay, ArcMail, IBM Content Collector, Smarsh or Symantec Enterprise
Vault. For a more comprehensive list of such products, please see Gartner Magic Quadrant

for Enterprise Information Archiving at http://www.storagenewsletter.com/rubriques/market-

reportsresearch/gartner-magic-quadrant-for-enterprise-information-archiving. Such archiving

systems are typically used for eDiscovery and are capable of archiving email communication
within the enterprise. Hence the gateway 115 can email the message to the archiving system
306 or use API to send the message to the archiving system 306. The gateway 115
furthermore manages the long codes. For example, long codes can assigned to mobile apps
and can be tracked to prevent duplicate assignments. When a mobile app 201 has a long code

302 assigned to it, the term “dual persona” can be used to describe the status of mobile
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device. Furthermore, more than one long code can be assigned to a given mobile app 201. In
such cases, the mobile app 201 has multiple personas, meaning that the mobile app 201 can
send messages from multiple numbers and can receive messages from multiple numbers. For
example, the mobile app 201 can send messages in Japan via a long code in Japan and the
messages in the United States will go through a US long code. Similarly, the mobile app 201
can communicate with many countries through numbers that are local to the recipients in that
country.
Use Cases

[0044] The following examples help to explain the use of the system and method
of the present invention.

[0045] The ABC agency deploys the secure mobile application 201 to its users
(i.e., subscribers) then disables all other messaging applications including SMS. Each user is
provided a virtual phone number 302. In some cases, the users may have one or more virtual
numbers 302, for example since they are working in Canada or the UK. The users (i.c.,
employees or agents of ABC company) use the various embodiments of the invention to
communicate with ABC company customers that are not using the secure mobile application
(see, e.g., FIG. 6). These customers dial the subscribers’ virtual numbers, which routes the
call to the native cell number of the phones registered to the secure mobile application 201.

[0046] Long codes are used as virtual phone numbers for routing
communications, such as SMS messages or voice, that take place between a non-subscriber’s
(e.g., a consumer’s or customer’s) phone and a subscriber (e.g., an employee). It is assumed
that the non-subscriber is using the standard SMS and voice capabilities that come with the
mobile phone while the subscriber has an application such as a secure mobile app or email
(which are described in more detail below) on their phone.

[0047] Referring to FIGs. 1A and 4-6, one exemplary process may go as follows:

1. From the phone 31, a non-subscriber (e.g, consumer) originates an
SMS message (could be IPSMS) or phone call to a virtual number that is assigned to
the subscriber (e.g., employee);
2. The server 15, which includes an SMS Gateway 115 or PBX, such as

Asterisk, receives the SMS message or call and recognizes that the non-subscriber is

trying to reach a subscriber that has the secure mobile application 201 on their phone

41. This may be done by searching a database to determine if the virtual number is

assigned to any the secure mobile application 201. The SMS message or call is

logged. The message can be logged both locally and sent to a remote archiving system
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follow:

306. Furthermore, the logging process can include queuing system to assure resiliency
since the remote archiving system 306 may not be accessible at all times.
Furthermore, a reporting system can be used to sync the local storage with the remote
system 306. In such cases, any missing messages are sent to remote system from
local storage or the queue based on a user specified criteria;

3. The server 15 detects the non-subscriber’s phone number by detecting
the originator of the SMS message or using the caller ID;

4. The server 15 forwards the call to the secure mobile application 201
showing the non-subscriber’s phone number as the originator (sender). It is possible
that the non-subscriber’s call is received by the server 15 as unlisted or unknown or
that the server 15 or PBX in the server, is unable to detect the non-subscriber’s caller
ID. In such cases, the secure mobile application shows the originator of the call as
unlisted or unknown. When sending an SMS message from a computer, it is possible
that the SMS message is sent without the originator’s phone number. It is also
possible to send an SMS message that carries an ID such as text instead of the
originator’s phone number. In either case, the secure mobile app will show the ID

received by the server 15 as the originator.

[0048] Still referring to FIGs. 1A and 4-6, another exemplary process may go as

1. A subscriber (e.g., an employee) originates an SMS message (could be
IPSMS) or a call to a non-subscriber (e.g. a customer or consumer) using the secure
mobile application 201 on the mobile device 41.

2. The server 15, which includes an SMS Gateway 115 or PBX, such as
Asterisk, receives the SMS message or call and recognizes that the SMS message or
call is intended for an external number (i.c., a non-subscriber’s number). An external
number could be any phone number that is not assigned to a secure mobile application
201. The server 15 can search a database to determine if the recipient of the
message/call is another secure mobile app 201 or is a non-subscriber’s mobile phone
31. The server 15 routes the SMS message or call to non-subscriber’s 31 phone using
the subscriber’s virtual number as the originator. The SMS message or call is logged.

3. The non-subscriber receives an SMS message or a call on his or her
mobile phone 31 showing the virtual number as the originator. If the virtual number is
assigned to a name in the non-subscriber’s contact list, the non-subscriber’s phone 31

can show the subscriber’s name as the sender of the SMS message or caller ID.
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[0049] Referring to FIG. 2, in some embodiments, a message is sent to the email
server 310 from an email application on the subscriber’s mobile device 41. The subject field,
body of the email or email address for the recipient of the email can identify the phone
number of a non-subscriber’s mobile device 31 that is the recipient of the message. For

example the recipient email address may be in the form of 1234567890 domain.com where

1234567890 is the phone number for the recipient of the message. As another example, the
subject field or body of the email can contain the phone number 1234567890. The email
server routes the message to the communication gateway such as an SMS gateway 115. The
communication gateway 115 or the email server may record the message for reporting,
compliancy and archiving and then the communication gateway 15 use a long code to send
the message to the second mobile device.

[0050] Still referring to FIG. 2, a message can be sent from the non-subscriber’s
mobile device 31 to a long code. The long code routes the message to a communication
gateway such as the SMS gateway 115. The gateway 115 utilizes an email server 310 to
email the message to the subscriber’s mobile device 41, which has an email client and is the
intended recipient of the message. The subject filed, body or email address for the sender of
the email can represent the phone number for the non-subscriber’s mobile device 31.
Furthermore, the subject field or body of the email can represent the content of the message
sent from the non-subscriber’s mobile device 31.

[0051] In some embodiments, one or more other servers can exist between the
subscriber mobile device 41, email server 310, communication gateway 115 and non-
subscriber mobile device 31.

[0052] Still referring to FIG. 2, the email client can be inside a container
(discussed below) on the subscriber’s mobile device 41. The long code can be assigned to
the subscriber’s mobile device 41 with the email client. The user of the mobile device 41 can
represent the long code as his or her own mobile phone number, personal number, SMS
number or other related numbers. As shown in FIG. 3, the long code can be printed on a
business card 320 as such numbers.

[0053] The email client can be a SecureSMS or SecureVoice Micro Client or
other mobile app. In such embodiments, the app on the mobile device 41 can send the
message directly to the communication gateway without going through any email server. Yet
again in such embodiments the message may be a voice or VolIP. In many embodiments there
can be multiple communication gateways involved to route the message. In most

embodiments the communication gateway sends the message to a carrier. The carrier can use
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a mobile network to transmit the message between the communication gateway and mobile
device. The sender and recipients can be on different carriers. In such embodiments the
carrier of the sender transmits the message to the carrier of recipient.

[0054] In some embodiments the message can have attachments. In such

embodiments the attachment may be other messages or multimedia files.

Containerization for Mobile Devices

[0055] Containerization for mobile devices (such as Samsung Knox) allows a
mobile device to be shared for both personal use as well as corporate use. Using this
technology the personal applications and personal data for the user of the phone may coexist
with corporate applications and data on the same mobile device. Hence a mobile device may
be running personal applications and personal data on the phone while the container creates a
secure and managed segment for corporate applications and data. However, with containers
the mobile device is still using the same phone number for communication. This means the
user sends and receives messages or voice communication for both personal and corporate
using the same number.

[0056] Although it is possible to have two or more SIM cards in a single mobile
handset, the cost of such is typically higher than having a single SIM in the device. A virtual
number can be assigned to the container on the device. This allows a phone to have one
number such as the original number (assigned by the carrier to the SIM card) for the phone
itself, and another number such as the virtual number for the container. Hence the phone may
recognize which communications are intended for the applications inside the container. For
example, a mobile device may have phone number A assigned to the phone by the carrier and
virtual number B assigned to the applications on the container. The phone may have one set
of applications installed on the phone and the same or another set of apps installed inside the
container. Hence when receiving communication destined for number A, it is forwarded to
apps on the mobile device while communications destined for number B are forwarded to
apps installed in the container. It is important to note that the secure mobile app 201 can be
installed both inside and outside the container on the phone. It such cases, it is possible to
assign one or more virtual number to both sides which would lead to receiving messages on
the phone itself, the secure mobile app outside the container as well as the secure mobile app
inside container.

Secure SMS and Mobile Voice Communication System
[0057] FIGs. 7 through 15 illustrate in more detail an exemplary system and

methods for managing SMS and mobile voice communications in an encrypted and secure
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manner, which system with which various embodiments and methods of the invention can
operate. Various environments of the system described herein are illustrated for use with a
short messaging service (SMS) protocol. However, other protocols, for example, a
multimedia messaging service (MMS) protocol, an Unstructured Supplementary Service Data
(USSD) protocol, or other messaging protocol, and/or the like may suitably be employed.
Moreover, various embodiments described herein are suitable for use when a messaging
protocol is utilized for at least a portion of the communication. System 100 is, among other
things, an example of a network-based system configured for managing information that is
transferred to, transferred from, and/or stored on a mobile device, which is accomplished in
many embodiments while maintaining an acceptable level of data security. In the example of
system 100, users 21, 22, and 23 own, use, control, or have access to mobile phones 41, 42,
and 43 respectively, which are serviced through a network, for example mobile phone
network 40. Although one mobile phone network 40 is shown, some embodiments may
include or use a number of mobile phone networks 40, which may be interconnected, for
example. As used herein, unless specifically stated otherwise, a “mobile phone network”
may be a cellular network, a satellite network, a WiFi network, a WiMAX network, a
wireless network, or any other suitable network for transmission of information to mobile
phones and/or other mobile devices. Moreover, a mobile device may connect to a network in
any suitable manner, for example via a GSM modem, a CDMA modem, and the like.
Additionally, a mobile device may connect to multiple networks simultaneously, for example
to a GSM network of a first carrier via a GSM modem, and to a CDMA network of a second
carrier via a CDMA modem. Further, the three users 21 to 23 and mobile phones 41 to 43
shown may serve as examples of a larger number of users and mobile phones. Many users of
system 100 may have access to the Internet 10. For example, in various embodiments, user
23 has access to the Internet 10 through personal computer 13. Further, in certain
embodiment, mobile phone network 40 is in communication with the Internet 10, or
information is capable of being communicated (e.g., in one or both directions) between
mobile phone network 40 and the Internet 10. In various embodiments, mobile phone
network 40 may be connected to one or more additional mobile phone networks 40 or other
networks in any suitable manner, for example via the Internet 10, via a public switched
telephone network (PSTN), and/or the like.

[0058] Moreover, system 100 may be a public system (e.g., a system wherein any
number of users may utilize system resources) or a private / closed system (e.g. a limited-

access system with a “circle of trust” such that a user must be authorized to utilize particular
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system resources and/or send and receive communications with other members of the circle
of trust). In various embodiments, system 100 may be configured to allow communication
only between users (for example, users 21, 22, and 23) who are members of a particular
trusted group. In this manner, system 100 may be particularly suitable for businesses,
military, law enforcement, governments, and the like, who wish to exchange highly sensitive
and confidential information via system 100. For example, system 100 may be configured to
enable communication only between members of a pre-defined trusted group, such as FBI
agents, ATF agents, Army personnel, and the like.

[0059] In the embodiment illustrated, server 15 is in communication with the
Internet 10. However, server 15 may be in communication with a wireless carrier, a private
network, a mobile phone, another server, and/or the like, via a wireless network or other
means such that server 15 does not need to be in communication with the Internet 10. In this
embodiment, server 15 is part of system 100, which provides an example of a system of
managing personal information for a plurality of users (e.g., 21 to 23), each user having a
mobile phone (e.g., 41 to 43) operating on a mobile phone network (e.g., 40). In this
example, system 100 includes, on server 15, (at least one) first software module 61.
Although shown just on server 15, in some embodiments, module 61 may be installed on or
operating on more than one server. In certain embodiments, software module 61 may form at
least one website 65. In this embodiment, at least a plurality of users (e.g., 21 to 23) may
access or visit website 65 through the Internet 10 and elect to have their personal information
managed through system 100 using their mobile phones (e.g., 41 to 43). For example, user
23 may access website 65 through computer 13 and internet 10. In different embodiments,
computer 13 may be a desk top personal computer, a lap top or notebook computer, a PDA,
etc. In some embodiments, users may access website 65 on server 15 through their phones
(e.g., 41 to 43), through mobile phone network 40, or both.

[0060] In various embodiments, server 15 is part of system 100, and server 15 is
configured as a trusted gateway configured to manage encrypted messages. Server 15 may
provide any desired functionality to system 100, for example managing client software
installed on one or more mobile devices, updating client software installed on one or more
mobile devices, issuing commands to client software, tracking messages sent and received by
client software, and the like. Server 15 may also manage encryption keys for client software,
generate new encryption keys, communicate with a hardware security module (for example, a
module located on another server 15 coupled to the instant server 15), and provide resiliency

to increase the reliability of message delivery.
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[0061] System 100 further comprises, on server 15, (at least one) first software
module 61. Although shown just on server 15, in some embodiments, module 61 may be
installed on or operating on more than one server. For example, server 15 may include
multiple servers, such as one or more of a firewall server, a database server, an SMS gateway
server, a web server, a domain server, or any other server. In certain embodiments, software
module 61 may form at least one website 65. In certain embodiments, multiple users (e.g., 21
to 23) may access or visit website 65 (for example, through the Internet 10) and elect to send,
receive, forward, reply, view, sort, and generate reports, including compliancy reports,
through system 100 using their mobile devices or other communications devices. Moreover,
one or more users may access or visit website 65 via any suitable protocol, for example
WAP, https, and the like.

[0062] In some embodiments, first software module 61 provides secure storage 64
for each user’s (e.g., 21 to 23) personal information, for example, received from the user. In
a number of embodiments, storage 64 may also be used to store personal information about
the users that has been received by module 61 or server 15 from at least one third party,
which may be acting on behalf of the user to provide information to the user, for example. In
the embodiment illustrated, third party 33 may provide such information to module 61
through the Internet 10, and third party 31 may provide such information to module 61
through mobile telephone network 40 and the Internet 10. In some embodiments,
information that is communicated through mobile telephone network 40 may also, or instead,
be communicated through a traditional phone network, for example, that provides direct
wired phone service for a number of users.

[0063] In many embodiments, first software module 61 or module 201 (described
below) provide secure storage 64 for each user’s (e.g., 21 to 23) personal information, for
example, information received from the user, contents of sent and received SMS messages,
and the like. In a number of embodiments, storage 64 may also be used to store personal
information about the users that has been received by module 61, module 501, or server 15
from at least one third party, which may be acting on behalf of the user to provide
information to the user. In certain embodiments, third party 33 may provide such information
to module 61 or module 201 through the Internet 10, and third party 31 may provide such
information to module 61 or module 201 through mobile telephone network 40 and the
Internet 10. In some embodiments, information that is communicated through mobile
telephone network 40 may also, or instead, be communicated through a traditional phone

network, for example, that provides direct wired phone service for a number of users.
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Moreover, third parties 31, 32, and 33 can choose to deploy gateway 115 at their respective
data center behind their firewall. This provides each third party with another layer of
security. Each third party can manage all access to server 15 according to their internal
security policy. All communication between gateway 115 and mobile phone network 40
(e.g., carriers) can be direct.

[0064] Module 201 may be self-updating (e.g., when a new software update is
available, gateway 115 may send a message to module 201 informing module 201 of the
available update). The user’s (or third party’s) phone is informed of the update (e.g., via a
SMS or MMS message (¢.g., formatted with a command)) and asked for permission to update
module 201. For example, the message (e.g., formatted with a command) queries the user as
to whether the user would like to receive the update. If the user accepts to receive the update,
then module 201 terminates itself, starts a browser to access server 15 or gateway 115, and
downloads the latest version of module 201 from server 15 or gateway 115. Thus, once
permission is given to update module 201, the new version of module 201 is downloaded to
the user’s (or third party’s) phone and installed over the old version of module 201. A
message confirming installation of module 201 may be sent to gateway 115. Moreover,
module 201 may be configured to communicate with and/or utilize multiple gateways 115.

[0065] In various embodiments, customized versions of module 201 may be
provided in order to make module 201 operative and/or available for use on varying
hardware, for example various mobile phones and/or computing platforms (e.g., Google
Android, Java 2 Mobile Edition, Windows Mobile, Linux, Microsoft Windows, Mac OS,
Unix, and the like). Moreover, access to module 201 may be controlled via a password, a
biometric, and the like. Additionally, module 201 may contain and/or be associated with
information configured to identify a third party (e.g., a reseller, a referrer, a corporation, and
the like), in order to provide customized services and/or tracking. For example, a reseller
may receive a commission based on the number of secure SMS messages transmitted by
module(s) 201 associated with the reseller.

Registration with the Gateway/Server

[0066] Moreover, module 201 may be configured to utilize registration with a
gateway, for example gateway 115. In various embodiments, registration may comprise a
user taking affirmative steps, for example inputting a secure identification provided by a
gateway administrator; inputting a short code, a long code, or a phone number (for example, a
number associated with a cellular modem) to facilitate routing of one or more messages.

Furthermore, registration may comprise exchanging encryption keys between a mobile device
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and a gateway. For example, a server public key may be utilized to securely send the
encryption key of module 201 to a mobile device.

[0067] In certain embodiments, module 201 is registered on gateway 115 in order
to facilitate communications between module 201 and gateway 115. For example,
registration may be accomplished through use of a default server public key, a unique module
201 public key, a short code, and a unique secure identification code. In this manner, a
module 201 may know how to contact gateway 115 in order to register. Module 201 encrypts
the unique secure identification code and the newly generated module 201 public key with
the default server public key and sends the result in an SMS message to the short code.
Gateway 115 decrypts the SMS message using a default server private key. Gateway 115
verifies the unique secure identification code and the phone number associated with module
201. If the result is not verified, an error message is returned to module 201. If the result is
verified, gateway 115 transmits a new server public key to module 201.

[0068] Gateway 115 then creates a unique AES key and sends this key, together
with registration information, to module 201 via a registration message encrypted with the
module 201 public key. Module 201 decrypts the registration message using module 201
private key. Module 201 then transmits a registration acknowledgement message, encrypted
with a unique AES key associated with module 201, to gateway 115. Upon receipt of the
registration acknowledgement message at gateway 115, module 201 is registered with
gateway 115.

[0069] In some embodiments as illustrated in FIGs. 7 through 15, system 100 can
manage mobile voice communications in an encrypted and secure manner. Some of the
problems and vulnerabilities of mobile voice communications have been described. A
network manager 1673 can be configured as a part of a fourth software module 1672 in FIG.
15, module 201 in FIG. 1, or second software module 72 or 77 (or separate from modules
1672, 72, and/or 77). Network manager 1673 acts as a module to measure network
conditions on both sides (transmit/receive) of a call through mobile phone network 40.
Network conditions can include latency, throughput, and bandwidth of mobile phone network
40. The data thereby collected by network manager 1673 is used to make informed decisions
about choosing a more suitable codec for handling the call on mobile phone network 40. In
some embodiments, fourth software module 1672 can be configured as one or more of a
secure messaging module 201, second software module 72, a secure voice module, secure
audio module, secure video module, secure video streaming module, secure video

conferencing module, and secure multimedia module.
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[0070] Referring now to FIGs. 7, 14 and 15, a system 100 for managing mobile
voice communications in an encrypted and secure manner includes the second software
module72, the secure messaging software module 201, a fourth software module 1672, a
network manager 1673, and a SIP module 1680. PBX 1690 is Private Branch Exchange,
which is a PSTN telephone network (usually used within a private enterprise). The Internet
10 and mobile phone network 40 can be combined as Internet and/or a mobile phone network
40 (see FIG. 7). Fourth software module 1672 can be a part of secure messaging module 201
or second software module 72 in FIG. 7 or be separate from module 201 or second software
module 72. Server 15, gateway 15, or the administrator of the server/gateway 15 can send or
communicate a secure identification code or Secure ID to the user via fourth software module
1672, module 201, or second software module 72. The secure identification code can be
communicated via SMS, MMS, and/or data, or via a communication channel other than SMS,
MMS, and/or data.

[0071] Fourth software module 1672 (configured as an application on mobile
phone 43), module 201 (configured as an application on mobile phone 43), or second
software module 72 (configured as an application on mobile phone 43) can send a request to
server 15 indicating an interest or a request to register with server 15 (step 1603). In some
embodiments, the request may or may not be encrypted. In some embodiments, the
encryption of the request may or may not use a unique encryption key. In some
embodiments, the encryption of the request may or may not use a pre-established key, which
may be a symmetric key or an asymmetric key. Server 15 sends a certificate signed by a
trusted authority to fourth software module 1672, module 201, or second software module 72
(step 1605). In some embodiments, the certificate may be encrypted using the unique
encryption key. In some embodiments, the encryption of the certificate may use a pre-
established key, which may be a symmetric key or an asymmetric key.

[0072] Fourth software module 1672, module 201, or second software module 72
verifies that the certificate from server 15 is genuine using a public root CA (Certificate
Authority) (step 1607). If the certificate is not genuine, then the registration process is
aborted and in some embodiments the incident is reported, logged, or alerted to the user
and/or administrator of server 15. If the certificate from server 15 is genuine, then the fourth
software module 1672, module 201, or second software module 72 sends its own certificate
(e.g., the certificate from the application on mobile phone 41) to server 15 (step 1609). The
certificate from fourth software module 1672, module 201, or second software module 72 can

be encrypted with the certificate from server 15 before the certificate from fourth software
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module 1672, module 201, or second software module 72 is sent to server 15. In some
embodiments, fourth software module 1672, module 201, or second software module 72 may
also send the secure identification code or Secure ID from server 15 (if available) in an
encrypted manner with the certificate from the server 15 to server 15.

[0073] In some embodiments, fourth software module 1672, module 201, or
second software module 72 may also send additional information such as one or more of
mobile device information (e.g., from mobile phone 41), an application version, an
encryption version, a list of installed applications, and an Operating System version in an
encrypted manner using the certificate from the server 15 to server 15. The server 15 sends a
confirmation of the registration including a key to fourth software module 1672, module 201,
or second software module 72 (the confirmation can be encrypted with the certificate from
the fourth software module 1672, module 201, or second software module 72) (step 1611)

[0074] In some embodiments, server 15 may also send policies to instruct the
fourth software module 1672, module 201, or second software module 72 to change its
configuration (which also can be in an encrypted manner using the certificate from fourth
software module 1672, module 201, or second software module 72). In some embodiments,
the fourth software module 1672, module 201, or second software module 72 confirms that
the confirmation from server 15 is received and processed correctly. In some embodiments,
the confirmation can be encrypted with the key received from server 15 (step 1613). In some
embodiments, all or some of the steps are sent via SMS. In other embodiments, some or all
of the steps are via a data channel of the mobile phone network 40. In other embodiments, all
or some of the steps are sent via SMS/MMS.

Encryption

[0075] A number of embodiments of systems and methods of the present
invention use encryption to address the problems associated with existing encryption models
and limitations of throughput in mobile voice communications over a mobile phone network.
Although some of the standard features of the mobile device, such as the address book, allow
for sharing of information between voice calls and the SMS editor on the mobile phone 41,
the challenges induced by the differences have resulted in keeping the secure SMS module
201 and the secure voice module (fourth software module 1672, module 201, or second
software module 72) as separate applications on the mobile device. For example, the
differences between the encryption techniques of the data channel and the control channel has
resulted in keeping the secure SMS module 201 and the secure voice module (fourth software

module 1672, module 201, or second software module 72) as separate applications on the
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mobile device. One of the important characteristics of traffic channel is support of Internet
Protocol (IP) which is not available or feasible on control channel. Hence in this invention
when discussing characteristics of the traffic channel, one can assume any channel capable of
supporting IP. Some channels may be any part of the mobile phone network or the Internet.

[0076] Some embodiments and methods of the invention establish a secure voice
communication based on a unique encryption key that is established between a first software
module of the server and fourth software module 1672, module 201, or second software
module 72 of the mobile device. The secure SMS registration process for establishing such a
unique encryption key using SMS/MMS, data, or a combination thercof can include using
one or more or any combination of AES (Advanced Encryption Standard), Blowfish
encryption, ECC (Elliptic Curve Cryptography), RSA encryption, or any other suitable
encryption. Furthermore, the invention uses a dynamic codec switcher to accommodate
network changes on the mobile phone network for a variety of parameters such as latency,
drop rate, and bandwidth on the mobile phone network. Furthermore, the invention allows for
in-call switching of codecs (codec hot-swap) and uses a network manager. The network
manager can be configured as a part of a fourth software module 1672, module 201, or a
second software module 72 (or separate from them) and acts as a module to measure network
conditions on both sides (transmit/receive) of a call through the mobile phone network. The
network manager can also switch communications from a mobile phone network to the
Internet, a WiFi network, or a local network (and vice-versa). Network conditions can
include latency, throughput, and bandwidth of the mobile phone network. The data thereby
collected by the network manager is used to make informed decisions about choosing a more
suitable codec for handling the call on the mobile phone network.

[0077] Mobile communication takes place over traffic and control channels of a
mobile phone network 40. While the traffic channel is basically used for carrying signals
such as voice calls, data, and multimedia, the control channel is used for SMS (short
messaging service) amongst other operating signals. Other operating signals can include
synchronization signals, paging signals, and access signals. One of the common protocols for
transmission of voice communication over Internet Protocol (IP) is Voice over IP (VolP).
VolIP is commonly used for end-to-end encryption of voice communication. VolP takes place
over the traffic channel as it uses data signals for the transmission. Similar to voice calls, one
main assumption for VoIP communication is that both sides of the communication are online
in real time and available simultancously for the communication. Contrary to voice calls and

VoIP, SMS is a store-and-forward technique, which does not require an end-to-end
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connection to be available simultaneously. Furthermore, SMS is optimized for transmission
of short messages (as compared to longer messages used for voice, multimedia, or other).
Traditionally, when securing VolP communication, the encryption techniques that are used
for encrypting VolP rely on characteristics of the data channel and therefore vary in
techniques used for encryption of SMS (which relies on characteristics of the control
channel).

[0078] Embodiments and methods of the present invention can take advantage of
some of the characteristics of the control channel to enhance encryption of VolP
communication. Furthermore, they can take advantage of combining a secure SMS module
201 with a secure voice module 1672, secure audio module, secure video module, secure
video streaming module, secure video conferencing module, and secure multimedia module
as well as secure IP (Internet Protocol) SMS which sends SMS over the traffic channel.
IPSMS is a way of emulating SMS messages via data. SMS uses a control channel. Data
uses a traffic channel. The characteristics of the two channels are somewhat different. It is
possible to send short messages on a data channel to emulate SMS but not all characteristic of
SMS on a control channel will be available on IPSMS.

[0079] A number of embodiments and methods use encryption to address the
problems associated with the wvulnerability of using SSL/TLS in mobile voice
communications. They can use a control channel of a mobile phone network (e.g., for
transmitting/receiving SMS/MMS messages), where possible, and can perform a security
handshake such as using a secure SMS module 201 or API. The control channel of a mobile
phone network can be used with a registration process, which provides additional reliability
and a higher level of security for voice communication. Such methodology utilizes a
secondary communication method or channel (e.g., using both the control channel and the
traffic channel), which is more difficult to exploit by attackers. Furthermore, when
SMS/MMS is used, the phone number of the sender (or user) can be verified and a whitelist
process can establish the list of mobile devices authorized for registration. Whitelist is
defined herein and can also include a process to determine which types of information or data
are permitted to be transmitted or received through the mobile phone network. Furthermore,
when SMS is used, then the control channel of the mobile phone network is used (which is
more resilient and uses less bandwidth). Using whitelisting in the control channel is more
secure than using the data channel.

[0080] Amongst other things, the registration process (that takes place over the

control channel using SMS) authenticates the user of the mobile device (non-repudiation), the

23



WO 2014/189882 PCT/US2014/038713

mobile device itself, and the server (gateway). Authentication of the mobile device is one of
the important characteristics of registration through the control channel that is not available in
the traffic channel. An authenticated mobile device acts as what-you-have, which enhances
the security of what-you-know. Traditionally what-you-have has been established via security
dongle that are provided to each individual user, which is costly compared to the mobile
device (which is already owned by the user).

[0081] Additionally, via the registration process, a secure communication
connection is established between the mobile device and the server and a unique encryption
key is established between the mobile device and the server. The unique encryption key can
be renewed based on policy decided by the administrator of the system.

[0082] Once the registration process is established over the control channel, all
other modules operating on the traffic channel can utilize the unique encryption key that has
been established for communication (transmission and receipt of information). Other benefits
of combining the secure SMS module 201 with other modules is the sharing of one or more
secure address books between all modules, having a single sign-on process, having common
configuration, sharing of the storage arca, enhanced user experience, enhanced overall
efficiency of combining secure SMS communication with secure voice communication, and
more.

[0083] By combining the secure SMS and secure voice modules, the secure SMS
module can also benefit from characteristics of the traffic channel including send and
receiving information such as IPSMS, policy information, group information over IP. In this
invention, secure SMS and secure voice can sync the phones stored in the secure address
book with the server and identify the phones in the secure address book that have similar
software and are capable of secure communication.

[0084] In some embodiments, the unique encryption key of the registration
process is used in conjunction with SSL/TLS and the SIP (Session Initiation Protocol)
packets are encrypted and decrypted at the server and mobile device. In other embodiments,
the unique encryption key or the registration process is used in conjunction with SRTP
(Secure Real-time Transport Protocol) and packets are encrypted and decrypted at the server
and mobile device.

[0085] An SIP packet containing the unique encryption key is encrypted at server
15 before being transferred through a TLS/SSL channel via mobile phone network 40 to
mobile phone 41. Secure communication such as by SMS is used to more reliably

authenticate mobile phone 41. Utilizing secure communication such as SMS, server 15 is
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capable of verifying the phone number of mobile phone 41. Furthermore, the secure
communication (e.g., SMS message) is encrypted to prevent eavesdropping and further
strengthen the security of the communication between server 15 and mobile phone 41. In an
alternate embodiment, an MMS message can be used.

[0086] Some embodiments and methods of the invention use encryption, a unique
encryption key, configuration of mobile devices, and dynamic command delivery by
encrypted mobile communications (e.g., SMS/MMS message). This is done to address the
problems associated with the vulnerability of using mobile voice communications. As
illustrated in FIGs. 7 through 15, an encryption key or keys can be used and configurations
and other information can be communicated through an encrypted method. The key or keys
can also dynamically be changed through an encrypted method. Commands to perform tasks
can additionally be delivered to a mobile device (such as a handset) or an application through
an encrypted method.

[0087] In the past, mobile applications that primarily have used data for
communication relied on pull technology to determine if the server intends to send
information to the mobile application. In another words, the mobile application contacts the
server periodically to determine if the server has some information than need to be sent to the
mobile device. This process is not considered very efficient, as it excessively uses the
resources of the mobile device. To this extent, some mobile Operating System manufacturers
introduced the concept of push notification, by which the mobile application is notified when
it needs to contact the server. On the other hand, mobile applications that utilize an SMS or
MMS channel, rely on push technology where the message is pushed from server to the
mobile application.

[0088] Since push notification is not reliable or for the purpose of redundancy, it
is possible to send an SMS or MMS message, either encrypted or plain text, to a mobile
application running on the mobile device to instruct the application to contact the server. This
technique could be used along with push notification or just by itself. Secure voice mobile
applications primarily utilize a data channel and are in constant communication with the
server to know if there is a task waiting for them. For example, to learn if there is a phone call
waiting for connection to the mobile device. If secure voice communications also utilize
SMS or MMS, disclosed herein, the server can send a message to the mobile phone when
there is a phone call waiting to connect, and the SMS can wake up the mobile application and
instruct it to contact the server. Thus, with some embodiments and methods of the invention,

commands to perform tasks can be delivered to handset or application through an encrypted
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method such as Secure SMS; including but not limited to the ability to stop activity on the
data channel and application, or “put it to sleep” to preserve battery and device resources, as
well as “wake up” a data connection via SMS, Push Notification, or another method.

[0089] Some embodiments and methods of the invention use an encrypted address
book scan and encrypted mobile communications (e.g., SMS/MMS message) to address the
problems associated with the wvulnerability of using mobile voice communications.
Depending on the server settings, the user’s address book on the user’s mobile device can be
scanned and the server can find others who have such secure communication software
module or application on their mobile devices, if such others users have chosen to be listed.
This makes it convenient for the user to setup secure calls with other users using their mobile
devices and encrypted mobile voice communications. Users can also share a secure contact
list between applications on the mobile device and the server and/or among applications on
the mobile device. Users can also share unique login, setup, configuration, and other similar
features using mobile voice communications that are secure. All the information between
users is transferred in an encrypted way (e.g., voice (talking on the mobile device), text
(SMS/MMS messages), data, or any other).

[0090] Once the registration process is established over the control channel, all
other modules operating on the traffic channel can utilize the unique encryption key that has
been established for communication (transmission and receipt of information). Other benefits
of combining the secure SMS module 201 with other modules is the sharing of one or more
secure address books between all modules, having a single sign-on process, having common
configuration, sharing of the storage arca, enhanced user experience, enhanced overall
efficiency of combining secure SMS communication with secure voice communication, and
more.

[0091] By combining the secure SMS and secure voice modules, the secure SMS
module can also benefit from characteristics of the traffic channel including send and
receiving information such as IPSMS, policy information, and group information over IP.
Secure SMS and secure voice can sync the phones stored in the secure address book with the
server and identify the phones in the secure address book that have similar software and are
capable of secure communication.

[0092] In some embodiments, the unique encryption key of the registration
process is used in conjunction with SSL/TLS and the SIP packet are encrypted and decrypted

at the server and mobile device. In other embodiments, the unique encryption key or the
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registration process is used in conjunction with SRTP (Secure Real-time Transport Protocol)
and packets are encrypted and decrypted at the server and mobile device.

[0093] An SIP packet containing the unique encryption key can be encrypted at
server 15 before being transferred through a TLS/SSL channel via mobile phone network 40
to mobile phone 41. Secure communication such as by SMS is used to more reliably
authenticate mobile phone 41. Utilizing secure communication such as SMS, server 15 is
capable of verifying the phone number of mobile phone 41. Furthermore, the secure
communication (e.g., SMS message) is encrypted to prevent eavesdropping and further
strengthen the security of the communication between server 15 and mobile phone 41. In an
alternate embodiment, an MMS message can be used.

[0094] FIGs. 14 and 15 illustrate one example method of managing mobile voice
communications in an encrypted and secure manner according to the present invention. As
shown in FIGs. 14 and 15, the server/gateway IS/administer sends/communicates the secure
identification code/Secure ID to user (act 1601). Fourth software module 1672 (or 72 or 201)
then sends a request to server/gateway 15/administer with interest/request to register with
server/gateway IS/administer (act 1603). The server/gateway IS/administer sends a
certificate signed by a trusted authority to fourth software module 1672 (or 72 or 201) (act
1605). Fourth software module 1672 (or 72 or 201) then verifies the certificate from
server/gateway 15/administer as genuine using a public root CA (Certificate Authority) (act
1607). If the certificate is not genuine, then the registration process is aborted; otherwise, if
certificate genuine, then fourth software module 1672 (or 72 or 201) sends its own certificate
to server/gateway IS/administer (act 1609). Server/gateway 15/administer sends
confirmation of registration with a key to fourth software module 1672 (or 72 or 201) (can
encrypt with certificate) (act 1611). Fourth software module 1672 (or 72 or 20 1) then sends
confirmation which can be encrypted with the key received from server/gateway
IS/administer (1613).

Secure Messaging Communication

[0095] Some embodiments of a system according to the invention are configured
for managing (i.e., creating, editing, viewing, compressing, decompressing, disassembling,
reassembling, queuing, routing, encrypting, decrypting, sending, receiving, replying,
forwarding, storing, and/or the like) communications (for example, short messaging service
(SMS) messages, multimedia messaging service (MMS) messages, and other information
transmission, and/or the like) in a secure manner (e.g., in an encrypted or otherwise secured

manner). In one exemplary embodiment, a secure short messaging service (SMS) system
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comprises a software module configured for use on a device, such as a mobile device. The
software module is configured to encrypt an SMS or MMS message via a first encryption. A
gateway is configured to communicate with the mobile device. The gateway is configured to
receive the encrypted SMS message from the mobile device.

[0096] In yet another embodiment, a method of deleting information on a mobile
device, comprises transmitting, to a mobile device, a secure message comprising a wipe
instruction. At the mobile device, at least one item of information is deleted responsive to the
wipe instruction.

[0097] Referring to FIG. 12, a registration process is put in place to authenticate
the user, mobile phone 41, and server 15, and to create a secure communication between
mobile phone 41 and server 15.

[0098] In addition, module 201 may be configured to support methods for
determining unauthorized access to module 201 (i.e., intrusion detection, and the like). For
example, if the correct password to gain access to module 201 is not provided for three (3)
consecutive times (or any desired value chosen by a user or a gateway administrator), data
stored by module 201 and/or module 201 itself may be deleted.

[0099] Additionally, a module 201 on a mobile device may be registered with
multiple gateways 115 simultaneously. For example, a module 201 may be registered with a
first gateway 115 associated with a GSM network of a first carrier, and communications
between module 201 and the first gateway 115 may be transmitted via a GSM modem. The
same module 201 may also be registered with a second gateway 115 associated with a
CDMA network of a second carrier, and communications between module 201 and the
second gateway 115 may be transmitted via a CDMA modem. Module 201 may be
registered with any suitable number of gateways 115 in order to facilitate communications
with various intended message recipients. Similarly, a gateway 115 may be configured to
communicate with a first group of modules 201 associated with a first carrier via a first GSM
modem, configured to communicate with a second group of modules 201 associated with a
second carrier via a second GSM modem, configured to communicate with a third group of
modules 201 via a dedicated short code, and so on. In this manner, gateway 115 may
communicate with multiple modules 201 via a cellular modem and/or other communications
device appropriate for each particular module 201 (e.g., based on particular mobile phone
hardware, for example).

[00100] In certain embodiments, gateway 115 may be configured to allow

message, such as SMS or IPSMS message, from a module 201 to be delivered only to other
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modules 201 who are in a common circle of trust with the message sender. Stated another
way, in various embodiments, a module 201 may only be permitted to communicate with
other members of a predefined group. For example, a module 201 utilized by a sensitive
government agency may be permitted to communicate only with other members of the same
agency. Moreover, gateway 115 may also be configured to allow an SMS message from a
module 201 to be delivered only to other modules 201 who are in a common circle of trust
with each other, but not with the message sender. In this manner, gateway 115 may be
further secured, as unintended and/or undesired communications outside a particular circle of
trust or other group may be reduced and/or eliminated. Further, gateway 115 may be
configured to allow an SMS message from a module 201 to be delivered to any other module
201. Moreover, gateway 115 may be configured to contact another gateway 115 for
information regarding a module 201 registered with the other gateway 115. Gateway 115
may also be configured to route at least one message of module 201 to another gateway 115.

[00101] In various embodiments, gateway 115 may be configured with a
“whitelist” comprising a list of approved modules 201 and/or mobile devices which may be
authorized to be registered with gateway 115. For example, a user 21 may desire to enroll in
mobile banking services offered by third party 31. User 21 communicates the desire to third
party 31, who approves the request. The module 201 associated with user 21 may then be
added to a whitelist on gateway 115 associated with third party 31. User 21 may then register
their module 201 with gateway 115. In this manner, a pre-approved, trusted set of modules
201 may be defined and/or registered such that communications between members of the
whitelist and/or one or more third parties may be facilitated. Moreover, each module 201
and/or mobile device in a whitelist may be configured with a unique identification code. The
unique verification code may be valid for a limited period of time, for example six hours. In
this manner, security may be improved, as a module 201 may be required to both be a
member of a whitelist and provide a unique identification code in order to register with
gateway 115 and/or to communicate with other modules 201 via gateway 115.

[00102] In certain embodiments, third party 32 also provides information to
module 61 or module 201 on server 15 through a communication means other than the
Internet 10. Such a communication means may be, for example, a private network, a local
arca network (LAN), a wide area network (WAN), a telephone network, a financial or bank
card network, etc. Third parties 31, 32, and 33 are examples of data providers, or personal
data providers. Third parties 31 to 33 may be, for example, lottery organizers or operators

(e.g., a government agency, a state, or a gambling organization), brokers for lottery
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organizers (e.g., resellers, convenience stores, or server 15), distributors for lottery organizers
(e.g., resellers, convenience stores, or server 15), financial institutions, airlines, bank card
providers, merchants, an employer or employee of the user, news providers, health care
providers, insurance companies, stock brokers, governmental agencies, non-governmental
organizations, etc., or any of these that may be functional on-line.

[00103] Module 201, server 15, and/or gateway 115 or other components utilizing
encryption may utilize any suitable encryption techniques and/or security models to encrypt,
decrypt, compress, decompress, or otherwise manipulate and/or process information, for
example symmetric key, asymmetric key, AES, block cipher, and the like. Moreover, module
201, server 15, gateway 115, and/or other components may update, revise, expand, replace or
otherwise modify the security model and/or encryption technique utilized, as desired.

[00104] Module 201 can be configured to store a set number of messages on server
15, gateway 115, or the user’s phone. Module 201 can be configured to store the latest
specified number of messages (set by the user, server 15, or gateway 115). Older messages
may be deleted to make room for new messages (although permanent means of storage can
also be used). Users can mark messages that should be exempt from this deletion process.
Such marked messages may be stored until manually deleted by the user, server 15, or
gateway 115.

[00105] In certain embodiments, users 21, 22, and 23 may communicate with each
other through SMS messages or other messages in a secure manner. For example, module
201 or a second software module 72 (described below) on the mobile phone of user 21 may
send an SMS message intended for delivery to a mobile phone of user 22. Module 201 is
accessed and installed onto the user’s mobile phone much like module 61 or module 72 are
accessed and installed onto the user’s mobile phone. In many embodiments, a text message,
large text file, or other information desired to be transmitted may need to be in a particular
format in order to be able to transmit it using one or more SMS messages (e.g., due to the
limitation of the number of characters that can be transmitted in an SMS message). In one
example, numerous text messages are sent from server 15 (or phone 41 of user 21) to phone
42 of user 22, the text messages are compiled at phone 42 of user 22, and user 22 reviews one
large text file (or text message) on phone 42. In this example, the transmission of one text
message or multiple text messages is seamless to user 22 (e.g., user 22 receives one large text
file or text message (instead of multiple text messages)). This format can be useful in
sending information using text messages without the limitation of the number of characters

typically found in text messaging. Stated another way, when the size of a particular piece of
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desired information exceeds a message size threshold, multiple messages may be utilized to
convey such desired information to and/or from a mobile device.

[00106] With reference now to FIGs. 9-11 and in various embodiments,
communications between one or more users 21/22/23 and/or third parties 31/32/33 can be
routed through a trusted gateway 115. In this manner, system security may be improved.
Gateway 115 communicates with one or more third parties 31/32/33 and/or users 21/22/23
(for example, via mobile phones 41/42/43) to send, receive, and store short messaging service
(SMS) messages and multimedia messaging service (MMS) messages in a secure manner.
Gateway 115 may also communicate with users 21/22/23 in a conventional (unsecured)
manner, if desired. Moreover, users 21/22/23 and/or phones 41/42/43 may download
software (e.g., secure SMS module 201) from a server 15. Gateway 115 may be notified of
such installation and be configured to communicate with module 201 accordingly.

[00107] In an embodiment, gateway 115 may be configured as Software as a
Service (SaaS). Gateway 115 may be accessed by third parties authorized to utilize the SaaS
via a secure network connection, such as HTTPS. Performance of gateway 115 may be
scaled, for example through use of load-balanced server farms. Moreover, gateway 115 may
be connected to wireless carrier networks via multiple redundant connections. In this
manner, gateway 115 may be configured to support a scalable number of users.

[00108] In another embodiment, gateway 115 may be configured as an on-site
enterprise server. Gateway 115 may thus be accessed by an organization’s internal resources,
for example via a dedicated short code hosted with any supported aggregator or carrier.
Moreover, gateway 115 may be configured to support a limited-access “circle of trust”
allowing communication only between certain authorized users. Gateway 115 may also be
configured with a customizable encryption scheme, message storage and/or archiving
functionality and other features as desired by a particular organization deploying gateway 115
on-site.

[00109] In another embodiment, gateway 115 may be configured as a wireless
carrier managed service. Gateway 115 may thus be partially or fully integrated into a
wireless carrier’s gateway, for example a wireless carrier’s short messaging service center
(SMSC). Alternatively, gateway 115 may operate as a stand-alone system. For example,
gateway 115 may communicate with a SMSC of a first wireless carrier and with a SMSC of a
second wireless carrier. Moreover, a gateway 115 may be associated with and/or coupled to
any number of SMSCs. Similarly, one SMSC may associated with and/or coupled to any

number of gateways 115. In this manner, gateway 115 may be configured to support a
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scalable number of users in a wireless carrier environment, and gateway 115 may facilitate
secure delivery of messages across various networks.

[00110] With reference now to FIG. 12 and in various embodiments, one or more
of third parties 31, 32, and 33 can create an account associated with gateway 115 (step 602).
Third parties 31, 32, and 33 notify users 21, 22, and 23 to download module 201 onto phones
41, 42, and 43 (step 604). Alternately, third parties 31, 32, and 33 can send module 201 to
users 21, 22, and 23 through a MMS (Multimedia Messaging Service) or WAP (Wireless
Application Protocol) push (step 606). The user downloads the module 201 (step 608). One
or more APIs (Application Programming Interfaces) and https (Hypertext Transfer Protocol
over Secure Socket Layer) or http (Hypertext Transfer Protocol) can be used between server
15 or gateway 115 and third parties 31, 32, and 33 or users 21, 22, and 23. Moreover, server
15, gateway 115, third parties 31, 32, and 33, and/or users 21, 22, and 23 may communicate
via any suitable protocol, method, or means. Accordingly, the methods of the present
disclosure are suitable for use on Global System for Mobile Communications (GSM)
networks, code division multiple access (CDMA) networks, time division multiple access
(TDMA) networks, frequency division multiple access (FDMA) networks, transmission
control protocol / internet protocol (TCP/IP) networks, satellite communications networks,
and/or the like, and/or any combination of the same.

[00111] A secure SMS API is used by third parties 31-33 to send a SMS or MMS
message to gateway 115 or server 15 (step 610). A secure SMS API may utilize HTTPS,
Web Services, Java API, and/or any other suitable protocols. A determination is made as to
whether the user has module 201 loaded on their phone 41, 42, or 43 (step 612). If the user
has module 201 loaded on its phone, then the user receives a secure SMS or MMS message
on their phone in module 201 (step 614). An acknowledgement message may be sent back to
the sender of the message (e.g., user 21, 22, or 23 or third party 31, 32, or 33) (step 616).
Once the receiving user opens the message it received (step 618), another acknowledgement
message may be sent to the sender via server 15 or gateway 115 confirming that the user
opened the message (step 620). If the user does not have module 201 loaded on their phone,
then the user may receive a link to download module 201 onto their phone (step 622), the
message may be sent in clear text, the message may be skipped, an anonymous message
retrieval method (as discussed above) may be utilized, and/or the like.

[00112] In various embodiments, with continued reference to FIG. 12, a user
downloads module 201 (step 624). When the user elects to send a message from its phone to

the phone of another user or third party (step 626), the user enters one or more phone
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numbers to send a message to in its phone (alternatively, the user may select from a secure
address book on the user’s phone) (step 628). For example, using a secure address book, the
user can import their general address book content (from their phone) into their secure SMS
address book (e.g., located in a database created by module 201). The information in the
secure SMS address book is encrypted and stored on the phone. In this manner, if the phone
is lost or stolen, those with access to the phone may be prevented from extracting personal
contact information (or other sensitive information) from the phone.

[00113] The user’s message is encrypted and sent to gateway 115 (step 630). As
previously discussed, a determination is made as to whether the receiving user has module
201 loaded on its phone (step 612). If the user has module 201 loaded on its phone, then the
user receives a secure SMS or MMS message on their phone in module 201 (step 614). An
acknowledgement (for example, a delivery confirmation) is sent back to the sender of the
message (step 616). Once the receiving user opens the message it received (step 618), then
another acknowledgement (for example, a read confirmation) is sent to the sender via server
15 or gateway 115 confirming that the user opened the message (step 620). In certain
embodiments, when a user replies to or forwards a message, a message identification is
included in the message to enable tracking of which message was replied to, forwarded, and
the like. In some embodiments, additional information may be embedded into the message,
for example a total number of messages, a number representing the sub-message in the
message chain, and the like. In this manner, a “thread” of related messages may be managed.

[00114] In various embodiments, the sender could log into a website associated
with server 15 or gateway 115 to determine if the message has been delivered and opened. In
another example, when the receiving user opens the message, module 201 automatically
deletes the message within a predetermined period of time after the message is opened. In
another example, when the receiving user opens and closes the message, module 201
automatically deletes the message (either immediately or within a predetermined period of
time after the message is closed). Server 15, gateway 115, or module 201 can create such an
automatic deletion process by including a field in the header of the message (or in the body of
the message) with a command to delete the message upon one of the exemplary events (or
other defined event, time period, and the like). Users and third parties can view the status of
every message. For sent messages, users and third parties can tell when each message was
sent, when each message was delivered, and when each message was opened (e.g., via time,
date, and status information about the message). For example, one or more icons may be

provided (e.g. within module 201, via a web browser, and the like) in order to indicate the
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status of a particular message (e.g., sent, delivered, read, replied to, forwarded, deleted, and
the like).

[00115] In some embodiments, third parties 31, 32, and 33, and/or users 21, 22,
and 23 can elect to wipe their phone (e.g., delete one or more items of information or data)
remotely. For example, if a phone is lost, misplaced, or no longer being used, wiping the
phone of any personal information, messages, or other information may be desired. Third
parties 31, 32, or 33, and/or users 21, 22, or 23 can utilize a secure SMS API or other method
to send a wipe command to one or more phones. In one example, the user can access the
third party’s website or server 15 in order to send a wipe command to the user’s phone.
Gateway 115 authenticates the user, encrypts a wipe command, and sends the encrypted wipe
command to the user’s phone via a SMS or MMS message, or via other suitable method (e.g.,
within the body of a message, in the header of a message, and the like). Module 201 on the
user’s phone receives the encrypted wipe command and decrypts the encrypted wipe
command. A secure SMS database (created by module 201) on the user’s phone is deleted
based on the decrypted wipe command. Moreover, a wipe command may also result in
deletion of data other than or in addition to a secure SMS database. For example, via a wipe
command, the memory contents of a phone or data for other applications may be at least
partially and/or entirely wiped, deleted, reset, and the like. Additionally, module 201 can be
configured to automatically wipe a secure SMS database and/or an entire phone memory
responsive to repeated failed local authorization attempts or other reasons as desired. In this
manner, security of data located on a phone may be enhanced.

[00116] Moreover, in various embodiments, one or more components of system
100 may be configured to log, record, or otherwise monitor communications between a phone
and a server, for example, to detect attempts to “spoof” or otherwise impersonate a phone or
other telecommunications device, or otherwise misrepresent the origination or other attributes
of one or more messages. System 100 may also inform a user, a system administrator, a third
party, and the like, of the contents of such records, for example, attempts to spoof a user’s
identity or to send messages purporting to come from a particular user or a particular mobile
device.

[00117] Turning now to FIG. 13, in some embodiments, a user sends a message
from one phone to another (e.g., from phone 41, 42, or 43 to phone 41, 42, or 43) in a secure
manner (step 802). Prior to sending the message, the message is encrypted on the first phone
(e.g., using a first encryption key) (step 804). The encrypted message is sent to gateway 115
(or server 15) (step 806) and gateway 115 (or server 15) receives the encrypted message (step
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808). The encrypted message is decrypted at gateway 115 (or server 15) (e.g., using the first
encryption key) (step 810). A determination is made as to whether the message is from one
phone to another of a user (step 812). If the message is not from one phone to another of a
user (e.g., from a user phone to a third party), then the message is sent to the third parties
server, for example using Web Services, Java remote method invocation (RMI), HTTP/S
Post, and the like (step 814). A delivery confirmation may then be sent to the phone. If the
message is from one phone to another of a user, then the message is encrypted (e.g., using a
second encryption key) at gateway 115 (or server 15) for the recipient user (step 816). The
encrypted message is sent to the receiving user’s phone (step 818). The receiving user’s
phone receives the encrypted message. (step 820). A delivery confirmation is sent to gateway
115 (or server 15) that the message was delivered to the receiving user’s phone (step 822).
The encrypted message is decrypted (e.g., using the second encryption key) at the receiving
user’s phone and opened. A delivery confirmation may be displayed on the sender’s phone
by changing the icon associated with the sent message, or may be shown on a status page.
Once the receiving user opens the decrypted message, an open acknowledgement or other
suitable read confirmation is sent to gateway 115 (or server 15) (step 824). Gateway 115 or
server 15 may forward the open acknowledgement to the sender’s phone. The open
acknowledgement may be displayed on the sender’s phone by changing the icon associated
with the sent message, may be shown on a status page, and/or the like.

[00118] In various embodiments, the original message sent is encrypted differently
than the message finally received, so that only users or third parties who have the relevant
encrypted key can decrypt, open, and read the message. Each user or third party can have
their own unique key, so that one user or third party cannot access, open, or read another user
or third party’s message. Each unique key can also be changed as desired, for example
periodically, for additional security. Moreover, a user may modify its own encryption key
manually or at a specific time interval. This key change made by the user is communicated to
gateway 115 to keep module 201 in synchronization with gateway 115. Moreover, the
encryption key associated with a particular mobile device may be stored off the mobile
device for additional security.

[00119] In certain embodiments, an encryption key associated with a particular
module 201 may be updated. Gateway 115 is configured with two encryption keys per
module 201, a current key and a new key. Module 201 is configured to use the current key.
Responsive to a predetermined interval, a key change request from module 201, and/or a key

change instruction from gateway 115, module 201 is configured to replace the current key
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with the new key. The current key is kept active on gateway 115, and a new key is generated.
A key change command, including the new key, is sent to module 201. The status of module
201 is changed to from “current” to “pending”. Messages to and from module 201 are held in
a queue on gateway 115 until the status of module 201 returns to “current”.

[00120] When the key change command is received by module 201, module 201
stores the new key in place of the current key, and transmits a key change acknowledgement
to gateway 115 using the new key. When gateway 115 receives the key change
acknowledgement from module 201, the new key is copied to the current key, and the new
key is set to a blank value. The status of module 201 is changed to “current”. Messages in
the queue for module 201 may then be processed utilizing the current key (which was
formerly the new key), and messages sent and/or received using the old key (formerly the
current key) will fail and may be logged.

[00121] In the event module 201 does not return a key change acknowledgement
after a key change command is sent to module 201, gateway 115 may re-send the key change
command to module 201 one or more times. If a key change acknowledgement is not
received from module 201, for example within a predetermined time period, in response to a
predetermined number of transmitted key change commands, and the like, the status of
module 201 may be changed to “suspended”. Moreover, gateway 115 may be configured to
periodically check all pending key change requests, resend key change commands, and/or
disable one or more modules 201, as appropriate.

[00122] If module 201 is suspended responsive to an uncompleted key change, or
disabled by an administrator associated with gateway 115, module 201 may be required to re-
register with gateway 115. Upon re-registration with gateway 115, the status of module 201
may be set to “current” and queued messages for module 201 may be processed.

[00123] In various embodiments, one or more messages may be queued and/or
otherwise stored on gateway 115. Messages queued on gateway 115 may be encrypted via a
third encryption key, for example a storage encryption key associated with gateway 115.
Queued messages may be marked for automatic or manual processing. Messages marked for
automatic processing may be processed when the associated module 201 returns to “current”
status. Messages marked for manual processing may be processed via a system administrator
or other manual process. Messages may be kept in a queue for a predetermined period of
time, for example three days. Messages which have been in a queue longer than a

predetermined period of time may be archived.
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[00124] As discussed above, in various embodiments, module 201 may have a
status associated therewith, for example “pending”, “whitelisted”, “current”, “suspended”,
“disabled”, and the like. A whitelisted module 201 has been placed on a whitelist but has not
registered with gateway 115. A current module 201 has registered with gateway 115 and its
encryption key is up-to-date. A pending module 201 has registered with gateway 115 and a
key change command has been sent to module 201, but a key change acknowledgement has
not yet been received from module 201. A suspended module 201 has registered with
gateway 115 and a key change command has been sent to module 201, but a key change
acknowledgement has not been received from module 201 within an allowed time, within a
predetermined number of requests, and the like. A disabled module 201 was once registered
with gateway 115, but has been disabled by an administrator or other supervisory entity
associated with gateway 115, for example in response to an unpaid bill, a report of a lost
mobile device, repeated entry of an incorrect password, and the like.

[00125] When module 201 is pending, messages may be queued. When module
201 is whitelisted, messages may be queued. When module 201 is current, messages may be
processed. When module 201 is suspended, messages may be queued. When module 201 is
disabled, messages may be flagged as invalid and/or deleted. Moreover, module 201 may be
associated with any appropriate status, and messages associated with module 201 may be
queued, processed, deleted, and the like, in any suitable manner to enable secure
communications between module 201 and gateway 115.

[00126] A message sender can run reports to determine which messages have been
received and/or read/opened. Moreover, server 15 and/or gateway 115 may be configured to
store various information related to a user, for example a “mirror” or duplicate copy of one or
more items of information stored on a users phone (e.g. personal information, credit card
information, identification information, financial information, health records, and the like),
records of user messages sent and received, and the like. Because server 15 and/or gateway
115 may track, monitor, and/or store each message in and out of server 15 and gateway 115
(and whether the message was delivered and opened, and the like), such tracking of
information can be used for compliancy reports (e.g., under the Sarbanes-Oxley Act or
Federal Information Security Management Act), audit trail evidence, internal company
control of information within company (e.g., through information technology) or in and out
of company, fraud risk assessment and detection, or any other desired use. Since gateway
115 tracks delivery of every message, gateway 115 can be configured to resubmit a message

that has not been delivered (e.g., due to error or any other reason). Gateway 115 can be
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configured to set the duration between resubmission of a message to a predetermined period
of time or based on the status of the message (e.g., received, opened, and the like).

[00127] Referring now to FIGs. 7 and 8, in a particular embodiment provided as an
example, system 202 manages personal information and/or enables secure communication for
any number of wusers, and includes a SECURE MOBILE INFORMATION
MANAGEMENT™ (SMIM) platform 200 and Personal Data Providers 209. SMIM
platform 200 is an example of a technology platform for system 100 which enables mobile
phone users (e.g., 21 to 23) to have access to certain personal information via their mobile
phone (e.g., 41 to 43), in some embodiments, even when there is no signal or internet
connection for the cell phone (e.g., from mobile telephone network 40). In this embodiment,
SMIM platform 200 includes one or more blocks of code configured to provide the
framework and foundation of system 100 and encompasses functionality from defining
standards under which development takes place to defining security, to communication
between components and various core software applications.

[00128] In certain embodiments, SMIM platform 200 includes module 201 (e.g.,
MICRO AGENT™ module or MICRO AGENT TECHNOLOGY™ (MAT) module) and
module 203 (e.g., WEB SERVICES module or CELLTRUST WALLET WEB SERVICES™
module). In this example of an embodiment, module 201 runs on mobile phones, and is an
example of the second software module 72, or a portion thereof, and module 203 is an
example of first software module 61, or a portion thereof. In this example, module 203 is a
block of code or software that runs on server 15 and that communicates with or exchanges
data with module 201 on the phones, website 65, and secure storage 64, for example. Module
203 may be a communication layer between module 201, website 65, and storage 64, for
instance. Module 203 may provide or allow authentication, communication, protocol
definition, auditing of the integrity of data, prevention of unauthorized access, and so on, and
may allow access to website 65 from the Internet 10. Module 201 allows users 21, 22, and 23
to create, send, receive, and store secure SMS and MMS messages via phones 41, 42, and 43.

[00129] Module 203 also, in various embodiments, allows third parties (e.g., 31 to
33) or Personal Data Providers 209 (e.g., banks, airlines, merchants, health care providers,
and the like) to communicate with a customer (for example, to update their customer’s
accounts or personal information on storage 64, website 65, and/or secure areas thereof., to
exchange electronic medical records in a HIPAA-compliant manner, to provide flight
information and/or booking, and so forth). Module 201 or second software module 72

provides a user interface, local storage, synchronization, and alerts components, in this
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embodiment on one or more of phones 41 to 43. Further, in certain embodiments, a user
interface, within mobile phone 41 or second software module 72, may gather information
from the user (e.g., 21) and provide information back to the user. For example, Personal Data
Providers 209 include financial institutions, airlines, retailers, or merchants. Module 203
allows Personal Data Providers 209 to update customer accounts or personal information
such as bank account information and statements, flight information, credit card information
and charges.

[00130] In some embodiments, local storage (e.g., folder 76 on mobile phone 41)
enables the application (e.g., second software module 72) to store information (e.g., nuggets
78 and 79 of information) on the phone (e.g., 41), which may provide for faster access,
reduce dependence on the network (e.g., mobile phone network 40, the Internet 10, or both),
and may reduce the total cost of ownership by limiting the amount of data communication
through mobile phone network 40 that takes place (e.g., at the expense of user 21). In some
embodiments, the data (e.g., nuggets 78 and 79) on the phone (e.g., 41) is synchronized with
data on server 15 to ensure that the user (e.g., 21) has access to updated information both on
their phone (e.g., 41) and on the web (i.e., Internet 10, which may be accessed, at least by
user 23, through computer 13, for instance).

[00131] In certain embodiments, data is compressed, encrypted, or both, for
communication with the mobile phone or device (e.g., between module 201 and module 203
or between the first software module 61 and the second software module 72). In addition, in
some embodiments, alerts may provide substantially real time notification of various events
or activities that can be sent to a phone (e.g., 41) running module 201 (an example of module
72, or a portion thereof). For example, alerts may inform the user of an important or critical
event such as a large withdrawal from their account or a flight cancellation, flight changes,
gate changes, or the like. In addition, in some embodiments, module 207 provides a middle
tier between users (e.g., 23) operating on their computers (e.g., 13) and module 205, module
201, or both. In some embodiments, module 203 may provide information (e.g., from
Personal Data Providers 209) to module 207, which may then be provided to module 205,
module 201 (e.g., on the mobile phones), or both.

[00132] As used herein, “passive” or “passively” means to not be powered by the
battery or electrical system of the phone or electrically connected to the phone (or another
battery or electrical system). Further, as used herein, in this context, the “component” of the
phone excludes disposable packaging for the phone (that may contain a bar code for product

sales or tracking purposes, for example). Further, in some embodiments, the component is
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comprises a back of the mobile phone, a battery cover of the mobile phone, a battery for the
mobile phone or a case for the mobile phone, as examples.

[00133] With further reference to FIG. 7, website 65 may include a main or home
page (or more than one such page) to which new users and new third parties may be directed.
New users may be directed to this page or pages or to website 65 by search engines,
advertisers, brokers, agents, or the like, as examples. Users (e.g., 21 to 23) may be assigned
(or asked to elect) user names, user ID’s, passwords, and/or the like, which they may use to
access secure arcas or pages of website 65, for example, where their personal information
may be entered, displayed, updated, and/or the like. In some embodiments, security of such
arcas may be provided, for example, using novel systems and methods which may be
described herein, for instance. In some embodiments, these secure arecas may include
information entered by third parties (e.g., 31, 32, and 33). Further, in some embodiments,
third parties (e.g., 31 to 33) may have their own secure arcas (e.g., that are password
protected, or protected as described herein), for example, within website 65 or on server 15 or
another server, in which the third parties (e.g., some or all of 31, 32, and 33) may be able to
enter, view, update, or a combination thereof, information for a number of users.

[00134] In some embodiments, the first software module 61 filters the personal
information and selects nuggets of the personal information which the first software module
61 sends to the mobile phone (e.g., 41) of the appropriate user (e.g., 21). As used herein, a
“nugget of information” is a discrete piece of information that is a subset of the total
information. Nuggets of information may be in digital form, for example, and may be in text
form, in the form of numbers or values, or a combination thercof, as examples. In some
embodiments, nuggets may include pictures, text, graphics, or the like, as further examples.
These nuggets may be sent, for example, through mobile phone network 40, for instance, and
may be sent as text, MMS messages, or SMS messages, for instance. In some embodiments,
server 15 may access mobile phone network 40 through the Internet 10, for example.

[00135] In various embodiments, a second software module 72, is operating (e.g.,
independently) on more than one of the mobile phones (e.g., 41 to 43, although module 72 is
shown only on phone 41). Further, in this embodiment, the second software module 72 is
configured to receive the nuggets of the personal information of the user (e.g., 21) from the
first software module 61 through the Internet 10 and through mobile phone network 40, and
to store the personal information on mobile phone 41 so that the personal information may
later be accessed by user 21, for example, even when mobile phone 41 is not connected to

mobile phone network 40. User 21 may access the personal information, for instance, by

40



WO 2014/189882 PCT/US2014/038713

viewing folder 76 containing nuggets 78 and 79, which may be organized by subject matter,
for example. One such subject may be financial information, for example, which may
include account balances, transaction records, and the like, and another such subject, in some
embodiments, may be travel information, as another example, which may include, for
example, flight departure times and locations, and the like. Other examples of subjects are
described herein, and include insurance information, bank card information, medical records,
appointments, and the like.

[00136] In some such embodiments, for multiple users (e.g., 21 to 23), second
software module 72 is downloadable by the users from first software module 61 to the mobile
phones (e.g., 41 to 43), for example, through website 65, through the Internet 10, through
mobile phone network 40, or a combination thereof. Further, in some embodiments, for
many of the users (e.g., 21 to 23), first software module 61 includes instructions to search
some or all of the e-mails received for or to the users (e.g., 21 to 23) for keywords,
identifying numbers, or both, and to select the nuggets (e.g., 78 and 79) of the personal
information from the e-mails using the keywords, identifying numbers, or both. For example,
software module 61 may search e-mails received for a specific user (e.g., 21, 22, or 23) for
account numbers, flight numbers, names of third parties (e.g., one or more of 31, 32, and 33),
etc., and may extract nuggets of information pertaining thereto. In some embodiments,
software module 61 may search all e-mails (e.g., sent to particular users), while in other
embodiments, only e-mails from certain sources, or certain e-mail addresses may be
searched.

[00137] In addition, in some such embodiments, for many or all of the users,
second software module 72 contains instructions to allow the user (e.g., 21) to select at least a
portion of the personal information that is stored on the mobile phone (e.g., select nugget 78),
select or enter an identifier of at least one of a different party (e.g., 22) and a different party
mobile phone (e.g., 42), and elect to send the personal information (e.g., nugget 78) to the
different party mobile phone (e.g., 42). Examples of such a different party are other users,
for instance, for user 21, users 22 and 23 may be different parties, and their phones 42 and 43
may be different party mobile phones. Examples of such an identifier include the name of
the different party, the phone number for the different party, a user identification number, etc.
In many embodiments, for multiple users, the first software module 61 further contains
instructions to evaluate whether the different party mobile phone has certain functionality or

contains a copy of particular software, such as second software module 72.
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[00138] In some such embodiments, if the different party mobile phone contains a
copy of the second software module 72, for example, then the first software module 61 may
send the (at least a) portion of the personal information to the copy of the second software
module 72 on the different party mobile phone, for instance, through mobile phone network
40, the Internet 10, or both. On the other hand, in some embodiments, if the different party
mobile phone does not contain a copy of the second software module 72, for example, or in
some cases other software having adequate equivalent functionality, then the first software
module 61 may send the (at least a) portion of the personal information to the different party
mobile phone, in another form, for instance, in the form of a standard e-mail or text message.

[00139] In addition, in some embodiments, for many or all of the users, first
software module 61 contains instructions to receive a command from the user (e.g., one of
users 21 to 23), for instance, through mobile phone network 40, to dispute a financial
transaction for a particular account described in the nuggets of the personal information. In
particular embodiments, for example, upon the receipt of the command, first software module
61 may contain instructions to transmit a dispute of the transaction to a manager of the
particular account through a network, such as Internet 10, for example. The manager of the
account may be third party 33, for example, and may be a bank or financial institution, for
instance. Such a dispute of the transaction may be transmitted to the third party (e.g., 33) in
the form of an e-mail or a text message, for example, sent via the Internet 10, mobile phone
network 40, or both, while in other embodiments, a dispute of a transaction may be sent
through a private or financial network, as another example.

[00140] In various embodiments, software module 72, software module 61, and/or
various other components may be configured to support a particular application and/or user
group, for example mobile banking, entry of health care information, domain registration,
airline check-in, intra- and inter-government agency communication, enterprise
communication, and the like.

[00141] Further, in some embodiments, some or all of the mobile phones (e.g., 41
to 43) may be configured to transmit, receive, or both, local signals. For example, mobile
phone 42 includes local transmitter, receiver, antenna, or a combination thereof, local
communication device 82, which, in this embodiment, communicates with reader or local
communication device 88. In different embodiments, device 88 may read signals, send
signals, or both. Communications devices 82 and 88 may exchange signals in one or both
directions through near-field communications, a personal area network, Bluetooth, bar codes,

WiFi, or the like, as examples.
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[00142]  Various embodiments also include second software module 77 for running
(e.g., that is running) on the user’s mobile phone (e.g., the appropriate one of phones 41 to
43). Second software module 77 may include programming instructions to store (e.g., in
folder 76) the particular information on the user’s mobile phone (e.g., the appropriate one of
phones 41 to 43), and provide access to the particular information by the user (e.g., one of
users 21 to 23). Such a second software module 77 may be recorded on a computer readable
medium, for instance, such as a hard drive, random access memory (RAM) read only
memory (ROM), a disk, a memory stick, or the like, as examples.

[00143] In some embodiments, second software module 77 may be stored or
recorded on a server (e.g., server 15), for downloading onto the user’s mobile phone (e.g., the
appropriate one or more of phones 41 to 43). In a number of embodiments, second software
module 77 may be recorded on memory within the user’s mobile phone (e.g., the appropriate
one of phones 41 to 43), for example. Such a second software module 77 may be, for
example, part of software module 72 shown in FIG. 7 on mobile phone 41. The particular
information may be, include, or be included within, for example, the nuggets 78, 79, or both,
for instance, as described herein.

[00144] Further, in some embodiments, first software module 67 or 61 includes
programming instructions to encrypt the particular information before sending the particular
information to the user’s mobile phone (c.g., 41). In some embodiments, second software
module 77 or 72 includes programming instructions to decrypt the particular information.
Even further, in some embodiments, first software module 67 or 61 includes programming
instructions to compress the particular information before sending the particular information
to the user’s mobile phone (e.g., 41). And in some embodiments, second software module 77
or 72 includes programming instructions to decompress the particular information.
Decryption and compression may be used together or separately in different embodiments.

[00145] In some embodiments, for example, for one or more of multiple users
(e.g., users 21 to 23), the particular information includes financial account information, which
may include, for instance, amounts of withdrawals or debits from an account, such as a
financial or bank account. In certain embodiments, the (e.g., at least one) threshold may be,
or include, the amount of a withdrawal or debit, for example, and first software module 67 or
second software module 77 (or both) may include programming instructions to provide an
alarm to the user [e.g., the appropriate one (or more) of users 21 to 23] if a withdrawal or a
debit (or both) exceeds the threshold. In another example, in some embodiments, for each of

a number of the users (e.g., users 21 to 23), the particular information includes travel
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information, which includes a departure time, a departure location (e.g., a departure gate), or
both. In some such embodiments, first software module 67 or second software module 77 (or
both) includes programming instructions to provide an alarm if there is a change in the
departure time or the departure location (or both), as examples. In other embodiments,
alarms may be provided for other thresholds or other criteria.

[00146] In the embodiment illustrated, method 400 also includes monitoring the
location of a first mobile phone (act 424), which may be possessed by a particular individual,
for example. Such monitoring may be, for example, continuous, at regular intervals of time,
during certain times of the day, or the like, which may be sclectable by the user in some
embodiments. In some embodiments, the frequency of monitoring may be increased if the
particular individual is near a region of concern. In the embodiment illustrated, method 400
also includes evaluating whether the first phone is near or within a region (act 428), for
example, of concern, and providing an alarm (act 432), for example, through a second mobile
phone, when the first mobile phone passes into a region of concern, or within a
predetermined distance of a region of concern. Such a predetermined distance may be, for
example, 25 feet, 50 feet, 75 feet, 100 feet, 200 feet, 300 feet, 500 feet, or the like, and may
be user selectable, in some embodiments. In addition, or instead of alarming at the second
phone, in some embodiments, an alarm may be provided (e.g., in act 432) at the first mobile
phone, which may be the same or a different alarm, in different embodiments.

[00147] In other embodiments, regions of concern may be for other threats, such as
traffic hazards, pollution or toxic waste sites, arcas of high radioactivity, industrial areas,
neighborhoods with high crime rates, gang-controlled areas, quarantine areas, areas with
insect infestations, high-drug use or dealing areas, bars, adult establishments, houses of
prostitution, gambling establishments, construction areas, arcas of severe weather, arcas of
fighting in theater of war, forbidden areas, foreign territory, private land, areas below high
tide, areas where rip-tides occur, arcas of shallow water, coastlines, or other maritime
navigational hazards, etc. Besides protecting children, embodiments may notify (e.g., in act
432), protect, or both, individuals with substance abuse, alcohol, or gambling problems,
police officers, fire fighters, probation officers, parole officers, census workers, soldiers,
delivery personnel, salesmen, missionaries, sailors, etc. In some embodiments, the alarm
(e.g., provided in act 432) may be provided to the first phone, in addition to, or instead of the
second phone.

[00148] Referring now to FIGs. 7 and 10, in a particular embodiment provided as
an example, SECURE INFORMATION MANAGEMENT (SMIM) includes a platform for
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system 100 which enables mobile phone users (e.g., 21 to 23) to have access to certain
personal information via their mobile phone (e.g., 41 to 43), even when there is no signal or
internet connection for the cell phone (e.g., from mobile telephone network 40). In this
embodiment, SMIM includes one or more blocks of code that provide the framework and
foundation of system 100 and encompasses functionality from defining standards under
which development takes place to defining security, to communication between components
and various core software applications.

[00149] In certain embodiments, SMIM includes MICRO AGENT and WEB
SERVICES. In this example of an embodiment, MICRO AGENT runs on mobile phones,
and is an example of the second software module 72, or a portion thercof, and WEB
SERVICES is an example of first software module 61, or a portion thereof. In this example,
WEB SERVICES is a block of code or software that runs on server 15 and that
communicates with or exchanges data with MICRO AGENT on the phones, website 65, and
secure storage 64, for example. WEB SERVICES may be a communication layer between
MICRO AGENT, website 65, and storage 64, for instance. WEB SERVICES may provide or
allow authentication, communication, protocol definition, auditing of the integrity of data,
prevention of unauthorized access, and so on, and may allow access to website 65 from the
Internet 10.

[00150] Still another embodiment implements a method of eliminating a need to
carry a card. This example of a method includes replacing an old component of a mobile
phone with a new component. In some embodiments, the new component includes at least
one of a back, a battery cover, a battery, and a case for the mobile phone, as examples. In
some embodiments, the new component includes a magnetic code area configured to produce
a magnetic code to be read by a card reader (e.g., device 88) when the phone is passed in
close proximity to the card reader. Other embodiments may use a bar code, as another
example.

[00151] Benefits, other advantages, and solutions to problems have been described
herein with regard to specific embodiments. However, the benefits, advantages, solutions to
problems, and element(s) that may cause benefit, advantage, or solution to occur or become
more pronounced are not to be construed as critical, required, or essential features or
clements of the claims. Reference to an element in the singular is not intended to mean “one
and only one” unless explicitly so stated, but rather “one or more.” As used herein, the terms
“comprises”, “comprising”, or a variation thereof, are intended to cover a non-exclusive

inclusion, such that a process, method, article, or apparatus that comprises a list of elements
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does not include only those elements but may include other elements not expressly listed or
inherent to such process, method, article, or apparatus. Further, no element described herein
is required for practice unless expressly described as “essential” or “critical”’. Moreover,
those skilled in the art will recognize that changes and modifications may be made to the
exemplary embodiments without departing from the scope of the present invention. Thus,
different embodiments may include different combinations, arrangements and/or orders of
elements or processing steps described herein, or as shown in the drawing figures. For
example, the various components, elements or process steps may be configured in alternate
ways depending upon the particular application or in consideration of cost. These and other
changes or modifications are intended to be included within the scope of the present

invention, as set forth in the following claims.
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CLAIMS

What is claimed is:

1. A method of tracking messages communicated using mobile devices, the

method comprising:

receiving at a server a message originated from a first mobile device and sent
by the first mobile device to a virtual number associated with a software module
configured to run as an application on a second mobile device having a phone
number;

at the server, determining that the virtual number is associated with the
software module on the second mobile device;

with the server, sending the message to the software module on the second
mobile device; and

at the server, logging the message.
2. The method of claim 1 wherein the virtual number comprises a long code.

3. The method of claim 1 wherein the message can be a short messaging service (SMS)

message, a voice communication or an email.
4. The method of claim 1 wherein the message can be encrypted at the server.

5. The method of claim 1 wherein the virtual number is associated with a container on

the second mobile device containing the software module.

6. The method of claim 1 wherein the software module on the second mobile device is

configured to register with the server.

7. A method of tracking messages communicated using mobile devices, the method

comprising:

sending to a server a message originated from a first mobile device and sent by
the first mobile device to a virtual number associated with a software module
configured to run as an application on a second mobile device;

at the server, determining that the virtual number is associated with the
software module on the second mobile device;

with the server, sending the message to the software module on the second

mobile device; and
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10.

11

12.

13.

14.

15.

16.

17.

18.

at the server, logging the message.
The method of claim 7 wherein the virtual number comprises a long code.

The method of claim 7 wherein the message can be a short messaging service (SMS)

message, a voice communication or an email.

The method of claim 7 wherein the message can be encrypted at the server.

. The method of claim 7 wherein the virtual number is associated with a container on

the second mobile device containing the software module.

The method of claim 7 wherein the software module on the second mobile device is

configured to register with the server.
The method of claim 4 wherein the message is decrypted at the second mobile device.

The method of claim 10 wherein the message is decrypted at the second mobile

device

A method of tracking messages communicated using mobile devices, the
method comprising:

receiving at a server a message directed for a mobile number of a first mobile
device wherein the message is originated from a software module configured to run as
an application on a second mobile device;

at the server, determining a virtual number associated with one of the software
module and the second mobile device;

with the server, sending the message to the mobile number of the first mobile
device by way of the virtual number; and

at the server, logging the message.
The method of claim 15 wherein the virtual number comprises a long code.

The method of claim 15 wherein the message can be a short messaging service (SMS)

message, a voice communication or an email.

The method of claim 15 wherein the message can be encrypted at the software

module.
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19. The method of claim 15 wherein a container on the second mobile device contains the

software module.

20. The method of claim 15 wherein the software module on the second mobile device 1s
configured to register with the server.

21. The method of claim 18 wherein the message is decrypted at server.
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